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Cisco Webex App

£ catal alyst 9000 Series Switching Family =

9000 Switches.

Questions?

KyL

Use Cisco Webex App to chat e
with the speaker after the session _

How
@ Find this session in the Cisco Live Mobile App o
@ Click “Join the Discussion”

. Install the Webex App or go directly to the Webex space
. Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until Thursday 22 December, 2022.
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- Webex App Architecture

- User Management and |dentity
- Calling Service

- Meetings Service

- Messaging Service

- App Deployment

- App Integrations

- Roadmap Items
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The Webex App

One easy-to-use and secure app to call, message, meet and get work done.

Working from home &

Al Direct Space

U0 Feature Planning Meeting

E Feature Planning M

o Identity Design
Teamers
W) Kevin Woo

Sonali Pritchard

Other s
° Sourcing
ale
o Marketing
° Printed Materials
Graphic Design & M

ey

Sofia Gomez

00
0o

®

Help

€ Call settings

Identitv Desian
© Meeting Info

En

§J Connect to a device

‘q , Did you have a good time at the conference? | hope Houston had

v good weather.

Q Mute v

¢ BATETA

X Stop video -~

(") Share

4
©
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Full Webex meetings experience
including breakout sessions,
background blur/virtual backgrounds,
Webex Assistant, etc.

Enterprise Grade Calling

Register Webex app to Unified CM or
Webex Calling to enable calling
capabilities from the knowledge
worker to the contact center agent

Modern messaging capabilities
1:1 and group persistent spaces for
messaging, file and meeting content
sharing.

Customizable app experience
Customizable appearance and
themes, including dark mode

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 7



Convergence to a Single App

Webex gﬁ
Teams

UC One é ©
F
App -
Jabber @@

cisco Lz/&/

Webex
Meetings

A single modern app

* Webex App delivers the BEST
EXPERIENCE for all collaboration
workloads

w Webex App

©
3 o
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Different Architecture for collaboration workloads

3
g% £

U
Communications
Manager

End-to-End Security
Prime Management
Network Assurance

CUCM Webex
Cen’Frahzed Microservice-based
csco Ld/& / Architecture Architecture
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HTTPS

Webex — Base Architecture

== | Corporate
" | Network

Webex

ﬁ Home

Network__\
i
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L 11/
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HTTPS

LDAP

Webex - User Management and ldentity
“aa

Corporate Azure/Okta
Network User Mgmt and IDP

7777 AN Webex

Identity Active Directory !
Provider Directory Connector |
/)
(L]
[Tl .
(] {
= ﬁ Home
: Network
| Ve
‘ /7
i 11/
[
"
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Webex - Calendar Integration

Corporate
Network

Identity
Provider

N\

oo\
SEE
—— o0
523
Exchange Expressway-C
Active Directory
Directory Connector

cisco Lz/&/
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— HTTPS
LDAP

/ Azure/Okta

User Mgmt and IDP

Web
ebex) -

0365/Google
Calendar Service

ﬁ Home

Network

l"-‘
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e HTTPS
LDAP

— SIP

Webex - Webex Calling
Corporate / Azure/Okta

Network User Mgmt and IDP

Webex ~
S EE J
—— = o0 «
) 0365/Google
Exchange Expressway-C Calendar Service
Identity Active Directory
Provider Directory Connector
AN
ﬁ Home
) Network
///"
l"- ‘
‘.;_\\ P // \ P /
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Webex - Unified CM Calling

Corporate
Network

i

Exchange
DNS Identity Active
Provider Directory

ad K3

N\

>822«

Expressway-C

Directory
Connector

>E¥¢

«3-
/ Unified CM
\ > v
<4~

e Unity Connection

Expressway-C

/

Webex

— HTTPS
LDAP

— SIP

— CTI

Azure/Okta
User Mgmt and IDP

v\ -
0365/Google
Calendar Service

ﬁ

Home
Network

Expressway-E
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Webex - Unified CM Calling & CCUC

Corporate
Network

Webex

SEme
>822«

/

IiiII

Exchange Expressway-C |
|

DNS Identity Active Directory
Provider Directory Connector i

/

HTTPS

LDAP

SIP

]

Azure/Okta
User Mgmt and IDP

v\ -
0365/Google
Calendar Service

Q
[E— / i ﬁ Home
> ¢ f Network
} .‘",/
7/
Unified CM &
ccuc
-ill Ii:::::::l -i-‘
\ \ > e Expressway-C Expressway-E
N4>
e Unity Connection e \ /
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ontrol Hub

| @ Overview Overview

Alerts center

Control Hub is the Webex

, Hybrid
Hybrid Services

)

Calendar
(Google)

)

Device Calling

Data Security

)

Meeting Server

By T™™EDemo

() )
Calendar (Office Calendar
365) (Bxchange)
()
Message Video Mesh &
)
Context Senviceabilty

webex +
The latest update is here!

(" Leam More )

The June update is here! 42.6 includes grid view
support for up to 81 videos, support for webinar
series, ability for Embedded Apps to be opened in
stage view, Webhooks AP when meeting transcripts
are ready, and much more!

[ Updated Ul when editing licenses for users and
license templa
May 19, 2022

[ Administrators can search for and delete
obsolete meetings

/ebex Calling Call Queue and Auts
Reports

Webex Calling Network Readiness Tool
Manage Auto-License Template

Adoption Resources Library

o Resources

Feature Sp:

Control Hub Essentials

Self-paced courses for Control Hub

Monitor
* Analytics

* Troubleshooting

Integrations

Webex Experience Updates Onboarding A m | n r |
MONITORING m
You can provide a better experience for your end
© Webex Experience users. Update your services to the new 484 ouiusers O .
Webex experience. Learn More There s no d within 180 days *
w Avis ~ . https.//admln.webex.co
+ Troubleshooting = Inactive 1%
® Reports Excellent ) Undete Webex Mectige o the now Wet Not Verifed
Ipdate Webex Meetings to the new Webex — vernes
MANAGENENT ( improve Experience ) p — Actve
D Devices
Q Users
& Workspaces Webex Services AL ON 419 Total Devices Directory Synchronization
© Online 1
& Devices Online: 50
c o 2 E : « Manage
2 Apps .
Webex Caling Meetings Online with Issues: 18 ©) Offine 0
[ Account
: . y  Webex User Accounts
——
Hybrid Sevices  ControlHub  Developer API
Expired: 59 Quick Links
senvices .
° ° i, webex Adoption Methodology °
(' Lean More )
O Messaging Activating: 2 b ’
£ Mesting = Admin Capabilities ° V\/e b eX A
What's New Organization Tasks
£ Connected UC
Audit Log PY

« Unified CM/CCUC

cisco W- © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 16
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Webex Org and
User |dentity
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Typical Webex App Deployment

v Verify Domain v Enable SSO v License Template v App Experience v" Desktop
v" Claim Domain v User Sync v' Message v" Mobile
v Claim Users v Meet v Continuous Monitoring
v Calling

cisco W./ #CiscoLiveAPJC BRKCOL-2198
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User Authentication

Basic Authentication

Email & Webex password
Optional integration with Duo for MFA

Webex

Single Sign On

Any auth type supported by the IDP
MFA

Common user identity across all
services/platforms

|dentity
Provider

a

Webex

tme:
demo:com

#CiscoLiveAPJC BRKCOL-2198 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Single Sign On
Webex App can connect to multiple services
and platforms

Identity SSO allows for single authentication, granting
user access to multiple platforms services
. . 3rd rty
Ug’;\l;?d Cor?nrggion Content MF;?wagement Embedded apps
— Zm—— services
3N >
webex)  EE=H

tme:

e demo:com
[
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Webex User Provisioning

3rd party

user db

webex Control Hub

) Overview
£ Alerts center

© Webex Experience

1 Analytics
Troubleshooting

® Reports

2 Users

28 Workspaces

3 Devices

£ Apps

&> Account

» Organization Settings

C Updates & Migrations
© Messaging

Meeting

<, Caling

& Connected UC

& Hybrid

Users

[Qusers | g2 Grows

Q Sea

Pre @@e®®>0r 00@®@P=§

First/ Lost name
Amee Hewt

Ajay Pawar

Aladdin Gordon

Alan Glowacki

Alan Lane

Albert Amparan

Alec Walker

Alexa Williamson

Alexa Glover

Alexander Robbins

Alfreda Valdez

Aline Merritt

Alison Cassidy

Allegra Cameron

Allison Cassidy

Allistair Santana

© Licenses

Webex

Filter

& Contacts

483 users

Email
anewm@imeaemo.com

ajpawar@tmedemo com

agordon@tmedemo.com

aglowack@tmedemo.com

alane@tmedemo com

alampara@tmedemo.com

alecwalk@tmedemo com

awiliam@tmedemo.com

aglover@tmedemo com

arobbins@tmedemo com

avaldez@tmedemo.com

ameritt@tmedemo.com

cassidy@tmedemo.com

acameron@tmedemo com

acassidy@tmedemo.com

asantana@tmedemo com

Stans

o Active

o Verified

o Active

o Active

o Active

o Verified

o Verified

o Active

o Active

o Verified

o Active

o Active

o Active

o Active

o Active

Keaa-only aomin

Full admin

Read-only admin

Full admin

Read-only admin

Full admin

Read-only admin

Read-only admin

Read-only admin

Read-only admin

Read-only admin

Read-only admin

Read-only admin

Read-only admin

#CiscoLiveAPJC BRKCOL-2198

avatar
buildingName
¢

departmentNumber
displayName
ds-pwp-account-disabled
employeeNumber
employeeType

externallD
facsimileTelephoneNumber
givenName

jabberlD

|

locale

manager

mobile

O

ou

x User Attributes

phoneNumbers;type-work_extension

physicalDeliveryOfficeName
postalCode
preferredLanguage

sipAddresses;type-enterprise

sn
st
Street

telephoneNumber
title

uid

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Webex User Search/Resolution

« Webex App will perform directory
4 queries against the Webex
SR — Directory Search Service

She/Her

Active * Let's rock it! A User SearCh
O & O .
- User Resolution
- Phone Number Resolution
21024101 > Avatar DISp|ay

Barbara German

DESIGNER. EXPERIENCE
Email: s @

Create a space
o

| - Ensure all necessary user
attributes are synced to Webex
Via user provisioning process

cisco W #CiscoLiveAPJC BRKCOL-2198 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Webex User Account Management Solutions

Meetings Site User Linking

Automatically link Site Admin user accounts to Control Hub

Directory Connector

Automatic method for creating, updating and deactivating user accounts
and groups via Active Directory or AD LDS

SCIM/Azure AD Wizard

Automatic method for creating, updating and deactivating user accounts
via Azure AD or Okta

SAML JIT

Automatic account creation based on SSO login

Self Registration

User can self register to create their Webex account in a claimed org

CUCM User Sync

Create Webex user accounts based on CUCM endusers (via CCUC)

Social Login Automatic account creation via sign in to third party service for claimed
domain (Apple, Google, Facebook, Microsoft)

CSV file Admin can create and update users by importing a CSV file into Control
Hub

API Admin can create, update delete and list users by using Webex API’s

Manual Admin can use Control Hub to manage user accounts

cisco Lg{/&/
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Directory Connector Vs Azure AD / SCIM

Azure/Okta

1 :z]|Corporate
SF1ER15F ) Network

3 Active Directory
: Directory Connector

/

Directory Connector Azure AD /| SCIM

cisco L‘V& . #CiscoLiveAPJC BRKCOL-2198 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



License Template

o Alerts center

L users g2 Growps Licenses | @ Contacts © How does automatic licensing work?

© Webex Experience Licenses assignment © Organization-based management
Mansge or new ser

ssgnment

 Analytics Licenses can be assigned
o new users.

. Troubleshooting (D Messaging

R automatically licensed for selected

£ Meeting Basic Space Meefings.
J— Advanced Space Meetings
Webex Assistant for Mestings

- services

3 Devices % Caling Call on Webex (11 call, non-PSTN)

5 Apps

odfy ) @
) 8

Organization Seftings

Go10 the Groups ist page and manage icense assignment for each group.

Updates & Migrations

£3 Mesting -

B ™

MESSAGING MEETINGS CALLING

« Create an org wide License Template
* Newly created user accounts will be

« License changes can be made on an
org wide, group or individual user basis

Modify organization licenses assignment Modify organization licenses assignment
Select thelcense you want to assign o your users Select the lcense you want o assign to your users
T - '~ Subscription Basic Space Meetings - A Subsciiption: Call on Webesx (11 call, non-PS
O m=rn O Subscripton: Basic Messaging O Messgns @ p p o O vessang @ Subscripton: Call on Webex (1:1 cal, non-PSTN)
Basic Messaging B Basic Space Meetings Call on Webex (1:1 call, non-PSTN)
] Meeting o (2] Meeting o O] Meeting o
~ Subscription: Enterprise Trial ~ Subscription: Enterprise Trial A Subscription: Register to Unified Communications Manager (UCM)
., Callin Q
% caling ° @ Advanced Messaging S ° ° ex space meeing Webex Assistant for Meetings \ Caling ° [ Register o Unified Communication Manager (UCM)
st of 100 8201 1000 assgnea
) Contact Center 0 ) Contact Center 0 B Ackanced Space et ) Contact Center 0 ~ Subscription: Enterprise Trial
< vanced Space Meetings “
509.1 1000 assignes o Webex Calin
& Hybrid Senvices @ &> Hybrid Services @ a 9
[ Real-Time Translations © Professional

6 0f 1000 assigned

© Basic
tmedemo webex com © Mo Account

© Host Account

516 0f 3000 assigned

© Attendee Account

cisco 'p//
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Service Entitlement

(O Messaging - A~ Subscription: Basic Messaging () Messaging o A Subscription: Call on Webex (1:1 call, non-PSTN)
[ Basic Messaging [ Call on Webex (1:1 call, non-PSTN)
[C] Meeting (1] [C] Meeting .
- A Subscription: Ent Trial - 01/17/2019 = ° . + Q Search and meet
ubscription: Enterprise Tria ~ Subscription: Register to Unified Communications Manager (UCM)
R, Calling Q lling )
S (2} [ Advanced Messaging \g Caling [ Register to Unified Communication Manager (UCM)
50 0f 200 assigned

Meetings

@ https://ucd

« Services can be unchecked in the license (Per org,
group, user)

 e.g. To deploy a Meetings ONLY configuration,
remove messaging service and calling service

O G

N q - Schedule
Start a meeting Join a meeting

Meetings Meeting content

* B EWAR E I Tuesday 7 mee 2(())27;06/2022 ’ e
« Removing messaging will also remove space
meeting functionality (e.g. scheduling)
« Users existing messages/files will be retained
as per your orgs retention policy

When you schedule or are invited to a Webex meeting, it"...

cisco W- #CiscoLiveAPJC © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



Default Landing Screen

webeXx Control Hub

Organization Settings

() Overview

- Upusteu uit. Us1Uor UL
4 Alerts center '

Download Webex builds
MONITORING
) Webex Experience
wl Analytics
- Troubleshooting
B Reports
Default Landing Screen for
Webex App

MANAGEMENT

2 Users

&% Workspaces
O Devices

38 Apps

[ Account

I % Organization Settings Migrate Content

B ucDemoLan

© Automatic updates (Controlled by Cisco)

(0 Custom scheduled updates with deferrals

() The next scheduled update is on 07/06/2022 to version June-2022

Choose landing screen

Customize which tab your users see when first opening the Webex app. If the
default isn't available, Webex will use the top tab as an altemnative.

( Messsaing v
Messaging
Contacts
Calling
nversations to their new
Meetings

tions to their new account.

Control Hub Admin can choose the default landing

screen

Admin can also allow/deny the user from changing the

default screen in the app

cisco L{V&/

#CiscoLiveAPJC BRKCOL-2198b

Webex Options

&
D

o

General Sign in

Audio

. Connect Webex to Microsoft Outlook
Video

") Sharing content

> Notifications

Connect Webex to Microsoft Outlook
Appearance

Privacy
Landing screen

O Integrations

D Messaging

\ Calling

2 Devices

Phone Service

Messaging (default)
Meetings Contacts
Join options Calling

Meetings

Show floating window for calls and meetings

Save

a floating

Cancel

User can set their preferred default
landing screen (if allowed by admin)

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Directory
Connector = , ﬂ

= |

\

AD Security Groups via Directory Connector

Azure AD . 200
Wizard -

Azure AD Groups via Azure AD Wizard

cisco W_/

» User groups can be synced to Webex

* Directory Connector
 Azure AD Wizard

* Licensing Templates can be set on a per

group basis
+ Changing a license template will apply to
new and existing users

Users
8 Users &2 Groups © Licenses & Contacts (© How does automatic licensing work?
webex Control Hub
Licenses 0 O
Vanage

Licenses can be assigned

10 new users (O Messaging Basic Messaging
Learn More Advanced Messaging 43 Groups | @ Licenses &5 Contacts
(] Meeting Basic Space Meetings J Goroues

Advanced Space Meetings
Webex Assistant for Meetings
1

%, Calling Call on Webex (1:1 call, non-PSTN)

O Hybrid Services Microsoft Exchange/Office 365

© Group-based management
Go to the Groups list page and manage license assignment for each group.

#CiscoLiveAPJC BRKCOL-2198 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Templates

Meetings Template

Create template

Remote Control

#CiscoLiveAPJC BRKCOL-2198

In Control Hub, create meetings,
messaging and calling
configuration templates

Templates can be used to set
licensing and service
configuration preferences and
apply to groups of users

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Templates Example

( | (

License Meetings Messaging Calling License
Template Template Template Template Template
A All Access All Access All Access A

cisco M./ #CiscoLiveAPJC BRKCOL-2198

| \

. M in [lin
Meetings essaging Celling
Template Template
Template . i
No Ext File Recording
No Chat
Share On

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Templates Example

webeX Control Hub

< ctgFinance

(A Overview

ctgFinance Usage: Policy
Source: On-premise Active Directory e | | I e rS

Number of members: 3

* Apply License

ol Analytics

&) Alerts center

MONITORING

Settings templates Type —
“~ Troubleshooting 9 p yp o

Applied to existing and future
B Reports users % General - H el | Ip a e

(O Messaging messaging_templ... : .
MANAGEMENT X [ ] / S l I

] Meeting No file sharing : p p | y S ettl g S

I & Users

Y Calling Finance Calling U... H
2 Workspaces | m | a t e
& Devices > Vidcast - : e p
85 Apps
[ Account

Group Members First name Last name Email address

¢ Organization Settings

Cleo Peters cpeters@tmedemo.com
SERVICES Cybil Alexander cyalexan@tmedemo.com
C Updates & Migrations )

Jono Luk jonluk@tmedemo.com

() Messaging

] Meeting

cisco W. #CiscoLiveAPJC BRKCOL-2198 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 31
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Webex App Calling

_-*-_
W -~ L
Call On UCM \(/DVe”beX
Webex by aling

Y

cisco W./ #CiscoLiveAPJC BRKCOL-2198

Webex provides a number of
different calling options that can be
deployed to meet difference
customer needs.

Calling experience is defined via

user licensing
* NEW: Unified CM “Calling
Behaviour” is now defined in the

license
Call on Webex
* Basic and free 1:1 in-app calling
service

*  On by default

Add Enterprise Calling to the Webex
App. Choose between

+ Unified CM Calling

+  Webex Calling

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



Webex App Calling

[ )
~ . ~ Subscription: Call on Webex (1:1 call, non-PSTN)
() Messaging (2]
Call on Webex (1:1 call, non-PSTN)
[ Meeting (4]
~ Subscription: Register to Unified Communications Manager (UCM) °
Callin
% 9 a [[J Register to Unified Communication Manager (UCM)
Q Contact Center 0 ~ Subscription: Enterprise Trial
Webex Calling
© Professional
© Basic
[ )
[ )

cisco Lzﬁo//
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Webex provides a number of
different calling options that can be
deployed to meet difference
customer needs.

Calling experience is defined via

user licensing
*  NEW: Unified CM “Calling
Behaviour” is now defined in the

license
Call on Webex
* Basic and free 1:1 in-app calling
service

*  On by default

Add Enterprise Calling to the Webex
App. Choose between

* Unified CM Calling

+  Webex Calling

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



== | Corporate
" | Network

Call On Webex Architecture

#CiscoLiveAPJC BRKCOL-2198

HTTPS

Webex

q
Network

i =
S

——

-

W,

\
i
i
i
i
i
> |
i

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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— SIP

Webex Calling Architecture

Corporate
"1 Network

\ Webex

q
@
Network
;’/r
A

#CiscoLiveAPJC BRKCOL-2198
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s HTTPS

Unified CM Calling Architecture — -

Corporate
"| Network

Webex

ﬁ Home

Network
™~

«3- p \
m / Unified CM ﬁ EEI%
I

>E>¢

\ \ A Expressway-C =/ Expressway-E \.\ :
{45

yd . ,
\ Unity Connection S P

cisco L‘V& . #CiscoLiveAPJC BRKCOL-2198 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Unified CM Calling Architecture

. . ~ CTI
Service Profile < uc Service
~ Voicemail
o = UC Service

/
5
),
4
§

jabber-config

Webex = ‘é&fﬁ

Webex Services

Q

i » Meetings
» Messaging
¥y > Directory A\ Home
> Presence Cluster Desktop Device (CSF)
|E > Contact List w
> Call On Webex
User_ ]
assou_atlon
o devices Mobile Device (BOT, TAB, TCT)
Configuration
> Unified CM Enablement (in License) Devices
» Client Calling Settings
End User
) Group

. TI
Group Membership g group

cisco W- #CiscoLiveAPJC BRKCOL-2198 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Single Sign On with Unified CM Calling

Webex

cisco Lg{/&/

Webex App can connect to multiple services
Identity and platforms
a Provider SSO allows for single authentication, granting
user access to multiple platforms services

Unified ) 3rd party
g,\l,? Cor?nrggion Content Management Embedded apps
/e o services
\ >
> e N € D
B35 B T

tme:

b
u n S demo:com

#CiscoLiveAPJC BRKCOL-2198 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 39



Unified CM Calling Settin
to Calling License

Calling Behavior

User > Calling Behavior

Calling Behavior

Choose how this user makes calls in Webex Teams
Organization Setting: Calling in Webex Teams (Unified CM)
Use the setting you've specified at the organization level
Calling in Webex Teams

Make calls directly in Webex Teams, backed by Webex Calling or
Hybrid Calling.

° Calling in Webex Teams (Unified CM)

Make calls in Webex Teams registered to Unified CM for midcall
features.

Webex Calling app

Make calls in the Webex Calling app or through a cross-launch from
Webex Teams

Cisco Jabber app

Make calls in Cisco Jabber or through a cross-launch from Webex
Teams.

Third-Party app

Make calls in a third-party calling app or through a cross-launch
from Webex Teams.

g has moved

Calling License Template

o ¢ 0O O

. A~ Subscription: Call on Webex (1:1 call, non-PSTN)
Messaging

Call on Webex (1:1 call, non-PSTN)

~ Subscription: Register to Unified Communications Manager (UCM)

(2]
Meeting (<)
(2]

Callin:
9 Register to Unified Communication Manager (UCM)

Contact Center 0 ~ Subscription: Enterprise Trial - 09/20/2018

[ Webex Calling

© Professional

O]
© Basic

c1sco '&_/

#CiscoLiveAPJC BRKCOL-2198
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Unified CM Discovery

‘\

Sign in

cisco L;V&/

HTTPS

Webex

#CiscoLiveAPJC BRKCOL-2198

» Webex App first time start
e User enters email address
» chopkins@tmedemo.com

* Webex App connects to Webex
login service

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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HTTPS

Unified CM Discovery

Webex
* Webex Org is SSO enabled.
tme: * Webex app enters SSO
demo:com mode
* Embedded browser
IDP displayed

* Embedded browser
connects to the IDP
User authenticates
IDP issues SAML assertion
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HTTPS

Unified CM Discovery

Webex

. «  Webex App uses SAML
— assertion to authenticate
to Webex service
Webex grants Webex app
Access (issues OAuth
tokens)
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Unified CM Discovery

‘\

Signing In...

®

cisco L;V&/

HTTPS

« \Webex App retrieves user config
including licensing

« Webex App connects to applicable
cloud services

» Webex App retrieves calling setting
“Register to Unified Communication
Manager (UCM)”

#CiscoLiveAPJC BRKCOL-2198
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DNS

Unified CM Discovery

Initial Email = chopkins@jmedemo.com

* Webex App queries DNS

_cisco-uds._tcpltmedemo.com |

‘\

Signing In...

_collab-edge._tlsftmedemo.com |

O « Internal DNS Server:
_cisco-uds -> UCM A record

» External DNS Server:
_collab-edge -> Expressway-E A record

\Voice Services Domain = tmedemo.com

 If the Unified CM domain is different to the Webex domain, additional
Voice Services Domains can be configured (per user/org) in Control
Hub

_cisco-uds._tcp.tmedemo.com
_collab-edge._tls.tmedemo.com
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HTTPS

Unified CM Discovery

« Webex App queries for
homecluster against the Unified
CM node returned from DNS

query

« Query uses the users Webex ID
to determine Unified CM

Cluster 2 homecluster
» Unified CM is aware of every
users homecluster for the entire
K f‘t\ ILS cluster
/ A
/ \
Lﬁ" ILS . Webex App is redirected to
Service chopkins home cluster
chopkins@tmedemo.com e >

cluster 1

cluster 3

https://ucml-clustersl.tmedemo.com:8443/cucm-uds/clusterUser?username=chopkins
https://ucml-clustersl.tmedemo.com:8443/cucm-uds/clusterUser?email=chopkins@tmedemo.com
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Unified CM Discovery

cisco L{V&‘/

HTTPS

 Webex App connects to
homecluster publisher node

« Unified CM challenges for
authentication

Homecluster
Publisher
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HTTPS

Unified CM Discovery

« Homecluster is SSO
Webex enabled

* Webex App uses the
existing SAML token to
gain access to Unified CM

&= IDP without the need for the
user to manually
authenticate

« Without SSO the user
2 would have a secondary
login requirement
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HTTPS

Unified CM Discovery

+ Webex App downloads
Service Profiles and
jabber-config

« Webex App connects to
available services

0 o SIP/CTI
~ CTI . ) .
= uC Service Voicemail
7~ . Voicemail
waw UC Service
A\

jabber-config
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HTTPS

Unified CM Discovery

» User is prompted to accept
Emergency Calling Notification
Message before they can make
a call

» By default the prompt is shown
on first login only, but the admin
can change this to never or
every login

« The Emergency Notification
message is customizable

cisco W. #CiscoLiveAPJC BRKCOL-2198 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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SIP

Unified CM Discovery

« Webex App performs SIP
reqgistration against a
node as per UC Manager
Group preferences

» Appropriate device type
must be configured
* Desktop: CSF
« Tablet: TAB
e iPhone: TCT
« Android Phone: BOT

cisco W./ #CiscoLiveAPJC BRKCOL-2198
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Unified CM Discovery Best Practices

Voice Services Domain
. Keep it simple - try to use the Webex/email domain as the Voice Services Domain. Remember, the _cisco-uds and
_collab-edge SRV domains, do not need to be the same as the Unified CM/Expressway domains

Certificate Validation
. Webex App will validate a TLS certificate from each Expressway/Unified CM/Unity Connection node it connects to.
Ensure that the certificates installed on each of these services is trusted i.e. CA signed

Webex and Unified CM User Identity
. Webex App will use the users Webex identity as the Unified user identity (userlD or email). Ensure that the Unified CM
email attribute is populated for each user (with the email address matching the Webex identity)

Authentication
. SSO enable both the Webex Org and Expressway/Unified CM/Unity Connection (using the same IDP!). Without this,
users will have multiple login prompts when signing into the app. For Webex App on mobile deployments, ensure Unified
CMis 12.5(1)su4 and later, Expressway X14 and later (SSO redirect URI)

Unified CM OAuth Refresh Token Flow
. Enable OAuth Refresh token flow on Unified CM. User will not need to reauthenticate to Unified CM for defined period of
token (default = 60 days). Allows admin to enable secure SIP calling (SIP OAuth)

See https://www.cisco.com/c/en/us/td/docs/voice ip _comm/cloudCollaboration/wbxt/ucmcalling/unified-cm-wbx-
teams-deployment-gquide.pdf
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Subsequent Logins

Webex ) * The first time Webex App
login is a serial login

1. Connect to Webex
2. Connect to Unified CM

» After the first time login,
Webex App connects to
services in parallel (based
on cached config)
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Subsequent Logins

Webex) * The first time Webex App
login is a serial login

1. Connect to Webex
2. Connect to Unified CM

» After the first time login,
Webex App connects to
services in parallel (based
on cached config)
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Calling Redundancy

Webex ) ° [f Webex services are
inaccessible (e.g. WAN outage,
loss of internet access), Webex
App will still be able to register
to on premise Unified CM for
calling

» Features dependent on Webex
services will be unavailable e.g.
presence, directory search
(previous directory lookups will

. Dbe cached locally)
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Jabber to Webex App Migration

(\llJVr?itf)iz)c(i éFl)VFI)) Cisco Jabber
IM-only Share | |
Messaging Remote Desktop Control (Mouse & (via Call on 7
Keyboard) Webex)
Device Desk-phone Control | o
HD Video & Audio Softphone | |
I: e a t U re Contacts (Corporate, Personal, Local - -
Search)
. . o (Al
In-a-call Presence, DND M (Clients only) Devices)
p a r | y Hold/Resume, Consultative Transfer, 7 7
Conference
Call History | |
Voicemail (Visual & MWI & Call VM) | |
WebeX App Hunt Group | |
Call Pickup | |
reached feature Call Park o g
. . . : Extend & Connect & Dial-via Office | |
parity with Cisco ~ ' In-CallSharing @ @
Call Recording | |
Jabber for most Multi-Line o o
Emergency Calling Behavior, Disclaimer | |
knowledge workers
ICE Media Optimization 4] ]
Far End Camera Control | |
3rd Party Headset Control M Window + Mac & Windows
CTI-Control by Other Application | |
Enterprise Contact Center (UCCE/X) 7 7
Support
Virtual Desktop Integration (VDI) | |
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Jabber to Webex App Migration

v

Contact
center
features

Webex App
supports advanced
calling features for
Contact Center

environments
(UCCE and UCCX)

cisco Lg{/&/

Make/receive call
Hold/resume
Transfer
Conference
DTMF

Recording (BIB)
Multi-line

Silent monitoring

Call notification
control for admin

#CiscoLiveAPJC BRKCOL-2198

Call windows control
for user and admin

Zip tone for auto
pickup

Whisper
Announcement

cBarge
Agent greeting
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Jabber to Webex App Migration

« Group chat escalation to a « Blur, virtual & custom
meeting background
« Wireless share & whiteboard « Noise removal and music mode

h ol .
| ﬂ C re m e nta | with cloud devices « Cisco headset management /
featu l'eS . Proximity pair with J(_)ining control

Meeting and 1:1 calling _ _ _
: - Quick call window (coming)
Webex App delivers Seamless move between device _
many more new calling and Webex app * E911RedSky native support

q : f (coming)
an megtlngs e_atures « Seamless call handover between _ o
comparing to Cisco networks » Auto device provisioning
Jabber | | (coming)
« B2B2C app-to-app calling with
annotation and whiteboard ... and many more to
* App share with desk-phone come!
control

CISCOW_/ - Move call to meeting S o
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Contacts and Search

 Users can add Webex contacts and
Custom contacts to their personal

Set a status < Q Search, meet, and call

Vv Top contacts

CoEEE 1 , contact list

@ o Rocriguer o «  Webex Contacts

% | ondiay Remove imoce « A Webex user

& pizacuy * (Custom Contacts

v Cisco Live 2022 e * A user who does not have a Webex
e | ey account. User can add a number of
RGeS T attributes including 4 phone numbers

Phone worc v 1234567899 : * The custom contact is private to the
e T : —— user who adds
e . « Users can search for Webex for

Webex users, Webex contacts and
Custom contacts in the search bar
Custom contacts « Users can also search for org Webex

e can be migrated devices and allowed bots using the
from Jabber to search bar
Webex App

&) =00
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Introducing Org Contacts

Webex Identity service

Provisioned by control hub, directory
connector etc

Webex Contacts

Hil

Contact Management

Device/service contacts

D Platform Contacts

il

Webex

Users

Users that have
been
provisioned in
Webex service

Webex

Devices
Video devices
and phones that
have been
provisioned in
Webex service

Webex Bots
Interactive Chat

bots created in
Webex

Personal

Contacts

User created and
viewable contacts,
held in Webex
available across
clients.

Org
Contacts

Org Contacts
Admin created

custom contacts,
stored in Webex,

searchable by all
users in the
organization

Local Contacts
Platform specific contacts
* |0OS/Android contacts
* Outlook contacts

* Mac Contacts

« Device favourites

Add up to 200,000
org contacts per org

cisco Lz/&/
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Populating Org Contacts

« New Contacts section in

webex Control Hub Users tab

 Manage Org contacts
via CSV file

& Users &2 Groups &} Licenses &) Contacts | ° Org COﬂtaCtS Caﬂ have

 Webex Experionce (Q_ sears | = fer SETiES many attributes

w1 Anayics . Display Name

CSV bulk add or edit contacts

4~ Troubleshooting 1408123456 o Up to 5 phOﬂe

Cheese Supplier Download contact attributes or sample template

@ Overview Users

7\, Alerts center

MONITORING

[ Reports Use the template to add new contacts, then upload the CSV file
- Flour Mill 1408567890 ‘ numbers per ContaCt

Al editable contacts Download ) E .

~ . mail
MANAGEMENT Tomatoes Grower 1408234568 1ow to edit the CSV file?
, * Address
L, Users Upload CSV data
If your CSV fill racters (e.g @, i, U, B), import your file in the

&8 Workspaces UTF-8 format

2 Devioss « Org Contacts sync via
2 Apps | CCUC is also available

& Account Drag and drop your CSV file to upload or

Choose a file

% Organization Settings
Cancel

SERVICES
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Org Contacts

ﬁ Set a status <> + (Q ed ) Cancel

[ ] All Direct  Spaces @ Search all spaces for ‘ed” »
AL @ My Space People
G Ed Walker e@ Schedule  Trello
8 a Project X
) G Edward Warren
G 0 New System Project ¢ edwalker@example.com
Work
o 1271751651
@ e Search Space Work
a Q 118847826
@ My Space Spaces Mobile
Q 1466757147
Home
| 2623644006
We can't finc Other

that match your searcn.

®Connecttoadevice — O X

. Contact profile

Ed Walker

Profile

Phone

Work: ed.walker@example.com
Mobile: 118847826

Work: 5579769914

Other: 2623644006

Work: 1271751651

Home: 1466757147

° QO

Show fewer

cisco W./ #CiscoLiveAPJC BRKCOL-2198
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Meetings
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Webex Meetings

N + Webex Meetings
| W g (= . ' Desktop App to
, e Webex App Update
Program

B

=R

1]
3@

atE [ * Full Features
b Meetings

R
o
D
i
i |
D
D @

s @ d',*ﬁl%w ‘;,

a _ vl ¢

: NGl f 2 |3 « Converged backend
" ) /77T Tl o) - =
7 ",' fo "9.1 (A e ‘:c,“;_:_
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Webex Meetings Des

Webex Meetings is updating to the new
Webex app

Start a Meeting Schedule

Join a Meeting ®

Upcoming Meetinas
Friday, July 24 [0 (€]

ync Up Meeting )

1000PM  Feature Planning N=]
0200 AM | Jacob Green

5 Connect to a device

Webex Meetings Desktop App

cisco Lz/&/

Meetings  Recordings

847 O

@ Review your meeting preferences

(3 Desktop App Visual Design Sync
% 11:00 AM - 1200 AM

Tuesday, Jul 21

@ 5’“ Visual Design Enhancement
& 1000AM - 12:00 AM

/e\ Visual Design Share - Weekly
& 1050 AM - 11:50 AM

Meeting Only Visual Design Exploration
1200 AM - 100 PM

() Web seminar scheduled: Meeting
B¢ 100PM - 230PM

o0
8
@) Doty Mesting Sync up
® % 1007 - 20074
8 Call settings 5% “f L1 My Softphone & Call pickup

ktop App to Webex App

My Personal Room ©
Starta meeting Join a meeting Schedle

httpy//go.webex.com/meet/barbara 0

Tuen21200 > Tody | @ Uit

General Visual Design Group

Design Group

Webex App

Applies to

« Control Hub Managed v/
» Site Linked Webex Orgs v/
» Slow Channel v/

#CiscoLiveAPJC BRKCOL-2198
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Updated set of Capabilities

o e:‘

0
@ -
]
®
o
o
&

QM O Sopvdeo v (1 Share

View your schedule and Continue the conversation " Call contacts with voice
schedule meetings with messaging & Video

BOESECHOG D

»»»»»»

& captions ¥ (3

eting Artifacts

Share content from

ntegrate other apps

OneDrive, Box and Google View Me

c1sco 'p//
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Update Timetable

A Overview
0 Alerts center
MONTORING

© Webex Experience
&1 Analytics
- Troubleshooting

B Reports

& Users
O Workspaces
3 Devices

53 Apps

[ Account

& Organization Settings

| G Updates & Migrations
O Messaging
&) Meeting
%, Caling
& Connected UC

© Hybrid

[y Cotaborsion CSMLab LTD

I\/Iar> Apr > May

< Updates & Migrations

Update Webex Meetings to the new Webex (Le:wv Mcre)

Review prerequisites = Initiate update > User clicks on Update

Sites that are initiated for update: 3/4

~ Step 1: Review update prerequisites

1. Review yol

2. Buiid your

pion plan.  Recommended

~ Step 2: Test the update (optional)
Webex Site User management

csmbeta webex com Control Hub

~ Step 3: Update Webex Meetings to the new Webex

e

cesebeta.webex.com Control Hub

ceselabwebex.com Control Hub

ceselablassic webex.com

on and setup recor

mmendations.

Webex Meeting Ste Admin

Webex Msetngs app channel

Latest Channel

estgs 30p chanme

Latest Channel

Latest Channel

Latest Channel

W X Control Hub

+/ Initiated in October 2021

 Initiated in December 2021

Scheduled for April 2022

Aug> Sep> Oct> Nov>

Month

Date of
Update

Last Day
to Select

Last Day
to Defer

Set your preferred update month in Control

Hub

cisco Lzﬁo//
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Jan
Feb
Mar
Apr
May
Jun
Jul
Aug
Sep
Oct

Nov

Jan 14
Feb 11
Mar 4

Apr 1

May 6
Jun 10
Jul 15
Aug 12
Sep 16
Oct 14
Nov 18

Jan7
Feb 4
Mar 5
Apr 25
>k

Jun 3
Jul 8
Aug 5
Sep 9
Oct 7

*%

Jan 13
Feb 10
Mar 3
Apr 3-
*k

Jun 9
Jul 14
Aug 11
Sep 15
Oct 13

*%
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Full Featured Meetings

«  Webex MC plugin is packaged into the
Webex App installer - same in meeting
experience as Webex Meetings Desktop

App
« Version matches Webex App version

D

&
P
&
8
A
-]
®
N

@ e

» If a user joins a meeting on a different
Webex Site version, a compatible version of
MC plugin will be downloaded

« Files written to
c:\users\userlD\AppData\Local\WebEx\

« Entry in Add/Remove Programs (this is not
the Webex Meetings Desktop App)

* Launching a Webex meeting on Webex App for
mobile will cross launch the Webex Meetings App
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Site Admin to Control Hub Migration

Control Hub
< c

x

@ https://siteadmin.webex.com

asco  VWebex Administration

Site Information

Configuration

User Management

Reports

Recordings

Update
Administration

Manage, analyze, and secure your Webex site in Control Hub

Improved sign-in
experience for users

Common sign-in across all
Webex services

Step 1: Review

Unified management

One platform to manage all
Webex sites and services

* @ :

luwang2

@ Need help b

Modern administrator Stronger security
controls \%

B

User management, Directory  Consistent security policies

sync and AD groups across all Webex services

for updating

> Review impacted users

 Review impacted features

Make sure that you review the following features before updating this site to Control Hub. Learn more

Feature

SSO with automatic account creation

Host account sign-up

Mandatory fields for new users

Administrator control of user name changes

Deactivate inactive hosts

Password management

APl integration

Step 2: Convert to Control Hub

Consequences Information
® You must disable this feature before updating this site. ®
® You must disable this feature before updating this site (0]
® You must disable this feature before updating this site (0]
/\ Administrators can't block user profile changes for Webex identity in Control Hub. ®
/\ This feature is disabled. Control Hub provides an inactive users report instead. o}
/A Password management in Webex identity works differently in Control Hub. ®
/\ User creation and licensing will need to use the PEOPLE API. (0]

cisco Lzﬁo//
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Updating administration from Site Admin
to Control Hub is seamless

All Meetings data (upcoming Meetings, recordings, site
settings, user preferences) will be retained!

* Do site readiness assessment to
determine
* Any admin features being used
that are not supported on CH
sites
* Users that may need attention
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Productivity Tools EOL

Productivity Tools for Mac is already end of life

42 .6 update is the final release of Productivity Tools for
Windows

Productivity Tools will continue to work until Microsoft
blocks the plugin architecture (expected)

Customers should migrate from Productivity Tools to
Webex Scheduler (M365 add-in). For migration detail,

check out this
. https://help.webex.com/en-us/article/nvxOmw4/Migrate-from-
Productivity-Tools-to-the-Webex-Scheduler-add-In

Applies to both Latest and Slow channel organizations

cisco L‘V&./ #CiscoLiveAPJC BRKCOL-2198
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Webex Meetings Converged Platform

Converged Meeting Platform
One App
One Architecture

One Platform
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Messaging
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Start upcoming meetings
Create spaces Search, call & meet Embed apps

Custom status

Personalize spaces

Favorite spaces Connect to devices

Profile picture Space filters

& Presence
Shared content Schedule meetings

Working from home & Scarch, meet, and call B Great Wall

Spaces Al Direct  Spaces # % Spring campaign 2 Start meetings

Rer

Office Hours

Teams o
Ren e Messages = People (30)  Content  Meetings ¥ Momentum  +3 + Apps Search messages

Contacts A

Smith @AIl - Hey team, update on our inventory numbers. We have enough to fulfill our sales targets this mon.

Calling Favorites Update: Inventory numbers Pin Messaces
@AIl We have enough to fulfill our sales targets this month, so we're-gaod to go. 9

. . A Ciarissa Smith
Meetings & recordings VE nith 813 AM & Format text

JS | John Smith
@Mention or @all

Spring campaign

ize

Show Draft Flag messages

Share files from Box,
OneDrive and SharePoint
Keyboard Shortcuts

Matthew Baker
Mute notifications

('E\ Kristin Stone

Shift + Enter
Other spaces B 1T
Umar Patel Good plan. I'll reach out to the manager now and schedule a meeting with their team.
AppHub - Whowould like to attend the meeting?|
Project Energize 5
Help Cent o e oy
elp Lenter Distriibtion concerns and solidifvina the nrocess

Call setting 8 Call Settings 8 &% <@ (L1) My Softphon& & Call pickup

Attach files Send gifs, Emojis and Bitmoji
Share PMR link
Share screenshot
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Content Storage and Retention

Webex Org Location

« When a user sends content using Webex (a message or a file),
that content is stored in the Webex conversation service

*  QOrganizations can choose whether to store their content in a US
or EU based datacenter

Webex Messaging Data Retention

*  Message and file content will be stored for a period of
time defined by the retention period

« Control Hub admin can set retention period as desired

* Indefinite
110 3600 days
« From October, admins can set a different retention

policy for direct messages, to what is set for spaces.

Tip

» Setting a very low retention period will diminish user experience -
users enjoy having access to long term persistent messaging and
file sharing

Els&]%%c{%)‘mh any changes to Retention policy. Once data meets

on perlod |t |S hard de|eted #CiscoLiveAPJC BRKCOL-2198

Data Locations

View EU data migration plan

Data Type Covered Data Data Location

Recordings, transcripts, files, meeting
titles, attendee names an: ils, and
user profiles in Webex site adminstration
portal

> Meetings

Messages, files, spaces, and organization

Americas
metadata

Messaging

All Webex identity platform data, such as
Common Application Data full user profiles (name, email, avatar), Americas
user groups, and other org settings

Retention time period for data (messages and shared files) in all Webex spaces

© Indefinitely

() Custom retention time between 1 and 3600 days

Webex Space retention policy

days
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Open Federation

* Webex messaging supports open
federation by default

*  Webex users in different organizations
can message and participate in spaces
with eachother

Webex

« \When a space contains an external
participant, the external participant Ul is
displayed for that space (external
participant icon and space color change)

w * Open federation settings can be
managed by the Control Hub admin

jai@companyB.com alice@companyA.com * Block all external messaging

* Limit external messaging
« Create and allow list of orgs where
external messaging is permitted
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Control Hub Messaging Restrictions Controls

Restriction

Purpose

Restrict external file sharing

Block file upload, preview and download in space owned by my organization

File type restriction

File upload size restriction
Share Animated GIFs
GIPHY content rating

Allow Bitmoiji sticker sharing
Preview Shared Links
Team Guest Restrictions
Webex classified spaces

Real-time data loss prevention for files

Mobile Application Security
Internal Communication (requires extended security pack)

External Communication

Instant Messaging

Anti-Malware File Scanning (requires extended security pack)

This setting ensures that users can only post, preview or download files on your organizations
network. (Organizations network can be defined using subnets/IP addressing)

This setting can block file sharing in your organization based on specific client types (e.g. block file
sharing on mobile). External users can also be blocked from file sharing to your organizations spaces

This setting can be used to specify a list of file types that are allowed to be shared in your organization

Sets the maximum file size that can be shared (max=2048 MB)

Allows for enablement /disablement of GIPHY integration

Choose between “General acceptance” or “Parental guidance” rated GIFS

Allows for enablement /disablement of Bitmoji integration

Enablement/disablement of preview of links share in Webex

Control level of space access a team guest has

Allows for marking of spaces with a classification level e.g. Company Confidential etc

DLP integration. Allows for detection and blocking of file content violations based on DLP policy

Allows for disablement of message preview on mobile device lock screen

Allows for blocking of selected groups from communicating with each other (ethical wall)
Block your users from communicating with external orgs/users (messaging)

Specify an allow list of domains for external messaging

Limit access to join only spaces owned by your organization (excludes 1:1 spaces)

Enablement/disablement of XMPP or SIP federation

Enable virus and malware scanning of files posted to Webex (via Cisco Talos)

C|scc>(£4jé?j/
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Webex App Platform Support
s
ul ' 5 @@
| Co
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p- - @
' ." chromeOS
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Webex App Release Cycle

First time user/admin
install

A

-

First time user install from app
stores

cmco[ﬁd%y/

Webex
Desktop 1

w w0

| >

Periodic in app update from webex.com

A

Mobile 1

o

W

e >

Periodic update from app stores

#CiscoLiveAPJC BRKCOL-2198

* A new major release of Webex App is
delivered monthly

* App versioning is based on time e.g.
May 2022 release 42.5.0.22083

Year : 42 .X.X.XXXX
Month : 42.5.x.xxxxx
Build : 42.5.0.22083

«  Webex App monthly release is typically
delivered on the first Tuesday of the
month

* App auto update make take a
number of days to occur after
release

Update Management

« Desktop Update Schedule: Control Hub

+ Mobile Update Schedule: App Store
Setting

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 79



Webex App for Windows

User Install Admin Install

!

,

g Do

* User downloads the .exe installer from Webex.com * Admin installs the Webex App msi installer to
* Runs the installer Windows machines via deployment tool (e.g.
« Webex App is installed to SCCM)
C:\users\userlD\AppData\Local\CiscoSparkLauncher * msiexec /i webex.msi ALLUSERS=1 /quiet
« Admin permissions NOT required * Webex App installed to C:\Program Files\Cisco
Spark)\

* Admin permissions required

cisco L‘V& ./ #CiscoLiveAPJC BRKCOL-2198 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 80



Webex App for Windows Installation

« Installer switches can be set to configure the first time experience as well as enabling Outlook integration

Switch

Purpose

ALLUSERS=1
ACCEPT_EULA=true

AUTOSTART_WITH_WINDOWS=true
DEFAULT_THEME="Light"
DELETEUSERDATA=1
INSTALLVWV2=1

EMAIL=SuserPrincipalName

ENABLEOUTLOOKINTEGRATION=1

Admin install to C:\Program Files\Cisco Spark\

Automatically accept EULA so user does not have
to

App auto starts on Windows login. User cannot Eyeuiom /wbxwininstall
change within the app for more

Sets theme to light. User can set their preference
in the app

Removes all existing cache is app is already
installed

Installs Microsoft WebView2 embedded browser

Prepopulates the Webex App with user UPN for

login. Restricts access to the app current
Windows user only

Enables Outlook integration at install time (registry
key). Admin permissions required

cisco Lzﬁo//
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Upgrade Management Setting

«  Webex App for desktop software update cadence is set in Control Did you know?
Hub .

«  Default is automatic (monthly) ~ Webex
« Organizations can request that Slow channel option is enabled (Only \
available upon request) ,.
« Slow Channel releases every 4 months (user is updated to version Terms of service
from 4 months previous)
« Software update cadence is an org wide setting. Individual users
update cadence can be overridden

Privacy statement

Notices and disclaimers

Third-party licen

@ Workspaces

Software updates for Webex app Recurring updates for Webex app desktop client
8 Devices Current version: 12.21.0 Update automatically with every new version or schedule updates by cadence and deferment. () Learn more
23 Ag Updated on: 3/10/2021
o Apps Automatic software updates (Controlled by Cisco)
Download Webex builds
Accoun t © Update to selected cadence with deferral
# Organization settings Cadence O Deferral ©
@ Send feedback
Latest v No deferral v
sevices C Check for updates
Latest {;I,; d. They're outside the scope of
Upgrades
Slow these settings.
Messaging

[7) The next scheduled update is on 6/7/2021 to version 41.2.9.

« NOTE: Meeting site version is configured separately

cisco L{V&‘/
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Windows App for Windows Update Process

L

First time admin install

msiexec /i webex.msi ALLUSERS=1 /quiet

Webex App installed to “C:\Program Files\Cisco Spark”

CiscoCollabHost.exe is the main Webex binary

cisco L{Vp/_/

ote
/VV(ebex App will only update the Windows

Webex registry at install time (first time install)
As such, the registry key detailing the app

~

version will not be updated upon Webex App
l@ auto update. Software inventory tools or
Add/Remove Programs will report the original
install version only, even though many auto
w updates may have occurred.

The current app version is written to
C:\users\ \appdata\local\CiscoSparkLaunc
her\version.txt.

Auto Update Software inventory tools can use this file to

ﬂ Qtermine latest installed version on machine/

Webex App downloads update from webex.com

Update package written to

C:\users\ \appdata\local\CiscoSparklLauncher\

The main Webex binary continues to be CiscoCollabHost.exe
running from C:\Program Files\Cisco Spark\ (the original
install)

The auto update process does not reinstall the app - its simply
an update package downloaded to %appdata%, that is loaded
at runtime by CiscoCollabHost.exe

No admin permissions are required to autoupdate

#CiscoLiveAPJC BRKCOL-2198 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Admin Managed Webex App for Mobile

Deployment

Webex for Intune

* Webex for Intune allows in app
enforcement of policies
pushed to a mobile device by
the admin e.g.

* VPN on demand
» Conditional Access

» Disable copy/paste

cisco Lzﬁo//

AppConfig

APPCONFIG

COMMUNITY

+ Webex App for iOS/Android
supports AppConfig derived
policies

» Policy can be pushed to
Webex via an AppConfig
compliance EMM e.g. Cisco
Meraki, Mobilelron etc

+ Many policies can be set

which will be adhered to by
Webex e.g.
» Disable copy/paste
» Disable screen capture
* Login Hint

#CiscoLiveAPJC BRKCOL-2198

App Wrapping
 Admins can obtain the Webex

App iOS (ipa) and Android
(apk) installer files from Cisco
Admins can then wrap the
Webex App installer using their
own MDM process and push
to mobile devices

NOTE: Any discovered issues
will need to be reproduced
using an app store Webex App
installer to gain support from
Cisco
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Webex App for Windows WebView?2 Requirement

«  From Webex App 42.6 (June 2022), WebView2 will be required to

use the Webex App on Windows
«  WebView?2 is an embedded browser created by Microsoft.
Webex App uses WebView? to display content. Use of WebView?2 within
the Webex App will ensure lower memory usage and better performance

13 Microsoft 365 Apps for enterprise - en-us

:
1 H = Mi ft Edge WebView2 Runtil
* Action Required Mot e g brnsin

* Admins can push WebView?2 to Windows devices via
Windows Update
«  Microsoft Evergreen Installer fgeemmende

«  Webex App can also install WebView?2 (from microsoft.com).
 From 42.3, Webex App can silently download and install
WebView?2
 From 42.4, any new installs of Webex App can be set to also install
WebView?2 by using the INSTALLWV?2=Tinstaller switch

«  WebView?2 install is silent, and does not require admin permissions
NOTE: Webex App will not install WebView?2 to VDI environments.

Administrators must install via the Microsoft Evergreen Installer.

ft Corporation
ft Corporation
ft Corporation
ft Corporation

16/05/2022
16/05/2022
18/05/2022
08/05/2022
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16.0.15128.20224
101.0.1210.47
101.0.1210.47
15432

85


https://docs.microsoft.com/en-us/microsoft-edge/webview2/concepts/distribution

Webex App for VDI

Webex App can be deployed in a VDI environment

 |n VDI, real time media workloads need special
consideration

« Webex utilizes local plugins to offload real time media
termination

Webex Meetings VDI plugin
«  Webex Meetings
Webex App VDI plugin
«  Call on Webex

«  Webex Calling
«  Unified CM Calling

cisco W./ #CiscoLiveAPJC BRKCOL-2198b

Virtual Desktop

w Webex App

Thin Client Webex Meetings VDI

oo ! plugin

j:rbex App VDI plugin
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Supported Deployments

Supported Virtualization Services

Citrix Virtual Desktops
Virtual Desktop

Citrix Virtual Apps

VMware Horizon

VMware Cloud

Azure Virtual Desktop (meetings not supported)

Supported Thin Clients

Windows / Windows Embedded
Thin Client

MacOS

Ubuntu

Unicon elLux

HP Thin Pro

IGEL OS

Dell Wyse ThinOS

10ZiG Thin Clients
Stratodesk No Touch OS

cisco W./ #CiscoLiveAPJC BRKCOL-2198b © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Webex VDI Call Flows

= > YouTuhe

 (Check out the Webex

App VDI media flows i Corporate Network .
OverVIeW E "g(' DL = o Thin Client - User 1
+  Webex Meetings . |
+  Call on Webex : . Citrix /
+  Webex Calling —= Webex v e
+  Unified CM Calling L —— :
: E Citrix / VMware
i VDI Access

Gateway

Citrix/Vmware 1
Agent : Citrix or VMware Software
b) sSIp

> Citrix (ICA HDX) or VMware (PColP)

4:29/ 26:16'+ Webex App UCM over MRA - Registration >

https://www.youtube.com/watch?v=UF A8X5tZdQ

cisco W. #CiscoLiveAPJC BRKCOL-2198b © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 88


https://www.youtube.com/watch?v=UF_A8X5tZdQ

VDI Fallback Mode

User notified at login

Webex X

Webex VDI Plugin is Not Installed

Health Check displays error

® Virtual Channel

VDI fallback mode

cisco L{V&/

If Webex VDI is broken (e.g. plugins not installed),
Webex App in VDI will run in VDI fallback mode
Fallback mode allows the user continue to join
meeting and make calls, but in unoptimized mode

« Media terminated on VDI

+  Media flows through display protocol
* May result in poor audio/video experience

Admin can control Fallback mode experience (via
VDI registry)

* E.g. disable video, disable screen sharing
ete

B Registry Editor
File Edit View Favorites

Help

- o X

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Cisco Spark Native

B Computer
HKEY_CLASSES_ROOT
HKEY_CURRENT_USER
HKEY_LOCAL_MACHINE

A || Name
a5) (Defautt)
%) AutoUpgradeEnabled
34| AutoUpgradeVDIPluginEnabled

IDisableCompatibilityVersionCheck
IDisablePlaytoneOnLinuxTCEnabled

BCDO000000D =5) EnablevD!
HARDWARE
sam % FedRampEnabled
SECURITY 25 OriginallnstallPath
« | SOFTWARE gEnabled
Cisco Spark Native IBackgroundEnabled
Citri
Classes ke
Clents
cvsM 4 VDIPluginNotificationEnabled
Defaultl 24Vl

Type
REG_SZ

REG_DWORD
REG_DWORD
REG_SZ

REG_DWORD
REG_SZ

REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD
REG_DWORD

Data
(value not set)
0x00000001 (1)
0x00000001 (1)

2
0x00000000 (0)

\Program Files\Cisco Spark\
0x0000000D (0)

0x00000001 (1)

0x00000000 (0)
0x00000000 (0)
0x0000DD0D (0)
0x000000D1 (1)
000000001 (1)

#CiscoLiveAPJC BRKCOL-2198b
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Health Checker

« Control Hub offers powerful analytics dashboards and
reports to monitor adoption and use of Webex in your
organization

* In App Health Checker is a great tool for a
user/IT to validate users experience

« Users can use the Send Logs option in the Help
menu. Logs will be sent to Cisco TAC direct.
Quoting the user email address will allow TAC to
retrieve l0gs
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Integrations - Integrations and Bots

webex Control Hub

() Overview Apps

£ Alerts center

‘ 98 General 27 Integrations £1 Bots

nnnnnnnnnn
Q) Webex Experience Webex App Hub
wl Analytics

- Troubleshooting

& Reports

MANAGEMENT
2 Users
&8 Workspaces

Embedded Apps
3 Devices
22 Apps
[ Account

£ Organization Settings

SERVICES

C Updates & Migrations
O Messaging

Shortcuts
(1 Meeting
% Calling
& Connected UC

& Hybrid

ﬁ Galway Experience Centre

Webex App Hub
«  Launch Webex App hub (via browser)
direct from Webex App

% Embedded Apps (Y Assistant Skills

Enable launch of Webex AppHub from Webex
Webex AppHub can be launched from Webex when this toggle is
enabled

o Embedded Apps

* Users can add embedded web apps
to a Webex space. Apps are available
to all users in the space only

meetings

Global Access

0 e Shortcuts
« Admins can embed web sites/apps
Choose up to six custom shortcuts. Shortcuts appear for all org users Wlthln the Webex App

inside the Webex client above the Apps icon and wil launch inside an
embedded browser.

Add shortcut

cisco L{Vp/‘/
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Integrations - Embedded Apps

webeXx Control Hub

@ Overview Apps
£ Alerts center

92 General  If Integrations  £C) Bots | % Embedded Apps | (3 Assistant Skills
rm— -
© Webex Experience
u0 Analytics

Public  Private
v Troubleshooting
B Reports Enable Apps by default: On

Example: Adding a Miro board as an embedded

MANAGEMENT

@ Websie URLs Enabled

£ Users D / N =
g Set a statue < + Q Search, meet, and call @ Connect to a device
& Workspaces By adamai ® Fnabled
3 Devices Al Direct Spaces = N
@ erss i Essy with sesh ® cncbicd o e - @ v¢ Blackjack Workshop 2
8 Apps
Iy s @ rovismiessvans @ e 8 (B Blackack Workshop
% Organization Settings . Messag...  People(.. Conte.. Meetin.. |[] Miro-Blackja...  +Ap...
B pnilive ® Encbled
servces .
B ropieoa ® Enabled miro & & Q ¥ O
3 Updates & Migrations
5} appyReward ® Enabled
(O Messaging
&) Meeting L':‘\ Arrangr ® tnabled
<, Caling .
(P Basicops ® Encbled
[ Galway Experience Centre [ - H it at
Beskast ® noblea IC

C at13 12

Admin controls the list of apps available to
users

» —

— 100% +

0 (D Feedback 24h lefe
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Integrations - Shortcuts

webex Control Hub

Add shortcut g

Set a status Search, meet, and call Connect to a device
Display Name *

.‘ e - Add up to 6 shortcuts
e = Voilube S Q Wi | @ senm } ° GlObal Sett' ng — group

e i @ Shortcuts are planned

Favicon *
Select an icon or upload an image to represent this shortcut in
the Webex app.

B ¢ O

© Select predefined icon

Icon
® A e Mecree Updating Webex
fpto Desktop Meetings Clie...
Color Nebextoe) e e
] v
© Upload custom image WebEx New Client 3

Overview

300 x 300 px transparent PNG. Max size 1 MB. Ensure the
icon is visible on a dark and light background.

CSancel @ Webex app - User Overview

' 664 views * Dec 3,2021 5 4 GP DISLIKE ) SHARE =+ SAVE

"
o ¢ Cisco Collaboration Technical Marketing SUBSCRIBE

How to Present a Paper
at an Acadenic...

Microsoft Teamsvs
Webex: Why they.

Capterra
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Messaging

App
Experience
& Platform

updates

November GA

More ways to react to
messages

Hosts can search and
book a room from Webex

Font scaling: Small size
added*

Increased width for
search to fully see names
of spaces that are long.
MacOS: Ventura support*
Joining meetings from
Webex app directly on
mobile (not from meetings
app): In-meeting chat
support added for group
chat*

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

December

Business texting (SMS) - Desktop only | ¢

Beta: Space Groups

(expand/collapse and drag/drop

functionality)

CSAT survey*

Set your pronouns

Granular notification controls
Visual updates to
Settings/Preferences*
Default landing screen
(mobile) support*

Joining meetings from
Webex app directly

on mobile(not from meetings app): In-

meeting chat support added
jer 1:1chai

Apple car play support*

No release scheduled*

No release scheduled*

* ltem dosg

Commercial: Webex App (desktop and mobile)

February/March

Space Groups
(expand/collapse and drag/d
rop functionality)

Mute notification schedule
(Quiet Hours)

s not have a feature slide in this deck

This is a forward-facing roadmap and delivery dates are subject to change




Commercial: Calling in Webex App (desktop

Common
Features

Webex Calling /
Webex for
BroadWorks

UCM.Calling.: ai s esens

November

» Extension as secondary work
number in user profile

e Search Workspace/MPP
phones

Mobile
*  Noise removal for PSTN
calls*

* BiB-based Whisper
Coaching

Cisco Confidential

and mobile)

December

*  Remove meetings from call history

Desktop
e Small call window
and remember position*

* Hunt Group / Call Queue names
displayed in unified call history

Desktop

» Business texting (SMS)

» Shared Line Support

*  Webex Calling site survivability
(LA)*

Mobile

« Dual Persona Calling ID (MNO)*

* Move participants into a
meeting from a native mobile call
(Webex Go/MNO)*

» Call Queue Agent: Set Status,
Login/Logout

* Redsky E911 Enhancement*

Mobile
» Disable incoming call notifications*

Desktop
»  Webex Calling site survivability
(GA)*

Mobile
» Business texting (SMS)*

* |Pv6 Support for UCM & DI*

March

BLF/Call Pickup in Multi Call
Window*

Local Push Notification w/ iOS*
Noise removal for PSTN calls*



Commercial: Calling/Meetings Common

Features & Device Integration

« Share portion of the whole screen* | « Improved device pairing FTE* » Dedicated device control » Share the computer audio only
: : i : 5 =

e . A h A window during a call or meeting without sharing screen content
L "t recoiing 10500 i disabling ultra sound for device » [Win] Share application from the * Remote Desktop Control

Common SRRe (ice 9 RGeS pairing (default off or locked)* taskbar on Windows 11* during meetings*

Calling / on mobile

Meeting * Resize the "Shared Content"

features & window

Device

Integration
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Commercial : Scheduling & Calendaring

February/March

November GA December
«Hosts can search and book a room +Invitees can add room to a scheduled
from Webex meeting from Webex app

*Support for Webinar scheduling in
‘Webex Scheduler’ for Microsoft 365
Cloud Customers

*In modern view page, warn a user with
free license when scheduling meetings
beyond 40 mins

Mobile:
«‘Join’ button on Meetings tab List
View [iOS]

*Display all of the meeting join
information in the meeting detail page
on mobile Webex app

*Support for scheduling recurring
meetings from Webex app

*Allow user to schedule and
update meetings from all
scheduling interfaces

Mobile:

«‘Join’ button on Meetings tab List
View [Android]




Commercial: Meetings

November GA December
* Personal Room Lobby - Separate controls for « E2EE: Increase scale from 200 up to 1000 « Update interstitial UX - move and adjust audio and » Admit participant from lobby directly to breakout
unverified users and external verified users participants video menus session
« Trusted Domains for Personal Rooms + Co-host can record, view, and share cloud recording  « Custom Dictionary (With beta tag) * Ability for IT admin to custom select VB
& support meeting participants can record (moved background for cross-org policy

«» User/group/org level settings to block second camera
content share

« Accessibility Fix: User able to regain control from : :
keyboard (remote control) « [WXA] Save Transcript - In Meeting

« Recording policy enhancement for CH templates to ~ * Audio Watermarking Phase |

from Nov)

« Block ability to turn ON/OFF notes in meetings via * New Self-view Display Settings

knobs in CH at user/group and org level » Make the share control bar expand/collapse manually address gaps for cohost and anyone can record « Co-host can perform local recording
- - d horizontall : 2 j
« Notify host for expiring recordings (Moved from and MoV egIoNZoIIeY « Reassign meeting host for scheduled meeting on * Breakout rooms supports local recording
October) » Replace WXA native player with unified recording Webinar meeting - Phase 1 : 3 -
A g ] ; player : + Allow users and admins to turn on/off PiP while
* Cross-org policy : When joining/hosting meetings « User on a shared room device can start an ad-hoc sharing
with company device with registry key installed - « Support NDI video export for meetings Webex meeting VT i ¢+ (HVD)
; : j : . ; : : 3 ‘ : . - Windows server suppor
MO?ng rsvs_”tlr\ggvae plc_‘)ggytc?%zsjsuesrer s ipolicyiencieeticeR e Cross-org policy when using company device - Most  « Change recordings storage retention policy for 5 : :
P IV : DD. . restrictive policy should apply sk cusiome 0 XE%;&E;|;<2YJ!\$V;F Universal Architecture
+ Edit in-meeting display name « VDI - Video Blur, Background support on Linux VDI « VDI - Windows server 2022 support (HVD) ) :
« Change "Enable WXA" admin setting to default ON plugin on Thin Client with Intel GPU (iGelOS) ) + VDI - Video Blur, Virtual Background support on
» Web App: Virtual Background (Blur) Mac Thin Client
» Control Hub Admin Support for Custom dictionary / * When host turns on Webex Assistant, don’t ; s
vocabulary (moved from Oct) automatically turn on CC for host (CC on/off status * VDI - Ubuntu 22.04 Support (Thin-client)
« VDI - GVAD 7 2112/2203/2206 support (HVD) should follow each user’s previous selection for CC) « Override user/participant policy when joining
certain host’s meeting.
Mobile
* Meetings iPad only: Apple+Webex UX design
improvement
* Meetings iPhone only: Apple+Webex UX design
improvement

 Apple CarPlay - listen to audio recordings while on
the go

2021 Ci and/c ates. All rigl




November GA

Commercial

December

Webinars

January

February

Outlook add-in

Add "Return to Pending" in "Manage
registration”

Authenticated sign-in before joining
Webex meetings - Webcast

Attendee view improvement in Webcast
view

© 2021 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Producer in webinars (stage background,
log, speaker name label)

Support NDI video export for webinars
(from Nov)

Cohost can launch and manage polling
Panelist can initiate chat with attendees
Registration and approval in webinar
series

Admin can re-assign host for webinars

BO support pre-assign attendees for the
first time

Add a “first name”, "last name", "role"
column in post webinar attendance report

Polling report to include actions per use

Device join as attendees

Recurring webinars with registration
(from Jan)

Registration on demand (target)
SimulLive (target)




Key Takeaways
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Continue your education

Visit the Cisco Showcase for
—d related demos

3 Book your one-on-one
Meet the Expert meeting

8 Attend the interactive education with DevNet,
rgﬂ% Capture the Flag, and Walk-in Labs
== Visit the On-Demand Library for more sessions

at www.Ciscolive.com/on-demand
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http://www.ciscolive.com/on-demand

Cisco Learning and Certifications

From technology training and team development to Cisco certifications and learning
plans, let us help you empower your business and career. www.cisco.com/go/certs

T Learn

=) Train

Pay for Learning with
Cisco Learning Credits

g=| Certify

! \ r91 nM
@ @® @® >
Cisco U. Cisco Training Bootcamps Cisco Certifications and

IT learning hub that guides teams
and learners toward their goals

Cisco Digital Learning
Subscription-based product, technology,
and certification training

Cisco Modeling Labs
Network simulation platform for design,
testing, and troubleshooting

Cisco Learning Network
Resource community portal for
certifications and learning

cisco Lz//&/

Intensive team & individual automation
and technology training programs

Cisco Learning Partner Program

Authorized training partners supporting
Cisco technology and career certifications

Cisco Instructor-led and
Virtual Instructor-led training

Accelerated curriculum of product,
technology, and certification courses

#CiscoLiveAPJC BRKCOL-2198

Specialist Certifications
Award-winning certification
program empowers students
and IT Professionals to advance
their technical careers

Cisco Guided Study Groups
180-day certification prep program
with learning and support

Cisco Continuing

Education Program
Recertification training options
for Cisco certified individuals
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CISCO The bridge to possible

Thank you
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