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Cisco Webex App 
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Enter your personal notes here

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App
Click “Join the Discussion”
Install the Webex App or go directly to the Webex space
Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until Thursday 22 December, 2022.
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https://ciscolive.ciscoevents.com/ciscolivebot/#BRKDCN-1810
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..a bit about me
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• Why automate?

• Automating ACI
• Introduction to Ansible

• Where to start?
• Simple automation use case
• Infrastructure-as-Code
• CI/CD Pipelines

• Where to next?
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Common infrastructure automation outcomes

Faster, More Agile 
Deployments

Quicker time to value for 
CAPEX investments

Automate across domains 
(i.e. compute, storage & 

networks)

Improved overall end-user IT 
experience

(i.e. Cloud-like performance)

Consistent 
Configurations

No human factor when 
implementing changes

Repeatable across multiple 
devices or sites

Improved network security
(i.e. consistent ACLs, AAA 

policies etc.)

Improved 
Reliability

Fewer outages through 
human error

Faster rollback of 
misconfiguration

Less oversight and more 
frequent change windows

Reduced IT 
Workload

Less reactive 
troubleshooting, more 

proactive network 
improvements

Time can be spent on higher 
value activities (i.e. training, 
creating new services etc.)

Iteratively improve and 
expand automation tasks!
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APICs

Spines

Leaves

Why ACI is the best for automation?

• Intent-based, Declarative, Abstracted, 
Outcome focused 

• Model & API Driven 
• Everything in ACI is a Managed Object
• Management Information Tree (MIT) tree 

defines relationships
• Discovered Components
• System Configuration
• Status, statistics & faults

• Admins interact with Logical Model (Intent) 
through API (via GUI)

• Logical Model converted to Concrete Model 
(Actual) on demand 

“Automated Cloud Infrastructure”
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How to automate ACI?
Your choice in how to automate your fabric

ACI Fabric

APICs

GUI
(Web Browser)

HTTPS

Custom Code
(w/REST Client)

HTTPS

Ansible Code
(YAML)

HTTPS

Terraform Code
(HCL)

HTTPS

https://<ADDRESS>/api/<QUERY TYPE>/<IDENTIFIER>.<FORMAT>[?<QUERY PARAMS>]
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What is Ansible?

• Open-source Configuration Management Tool
• Commercial support from RedHat

• Declarative (when possible) and idempotent
• Can manage a wide range of systems: 
• VMs, network, cloud etc.

• Agentless
• YAML-based
• Python server-side library dependencies

• Stateless 
• No history kept of previous results
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Installing Ansible

• Ansible is written in Python and installed as a Python package (PIP)

• Best practice to use Python virtual environment on control server
• Allows specifying explicit Ansible version and required Python libraries
• Separate environments may have separate versions

# python3 -m venv venv
# source venv/bin/activate
(venv) # python3 -m pip install --upgrade pip
(venv) # python3 -m pip install ansible==2.9.10 jinja2==3.0.3

Create virtual python 
environment “venv”

Activate virtual 
environment

Upgrade python package installer 
(PIP) then install packages for 

Ansible (2.9.10) and Jinja 
template library (3.0.3)
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Ansible Components

13BRKDCN-1810

Playbook File
- Plays

- Tasks

Control 
Machine

WSL

HTTPS

APICModules
(Tasks)

Variable
File(s)

Inventory
File

Collections
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Installing Collections

• Modules used to be packaged 
with Ansible core files

• Unscalable, hard to maintain
• Now Vendors contribute 

“collections” of modules under 
a namespace (i.e. cisco)

• Installed from CLI

https://galaxy.ansible.com

(venv) # ansible-galaxy collection install cisco.aci

14BRKDCN-1810
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Cisco ACI Ansible Collection Modules (Tasks)

• 142 tasks (v2.2.0)
• Fabric & Tenant services
• Shows ACI model class 

(where applicable)

https://docs.ansible.com/ansible/latest/collections/cisco/aci/index.html#plugin-index

https://github.com/CiscoDevNet/ansible-aci
15BRKDCN-1810
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Where to start?

Douglas Adams
Author of The Hitchhikers’ Guide to the Galaxy

“I am rarely happier than when spending entire 
day programming my computer to perform 
automatically a task

… that it would otherwise take me a good ten 
seconds to do by hand.”

Don’t 
Panic
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Where should you start?

• Not Alone!
• Everyone starts somewhere

• Start small, learn, adapt and 
expand!

• Identify small, time 
consuming, repetitive tasks

• For example
– Configuring vPC 
interfaces for servers…
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Switch ProfileSwitch Profile

Configuring vPC Interfaces – Part 1
Interface Policies & Profiles

Interface Leaf Profile

Name:  ESXi Host 1 Data

Interface Policy Group

Name:  ESXi Uplink Policy

Policies:

Selected Switches: 

Switch Policy Group:

Selected Ports: 

Interface Policy Group:

Type: Virtual Port Channel

ESXi Uplink Policy

…

Link Level Policy

LLDP Policy

Port Channel Policy

E1/1
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Switch ProfileSwitch Profile

Configuring vPC Interfaces – Part 2
Switch Policies & Profiles

Switch Profile

Interface Profiles:

Name: Rack #1 Access

Switch Policy Group
Name: Access Switches

Policies:
BFD Policy

STP Policy

NetFlow Policy

Selected Switches: 

Switch Policy Group:

Selected Switches: 

Switch Policy Group:

ESXi Host 1 Data

Access SwitchesvPC Domain

ESXi Host 2 Data

ESXi Host 3 Data

…

APICs

Rack #1 Access Rack #2 Access

ESXi
Host 
#1

ESXi
Host #2

ESXi
Host #3

E1/2
E1/2

E1/1
E1/1

E1/3
E1/3

Leaf 101 Leaf 102
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Switch ProfileSwitch Profile

Configuring vPC Interfaces – Part 1 with Ansible
Interface Policies & Profiles

Interface Leaf Profile

Name:  ESXi Host 1 Data

Interface Policy Group

Name:  ESXi Uplink Policy

Policies:

Selected Switches: 

Switch Policy Group:

Selected Ports: 

Interface Policy Group:

Type: Virtual Port Channel

ESXi Uplink Policy

…

Link Level Policy

LLDP Policy

Port Channel Policy

aci_interface_policy_leaf_policy_group

aci_interface_policy_link_level module

aci_interface_policy_lldp module

aci_interface_policy_port_channel module

aci_interface_policy_leaf_profile

aci_access_port_to_interface_policy_leaf_profile

E1/1

aci_access_port_block_to_access_port
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Switch ProfileSwitch Profile

Configuring vPC Interfaces – Part 2
Switch Policies & Profiles

Switch Profile

Interface Profiles:

Name: Rack #1 Access

Switch Policy Group
Name: Access Switches

Policies:
BFD Policy

STP Policy

NetFlow Policy

Selected Switches: 

Switch Policy Group:

Selected Switches: 

Switch Policy Group:

ESXi Host 1 Data

Access SwitchesvPC Domain

ESXi Host 2 Data

ESXi Host 3 Data

…

APICs

Rack #1 Access Rack #2 Access

ESXi
Host 
#1

ESXi
Host #2

ESXi
Host #3

E1/2
E1/2

E1/1
E1/1

E1/3
E1/3

aci_fabric_switch_policy_group aci_fabric_leaf_profile

aci_interface_selector_to_switch_policy_leaf_profile

aci_fabric_switch_block

Leaf 101 Leaf 102
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Warning:  
Code Ahead

https://github.com/cisco-apjc-cloud-se/brkdcn-1810-aci-ansible

https://github.com/cisco-apjc-cloud-se/brkdcn-1810-aci-ansible
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Initial Ansible Playbook

• Ansible playbook to build “standard” vPCs

• Ad-hoc approach
• Prompts user for variables at run time

• This example prompts user for variables

• 5 Sequential Tasks
1. Create a Virtual Port Channel (VPC) 

Interface Policy Group. 
2. Create an Interface Leaf Profile

(aka Interface Selector)
3. Create an Interface Access Port Selector 

and bind to Interface Policy Leaf Profile
4. Create an Interface Access Port Block and 

bind to Interface Port Selector
5. Associate Interface Selector to existing 

Leaf Profile

Version 1

23Note: Not all code shown BRKDCN-1810
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Initial Ansible Playbook

• Ansible playbook to build “standard” vPCs

• Ad-hoc approach
• Prompts user for variables at run time

• This example prompts user for variables

• 5 Sequential Tasks
1. Create a Virtual Port Channel (VPC) 

Interface Policy Group. 
2. Create an Interface Leaf Profile

(aka Interface Selector)
3. Create an Interface Access Port Selector 

and bind to Interface Policy Leaf Profile
4. Create an Interface Access Port Block and 

bind to Interface Port Selector
5. Associate Interface Selector to existing 

Leaf Profile

Version 1

24

Session ID

Playbook (YAML file)
Play

Task

Task (hidden)
Task (hidden)
Task (hidden)
Task (hidden)

Module

Note: Not all code shown BRKDCN-1810
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ACI Collection Modules (Tasks)

• ACI modules need credentials
• APIC host IP, user credentials, connection 

information

• State parameter
• Present, Absent or Query

• Specific module parameters 
(i.e. policy_group name)

• Variables are substituted as strings
• “{{variable_name}}”
• Optional Jinja filters (i.e. capitialize) to 

transform or standardise variables

Introduction to ACI Ansible Modules

25BRKDCN-1810
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Initial Ansible Playbook

• Initial version 92 lines and 
inefficient

• Don’t Repeat Yourself (DRY)
• Same APIC details needed in 

each task
• Moved to separate variable and 

referenced as an anchor and alias 
variable aci_info

• Version 2 now only 71 lines

Version 2

26BRKDCN-1810
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Initial Ansible Playbook

• Including passwords is risky and 
bad practice!
• Could prompt for password

• Create encrypted password 
using Ansible Vault
• Note: Must store in separate file for 

anchor to work.

Version 3

richwats@RICHWATS-M-6DXJ 1_AdHoc % ansible-vault encrypt_string 'C!sco123' -n enc_password
New Vault password:
Confirm New Vault password:
enc_password: !vault |

$ANSIBLE_VAULT;1.1;AES256
39626230633262373166633134656130343164396636623961613236313233613734363935633832
3037653666653637333837356564663962663137383264370a666631323731656630363032326439
30636333343263303564373961333965353564663366316366326439656265336335383462346534
6239343663306234650a653563643233303261336139383030383761356637633961613361306464
3566

Encryption successful

27

encrypted_password.yaml
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Running an ACI Playbook

• Command to run our playbooks - ansible-playbook
• ansible-playbook –i {inventory file} {Playbook file}

• ansible-playbook add_new_server_playbook-v3.yaml --ask-vault-pass

• Check mode (--check)
• Run through playbook without making changes
• ansible-playbook –i {inventory file} {Playbook file} --check

• Verbose (-v, -vvvv)
• Verbose output – good for troubleshooting/debugging
• ansible-playbook –i {inventory file} {Playbook file} -vvvv

BRKDCN-1810 28
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Infrastructure-as-Code 
(IaC)
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Infrastructure-as-Code (IaC)

• Really should be Intent-as-Code
• Code split into intent (variables) and 

implementation logic (playbooks/tasks)
• Managed through code repository tools (i.e. 

GitHub/GitLab/BitBucket etc.)
• Sharing/Collaboration
• Rollback/Versioning

Infrastructure as Code (IaC) is the managing and provisioning of infrastructure through 
code instead of through manual processes.

Infrastructure as Code is a process, not a single tool or application

Git Clone
/Fetch

User 1

Git 
Push

Playbooks

Data Files

31BRKDCN-1810
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Iac_cluster_management_playbook.yaml
Loop:  Clusters -> Cluster
Tasks: 
- Include “manage_cluster” tasks

manage_cluster.yaml
Loop:  Servers -> Server
Tasks: Run “manage_server” tasks

manage_cluster.yaml
Loop:  Servers -> Server
Tasks: Run “manage_server” tasks

manage_cluster.yaml
Loop:  Cluster.Servers -> Server
Tasks:
- Include “manage_server” tasks

Cluster

Managing ACI Switch Port Configuration with IaC
• Code re-worked to split intent

from implementation logic
• For efficiency, use nested 

loops of tasks
• Intent (source of truth) 

abstracted input variable file
• Cluster -> Server -> Switch Ports

• State included for removing 
configuration

• Easily add (or remove) 
interfaces/servers/clusters…

Clusters

manage_server.yaml
Loop:  Server.Switch_Ports -> Switch_Port
Tasks:
- Include “manage_switch_port” tasks

Server

32BRKDCN-1810

manage_switch_port.yaml
Tasks:
- Manage Interface Policy Group
- Manage Interface Selector/Leaf Profile
- Manage Interface Access Port Selector
- Manage Access Port Blocks
- Manage Interface Selector to Leaf Association

Switch Port
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Input Data (Business Intent)

• Custom YAML file
• Written to work for you…
• Captures business intent as data

• Simplifies Day 2 changes
• Add a Server -> Add a new section
• Remove a Server -> Set state to 

Absent, run the playbook – then remove 
code itself

• Move a Server -> Add a 2nd Port block, 
then remove the 1st

cluster_details.yaml

33BRKDCN-1810
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iac_cluster_management_playbook.yaml

manage_cluster.yaml

manage_server.yaml

manage_switch_port.yaml

34BRKDCN-1810
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Problems

• What if User 1 forgets to 
push changes back?

• What if two users run at the 
same time?

• Only run the playbook 
AFTER updates have been 
pushed to repository
• Ideally to run from a common 

control server

User 1

Git Clone
/Fetch

APIC

Git 
Push

Playbooks

Data Files

User 2

Playbooks

Data FilesGit
Push

Git Clone
/Fetch

35BRKDCN-1810
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GitOps with Ansible AWX / Automation Platform (Tower)

• AWX/Tower are RedHat Ansible 
“managed” control servers
• AWX is OSS, Tower/Automation Platform is 

paid
• Installed on Kubernetes
• GUI & API driven
• RBAC, Audit trails etc.

Basic Automation Pipeline
• Ansible collections & python libraries 
automatically downloaded

• GitOps
• Git Push triggers webhook
• AWX/Tower pulls code & executes
• Multiple Jobs sequentially

User 1
Clone/Fetch APIC

User 2

Push

Clone/Fetch

Push Triggered
Webhook

Clone/Fetch

Push

36BRKDCN-1810
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AWX – Project Definition
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AWX – Job Template
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GitHub – Webhook Configuration
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What if someone “accidentally” removes all interfaces?

BRKDCN-1810



Continuous Integration / 
Continuous Deployment 
(CI/CD) Pipelines

“ To err is human, but to 
really foul things up you need 
a computer. “

Paul R. Ehrlich
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Continuous Integration / Continuous Deployment 
(CI/CD) Pipelines

• Move fast, make changes quickly 
BUT always test and get approval (if 
needed) before deploying

• Known as a Continuous Integration / 
Continuous Deployment (CI/CD) 
pipeline

• May require a separate toolset 
(i.e. Jenkins/Flux/Argo) 
• AWX/Tower, GitHub, GitLab also include 

some native capabilities
• How to best adapt for Infrastructure-

as-Code?
• What testing can we run?

Software Development Lifecycle

44BRKDCN-1810
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Nexus Dashboard Insights
Pre & Post Change Management Functions

Prepare Change Run Pre-Change 
Validation

Deploy Changes Run Delta Analysis

If new anomalies...

If new anomalies...

If no new
anomalies...

45BRKDCN-1810
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Create 
Branch

Commit Changes 
and Push to 

GitHub

Main Branch
(i.e. Cluster 
Interfaces)

Network 
Engineer/Ops

Submit Pull 
Request

CI
Approver

CD

Example CI/CD Pipeline

GitHub Webhook
(Pull Request)

Generate 
Proposed ACI 

change (JSON)

Run NDI 
Pre-Change 

Analysis

Send Results to 
Webex/Teams/

Slack

Test & 
Approval 
Workflow

Deploy
Changes to 

APIC

Run NDI Post-
Change Delta 

Analysis

Send Results to 
Webex/Teams/

Slack

Deploy 
Workflow

GitHub Webhook
(Merge)
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How to learn more?

• All developer / 
programmability resources 
are in one place

• Links to documentation, 
interactive labs & shared 
code

• https://developer.cisco.com/iac/

• https://developer.cisco.com/automation-ansible/

• ACI Simulator OVA

DevNet - developer.cisco.com

48BRKDCN-1810

https://developer.cisco.com/iac/
https://developer.cisco.com/automation-ansible/


© 2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Cisco DevNet Automation Bootcamp for ACI

• Self-study prerequisite materials 
• 9 days of focused training delivered over 8 

weeks
• 5-day virtual instructor-led training and labs that 

focus on the foundational concepts

• Dynamic, hands-on, 4-day virtual instructor-led, 
deep-dive labs that build your confidence and 
skills

• Three 2-hour office hours support sessions 
conducted using a Webex space 

https://developer.cisco.com/automation-bootcamp/

49BRKDCN-1810

Office Hours 
Session 2

Office Hours 
Session 3

Week 1

Kick-off Document
Introduce pre-requisite learning

5-Day ILT Training
Intensive ILT Training

4-Day Deep-dive Lab
Immersive Lab Session

Finish

Office Hours 
Session 1

8 weeks

https://developer.cisco.com/automation-bootcamp/


Summary
1. Visit DevNet to learn through hands on labs!

(developer.cisco.com)
2. Identify small, repetitive tasks for quick wins
3. Slowly move towards Infrastructure-as-Code 

(or Intent-as-Code) operations
4. Adopt CI/CD pipelines for greater control over IaC
5. Talk to your Cisco Partner or CX to help*

* Thursday 12:30-12:45 - CXLTS-1031 Accelerate 
Automation with Nexus-as-Code for ACI
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Session Surveys

We would love to know your feedback on this session!

• Complete the session surveys in the Cisco Events mobile app. You'll 
earn some points in the Cisco Live Game and potentially win a prize.

• Complete a minimum of four session and the overall event surveys 
to claim a Cisco Live cable bag.
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Continue your education

52

Visit the Cisco Showcase for
related demos

Visit the On-Demand Library for more sessions 
at www.CiscoLive.com/on-demand

Attend the interactive education with DevNet, 
Capture the Flag, and Walk-in Labs

Book your one-on-one
Meet the Expert meeting

BRKDCN-1810
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From technology training and team development to Cisco certifications and learning 
plans, let us help you empower your business and career. www.cisco.com/go/certs

Cisco Learning and Certifications
Pay for Learning with 

Cisco Learning Credits 
(CLCs) are prepaid training 
vouchers redeemed directly 

with Cisco.

Cisco Training Bootcamps
Intensive team & individual automation 
and technology training programs

Cisco Learning Partner Program
Authorized training partners supporting 
Cisco technology and career certifications

Cisco Instructor-led and 
Virtual Instructor-led training
Accelerated curriculum of product, 
technology, and certification courses

Cisco Certifications and 
Specialist Certifications
Award-winning certification 
program empowers students 
and IT Professionals to advance 
their technical careers

Cisco Guided Study Groups
180-day certification prep program 
with learning and support

Cisco Continuing 
Education Program
Recertification training options 
for Cisco certified individuals

Learn
Cisco U.
IT learning hub that guides teams 
and learners toward their goals

Cisco Digital Learning
Subscription-based product, technology, 
and certification training

Cisco Modeling Labs
Network simulation platform for design, 
testing, and troubleshooting

Cisco Learning Network 
Resource community portal for 
certifications and learning

Train Certify
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Thank you
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