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Cisco Webex App

£ catal alyst 9000 Series Switching Family =

9000 Switches.

Questions?

KyL

Use Cisco Webex App to chat e
with the speaker after the session _

How
@ Find this session in the Cisco Live Mobile App o
@ Click “Join the Discussion”

. Install the Webex App or go directly to the Webex space
. Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until Thursday 22 December, 2022.
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- What is Middle-Mile?
- Integration Partners
- Use cases for On Demand Connectivity

- Connectivity - Details

- Architectural Overview

« Demo
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Introduction

Single Cloud provider

Enterprise site
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= WAN Router on-premises
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Enterprise site
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I B Cisco SD-WAN router on-premises
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Middle-mile provider
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What is Middle Mile? L
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What is the Middle-Mile?

~

First mile
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}{ Middle-mile
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Middle-mile optimization
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Components of SDCI
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Integration Partners ‘o
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Cisco offers a choice of middle-mile partners

Integration with Cloud Service
providers

aws
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r Cisco SD-WAN —I
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Google Cloud
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3% = Cisco SD-WAN cloud router at AWS Cloud PoP

.

z%z = Cisco SD-WAN cloud router at Azure Cloud PoP
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Automated with Cisco vManage

#CiscoLiveAPJC BRKENT-2135

3% = Cisco SD-WAN cloud router at Google Cloud PoP
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Cisco offers a choice of middle-mile partners

Integration with SDCI providers

QMegaport
EQUINIX

s

vManage

6% Cisco
SD-WAN
fabric

vManage

Cisco
SD-WAN
fabric

.

EQUINIX
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MVE = Megaport = Cisco SD-WAN NE = Equinix = Cisco SD-WAN o
- virtual router hosted on N virtual router hosted on a O = Cisco SD-WAN router on-
Virtual Bdge Megaport Virtual Edge Network Edge Equinix Network Edge .m- premises
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Automated with Cisco vManage
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Use cases for On Demand
Connectivity :
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Solution use cases with Cloud Interconnect
Partners
3% - Cisco SD-WAN router

hosted at Megaport or Equinix

r( Site-to-multicloud >—< Site-to-site }

@ €Y megaport
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EQUINIX aws EQUINIX

3%22 H Microsoft e Cloud 3% 3% I
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cisco L‘V& ./ #CiscoLiveAPJC BRKENT-2135 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



Solution use cases with Cloud Interconnect

Partners
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Cloud-to-cloud
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EQUINIX

5t

SDCI PoP

MM Microsoft
W Azure

Google Cloud

Cisco SD-WAN over
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(

Simple > (
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Flexible
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Automated with Cisco vManage
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Cisco SD-WAN fabric

> N
m-‘dd\e-M“e Networy

Enterprise site Enterprise site
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= Cisco SD-WAN virtual
router hosted at mid-mile
provider’s colocation/PoP

Cisco SD-WAN Cloud Interconnect

o o premises

~

e N
Cisco SD-WAN Cloud Interconnect
integrates the middle-mile backbone
network provided by Software
Defined Cloud Interconnect (SDCI)
providers (Megaport or Equinix)
N J

-

On-demand Highly available
connectivity backbone

Single pane of _
C glass management ) C Secure SD-WAN )

J

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



Encrypted Multicloud Interconnect 33 SR

End-to-end encryption for site-to-cloud via Megaport/Equinix

Cisco SD-WAN fabric

isco SD-WAN
m"d%\e-Mﬂe Netwo,.k

Internet
Backup
Path
Q ’. ..o
mm © o) ° mmm o | o)

Enterprise site Enterprise site
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‘.;' = Cispo SD-WAN router on-
O 5 0] premises
4 )
SD-WAN fabric
C/\D extended over
M private underlay to
the cloud
g J
4 )
@ Complete encryption
of traffic from branch
@ to cloud
g J
4 )
Automatically steers
traffic over alternate
paths during failures
g J
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Connectivity - Detalls
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Site to AWS on-Demand

Private connectivity
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Cisco SD-WAN with SDCI - To AWS
% °

Q O = Cisco SD-WAN router on- = Cisco SD-WAN router
.lﬂ o premises hosted at Megaport or Equinix
vManage e

(o) 0

i aws
760 N—1

. . Ub|IC VIF
Enterprise site AP QMegaport
EC2
API .

Services
EQUINIX

B

SDCI POP with HA

nvate VIF

AN

Workload/Transit VPC

Transn VIF

@ C@ Workload VPC

Transit Gateway
(-} ?

Cisco SD-WAN to

SDCI backbone
Enterprise site

< Simple > < Automated > < Secure >

Automated with Cisco vManage
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Site to Azure on-Demand
Private connectivity
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Cisco SD-WAN with SDCI
=

vManage
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Site to GCP on-Demand

Private connectivity
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Cisco SD-WAN with SDCI - to Google Cloud

hosted at Megaport or Equinix

o o premises
vManage °
-
% Google Cloud
Enterprise site AP ) Megaport GCR in Transit
a. VPC

API

AN

EQUINIX

B

SDCI POP with HA

oge Ik
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Interconnect _ E. »:ﬁ :l::l‘ Workload
1}
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Cisco SD-WAN to
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< Simple > C Automated > < Secure >

Automated with Cisco vManage
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Site to Site - Pprivate Backbone
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Site to Site Connectivity
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Cloud to Cloud




Cisco SD-WAN with SDCI - Cloud to Cloud

WM Microsoft
Azure

Public

Express Routea— _<ou VNet

Gateway
Prjvate /
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o
vManage Ol © = Cisco SD-WAN router on- 3% = Cisco SD-WAN router
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o
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N —
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-

EQUINIX
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Service VPN A interface BGP session
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Cisco SD-WAN
Fabric Cloud to Cloud

Workload/Transit VPC

BGP session

Google Cloud

GCR in Transit VPC

Interconnect

Workload

e [ e VPC

< Simple > C Automated > < Secure >

Automated with Cisco vManage
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Architectural .
Overview/Day O -
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DayO Onboarding  REST API \(Mahage

system
host-name SHOSTNAME
7 system-ip SSYSTEM_IP
e | site-id SSITE_ID
u|O_UC sp-organization-name $SP_ORG_ID
Init organization-name SORG_ID
vbond SVBOND
interface GigabitEthernet1

no shutdown
ip address dhcp client-id GigabitEthernet1
ip mtu 1504
exit
interface TunnelSTUNNEL_NUMBER
no shutdown
ip unnumbered GigabitEthernet1
ipv6 unnumbered GigabitEthernet1
tunnel source GigabitEthernet1
tunnel mode sdwan
exit
sdwan
interface GigabitEthernet1

tunnel-interface
encapsulation ipsec weight 1
color SCOLOR

- afl

R | A

Region3

IR_WAN Fabric

* Customer is responsible for “first mile” connectivity (i.e. branch |
BRKENT-2135 31



Cloud Connection Configuration

Catalyst 8000v

cisco Lz/@/

A

interface GigabitEthernet1.SVLAN or interface
GigabitEthernet[4-23]

no shutdown

encapsulation dot1Q SVLAN

ip address SIP_ADDRESS

ip mtu 1500

exit

router bgp SBGP_LOCAL_AS
bgp log-neighbor-changes
neighbor SBGP_NEIGH remote-as SBGP_AS
neighbor SBGP_NEIGH ebgp-multihop 1
neighbor SBGP_NEIGH password SPASS
address-family ipv4 unicast
neighbor SBGP_NEIGH remote-as SBGP_AS
neighbor SBGP_NEIGH activate
neighbor SBGP_NEIGH send-community both
redistribute omp
exit-address-family

omp
address-family ipv4
advertise bgp

New Interface Block:
e * VLAN ID provided by
Megaport
* |P Address is auto selected
from pool or custom-defined
within workflow

BGP Peering:

* Peering instantiated with AWS
Direct Connect Gateway
automatically, and Azure

—® Express route gateway and
GCP GCR.

» Peer address is custom-
defined during workflow or as
part of Global Settings

« Mutual redistribution (OMP to
BGP and vice versa)

#CiscoLiveAPJC BRKENT-2135
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Catalyst 8000v
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Backbone on Demand Configuration

interface GigabitEthernet1.SVLANT or [4-23]
no shutdown
encapsulation dot1Q SVLAN
ip address $IP_ADDRESS
ip mtu 1500
exit
interface Loopback1
no shutdown
ip address SIP_ADDRESS
ip mtu 1500
interface Tunnel1
no shutdown
ip unnumbered Loopback1
ipv6 unnumbered Loopback
tunnel source Loopback 1
tunnel mode sdwan
exit
ip route SPEER_LOOPBACK_IP
SPEER_PHYS_IP
sdwan
interface Loopback1
tunnel-interface
color SCOLOR
max-control-connections O
vmanage-connection-preference 0

New Interface Block:
* VLAN ID provided by Megaport
—® . |PAddress is auto-defined
* Represents L2 point-to-point
connection to remote region

New TLOC Interface:

Unbound Loopback

* New backbone connections to
other regions create a new
sub-interface, but utilize

P existing Loopback, Equinix
uses device link

* |P Address is auto-defined

» Static route defined to establish
connectivity to remote
Loopbacks

* Color defined in Global
Settings

#CiscoLiveAPJC BRKENT-2135

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



Demo
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Demo Topology

QMegaport m

: VGW
O\.? 0 Direct : .
: ~ > LIJ" T Connect . =.
10.1.1.10 .."g"'- é DXGW 10.50-50.1
ICGW1-MEGAPORT-SDCI-DEMO
o 0
I?Rlo-cEdg)e OHIO US-EAST-2
OREGON) N\

SD-WAN Cloud
Interconnect

Cisco SD-WAN Fabric o
Q) ICGW - InterConnect Gateway

m E H DXGW - Direct Connect Gateway
VGW - Virtual Private Gatewa
HQ/DC site Y

ol o = Cisco SD-WAN
[+ =] = Cisco SD-WAN router on-premises virtual router hosted on
© o ° Megaport Virtual Edge
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o

= Cisco SD-WAN

3roup Monitor - Overview O =6 &
Devices  Tunnels  Security VPN Logs Multicloud
CONTROLLERS WAN Edges CERTIFICATE STATUS LICENSING REBOOT
1 1 1 1 0 0 6
vBond vSmart vManage Reachable Warning Assigned Last 24 hrs
L3 1 Unassigned
Actions v
WAN Edge Health Site BFD Connectivity (1) Transport Interface Distribution
BFD Connectivity Site < 10 Mbps 3
@ Ful 0 10 Mbps - 100 Mbps 0
WAN Edge(s) A Partial 0 100 Mbps - 500 Mbps 0
@® Good
Fair © Unavailable 1 > 500 Mbps 0
@ Poor
Geography All WAN Edges View Details
WAN Edge Inventory C Transport Health C By Loss vV 24 Hours vV Top Applications G VPN - All vV 24 Hours v
0.1
Total 10
0.09
0.08
Authorized
10 0.07
~ 006
Deployed 1 E 0.05
S
0.04
Staging 0 0.03
0.02

No Data to Display
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Steps done in Demo - Summary

1. Attached Service-VPN template to Interconnect device template

2. Associate Interconnect Account

3. Interconnect Global Settings configuration

4. Create Interconnect Gateway router
5. Interconnect connectivity

cisco W-/ #CiscoLiveAPJC Session ID © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Best of both world

SD-WAN and
routing automation

Best path performance

Integrated security
and SASE

End to end encryption

Multicloud and
SaaS experience

Increase WAN
operational efficiency

Discovery/creation
of cloud resources

YT Y YA YERYS

-

cisco Lz/&/

Cisco SD-WAN

Simplified deployment
Network resiliency

Enhanced user and
app experience

Underlay/overlay visibility

Vendor consolidation

HCiscoLiveAPJC BRKENT-2135

}I0MIBU BIU-BPPIN

Edge aggregation

On-demand connectivity

Global reach

Lower transit costs

Multicloud connectivity

Reliability and SLA

Low latency and
high-performance network

NP N N NI U N N
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Improved Application Experience through middle-
mile!

Cisco SD-WAN delivers an optimized global
network by provisioning a private backbone
via API, to directly and securely
interconnect cloud and enterprise sites

Public

IT providers can accelerate
their cloud transformation journey with
on-demand consumption to connect
any network, anywhere, anytime

3% ——— Cloud-to-

loud

Cisco SD-WAN
middle-mile network

automation that addresses today’s low cost
o and low latency requirements

G J
Site-to- - N
l \ \ 3% ,cloud
I —— Site_-to- Network admins benefit with full stack
site

Enterprise site

Cisco SD-WAN fabric Enterprise site

= Cisco SD-WAN virtual o g o
router hosted at mid-mile [ =] = Cisco SD-WAN router on-premises
provider’s colocation/PoP oL°
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SESSIoN SUrveys

We would love to know your feedback on this session!

- Complete the session surveys in the Cisco Events mobile app. You'll
earn some points in the Cisco Live Game and potentially win a prize.

- Complete a minimum of four session and the overall event surveys
to claim a Cisco Live cable bag.
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Continue your education

Visit the Cisco Showcase for
—d related demos

3 Book your one-on-one
Meet the Expert meeting

8 Attend the interactive education with DevNet,
rgﬂ% Capture the Flag, and Walk-in Labs
== Visit the On-Demand Library for more sessions

at www.Ciscolive.com/on-demand

cisco L‘V& ./ #CiscoLiveAPJC BRKENT-2135 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 42


http://www.ciscolive.com/on-demand

Cisco Learning and Certifications

From technology training and team development to Cisco certifications and learning
plans, let us help you empower your business and career. www.cisco.com/go/certs

T Learn

=) Train

Pay for Learning with
Cisco Learning Credits

g=| Certify

! \ r91 nM
@ @® @® >
Cisco U. Cisco Training Bootcamps Cisco Certifications and

IT learning hub that guides teams
and learners toward their goals

Cisco Digital Learning
Subscription-based product, technology,
and certification training

Cisco Modeling Labs
Network simulation platform for design,
testing, and troubleshooting

Cisco Learning Network
Resource community portal for
certifications and learning

cisco Lz//&/

Intensive team & individual automation
and technology training programs

Cisco Learning Partner Program

Authorized training partners supporting
Cisco technology and career certifications

Cisco Instructor-led and
Virtual Instructor-led training

Accelerated curriculum of product,
technology, and certification courses

#CiscoLiveAPJC BRKENT-2135

Specialist Certifications
Award-winning certification
program empowers students
and IT Professionals to advance
their technical careers

Cisco Guided Study Groups
180-day certification prep program
with learning and support

Cisco Continuing

Education Program
Recertification training options
for Cisco certified individuals
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CISCO The bridge to possible
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