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Intermediate (596)
H O W :\:::ork\'ng (220)
@ Find this session in the Cisco Live Mobile App U i

@ Click “Join the Discussion”
. Install the Webex App or go directly to the Webex space
. Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until Thursday 22 December, 2022.
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Abstract

cisco Lz//&/

This session will explore secure wireless network
design, with a key focus on the latest WPA3 and
Wi-Fi 6 standards.

Mobility brings unique challenges to network security,
such as the need for secure fast roaming. Participants
will learn how 802.11 addresses theses requirements,
and explore the changes WPAS3 brings and the
implications for wireless deployments.

This session will also explore how Cisco DNA Center
expands upon the wireless security standards with
Rogue AP detection and location, and Advanced
Wireless Intrusion Detection and Prevention.

The intent is to provide a deeper understanding, not
just about the security capabilities themselves, but to
do so from the perspective of the attacks that they
defend against.
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- Wireless Security Fundamentals
- WPA3
- Authentication and Authorisation
- Wi-Fi 6E Security

- Rogue Detection and Advanced WIPS
. Threat 360°
- Rogue Detection and Containment
- Advanced Wireless Intrusion Prevention
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Wireless Security ,
Fundamentals -
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Wireless Attack Surface

- Wireless networks propagate beyond the physical constraints of the

wired network

- Attacks may originate from anywhere within the wireless coverage

- Passive scanning attacks
- Layer 2 active spoofing attacks
- Layer 1 active jamming or DoS attacks

- Rogue APs
- Honeypot and Evil Twin APs
- Unsecured backdoor access

cisco M./ #CiscoLiveAPJC BRKEWN-3004
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Wi G)

Wireless Protected Access

- A snapshot of the 802.11i Wireless Security Standard
- Commonly used with TKIP encryption

- Final version of 802.11i Wireless Security Standard
- Commonly used with AES encryption

- Personal (PSK - Pre-Shared Key)
- Enterprise (802.1X/EAP)

- Wi-Fi Alliance security update
- Includes new capabilities and new certification requirements

cisco M-/ #CiscoLiveAPJC BRKEWN-3004 © 2022 Cisco and/or its affiliates. Al rights reserved. Cisco Public 10



Wi G)

W P A 3 CERTIFIED

. Mandatory for Wi-Fi 6 . Protected Management Frames
Certification (802.11w)

- Remove insecure legacy - Simultaneous Authentication of
protocols Equals (SAE)
- WEP
- TKIP . Wi-Fi Certified Enhanced Open
+ SHAT . Opportunistic Wireless Encryption

. Negative Testing (OWE)
- KRACK

cisco L‘V&- #CiscoLiveAPJC BRKEWN-3004 © 2022 Cisco and/or its affiliates. Al rights reserved. Cisco Public "



802.11 Fundamentals

Authentication

Wireless LAN Controller Identity Services Engine
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Supplicant Authenticator Authentication Server
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802.11 Fundamentals

Authentication

Wireless LAN Controller Identity Services Engine

Active Directory

Authenticator Authentication Server Credential Server
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802.11 Fundamentals

Authentication
m . Wireless LAN Controller Identity Services Engine
- 0000000000000 \J -1
Supplicant Authenticator Authentication Server
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802.11 Fundamentals <\

Authentication

Wireless LAN Controller Identity Services Engine

- Y .
=

Supplicant Authenticator
< Association Response
< |dentity Request
Identity Response > Identity Response ———>
< EAP Type Negotiation >
<— Authentication Sequence Between Supplicant and Authentication Server ——>
< EAP Success < EAP Success
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802.11 Fundamentals

Encryption

). Y
=

Supplicant

PMK

PTK

<

EAP Success

<

<— ANonce, MIC, GTK, Sequence #

Wireless LAN Controller

Authenticator

ANonce
SNonce, MIC

cisco Lz/&/

>

ACK

>

<

PTK, GTK

#CiscoLiveAPJC BRKEWN-3004

Identity Services Engine

Authentication Server

EAP Success (PMK) — | PMK

| Four-Way
Handshake

PTK = SHA(PMK + ANonce + SNonce + AP MAC + STA MAC)

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



Authentication and Authorisation

Device Posture

Device Type
User Credentials Location
MAC Address Day and Time

|dentity Elements Access Type
Policy Elements

VLAN/VN
SGT / Group Policy
QoS / BDRL
URL Redirect / Filter
Bonjour Service Policy

Application Control

cisco W ./ #CiscoLiveAPJC BRKEWN-3004 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



Authorization Options q\/‘/

URL-Redirect URL-Filter Bandwidth Calendar Profile Timer
Proo\l/_lde COEdItIOﬂE?J _vv_eb Controls which FQDNs Control maximum Controls active hours Control session, idle-
re 'reCtb\l/V in traffic is the endpoint can reach bandwidth and burst for endpoint access timeout, active hours
ocked or not rate per endpoint/user '

QoS AVC Profile mDNS Profile Open DNS Service Template
QoS Profile is Application Visibility Assigns mDNS profile Assigns Open DNS ~ &Roles
assigned per Profile is assigned per to broker mDNS profile to intercept Assigns multiple access

endpoint endpoint advertisement DNS packets for characteristics: VLAN,
custom response ACL, QoS, Timer, etc.

cIsco M/ S
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Authorisation

Network Segmentation , ’

1D 2 SSIDs

- VLAN based on SSID
- VLAN segregation based on security policy

- VLAN based on authentication credentials
- VLAN segregation based on role

- Security based on TrustSec Scalable Group Tags instead of source and destination addresses
- ACLs applied at the packet level with enforcement across the network (or network fabric)

#CiscoLiveAPJC BRKEWN-3004 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



On-Prem and Cloud Identity Providers

> o

On-Prem Identity Provider Cloud Identity Provider
@ 802.1x, Network Access e f§ VPN, Applications 0 “Q

MSCHAPv2, PAP SAMLVZ2, OpenlD Connect

EAP-FAST, EAP-TLS

MAC Filtering SA MMLMK)\ IOpenID

cisco W . #CiscoLiveAPJC BRKEWN-3004 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Cloud Identity and Multi-Factor Authentication

5 @ wmm QR

1 @ Oungh

EAP-TTLS-PAP
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EAP- TTLS PAP
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o
Multi-Factor Authentication <\
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What type of device are you adding?

CY P — . Push notification for ease

Tablet (iPad, Nexus 7, etc.)

o :::::t"yJKay(YubiKey, Feitian, etc.) Slmpllf Ied a CC e S S
| - Requires network access

Powered by Duo Security
- Traditional time based one-time
PassSwords

@ @ G B, - - Manual process
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Zero Trust and Wireless Networking

41% of all data breaches resulted from cyber security incidents
(162 notifications)

Cyber incident breakdown

I | OIDC
Eﬂj ol ]
Compromised or stolen credentials (method unknown)

o — - 4 e 0

Malware 6%

Ransomware

Phishing (compromised credentials)

Brute-force attack (compromised credentials) . 3%

- Ransomware - Phishing and compromised or
. East/West Traversal stolen credentials
- Authorisation - Username/Password
- Micro-segmentation - Digital Certificates

cisco L‘V& ./ #CiscoLiveAPJC BRKEWN-3004 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



Secure Fast Roaming Challenges

Wireless LAN Controller Identity Services Engine

. Client channel scanning and - Re-authentication of client
AP selection device and re-keying

cisco W. #CiscoLiveAPJC BRKEWN-3004 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



Secure Fast Roaming CERTIFIED
802.11k/v/r and Wi-Fi Agile Multiband

» . 5 B Wireless LAN Controller
! a | a

Identity Services Engine

. Client channel scanning and - Re-authentication of client
AP selection device and re-keying
. 802.11k Neighbor Lists based on . 802.11r Fast BSS Transition
CCX (Cisco Compatible based on CCKM (Cisco
Extensions) Centralised Key Management)

- 802.117v BSS Transition

cisco W ./ #CiscoLiveAPJC BRKEWN-3004 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



PR
802.11r Fast Transition <\

MOBILITY DOMAIN - M1 MOBILITY DOMAIN - M1

Controller - 1 Controller - 2 Controller- 1 Controller - 2

”’ —— Mobility update for C1 —» ’ . -~ Mobility update for C1 —» ’
O s i i s i s

AP1 i i

Associated ™.

Associated .
i Client C1 Client C1
—— Roaming direction —» —— Roaming direction —
----- Client's logical FT communication « = ==+ Actual communication path
------- Actual communication path

Over the DS Over the Air

cisco L‘V&- #CiscoLiveAPJC BRKEWN-3004 © 2022 Cisco and/or its affiliates. Al rights reserved. Cisco Public 26



3802.11r Fast Transition

. Over the Air is recommended
for best client interoperability

cisco Lz//&/

P

General Security Advanced
Layer2 Layer3 AAA
WPA + WPA2 O WPA2 + WPA3 WPA3 Static WEP None
MAC Filtering a
Lobby Admin Access ()
WPA Parameters Fast Transition
) S
WPA U WPA2 M Status Enabled v \]
Policy Policy
GTK (I WPA3 M Over the DS L
Randomize Policy
Transition u Reassociation Timeout 20
Disable
WPA2/WPA3 Encryption
/WPA3 Encryptio \ Auth Key Mgmt
4] [ ]
AES(CCMP128) F CCMP256 ﬁ 802.1x O PSK O
GCMP128 - GCMP256 - CCKM ] SAE ]
OWE (] FT +802.1x |/
Protected Management Frame —
802.1x- L]
SHA256
PMF Required v

MPSK Confiauration

£ Apply to Device

#CiscoLiveAPJC BRKEWN-3004

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 27




Key Reinstallation AttaCK

ym

- 10 Vulnerabilities were discovered

- May allow the reinstallation of keys already
In use

- Only 1 impacts Access Points
. Specific to 802.11r (Fast BSS Transition)
. CVE-2017-13082

cisco Lg{/&/

#CiscoLiveAPJC BRKEWN-3004

- This was an industry wide issue

- Not specific to any one vendor

- WPAS certification includes KRACK

exploit testing

. The attacker positions a rogue AP clone

to perform a MitM attack

. This flaw causes all WPA2 encryption
protocols to reuse the keystream when
encrypting packets

- Rogue AP detection and WIDS/WIPS

can detect potential attack vectors

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 28


https://papers.mathyvanhoef.com/ccs2017.pdf

Kr@@k Vulnerability

- On February 26th, 2020,
researchers Stefan Svorencik and
Robert Lipovsky disclosed a
vulnerability in the packet
processing of certain Wi-Fi

chipsets

- This vulnerability could allow an
unauthenticated, adjacent attacker
to decrypt Wi-Fi frames without the
knowledge of the PTK

cisco Lg{/&/

i

. After an affected device handles a

disassociation event, it could send
a limited number of Wi-Fi frames
encrypted with a static, weak PTK

- An attacker could exploit this

vulnerability by triggering a
disassociation and then acquiring
these frames and decrypting them
with the static PTK

- WIDS/WIPS can detect potential

attack vectors

#CiscoLiveAPJC BRKEWN-3004 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 29


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20200226-wi-fi-info-disclosure

802.11Tw Protected Management Frames

WFi) —=—
| i ‘x I Enterprise
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Central Web Authentication
URL Redirect

n . ,‘ Wireless LAN Controller Identity Services Engine

0000000000000 :
= '
Any Packet > | —— RADIUS Access Request —>
<— RADIUS Access Accept —
Redirect ACL

HTTP Packet > Redirect to ISE Web Page —>
< Web Authentication Sequence >

<—— RADIUS CoA Request
RADIUS CoA ACK ——>

cisco M-/ #CiscoLiveAPJC BRKEWN-3004 © 2022 Cisco and/or its affiliates. Al rights reserved. Cisco Public 31



Captive Portal Detection

- Native operating system
support to detect captive
portals

Windows
y) - http://www.msftncsi.com/ncsi.txt

. User is aware of captive portal
even when not using browser Google Devices

)/« http://www.gstatic.com/generate_204

- Simplifies guest access

adoption @ Apple Devices
. Avoids the need to redirect !« http://captive.apple.com/hotspot-detect.html

HTTPS traffic

cisco M- #CiscoLiveAPJC BRKEWN-3004 © 2022 Cisco and/or its affiliates. Al rights reserved. Cisco Public 32



Central Web Authentication
MAC Authentication Bypass

Wireless LAN Controller Identity Services Engine

- Y .
=

Any Packet > | —— RADIUS Access Request —>
<— RADIUS Access Accept ——

Network Access Granted
MAB Access Rule

cisco M-/ #CiscoLiveAPJC BRKEWN-3004 © 2022 Cisco and/or its affiliates. Al rights reserved. Cisco Public 33



MAC Authentication Bypass

Wireless LAN Controller Identity Services Engine

Any Packet > | —— RADIUS Access Request —>

<— RADIUS Access Accept —

Network Access Granted
MAB Access Rule

A What access is provided on the MAB VLAN?

cisco M- #CiscoLiveAPJC BRKEWN-3004 © 2022 Cisco and/or its affiliates. Al rights reserved. Cisco Public 34



MAC Authentication Bypass

Wireless LAN Controller Identity Services Engine

Any Packet > | —— RADIUS Access Request —>

<— RADIUS Access Accept —

Network Access Granted
MAB Access Rule

A What access is provided on the MAB VLAN?

cisco M- #CiscoLiveAPJC BRKEWN-3004 © 2022 Cisco and/or its affiliates. Al rights reserved. Cisco Public 35



L . el
Wi-Fi Certified Easy Connect al

WPA3
Device Provisioning Protocol (DPP)

- 3 Phases
- Bootstrapping
. Obtains the public key of new device
- Authentication and Provisioning

- Public key is used to create a secure tunnel for
credential exchange

- Network Access
- PMK derived
- Four-Way Handshake used as normal

. Supports Protected Management Frames

cisco M. #CiscoLiveAPJC BRKEWN-3004 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Random MAC and Private Addresses

- I0S 14+, Android 10+ and Windows 10+ add support
for random MAC Addresses even when associated

- A random MAC is generated for each SSID

- That MAC may remain constant for
the saved profile

- This will impact services based on MAC address
- MAC authentication bypass -

- Web authentication
- Location analytics

0 Wt hatszot

eeeee
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PRy
Different OS Implementations ¢\
L | wesw [ acoe [ ecniass |

Randomization enabled by default

No Yes Yes

Same random MAC used for
. Yes Yes Yes

subsequent connection
Randomization saved between device

Yes Yes Yes
reboot
Random MAC saved when Wi-Fi profile NoO Yes Yes
recreated
Randomization per day and/or per Optional Optional No

association (Android 11 Developer Mode)

Randomization enabled upon upgrade

for existing Wi-Fi profile Ne Mo

Can be enabled/disabled globally Yes No No
API to control randomization exists Unknown Yes (Android 11+) Yes
Randomization saved between factory NoO N Unknown

reset

cisco W. #CiscoLiveAPJC BRKEWN-3004 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



PRy
Random MAC Implications ¢\

L ® QO 0 i

Profiling BYOD Whitelisting MDM Flow Guest
‘
a —

Location lookup User Defined Network  Endpoint Analytics Forensics Quarantine

cisco W. #CiscoLiveAPJC BRKEWN-3004 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 39



Detecting Random MAC Addresses

< 6 octet >
1st octet | 2nd octet | 3rd octet | 4th octet | 5th octet | 6th octet
-¢ 3 octet > 3 octet: >

Organisationally Unique
Identifier (OUI)

Network Interface Controller
(NIC) Specific

8 bits \k

|b7|b6|b5|b4|b3|b2|b1|b0|

0: unicast
1: multicast

0: globally unique (OUI enforced)
1: locally administered

32-28-6D-51-13-AF
56-EF-68-F6-0D-30
OA-13-A8-8E-B5-EF
AE-83-37-55-A"7-22

By Inductiveload, modified/corrected by Kju - SVG drawing based on PNG uploaded by User:Vtraveller. This can be

found on Wikipedia here., CC BY-SA 2.5, https://commons.wikimedia.org/w/index.php?curid=1852032

cisco L{Vp//
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Addressing Random MAC Issues

* Wi-Fi configured * Provide Random MAC visibility « Shared via NMSP
for EAP-TLS » Police Random MAC devices

7AN R
A )

DNA Spaces
MDM/EMM Client ISE Catalyst 9800 DNAC +
Endpoint Analytics
«  Generate GUID «  Generate GUID (BYOD) * Shared via « Provide Random MAC
+  Provide compliance status «  Certificate & Wi-Fi profile telemetry visibility
e Certificate & Wi-Fi profile e Share GUID via RADIUS-Accept
and pxGrid .
- Provide Random MAC visibility * Frovide Random MAC
*  Police Random MAC devices visibility within Endpoint
Analytics
NMSP - Network Mobility Services Protocol
cisco L‘V& ./ #CiscoLiveAPJC BRKEWN-3004 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public a4



WPA Personal

Pre-Shared Key
- Offline Attacks

l!. "-"’ o S - Dictionary

- Rainbow Table

PBIK PRI . Strong Passwords Matter
<— ANonce — n
PTK SNonce —> | PTK, GTK | Four-Way
«— GTK —— Handshake
ACK ——> B

PTK = SHA(PMK + ANonce + SNonce + AP MAC + STA MAC)

cisco M-/ #CiscoLiveAPJC BRKEWN-3004 © 2022 Cisco and/or its affiliates. Al rights reserved. Cisco Public 42



PRy
Multi Pre-Shared Key al

PSK= PY9CK5tL
PSK= uTx60Dm?1

A -
PSK= PY9CKSTL ey —— ggy |<[t)g2hgrr:o?r,1/l/|

PSK=Cisco123

PSK= Ktghmo9M ? o

e PSK WLAN WLC/AP
L d
f”"
PSK= Ktghmo9M ip T
w / https://www.cisco.com/c/en/us/td/docs/wireless/controller/ewc/17-2/config-guide/ewc_cg_17_2/multi_preshared_key.pdf
cisco (A4 #CiscoLiveAPJC BRKEWN-3004 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 43


https://www.cisco.com/c/en/us/td/docs/wireless/controller/ewc/17-2/config-guide/ewc_cg_17_2/multi_preshared_key.pdf

Multi Pre-Shared Key

Y PSK= uTx6
PSK=PYOCK51L - N

G

~
Sa
--p

->
,V

-
Secao
e e T -,

-
”—
-
-,
’

PSK WI

Edit WLAN x

General Security Advanced Add To Policy Tags
Layer2 Layer3 AAA
© WPA + WPA2 WPA2 + WPA3 WPA3 Static WEP None
MAC Filtering Authorization List* ‘ mpsk v |®
Lobby Admin Access D
WPA Parameters Fast Transition
wa O ume
Policy Policy
. OSEN D Over the DS D
Randomize Policy
Reassociation Timeout *
WPA2 Encryption
AES(CCMP128) cempss [
GCMP128 0 cempse [ Auth Key Mgmt
802.1x O PSK
Protected Management Frame Easy-PSK D CCKM A D
FT+802.1x [ Frepsk [
PMF Disabled v 802.1x- D PSK-SHA256 D
SHA256
4 N
’ Pre-Shared Key*
MPSK Configuration
Key Format ASCII v
e Enable MPSK
Password Type __Unencrypted v
Pre-Shared Key* »
« Apply Priority Y Key Format Y Password Type Y
\, J

https://www.cisco.com/c/en/us/td/docs/wireless/controller/ewc/17-2/config-guide/ewc_cg_17_2/multi_preshared_key.pdf

cisco Lz/&/
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[ragwn

General Security Advanced
- Coverage Hole Detection
< e n t I ty Aironet [E @ O
Advertise AP Name D
| P2P Blocking Action I Allow Private Group v
i Disabled
6‘ Multicast Buffer Drop
" . " Forward-UpStream
= -~ Media Stream Multicast-direct
PSK=PY9CK5LL i) .
-
‘~\~ 11ac MU-MIMO >
ISE
PSK= uTx60Dm1
MAC-Filtering

PR PSK WLAN WLC

PSK= Kighmo9M ? 7 e

PSK= PY9CK5tL
PSK= uTx6o0Dm1
PSK= Ktghmo9M
PSK= Ktghmo9M

PSK= Ktghmo9M ? -

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/2 16 130-configure-catalyst-9800-wlc-ipsk-with-ci.html
. / https://documentation.meraki.com/MR/Encryption_and_Authentication/IPSK_with RADIUS Authentication
CISCO (4
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216130-configure-catalyst-9800-wlc-ipsk-with-ci.html
https://documentation.meraki.com/MR/Encryption_and_Authentication/IPSK_with_RADIUS_Authentication

[aawn

General Security Advanced

- Coverage Hole Detection

e I I t I ty Aironet [E @ D

Advertise AP Name D

l P2P Blocking Action I Allow Private Group v
Disabled
Multicast Buffer
B
PS K - PY9 C K5t |_ - Media Stream Multicast-direct Forward-UpStream
- ;
(&) -----
Sso 11ac MU-MIMO e

D
PSK= uTx60Dm1 ~
E) -

MAC-Filtering

PSK= Ktghmo9M
PSK WLAN

WLC

PSK= PY9CK5tL

PSK= uTx60Dm?1

PSK= Ktghmo9M

PSK= Ktghmo9M 5;:

PSK= Ktghmo9M
PSK= zD23501M
PSK= 8GB10vaq

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/2 16 130-configure-catalyst-9800-wlc-ipsk-with-ci.html
. / https://documentation.meraki.com/MR/Encryption_and_Authentication/IPSK_with RADIUS _Authentication
CISCO (4
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%
iPSK Manager _— %

iPSK Dashboard

Wielcome to the IPSK Management Poral o Cisco ISE

Total Endpoint Groups Total Endpoints Expired Endpoints
5 n o

Administration

Admin

% RADIUS sQL
Jtﬁ

\
v

-m < < iPSK Lifecycle
CoA AP Management
WLC / AP ISE iIPSK Manager
- Linux PSK
- Apa C h e BYOD Registration Portal
- M yS Q I_ Please Login
- PHP |
End Users
http://cs.co/iPSK-Manager

W / © 2019 Cisco Systems, Inc.
Cisco &. #CiscoLiveAPJC BRKEWN-3004 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 47


http://cs.co/iPSK-Manager

|[dentity PSK without RADIUS

e
SRS ) ----

PSK= Ktghmo9M ? el

PSK= zD23501M ? T

cisco Lz{@/

O Identity PSK without RADIUS

Devices are assigned a group policy based on its passphrase

Search Identity PSKs...

O Name

] ipsk5
[m] ipsk1
[m] ipsk2
O  ipsk3
[m] ipskd

5001 Identity PSKs m m

Pre-Shared Key a Group Policy
@ student
.......... @ student
@ student
@ student
student

L L 3ol

PSK WLAN

Meraki MR

Meraki
Cloud

PSK= PY9CK5tL
PSK= uTx60Dm?1

PSK= Ktghmo9M
PSK= zD23501M

https://documentation.meraki.com/MR/Encryption_and_Authentication/IPSK_Authentication_without RADIUS

#CiscoLiveAPJC BRKEWN-3004
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https://documentation.meraki.com/MR/Encryption_and_Authentication/IPSK_Authentication_without_RADIUS

User Defined Network

cisco Lz/&/

Dorm .1X SSID Dorm .1X SSID

Dorm PSK SSID Dorm PSK SSID
L]

A

#CiscoLiveAPJC BRKEWN-3004

User Defined
Network

My devices

+ Add another device

Eddy’s Alexa
Connected to the network
Amazon | 00:34:FE:57:871E

Eddy’s Apple TV
Connected to the network
Apple | 00:34:FE:57:871E

Eddy’s iPhone
Connected to the network
Apple | 00:34:FE:57:871E

Eddy's Xbox
Connected to the network
Microsoft | 00:34:FE:57:871E

My guests

Add a guest to my
network
Mary’s iPad
Connected to the network
Microsoft | 00:34:FE:57:871E

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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User Defined Network

®)
UPN = 25546 J
&)

UPN = 25546
802.1X WLAN

UPN = 30074
UPN = 25546 S
UPN = 30074
t
@ . o (50  RADIUS |
CoA

81
Wave?2 & Catalyst 9800 ISE

AX AP

. PSK WLAN

. Each endpoint is assigned a UPN value via RADIUS
- Works across multiple WLANs and WLAN types

. Endpoint without UPN mapping gets UPN ID of O

. Filtering can be for mDNS only or for any traffic

cisco L‘V& . #CiscoLiveAPJC BRKEWN-3004 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



Wi-FI Personal Network

@

Identity Provider (AD, LDAP, etc.)

Meraki Dashboard

MR Access Point

Student Joe T e
Student-1 Student-2
i g =
O 3 1 2 B
g > e
“a S,
W / https://documentation.meraki.com/MR/Encryption_and_Authentication/Wi-Fi_Personal_Network_(WPN)
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Simultaneous Authentication of Equals cmennneo
WPAS

- Based on the Dragonfly Key Exchange
- Balanced Password Authenticated Key Exchange
- Security of SAE not tied to the complexity of the shared secret
- SAE exchanges results in a 32-byte PMK
« Protects against offline dictionary attacks

- Forward secrecy protects traffic if the password is compromised in future
- Supports Protected Management Frames

- WPA3-SAE Transition Mode supports both WPA2-PSK and WPA3-SAE on
the same SSID

cisco W. #CiscoLiveAPJC BRKEWN-3004 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 52



Dragonblood = gl% =

. Backwards Compatibility Attack - Denial of Services Attacks
. Clients can be tricked into - APs should implement
connecting to a Rogue WPA?2 anti-exhaustion mechanisms
Personal only network . APs should implement detection
- The attacker uses the partial mechanism and blacklist
WPA?2 handshake for offline misbehaving clients
attacks

. Certain devices, even when
connected to WPAS Personal only
networks, could be tricked into
using WPA?2

L‘V / Dragonblood: Analysing WPA3's Dragonfly Handshake
CISCO (4
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Dragonblood

. Backwards Compatibility Attack

. Clients can be tricked into
connecting to a Rogue WPA?2

Personal only network

- The attacker uses the partial
WPA2 handshake for offline
attacks

. Certain devices, even when
connected to WPAS Personal only
networks, could be tricked into
using WPA?2

cisco Lg{/&/

General Security
Layer2 Layer3 AAA
WPA + WPA2
MAC Filtering v

Lobby Admin Access

WPA Parameters

WPA
Policy

GTK
Randomize

Transition Y
Disable

WPA2/WPA3 Encryption
AES(CCMP128) |~
GCMP128

Protected Management

PMF

Association Comeback Timer* 1

SA Query Time*

Advanced

Add To Policy Tags

WPA2 + WPA3

Authorization List*

WPA2
Policy

WPA3 2
Policy

CCMP256
GCMP256

Frame

200 ‘

OWPA3

Static WEP

ipsk v ®

Fast Transition

Status
Over the DS

Reassociation Timeout *

Auth Key Mgmt

SAE
OWE
802.1x-

SHA256

Anti Clogging Threshold*
Max Retries*

Retransmit Timeout*
PSK Format

PSK Type

Pre-Shared Key*

SAE Password Element @

Edit WLAN x

None

Disabled

20

FT + SAE
FT +802.1x

1500 ‘

( Hash to Element O.x

#CiscoLiveAPJC BRKEWN-3004

Dragonblood: Analysing WPA3's Dragonfly Handshake
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Edit WLAN x

D | General Security Advanced Add To Policy Tags
ragol Je}felele oz s s

WPA + WPA2 WPA2 + WPA3 O WPA3 Static WEP None

MAC Filtering 2 Authorization List* ipsk v ®

° TI mlng - Based Slde - Cha n nel Lobby Admin Access ||
Att a C |< S WVSPAAParametTrT . - Fast Transition ——]

J Status
Policy Policy
GTK O WPA3 [ Over the DS O

- The time it takes an AP to respond erize el T
. Dl}:gglltelon J Reassociation Timeout 20
to commit frames may leak

WPA2/WPA3 Encryption

information about the password sestcomzg

Auth Key Mgmt

) cowp2ss L SAE ] FT + SAE U
GCMP128 O Gomp2se [ OWE 0 Fresozix O
802.1x- L)
Protected Management Frame SHA256
‘ Anti Clogging Threshold* 1500 ‘
PMF Required v ‘ [
Max Retries* 5
Association Comeback Timer* 1
Retransmit Timeout* 400

-
2 =x2 4 gx + b 4 Query Time EC. —
5 PSK Format Both H2E and HnP

PSK T Hash to Element
ype Only

Pre-Shared Key* Hunting and
Pecking Only

lSAE Password Element Ol Hash to Element O.!}
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Wi-Fi Certified Enhanced Open

WPA3

- Opportunistic Wireless Encryption (OWE) ‘

- Replaces 802.11 “open” authentication support i

- Client and AP perform an unauthenticated Diffie-Hellman 4
Key Exchange to establish a PMK

- Four-Way Handshake used as normal

- Supports Protected Management Frames

\

- Diffle-Hellman is susceptible to MitM attacks

- Would allow the attacker same visibility as on
an Open network

\ /
cisco L‘V&- #CiscoLiveAPJC BRKEWN- 3004 © 2022 Cisco and/or its affiliates. All rights reserve: isco Public



Decoupling Access and ldentity

Access and Identity

isco Lo/ scol
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Decoupling Access and ldentity

Connect to Cisco Open Roaming

Oper~ .
POV uCisco Events" Wantsto Add 1/
Live. @ Wi-Fi Hotspot Network?

Access |dentity

sear
infor
plea.

Cancel Allow
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éi WIRELESS

BROADBAND ALLIANCE

OpenRoaming

!

Access > U OPENROAMING
WIRELESS BROADBAND ALLIANCE

foh 0 =
Bl N >

Spaces

 GEEIED
B
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WIi-FI 6E Security CERTIFIED

General Security Advanced

SSID* Show slot configuration

6 GHz

WLAN General Security Advanced

Status Profile Name* employee-6GHZ| Radio Policy ®

Broadc SSID* employee

%\ WPA3 and OWE .are. WLAN I+ . ;::‘:
mandatory for Wi-Fi 6E

Show slot configuration

WPA2 Disabled

Status WPA3 Enabled
Dot11ax Enabled
Broadcast SSID
5 GHz
G WPA?2 and Open are not

supported on 6GHz

802.11b/g | 802.11gonly v |
Policy

cisco Lz/&/
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Wi-Fi 6E Security gﬂp.l?p)

None

. Client device profiles must Wep
WPA/WPA2 Personal
select WPA2 or WPA3 PN PP noions pereons

&y Enterther  \WwpA3 Personal

- And only one profile for a given ® i
SSlD lS permltted Network Name Semet

WPA/WPA?2 Enterprise
Security v WPA2 Enterprise

SN WPAS Enterprise

Password:

Show password
Remember this network

? Show Networks Cancel
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Rogue Detection and
Advanced WIPS
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Rogue Detection and Advanced WIPS

Centralized wireless threat

management
- Rogue detection
- Rogue location and mitigation
- Monitor and classify threats
- Event correlation
. Security compliance reporting

/WW.CISCO.com/

= Cisco DNA Center Assurance / Dashboards / Rogue and aWIPS Qo ob
Overview Allowed List Rules aWIPS Profile
Threat 360: Mac A4:53:0E:7D:42:A0 ~
High Threat Summary
Actions v
Active High Threats (135) Threat Level Threat Type Vendor Status Containment S... O Last Reported
By hreat type Al High Honeypot Gisco Systers, Inc Active Open Jun 1, 2022 02:06 pm
/ \ Location: Global/San Jose/Building 14/Floor1 £ 3 Full Screen
— L —
i
G, ove][oten
i | Cg.
oy g v
0 siein 12) @ Rogus onwire (12) @ Hong e [ ar
. 1A E=ADT Q
i SICTA-TME-AP3 T 5 614-THE-APA €
Threats (176)
Q  Search Table
Detections (18) Clients (0)
Threat Level *  MAC Address Tyee ©
Q  Search Table
High A4:53.0E:7D:09:80  Rogue on wire
) Export
High OA18:98:C046:36  Rogue on wire Detecting AP Detecting AP St Adhoc ~  Rogue SSID RSSI(dBm)  Chamels  RadioType (Band)  State H
Global/San
SJC14-TME-APY Jose/Building No IDNASpacesDemo 50 1 ?fi(::f;g/"/ax Inactive ;‘:"41
High A4:53:0E:7D:16:60 Honeypot 14/Floor1
Global/San
§ > DNA Spaces R 802.11b/g/n/ax Jun 1
Traffic_Assurance_01  Jose/Building No o 70 i (2.4GH2) inactive 07 %
High A4:53:0E:7D:38:80 Honeypot 14/Floor1
Global/San
SJC14-TME-AP4 Jose/Building No IDNASpacesDemo  -71 60 (B:SH'Z'}GMWGX Active é;no;
High A4:530E7D:42.A0  Honeypot 14/Floor1
Jd-systems-mana /network-¢ n-a ane 1ent/dne It g anage a ation/2-3-3/quick-start-guide/b_rogue_manageme sg_2_3_3
loud-systems-management/network-automation-and-management/dna-center-rogue-management-application/2 -3-3/quick-start-guide/b_rogue_management_gs 2 _3_3.html
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https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center-rogue-management-application/2-3-3/quick-start-guide/b_rogue_management_qsg_2_3_3.html

Rogue Detection and Advanced WIPS

Overview  Threats  Allowed List ~ Rules  aWIPS Profile

Site: Global May 7, 2022 8:26 PM - May 8, 2022 8:26 P

Last 24 hours v/ (3 Refresh Actions v/

n TOTAL ROGUE THREATS TOTAL AWPS THREATS TOTAL UNIQUE ROGUE CLIENTS ROGUES CONTAINED

197 79 5 7

High Threats Summary

. Forensic capture

Active High Threats (99) By Thveat Type ‘
Al

. Client exclusion policies -

Association Flood High Predefined Active

peen Authentict o4 Beacon High Predefined Active
99
o s0ss
e PUTRENTC! e d Probe Request High Predefined Active
High Threat
o Targe
Beacon D!
) . . N . o Ao Fuzzed Probe Response High Predefined Active
Configuration~ > Security* > Wireless Protection Policies . P o !
Beacon Fl o neypot High Predefined Active
Rogue Policies Rogue AP Rules Client Exclusion Policies
Beacon W' | ierferer Potential Predefined Active
aWIPS and Forensic Capture Enablement Save © Reset
| Block Ack | alid MAC OUI Frame High Predefined Active
o sic Captures (11) aWIPS is supported for Catalyst 9800 Controllers and eCA devices.
7
Select all events i aWIPS can be enabled/ disabled on WLC physically managed site location Broadcas _ _
N Malformed Association Request High Predefined Active
Note: aWIPS is not applicable for Remote TeleWorker sites.
: B CTS Floot ) ) :
Excessive 802.11 Association Failures 4] Enable aWIPS Malformed Authentication High Predefined Active
1 rt CTS Virtu; ) ) :
. . i v Neighbor Informational Predefined Active
Excessive 802.1X Authentication Failures J Enable Forensic Capture (0 9
Excessive 802.1X Authentication Timeout =) Alarm 1D Capture Filename Last Updated = i Do2UNeN! prope Response Flood High Predefined Active
IP Theft or IP Reuse = 226034 AOF8497EC066_80211_1622535114913083.pcap Jun 7, 2022 06:38 am Deauthen! oo ool Flood High Predefined Active
Disassoci . ) :
Excessive Web Authentication Failures 226035 AOF8497EC066_80211_1622535145905580.pcap Jun 7, 2022 06:38 am Re-Association Request Flood High Predefined Active
Disassoci ) ) :
226036 AOF8497EC066_80211_1622535176916025.pcap Jun 7, 2022 06:38 am Rogue on Wire High Predefined Active
EAPOL Lc
RTS Flood High Predefined Acti
PLS06-AP3800-01 226037 AOF8497EC066_80211_1622535238913731.pcap Jun 7, 2022 06:38 am | 00 9 redefine ctive
RTS Virtual Carrier Sense Attack High Predefined Active
PLS06-AP3800-01 226038 AOF8497EC066_80211_1622535424906239.pcap Jun 7, 2022 06:38 am

c1sco '&_/
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Access Point Scanning Options

» All channels
scanned every 180s
within a 3m period

 Dwell time is 50ms

« Channel change is
10 ms

AP is off-channel
for 60ms

cisco Lz/&/

=

« Continuous cycle
1200ms dwell
across all channels

« Supports Rogue
Detection & WIPS,
RRM & CleanAir,

and Fast Locate

u

#CiscoLiveAPJC BRKEWN-3004

» Catalyst 9136
» Catalyst 9130
« Catalyst 9120

» Catalyst 9166
« Catalyst 9164
» Catalyst 9162

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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CleanAir Pro Dedicated Scanning Radio
nterferers sGHeBand 2.4 Ghz Bond
- Layer 1 Denial of Service Attack Nl

Enable CleanAir A

- Rogue AP Detection
nve rted Report Interferers v

Available Interference Types Interference Types to detect

Enable SI 4

nvalid Channel

WiFi Inverted TDD Transmitter
WiFi Invalid Channel > [ Jammer

- 6GHz Support J -

6 GHz Channels 1,200 MHz
m 5950 + 5 X Ch. Number Wavelength 5.1cm - 2.0 to 4.2cm - 1.6"
Low PowerIndoor |§  5dBm/MHz - Net EIRP 18dBM K [ H] §
Radio Band UNII-5 UNIL6 UNIL7 UNI-8
2wz [ o] (][ Cov] (o] (o) (o ] ) o] o) ) () e ) o) () 7 o) o) o) i) o) o] ) o ) o) ) ) ) ) ) ) o) ) ) ) ) ) ) ) ) o] (] ) ) o oo o) o) o) ) ] ] ] 2]
40 MHz 3 [ n v [ 2 s |[ = 51 [ 5o a7 [ 7 8 |[ o1 99 |[ 107 15 [ 123 3 [ 139 17 |[ 155 63 |[ 179|187 195 |[ 203 21 |[ a9 |[ 27 |
80 MHz 7 23 39 55 7 87 103 119 135 151 167 183 199 215
160 MHz - [ 7 [ | [ s | s S i s —
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Rogue Access Points

- A Rogue AP is any AP which is
not part of our infrastructure

- Most of them will be legitimate
. Some of them may be malicious

- Correctly differentiating between
the two is critical

- Detecting APs on the wired
network is hard

- Wired 802.1x matters

cisco Lz/&/

v Rogue Detection Client Number Threshold*

#CiscoLiveAPJC BRKEWN-3004

General Client CAPWAP AP Management Security ICap QoS
Rogues
Rogue Detection L/
Rogue Detection Minimum RSSI ’ -90 ‘
Rogue Detection Transient Interval (seconds) ‘ 0 ‘

o e P . \ —

[ S P p——
Configuration~ > Security~ > Wireless Protection Policies

R Rogue Policies Rogue AP Rules Client Exclusion Policies

General Auto Contain
A

Rogue Detection Security Level Custom v Auto Containment Level [
4 Expiration timeout for Rogue APs (seconds)* 1200 Auto Containment only for Monitor Mode APs O
al Validate Rogue Clients against AAA ( Using our SSID U

Validate Rogue APs against AAA ( Valid client on Rogue AP |
F Adhoc Rogue AP [

Rogue Polling Interval (seconds) 3600

MFP Configuration

Detect and Report Adhoc Networks [

Global MFP State [

Rogue Init Timer (seconds)* 180 AP Impersonation Detection O
MFP Key Refresh Interval (hours)* 24

AP Authentic O 4 (hours)

AP Authentication Alarm Threshold* 1

Syslog Notification [

Add AP Join Profile x

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Rogue Clients

- A Rogue Client is any client . Clients may create ad-hoc
which is connected to a wireless networks
Rogue AP . This can be a risk if they have
- What we care about are our bridged to the wired network
clients which have connected to
the Rogue AP e T S
- But this is not necessarily a risk

cisco M./ #CiscoLiveAPJC BRKEWN-3004 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 68



DNA Center Threat Levels

High
- Rogue Types

Informational Potential . Honeypot

- RSSI <= -75 dBm and not on wire « RSS| >-75 dBm and not on wire - Impersonation AP
- Rogue Type: Neighbor - Rogue Type: Interferer - Rogue on wire

- Beacon DS attack
- All WIPS threats

cisco M-/ #CiscoLiveAPJC BRKEWN-3004 © 2022 Cisco and/or its affiliates. Al rights reserved. Cisco Public 69



Rogue AP Rules

. Create Rogue Rules to classify
rogues as Malicious or Friendly
based on specific criteria

- SSID name

- RSSI value

- Encryption condition

- Minimum rogue client count

- Rules can also define actions
. Alert
. Contain

cisco Lz/&/

Edit Rogue AP Rule x s &

Rule Name* malicious < *:

Rule Type W
Friendly
State
Match Operation Unclassified
Custom
e Edit Rogue AP Rule "
Adc
Rule Name* malicious
Rule Type

State

Match Operation

— Add C¢
Rule Name* malicious
Rule Type (atoows ]
State ‘ Contain v ‘
Match Operation ‘ Any v ‘
Enable Rule |
Add Condition | ssid v

#CiscoLiveAPJC BRKEWN-3004 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 70



y

Rogue Notification Triggers Q\X'

. The Catalyst 9800 has - In these scenarios, increase the
aggressive rogue notification Rogue AP and Client RSSI
thresholds by default notification threshold

.In environments with a large - The default value is O

number of Rogues, this may - Recommendation to increase to 5
result in excessive notifications or higher

sent to the receiver

C9800 (config) #iwireless wps rogue ap notify-rssi-deviation 5
C9800 (config) #wireless wps rogue clients notify-rssi-deviation 5

cisco L{Vp/_/
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Rogue AP Containment

= Cisco DNA Center Assurance / Dashboards / Rogue and aWIPS Qo ocb

Overview  Allowed List ~ Rules  aWIPS Profile Threat 360: Mac A4:53:0E:7C:99:E0

- How do we contain Rogue APs? o W

- Containment is a spoofed 802.11
disassociation request attack

Q  Search Table

) HOW doeS V\/PA3 affeCt Rogue AP Threat 360: Mac 06:9E:38:‘7m5:.;2:D8 o X
containment?

Last Reported I

Threat Level Threat Type Vendor Status Containment S... O

- 802.11Tw will change how we can
mitigate Rogue AP related threats |’

- The ability to physically locate rogues . . 1. i e —
will be key T e . | T TITTITTT I| |

@ [ SI014F1-WIME-CoK-4aUXM.cisco.com

> @ m

ap-ooor 1

= T = #
)
& |
JC14-TME-APA

[©FOSCEH (o8
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Rogue AP Auto Containment

- While we can configure the
network to automatically contain
detect Rogue APs, consider your
environment and how to ensure
that only malicious Rogues are
being contained

cisco Lzﬁo//

Configuration~ > Security~ > Wireless Protection Policies

Rogue Policies Rogue AP Rules Client Exclusion Policies
General
Rogue Detection Security Level Custom
Expiration timeout for Rogue APs (seconds)* 1200

Validate Rogue Clients against AAA

Validate Rogue APs against AAA

Rogue Polling Interval (seconds) 3600
Detect and Report Adhoc Networks 2
Rogue Detection Client Number Threshold* 0
Rogue Init Timer (seconds)* 180
AP Authentication

AP Authentication Alarm Threshold* 1

Syslog Notification

#CiscoLiveAPJC

Auto Contain

v Auto Containment Level 1 v

Auto Containment only for Monitor Mode APs

Using our SSID

Valid client on Rogue AP

Adhoc Rogue AP

MFP Configuration

Global MFP State
AP Impersonation Detection

MFP Key Refresh Interval (hours)* 24

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public



PRy
Enabling Location Services ¢\

Cisco DNA Center Cisco DNA Spaces

Settings / External Services

DNA Spaces/CMX Servers

Provide the credentials to enable CMX server connectivity by Cisco DNA Center and
Provide the token to active DNA Spaces

DNA Spaces  Reactivate Deactivate

Status @ Activated
Tenant WirelessTMEDMZ

CMX Servers

Cisco Spaces Last updated: 6:37 PM £ Refresh (1) Export [
Connector

] IP Address ~ User Name

Catalyst 9800
Wireless Controller

No data to display

Catalyst 9100 Series
Access Point
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Enabling Location Services q\@

Cisco DNA Center

Settings / External Services

DNA Spaces/CMX Servers

Provide the credentials to enable CMX server connectivity by Cisco DNA Center and
Provide the token to active DNA Spaces IP Address*

Add CMX Server

DNA Spaces  Reactivate Deactivate

User Name*

Status © Activated

Tenant WirelessTMEDMZ
Password*

CMX ue=

| CMX Servers
ilinhs SSH User Name*

Last updated:

SSH Password*

(W] IP Address ~ User Name

Catalyst 9800
Wireless Controller

No data to display

Cancel

Catalyst 9100 Series
Access Point
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.
RO g l | e O n \/\/l r'e = Cisco DNA Center Assurance / Dashboards / Rogue and aWIPS Qoo b

Overview  Allowed List  Rules aWIPS Profile Threat 360: Mac 6A:3A:0E:53:A6:E9 X

Actions A
High Threat Summary ctions

Threat Level Threat Type Vendor Status i $. @

Shutdown Switchport
High Rogue on wire UNKNOWN Active Open m

Add to Allowed list

- Matching Algorithms
. MAC Address #£2/+1 14 =

el g % v < SJC14F 1 -WTME-COK-48UXM.cisco.c
High Threat B e
@
° @

- Vendor matching algorithms e L2 g
- Rogue AP in Bridge Mode

g
© Rogue on wire (1) ® Honeypor ( ‘ % —
% [NNENE- SRENE OCC
Q  Search Table

- Locate the Rogue AP via the R [T

Export

Rogue Client MAC address
and Gateway MAC Address

High 9A:18:98:C0:46:36 Rogue on wire

Active High Threats (14)

Switch Port Detail (1) Detections (9)  Clients (19)

High A4:53:0E:7D:09:80 Rogue on wire
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Securing AP Switch Port Access

802.1x

<— Authentication —>»
(EAP-FAST)

How do we bootstrap configure the AP?

cisco Lz/&/

Identity Services Engine

Add AP Join Profile x I

CAPWAP

General Client

Device User
Dot1x Credentials
Dot1x Username

Dot1x Password

Dot1x Password Type

Credentials

AP Management Security ICap QoS

CDP Interface

Enter dot1x Usernam%

Enter Dot1x Password
clear v

[£] Apply to Device

#CiscoLiveAPJC BRKEWN-3004
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%
Securing AP to Controller Communication <<~\§'

Wireless LAN Controller

« CAPWAP Control encrypted by default

AP Join Request > « CAPWAP Data encapsulated but not
encrypted by default
< DTLS EXCha nge t AP Join Profile
( CA PWAP CO HU’O| General Client CAPWAP AP Management Rogue AP
U D P 5 2 46 High Availability M
( CA PWAP D ata Enable VLAN Tagging
U D p 5 2 47 IEnabIe Data Encryption 4 I
Enable Jumbo MTU
Link Latency Disable v J

Preferred Mode Disable v
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SecurePort

MR requests MS authorizes
MR connected certificate from port based on
to MS Cisco PKI configured profile
MS permits MR authenticates
Meraki dashboard with acquired
connection for MR certificate
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Air Marshal

- Rogue AP Detection

« Wired Rogue A

« WIDS/WIPS :
« Spoofed Management Frames
* Malicious Broadcasts / DoS > - &
* Packet Floods
Y SRR N 'S
-
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Rogue and WIPS Reporting and APls

= Cisco DNA Center

Generated Reports Report Templates

All

Al Endpoint Analytics
Access Point

Client

Compliance
Configuration Archive
EoX

Executive Summary

Usage Insights

Rogue wips
New Threat

Generate

Threat Detail

Generate

Reports

= Cisco DNA Center

Group Communication Summary
Group Pair Communication Analytics
Inventory

Licensing

Network Devices

Rogue and aWIPS.

SWIM
Security Advisories

Telemetry

Cisco

.&-/

Qo ob

Platform / Developer Toolkit

Qo oL

APIs Integration Flows Event Notifications
Q search Q_ search API
Authentication > .
Devices
Cisco DNA Center System >
Connectivity > Method Name Description URL Actions
E I i >
cosystem Integrations Get Allowed Mac Intent API to fetch all the allowed mac
i Jsecurity/threats/rogue/allowed-list
B A me N Address’ addresses in the system.
Know Your Network d The Threat Summary for the Rogues
Foed intent
[ Post ) Threat Summary e S /security/threats/summary
Applications
Clients ot Intent API to fetch all threat types .
Get Threat Types' omen Jsecurity/threats/type
Compliance
Get Allowed Mac Address Intent API to fetch the count of
Devices GET ot gue/allowed-| unt
Count/ten! allowed mac addresses in the system.
Issues
Remove Allowed Mac Intent API to remove the threat mac
DELET! s} s
Security Advisories - Address"" address from allowed list
Sensors
The details count for the Rogue and
Threat Detail Countte7t § 9 Jsecurity/threats/details/count
Sites aWIPS threats
Topology Add Allowed Mac Intent AP to add the threat mac
POST -
[ posT T s 10 et et Jsecurity/threats/rogue/allowed-list
Users
Operational Tasks > . Intent API to fetch all threat levels N
) GET Get Threat Levels'en* . Jsecurity/threats/level -
Policy >
: The details for the Rogue and aWIPS )
Site Management > Threat Details'nt reate 9 Jsecurity/threats/details
System Settings >
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MSE WIPS End of Life

WIPS service on MSE is declared as EoL from 11th May 2022 onwards.
* MSE platform had already been declared EoL in Nov 2018.

* MSE 8.x had already been declared Eol Aug 2018.

» All the PIDs corresponding to WIPS license would be Eol.

* The EolL is applicable to all the MSE 7.x and 8.x releases

End of Sale (Last Ship PN
date, End of Service ’ \\
attachments) '/Last date of Suppor‘
~ /7
External EoL End of Sa__-"
Announcement Software
maintenance
Releases
Next Steps

» NextGen aWIPS solution is available with DNA Center and WLC 9800 with DNA-A license.
» No separate local mode or monitor mode licenses are required for APs.
» High touch escalation support based on customer needs would be available.

cisco Lg{/&/
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i

AIR-LM-WIPS-*

Cisco Enhanced Local Mode wIPS
License

AIR-WIPS-*

Cisco wWIPS License

C1-MSE-WIPS-*

Cisco ONE Mobility Sves

Wireless IPS Lic For Enhanced

L-LM-WIPS-* Local Mode AP- E Delivery
Wireless IPS Lic For Monitor Mode
_ _ _%*
L= AP- E Delivery
WIPS Monitor Mode and Enhanced
_ _%
L-WIPS Local Mode licenses
MSE-WIPS-* MSE WIPS Tracker Term
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Security Advisories

cisco L{Vp//

Cisco DNA Center

Tools / Security Advisories

(i) Click here to access customized security advisories based on your device configuration, powered by CX Cloud.

ADVISORIES

2 39

Critical  High ~ Medium

Devices Advisories

MA
> Scan Criteria

> Scan Status

> Device Family (5)
> Image Version (16)
> Sites (48)

> Advisory Impact

SCAN CRITERIA ©®

Software Version ~ Custom  Advanced

Devices (64)

V Filter Tag

[D  Dpevice Name IP Address

ASR1K_TME.ASR1K_TME & 172.20.224.132

Advisories ~

Platform

C1111-8P

8% Settings

Image Version

16.9.4

SJC14F1-WTME-C9K-48UXM.cisco.com (@) 172.20.224.109

C9300-48UXM

16.9.4 I

€9800-40-TMEDNAC cisco.com () 172.20.224.55

SpacesWLC @ 172.20.226.210

Spirent_WLC.cisco.com @ 172.20.224.56

#CiscoLiveAPJC BRKEWN-3004

C9800-40-K9

C9800-CL-K9

€9800-40-K9

17.8.1

17.9.20220411:075¢

17.7.20210815:031%
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Security Advisories

Cisco DNA Center Tools / Security Advisories

~ )
(1) click here to access customized security advisories

SJC14F1-WTME-C9K-48UXM.cisco.com (172.20.224.109)

5 © Reachable Uptime: 25 days 7 hrs 10 mins
ADVISORIES SCAN CRITERIA (@

2 39 5

Critical  High ~ Medium Software Version

&4 Run Commands 4 View 360 Last updated: 3:10 PM Refresh

Details Advisories Configuration

Devices Advisories

Advisories (69) m Suppressed |

' Filter 0 Selected
> Scan Criteria Devices (64)

> Scan Status - i i -
7 Filter Tag (] Advisory ID Advisory Title CVSS Score Impact

> Device Family (5)

> Image Version (16) Device Name Cisco 10S XE Software

Cisco-sa-ana- NETCONF and

> Sites (48) Yx47278Q O RESTCONF @ Critical
ASR1K_TME.AS Authentication Bypass

> Advisory Impact Vulnerability

SJCT4F1-WTME
Telnet Vulnerability

cisco-sa-telnetd- Affecting Cisco

L ERJEZPx (7 ino ©t

9800-40-TMED) Products: June 2020

SpacesWLC © Cisco 10x for 10S XE
cisco-sa-ioxPE- Software Privilege
KgGVCAf9 (5 Escalation
Spirent_WLC.cis Vulnerability

@ Critical
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Security Advisories

cisco L{Vp//

i
Cisco

Products  Support&Leamn  Partners  Events & Videos

Home / Cisco Security / Security Advisories

a Cisco Security Advisory

Cisco 10S XE Software NETCONF and RESTCONF Authentication Bypass

Vulnerability

Advisory ID: cisco-sa-aaa-Yx47Z18Q CVE-2021-1619 ¥ Download CVRF
First Published: 2021 September 22 16:00 GMT CWE-824 Email

Version 1.0: Final

Workarounds: Yes

CiscoBugIDs:  CSCvi53563

cvssScore:  Base 98

Summary

A vulnerability in the authentication, authorization, and accounting (AAA) function of Cisco I0S XE
Software could allow an unauthenticated, remote attacker to bypass NETCONF or RESTCONF
authentication and do either of the following:

« Install, manipulate, or delete the configuration of an affected device
o Cause memory corruption that results in a denial of service (DoS) on an affected device

This vulnerability is due to an uninitialized variable. An attacker could exploit this vulnerability by
sending a series of NETCONF or RESTCONF requests to an affected device. A successful exploit
could allow the attacker to use NETCONF or RESTCONF to install, manipulate, or delete the
configuration of a network device or to corrupt memory on the device, resulting a DoS.

Cisco has released software updates that address this vulnerability. There are workarounds that
address this vulnerability.

#CiscoLiveAPJC BRKEWN-3004

Cisco Security
Vulnerability Policy

To learn about Cisco security
vulnerability disclosure
policies and publications, see
the Security Vulnerability
Policy. This document also
contains instructions for
obtaining fixed software and
receiving security vulnerability
information from Cisco.

Subscribe to Cisco
Security Notifications

Related to This Advisory

Cisco Event Response:
September 2021
Semiannual Cisco 10S
and I0S XE Software

Q W &%
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Security Advisories

cisco L{Vp//

Affected Products
Vulnerable Products

This vulnerability affects Cisco I0S XE Software if it is running in autonomous or controller mode
and Cisco I0S XE SD-WAN Software. For either to be affected, all of the following must be
configured

o AAA
« NETCONF, RESTCONF, or both
« enable password without enable secret

For information about which Cisco software releases are vulnerable, see the Fixed Software
section of this advisory.

Note: The standalone Cisco I0S XE SD-WAN release images are separate from the universal
Cisco I0S XE Software releases. The SD-WAN feature set was first integrated into the universal
Cisco |0S XE Software releases starting with I0S XE Software Release 17.2.1r. For additional
information, see the Install and Upgrade Cisco I0S XE Release 17.2.1r and Later chapter of the
Cisco SD-WAN Getting Started Guide.

Determine the Device Configuration

To determine whether a device has a vulnerable configuration, do the following:

Check AAA Configuration

To determine whether AAA authentication is configured on the device, use the show running-
config | include aaa authentication login command, as shown in the following example:

| include aaa ion login
aaa authentication login default local group example

Router#

#CiscoLiveAPJC BRKEWN-3004

4 star

3 star

2 star

1 star

Leave additional feedback
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Security Advisories

Cisco DNA Center

(i) Click here to access customized security advisories

ADVISORIES

2 39 5

Critical  High

SCAN CRITERIA (@

Medium Software Version

Devices Advisories

Scan Criteria Devices (64)

Scan Status
Y Filter Tag
Device Family (5)
Image Version (16) Device Name
Sites (48)
ASR1TK_TME.AS!
Advisory Impact

SJC14F1-WTME
¢9800-40-TMED)

SpacesWLC ¢

Spirent_WLC.cis{

cisco Wp//

Tools / Security Advisories

SJC14F1-WTME-C9K-48UXM.cisco.com (172.20.224.109)

@ Reachable Uptime: 25 days 7 hrs 24 mins

& Run Commands & View 360 Last updated; ) Refresh

Details Advisories Configuration

SJC14F1-WTME-C9K-48UXM.cisco.com@172.20.224.109 =z

Ady Command Runner

Welcome to Cisco DNA Center command runner.

You can access this window from anywhere using the key combination Q+T.
You can access recently viewed devices using the key combination Q+D.

Note: You can enter "man” anytime to get the list of currently supported commands an
d shortcuts.

SJC14F1-WTME-C9K-48UXM.cisco.com> show running-config | include aaa authentication 1
ogin|
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Security Advisories

Cisco DNA Center

) Click here to access customized security advisories

ADVISORIES SCAN CRITERIA (

2 39 5

Critical  High ~ Medium Software Version

Devices Advisories

Scan Criteria Devices (64)

Scan Status
\ Filter T:

Device Family (5)
Image Version (16) Device Name
Sites (48)

ASR1K_TME.ASH
Advisory Impact

C14F1-WTME
€9800-40-TMED

SpacesWLC ¢

Spirent_WL(

cisco Wp//

[OJRSRyAY

Tools / Security Advisories

SJC14F1-WTME-C9K-48UXM.cisco.com (172.20.224.109)

@ Reachable Uptime: 25 days 7 hrs 24 mins

} Run Commands 4 View 360 Last updated: 2 Refresh

Details Advisories Configuration

SJC14F1-WTME-C9K-48UXM.cisco.com@172.20.224.109 =z

Adv Command Runner
%

Welcome to Cisco DNA Center command runner.

You can access this window from anywhere using the key combination Q+T.
You can access recently viewed devices using the key combination Q+D.

Note: You can enter "man" anytime to get the list of currently supported commands an
d shortcuts.

SJC14F1-WTME-C9K-48UXM.cisco.com> show running-config | include aaa authentication 1
ogin
i fetching...

Cisco Public 88
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Security Advisories

Cisco DNA Center

Click here to access customized security advisories

ADVISORIES SCAN CRITERIA (

2 39 5

Critical ~ High ~ Medium Software Version

Devices Advisories

Scan Criteria Devices (64)

Scan Status
v Filter Tag
Device Family (5)
Image Version (16) Device Name
Sites (48)
ASR1K_TME.ASH
Advisory Impact

SJC14F1-WTME
€9800-40-TMED
SpacesWLC ¢

Spirent_WL(

cisco Wp//

Tools / Security Advisories

SJC14F1-WTME-C9K-48UXM.cisco.com (172.20.224.109)

© Reachable Uptime: 25 days 7 hrs 24 mins

&} Run Commands 4 View 360 Last updated: 3 Refresh

Details Advisories Configuration

SJC14F1-WTME-C9K-48UXM.cisco.com@172.20.224.109 &4

Command Runner

Welcome to Cisco DNA Center command runner.

You can access this window from anywhere using the key combination Q+T.

You can access recently viewed devices using the key combination Q+D.

Note: You can enter "man" anytime to get the list of currently supported commands an
d shortcuts.

SJC14F1-WIME-C9K-48UXM.cisco.com> show running-config | include aaa authentication 1

SJC14F1-WIME-CIK-48UXM. cisco.com> |
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Secure Network

Network as a Sensor

nalytics Integration

BT Nowork Anolyics o - owirr e ooes o

Atanming Hosts &

Netflow v9

Top Security Events for 10.201.3.18 Souce(®)  Target (1)
s Securty Event Count Concern ndex v Astacive TargetHost Target Host Group Actions
e = > ponscan- 49155 5 510,000 06102 351:05 P 10201015 -+« Atanta
wanoz @ ) Potscan-53 i =] 172800 08102 35105 PM 10201016 -+ Domain Contoters, Atanta
ons servers
vensiens > ) Porscan - 5355 2 21600 06102 448248 PV 10201023 e
. ) P @ DNS Abuse
Global Threat Alerts. - Flow Collection Trend - ‘Top Aplications. - » ping

Ay
¥ w"\ma,\;mm

s £

A

> 1oMP_Pont_Unreach'*

Alert Type Details
Description
MITRE Tactics

MITRE Techniques

Alert Type Priority

Device has been sending unusually large DNS packets. This alert uses the Unusual Packet Size observation and may indicate an attacker
using the DNS protocol as a covert communications channel to exfiltrate data.

itemative Protocol

Normal (Default) M
g0 to alert priorities page @

Malware detection and
cryptographic compliance
on Cisco Stealthwatch

#CiscoLiveAPJC BRKEWN-3004
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Rapid Threat Containment

Network as an Enforcer

Host Summary

Host IP W--- l\/lltlgatlon
D 10.201.3.149 ¢+

Flows Classify History
Status: Active %
Hostname: workstation-149 | nfo rm atl on s h 2 red
Host Groups: End User Devices,Desktops,Atlanta,Sales .

P and Marketing ° Wlth Other netWOI'k % ‘ Q

Location: RFC 1918 and security products
Last Seen: 1/9/17 10:25 AM
Policies: [Host-specific Policy],Inside & %

MAC Address:

7

Context Quarantine | Unquaranine ¢ Quarantine or Unquarantine infected host

Identity Services Engine @ H S?\(/I:grrw(ZgNeentwvggtrkCAogzgltécs
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Trustworthy Systems

© : : : .
< Device Level Attack Protection Solution Level Attack Protection

+—)

& DHCP Snooping Port Security WIPS @ a PN

s, 802.11i,r,w IP Source Guard ACLs ISE Secure Network  Umbrella SDA

DL_ Analytics

€2

O o Secure | Image Counterfeit Hardware Runtime oS Modern | Secure Device
S 9 Boot Signing Protections | Trust Anchor | Defenses | Validation Crypto Onboarding
o £

>

= Value Chain Open Source Security Threat g;%%l#i?t PSIRT

8 Security Registration Training Modeling ity Advisories
(@) Baseline

w

| Cisco Secure Development Lifecycle |
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Continue your education

Visit the Cisco Showcase for
—d related demos

3 Book your one-on-one
Meet the Expert meeting

8 Attend the interactive education with DevNet,
rgﬂ% Capture the Flag, and Walk-in Labs
== Visit the On-Demand Library for more sessions

at www.Ciscolive.com/on-demand
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http://www.ciscolive.com/on-demand

Cisco Learning and Certifications

From technology training and team development to Cisco certifications and learning
plans, let us help you empower your business and career. www.cisco.com/go/certs

T Learn

=) Train

Pay for Learning with
Cisco Learning Credits

g=| Certify

! \ r91 nM
@ @® @® >
Cisco U. Cisco Training Bootcamps Cisco Certifications and

IT learning hub that guides teams
and learners toward their goals

Cisco Digital Learning
Subscription-based product, technology,
and certification training

Cisco Modeling Labs
Network simulation platform for design,
testing, and troubleshooting

Cisco Learning Network
Resource community portal for
certifications and learning

cisco Lz//&/

Intensive team & individual automation
and technology training programs

Cisco Learning Partner Program

Authorized training partners supporting
Cisco technology and career certifications

Cisco Instructor-led and
Virtual Instructor-led training

Accelerated curriculum of product,
technology, and certification courses

#CiscoLiveAPJC BRKEWN-3004

Specialist Certifications
Award-winning certification
program empowers students
and IT Professionals to advance
their technical careers

Cisco Guided Study Groups
180-day certification prep program
with learning and support

Cisco Continuing

Education Program
Recertification training options
for Cisco certified individuals
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CX Cisco
Customer Experience

How we can help

4 A
EXpIOre how CX Enterprise + Future State Architecture « Hybrid Cloud
NetWOl’klﬂg SerV|CeS * Architecture and « SD-WAN and Routed
aCcelerateS outcomes Service Design Optical Networking

. Applic_ation, User _ « OT and IOT Secure

CX speeds the benefits of an advanced iXDe”eﬂce’ and Service Networks
network that predicts, adapts, and Seuranee . Network Operations
protects your business. We offer end- * Wi-Fi 6/6E Design and and Tools
to-end services and guidance to build a Open Roaming Learning
future-ready network—all with your . Software-Defined -
unigue goals in mind Access « Certifications

. J

E# Visit CX Services for

- C, p-.. Enterprise Networking - TGt LN R lg il oV
,;F.. or more insight, visit the Cisco stand in the World o
g&t ‘E to learn more Solutions for Lightning Talks and Demos

C
c1sco /4 &‘/
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SESSIoN SUrveys

We would love to know your feedback on this session!

- Complete the session surveys in the Cisco Events mobile app. You'll
earn some points in the Cisco Live Game and potentially win a prize.

- Complete a minimum of four session and the overall event surveys
to claim a Cisco Live cable bag.
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CISCO The bridge to possible

Thank you
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