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Cisco Webex App

£ catal alyst 9000 Series Switching Family =

9000 Switches.

Questions?

KyL

Use Cisco Webex App to chat e
with the speaker after the session _

How
@ Find this session in the Cisco Live Mobile App o
@ Click “Join the Discussion”

. Install the Webex App or go directly to the Webex space
. Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until Thursday 22 December, 2022.
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Quick Housekeeping and Advisement

- There is nothing classified in this briefing

- There is nothing that is designated as ITAR

- There is nothing that is US Export Controlled

- There are references to US Government Intelligence Agencies
- All Information conveyed here can be discussed openly

- All information is PUBLIC in nature

- This is probably NOT the Cisco Live briefing you're expecting....

cisco W- #CiscoLiveAPJC BRKSEC-2067 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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What | do here @cisco

. Federal Security Architect
. At Cisco 23 years, supporting US Federal Government

. 31 years primarily supporting US Defense, Civilian and
Intelligence Communities

. Leader of the GOVSEC Technical Advisory Group

. Deep focus on defensive cyber operations, advanced @CybersecOps
encryption, making security work! @ThreatCowboy
abenhase@cisco.com

- My first Networkers was in 1997...

. https://www.linkedin.com/in/andrewbenhase/

cisco M./ #CiscoLiveAPJC BRKSEC-2067 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 6
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From MLB to MEL
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- How the cyber world has changed *in the
last 3 months

- Current Trends and TTPs

- Critical Network Defenses

- Access to the Internet is Critical
- Network Defense Architectures
- Open QKA

#CiscoLiveAPJC BRKSEC-2067 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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his may not be as ,
crazy as It seems.... -
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But seriously...don’t underestimate physical
security

- Physical Relay Ports

. Cellular or Local Admin
controlled

-No IP on the physical interfaces

- Allows for Executive Disconnect
Option

. Can be scheduled for relay
closed operations based on

time schedule

cisco W- #CiscoLiveAPJC Session ID © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public "



Physical Relay based Disconnect

Aamin Name Avallability Status Control

prIF 1 & 2 users have access ® Q

Dashboard
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How the cyber world has changed

(in the last 100 days or so)
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What exactly has happened?

- Starlink, VIASAT, Ukrainian Energy, Grid Sectors across the world

#CiscoLiveAPJC BRKSEC-2067 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



What exactly has happened?

- No large scale Internet blackouts
- *when power in Ukraine was consistent

cisco L‘V& ./ #CiscoLiveAPJC BRKSEC-2067 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



- Localized BGP Hijacks have
happened

- Large Scale Country wide
disruptions haven’t

happened yet

« BGP is more robust than
we thought

- We were well prepared

cisco BRKSEC-2067 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



Russian Campaign History
and Future Influence

Originally Presented in 2019
Titled Cyber Cold War - C2W
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Strategic Reason for Russian Influence
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How the world has really changed

- Countries realize how critical Internet access has
become for International Support and Communications

- Countries have realized what it really means to be
Internet isolated

- Conflict Countries are doing serious math on what is a
sustainable network and where sovereign |T assets are
located

- Sovereign Cloud is a new reality

cisco M. #CiscoLiveAPJC BRKSEC -2067 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



What we can expect moving forward

- Sovereign Clouds as mandatory operations
- Huge increase in NATO Cyber spending
- Substantial focus on isolated license operations

cisco M. #CiscoLiveAPJC BRKSEC -2067 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



CYBERSECURITY

This week in Cyber News NATO prepares for cyber war

More than 1,000 cyber professionals in NATO members and its allies across the globe

NEWS participated in an exercise this week to test and strengthen cyber defenses.

Maj ority of US Defense Contractors Not Meeting Basic

Cybersecurity Requirements

James Coker Deputy Edit fosecurity Magazi

Follow @ReporterCoker

.
Nearly nine in 10 (87%) of US defense contractors are failing to meet basic cybersecurity \‘.‘;
regulation requirements, according to research commissioned by CyberSheath. 2
L
&Y
The survey of 300 US-based Department of Defense (DoD) contractors found that just 13% of 0‘1

respondents have a Supplier Risk Performance System (SPRS) score of 70 or above. Under the = 2
Defense Federal Acquisition Regulation Supplement (DFARS), a score of 110 is required for full
compliance.

Anecdotally, a score of 70 is believed to be “good enough” to be considered compliant, according to
the study authors.

DFARS, which was enacted into law in 2017, is designed to bolster cybersecurity in the defense
industrial base. Defense contractors also must comply with the Cybersecurity Maturity Model
Certification (CMMC), a certification framework they must pass to bid for contracts with the DoD.

Related to This Story

The first version of CMMC was released in January 2020, with an updated version, 2.0, coming into
effect in May 2023. It offers five certification levels spanning one through five, with five being the
highest. Each level maps to a different level of process maturity.

Is Your ISO Renewal at Risk Due to #COVID19 and
Lockdown?

Steps to Implementing Voice Authentication and

The new study suggests the vast majority of DoD defense contractors are neither meeting current . h .
Securing Biometric Data

DFARS obligations or in a position to comply with the updated version of CMMC.

. . I iew: Deborah Golden, US Cyber Risk Servii
A Threat to National Security i A

The war in Ukraine has injected new urgency into questions about how NATO would respond to a
cyberattack on a member state large enough to invoke Article 5. | Sean Gallup/Getty Images

By MAGGIE MILLER
12/03/2022 12:07 PM EST

T DEEY SRR

This could have major consequences for defense contractors, nearly half of whom would lose up to

2020 Cybersecurity Predictions: Compliance,
40% of their revenue if DoD contract loss occurs, according to the research. ¥ ty P

Authentication and CISO Evolution
Speaking to Infosecurity, Tom Brennan, USA Chairman at CREST, said: “CMMC is a set of " . . .
commercially reasonable standards to protect data, Organizations should address it as part of #1nfosecl9: Infosecurity's Second State of TALLINN, Estonia — Some 150 NATO cybersecurity experts assembled in an

. . ” Cybersecurity Report, Available Now R N B S, . . . .
Coing businessor they can lose the confract unimposing beige building in the heart of Estonia’s snow-covered capital this

Yet, the report found that 70% have not deployed security information and event management

(SIEM), 79% lack a comprehensive multi-factor authentication system, 73% do not have an
endpoint detection response (EDR) solution and 80% lack a vulnerability management solution. Wh at’s H (o) n

cisco M. #CiscoLiveAPJC Session ID © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 22
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Global Trends
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Supply Chains are now Critical to Governments

- Hardware Supply Chains have become a critical weakness
- Software Supply Chains are immediate

- Can robust, secure architecture be easily deployed with automation?

cisco W. #CiscoLiveAPJC BRKSEC -2067 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



New Things to talk about

cisco M ./ #CiscoLiveAPJC IBOSEC-3000 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Cisco Federal CPN

- Independent Network held entirely outside of Cisco

« Full BGP Peer to the Internet

- Substantial Compute Resources

- Focused on Government Customer Modeling, Support and
Assistance

- Maintains dedicated SecOps functions

cisco W. #CiscoLiveAPJC BRKSEC-2067 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



Government CPN - ColLAB
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lTactics, Techniques and Procedures

CPN gets lots of interest from friends

cisco L‘V& - #CiscoLiveAPJC IBOSEC-3000 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Current Trends and TTPs

- New TTPs - massive increase in scanning occurring on US networks

- C2 networks running out of Russia, Belarus to Vietnam, Ukraine and to
the US

- Looking at Federal Government related networks

- Reconnaissance taking place, probing

- Deny_All is of course super effective

- Event Load so high had to disable outside Interface of sensors

- Rolled our FMCs, had to move to 9XL Instances in Amazon to keep up

cisco M. #CiscoLiveAPJC BRKSEC-2067 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Some New Observed TTPS

- Service Request Networks are a real target
- Network Time Protocol Pools are observed targets

— @
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Interesting Denial Concept

1. If | constantly overwhelm with security events
2. And shorten the practical window of FIFO collection
3. Effectively shortening the observation windows and effective collection

4. | can real dollar cost expense out a large portion of observation outside of
possibly the Federal Government

5. Make observation so expensive, people lose interest in Monitoring

6. This is the kind of behavior we're seeing, adaptive Recon with
overwhelming amounts of attack traffic

7. Can | cost out the monitoring?

cisco W. #CiscoLiveAPJC BRKSEC-2067 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



Overt Ops




Overt O

PS

]’o °

A = ® o

R Q &@==Eg & -

M RTP CPN-capture_YouPorn.pcap

Qe QI

[I [ Apply a display filter ... <%/>

10 446.267869
11 453.234622
12 465.136605
13 492.922428
| 14 565.388719
| 15 625.272859
16 632.981584

No. Time ' Source
1 0.000000 nat-pool1-91-201-241-26.shtorm.com
2 26.485897 nat-pool1-91-201-241-26.shtorm.com
3 57.027602 nat-pool1-91-201-241-26.shtorm.com
4 70.855980 nat-pool1-91-201-241-26.shtorm.com
5 87.356585 nat-pool-91-201-241-26.shtorm.com
6 106.752408 nat-pool1-91-201-241-26.shtorm.com
7 240.283845 nat-poo1-91-201-241-26.shtorm.com
8 346.809809 nat-pool1-91-201-241-26.shtorm.com
9 387.488918 nat-poo1-91-201-241-26.shtorm.com

nat-poo1-91-201-241-26.shtorm.com
nat-poo1-91-201-241-26.shtorm.com
nat-pool1-91-201-241-26.shtorm.com
nat-poo1-91-201-241-26.shtorm.com

Destination
192.133.145.77
923351157
192.133.185.229
192.133.150.46
192.133.181.62
192.133.157.111
192.133.183.20
192.133.186.246
192.133.154.9
192.133.176.116
192.133.189.211
192.133.159.60
192.133.151.244
192.133.182.8
192.133.177.43
192.133.151.65

' Protocol
HTTP
HTTP
HTTP
HTTP
HTTP
HTTP

HTTP
HTTP
HTTP
HTTP
HTTP
HTTP

' Lengtt
95

Info
GET / HTTP/1.1
GET / HTTP/1.1
GET / HTTP/1.1
GET / HTTP/1.1
GET / HTTP/1.1
GET / HTTP/1.1
HTTP/1.1
/1.1
/1.1
HTTP/1.1
GET / HTTP/1.1
GET / HTTP/1.1
GET / HTTP/1.1
GET / HTTP/1.1
GET / HTTP/1.1
GET /

HTTP/1.1

| ACKNOWLeagmentT NUMDEr (raw): 3YL0Z45224
0101 .... = Header Length: 20 bytes (5)

Flags: 0x002 (SYN)

] Window: 65535

| [Calculated window size: 65535]
Checksum: 0x187b [unverified]

[Checksum Status:
Urgent Pointer: @
[Timestamps]

[SEQ/ACK analysis]

TCP payload (41 bytes)

Hypertext Transfer

Unverified]

Host 1" w. you S
<Host: www.-r\n>

\r\n

[Full request URI: http:/ W‘

<Request: True>
[HTTP request 1/1]
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SO why?

Waiting for a response

See who is watching

Critical Asset protection are poke and response scenarios

Overt defenses are an indication of something you want to

protect
Cisco is now a global target of Hostile Nation States

cisco W./ #CiscoLiveAPJC BRKSEC-2067 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Open Topic:

What unique T TPs are you
seeing today”
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Critical Network
Defenses
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National Security Agency
Cybersecurity Technical Report

Network Infrastructure
Security Guidance
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Critical Network Defenses
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— Z. NEIWOTK arcnitecture ana aesign

Simple Checklists still Matter — don’t assume

2.2 Group similar network systems
2.3 Remove backdoor connections

2.4 Utilize strict perimeter access controls

3. Security maintenance

3.1 Verify software and configuration integrity

4.1 Implement centralized servers

4.2 Configure authentication

4.3 Configure authorization
4.4 Configure accounting

4.5 Apply principle of least privilege

4.6 Limit authentication attempts

5. Administrator accounts and p ord

5.2 Change default passwords

5.3 Remove unnecessary accounts
5.4 Employ individual accounts

5.5 Store passwords with secure algorithms

5.6 Create strong passwords

5.7 Utilize unique password
5.8 Change passwords as needed

6. Remote logging and monitoring

6.1 Enable logging

6.2 Establish centralized remote log servers

6.3 Capture necessary log information

6.4 Synchronize clocks

7. Remote administration and network services

7.1 Disable clear text administration services

7.2 Ensure adequate encryption strength
7.3 Utilize secure protocols

7.4 Limit access to services

’ ' : Z 7.5 Set acceptaple umeout perioad 31
2.1 Install perimeter and internal defense devices 2 7.6 Enable Transmission Control Protocol (TCP) keep-alive 32
3 7.7 Disable outbound connections 32
4 7.8 Remove SNMP read-write community strings 33
2.5 Implement a network access control (NAC) solution 5 7.9 Disable unnecessary network services 34
2.6 Limit and encrypt virtual private networks (VPNs) 5 7.10 Disable discovery protocols on specific interfaces 35
8 7.11 Network service configurations 35
8
3.2 Maintain proper file system and boot management 9 7.11.1S8H 36
3.3 Maintain up-to-date software and operating systems 10 711.2HTTP 38
3.4 Stay current with vendor-supported hardware 10 7.11.3 SNMP 39
4. Authentication, authorization, and accounting (AAA) 11 8. Routing 39
:; 8.1 Disable IP source routing 40
13 8.2 Enable unicast reverse-path forwarding (uRPF) 40
14 8.3 Enable routing authentication 41
:g 9. Interface ports 42
17 9.1 Disable dynamic trunking 42
5.1 Use unique usernames and account settings 17 9.2 El"lable port security 43
17 9.3 Disable default VLAN 44
18 9.4 Disable unused ports 46
:g 9.5 Disable port monitoring 47
2l 9.6 Disable proxy Address Resolution Protocol (ARP) 48
22 10. Notification banners 48
:: 10.1 Present a notification banner 49
24 11. Conclusion 50
25 Acronyms 51
25
2% References 53
28 Works cited 53
28 Related guidance 54
29
30 Figure 1: Network perimeter with firewalls and a DMZ 3
31
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Critical Protocols to Block

« [P in P (Protocol 4): IP in IPv4/IPv6 (requires a smart firewall)

« SIT/IPv6 (Protocol 41): IPv6 in IPv4/IPv6

« GRE (Protocol 47): Generic Routing Encapsulation

« OpenVPN (UDP port 1194): Openvpn

« SSTP (TCP port 443): Secure Socket Tunneling Protocol (requires a proxy)
« |PSec (Protocol 50 and 51): Internet Protocol Security

« [2TP (Protocol 115): Layer 2 Tunneling Protocol

« PPTP (TCP Port 1723): RFC 2637

« VXLAN (UDP port 4789): Virtual Extensible Local Area Network
o LISP udp port 4341 encapsulated user data

« LISP udp port 4342 control plane packets

« OTV: tcp/udp 8472 (per the RFC, but practically is IP/47)

cisco L‘V&. #CiscoLiveAPJC BRKSEC-2067 © 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public 43


https://en.wikipedia.org/wiki/IP_in_IP
https://en.wikipedia.org/wiki/Generic_Routing_Encapsulation
https://en.wikipedia.org/wiki/OpenVPN
https://en.wikipedia.org/wiki/Secure_Socket_Tunneling_Protocol
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Why Block them?

Because no DPI solutions inspect them

They *may be natively dropped (maybe not)

Most likely they are explicitly forwarded

Minimally establish monitor rules for these
protocols
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Important things to know
about Cisco Firewalls
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ASA Basic System Model

Block
Cipher
Hardware

Cryptographic
Functions

LINA
(ASA)

Wind River LINUX Kernel

Network
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Firepower Threat Defense System Model

Cryptographic Block

- Cipher
Functions Hardware

LINA Sourcefire

System
e (SNORT)

Wind River Kernel

‘TIITLIT L
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Inner Encryption - ASA

SNORT - Hardware

RULES ONLY

LINA

[ —— Block (ASA)
Functions @iz
Hardware
LINA
(AsA)

1xa1ule|d

Plaintext
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Packets and Policies: Know What’s Happening Where

Prefilter
Policy ASA/Lina
Fastpathed
Ingres 3/ ALG
Interface C Checks
QoS
VPN - VPN Encrypt
c onfig .................................................

Discovery

App
SI(IP) Pre-proc Pasv ID

Host

Firepower & & * * P & *
SSL Network* DNS Identity lntrusuon* Network Access Malware* Intrusion

Policy Analysis Policy Policy Policy Discovery Control & File Policy
Policy (NAP) Policy Policy Policy -
$VAR
" " 3 Objects
Knowing your detection process impacts:
* How you analyze the data Y& Element Enabled in AC Policy

* How you tune your security appliance
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Build Robust VPN Overlays




Multiple Classifications of Networks

Site A Site B
Inner VPN
Gateway Inner VPN

Gateway
Network 1

Secret
(US Only)

Network 1
Secret
(US Only)

$ o

Admin  Certificate
Workstation Authority Inner VPN

Outer VPN
Gateway

Gray
Management
N Network

Admin  Certificate
Workstation Authority

Inner VPN
Gateway

Outer VPN
Gateway

Gateway

Network 2
Secret
(Coalition)

Network 2

Black Network

Admin Certificate

Workstation Authority Solution

Boundary

Figure 6. VPN Solution for Two Networks of the Same Classification Level

cisco Lz/&/
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Remote Access Infrastructure

Inner Outer
i . Encryption .
Firewall Encryption Firewall vp Firewall
Component Component

I
|
I
|
I
Inner Gray Outer !
I
I
I
I
I
|

Red
Network

Black Network

Red
Network

CDS Log CDS Log
Storing Storing
L o o o o ————————————————————————————————————— 1
__ Solution
Boundary

REF: https://www.nsa.gov/resources/everyone/csfc/capability-packages/assets/files/mobile-access-cp.pdf
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Building Trust

MA-PS-16 | The Outer VPN Gateway and Inner
Encryptio dpoints must either
come from differeMmgganufacturers,
where neither manufactuMegs a
subsidiary of the other, or be difT®aggt
products from the same
manufacturer, where NSA has
determined that the products meet
the CSfC criteria for implementation

independence.

MA-PS-17 | The Outer Firewall, Outer VPN
Gateway, Gray Firewall, Inner
Encryption Component, and Inner
Firewall must use physically separate
components, such that no component
is used for more than one function

(see Figure 1).

cisco Lg/&/

|0S

Outer VPN Gray nner
ateway Firewall Firewall

| Device i

‘ \

} \9 Black Red

| } Network Network
‘ \

‘ |

|

Inner Encryptiol 3
Component(s) Red
\J Management

Gray Services
Management

Services

Red Collection Server

|
|
|
|
|
|
|

_ Solution
Boundary
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Building Trust

MA-PS-16

The Outer VPN Gateway and Inner
Encryption endpoints must either
come from different manufacturers,
where neither manufacturer is a
subsidiary of the other, or be different
products from the same

manufacturer, where NSA has
determined that the products mg

the CSfC criteria for implegs#tatig
independence. _

MA-PS-17

The Outer Firewall, O Oor?
Gateway, Gray Firewall Lp#fr
Encryption Compoe®nt, and Inner
Firewall must use physically separate
components, such that no component
is used for more than one function

(see Figure 1).
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Network
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Solutit cture Compon

Outer VPN Gray Inner

Gateway Firewall Firewall

S %
cryptio
@’ omponent(s)
>

Vianagement
Services

Red
Network

Management
Services
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| Red Collection Server
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|
|

_ Solution
Boundary
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Defending Critical
Network Access
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VWhat is a critical network™

- Some asset that you care about (obviously)
- Defense Networks

- First Responder Networks

- Citizen Internet Access

- Internet access for foreign interests
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Bonopumup 3eneHcbkuit &

Talked to . Told His Holiness about the difficult humanitarian
situation and the blocking of rescue corridors by Russian troops. The
mediating role of the Holy See in ending human suffering would be
appreciated. Thanked for the prayers for Ukraine and peace.

Bonoaumup 3eneHcbkuii &

Continued dialogue with ¢ President

Discussed threats to food security posed by the
aggressor & ways to unblock = ports. Held
discussions on cooperation in the security sphere.
Unanimously agree on the need to restore peace. We
appreciate (€ 's help in this process.
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Fast Forward
@ oo

Starlink has resisted Russian cyberwar jamming &

hacking attempts so far, but they’re ramping up their
efforts

CYBER
c"lﬂ L AR L 2.}

reuters.com

Russia downed satellite internet in Ukraine -Western officials

Russia was behind a massive cyberattack against a satellite internet network
that took tens of thousands of modems offline at the onset of Russia-Ukraine ...

8:56 PM - May 10, 2022 - Twitter for iPhone

cisco Lg{/&/

Chinese scientists call for plan to destroy
Elon Musk's Starlink satellites

By Ben Turner published 6 days ago

Chinese military researchers say Starlink could threaten China's
national security

_ e s e - -

China’s Military Makes
Plan to Destroy Elon
Musk’s Starlink

Tesla and SpaceX Chief Executive Officer Elon Musk speaks at the SATELLITE Conference and
Exhibition in Washington, on March 9, 2020. (Susan Walsh/AP)

By Marisa Herman | Wednesday, 01 June 2022 06:43 AM

no= "

Billionaire tech entrepreneur Elon Musk's Starlink satellite
constellation represents a major threat to the Chinese Communist
Party's plan to knock out American satellites and render U.S.
military assets ineffective if the two superpowers ever go to war —
which is why China is working on ways to destroy Musk's machines,
too.

LISUBIC UI LYLTT ULt Uy LG B U SULIILG 1S SULUI ISLCIUUUT e 1IN PO vus
published last month in the journal China's Modern Defence Technology. A
translated copy of the paper is available here.
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Lets be clear on some differences

r Tabnuua no3sBHbLIX A0DKHOCTHBIX ki Al
Ha p/cr Baofeng

':Acmm e T . Unencrypted

sl No frequency hopping
o Manual shifts

R Static Keywords

Analog Radio
Set frequency ranges
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0

Space Age

e —— N S ———— TS e ———

12:00 00:00 12:00

00:00 12:00

Mon, Feb 21, 2022 Tue, Feb 22, 2022 Wed, Feb 23, 2022
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——— messenger.com
A. signal.org
CLOUDFLARE telegram.org

= whatsapp.com

00:00 12:00
Thu, Feb 24, 2022
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Signal is a game changer

& signalapp / Signal-Server  pubiic

<> Code

Cisco

17 Pullrequests (® Actions [ Wiki @ Security [~ Insights

¥ main v P 1branch © 239 tags

o s

ODODODODDODDODDODODREEESR

ravi-signal Use redis for abusive hosts autoblock ...

.github

mvn
abusive-message-filter @ 6094634
gem-sender-async
redis-dispatch
service
websocket-resources
editorconfig
gitignore

gitmodules

LICENSE
README.md

mvnw

mvnw.cmd

pom.xml

Apply GitHub stale ap
Add Maven Wrapper
Remove unused impo
Remove unused impo
Remove unused impo
Use redis for abusive
Remove checked in g
Set tab width to 8
Add subscriptions res
Fix typo in gitmodule
Add missing section t
Change copyright to
Add Maven Wrapper
Add Maven Wrapper

Use redis for abusive

Peer Reviewed
Public Repository D ueen

.&-/

& signalapp / libsignal-protocol-c « Pu

<> Code (© lIssues 19 19 Pull requests

¥ master

o dkoni

I CMak
protol
src
tests
.gitatt
.gitigr
CMak

ISSUE

OO0 oo R BEDR

3 READ
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102
103
104
105
106
107
108
109
110
111

116

int ciphertext_message_get_type(const ciphertext_message *message)
{

assert(message);

return message->message_type;

signal_buffer xciphertext_message_get_serialized(const ciphertext_message *message)
{

assert(message);

return message->serialized;

/% /

int signal_message_create(signal_message *kmessage, uint8_t message_version,
const uint8_t *mac_key, size_t mac_key_len,

ec_public_key *xsender_ratchet_key, uint32_t counter, uint32_t previous_counter,

const uint8_t xciphertext, size_t ciphertext_len,
ec_public_key xsender_identity_key, ec_public_key *receiver_identity_key,
signal_context xglobal_context)

int result = 0;

signal_buffer xmessage_buf = 0;
signal_buffer xmac_buf = 0;
signal_message *result_message = 0;

assert(global_context);

result_message = malloc(sizeof(signal_message));
if(!lresult_message) {

return SG_ERR_NOMEM;
}
memset(result_message, @, sizeof(signal_message));
SIGNAL_INIT(result_message, signal_message_destroy);

result_message->base_message.message_type = CIPHERTEXT_SIGNAL_TYPE;
result_message->base_message.global_context = global_context;

SIGNAL_REF (sender_ratchet_key);
result_message->sender_ratchet_key = sender_ratchet_key;

result_message->counter = counter;
result_message->previous_counter = previous_counter;

© 2022 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Critical Tools and Differences

Run from Dubal

Run by former Russians
Threats of country wide

blocks

Not open source

Questionable server
side operations

Politically uncertain

Useful intelligence tool

cisco L{Vp//

Telegram decides not to block
channels in countries involved in
conflict around Ukraine

Earlier on Sunday, Durov said that the messenger was looking at
blocking, partially of completely, its channels in the countries
involved in the conflict around Ukraine for the period of the
conflict, since Telegram channels are often used to spread fakes
and the messenger is physically unable to verify the authenticity
of publications

MOSCOW, February 27. /TASS/. Telegram has dropped the idea of blocking,
partially or completely, its channels in the countries involved in the situation
around Ukraine following numerous requests from users, Pavel Durov, the
founder of the messaging app, said on Sunday.

"Many users have asked us not to look at blocking Telegram channels during
the conflict because we are the only source of information for them. Bearing in
mind these requests, we have decided not to look at such measures. However, I
ask once again in this difficult period to verify information and not to take any
data published in Telegram channels for granted,” he wrote on his channel.

Earlier on Sunday, he said that the messenger was looking at blocking, partially
of completely, its channels in the countries involved in the conflict around
Ukraine for the period of the conflict, since Telegram channels are often used
to spread fakes and the messenger is physically unable to verify the

#CiscoLiveAPJC BRKSEC-2067

Telegram: the app at the heart of
UKraine’s propaganda battle

It's the most popular messaging service in Ukraine, and used by
protesters of all kinds. Now it must find a way to make money

O Telegram co-founder Pavel Durov has supported the app from his $17bn fortune, but there is
now talk of a flotation. Photograph: Manuel Blondeau/Getty Images

n the days after Vladimir Putin’s invasion of his country, Ukraine’s
president, Volodymyr Zelenskiy, used his Telegram channel to send a
defiant video message from the centre of the capital, Kyiv, calling on
the nation to unite and resist the Russian attack.

The WhatsApp-like messaging service, co-founded by exiled Russian
billionaire brothers Pavel and Nikolai Durov, has become a key weapon in a
digital propaganda battle that will ultimately boost its usage and investor
profile ahead of a possible $50bn stock market flotation next year.

Ukraine’s 44-year-old president, a former TV actor and comedian who
campaigned over Telegram in the run-up to his landslide victory in the 2019
presidential election, used the service to refute claims that the army had
been told to lay down arms, that an evacuation had been ordered - and to
galvanise the populace by proving he would not be leaving the capital.
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Russia is spying on Telegram chats in occupied
Ukrainian regions. Here's how.

Thanks to a Ukrainian in occupied Kherson, we now know how Russian occupiers are using
Telegram to surveil Ukrainians — and how dangerous its design flaws are.

; Matt Tait
% Dec 2 © 14 D3 ~

Last month, a story broke in the Washington Post about “stay behind” operations by

Ukraine in then-occupied Kherson. The story discusses Ihor, a Ukrainian in Kherson,
who was in communication with a Ukrainian special forces officer in Ukrainian-
controlled Mykolaiv called “Smoke”. Thor, with help from Smoke, helped perform

sabotage and espionage operations behind enemy lines.

At one point, [hor was captured and tortured by Russian occupation forces for 11 days.
Russia eventually released Thor, but tried to use him to capture other partisans in the
area. To do this, they instructed him to provide screenshots of all of his further
interactions with Smoke, under threat of death if he didn’t comply. Thanks to some
ingenuity and prior planning, Thor was able to secretly tip-off Smoke to defeat this
Russian plan, and survived to tell the tale after Kherson was later liberated by

Ukrainian forces.

Thor’s story—and the stories of others like him—is one of extraordinary bravery in
extremely dangerous conditions. But his interview with the Washington Post reveals
something more: it reveals that Russia was actively surveilling Telegram chats as part

of their counterinsurgency operations in occupied Ukraine.

Type your email...

Telegram’s security has long been called into question by the information security
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Secured DNS




Secured DNS Slides

BRKSEC-2067
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’'m not saying use OpenDNS, but use OpenDNS

or Commercial Umbrella or some Secured DNS
provider

HOME

OpenDNS Family Shield
FREE

Preconfigured to block adult content — set it &
forget it

SETUP GUIDE

h HOME
OpenDNS Home VIP

$19.95/ear

OpenDNS Home package, plus one year of
usage stats & optional allow-list mode

BUY NOW

cisco Lzﬁo//

#CiscoLiveAPJC Session ID

HOME

OpenDNS Home

e FREE

Our classic, free service with customizable
filtering and basic protection

SIGN UP

SMALL BUSINESS

OpenDNS Umbrella Prosumer
$20/user

Protects personal laptops anywhere they go via
our Windows or Mac agents (*only for 1-5
users, 3 devices per user)

BUY NOW

arnet-
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8] HYDRACRYPT

All Your files and d
ID:

Encryption was made witl
There NO CHANCE to d¢
software and your unique

To buy vour software YouAneed to contact us by EMAIL:

1) XHELPER@DR.COM

or

2) AHELPER@DR.COM

Your email text should contain your unique ID number and o

We will decrypt one of your file for FREE! It's your guarant(
Remember! Your time has a limit: 72 hour.

If You will not send any email We will turn on a sanctions:

1) Your software’s price will be higher

2) Your unique private key will be destroyed (After that your
3) Your private info, files, documents will be sold on the Darl

Attention: all vour attempts to decrypt vour PC without our s
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CETETEIIEEEEEEEEEEEEEEEEEEEEEEEEPEEE GGG EP I EEEE TGS

ts, photos, databases and other important files have been encrypted with strongest
d unique key, generated for this computer.

tion key is stored on a secret Internet server and nobody can decrypt your files
pnd obtain the private key.

96 hours to submit the payment. If you do not send money within provided time, all
be permanently crypted and no one will be able to recover them.

p view the list of files that have been encrypted.

br the next page.
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Secured Time




In any conflict, time is a critical asset

In cyber secops, trusted time is the single most
Important asset
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Why is Time so important?
Correlation of security events
Forensic replay - Investigations
Seqguence of packet times

All Simulations require synchronized time
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Secured NTP Slides

-

gi Give me Time! ‘
-
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Secured NTP Slides

-

Igi Give me Time! ‘
-
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Secured NTP Slides

-

gi Thanks for adding to

my list of known host
addresses
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Secured NTP Slides

-

-
-
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Secured NTP Slides %

-

-
-

Collect Results
NMAP to JSON

Attacks Results
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Secured NTP - What you should do

-

| | |
ga Give me Time!
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Secured NTP - What you should do
gi Give me Time! T
=

cisco L‘V&- #CiscoLiveAPJC Session ID © 2022 Cisco and/or its affiliates. Al rights reserved. Cisco Public 81




| «——— RFC8573 + RFC 4493

Message
Authentication
Code for the
E NTP Router Network Time

Protocol
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RFC 4493, RFC 8573, RFC 5905

- RFC 5905 - defines NTPv4
https://www.rfc-editor.org/rfc/rfc5905

.RFC 4493 - defines AES-CMAC (1 28@
https://www.rfc-editor.org/rfc/rfc4493

- RFC 8573 - defines AES-CMAC in place of MDb fo
https://www.rfc-editor.org/rfc/rfc8573

cisco W-/ #CiscoLiveAPJC Session ID © 2022 Cisco and/or its affiliates. All rights reserve: isco Public
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rend Lines to watch closely for
Government
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oHs) | NSA/CSS

About Press Room Careers History

Protecting VSAT
Communications

CYBERSECURITY ADVISORY

© PHOTO INFORMATION

PRESS RELEASE | May 10, 2022

NSA Issues Recommendations to
Protect VSAT Communications
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<y SHADOW. News & Insights Statistics Become a Sponsor Contact Us Subscribe to Reports
¢l

WHO WE ARE WHAT WE DO WHO WE SERVE

About Press Room Careers History

Home > News & Insights > Over 380 000 open Kubernetes API servers Ku be rnetes
Hardening
Guidance

Over 380 OOO Open Recent Articles
Kubernetes API servers

MAY 17, 2022 Over 3.6
million
INTRODUCTION exposed
MysQL CYBERSECURITY TECHNICAL REPORT

We have recently started scanning for accessible

Kubernetes API instances that respond with a 200 OK servers on
HTTP response to our probes. Kubernetes is a popular IPv4 and
open-source system for automating deployment, scaling, IPv6 ® FETE LRSS

and management of containerized applications. May:31, 2022

We find over 380 000 Kubernetes API daily that allow for e have recently, NEWS | March 15, 2022
began scanning

some form of access, out of over 450 000 that we are for accessible NSA, CISA release Kubernetes

able to identify. Data on these is shared daily in our MySQL server

Accessible Kubernetes API Server Report. instances on port Hardenlng GUIdance
3306/TCP. These

While this does not mean that these instances are fully are instances that
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National Security Agency
Cybersecurity Technical Report

Deploying Secure Unified
Communications/Voice and Video
over IP Systems

June 2021

cisco L{Vp/‘/

National Security Agency | Cybersecurity Information

Embracing a Zero Trust Security Model

Executive Summary

As cybersecurity professionals defend increasingly dispersed and complex enterprise networks from sophisticated cyber
threats, embracing a Zero Trust security model and the mindset necessary to deploy and operate a system engineered
according to Zero Trust principles can better position them to secure sensitive data, systems, and services.
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Administration  Priorities  Ct

BRIEFING ROOM

(ii) Within 60 days of the date of this memorandum, the head of each

Memorandum on Improving the executive department or agency (agency) that owns or operates an NSS shall,
Cybersecurity of National Security’ consistent with its statutory authority:
Department Of Defe:nse, and (A) update existing agency plans to prioritize resources for the
Intelhgence Communlty SYStemS adoption and use of cloud technology, including adoption of Zero Trust
JANUARY 19,2022 + PRESIDENTIAL ACTIONS Architecture as practicable;

NATIONAL SECURITY MEMORANDUM/NSM-8

MEMORANDUM FOR THE VICE PRESIDENT

THE SECRETARY OF STATE

THE SECRETARY OF THE TREASURY

THE SECRETARY OF DEFENSE (1) NIST Special Publication 800-207 Guidance (Zero Trust
THE ATTORNEY GENERAL .

THE SECRETARY OF COMMERCE Architecture);

THE SECRETARY OF ENERGY
THE SECRETARY OF HOMELAND SECURITY
THE DIRECTOR OF THE OFFICE OF MANAGEMENT AND (2) CNSS instructions on Zero Trust Reference Architectures; and
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NEWS | May 4, 2022

President Biden Signs Memo to
Combat Quantum Computing
Threat

FORT MEADE, Md. — The White House announced today that President
Joe Biden has signed a National Security Memorandum (NSM) aimed at
maintaining U.S. leadership in quantum information sciences and to
mitigate the risks of quantum computing to the Nation's security.

"Promoting United States Leadership in Quantum Computing While
Mitigating Risks to Vulnerable Cryptographic Systems" - also known as
NSM-10 - directs U.S. Government agencies to migrate vulnerable
cryptographic systems to quantum-resistant cryptography as part of
multi-year effort. As the National Manager for National Security Systems,
the Director of NSA will oversee this process across the 50-plus
government departments and agencies using National Security Systems
(NSS) - systems that contain classified information or are otherwise
critical to military or intelligence operations.

A quantum computer of sufficient size and sophistication - also known
as a cryptanalytically relevant quantum computer - will be capable of
breaking much of the public-key cryptography used on digital systems
across the United States and the world.

cisco Lzﬁo//
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(A) Within 30 days of the date of this memorandum, the NSA shall
review CNSS Policy 15 and provide to CNSS any updates or modifications
regarding the approved list of commercial national security algorithms
(CNSA).

(B) Within 60 days of the date of this memorandum, the NSA shall
revise and make available to Chief Information Officers the CNSS Advisory
Memorandum 01-07 (Information Assurance Cryptographic Equipment

Modernization) and an d enclosures and relevant references

regarding modernizati , use of unsupported encryption, approved

mission unique protoc resistant protocols, and planning for use

of quantum resistant ¢ y where necessary.

(C) Within 90

identify and prioritize

date of this memorandum, CNSS shall
all cryptographic-related policies,

directives, and issuanc S shall provide to the Secretary of Defense,
the Director of Nation ce, and the National Manager a timeline,

not to exceed 6 mo uance of these policies, as appropriate.

(D) Within 180 da

identify any instances of encryption not in compliance with NSA-approved

the date of this memorandum, agencies shall

Quantum Resistant Algorithms or CNSA, where appropriate in accordance
with section 1(b)(iv)(A) and (B) of this memorandum, and shall report to the
National Manager, at a classification level not to exceed TOP SECRET//SI
//NOFORN:
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2 3rd Party Integrations
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Current Certification Effort: FTD 7.0 /ASA 9.16 / FX-0OS 2.10

[Feature / Requirement

Sales Priority

Required by CC, FIPS, DoD, IPv6 for
[Test

[Timeframe needed

Implementation Status - FP/FTD

Implementation Status - ASA

FIPS 140-3 1 es - FIPS Begins 9/2020 - mandatory 9/2021 [Support additional documentation for GCT [Support additional documentation for GCT
IACVP 1 ‘es - FIPS imandatory 7/1/20 [Test State - FTD has it tested Follow the same for ASA and FX-OS
ISP800-90B 1 es - FIPS Imandatory 11/20 IFP/FX-0S handling with Intel Docs IASA has to deal with second entropy source - Octeon, ACT2
(Gapping for new IPv6/RL profiles 1 ‘es - IPv6, DoD [Spring 2020 In progress
[Steve provided mini-checklist - increases work for GCT and [Steve provided mini-checklist - increases work for GCT and
IGapping for FIPS 140-3 1 es - FIPS [Spring 2020 he lab he lab
PLR on FDM 1 Fall 2019 Backporting to FTD 6.4 from 6.6 - will be there for 7.0 IN/A
irtual Routing and Forwarding (VRF) Fall 2019 IAvailable in FTD 6.6 IN/A
IASA Appliance Mode on 1k Fall 2019 IN/A IAvailable in 9.13
IASA Multi-Instance IN/A [>? - Need Business case
RFC 5246 - TLS1.2 1 Using in CC INow lready there Already there
RFC 8200 - For IPv6
lalso RFC's 8201, 6437, 5942, 6980, 4191, 8106, 7217, 6724, 5952, 7136, 7346, 7371 1 ‘es - IPv6 [Spring 2021 In progress for gapping n progress for gapping
RFC 7030 - Enroliment over Secure Transport 1 ICommitted - in progress ICommitted - in progress
RFC 6187 - Cisco SSH — standardized across all products - x.509 certificates 1 [Cisco SSH is present - not sure if this is enabled [Uses custom SSH — Need to switch to CiscoSSH
RFC 8573 - NTPv4 w/AES-CMAC* 1 ICommitted - in progress ICommitted - in progress
Included in FOM7.2 - need clear definition of what is

RFC 8446 —TLS 1.3 lexpected for TLS 1.3 - library planned for 7.0 ncluded in FOM7.2 -
RFC 6931 - FIPS 202 - SHA-3
RFC 7366 - Encrypt-then-MAC for Transport Layer Security (TLS) and . o
Datagram Transport Layer Security (DTLS) Included in FOM 7.2 customization work from Marvell — Fall

IASAP 2021 — pushed out for ASA — no Gov request associated
RFC 8332 - Useof (s5H)Protocol Forssh)

JASAP
IRFC 8268 -y1ore woduar exponentision (MODP)Dife-Hellman (oK) lAsap
IRFC 6668 - 514.2 nata nerity veritcaion for lasap

IASAP

REG S7 2

Requests coming from the NSA

cisco L{Vp//
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Firewall Certification Plan

- 2027

- Certified FIPS,
SES'EGSPFL'PS'S?E% Skip Skip Skip CC, DoDIN APL, Skip Skip
’ USGv6
ASA 9.12.x 9.13.x 9.14 .x 9.15.x 9.16.x 9.17 X 9.18.x
FTD 6.4.x 6.5.x 6.6.x 6.7.X 7.0.x (was 6.8.x) 7.1.x 7.2.%
FMC 6.4.x 6.5.x 6.6.x 6.7.X 7.0.x(was 6.8.x) 7.1.x 7.2.%
FDM 6.4.x 6.5.x 6.6.x 6.7.X 7.0.x(was 6.8.x) 7.1.x 7.2.%
FX-0S 2.6.x 2.7.X 2.8.x 2.9.x 2.10.x 2.11.x 2.12.x
FMC1600, 2600, 4600,
o ,4115,4125,4145,9300 Fpmm?’AéxO' U1ae «Gortity FPR1150 and | FPR 2K refresn
SM40, SM48, SM56, *FPR 1150 (ASA and FPR4112* FPRAT12 available** (Tufnell
FPR1010, 1 12|oj 1140 (FTD FTD) Park - FPR 3k)
only
Cov Fed U-PLR, PLRONFDM [ yop oo RFC7030, RFC8573,
Fegtures (backport), M5 HW, FTD pgn i VRF, PLR on FDM ASAM?  [IPv6 RFC8200, DoD IN TBD
Multi-Instance IPv6 only, TLS 1.3
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Firewall Certification Plan - Beyond 2022

. Certified FIPS,
gj&'ﬂespFL'PS;SgSé Skip Skip Skip CC, DoDIN APL, Skip Skip
’ USGv6
ASA 9.16.x 9.17.Xx 9.18.x 9.19.x 9.20.x 9.21.x 9.22.x
FTD 7.0.x (was 6.8.x) 7.1.x 7.2.% 7.3.X 7.4.x 7.5.x 7.6.X
FMC 7.0.x(was 6.8.x) 7.1.% 7.2.% 7.3.X 7.4.x 7.5.x 7.6.X
FDM 7.0.x(was 6.8.x) 7.1.x 7.2.% 7.3.X 7.4.x 7.5.x 7.6.X
FX-0S 2.10.x 2.11.x 2.12.x 2.13.x 2.14.x 2.15.x 2.16.X
FPR 4k refresh Certify Warwick
FPR 2k refresh :
N ) ) - available ** Avenue (FPR 42xx)
HW CertlfzpFFE>4Fi1111250 and avallabl_e FP(RTLéf:)eII Park (Wanwick Avenue - | and Tufnell Park (FPR
FPR 42xx) 31xx)
FPR3105 available Also FMC M6
RFC8784 to be
RFC7030, RFC8573, IPv6
Key Fed 0 : backported to NGFW RFC 6668, RFC 8268,
Features RFC82OO’TDL°SD1”;‘ IPv6 only, T Spring 2021 Release TEE RFC 8332, RFC 8784 TBD TBD
' MR

cisco Lzﬁo//
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Cisco CSfC Product Tracking Table - Security Products

Check-in Package L.
Submitted to NIAP by cc [In-Evaluation List**

Common Criteria

Product VID  |[Lab MOA Submitted  |CSfC Listed [Posted
FPR 1k - 1010, 1120, 1140, 1150 - running ASA 9.16 11255 Requested 2/24/22
FPR 1k - 1010, 1120, 1140, 1150 - running FTD 7.0 11290

FPR 2k - 2110, 2120, 2130, 2140 - running ASA 9.16 11255 Requested 2/24/22
FPR 2k - 2110, 2120, 2130, 2140 - running FTD 7.0 11290

FPR 4k/ 9k - 4110, 4112, 4115, 4120, 4125, 4140, 4145, 4150

9300 w/ SM-24, 36, 44, 40, 48, 56 - running ASA 9.16 11256 Requested 3/17/22
FPR 4k/ 9k - 4110, 4112, 4115, 4120, 4125, 4140, 4145, 4150 In Review

9300 w/ SM-24, 36, 44, 40, 48, 56 - running FTD 7.0 11292 March 2022

ASA - 5506, 5508, 5516, ISA 3000 - running ASA 9.16 11257 Requested 2/24/22
ASAv - 9.16 11257 Requested 2/24/22
ASA - 5508, 5516, ISA3000 - running FTD 7.0 11300 March 2022 In Review

FTDv-7.0 11300 March 2022 In Review

NGIPSv-7.0 March 2022 In Review

AnyConnect 4.9 for iOS 11205

AnyConnect 4.10 for Android 11127 Requested 9/20/21
AnyConnect 4.10 on Windows 11126 Requested 9/20/21
AnyConnect 4.10 on Linux 11289 Requested 3/17/22
Stealthwatch (Secure Network Analytics) 7.4 _

Identity Services Engine (ISE) 3.1 11271

** Typically 2-3 months after Check-in Package is submitted to NIAP by the CC Lab
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Cisco Hardening

Cisco Guide to Hardening I0S Devices

https://www.cisco.com/c/en/us/support/docs/ip/access-lists/13608-
21 .html

Guide to Harden Cisco Firepower Management Center

https://www.cisco.com/c/en/us/td/docs/security/firepower/640/harde
ning/fmc/FMC Hardening Guide v64.html

Guide to Harden Cisco ASA Firewalls
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-

series-next-generation-firewalls/200150-Cisco-Guide-to-Harden-
Cisco-ASA-Firewall.html
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https://www.cisco.com/c/en/us/support/docs/ip/access-lists/13608-21.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/640/hardening/fmc/FMC_Hardening_Guide_v64.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/200150-Cisco-Guide-to-Harden-Cisco-ASA-Firewall.html

Cisco Hardening

Cisco Firepower Threat Defense Hardening Guide

https://www.cisco.com/c/en/us/td/docs/security/firepower/640/hardenin
q/ftd/FTD Hardening Guide v64.html

Cisco FXOS Hardening Guide

hitps://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/hardenin
a/b_FXOS 4100 9300 Hardening/introduction.html

Cisco Guide to Hardening NX-OS
https://tools.cisco.com/security/center/resources/securing_nx_os.html
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https://www.cisco.com/c/en/us/td/docs/security/firepower/640/hardening/ftd/FTD_Hardening_Guide_v64.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/hardening/b_FXOS_4100_9300_Hardening/introduction.html

US National Security Agency Guides
https://www.nsa.gov/Press-Room/Cybersecurity-Advisories-Guidance/

Network Infrastructure Security Guide
https://media.defense.gov/2022/Mar/01/2002947139/-1/-

1/0/CTR_NSA NETWORK INFRASTRUCTURE SECURITY_ GUIDANCE 202203
01.PDF

Guide to Cisco Password Best Practices
https://media.defense.qgov/2022/Feb/17/2002940795/-1/-
1/0/CSI CISCO PASSWORD TYPES BEST PRACTICES 20220217.PDF

Adopting Encrypted DNS in Enterprise Networks
https://media.defense.qgov/2021/Jan/14/2002564889/-1/-
1/0/CSI_ADOPTING_ENCRYPTED _DNS U _OO 102904 21.PDF
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https://media.defense.gov/2022/Mar/01/2002947139/-1/-1/0/CTR_NSA_NETWORK_INFRASTRUCTURE_SECURITY_GUIDANCE_20220301.PDF
https://media.defense.gov/2022/Feb/17/2002940795/-1/-1/0/CSI_CISCO_PASSWORD_TYPES_BEST_PRACTICES_20220217.PDF
https://media.defense.gov/2021/Jan/14/2002564889/-1/-1/0/CSI_ADOPTING_ENCRYPTED_DNS_U_OO_102904_21.PDF

Questions?
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Continue your education

Visit the Cisco Showcase for
—d related demos

3 Book your one-on-one
Meet the Expert meeting

8 Attend the interactive education with DevNet,
rgﬂ% Capture the Flag, and Walk-in Labs
== Visit the On-Demand Library for more sessions

at www.Ciscolive.com/on-demand
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Cisco Learning and Certifications

From technology training and team development to Cisco certifications and learning
plans, let us help you empower your business and career. www.cisco.com/go/certs

T Learn

=) Train

Pay for Learning with
Cisco Learning Credits

g=| Certify

! \ r91 nM
@ @® @® >
Cisco U. Cisco Training Bootcamps Cisco Certifications and

IT learning hub that guides teams
and learners toward their goals

Cisco Digital Learning
Subscription-based product, technology,
and certification training

Cisco Modeling Labs
Network simulation platform for design,
testing, and troubleshooting

Cisco Learning Network
Resource community portal for
certifications and learning
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Intensive team & individual automation
and technology training programs

Cisco Learning Partner Program

Authorized training partners supporting
Cisco technology and career certifications

Cisco Instructor-led and
Virtual Instructor-led training

Accelerated curriculum of product,
technology, and certification courses
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Specialist Certifications
Award-winning certification
program empowers students
and IT Professionals to advance
their technical careers

Cisco Guided Study Groups
180-day certification prep program
with learning and support

Cisco Continuing

Education Program
Recertification training options
for Cisco certified individuals
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