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Cisco Webex App 

DEVNET-2040

Enter your personal notes here

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App
Click “Join the Discussion”
Install the Webex App or go directly to the Webex space
Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until Thursday 22 December, 2022.
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https://ciscolive.ciscoevents.com/ciscolivebot/#DEVNET-2040
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A little bit about me
• Work:
• Global Security Architecture Team
• 14 years at Cisco, 18 years in security industry
• Past exp.: Perl, PHP, Network monitoring 

automation
• Current coding exp.: Python, Java Script
• Automation tools: SecureX orchestration

• Play:
• 7 years in Canada
• Hobby: urban sketching

FY09
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• Threat Hunting Maturity

• Automating detection and alerting
• Automating forensics gathering

• Takeaways
• Resources
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Lack of Internet-wide 
Threat Visibility

Alert 
Priority

Effective
Intel use

Limited
Resources

• Identify where 
attackers 
stage attacks

• How domains, IPs, 
ASNs, and malware 
are connected

• Flood of alerts daily

• Difficult to prioritize 
investigations

• Difficult to identify 
the source of 
the threat

• Difficult to 
operationalize 
threat intelligence

• Often unreliable 
and out-of-date

• Shortage of 
experienced 
Threat Hunters

• Infrastructure, 
architecture and 
methodology

Common Threat Hunting challenges
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Triage
Reactive

Hunting
Proactive

• Relies primarily on 
automated alerting

• Little or no routine 
data collection

• Incorporates threat 
intelligence indicator 
searches

• Moderate or high 
level of routine data 
collection

• Follows data analysis 
procedures created 
by others

• High or very high 
level of routine data 
collection

• Creates new data 
analysis procedures

• High or very high 
level of routine data 
collection

• Automates the 
majority of 
successful data 
analysis procedures

• High or very high 
level of routine data 
collection

HMM 0
Initial

HMM 1
Minimal

HMM 2
Procedural

HMM 3
Innovative

HMM 4
Leading

DEVNET-2040
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What Activities Would Initiate an Active Threat 
Hunt in Your Environment?

DEVNET-2040
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A Framework for Cyber Threat Hunting by sqrrl

Automation helps to focus on creating a 
stream of new hunting processes which 
result in constant improvement of 
detection processes as a whole. 

DEVNET-2040
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SecureX
EDR

DNS Sec

SIG

FWITSM

MDM
API

* Threat Intelligence

* Context

* Device Context

* Incident Management

* Custom Response

* Orchestration

TR DI IM SXO

SaaSOn-Prem

NGFW

NAC

DB

SXO
Remote

XSOAR

ITSM

SIEM

SSE

API

API API

TI Email

NAD
API

API
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API aggregation
at work SecureX

threat response

Data and
Control

Local Data Local Data

Global Data

Control Control

Control

Data and
Control
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SecureX APIs

Pull observables out of formatted or unformatted textInspect

Search for additional information about those observables. Also contains Refer 
endpoint for pivoting into other productsEnrich

Take actions on observables (for example, add to blocklist).Response

Use credentials and get access tokens.OAuth

Read global threat intelligence.Global Intel

Read and write user-provided threat intelligence. Used by the Incident Manager. 
This API can be used to add 3rd Party data in Threat ResponsePrivate Intel

DEVNET-2040
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Gather OSINT 

• Pull OpenPhish
phishing URL 
feed every 24 
hours

DELIBERATE

• Check each 
URL 
disposition 
withing 
SecureX
Global 
Intelligence DB

CREATE 
JUDGEMENT

• If disposition is 
Unknown, 
create new 
Judgement in 
Private 
Intelligence DB

ADD TO FEED

• Link 
Judgement to 
indicator which 
is attached to 
the feed

ADD TO 
UMBRELLA

• Add URL to 
Umbrella 
Destination 
block list which 
is attached to 
DNS policy

Scenario

THREAT
RESPONSE

ORCHESTRATION Umbrella

DUO

NGFW

DEVNET-2040
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Secure Malware Analytics 
API Use Cases

• Submit Samples for Analysis

• Query Malware Intelligence

• Retrieve Curated Intelligence Feeds

• Usage Statistics and Data

Secure Malware 
Analytics API

Malware Analysis & Threat Intelligence

• Sample Analysis Collection

DEVNET-2040
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Threat Intelligence: Delivery

Sample and Artifact Intelligence 
DatabaseSearch Results

Curated Threat FeedsAnalysis Results

Non-curated IoC Feeds

Analysis and Search Results

• User, org, or global analysis results per sample
• Search across samples for key elements
• Download artifacts, pcaps, etc

Threat Intel Data Feeds

• Threat feeds with context / metadata
• Create custom feeds or download 15 curated batch feeds
• Various formats (JSON, STIX, CSV, Snort)

DEVNET-2040
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Secure Malware Analytics APIs
Feed details summary:

Sample Feeds IOC feeds Curated Feeds

Version /v2 /v2 /v3

Endpoint /samples/feeds/ /iocs/feeds/ /feeds/

Content All observables seen Observables seen in all BIs
Observables seen as part of a 
trusted high confidence BI 
triggering

FP rate* High Medium Low

Pre-whitelisted No No Yes

Filterable to only you/org? Yes Yes No

Output Formats JSON JSON JSON/CSV/Snort/STIX**

Request Complexity Low Low Lowest

* The factual FP rate is 0; these were all seen. The functional FP rate, as an indicator of local compromise, is dependent on the details of the observation and varies from feed to 
feed.
** additional formats not available for all curated feeds

DEVNET-2040
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Working with Secure Malware Analytics Curated Feeds

Primary indicator

Drills back to the 
source of that intel

DEVNET-2040
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Secure Malware Analytics Curated Feeds

DEVNET-2040
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Cisco Secure Endpoint use cases

• GET /v1/computers/activity
• Provides you with the ability to search all computers across your organization 

for any events or activities associated with a file or network operation, and 
returns computers matching that criteria.

• This endpoint requires a q parameter which is a freeform query string. It 
currently accepts:
• an IPv4 address: 1.0.0.0
• a SHA256
• a filename
• a URL fragment

• There is a hard limit of 5000 historical entries searched for this endpoint.

DEVNET-2040
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Cisco Secure Endpoint API use cases
• GET /v1/vulnerabilities
• This is a general query interface for vulnerabilities. This is analogous to the 

Vulnerable Software view on the Cisco Secure Endpoints Console.
• The list item contains a summary of information on the vulnerability, including: 

application name and version, SHA-256 value for the executable file, 
Connectors on which the vulnerable application was observed, the most recent 
CVSS score.

• GET /v1/vulnerabilities/{:sha256}/computers
• Provides a list of computers on which the vulnerability has been observed with 

given SHA-256.

• GET /v1/computers/{:connector_guid}/vulnerabilities
• Provides a list of vulnerabilities observed on a specific computer.

DEVNET-2040
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Cisco Secure Endpoint API use cases – cont.

• GET /v1/computers/{:connector_guid}/trajectory
• Provides list of all activities associated with a particular computer. This is 

analogous to the Device Trajectory on the Cisco Secure Console.

• GET /v1/computers/{:connector_guid}/user_trajectory
• Fetch a specific computer's trajectory with given connector_guid and filter for 

events with user name activity

• GET /v1/app_trajectory/queries
• Retrieves app_trajectory queries for a given ios bundle id.

DEVNET-2040
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Orbital Advanced Search
Use Cases

Search for malicious 
artifacts in near 

real-time to accelerate 
your hunt for threats.

Threat 
Hunting

Check system status 
(OS versions, patches 
etc.), ensuring hosts 
comply with policies.

Vulnerability 
and Compliance

Get to the root cause 
of the incident fast, to 
speed up remediation.

Incident 
Investigation

Track disk space, 
memory, and other 

IT operations 
artifacts quickly.

IT 
Operations

Relentless 
Breach Defense 

DEVNET-2040
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Orbital Advanced Search - Architecture

OsQuery
SQL

EndpointOrbital

AMP

TG   CTR

Orbital

Threat Hunting &
Real Time 

Investigation

Query Catalog managed by Cisco
includes predefined queries

linked to queries (catalogue)

1

3 2

what to
monitor

categorize
(catalogue)

Easy Examples

• installed Programs
• running Programs
• established network

connections
• startup items
• file search
• firewall status

Sophisticated Examples

• Application Shims
• LLMNR Monitoring
• Low Privilege File Associations
• Malware Trickbot Mutex
• Parent Process Not Explorer
• Unusual Svchost Parent 

Process

DEVNET-2040
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Orbital Advanced Search – Query Catalog

DEVNET-2040
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Orbital APIs

• Query API - This API requests scheduling a query and returns a job 
object that provides information needed to collect results.

• Results API - This API collects results from Orbital from a query 
created either by the Orbital User Interface, your applications or 
the Query API. Orbital will provide results as soon as they are 
received from a node, and will retain them for at least 24 hours but 
no longer than 48 hours.

DEVNET-2040
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Orbital Advanced Search – Forensic Snapshot Details
• startup_item
• service
• scheduled_task
• driver

DEVNET-2040
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Forensic Snapshot Advantages

• Multiple Snapshots can be stored per endpoint
• Fully automated, even for off-network endpoints
• Orbital Jobs allow for regularly scheduled queries
• Snapshot events are shown in the Device Trajectory
• Can be fully automated using Automated Actions
• It is very small in size, just text
• Includes information commonly extracted from a full memory snapshot

• Forensic Snapshot information is available within minutes
in the AMP Console (for online endpoints).

Orbital Advanced Search

DEVNET-2040



Example: Orbital CVE 
Hunt to ServiceNow 
incident
https://ciscosecurity.github.io/sxo-05-security-
workflows/workflows/orbital/0009-cve-hunt-to-servicenow

https://ciscosecurity.github.io/sxo-05-security-workflows/workflows/orbital/0009-cve-hunt-to-servicenow


© 2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC DEVNET-2040



© 2022  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Key Takeaways

• Automation is the key 
answer to the main SOC 
challenges

• Cisco Security solutions have 
robust APIs to support these 
use cases and lower the 
level of efforts required by 
customers

• Main API use cases: 
Automated alerting, 
operationalizing threat 
intelligence, proactive threat 
hunting, forensics gathering

DEVNET-2040
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Cisco Live Hands-On 
Labs

• Threat Hunting using Cisco 
Security APIs - HOLSEC-
2021

• Secure X Orchestration -
DEVWKS-2205

• Crash Course: Automating 
with SecureX Orchestration -
HOLPRG-2001

• Building 3rd Party Integrations 
with Cisco SecureX -
HOLSEC-3003

DEVNET-2040
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Related sessions – Introduction to SecureX
SecureX All The Things (With Hosted and Remote Relays) - BRKSEC-1483
Ben Greenbaum, Sr Product Manager, Cisco Systems, Inc. - Distinguished Speaker

Save Countless Hours with SecureX's Latest Feature: Device Insights - BRKSEC-2754
Aaron Woland, Distinguished Engineer, Cisco Systems, Inc. - Distinguished Speaker

Prepare Your Defence with Cisco SecureX Orchestration - BRKSEC-3404
Hakan Nohre, Technical Solutions Architect, Cisco Systems, Inc. - Distinguished Speaker

Getting started with SecureX orchestration workflows and atomics - DEVWKS-2190
Matt Vander Horst, Technical Marketing Engineer, Cisco Systems, Inc.

Security Automation: Developing with SecureX - DEVNET-1083
Matt Vander Horst, Technical Marketing Engineer, Cisco Systems, Inc.

Webhooks in SecureX orchestration - DEVLIT-1553
Matt Vander Horst, Technical Marketing Engineer, Cisco Systems, Inc.

DEVNET-2040
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Continue your education

DEVNET-2040

Visit the Cisco Showcase for
related demos

Visit the On-Demand Library for more sessions 
at www.CiscoLive.com/on-demand

Attend the interactive education with DevNet, 
Capture the Flag, and Walk-in Labs

Book your one-on-one
Meet the Expert meeting

http://www.ciscolive.com/on-demand
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From technology training and team development to Cisco certifications and learning 
plans, let us help you empower your business and career. www.cisco.com/go/certs

Cisco Learning and Certifications
Pay for Learning with 

Cisco Learning Credits 
(CLCs) are prepaid training 
vouchers redeemed directly 

with Cisco.

Cisco Training Bootcamps
Intensive team & individual automation 
and technology training programs

Cisco Learning Partner Program
Authorized training partners supporting 
Cisco technology and career certifications

Cisco Instructor-led and 
Virtual Instructor-led training
Accelerated curriculum of product, 
technology, and certification courses

Cisco Certifications and 
Specialist Certifications
Award-winning certification 
program empowers students 
and IT Professionals to advance 
their technical careers

Cisco Guided Study Groups
180-day certification prep program 
with learning and support

Cisco Continuing 
Education Program
Recertification training options 
for Cisco certified individuals

Learn
Cisco U.
IT learning hub that guides teams 
and learners toward their goals

Cisco Digital Learning
Subscription-based product, technology, 
and certification training

Cisco Modeling Labs
Network simulation platform for design, 
testing, and troubleshooting

Cisco Learning Network 
Resource community portal for 
certifications and learning

Train Certify

DEVNET-2040



Thank you

#CiscoLiveAPJC



#CiscoLiveAPJC


