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Enter your personal notes here

Cisco Webex App 

7

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until December 22, 2023.
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https://ciscolive.ciscoevents.com/ciscolivebot/#BRKENS-2201
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• Getting Started

• Onboarding and Common 
Pitfalls 

• Future
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Meraki
Catalyst

OR
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Best of both worlds!

Meraki
Catalyst

AND



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Your IT operation model, your way

Cloud Monitoring

On-Premises

Low-TouchHigh-Touch

Cloud

Cloud first IT Transformation
Operational Simplicity

Cisco Catalyst Centre

Do-it-Yourself
Operational Flexibility

Full Management
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Your IT operation model, your way

BRKENS-2201

Cloud Monitoring

Catalyst 
9200/9300/9500 

CLIManagement:

Monitoring:  

License:

Meraki Dashboard

DNA Subscription

Catalyst 
9300-M

Management:

Monitoring:  

License:

Meraki Dashboard

Meraki License

Full Management

Meraki Dashboard
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Catalyst Cloud Monitoring

Device health and
troubleshooting

Client and
traffic information

Unified view of Cisco
network infrastructure

M
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Supported platforms

* DNA Essentials will not provide application or usage data

Models
Catalyst

9200/L/CX
9300/L/LM/X

9500

Firmware
IOS-XE 

17.3.1 - 17.9.4

Licensing
DNA Advantage
DNA Essentials* 

BRKENS-2201 19
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Account eligibility

• Account at https://dashboard.meraki.com/

• Dashboard API access is enabled

• Dashboard API key is generated *

• The network must be “switch” or 
“combined” type

BRKENS-2201 20

* SSO cannot generate an API key

https://dashboard.meraki.com/
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Pre-configuration 1/2

• Connectivity must be provided via a front-panel port

• Only a default VRF is supported
• Default route are in place

• The device must have loopback interface numbers 1000 or 
2000 available

• Two unused VTY slots between 16 and 98 must be available

ip route 0.0.0.0 (…)
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Pre-configuration 2/2

• DNS and DNS-Lookup are configured

• NTP is enabled
• SSH and Telnet are enabled

• A user used for onboarding is Privilege 15
• AAA

ip name-server {}
ip domain lookup 

username {} privilege 15

aaa new-model
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PC to Cloud reachability

A PC on which the Onboarding Application is installed must 
have reachability to the Dashboard on a TCP port 443:
:
PC~% telnet api.meraki.com 443
Trying 209.206.59.168...
Connected to apj.proxy.k8s.ikarem.io.
Escape character is '^]'.

PC~% telnet meraki-cloud-monitoring-onboarding-app.s3.amazonaws.com 443
Trying 52.219.193.105...
Connected to s3-us-west-1-w.amazonaws.com.
Escape character is '^]'.

M
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Switch to Cloud reachability

The switch must have the regional gateway reachability on 
TCP port 443: 

APAC:  ap.tlsgw.meraki.com
AMER: us.tlsgw.meraki.com
EMEA: eu.tlsgw.meraki.com

Switch# telnet ap.tlsgw.meraki.com 443
Trying ap.tlsgw.meraki.com (52.74.25.75, 443)... Open

M
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Firewall Rules
Help > FW Info

25BRKENS-2201
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Onboarding Flow – Application
Set up cloud authentication
• “meraki-user” account and key
• SSH config for port 2222 over tunnel & PKI 

auth
• ip routing
• netconf-yang
• VTY Lines for auth with ACLs
• AAA
Create secure tunnel
• loopback
• tunnel interface
• tunnel peer certificate
• null host route for tunnel peer
Enable network discovery
• CDP/LLDP enable

BRKENS-2201 26
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Onboarding Flow – Cloud

M
Globally
• Subscriptions for telemetry streaming
• Syslog to cloud
• AVC NetFlow recording, exporting to local file, 

and monitor configuration
• SNMP Community and traps

On all interfaces
• Device-tracking in glean mode
• AVC NetFlow monitor input and output
Note: All logging, telemetry, and other data from the device to the 
cloud is sent over a TLS-encrypted tunnel.

BRKENS-2201 27
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1

2

4

5Verify devices were 
onboarded

Pre-configure 
Catalyst switches

Obtain Meraki API key

Download and run the 
onboarding application from a 
device with SSH access to the 
switch

Verify that the switch has 
connectivity to the Dashboard

3

Onboarding Flow – User experience
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Cloud monitoring securely streams telemetry

BRKENS-2201

M

NETCONF TDL & YANG Telemetry Streams

SSH/NETCONF

IPFIX File Upload (AVC)

Syslog / SNMP Traps / SFTP (PCAPs)

TLS Tunnel TCP/443

crypto tls-tunnel MERAKI-PRIMARY 
server url ap.tlsgw.meraki.com port 443 
overlay interface Loopback1000
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TLS Tunnel Status

• Heartbeat every 10 
seconds DPD

• Upon loss attempt to 
reestablish every 20 
seconds

• TLS reauthenticated every 
hour (rekey process)

31BRKENS-2201



Common pitfalls and 
how to avoid them



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Current limitations

• Catalyst Centre (formerly DNA Centre) managed devices cannot be 
onboarded

• HTTPS proxies that perform TLS decryption are not currently 
supported

• Pre-existing NetFlow configuration will cause traffic and application 
data to not be available in the Dashboard

• Catalyst 9500 series does not support client analytics, regardless of 
license

BRKENS-2201 33
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Common pre-configuration mistakes

• ip default-gateway ≠ ip route 0.0.0.0/0

• ip routing is missing

• RADIUS authentication is in use - it is not supported

• DNA license is NOT enabled

show run all | include ip routing 

------------------------------------------------------------------------------
Technology-package                                     Technology-package
Current                        Type                       Next reboot
------------------------------------------------------------------------------
network-advantage   Smart License                  network-advantage
None                Subscription Smart License     dna-advantage

show version
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No Application detail data in Dashboard?

BRKENS-2201 35



Dashboard -
Infrastructure
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Switch Info

• Name 

• Location
• IP Information

• Serial Number
• Firmware Version

• Port Overview

• Connected Clients
• Bandwidth Usage

43BRKENS-2201
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Port Info (1/2)

• Port Usage

• Port configuration
• VLAN
• STP
• POE
• Speed/Duplex

44BRKENS-2201
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Port Info (2/2)

• Traffic Usage

• SFP Information
• CDP/LLDP

• Connected Clients
• PCAP

• Port Statistics
• Broadcast/Multicast
• CRC/Frag/Collisions
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Stacking

46BRKENS-2201

• Switch stacks fully 
supported

• Onboard the single 
management IP 

• Monitoring similar behavior 
to classic MS switches



Dashboard –
Clients and 
Applications



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLiveAPJC

Topology
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Client View
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Application Visibility
Offer Additional Value for Cisco DNA Subscriptions
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Dashboard –
Alerts and 
Troubleshooting
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Alerts

• Combination of Meraki and 
Catalyst Alerts
• Switch Offline
• Port up/down
• Link Speed
• Power Supply
• Usage
• Temperature
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Terminal
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Mobile Application
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API Access

• Organisation Summary

• Network Information
• Client Data

• Interface Statistics
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Simplify Catalyst Network Operations
Simplify IOS-XE Switchport Packet Captures

C9300-SW(config)# ip access-list extended pcap1-filter
C9300-SW(config)#   permit ip host 172.16.24.1 host 172.16.24.1

C9300-SW# monitor capture pcap11 access-list pcap1-filter

C9300-SW# monitor capture pcap11 limit duration 60

C9300-SW# monitor capture pcap11 interface te1/0/47 both

C9300-SW# monitor capture pcap11 buffer circular size 10

C9300-SW# monitor capture pcap11 start

C9300-SW# monitor capture pcap11 export tftp://10.1.22.55/ pcap-
ts-1.pcap

% TFTP  10.1.22.55 get pcap-ts-1.pcap
 

Help Desk 
Administrator

Simplified Troubleshooting for Tier 1 Support and Help Desk – No IOS—XE CLI Training Required 

IOS-XE CLI Dashboard
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Design 
Scenarios
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Cloud Monitored
Catalyst Core

Cloud Managed
Access Switching + Wireless

BRKENS-2201
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Cloud 
Managed

Access Points

Cloud 
Monitored

Catalyst Switching

BRKENS-2201
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M M M

M M
Catalyst

Cloud Managed

Cloud Monitored
Cloud Managed Cloud Managed

Cloud Managed
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IOS-XE Image Upgrades

Roadmap (Subject to change)
BRKENS-2201 62
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Configuration Archive

• Date-selectable two-
column format

• Diff functionality with 
highlighting

• Download option for 
local backup and use for 
restoring/replacing

• Changes detected 
automatically and 
updated in Dashboard

Roadmap (Subject to change)
BRKENS-2201 63
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Cloud Monitoring for Catalyst Wireless
Coming H1CY24

IOS-XE Native Dashboard Communications

Native Dashboard Onboarding

9800-L, 9800-40 and 9800-80 Wireless Controller Support

9100, 4800, 3800 and 2800 Series Access Point Support

64

Future

Health and Troubleshooting Tools

IOS-XE image Upgrades

Configuration Backup

RF and RRM performance and troubleshooting

BRKENS-2201
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What’s coming to Cloud Monitoring?

• Catalyst 9400/9600 support

• Application-less on-boarding
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Your IT operation model, your way

Cloud Monitoring

On-Premises

Low-TouchHigh-Touch

Cloud

Cloud first IT Transformation
Operational Simplicity

Cisco Catalyst Centre

Do-it-Yourself
Operational Flexibility

Full Management
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Cloud 
Monitoring for 

Catalyst
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Session Surveys

We would love to know your feedback on this session!

• Complete a minimum of four session surveys and the overall event surveys to claim 
a Cisco Live T-Shirt
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Continue 
your education

• Visit the Cisco Showcase for
related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand
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