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. Introduction

- Challenges: Organizations, Endpoints, Network Devices, Policy
- Planning: Platforms, Sizing & Scale, Lab, Monitor => Enforced
.- Staging: Nodes, Certificates, Patching, Policy

- Operations: Automation, Monitoring, Backups

- Resources

cisco L‘V&. #Ciscolive BRKSEC-2705 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ISE Deployment Challenges
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Why Customers Buy ISE

Migrating from
Cisco Secure ACS or building
a new Device Administration
Policy Server, this allows for
secure, identity-based
access to the network
devices

Allow wired, wireless, or VPN
access to network resources
based upon the identity of
the user and/or endpoint.
Use with

cisco Lzﬁo//

GUEST

Differentiate between

users
and devices. Choose from
Hotspot, Self-Registered
Guest, and Sponsored Guest
access options

-

Use the probes in ISE and
Cisco network devices to
classify endpoints and
authorize them
appropriately with

. Automate access
for many different loT
devices

Use ,

, , or
to check endpoints to verify
compliance with policies

(Patches, AV, AM, USB, etc.)

before allowing network
access

is an ecosystem that
allows any application or
vendor to integrate with ISE
for endpoint identity and
context to increase
and facilitate
automated Enforcement.

#CiscolLiveAPJC

BRKSEC-2705

allows
for segmentation of the
network through the use of
Scalable Group Tags (SGT)
and Scalable Group ACLs
(SGACL) instead of
VLAN/ACL segmentation.

ISE integrates with

to automate the
network fabric and enforces
the policies throughout the
entire network infrastructure
using Software-Defined
Access (SDA)

L.

Allow employees to

to access
network resources by
registering their device and
downloading certificates for
authentication through a
simple process

-

Using a tool,
such as Cisco Cognitive
Threat Analytics, to grade an
endpoints threat score and
allow network access based

upon the results

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 9



“ISE Is complex.”

Every ISE Customer
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ISE Provides Zero Trust for the Workplace

See |t

Endpoints Network Devices
« Users «  Switches

* Devices « WLCs / APs

* Things * VPN

2 Securelt ' Share It

Cisco ISE
« Shared or Distributed
« VM/Appliance/Cloud
* Up to 2M Endpoints
* RADIUS and TACACS

Enterprise

cisco Lz{@/

|dentity Services Security Services
Azure/AD/LDAP * Cloud Analytics
MDM »  Secure Firewall
SAML/MFA « Partners

n}’ g

Wty
o U
W'KVM NUTANI>S " Microsoft

aws A oCi
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Security
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Anticipate Organizational Challenges

Facilities / OT
sse UC / Comms

IlllllIlllllIlllllIlllllIllé"l’?l,'ﬁ'(':'\"/li\?i?ll?'i“lg AD/IAM
- IT / Desktop

Enterprise Security

cisco W./ #CiscoLiveAPJC BRKSEC-2705 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 12




Understand Your Needs and Situation

Objectives / Risk / Priorities === Environment
@ « Brand Trust ==~ - \\ired / Wireless / VPN
« Customer/Patient Data « Multi-Vendor
» Hospitality: Fast & Easy  Hardware & Software
« |T/OT Segmentation « Network Device Capabilities
» Protect Intellectual Property
Scaling Management & Operations
..l.l.l « Concurrent Active Endpoints 228 Top Down / Bottom Up?
* Network Devices * Orgs / Regions / Departments
 Scale Horizontally (discovery) « Collaboration or Siloes
« Scale Vertically (user+device) « Scheduling Config Changes
* (Geography  Tooling & Automation

cisco W. #CiscolLiveAPJC BRKSEC-2705 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



Challenges: Endpoints
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RAD|US : 8021)( RFC2865 : RADIUS RFC3579 : EAP Support

RFC2866 : Accounting RFC5176 : CoA Support

RADIUS Server

Subject

RADIUS Client

ISE

EAPoL-Start

<<
EAP: Extensible Authentication Protocol A R t
ccess-reqgues
J > Auth @ UDP:1812
< <
Credentials: VLAN
- Certificate ‘+ ACL a i s
- Password —
= SGT -
foken Group Policy
P P Access-Accept/Reject O
10.X.X.X 8

Accounting Session-Start

» Acct @ UDP:1813

- User Disconnect
- Session-Timeout m + —
- RADIUS CoA O

Accounting Session-Stop <
cisco W / HCiscoLiveAPJC
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RADIUS : Access-Request + Access-Accept

Access-Accept

—

v . RADIUS Protocol

VRADIUS Protocol
Code: Access-Accept
Packet identifier:
Length: 428
Authenticator: 66403608336c3e77859116d46cd0d65f

VAttribute Value Pairs

(2)

Oxd (13)

> AVP: t=User-Name (1) 1=8 val=thomas

> AVP: =Class (25) 1=75 val=434143533a6336313238353162724344a2f7767443633147,..
> AVP: t=Session-Timeout (27) 1l=6 val=1800

> AVP: t=Termination-Action(29) (=6 val=RADIUS-Request (1)

> AVP: t=Tunnel-Type (64) (=6 Tag=0x01 val=VLAN(13)

> AVP: t=Tunnel-Medium-Type (65) 1=6 Tag=0x01 val=IEEE-802 (6)

> AVP: t=EAP-Message (79) 1=6 Last Segment [1]

> AVP: t=Message-Authenticator (80) (=18 val=1cb417480820021d54882fcaeaf90308c
> AVP: t=Tunnel-Private-Group-Id(81l) (=7 Tag=0x01 val=DATA

v AVP: t=Vendor-Specific (26) 1=36 vnd=ciscoSystems (9)

Type: 26

Length: 36

Vendor ID: ciscoSystems (9)

> VSA: t=Cisco-AVPair(l) (=30 val=linksec-policy=should-secure
v AVP: t=Vendor-Specific(26) 1=80 vnd=ciscoSystems (9)

Type: 26

Length: 80

Vendor ID: ciscoSystems (9)

> VSA: t=Cisco-AVPair (1) (=74 val=ACS: CiscoSecure-Defined-ACL=#ACSACL#-IP-
PERMIT ALL_ IPV4 TRAFFIC-57£6b0d3

v AVP: t=Vendor-Specific(26) (=38 vnd=ciscoSystems (9)

Type: 26

Length: 38

Vendor ID: ciscoSystems (9)

> VSA: t=Cisco-AVPair(l) (=32 val=cts:security-group-tag=0004-00

> AVP: t=Vendor-Specific(26) (311)

cisco Lzﬁo//

1=58 vnd=Microsoft

#CiscolLiveAPJC

Access-Request

Access-Request
>t identifier: x0
“h: 153
nticator:29eb293b3a40ea740a8£d33bdb18£f1d7
bute Value Pairs
°: t=User-Name (1)
°: t=NAS-IP-Address (4)
°: t=Calling-Station-Id(31) 1=19 val=02-00-00-00-00-01
°: t=Called-Station-Id(30) 1=27 val=2C-3F-0B-56-E3-6C: Corp
°: t=Framed-MTU(12) (=6 val=1400
°: t=NAS-Port-Type (61l) (=6 val=Wireless-802.11(19)
°: t=Service-Type (6) 1=6 val=Framed (2)
>: t=Connect-Info(77) (=24 val=CONNECT 11Mbps 802.11b
°: t=EAP-Message (79) 1=13 Last Segment [1]
°: t=Message-Authenticator (80) 1=18
)47af6a9a82279dfd6d19b477c31b

(1)
(0)

1=8 val=thomas
(=6 val=6.86.227.108

BRKSEC-2705 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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RADIUS : MAC Authentication Bypass (MAB)
RADIUS Client

Subject

ISE

EAPoL-Start

EAP: Extensible Authentication Protocol

OF
O <
O <

Access-Request

VLAN > _
ACL MAB Auth @ UDP:1812
SGT g )
Group Policy .‘ “
< < Access-Accept O —
10.X.X.X &

Accountin@ession—Start

» Acct @ UDP:1813

{C} - User Disconnect
- Session-Timeout m
- RADIUS CoA qp O-n\-

Accountln@e88|on—8top >
cisco W / HCiscoLiveAPJC
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Unknowns... to Knowns... to Classified
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\What about Unknowns?

- There will be endpoints that don’t have pre-built profiles

- Endpoint profiles will show as “Unknown”

- View your unknown endpoints under Context Visibility>Endpoints

’ Endpoints Users  Network Devices

C 4+ @ & ANC~
MAC Address

X MAC Address
00:30:44:17:C5:62
00:D0:2D:3A:87:9C

P 00:D0:2D:40:AC:C6

o 00:0F:ES5:01:7D:8A
00:17:C3:7TA:C7:92

00:21:CC.CB:51:16

cisco Lz//&/

Change Authorization ~

Status

Clear Threats & Vulnerabilities

IPv4 Address

IPv4 Address

10.40.132.18

10.0.0.186

10.0.0.73

173.39.21.15

10.127.6.12

#CiscoLiveAPJC

Export ~ Import ~ MDM Actions Release Rejected

Username J& Hostname Location Endpoint Profile
Usemnmame Hostname Location unknown
00-30-44-17-... SJC = SJC19 Unknown
00-d0-2d-3a-... OEAP Unknown
00-d0-2d-40-... OEAP Unknown
000fe5017d9%a bgl16-access... IND = BLR-B Unknown
0017c37ac792 OEAP Unknown
0021cecb5116 IND - BLR-B..& Unknown

BRKSEC-2705
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Re

21



Classitying Endpoints without Authentication

Custom Attributes CMDBs

Eelt Nade Endpoint Identity Groups Endpoint Custom Attributes ) )
pxGrid Direct Connectors

E n d po | nt Att rib Utes Configure a pxGrid Direct Connector to connect to ext(

elililale Static Groups

Add
2 NETFLOW + The fetched data is used to evaluate and authorize enc
attributes each time an authorization policy is executeq
Name " ' a .
& 5 DpuCP Mandatory Attribute Name To view the endpoint attribute data from configured px
dJ Workstation Please see the Administrator Guide for details on how 1
PostureApplicable
2 DHCPOPAN 0O Windows11-Workstation
Add Refresh Scheduling
LogicalProfile
O Vizio-Device g
> HTTP N Scheduli
. . ame chedulin
O Unknown EndPointPolicy 9
- .
7 RADIUS (] Trendnet-Device AnomalousBehaviour ] cmDB_100K Y) Enabled
O Synology-Device _ —
@O > Network Scan (NMAP) OperatingSystem [] ipsk Y) Enabled
O Sony-Device
BYODRegistration ] snow /) Enabled
> DNS D RegisteredDevices
PortalUser
OJ Profiled
@ > SNMPQUERY
O 0S_X_BigSur-Workstation LastAUPAcceptanceHours
2 SNMETRAP O Juniper-Device MFClInfoHardwareManufacture
O GuestEndpoints
@O > Active Directory MFCInfoHardwareModel
D Epson-Device
MFCInfoOperatingSystem
> pxGrid O Cisco-Meraki-Device
MFCIinfoEndpointType
O Cisco-IP-Phone

cisco / . p//
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Static Endpoint Groups from MAC Inventories

b ldentity Services Engine

Administration / Identity Management

J| Bookmarks Identities Groups

Dashboard

Context Visibility

External Identity Sources

Identity Source Sequences

Identity Groups

Endpoint Identity Groups

Settings

=Q
Operations = & Selected 0 Total 20 £ G
o -+ Add Al Y
olicy ~ [ Endpoint Identity Groups
. Name -  Description
Administration &1 Blocked List P
ot GuestEndpoints (] Android Identity Group for Profile: Android
Work Centers
> uu Profiled (] Apple-iDevice Identity Group for Profile: Apple-iDevice
wu RegisteredDevices O Axis-Device Identity Group for Profile: Axis-Device
?) Interactive Help
"}
swu Unknown 0 BlackBerry Identity Group for Profile: BlackBerry
£ User Identity Groups
? Y P ] Blocked List Blocked List Identity Group

(] Cisco-IP-Phone Identity Group for Profile: Cisco-IP-Phone

(] Cisco-Meraki-Device Identity Group for Profile: Cisco-Meraki-Device

(] Epson-Device Identity Group for Profile: Epson-Device

M GuestEndpoints Guest Endpoints Identitv Group

cisco L‘V&. #CiscoLiveAPJC BRKSEC-2705 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



Endpoint Custom Attributes

Administration > Identity Management > Settings > Endpoint Custom Attributes

& cs.colise-apittendpoint ¢ cs.co/ise-apittcustom-attributes-openapi A
Exa m p | eS Jaer Gustom Aubtes Endpoint Custom Attributes lS E
Attribute Name Type User Authentication Settings

Endpoint Purge

Endpoint Attributes (for reference)

Endpoint Custom Attributes

C reated Date RESTID Store Settas Mandatory Attribute Name Data Type
Expires Date ostureApplicasie
Owner String LogicalPrafil STRING
Department String el String
iPSK String i Int
Authorization String BYODRsgistratin Boolean |
DeviceType String e Float |

. LastAUPAcceptanceHours
Manufacturer String Long

Model String I=

Endpoint Custom Attributes

Date

Select an option i —+

cisco W./ #CiscoLiveAPJC BRKSEC-2705 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 24
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ISE pxGrid Direct with CMDBs

il |dentity Services Engine Administration / Network Resources

cisco

) Bookmarks Network Devices Network Device Groups Network Device Profiles External RADIUS Servers More

B® Dpashboard Dictionaries > > iPSK b
A Proxy settings are not enabled. If a proxy server is required for Internet acces

Dictionary Dictionary Attributes p'e
I:!  Context Visibility connectors.

\ Operations

pxGrid Direct Connectors Dictionary Attributes

Polic
l y Configure a pxGrid Direct Connector to connect to external REST APIs that provide J

The fetched data is used to evaluate and authorize endpoints faster without requiring
& Administration attributes each time an authorization policy is executed for an endpoint.

. Name Internal Name Description
To view the endpoint attribute data from configured pxgrid Direct Connectors, go to | P
Work Centers - ;
A Please see the Administrator Guide for details on how to use this feature. 0 —— ElE Dictionary attribute for p...
C] department department Dictionary attribute for p...
Add Refresh Scheduling VvV &
D description description Dictionary attribute for p...
2 Interactive Help
G Name Scheduling Connector Type O expires expires Dictionary attribute for p...
D CMDB 100K @) Enabled URLFETCHER 0 ipsk ipsk Dictionary attribute for p...
O mac_address mac_address Dictionary attribute for p...
(] iesk () Enabled URLFETCHER
d owner owner Dictionary attribute for p...
D SNow "i/' Enabled URLFETCHER O status status Dictionary attribute for p...

cisco L‘V&- #CiscoLiveAPJC BRKSEC-2705 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



ISE Profiling Probes —

sl |dentity Services Engine Administration / System DHCP D Q| Q

P’ Bookmarks Deployment Licensing Certificates Logging Maintenance Upgrade Health Che > DHCPSPAN

B® pashboard

> HTTP
| Context Visibility Deployment Deployment Nodes List > iseee
= &
. Operations Edit Node @O > RADIUS
5 o Deployment
' il 3% PAN Failover General Settings Profiling Configuration
@ O > Network Scan (NMAP)
&2 Administration
Al Work Centers > NETFLOW > DNS
aa
2) Interactive Help @ > - DHCP > SNMPQUERY
Interface

VIPTRAP
Do not turn on all probes thinking “more is better” without

understanding their potential performance impact!

ive Directory
‘ 67

> pxGrid

cisco L‘V&. #CiscoLiveAPJC BRKSEC-2705 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



Device Sensor for Wired

RADIUS Accounting

g MAB or EAP-OL
!gggh- Ildih u{/’

1)  Filter DHCP, CDP, and LLDP options/TLVs

2) Enable sensor data to be sent in RADIUS
Accounting including all changes

device-sensor accounting
device-sensor notify all-changes

3) Disable local analyzer if sending sensor
updates to ISE (central analyzer)

no macro auto monitor
access-session template monitor

=
wn S D ---h

My

»

Description
RADIUS

ISE

device-sensor filter-list cdp list my cdp list
tlv name device-name
tlv name platform-type
device-sensor filter-spec cdp include list my cdp list

device-sensor filter-list lldp list my_lldp list
tlv name system-name
tlv name system-description
device-sensor filter-spec lldp include list my_lldp list

device-sensor filter-list dhep list my dhep list
option name host-name
option name class-identifier
option name client-identifier
device-sensor filter-spec dhcp include list my dhcp list

cisco W. #CiscolLiveAPJC BRKSEC-2705 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 27




Wireless Device Sensor

| RADIUS Accounting |
- -y -~
- - - ﬂ
e
ciIsco MONITOR WIANs CONTROLLER WIRELESS SECURI ¥ MANAGEMENT COMMANDS  HELP
WLANS WLANS > Edit "BYOD-Profiling'

- WiLANS
WLAMS

b Aadvanced

Client Profiling

_u‘l' SECurity |L QoS | Advanced
P TN S W L N o

ic 1P a
Wi-Fi Diroct Clienks P [Cisstiad =1
Ha 5 Bowed Cheras Per  [oon——
lear HoaSpot Configl on I Enabilsd
I-ggll__\;;-t- idbe timmeout (18 T —
ot | —
e o Dwaf
£l Dl ¥
nnnnn ity _—r— - = - -

Save Canfiguratan

EEEDBACK

DHCP Profiling
HTTP Profiling

cisco Lz{@/
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¥ RADIUS

Description | RADIUS

Per WLAN Enable/Disable
device profiling

DHCP (WLC 7.2.110.0)
 Hostname, Class ID

HTTP/Both (WLC 7.3)
- User Agent

FlexConnect with Central
Switching supported

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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WIiFi Device Analytics
’

Wifi_Device_Analytics

| ®
lnte n M s u N G Dictionary Dictionary Attributes

IOS-XE 17.10+

ISE

Dictionary Attributes

Edit Policy Profile

Genera Access Policies QOS and AVC Mability Advanced
RADIUS Profiling WLAN ACL
Name
HTTF TLV Caching IPua ACL v =
DHOP TLY Gaching 1PV ACL v O DEVICE_INFO_FIRMWARE_VERSION
WLAN Local Profiling
URL Filters ®
() DEVICE_INFO_HW_MODEL
Global State of Device Enabled @
Classification
Pre Auth v
Local Subscrber Policy Narme e - ) DEVICE_INFO_MANUFACTURER_NAME
Past Auth S v
VLAN ) DEVICE_INFO_MODEL_NAME
VLAN/VLAN Group 1294 v @
) DEVICE_INFO_MODEL_NUM
Multicast VLAN Enter Multicast VLAN
) DEVICE_INFO_OS_VERSION
B 0 DEVICE_INFO_VENDOR_TYPE

cisco W. #CiscoLiveAPJC BRKSEC-2705 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Creating a Custom Profile

Under Attributes, you can see all the attributes for the unknown endpoint

Other Attributes
5060-tcp

a0-icp

AAA-Server
AuthenticationldentityStore
AuthenticationMethad
AuthenticationStatus
AuthorizationPolicyMatchedRule
BYCDRegistration
Called-Station-ID
Calling-Station-D
DTLSSuppart
DestinationIPAddress
DestinationPort

Device IP Address

Device Type
DeviceRegistrationStatus
ElapsedDays
EndPointMACAddress
EndPointPalicy
EndPointProfilerServer
EndPointSource
FailureReason
Framed-IP-Address
IPSEC

IdentityGroup
IdentityPolicyMatchedRule

InactiveDays

CIscoO

sip
hitp

ise

Internal Endpoints

Lockup
AuthenticationPassed
Default

Unknown
CO-67-AF-EE-DS-AB
00-14-43-00-20-8C
Unknown

10.1.100.21

1812

10.1.100.75

Device Type#All Device Types#Switches
MotRegisterad

]

00-14-43-00-30-8C
Unknown

ise securitydemo.net
SNMPCQuery Probe
10.1.100.103

IPSEC#Is IPSEC Device#No
Unknown

MAB

0

.&/

oul

CriginalJserMame
Falicy\ersion
FostureApplicable
PostureAssessmentStatus
RadiusFlowType

SSID

SelectedAccessService
SelectedAuthenticationldentityStores
SelectedAuthorizationProfiles
Service-Type
StaticAssignment

StaticGroupAssignment

StepData

Total Certainty Factor
TrustSec-Enabled
UseCase
User-AD-Last-Fetch-Time
User-Fetch-User-Name
User-Name

UserType
allowEasyWiredSession
chaddr

ciaddr

Inventec Multimedia & Telecom Corperation
00144300308c

3

Yes

MotApplicable
WiredMAB
CO-67-AF-EE-D9-AB
PEAP-EAP

Internal Endpoints
PermitAccess

Call Check

false

false

5= DEVICE.Location, §= DEVICE.Device Type, 7= DEVICE.Mode, 8= DEVICE.]
Radius RadiusFlowType, 11=Internal Endpoints, 17= Session. AMCPaolicy, 18= S

0

TrustSec-Enabled# TrustSec-Enabled#Mon-TrustSec
Host Lookup

1543131931802

001442300308c

00144300305c

Host

false

00:14:45:00:30:8¢

0.0.0.0

#CiscoLiveAPJC BRKSEC-2705

dhcp-class-identifier
dhcp-client-identifier
dhcp-message-type
dhcp-parameter-reguesi-list
dhcp-requested-address
dat1xAuthAuthControlledPortControl
daot1xAuthAuthControlledPortStatus
dot1xAuthSessionUserhame

flags

Qiaddr

hlen

htype

ifDescr

ifindex

ifOperStatus

ip

op

operating-system
operating-system-result

yiaddr

udhcp 0.9.7
01:00:14:48:00:30:8¢
DHCPREQUEST
1,3,6,12,15, 28
10.1.100.103

2

2

00-14-43-00-30-8C
0x0000

10.1.100.75

[

Ethernet {(10Mb)
GigabitEthernet1/0/43

50

10.1.100.103

BOOTREQUEST

Linux 2.4.9- 2418 (likely embedded)
Linux 2.4.9 -2 418 (likely embedded)

0.0.0.0

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Profiling Probe Selection Best Practices

Probe Key Profiling Attributes

RADIUS MAC Address (OUI), IP Address, NDG values

RADIUS w/Device Sensor CDP/LLDP, DHCP, User-Agent, mDNS, H323/SIP

RADIUS w/ACIDex MAC Address (OUI), UDID, Operating System, Platform/Device Type
SNMP MAC Address (OUIl), CDP/LLDP, ARP tables

DHCP DHCP

DNS FQDN

HTTP User-Agent

NetFlow Protocol, Source/Dest IP, Source/DestPorts

NMAP 0OS, Common and custom ports, Service Version Info, SMB & SNMP data
AD Operating System and Version, AD Domain

pxGrid loT Asset, Custom Attributes

Endpoint Custom Attributes  Customer defined

ISE Profiling Design Guide ¢

Cisco W./ #CiscolLiveAPJC BRKSEC-2705 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



Network Access Authentication is a Spectrum

A

Open

Convenient (experience+support

MAB

Zero-ish Factors

WPA/2/3
mPSK

IPSK

802.1X:
Password

802.1X:
Cert

Single Factor

Security
Key?

|dle / Session

Timeout
A Roaming
802.1X: Hibernation
Machine
+User | 802.1X

+ MFA

Mo ool

Security (entity authentication based on factors of knowledge, possession, or being)

cisco W/

#CiscolLiveAPJC

BRKSEC-2705
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~ Allowed Protocols

Authentication Bypass

[ Process Host Lookup ()

Authentication Protocols
r (J alow PAP/ASCII

(] Atlow cHAP

([ Attow ms-CHAPYI

([ Allow MS-CHAPv2

Allow EAP-MDS
~ @ Allow EAP-TLS

bl |dentity Services Engine Policy / Policy Elements

[ Allow Authentication of expired certificates te allow certificate renewal in Authorization Policy (3

[J Enable Stateless Session Resume
Session ticket time to live

2 Hours v
- - - .. Proactive session ticket update will occur after 10 % of Time To Live has expired
)’ Bookmarks Dictionaries Conditions Results ) Ao LEAP
— ~ @ Allow PEAP
PEAP Inner Methods
| Dashboard Allow EAP-MS-CHAPv2
Allowed Protocols Services List > New Allowed Protocols Service Allow Possword Change Rewles 1 (Valld Range 0 t0.3)
Authentication ~ ) Atlow EAp-GTC

] Context V|gibil|ty O mtiow password Ghange Retries 1 (Valid Range 0 to 3)

Allowed Protocols Allowed Protocols Allow EAP-TLS

[ Allow Authentication of expired certificates to allow certificate renewal in Autherization Policy (0

[ require cryptobinding TLV (7
\ o] peratlons [ Allow PEAPvO only for legacy clients
Name ~ @ Allow EAP-FAST
Authorization > All_The_EAPs
EAP-FAST Inner Methods
' PD"CY llow EAP-MS-CHAPv2
Descript[on Allow Password Change Retries 1 (Valid Range 0 to 3)
Profiling > Allow EAP-GTG
2. Administration Allow Password Ghange Retries 1 {Valld Range 0 10 3)
Allow EAP-TLS
Posture S p [ Allow Authentication of expired certificates to allow certificate renewal in Authorization Policy
n Work Centers O Use PACs © Den't Use PACs

Tunnel PAC Time To Live

~ Allowed Protocols a0 Days

Proactive PAC update will occur after 10 % of PAC Time To Live has expired

Aut h ent i cat |0 n B‘yIr p ass 8 Allow Anonymous In-Band PAC Provisioning

Allow Authenticated In-Band PAC Provisioning

Client Provisioning

(0  server Returns Access Accept After Authenticated Provisioning

(0  Aceept Client Certificate For Provisioning

?! Interactive Help (] Process Host Lookup

[J  Aliow Machine Authentication

Authentication Protocols Machine PAG Time To Live
(] Allow PAP/ASCII 1 Enabie Suteloss Session Resume

Autharization PAG Time To Live

(] Allow CHAP (] enatie car croining
(] Allow MS-CHAPv1 ¥ B aow eap-Ts

EAP-TTLS Inner Methods
E] Allow M5-CHAPv2 Allow PAP/ASCII
Allow CHAP
Allow EAP-MD5 B tow is-HAPYT

2 Allow MS-CHAPv2

1 Weeks ~

1 Hours ~ (@

v @ Allow EAP-TLS B i EA-wS

i Allow EAP-MS-CHAPv2

D A"OW LEAP Allow Password Change Retries 1 (Valid Range 0 to 3)
hd All PEAP v @ Allow TEAP
oW

EAP Inner Methods

ol All EAP-MS-CHAPv2
~ & Allow EAP-FAST o v

Allow Password Change Retries 3 (valid Range O to 3) O
v M Allow EAP-TTLS R
[ Atlow Authentication of expired certificates to allow certificate renewal in Authorization Pelicy (7)

v @ Allow TEAP 80 v soomarens ok o1

Accept client certificate during tunnel establishment
[J enable EAP Chaining

D Preferred EAP Protocol LEAP 0

[ eap-TLS L-bit &

[ Allow weak ciphers for EAP ()

[ require Message-Authenticator for all RADIUS Requests (7
(] Allow 5G

Preferred EAP Protocal LEAP v (D

(0 EAP-TLS L-bit ()

cisco / . &/
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Federal Information Processing Standard (FIPS) Mode
&

FIPS mode configures ISE to use only FIPS approved cryptographic modules
- All non-FIPS compliant cipher suites will be disabled in EAP-TLS, PEAP and EAP-FAST
» Certificates and private keys must use only FIPS compliant hash and encryption algorithms
RSA Private keys must be of 2048 bits or greater
ECDSA Private keys must be of 224 bits or greater
DHE ciphers work with DH param of 2048 bits or greater
SHA1 is not allowed to generate ISE local server certificates
« The anonymous PAC provisioning option in EAP-FAST is disabled
« Local SSH server will operate in FIPS mode

FIPS mode changes require a restart of all ISE nodes in the deployment

cisco W./ #CiscolLiveAPJC BRKSEC-2705 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Context Visibility

O 0O O

- Single pane for all endpoints:

| i ANC v~ Change Authorization “~

MAC Address -

MAC Address

24:7E:12:66:C1:98

00:50:56:A8:B1:B2

00:50:56:A8:96:0E

cisco Lz{@/

Status

Sta...

A

IP Address

IP Address

192.168.10.2

10.62.148.138

10.62.148.140

Username

Username

24-TE-12-66-C1-98

EXAMPLEOW\alice

alice

Which endpoints are connected
Which profiles are assigned to which endpoints
IP to Mac address associations
Attributes, attributes, attributes!

Export ~ Import -

Hostname Endpoint Profile

Hostname Endpoint Profile

SEP247E1266C198 Cisco-IP-Phone-8865

ekorneyc-Win10 Windows10-Waorkstation

ekorneyc-winli Windows11-Waorkstation

Endpoints - 00:50:56:A8:B1:B2

MAC ADDRESS: 00:50:56:A8:81:82 = £ 0
Username: EXAMPLEO\\alice
Endpoint Profile: Windows10-Workstation

Current IP Address: 10.62.148.138

Location: Location — All Locations
Applications Attributes Authentication
I

General Attributes Custom Attributes Other Attributes

Description
Static Assignment false
Endpoint Policy Windows10-Warkstation

Static Group Assignment  false

Identity Group Assignment Workstation

A

A

#CiscoLiveAPJC BRKSEC-2705
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Endpoint 802.1X Supplicant Configuration

U Ethemetd Properties

CISco e

Netwo

Se
thi

Protected EAP Properties

\When comnecting:

[i] Verify the server's identity by validating the certificate

[Jconnect to these servers (examples:srv1;srv2;. =\ srv3\.com):

Trusted Root Certification Authorities:

(] Baltimore CyberTrust Root

[ Class 3 Public Primary Certification Authority
[ DigiCert Assured ID Root CA

[] pigiCert Global Root CA

[ bigiCert Global Root G2

[ bigicert High Assurance EV Roat CA

[ Globalsign

<

>

Notifications before conmecting:

Tell user if the server's identity can't be verified

Select Authentication Method:
secured password (EAP-MSCHAP v2) v

Enable Fast Reconnect
[[] Disconnect if server does not present cryptobinding TLV
[ Enable Identity Privacy

wpa_supplicant

NOPSIS
wpa_suppli
cconfig fil
file ]

OVERVIEW

Wireless networks do not
network equipment in the
This makes it easier for
monitor a

In addition,

sier. In many

a
vithout user's
A

N adapter may have b
join an i > networ
Link-1

Configure...

Cancel

NKLggsTtuviW ] [ iifname ] [ =

[ -PPID file ] [ —foutput

uire physical access to
as wired networks.
passive
ransmitted frames.
network is much
happen even
since the wireless
to automatically

#CiscolLiveAPJC

BRKSEC-2705

Network

A vava-usec-gm
TCR[IP DNS WINS 802.1% Proxies Hardware
Use a configuration profile to add an 802.1X profile to your system. Contact your system
administrator for mare information.
Protected EAP for Ethern...
Profile Information
Name: Protected EAP for Ethernet v2
Authentication: PEAP

Wireless Network:
Security Type:
Trusted Certificate:

Trusted Servers:

Enable automatic connection

2 Cancel oK

RADIUS-802.1x

EAP method

PEAP -
Phase-2 authentication

MSCHAPV2 -

certificate

Do not validate -

No cartificate specified. Your

on will not be private

Identity

username

nymous identity

[

password

Show password
Advanced options v

Cancel Save

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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BYOD / EMM / MDM

For Provisioning and Compliance

ISE

Authorization
Policy

IF JailBroken is No
AND PinLock is Yes
THEN Compliant

#CiscolLiveAPJC

BRKSEC-2705

— : Software

SOPHOS

Microsoft

SOTI

asco  Meraki

V’;Symantec.

MDM Attributes
ActivityType
AdminAction
AdminActionUUID
AnyConnectVersion
DaysSincelLastCheckin
DetailedInfo

DevicelD
DeviceName
DeviceType
DiskEncryption
EndPointMatchedProfile
FailureReason
IdentityGroup

IMEI

IpAddress

JailBroken
LastCheckIinTimeStamp
MacAddress
Manufacturer
MDMCompliantStatus
MDMPFailureReason
MDMServerName
MEID

Model
OperatingSystem
PhoneNumber
PinLock
PolicyMatched
RegisterStatus
SerialNumber
ServerType

Sessionld

UDID

UserName
UserNotified
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Provision Profiles

esen” Meraki

)

Network
Lab -~

Network-wide

Security & SD-WAN

Switching

Wireless

Systems Manager

Insight

Organization

cisco Lz//&/

New profile

%E} Profile configuration

4+ Add settings

& i0OS & macOS 6 tv(

Add new settings payload

Device type & iOS & macC

Q, | Search 60 available settings

Restrictions

Supportedon @& i0S| & macOS @& tw(

Passcode Policy

Supported on '@ iIOS & macOS & An

SCEP Certificate

Supported on @& 0S| & macOS @& tw(

Certificate

P

#CiscoLiveAPJC BRKSEC-2705

& Chrome =@ Windows

Dashboard

+ Add profile @ Help

& Chrome 22 Windows
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Enhanced ISE + Duo Integration for MFA ISE33.1

2nd Factor Auth

Contractors
John

Guest
Bob R A -'I-
4 w
|SE Duo Cloud Service
Employees
Alice
- Microsoft
oz e N ’ Active Directory

login as: employeel
Using kevboard-interactive authentication.
Passwcnrd:l

x John connected via Switch-SJCO01

-;','_,;g'c;- B
x Bob connected via "CORP” AP-SJCO03
E3 1 Alice connected via SJC-VPN-2

Only Active Directory integration is supported - not EntralD (Azure AD)
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MFA Requires a Finger and a Phone

#CiscoLiveAPJC BRKSEC-2705

cisco L@/@/



Solve ldentity for Zero Trust with Duo and ISE

O NG, 2N

Access Problem

Cisco ISE Cisco Duo Cisco ISE + Duo
,_ User + Device > — 1 On-Premise YT Web
(On-Premise) —-] Applications Only
@™ |OT Device > — -] On-Premise
7 (On-Premise) — Applications
11- User + Device > — 1 On-Premise VPN Web
—__  (Off-Premise) Applications Based Only
@™ User / Device 1— User / Device
T (On-Premise) > (On-Premise)
@ User + Device (f_\) Cloud No MFA N
(On-Premise) > —— Applications security
,_ User + Device C/_\) Cloud
(Off-Premise) > ——|  Applications

Cisco W. HCiscolLiveAPJC BRKSEC-2705 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 41



Challenges: Network Device
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ISE Compatibility

RFC2865 : RADIUS
RFC2866 : Accounting
RFC3579 : EAP Support
RFC5176 : CoA Support

Cisco ISE supports protocol standards like RADIUS, its
associated RFC Standards, and TACACS+. For more
information, see the |ISE Community Resources.

Cisco ISE supports interoperability with any Cisco or
non-Cisco RADIUS client network access device (NAD)
that implements common RADIUS behavior for
standards-based authentication.

Cisco ISE interoperates fully with third-party TACACS+
client devices that adhere to the governing protocoils.
Support for TACACS+ functions depends on the
device-specific implementation.

cisco Lq@/

#CiscoLiveAPJC

e
Cisco

Products and Services ~ Soluions ~ Support  Leam  Partners

Support / Product Support / Security / Cisco Identity Services Engine / Compatibility Information /

& cs.co/ise-compatibility

Explore Cisco ~ Search (O

Cisco Identity Services Engine Network Component Compatibility

Download 1y Print

Updated: August 11, 2021

Contents

Overview

Supported Protocol Standards, RFCs, and IETF Drafts
AAA Attributes for RADIUS Proxy Service
AAA Attributes for Third-Party VPN Concentrators
System Requirements
Supported Hardware
Supported Virtual Environments
Federal Information Processing Standard Mode Support
Validated Browsers
Validated External Identity Sources
Supported Unified Endpoint Management and Mobile Device Management Servers
Supported Antivirus and Antimalware Products
Supported Ciphers
Validated OpenSSL Version
Validated Client Machine Operating Systems, Supplicants, and Agents
Google Android
Apple i0S
Apple macOS
Microsoft Windows
Google Chromebook
Validated Operating Systems and Browsers for Sponsor, Guest, and My Devices Portals
Validated Devices for On-Boarding and Certificate Provisioning
Validated Cisco Digital Network Architecture Center Release
Validated Cisco Prime Infrastructure Release
Validated Cisco Firepower Management Center Release
Validated Cisco Stealthwatch Management Release
Validated Cisco WAN Service Administrator Release
Support for Threat Centric NAC

Overview

The documentation set for this product strives 1o use bias-free language. For purposes of this documentation set, bias-

Note free is defined as language that does not imply discrimination based on age, disability, gender, racial identity, ethnic
identity, sexual ori ion, i omic status, and il i i i may be present in the documentation
due to language that is hardcoded in the user interfaces of the product software, language used based on RFP
documentation, or language that is used by a referenced third-party product.

Cisco ISE supports protocol like RADIUS, its i RFC
Community Resources.

and TACACS+. For more information, see the ISE

Cisco ISE supports interoperability with any Cisco or nen-Cisco RADIUS client network access device (NAD) that implements

common RADIUS behavior for standards-based authentication.

Cisco ISE interoperates fully with third-party TACACS+ client devices that adhere to the governing protocols. Support for TACACS+
functions depends on the device-specific implementation.

Cisco ISE interoperates fully with third-party RADIUS devices that adhere to the standard protocols. Support for RADIUS functions
depends on the device-specific implementation.

Certain advanced use cases, such as those that involve posture assessment, profiling, and web authentication, are not consistently
available with non-Cisco devices or may provide limited functionality. We recommend that you validate all network devices and their

Was this Document
Helpful?

‘Vas“No‘

« Feedback

Customers Also Viewed

] ISE Compatibility Matrix (All
versions)

Contact Cisco

Open a Support Case

(Requires a Cisco Service
Contract)

This Document Applies
to These Products

Identity Services Engine 3.1

BRKSEC-2705
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https://community.cisco.com/t5/security-documents/does-ise-support-my-network-access-device/ta-p/3650231

Network Device Capabillities

HowtoBuy 3 ThomasH. @ ENUS

NImm
CIsco

Products and Services  Solutions ~ Support  Learn  Partners Explore Gisco  Search (),

I Cisco Identity Services Engine | Compatibility information |

Network Access Control Capabilities of Network Devices with Cisco Identity Services Engine

I sewe @ Translations Download g Print

Bias-Free Language

Was this Document Helpful

Contents Yes No wFe
Overview
Network Access Control Capabilities of Cisco Switches
Network Access Control Capabilities of Gisco Wireless LAN Controllers

Network Access Control Capabillties of Cisco Access Points
Network Access Control Capabilities of Gisco Routers
Network Access Control Capabillties of Cisco Remote Access Platforms.
Validated Cisco Meraki Devices
Additional References
Communications, Services, and Additional Information

Cisco Bug Search Tool

ontact Cisco

Open a Support Case

(Requires a Cisco Service Contract)
Documentation Feedback This Document Applies to.
Overview These Products
Ciseo ISE supports protacol standards like RADIUS, its associated RFC Standards, and TACACS+. For more information, see

Cisco ISE interoperates fully with third-party RADIUS devices that adhere to the standard protocals. Support for RADIU;
specific implementation.

E Community Resources. Identity Services Engine

tions depends on the device-

Cisco ISE interoperates fully with third-party TACACS+ client devices that adhere to the governing protocals. 't for TACACS+ functions depends on

the device-specific implementation.

S This document lists only the devices that are validated with Cisco ISE. Hence, this Is not the

Plete list of devices that are supported by
Note Gisco ISE.

‘The following notations are used to mark the device support:
« 2 Fully supported

= X : Not supported
« 1 : Limited support, some functionalities are not supported.

Table 1. Network Aceess Control Capabilities of Cisco Switches

Device Validated 05 AAA | Profiing  BYOD Guest Guest Posture MDM Trustsec
Originating
Minimum 08 > URL

1E2000 Cisco |0S 15.2(2)E4. v v v v v v v v
IE3000 Cisco 10S 15.2(4)EA6

Ciseo 0S 15.0(2)EB v v v x v v v
IE-3400-8P2S | Cisco I0S XE 17.9.1 Vo v v v v v v
IE4000 Cisco 10S 15.2(2)E5 Vo v v v v v v
IES000 Cisco I0S 15.2(4)E2

Cisco I0S 15.2(4)EA6

Cisco I0S 15.02A-EX5 v |V v v v v v v
IE4010 Cisco 10S 15.2(2)E5 Vo v v v v v v

Cisco I0S 15.2(4)E2

Cisco 10S 15.024-EX5 v |V v v v v v v
IR1101-K9  Cisco I0S XE 17.9.1 v |Not Not validated | Not validated | Not validated Not validated | Not validated v

validated

CGS 2520  Cisco l0S 15.2(3)E3 v oV v v x v v v

Ciseo 0S 15.2(3)E3 v v v x v v v
Catalyst 1000 Cisco I0S 15.2(7)E3 Vo v v v v v v

Cisco 10S 15.2(7)E3 v v v v v v v v
Catalyst 2060 Cisco I0S 15.0(2)SE11 v |V v v x v v X
LAN Base

Qisco 0 VI22(85)SES V|V v ! x ! ! X
Catalyst Cisco I0S 15.2(2)E4. v o v v v v v v
2960-C
Catalyst Cisco 10S 12.2(S5)EX3 v v v v v v v v

& cs.co/nad-capabilities

V' : Fully supported
: Not supported

Limited support, some functionalities are not supported

CIscoO

.&‘/

Device

IE2000
IE3000

IE-3400-8P2S

IE4000
IE5000

IE4010

IR1101-K9

Validated OS 1
Minimum OS 2

Cisco I0S
15.2(2)E4
Cisco I0S
15.2(4)EA6
Cisco I0S
15.0(2)EB
Cisco I0S XE
17.9.1

Cisco 10S
15.2(2)E5
Cisco 10S
15.2(4)E2
Cisco 10S
15.2(4)EAG
Cisco I0S
15.0.2A-EX5
Cisco I0S
15.2(2)E5
Cisco I0S
15.2(4)E2
Cisco 10S
15.0.2A-EX5

Cisco I0S XE
17.9.1

AAA  Profiling

v

Not

BYOD

4

Not

Guest

v

Not

Guest

Originating Posture

v

Not

URL

validated validated validated validated

v v

Not Not
validated validated

#CiscoLiveAPJC
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https://www.cisco.com/c/en/us/td/docs/security/ise/nad_capabilities/nad_capabilities_with_ise.html#fntarg_d54e148
https://www.cisco.com/c/en/us/td/docs/security/ise/nad_capabilities/nad_capabilities_with_ise.html#fntarg_d54e200
https://www.cisco.com/c/en/us/td/docs/security/ise/nad_capabilities/nad_capabilities_with_ise.html#fntarg_d54e212

Cisco Meraki Access Control Capabilities with ISE

Wireless
MR20, MR70, MR28, MR78

MR30H, MR36, MR42/E, MR44, MR45,
MR46/E, MR52, MR53E, MR56, MR57,
MR74, MR76, MR86, CW916x

Teleworker

Z3/C

Switching

MS120, MS125, MS130
MS210, MS225, MS250
MS350, MS355

MS390, 9300-M

MS410, MS425, MS450 (aggregation)
Security & SD-WAN

MX64/W, MX67/C/W, MX68/CW/W,
MX75, MX84, MX85, MX95, MX100,
MX105, MX250, MX450

vMX, vMX100

&

&

SR Y

K

802.1X
or MAB

-
802.1X -
or MAB

N K©

NN QAE:

-
802.11ac Wave2 or higher.
Min 27.6
Transport MX18.1+ -

-

-

14.2+

-

Transport MX18.1+

N ©

NN QKK

CDP+LLDP
CDP+LLDP
CDP+LLDP

Device Sensor
CDP/LLDP/
DHCP/HTTP

CDP+LLDP

cisco Lq@/
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No/Missing Network Device(s)?

A network device that Is
not defined in ISE will
not receive AAA
services from ISE!

Relevant Errors in Syslogs or ISE LiveLogs :
11007 Could not locate Network Device or AAA Client

5405 RADIUS Request dropped
5413 RADIUS Accounting-Request dropped

Cisco M./ #CiscoLiveAPJC  BRKSEC -2705 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



ISE Network Device Groups (NDGs)

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences More

Network Device Groups

£ Refresh | Add ok import T Export v = Flat Table .~ Expand Al »“ Collapse All
(1 Name Description No. of Network Devices
[0 > AllDevice Types All Device Types --
[0 -~ AllLocations All Locations --
0 - AMER 0
0O v US . mum 0
M 6 NDG Level
O » San Jose aXI u eve S 0
a ~ Building 0
O Floor 0
R Create Your Own Root NDGs! ’
[0 > Depariments ] -=
Cisco M-/ #CiscoLiveAPJC BRKSEC-2705 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 47




Network Device Group: Import from CSV

template.csv

Name:String (100) :Required Description:String (1024) Type:String (64) :Required Is Root:Boolean (true|false) :Required

X
Import CSV file

Select file to fnport: (Use a comma-delimited text file)

Choose File ﬂ * File: | Browse... | No file selected. Generate a Template

M'SS'ﬂg N DGS Deleted ﬂ [ Overwrite existing data with new data. @
Choose File ﬂ [J stop import on first error.

X UTF-8 Not Supported

r

cisco L‘V&./ #CiscoLiveAPJC BRKSEC-2705 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Network Device Profiles

Network Devices

Network Device Profiles

4 Edit <4 Add

[] Duplicate

)

(7] AlcatelWired

[Z] ArubaWireless
[Z] BrocadeWired
als Cisco
(%) HPWired
(Z) HPWired_SNMP_CoA
(5] HPWireless

[Z] MotorolaWireless

o 00000000

i RuckusWireless

cisco Lz//&/

Network Device Groups

Networ

)y Import vy Cisco Comi|

~  Descriptio

Profile for
Profile for
Profile for
Generic p
Profile for
Profile for
Profile for
Profile for

Profile for

* Name ArubaWireless
- Profile for Aruba wireless network access devices
Description /JIIUS Server Sequences More
)
Icon [i Change Icon... } Set To Default | (@)
Vendor Aruba
Supported Protocals ~ Permissions
RaDIUS Set VLAN
TACACS+
TrustSec IETF 802_1X Attributes
RADIUS Dictionaries | _Aruba X & Unique Attributes @ 1o Aruba:Aruba-User-Vian +w MName Aruba:Aruba-Named-User-Vlz

Templates

Expand All f Collapse All

~ Authentication/Autharization
> Flow Type Conditions

> Attribute Aliasing

> Host Lookup (MAB)

> Permissions

> Change of Authorization (CoA)

> Redirect _

» Advanced

Summary
Based on this configuration, the following are supported:

Services: Radius, TACACS, MAB, 802.1X

CoA: RFC (default CoA port: 3799, default DT

Native URL Redirect: Static (1)

Set

v Redirect

Type Static URL

Client IP Address

Originating URL

Session ID

SSID

Redirect URL Parameter Names

Client MAC Address

ip

mac

url

essid

|

#CiscoLiveAPJC
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Create ISE Network Access Device Profiles

«  Network Access Device Profiles

«  About Network Access Device Profiles

. Custom Network Access Device Profiles
« Steps To Create Custom Profiles

. Qverview
. Gather Information
. Device Configuration
. Profile Creation and Assignment
. Policy Configuration
+  RADIUS Dictionaries
. Determine if you need to import a dictionary
. Importing RADIUS dictionaries
« Defining The Custom Profile
. Create New Profile Entry
*  Supported Protocols
. RADIUS Dictionaries
. Flow Type Conditions
. Attribute Aliasing
. Host Lookup
. Permissions
«  Change of Authorization (CoA)
. URL Redirect
. Generate Policy Elements
e Summary
« Using your Network Device Profile
. Assign the NAD Profile
*  Authentication/Authorization Conditions
»  Authorization Profiles
. Verify Behavior

cisco Lz{@/
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Table of Contents

» Network Access Device Profiles
« About Network Access Device Profiles
« Custom Network Access Device Profiles
» Steps To Create Custom Profiles
« Overview
« Gather Information
+ Device Configuration
« Profile Creation and Assignment
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» RADIUS Dictionaries
+ Determine if you need to import a dictionary
+ Importing RADIUS dictionaries
+ Defining The Gustom Profile
+ Create New Profile Entry
+ Supported Protocols
+ RADIUS Dictionaries
« Flow Type Conditions
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« Host Lookup
« Permissions
« Change of Authorization (CoA)
* URL Redirect
+ Generate Policy Elements
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https://community.cisco.com/t5/security-documents/how-to-create-ise-network-access-device-profiles/ta-p/3631103#toc-hId--1993527886
https://community.cisco.com/t5/security-documents/how-to-create-ise-network-access-device-profiles/ta-p/3631103#toc-hId--1302966412
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| took some time to import and update quite a bit of RADIUS vendor dictionaries for 3rd party vendors
into ISE. | grabbed this information from various community and open source sites but | obviously can't
test it against every vendor out there since | don't have a selection of 140+ 3rd party NADs sitting in my
lab. After | imported them to ISE, | exported them and have uploaded them here.

Note: If any of these don't work of | need to update some of the attributes, please shoot me a PM and I'l
make the necessary adjustments. Also if there are any vendors | should be adding, let me know.
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Challenges: Policy
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©  Profiled Cisco IP Phones A IdentityGroupName EQUALS Endpoint Identity Groups:Profiled:Cisco-IP-Phone  G15C0_IP_Phanes o 4+  Select from list 7+ e
(] Profiled Non Cisco IP Phones  [=]  Non_Cisco_Profiled_Phones Non_Cisco_IP_Phones 2 + Select from list 7+ o

[E] Network_Access_Authentication_Passed

. Unknown_Compliance_Redir Cisco_T |_Onboard + s fi +
» Tt Help o ) isco_Temporal_Onboar: 7 Select from list Y o

g 8 & @

[E Gompliance_Unknown_Devices

[E]  Network_Access_Authentication_Passed
NonCompliant_Devices_Redl 1, Cisco_Temporal_Onboard 2 +  Selectfrom list 7+ o Pt
rect [F] Non_Compliant_Devices

[E]  Network_access_Authentication_Passed
Gompliant_Devices_Access  AND PermitAccess 2 +  Select from list 7+ o &
[ Compliant_Devices

B
(5]
Employos_EAP-TLS AnD PermitAccess 2 +  BYOD s+ o o
[F eap-ns
[E] mac_in_san
[5)  wiretess_802.1x
Employee_Onboarding AnD. NSP_Onboard 2 +  BYoD 24+ o &
[ Eap-wscHapv2
£ GuestFlow
Wi-FI_Guest_Access Ao Permithccess 2 +  Guests 74+ 0

B

Wireless_MAB
wi- eess Cisco_WebAuth 2 & Selectfrom list 7+
Fi_Redirct_to_Guest_Login | Wireesa-MAS °

©  Basic_Authenticatod_Access [  Network_Access_Authentication_Passed PermitAccess 2 +  Selectirom list 7+ ws

©  oefaun DenyAccess ¢ +  Selectfrom list 7+ =

8 & 8 @

cisco 2
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Policy Set Au

thorization Rules

Conditions

domai :
AND Work_Hours

domain.com:ExternalGroups EQUALS domain.com/User

domain.com/Users/Ambassadors

/Engineering

5/HR
radius_test 2

domain.com:ExternalGroups EQUALS domain.com/Use

Network Access:Username EQUALS

Who}

IdentityGroup-Name EQUALS Endpoint Identity Groups:Blocklist

Network Access:EAP Tunnel EQUALS TEAP
AND domain.com:ExternalGroups EQUALS domain.com/Users/Domain Users
AND Network Access EapChainingResult EQUALS User and machine both succeeded

domain.com:ExternalGroups EQUALS domain.com/User
AND Session:PostureStatus == Compliant

Domain Computers

domain.com:ExternalGroups EQUALS domain.com/User
AND Session:PostureStatus == Unknown

Domain Computers

égogo How
Profiles <" Much

PermitAccess & Ambassadors

PermitAccess & Engineering
PermitAccess & HR
DenyAccess

DenyAccess

PermitAccess

Domain_Computer

Quarantine

IdentityGroup-Name == Endpoint Identity Groups:Cisco-IP-Phone
Wireless_MAB

Wh

ne & Phone
at

AND ldentityGroup-Name EQUALS Endpoint Identity Groups:Cameras

AND Guest_Flow

Radius:NAS-Port-Type EQUALS Virtual

[RADIUS:CaIIed—Station—ID ENDS WITH Guest
9 Wh ere}

‘-
Device:Location EQUALS[AII Locations:Fabrication

Status |Rule Name
A Why

Lobby_Ambassadors
Engineers
HR
radius_test
Blocklist
Employee+Machine
Domain_Computer_Compliant
Domain_Computer_Unknown
Phones
Cameras
Guest_Wireless
VPN_Employees
Fabrication_Plant
Default
cisco Lq@/
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Sdrveillance

Internet_Only & Guest

PermitAccess

Manufacturing

DenyAccess
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Monitoring Authorization Rules

@ Status Rule Name Conditions
. = = AND
ree MNon_Compliant_Devices
Network_Access_Authentication_Passed
@ Enabled _Devices_Access AND
Compliant_Devices
Disabled

Wireless_802.1X

BYOD_is_Registered

(0 (M @ O @ @ @@ @@ 6o

AND
EAP-TLS
MAC_in_SAN
Wireless_802.1X
° Employee_Onboarding AND
EAP-MSCHAPv2
Guest_Flow
Q Wi-Fi_Guest_Access AND
Wireless_MAB

Wi-
Wirel MAB
° Fi_Redirect_to_Guest_Login E reless_
° Basic_Authenticated_Access E Network_Access_Authentication_Passed
Q Default

cisco Lz{@/

#CiscoLiveAPJC

Profiles

Cisco_lemporal_unbo...

PermitAccess -

PermitAccess -

NSP_Onboard

PermitAccess -

Cisco_WebAuth

PermitAccess -

DenyAccess

BRKSEC-2705

Security Groups

select rrom st

Select from list

BYOD

BYOD

Guests

Select from list

Select from list

Select from list

Hits

Actions

i

T o ©
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Organizing Your Network Devices and Policies

- Network Access Type Location
* Wired * Theaters
Q * Wireless e Country
- . VPN » City
« Branch * Building / Floor / Room
Organization | SE Vendor / Model
* Regions « Cisco
* Line of Business « Catalyst | 1) | 1,
e Departments * Meraki
« IT/OT * Aruba cisco.
« Juniper
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"Always be labbing.

Katherine McNamara
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ISE Cisco Security

Cisco Secure and 42Gears

Learn more aboust Cisco Secure and
42Gears

ACALVIOD>

Cisco Secure and Acalvio
Leam more about Gisco Secure and
Acalvio

'ARMIS

Cisco Secure and Armis

Leam more about Clsco Secure and
Armis,

Cisco Secure and Bayshore

Learn more abous Clsco and
Bayshore

Cisco Secure and Certego

Cartago provides comprehensive
and managed securly incident
response services.

CIscoO

X ALEF

Cisco Secure and ALEF
NULA

Loarn more sbout Cisco Secure and
ALEF NULA

Gisco Secure and Amazon
Web Services (AWS)

By focusing on secury, simplcity,

Cisco Secure and Asimily
Leam more about Cisco Secusre and

Aty

BlackBerry

Cisco Secure and
Blackberry
Loarm more soaut the Biackbarry

L ]
& cHECK POINT

Cisco Secure and Check
Point

Learn more sbout Clsco Secure and
Check Point

e.

/ABSOLUTE

Cisco Secure and Absolute

Learn more about Absohe

Cisco Secure and ArcSight
Learn more about Cisco snd
Arcsight

Attivo

NETWORKS.

Cisco Secure and Attivo
Networks

Learn more about the Attvo
Notworks

0 BLU

Cisco Secure and
BluSapphire

Laarn mons about Cisco Secure and
BwSapphine

cifrix

Cisco Secure and Citrix

Learm more about Cisco Secure and
Cirix

@cLAROTY

Gisco Secura and Claraty
Lesrn mare sbout Cisco snd Claraty

&) CyberMDX

A FORESCOUT COMPANY

Cisco Secure and
CyberMDX

Learm more Bbout Cisco Secure sng
CyberMDX

digitaldefense

Cisco Secure and Digital
Defense

Loarm more abou Claco Secure and
Digal Defense

Envoy

Cisco Secure and Envoy
Laaen more abon Cisco Secure snd

FIREMON

Ciseo Secure and Firemon

Loam more about Glsco and
Frehon

Culinda

Cisco Secure and Culinda

Learm mare sbout Cisco Secure sag
Culinds

Y CYLERA

Cisco Secure and Cylera
n mara about Clico Sacuss nd

elastic

Cisco Secure and Elastic
Eiastic Securty unifies SIEM,

8UIPpING thams  prove, detect,
and respond 1o threats.

. exabeamr
Cisco Secure and Exabeam

Exatieam s the next- gen SIEW and

detaction, vesigation, and

F:ERTINET

Cisco Secure and Fortinet

ForliSOAR haips CSIRTs 1o respond

Impdigance piattorms

[ A3

Cisco Secure and CyberArk
Learn mare sbout Cisco Secure 8
Cyberark

.‘_'- Cynerio

Cisco Secure and Cynerio
Leam more anout Gisco Secure ana

P clostica

Cisca Secure and Elastica

Leam mare about Clsce and
Eastica

=@ ExtraHop

Cisco Secure and ExtraHop

Learn mare sbour Gisee Secure srd
Exirabop

A GLOBO

Cisco Secure and Globo

Leam mare about Glsco Secure and
Giobo

Cisco Secure and Huntsman

Learm more sbout Cisco a0d
Huntsman

llusive

Cisco Secure and llusive

Learn more sbout Clsco Secure and
usive.

A jamf

Cisco Secure and Jamf
Leam more sbout Cisco and Jm{

207 LogRhythm-

Cisco Secure and
LogRhythm
LogRhythen provide inteligence and

and neutralize damaging cyber

Cisco Secure and Microsoft
inTune

Leam more sbout Cisco and
Microsoft nTune

echnl

Cisco Secure and IBM
MaaS360

Leam more about Clsco and BM
Maa$360

Infoblox "2

Cisco Secure and Infoblox

Leam more sbout Clsco snd
Infoblox

LINKSHAD§W

Combat the Dark

Cisco Secure and
Linkshadow

Loam more about Clsco Secure and
Linkshadow.

SBMEDIGATE

Cisco Secure and Medigate

Laarm more sbout Cisco Secure and
Medgate.

mobiconnect

Cisco Secure and
MobiConnect

Leam more about Clsco and
MabiConnect

lllance

Cisco Secure and IBM
QRadar

Loarn more sbout Cisco and IBM.
QRadar

] t ]
Cisco Secure and Ivanti

Mobileiron

Learn mon sbout Cisco Secure and
Iantl Mablleiron

LiveAction

Cisco Secure and
LiveAction
Loarn more sbout Cisco and

DMIER‘D
FOCUS

Cisco Secure and Micro
Focus ArcSight

Learn more sbout Cisco and Micro
Focus AreSight

MOSYLE

Cisco Secure and Mosyle

more about Cisco Secure and
Mosye.

D NETWITNESS

Cisco Secure and
NetWitness

MNetWitnass, an RSA® Group
Business, Is a camprefiensive XOR
solution that accelerates threat
detection snd responss.

NUTANI>C

Cisco Secure and Nutanix
Laam more bout Gisco and NUtnix

Cisco Secure and Panaseer

Loam more about Glsco and
Panaseer

Radiflow

Cisco Secure and Radifiow
Leam more about Cisco ISE and
R

®

Cisco Secure and SAP
Laam more about Clsco and SAP

% cisco.com/go/csta
rid Cloud |

pxGrid | pxG
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INFINITY INNGVATION

GCisco Secure and Noovus
Leam more about Cisco sad Noowis

~

nyansa

Cisco Secure and Nyansa
Leam more anout Cisco and Nyansa

WPingldentity.

Cisco Secure and Ping
\dentity

Leam more 800wt Cisco Securs and
Ping identty

RAPIDI)

Cisco Secure and Rapid7
InsightConnect

Leam more about Clsce and Rapid?
InsightConnect

Securoni<

Cisco Secure and Securonix
Laam mors anout Cisco sng
ronix

pxGrid Direct

BRKSEC-2705

AN
4 NoZON!

Cisco Secure and Nozomi
Learm mare abou Cisco and Nozomi

oror

Clsco Secure and Ordr
Leam more 6ot Cisco Secure and
oror

©

Qualys.

Cisco Secure and Qualys

Leam mare abous Gisco and Qualys

RAPIDY)

Cisco Secure and Rapid7
Insightyh

Laam maro abaie Clsco and Rapki?
InsightiM

SMOKESCREEN

Cisco Secure and
Smokescrean

Learm mare sbau Cisco and
Smakescreen

SOPHOS

Cisco Secure and Sophos

Lean mare abour Gisco and Sophos

sumo logic

Cisco Secure and Sumo

Lagic

Liam more about Cisco Secire and
Logie

TIBC2

Cisco Secure and TIBCO

Learn mare about Cisco Secure and
Teco

SECURITY

Cisco Secure and TrapX

Learm mare about Cisco and TragX

Il uncommonx

Clsco Secure and

UncommonX

Unsommank speciallzes in

simgilfying the Intnitely sprawing

o of disparate cyber 10015 nd
‘compicaten systa

Dec 2023

SOTI

Cisco Secure and Soti

Learn more shiout Cisco snd Sot

€ SWIMLANE
Cisco Secure and Swimlane

teams. 10 overcome process snci

tangoe

Gisco Secure and Tangoe

Learn more sbiout Cisco Secure and
Tangoe

TrelixX

Cisco Secure and Trellix

Learn more about Cisco and Trelix
oL

vmware

Cisco Secure and VMware
Wiorkspace One

Loarn more abiout Cisco and
Vhware Workspace Gne

NTENDISE

Cisco Secure and
XTENDISE

Loar mom abiout Cisco ISE and
XTENDISE
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splunk>

Cisco Secure and Splunk
SIEM

Loam mors sbout Gisco and Spiunk
SiEM

v Symantec.

A Division of Broadcom

Cisco Secure and Symantec
Loam mors abous Cisca and
Symantec

tenable

Cisco Secure and Tenable

Learm more aboust Clsca and

TrelixX

Cisco Secure and Trellbx
Skyhigh

Laarn more abawt Clsca and Trelli:
Skytigh

GVvu

Cisco Secure and VU
Security

Leam more sbou Clsca Secure and
VU Securiy

€ TANILM

Tanium

Leam more abaut Cisca and Tanium
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ISE Security Ecosystem Integration Guides
Tags: & cs.colise-guidesttag

42Gears | AAD | AD | Acalvio | ACI | Active-Directory | ANC | adaptive-network-control | adaptive-policy | AIEA | AirWatch | Alef |
Amazon | AMP | analvytics | Android | Ansible | AnyConnect | API | APIs | APIC-DC | APIC | APICDC | Apple | appliance | Arista |
Armis | Aruba | ASA | Asimily | ASR | Avaya | AWS | Azure | AzureAD | Bayshore | Blusapphire | Brocade | BYOD | CAIEA |
Catalyst | Catalyst-Center | CC | CCC | CCV | Certego | certificate | certificates | certs | Checkpoint | Chromebook | CIMC | Cisco
| Claroty | Cognitive | compliance | CSC | CSE | CSM | CTA | CyberArk | CyberObserver | CyberVision | Cylera | Cynerio | data-
connect | DataConnect | DeceptionGrid | deployment | developer | DevNet | DFLabs | DNA | DNAC | Duo | EA | EAP-FAST | EAP-
TLS | EAP | eduroam | ELK | EntralD | Envoy | errors | ExtraHop | Extreme | F5 | FAST | features | Firepower | EMC | Firewall | FTD
| Forescout | Fortinet | FTD | FW | Good | Google | quides | HP | Huawei | Hyper-V | IBM | IBNS | icons | Incman | IND | InfoBlox |
instance | intro | introduction | Intune | iPad | iPadOS | iPhone | ip-phones | ipsec | ipsk | ISE | Ivanti | JAMF | JumpCloud | Juniper
| Kibana | KVM | labs | LDAP | LinkShadow | LiveAction | lb | load-balancing | log-analytics | logging | logs | Logzilla | MaaS360 |
macOS | MAB | McAfee | MDM | Medigate | MEM | Meraki | Microsoft | EntralD | MicroTik | Mobilelron | mobility | Motorola | MR |
MS | MX | MySQL | Nessus | NetScaler | network-analytics | NGFW | Nozomi | Nutanix | OCI | ODBC | Okta | operations | Oracle |
OracleCloud | ORDR | PAN | Palo-Alto | partners | passive | passive-id | PEAP | pfSense | phones | Pl | PIC | Ping | PKI | PNG |
Postman | posture | prescriptive | Prime | products | proxy | PXG | PXGC | PXGD | pxgrid-cloud | pxgrid-direct | pxGrid | QRadar |
Qualys | Radiflow | RADIUS_CLI | RADIUS_Proxy | radius-simulation | RADIUS | Rapid7 | REST | Rockwell | RSA | Ruckus | SCCM |
sd-access | SD-Access | SDA | secure-access | secure-client | secure-endpoint | secure-network-analytics | secure-workload |
security | Securonix | segmentation | ServiceNow | simulation | SM | Smokescreen | SMS | SMTP | SNA | SOTI | Splunk |
Stealthwatch | stencils | SVG | SWA | switch | switches | switching | Symantec | syslogs | Systems-Manager | TACACS | | Tanium
| TEAP | Tenable | Terraform | Tetration | third-party | ThreatConnect | TLS | TrapX | troubleshoot | troubleshooting | trustsec |
TrustSec | UCS | Umbrella | upgrade | split-upgrade | vCenter | Visio | VM | VMware | VOIP | web-appliance | Webex |
WebexRoomNavigator | windows | wireless | WLC | Workload | WSA | WSUS | XenMobile | XTENDISE | zero-touch | ZTP
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https://community.cisco.com/t5/security-knowledge-base/ise-security-ecosystem-integration-guides/ta-p/4782363#VOIP
https://community.cisco.com/t5/security-knowledge-base/ise-security-ecosystem-integration-guides/ta-p/4782363#web-appliance
https://community.cisco.com/t5/security-knowledge-base/ise-security-ecosystem-integration-guides/ta-p/4782363#Webex
https://community.cisco.com/t5/security-knowledge-base/ise-security-ecosystem-integration-guides/ta-p/4782363#WebexRoomNavigator
https://community.cisco.com/t5/security-knowledge-base/ise-security-ecosystem-integration-guides/ta-p/4782363#windows
https://community.cisco.com/t5/security-knowledge-base/ise-security-ecosystem-integration-guides/ta-p/4782363#wireless
https://community.cisco.com/t5/security-knowledge-base/ise-security-ecosystem-integration-guides/ta-p/4782363#WLC
https://community.cisco.com/t5/security-knowledge-base/ise-security-ecosystem-integration-guides/ta-p/4782363#Workload
https://community.cisco.com/t5/security-knowledge-base/ise-security-ecosystem-integration-guides/ta-p/4782363#WSA
https://community.cisco.com/t5/security-knowledge-base/ise-security-ecosystem-integration-guides/ta-p/4782363#WSUS
https://community.cisco.com/t5/security-knowledge-base/ise-security-ecosystem-integration-guides/ta-p/4782363#XenMobile
https://community.cisco.com/t5/security-knowledge-base/ise-security-ecosystem-integration-guides/ta-p/4782363#XTENDISE
https://community.cisco.com/t5/security-knowledge-base/ise-security-ecosystem-integration-guides/ta-p/4782363#zero-touch
https://community.cisco.com/t5/security-knowledge-base/ise-security-ecosystem-integration-guides/ta-p/4782363#ZTP
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ISE Nodes - Mix and Match & Ccs.co/ise-scale

dWS
\/7
SNS-3795 .
SNS-3755 == Microsoft A Azure
SNS-3715
SNS-3695 NUTANI>S ORACLE
SNS-3655 Future
SNS-3615 ware

cisco Lg// / o
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ml

Free, 90-day ISE Evaluation Licenses!
& cs.colise-licensing

i Identity Services Engine Dashboard

Bookmarks @ Your Evaluation license expires in 89 days. You will have limited administrative access to Cisco ISE after t
A\ Evaluation Mode 89 Days
Dashboard

Summary Endpoints Guests Vulnerability Threat ® Manage */

Context Visibility — P .
remier o

Operations _

Total Endpoints () Active Endpoints =cted Endpoints (i
Policy < >
0 Advantage
Administration X
Work Centers 0
i AUTHENTICATIONS © g o X 5 ESSGntIaIS o x
Identity Store Identity Group Network Device Failure Reason Device Name Type Location _
Interactive Help . ) :
No data available. available. No data available.

Device Admin Appliance License
X

cisco L‘V&. #CiscoLiveAPJC BRKSEC-2705 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 67



Appliance versus VM

« Rapid deployment
@ Pros Dedicated HW Resources * Flexible HW resources
« “Network Device” vs Compute 10X+ R/W with SSD for MnT
« MnT Storage up to 2.4TB

« Static HW Resources
8)Con « No SSD - spinning disks only
g * Ordering, Shipping, Racking
 Remote management

& ISE Appliances vs VMs vs Cloud Deployment Comparison

Resource Reservation Failure!!
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On-Premises versus Cloud

aa

« Rapid deployment
@)Pros Control . FI_eX|bIe HW resources -
« Simple, pay-as-you-go billing
« Automation

* Plan ahead * Learning curve
8) Con |
* Procurement « Security
S+ Automation? e Surprise bills

({O ISE Appliances vs VMs vs Cloud Deployment Comparison
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ISE Architecture & cs.co/ise-scale

Distributed ISE

Policy Administration Node (PAN) %
—

 Single plane of glass for ISE admin

Standalone ISE

 Replication hub for all config changes

@ Monitoring & Troubleshooting Node (MnT) @ o

* Reporting and logging node

» Syslog collector from ISE Nodes /" Network
=\ POlicy Services Node (PSN) A
Smmm | ° Makes policy decisions =)

« RADIUS / TACACS+ Servers
pxGrid Controller (PXG) A
* Facilitates sharing of context (3#)
| Single Node (Virtual/Appliance) Multiple Nodes (Virtual/Appliance) |

\Up to 50,000 concurrent endpoints 3700 Up to 2,000,000 concurrent endpoints )

\Up to 50,000 concurrent endpoints Up to 2,000,000 concurrent endpoints )

Up to 20,000 concurrent endpoints Up to 500,000 concurrent endpoints )

&
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ISE Node Personas... Explained

Partner Eco System
SIEM, MDM, NBA, IPS, IPAM, etc.

Admin
o

ISE PSN IP address* =
AAA RADIUS server @
o

o R
1

_)
((:-) Configure
RADIUS, TACACS+, Context (pxGrid)
Profiling, etc., l
Config Sync A
@ A < u A >
NGV =) PN = o

Authorization Policy Ul I Exchange Topics

IN

If | Employee then | VLAN-100
@ Context SGT Name: Employee = SGT-10

Logs
SGT Name: Contractor = SGT-20

p
(Gonvecir ] then 5aT-20
MNT
If[ Things | then| AcL-300
L Bob with Win10 on CorpSSID
|\

l,b-ﬁk ‘ﬂ_’g

v

*PSNs can optionally be behind a load-balancer and can be accessed via Load Balancer Virtual IP address (VIPs)
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Zero Touch Provisioning & cs.colise-ztp -

SNS Appliances ESXi Cloud
w/ CIMC

Native APls

Use configuration
ISO/IMG file mount

CIMC - Cisco Integrated Management Controller
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Deploy Cisco ISE Natively on Cloud Platforms

& cs.co/ise-on-cloud

AWS Cloud Your Network
[ e e e
| Availability | | Availability | =5 oo
; Zone 1 v Zone 2 :
I B I E OCl Compartment
T ey — | e === 1 mmm——————— 2
ﬂ ! VPC Subnet 1 E o VPC Subnet 2 : | Availability : | Availability :
1 a ) a | | Domain 1 - Domain 2 [
| R | : — t
I YR I ! . I
| 1 | | 1 | | |
I B | : I { |
; : : : Virtual | : :
I ’ ' Bl ' I Cloud | Subnet 1 | : Subnet 2 !
! AU I ‘ |Network! P |
| CiscolSEAMIs | | Cisco ISE AMIs | § & | 1 @ | Virtual
! i — gy \ IPSec Tunnel | — P ——_ | Private
@ 0
I Azure Subscription
' ﬂ == T e T e Sl g ﬁ
; [ Availability K Availability I
| } Zone 1 ! Zone 2 :
1 T t | T
t | : | |
e ——— | | |
| : : I
1 Subnet 1 : - Subnet 2 |
& | " :
Azure Virtual | N |
|
Network (VNet) | | ‘ ! ! -
| | | ‘_—)
I b | ->
| g il
| CiscolSEVMs || CiscoISEVMs 0 < ~ o Irtamat [}  DNetware
@ | B - Gateway | Access Device
.’ I : - Virtual Private IPSec Tunnel
Resource | . 11 ID Provider Network Gat
group l L) " |
[ ! : [}
1 '
| : {

cisco Lq@/

Your Network

Endpoints

DNS,
CA,LDAP
Services

#CiscoLiveAPJC BRKSEC-2705
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Your Network

Endpoints
|
|
I
|
|
|
I
I
|
I
|
: Network
| Access Device
|
: |
| O
: DNS,
’ CA, LDAP
Services
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Enforcement Options

Why?

Switchport

Before
Authentication

After Authentication

Profiling?
Guests?

cisco W/

Monitor
Visibility: profiling,
supplicant configuration,
bad credentials, certs

authentication host-mode multi-auth
authentication open

Port Open
Unconditionally

Port Open
Unconditionally
(Access-Reject ignored)

Yes

Yes

#CiscolLiveAPJC

&

Low-Impact

Differentiate access with
ISE authorization policy

authentication host-mode multi-auth

Traffic subject to
Pre-Auth ACL:

DNS, DHCP, PXE, etc.

ISE response

Yes

Yes, redirect to hotspot

or self-registration

BRKSEC-2705

Closed

IEEE 802.1X
specification

authentication host-mode multi-auth

EAP Only

ISE response

After Authentication
Requires Sponsor

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Digital Certificates are A CRITICAL A

Endpoint Network Device AAA Server ldentity and
(Supplicant/Client) (Authenticator) (Authentication Server) Security Services

.

l m "
\ AX /4
=
EAP Authentication &) SCEP
BYOD

—%

=— —— ISE Admin
- —}
<SAML>
M) Portals
L SAML_——
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Planning: Sizing & Scale
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ISE Deployment Scale @ cs.colise-scale

=50: PSNs + <= 4 PXGs) -~

/

A

o
4

Standalone to Distributed

«  Same for physical and virtual deployments
« Compatible with load balancers
« No changes to current Licensing Model

e

Eval / Demo / Lab Small HA Deployment Medium Multi-node Deployment Large Deployment
2 x (PAN+MNT+PSN) + 1 x PSN 2 x (PAN+MNT+PXG), <= 6 PSN 2 PAN, 2 MNT, <=50: PSNs + <= 4 PXGs

P T T T T
S amamammmommmmmnmnmmmmmmmmome

3 G G
W W

3700

100 Endpoints

Up to 2,000,000 Endpoints
3600 100 Endpoints Up to 50,000 Endpoints Up to 2,000,000 Endpoints

Up to 50,000 Endpoints
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ISE Performance & Scale

Maximum Concurrent Active Sessions

- ISE Licensing counts active endpoint sessions

- RADIUS Accounting defines session Start & Stop events
- Sessions Start upon RADIUS Authorization

- Sessions Stop upon :
1) Disconnect 2) Session Expiration 3) Idle Timeout

Table 3. Maximum Concurrent Active Sessions for Deployments
Cisco SNS

Cisco SNS
3715

Unsupported
75,000
25,000

Cisco SNS
3655

500,000
25,000
25,000

Cisco SNS
3615

3595
500,000
20,000
20,000

Deployment
Large

Unsupported
12,500

Medium

Small 12,500

i)
CISsco

. | Cisco Identity Services Engine / Compatibility Information /

Performance and Scalability Guide for Cisco Identity Services Engine

“ Save % Translations E Download ei Print

Bias-Free Language

Contents
Overview

Cisco ISE Node Terminology
Different Types of Cisco ISE Deployment
Sizing Guidelines for ISE Deployment
Considerations for Choosing a Deployment
RADIUS Authentication Rates
TACACS+ Authenti n Rates

Scenario-Specific Authentication Rates

Cisco ISE Deployment Scale Limits

Cisco ISE SXP Scaling

Cisco ISE Hardware Appliances

Cisco ISE Virtual Machine and Cloud Platforms
Overview
This document lists the sizing guidelines for Cisco Identity Services Engine (Cisco ISE).
Cisco ISE Node Terminology

A Cisco ISE node can provide various services based on the persona that it assumes. The menu options that are available through the Admin portal are
dependent on the role and personas that a Cisco ISE node assumes.

Table 1. Different Types of Cisco ISE Nodes

Cisco SNS
3755

750,000
150,000
50,000

Cisco SNS
3695

2,000,000
50,000
50,000

Cisco SNS
3795

2,000,000
150,000
50,000

&

cisco Lzﬁo//

#CiscolLiveAPJC BRKSEC-2705

Different Types of Cisco ISE Deployment

Table 2. Types of Cisco ISE Deployments

Evaluation Small Deployment Medium Deployment

Large Deployment

gAn FReghs SN
S = E) = Ay (A
1 A I N e
(:=) ‘/3# \ « AIlISE personas (PAN + \) EJ Ek)
SA_AT MnT + PSN + pxGrid)
«+ All ISE personas (PAN + on the same appliance ~7 Sy ~7 %
. . i or VM instances. )/ d’? (L o ‘f“f )
gn"‘lrho fasrr:a a?:ﬁ::ln * Two-node deplovment. '\ ..L+ \ ‘L E.’"' \ - ( &
© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 78



Steady State versus Peak Demand

You will have a mix of static and mobile endpoints
Some endpoints are always on with long (8+ hours) session expirations

Usage patterns will cause regional and periodic ebbs, flows, and spikes
- Increased regional activity “follows the sun”
- Wireless roaming spikes on the hour to change classrooms and meetings

Mobile endpoints hibernate & roam causing a 3-10X+ larger load
Misconfigured devices can have 100-1000X larger than average auth load

Table 4. Maximum Concurrent Active Sessions for Different ISE Appliances Acting as PSNs
Cisco SNS Cisco SNS Cisco SNS Cisco SNS Cisco SNS Cisco SNS Cisco SNS

3595 3615 3715 3655 3755 3695 3795

Dedicated PSN
(only PSN persona)

Shared PSN
(multiple personas)

40,000 25,000 50,000 50,000 100,000 100,000 100,000

20,000 12,500 25,000 25,000 50,000 50,000 50,000
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Multiple ISE Deployments?

0, . Q299
2 DOQYLYY
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- 3
[ »
S oo |8
& 0p) QOO
g |8 nedaas
Sdy i |
%59
99999 DI
Yoy [eeniE
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o N
2 QUYUYY| & QYUY
c D ey
SOEIEITITD V<
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o S
9 29999 | ©
1992028018 |[poaa
<« )< A@A@Ae <« )< AeA@A <
PO @%mmmw

No ISE “Manager of Managers” (MOM)!

80
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Other Scaling Considerations

- ISE PAN: Policy Sets and Authorization Rule Optimization, AuthzProfiles
- ISE MNT: Log Filtering
- |SE PSNs: EAP Protocols, Profiling Probes, Node Groups, Collection Filters

- Network Devices: Load Balancing, ldentity Stores, Misconfiguration,
Accounting, Timers, Timeouts, EAP/Stateless Session Resume, Fast
Reconnect, ACLs, SGTs/SGACLs, Bugs

- Mobile Endpoints: High re-auth rates (hibernation and roaming),
misconfigured passwords, untrusted certificates

- Automation: TACACS for Admins vs Tools
- Bugs
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Planning: Lab




Cisco ISE High Level Design (HLD

CIscoO

% cs.co/ise-hld

ISE High Level Design (HLD)

m AnyCunnect Idenu'!ySsrvices Engine (... @ 48001 77 ® 0

COMMENTS

q;-’ thomas

Introduction

G J

v Business Objectives

V Environment

v Scenarios

V Policy Detalls

Operations & Management
cale & High Availability

An ISE High Level Design (HLD) is recommended to assist you with the design and planning of your ISE
deployment. Having a clearly written security policy - whether aspirational or active - is the first step in
assessing, planning and deploying network access security. Without this, it is hard to break down the
deployment into phases by location or capabilities. When seeking outside help, the HLD provides a huge
time savings for education other teams, partners, Cisco Sales representative, Technical Assistance
Center (TAC) representative or even the ISE product and engineering teams. Clearly state the desired
solution capabilities, hardware and software environment and integrations can quickly allow people to
understand what you want and how to configure it or troubleshoot it.

Enterprise Security
Endpoints Network Devices Cisco ISE Identity Services Security Services

+ Users - Switches + Standalone ISE = Azure/AD/LDAP « Cloud Analytics

+ Devices « WLCs/APs * Multi-node ISE - MDM * Secure Firewall

- Things « VPN - VM/Applisnce + SAMLIMFA « Partners

L A
" }@ . ISE
_ier%

0 DNA Center

Business Objectives

Identify the Customer Business Objectives that ISE must solve. Typically this involves regulations and
compliance or identified security threats and risks to smooth operation of the business or brand. But it
also involves mitigating risks with controlled network access for everyday IT processes. This is how you
begin to craft your network access control policy. The more specific you can be, the better.

Consider the following example business objectives that must translate into access control palicy

* We want to provide sponsored guest access to our visitors

+ All network device administration commands must be authorized and logged for potential audit

.&/

#CiscoLiveAPJC

« We want to identify all endpoints on our network so we can begin to apply access control policies

» We do not want our employees personal devices on our corporate network

+ We want our employees to any device they want but we want to manage it to ensure it and any
information on it is properly secured

BRKSEC-2705 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 83




Deployment by Location vs Scenario
g m om om om op m B

Segment

e @ & Q8 & O O O O

S

access 48 g ] ]
Monitor = = — = == = = = =

| Profile == - - ) L . L - . D
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ISE Deployment: Standalone

Role: Standalone
May run all ISE services
Not joined to a deployment

cisco M./ #CiscoLiveAPJC BRKSEC-2705 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 85



ISE Deployment: Small

CIscoO

.&/

Role STANDALONE

Make Primary

Primary

#CiscoLiveAPJC

[ <N}

BRKSEC-2705

© 2023 Cisco and/or its affiliates

General Settings

Profiling Configuration

Hostname ise-server

FQDN ise-server.aws.local

IP Address 172.31.2.15

Node Type Identity Services Engine (ISE)

Role STANDALONE | Make Primary

Administration

~  Monitoring

Role

PRIMARY

Other Monitoring Node

[7] Dedicated MnT (0)

~  Policy Service
~ Enable Session Services

Include Node in Node Group

None

Enable Profiling Service (:)
D Enable Threat Centric NAC Service ()

(J > Enable SXP Service ()

[] Enable Device Admin Service (7)

[] Enable Passive Identity Service (1)

> pxGrid O




ISE Deployment: Small

[v% Register

OJ

Hostname 'S Personas

[:] ise-server Administration, Monitoring, Policy Servic...

Host FQDN®

ise2.domain.com

User Name™®

Primary Secondary

admin

Password®

cisco L‘V&- #CiscoLiveAPJC BRKSEC-2705 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 87



ISE Deployment: Small 3 Node
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ISE Deployment: Medium 2 x (PAN+MNT+PXG), <= 6 PSN

cisco Lq/ / o
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ISE Deployment: Medium 2 x (PAN+MNT+PXG), <= 6 PSN

Region A Region B

cisco L‘V&. #CiscoLiveAPJC BRKSEC-2705 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 90




ISE Deployment: Medium 2 x (PAN+MNT+PXG), <= 6 PSN




ISE Deployment: Medium

2 x (PAN+MNT+PXG), <= 6 PSN

AN (A

AN (A

Region A Region C
CIsCO W_/ HCiscoLiveAPJC BRKSEC-2705 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 92




ISE Deployment: Medium => Large

AN (AN A

=) ISE =\ |SE =) ISE

cisco L‘V&. #CiscoLiveAPJC  BRKSEC -2705 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public




ISE Deployment: Medium => Large

Primary PAN A

ISE

Primary MNT

Secondary PAN




ISE Deployment: Large 2 PAN, 2 MNT, <=50: PSNs + <= 4 PXGs




ISE Deployment: Large 2 PAN, 2 MNT, <=50: PSNs + <= 4 PXGs

Ay . (A Ay . (A

ISE ISE

AN (AN A

=) ISE =) |ISE =) |ISE ‘
— — —
e e
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2 PAN, 2 MNT, <=50: PSNs + <=4 PXGS

ISE Deployment: Large

@@@@@
@@@@@

44999

494999

@@@@@
@@@@@

#CiscoLiveAPJC BRKSEC-2705
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2 PAN, 2 MNT, <=50: PSNs + <= 4 PXGs

ISE Deployment: Large

SERRERE
SSRELERE
SERRERE

NRERERE
4929
4999
Q99

NERERERE
3999

9999
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cisco Lq@/



2 PAN, 2 MNT, <=50: PSNs + <= 4 PXGs

EISE/ |

EISE/

EISE/

EISE/

| |GEASE

EE:

| G2ASE

EE:

=)ISE

(EUSE

=)ISE

(EUSE

=)ISE

(=USE

=)ISE

(EUSE

ISE Deployment: Large

EUSEG)

| (EISE@®

EISE/

|| G=USE

EISE/

|| (=ASE

EISE/

|| (=ISE

=)ISE

lEE:

=)ISE

EE:

=)SE

|| G2USE

=)ISE

|| G2USE

=)ISE

(=USE

=)ISE

(EUSE

=)ISE

(=USE

=)ISE

cisco Lq@/
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Large Deployment: Centralized or Distributed

; Data Center 2
- Secondary PAN & MNT ~Primary PAN & MNT

% + QAEWD 300‘”(\5%4-@ ........

3
e
ANG
re

st
ws®

.
.
ey,
g

.
e
T,
P,
.
.

N,
"

« Separate PAN and MNT nodes
« Max 50 PSN+PXG per deployment

A
+ Max 300ms latency between PAN
and other ISE nodes (not NADSs)

» Co-locate PSNs with AD or other
dependencies

cisco Lz%o//
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Primary PAN is Required for Many Operations...
Feawre  AvlableWhenPrimary PANisDown?

Internal user RADIUS authentication

RADIUS authentication reliant on identity stores
New endpoint learned through profiling.
Existing endpoint with profile change

Existing endpoint with no profile change

Guest: Local Web Authentication (LWA)

Guest: Central Web Authentication (CWA)

New Guest (Sponsored or Self-registered)

Except flows with device registration: Hotspot, BYOD, and CWA

Guest: Change password

Guest: AUP

Guest: Max Failed Login Enforcement
Posture (lease unable to fetch timer)
BYOD with Internal CA

Existing Registered Devices

MDM on-boarding

pxGrid: New registrations or sessions
Log in to GUI of secondary nodes

XXEXHUXXXXUUUXXHJ

Login delayed due to call to PAN for last login details
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ISE Installation Guide: Node Communications
& cs.co/ise-docs

NTP: udp/123
Repository: FTP, SFTP, NFS, HTTP, HTTPS

..... | bxGrid (Bulk Download): tcp/8910 File Copy: FTP, SCP, SFTP, TFTP
== { PxGrid ( ): tep! l e TC-NAC

-] pxGrid V1 & i
PxGrid V2 Py FireAmp/Qualys
pxGrid Client b pxGrid V2: REST/Websocket 8910 Syslog: udp/20514, tcp/1468
X Syslog udp/20514, tcp/1468 Secure Syslog: tcp/6514
Email/ Y Secure Syslog: tcp/6514 NetFlow for TS: udp/9993 PR <!
: J s
SMS A 0 e’ e S T i
Gateways SMTP: i mem ST g ot * s A
2 ot T MDM
A G| < tcozs [ HTTPS; tcp/443 s TC-NAC: tcp/443 D
Vs -1 Y r \\s
Y 1 Syslog: udp/20514, tcp/1468 Syslog. udp/20514, top/1468 F | MDM API: tepn0cx "
/ 7 i Secure Syslog: tcp/6514 Secure Syslog® tcp/6514 / - Intune: tcp/80, tcp/443 3
- ’ S ] CoA (REST API): udp/1700 i \
. pxGrid: tcpi5222 JGroups: tcp/12001 MnT to PAN) s ',' 7 RADIUS Auth: udp/1645,1812
SMTP: tcp/25 JGroups: tcp/12001 ISE Messaging Service 8671 i RADIUS Acct: udp/1646,1813
(PPAN: et_ngal)l ~ 71 RADIUS DTLS: udp/2083
expiry notifiy > A ;7 RADIUS/IPSec: udp/500
7 ! ot -ICTS CoA:udp/1700, udp/3799| ------ / / RADIUS CoA- udp/1700,3799
Vi H : 78 TACACS+: tcp/49 (configurable) o
{ [Syslog: udp/20514, tcpi1468 e e DRt WebAuth: tcp 4438443 NADs
t | Secure Syslog: tcp/6514 CoA (MhiNGu%( Limit): udp/1700 S gﬁa'; tcg/ ?fg?
% | SNMP Traps: udp/162 5 > Y ; N - udp; fom—
(N o O RADIUS CoA: udp/3799 (PAN thru PSN). Attributes \ | SNMP Trap: udp/62
---------------------- gt / e NetFlow: udp/9996
Guest: tcp/8443 ;ﬂ"gﬁc};ﬂj’é’ BERS AR A28 . | PHCP:udp/67, udp/68 ya
Discovery: tcp/8443, tcp/8905 KDC:tcp/88 . | DHCPV6: udp/547 7
Posture Updates: tcp/443 GUI: tcp/80,443 Agent Install: tcp/8443 KPASS: tcp/464 ~J SPAN:tcp/80,8080 2
Posf :JreF p(éa tes ./82&3 SSH: tcp/22 Posture Agent: tcp/8905 SCEP: tcp/80, tcp/443; EST: tcp/8084 CA PKI:tcp/9090 >
[Hiex ool 1D Sponsor (PSN): tcp/8443 PRA/KA: tcp/8905 NTP: udp/123 SXP: tcp/64999 L~~~
Smart Licensing: tcp/443 SNMP: udp/161 DNS: udp/53 OCSP: tcp/80 — -
REST API (MnT): tcp/443 DHCP: udp/67 CRL: tcp/80, tcp/443, tcp/389 L Inter-Node Communications
: ERS API: tcplgoeo WMI client probe: tcp/135, tcp/445 ODBC (configurable): N
i : Kerberos (SPAN): tcp/88 Microsoft SQL: tcp/1433 X Policy - Policy: tcp/7800, tcp/443 (PSN to SXP),
Cloud Services p icroso!  top =\
Cisco.com/Perfigo.com SCEP: tcp/80, tcp/443; EST: tcp/8084 Sybase: tcp/2638 — udp/1700, udp/3799 (PSN to PSN CoAs)
PortgreSQL: tcp/5432 fw ’
Oracle: tcp/1512 [\ ::‘ Admin(P) - Admin(S): tcp/443, tcp/12001(JGroups),
P -| 1P ¥e"d°’ TS Agent: {cp/9094 “—— | tcp/9300 (Elastic Search)
specific AD Agent: tcp/9095
i S ,9‘;02 - Wil oS PIP | Monitor(P) - Monitor(s): tcp/443, udp/20514
Ll gl LB, Syslog: udp/40514 or tcp/11468 (Syslog)
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Staging: Patching




Patching

-+l ldentity Services Engine Administration /7 System

CIsCco

P’ Bookmarks Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore More

[ ]
Dashboard Patch Management

Repository |nSta”ed PatCheS

Operational Data Purging

I Context Visibility

Selected 0 Total 0 G {0}
A, Operations

Localdisk Management

) Install

( Policy
Patch Version ~

& Administration

No dat: ilabl
ml1  Work Centers o data available

?) Interactive Help
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Release Notes for Patch Features & Fixes!

HowioBuy ~ Pamners 3 login @ ENUS

Caveats
Products and Services Solutions Support Lean Explore Cisco Search Q
CISCO

Mew Features in Cisco ISE Release 3.2 - Cumulative Patch 4

[ Cisco identity Services Engine | Release Notes |

Release Notes for Cisco Identity Services Engine, Release 3.2

Customer Experience Surveys

I save @ “Translations g Download |=| Print

Updated: August 16, 2022

Contents

Introduction to Cisco Identity Services Engine
What is New in Cisco ISE, Release 3.27
Cisco Private 56
Cisco AnyConnect Rebranding
Glsco pxGrid Direct
Confguration of Authorization Policies for PassivelD Login Users
Data Connect
Deploy Cisco ISE Natively on Gloud Platforms
EAP-TLS and TEAP Authorization Support with Azure AD
Endpoint and Logical Profile Summary Report
ERS APis Open AP| Specification
ERS APis PATCH Request Support
Managing Passwords of Cisco ISE Users
Mobile Device Management Enhancement
Posture Condition Script Support
Required URL for Smart Licensing
Security Settings Enhancement
‘Single Entry for Endpoints with GUID in Endpoint Context Visibility Window
Support for Extra Small Vinual Machine Deployment
System 360
View Clsco ISE In Default or Dark Mode
Zero Touch Pravisioning - Security Update
System Requirements
Supported Hardware
Supported Virual Environments
Federal Information Processing Standard (FIPS) Mode Support
Validated Browsers
Validated External Identity Sources.
Supported Antivirus and Antimalware Products
Validated OpenSSL Version
OpenSSL Update Requires CA'True In CA Centificates
Known Limitations and Workarounds
Hyper-V Installations have DHCP Enabled on eth0 Interface
Antimalware Condition for ClamWin Products
Host allas Is not added or removed automatically when IPv6 address Is configured on an
Upgrade Information
Upgrading to Release 3.2
Upgrade Packages
Upgrade Procedure Prerequisites
Cisco ISE Integration with Clsco Dighal Network Architecture Center

Install a New Patch
Caveats
New Features in Cisco ISE Release 3.2 - Cumulative Patch 4
Customer Experience Surveys
Microsoft Intune Ends Support for UDID-Based Queries for Its MOM Integrations
Wi-Fi Device Analytics Data from Cisca Catalyst 9800 Wireless LAN Controller
Resolved Caveats in Cisca ISE Release 3.2 - Cumulative Patch 4
New Features in Cisco ISE Release 3.2 - Cumulative Patch 3
Link External LDAP Users to Cisco ISE Endpoint Groups
Spitt Upgrade of Clsco ISE Deployment from GUI

cisco Lz//&/

Was this Document
Helpful?

Bias-Free Language

Yes No

= Feedback

Customers Also Viewed

O Cisco Identity Services
Engine Installation Guide,
Release 3.2 --- Cisco
Secured Network Server
Series Appliances and Virtual
Machine Requirements

Contact Cisco

Open a Support Case a

(Requires a Cisco Service
Contract)

This Document Applies to
These Products

Identity Services Engine 3.2

nterface

Microsoft Intune Ends Support for UDID-Based Queries for Its MDM Integrations
Wi-Fi Device Analytics Data from Cisco Catalyst 9800 Wireless LAN Controller
Resolved Caveats in Cisco ISE Release 3.2 - Cumulative Patch 4
New Features in Cisco ISE Release 3.2 - Cumulative Patch 3
Link External LDAP Users to Cisco ISE Endpoint Groups
Split Upgrade of Cisco ISE Deployment from GUI
Ukrainian Language Support in Portals
Resolved Cawveats in Cisco ISE Release 3.2 - Cumulative Patch 3

Open Caveats in Cisco ISE Release 3.2 - Cumulative Patch 3
MNew Features in Cisco ISE, Release 3.2 - Cumulative Patch 2
Bulk Update and Bulk Delete Support for Context-In API in pxGrid Cloud
pxGrid Direct Enhancements
Support for Cisco Secure Network Server 3700 Series Appliance
Resolved Cawveats in Cisco ISE Release 3.2 - Cumulative Patch 2

Open Caveats in Cisco ISE Release 3.2 - Cumulative Patch 2
Mew Features in Cisco ISE, Release 3.2 - Cumulative Patch 1
Extended Support for Cisco Secure Client
Meraki Connector for Cisco ISE
pxGrid Cloud Support for Context-in
Support for Cisco Al Analytics

SGT Reservation using OpenAPl

Resolved Caveats in Cisco ISE Release 3.2 - Cumulative Patch 1

#CiscoLiveAPJC
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Operations: Automation
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ISE 3.3 APIs on DevNet

5G

acibindings
acisettings
activedirectory
adminuser
allowedprotocols
ancendpoint
ancpolicy
authorizationprofile
Backup and Restore
byodportal
Certificate
certificateprofile
certificatetemplate
Custom Attributes
Data Connect
Deployment
deploymentinfo
downloadableacl
egressmatrixcell
endpoint

Endpoint Replication
endpointcert
endpointgroup
externalradiusserver
filterpolicy
guestlocation

guestsmtpnotificationsettings

guestssid
guesttype
guestuser

cisco Lz%o//

hotspotportal
identitygroup
idstoresequence
internaluser

Ipsec

Iseversion

LDAP

License

LSD Settings
sendmessage
mydeviceportal
networkdevice
networkdevicegroup
node

nspprofile

Patch and Hot Patch
Policy

portal
portalglobalsetting
portaltheme
profilerprofile
pxGrid Direct
pxgridnode
pxgridsettings

radiusserversequence

Repository
restidstore
selfregportal
service
sessionservicenode
sgacl

#CiscoLiveAPJC

sgmapping
sgmappinggroup

Sgt

SGT Reservation
sgtvnvlan
smsprovider
sponsoredguestportal
sponsorgroup

sponsorgroupmember

sponsorportal
supportbundle

supportbundledownload

supportbundlestatus
sxpconnections
sxplocalbindings
SXpvpns
systemcertificate
System Settings
tacacscommandsets
tacacsexternalservers
tacacsprofile

tacacsserversequence

Task Service
telemetryinfo
TrustSec
Upgrade

BRKSEC-2705

& cs.cofise-api

Cisco

Deve |0p er Documentation

Learn -

Technologies Community Events

Documentation > All > Identity Services Engine > Gisco Identity Services Engine API v1

Latest

Introduction
Getting Started

API Reference
Configuration (Day 1)
Operation (Day 2)
Monitoring

Upgrade (Day N)

Versioning

Guides

Developer Resources

Community and Support

© 2023 Cisco and/or its affiliates. All rights reserved.

Versioning

introduced

Resource

5G

acibindings

acisettings

activedirectory

adminuser

allowedprotocols

ancendpoint

ancpolicy

authorizationprofile

Backup and Restore

Bulk Update and Bulk Delete support for
Context-in APl in pxGrid Cloud

byodportal

Certificate

Q) SIGN UP FREE LOG IN

The following matrix represents the initial Cisco ISE version in which an API was

Cisco ISE Version

3.2

3.0

3.0

22

23

2.1

22

&1

3.1 patch 6

22

3.1 (Generate Self-Signed
Certificate APl introduced in 3.1
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ISE Lifecycle Orchestration & Policy Management

P o E R DY W

Zero Touch Patch License Certificate Configuration Policy Operations
Deployment Installation Management Management Management Management Automation

@ ISE 3.1 Patch 1 or later
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ISE Deployment and Operational Lifecycle

VPC
____________________
L (@A) @SN
= #) (= =<
AR ©
= #) (=
AL ©
= H =
Provision Deploy Configure Operate Destroy
VPC(s Certificates |dentity Stores Manage Endpoints Terminate
Networks Roles Network Devices Reporting
VPNs Services Policy Sets Performance
ISE Nodes Licensing Endpoints pxGrid / Events
Repository(s) Load Balancers Portals Backup/Restore
Patch + Hotpatches Patch
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ISE with Meraki in AWS
& github.com/1homas/ISE_with_Meraki_in_AWS

v y \E\iv_g VPC: 172.31.0.0/16 us-west-1
eraki ~ S3C ) L@ [ |
_"'..m:_ B 8 E | Availability Zone 1 .
~ Eaiappeagac ~ | VPC: 172.31.0.0/16
M vv VSFTPd : :
° o | Private Subnet [Ziod | |
: 172.31.2.0/24 = |
Playbook i -

S

e

3

- i A 172.31.2.11 172.31.2.111 i
x 6_ 19 st & 5
YAML | ~30m i

Lab 192.168.100.0/24 '@‘ :
: Public Subnet 172.16.0.0 i
Z3/C R : 172.31.1.0/24 IPAIAN] Ry
1 172.16.2.0 :
MR | ee e .. @ E j vMX i
MX s IGW] | - |
MS sensmmnmsnses s (7] | :
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DataConnect P ISE 3.2

Documentation Learn « Technologies + Community + Events Q) SIGN UP FREE LOGIN

Documentation > All > Identity Services Engine > Data Connect

ENDPOINTS_DATA

Data Connect Collection of all data related to endpoint that ISE collects
Introduction )
Type: View
Data Connect Getting Started
Guides Column name Data Type Column Description
v . ENDPOINT_POLICY_ID VARCHAR?2 S ifies th i ID of th dpoint poli d
Gettlﬂg Started F Database Views _ _ pecifies the unique ID of the endpoint policy use
AAA_DIAGNOSTICS_VIEW
¢ Requirements ADAPTER_STATUS MATCHED_POLICY_ID VARCHAR?2 Specifies the ID of profiling used
From Java COde T( ADAPTIVE_NETWORK_CONTROL
ADMINISTRATOR_LOGINS .
NMAP_SUBNET_SCANID NUMBER NMAP subnet can ID of end paints
From Python Code ADMIN_USERS
AUP_ACCEPTANCE_STATUS
From Oracle SQL De\ ‘eloper AUTHORIZATION_PROFILES PORTAL_USER VARCHAR2 Specifies the portal user
From Microsoft Excel on Windows CHANGE_CONFIGURATION_AUDIT
. COA_EVENTS AUTH_STORE_ID VARCHAR2 Specifies the auth store ID
Guides P ENDPOINTS_DATA
ENDPOINT_IDENTITY_GROUPS
Changelog ENDPOINT_PURGE_VIEW DEVICE_REGISTRATIONS_STATUS NUMBER Specifies if device is registered
EXT_ID_SRC_ACTIVE_DIRECTORY
. EXT_ID_SRC_CERT_AUTH_PROFILE REG_TIMESTAMP NUMBER Specifies the registered timestamp
Database View: EXT_ID_SRC_LDAP
EXT_ID_SRC_ODBC
EXT_ID_SRC_RADIUS_TOKEN POSTURE_APPLICABLE NUMBER Specifies if Posture is Applicable
EXT ID SRC_REST
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Operations: Monitoring




ISE Admin Role Based Access Control (RBAC

‘duey Identity Services Engine Administration / System

P! Bookmarks Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

[ ]
Dashboard Authentication

Admin Groups

I Context Visibility

Authorization >
Selected 0 Total 15 £ {§}
Operations
\ P Administrators ~
+ Add A~ Y
' Policy Admin Users
Admin Groups O Name External Groups Mapped Description
£ Administration
) 93 Customization Admin 0 Access Permission to Guest Menu and Device Portal Manage...
n Work Centers Settings > o ‘
] 9 ERS Admin 0 Full access permission to External RESTful Services (ERS) A...
] 53 ERS Operator 0 Read-only access permission to the External RESTful Servic...
?) Interactive Help ] 3 Elevated System Admin 0 Access permission for Operations tab. Includes System and ...
B 92 Helpdesk Admin 0 Access permission for Operations tab.
] 9 Identity Admin 0 Access permission for Operations tab. Includes |Identity Man...
] 5 MnT Admin 0 Access permission for Operations tab.
) 92 Network Device Admin 0 Access permission for Operations tab. Includes Network Res...
] 2 Policy Admin 0 Access permission for Operations and Policy tabs. Includes ...
] 53 RBAC Admin 0 Access permission for Operations tab. Includes System and ...
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Remote Logging Targets (Syslog Servers

il |dentity Services Engine Administration / System

J! Bookmarks Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

[ ]
Dashboard Log Settings

1 CONTExE Visibility Remote Logging Targets Remote Logglng TE] rg etS
Logging Cat i
i 09ging Lategories Selected 0 Total 4 7
\ Operatlons Message Catalog
Add All ~
. Collection Filters + ?
(' Policy
Name ~  IP Address Port Type Description Status
4 Administration
O LogCollector 127.0.0.1 20514 UDP SysLog Syslog Target for Log Collector Enabled
Al Work Centers
O ProfilerRadiusProbe 127.0.0.1 30514 Profiler SysLog Syslog Target for Profiler RADIU... Enabled
O SecureSyslogGCollector 127.0.0.1 6514 Secure SysLog Secure Syslog Collector @ Disabled
5 .
LI L e O  TCPLogCollector 127.0.0.1 1468 TCP SysLog TCP SysLog collector @ Disabled

Ccisco Lt//@/ HCiscoLiveAPJC ~ BRKSEC-2705
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ISE Message Catalog

i
CISCO

Identity Services Engine

Bookmarks Deployment Licensing Certificates Logging Maintenance Upgrade
N
Dashboard Log Settings
Context Visibility Remote Logging Targets Message C&tﬂ'Og
Logging Categories
Operations Message Catalog
.t Export
f Collection Filters

Policy
Category Name ~ Message Class

Administration
ACI Binding TrustSec

Work Centers
ACI Binding TrustSec
ACI Binding TrustSec

Interactive Hel

P ACI Binding TrustSec

ACI Binding TrustSec
ACI Binding TrustSec
AD Connector External-REST
AD Connector External-REST
AD Connector External-REST
AD Connector External-REST
AD Connector External-REST
AD Connector External-REST

CIscoO

-

Administration / System

#CiscoLiveAPJC

Health Checks

Message ...

92001

92002

92003

92004

92005

92006

25100

25101

25102

25103

25104

25105

BRKSEC-2705

Backup & Restore

Message Text

ACI binding created

ACI binding updated

ACI binding deleted

ISE informed ACI about binding created
ISE informed ACI about binding updated
ISE informed ACI about binding deleted
Connecting to external REST ID store s...
Successfully connected to external RE...
Connection to external REST database ...
Perform plain text password authentica...
Plain text password authentication in e...

Plain text password authentication in e...

Admin Access

Settings

Message Description

Got ACI binding create message
Got ACI binding update message
Got ACI binding delete message
ISE informed ACI about binding created
ISE informed ACI about binding updated

ISE informed ACI about binding deleted

ISE is going to establish a new connect...

ISE successfully connect to external RE...

ISE failed to establish a new connectio...

ISE is starting plain text password auth...

Plain text password authentication in e...

Plain text password authentication in e...

Total 2883

All ~

Severity

INFO
INFO
INFO
INFO
INFO
INFO
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

DEBUG

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Al

ISE System 360

il |dentity Services Engine

Bookmarks Summary Endpoints Guests
Dashboard
Total Endpoints (1)
Context Visibility <
LN aYal
Operations
RADIUS Troubleshoot
Policy Live Logs Diagnostic Tools

Live Sessions Download Logs

Administration .
Debug Wizard

Work Centers Threat-Centric NAC

Live Logs Adaptive Network Control
Policy List
Interactive Help TACACS Endpoint Assignment
Live Logs

N’

P

' BYOD ENDPOINTS ©

Type Profile

cisco Lq@/

Vulnerability

Threat

Active Endpoints ()

Reports

System 360

Settings

Monitoring &

Log Analytics &

X :

Severity

#CiscoLiveAPJC

Dashboard

®

Rejected Endpoints (1)

cation

® simulator - 100%

ALARMS © g o X

Name Occu... Last Occurred

BRKSEC-2705

Anomalous Behavior (i)

0

.

i ENDPOINTS ©

Profile Logieal Profile

133

%1 SYSTEM SUMMARY ©

1 node(s)

ISE

© 2023 Cisco and/or its affiliates. All rights reserved.

Manage

~
[

Authenticated Guests (i)

0

[
Q
X

@ unknown - 97.74%

® 3com-device - 2.26%

g & X
All ~ 24HR ~
N
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System 360: Monitoring

whali |dentity Services Engine

Operations / System 360

J' Bookmarks Settings Monitoring Log Analytics

BS Dashboard G} 88 General /ISE-Dashboards =%

i+ @ (O LastSminutes v Q 2 30s v =]}
| Context Visibility

Host node_ISE ~

’\ Operations Q
NOTE: 15 seconds metrics scrape duration
(| Policy +
og
2. Administration oo System CPU RAM Network Disk
Work Centers @
n
Q. Uptime Cores Used% Traffic - Received Read 10PS Disk space used 10 Reads
; 44 da )
?) Interactive Help & y 1 6 m 1.65 MB/ | 3. 50 iofs 23 s 6%' | 57'3 kB/s-
1 — | {
| — e | i
Load 68% | I ' '|‘__ ]
Usage % Usage Traffic - Transmitted Write IOPS Free space 10 Writes
(_\ (_\ (_\ RAMTotal  RAM Used
31268 21.1GB
_o0400 | | _o3s0 ) | o420 | 2.62m4 _ 10.5i0rd 25068 - 265 8/¢
Load Tm Load Sm Load 15m - 2.71% \ "\I N M~ A I."
N L/ D — |/
CPU Utilization
Min Last *
== Systern B8.20%  14.0%
50%

User 9.07%  22.2%
== Nice 0% 0%

40%

cisco Lq@/
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System 360: Log Analytics

sl |dentity Services Engine Operations / System 360

J! Bookmarks Settings Monitoring Log Analytics

B% Dpashboard

| Context Visibility elastic

'\ Operations = pashboard

O Polcy Dashboards

&.. Administration

mli  Work Centers QU Search... Tags v
Title Description Tags Actions

?) Interactive Help ISE Observability Dashboard Y

ISE Overview Dashboard &
ISE Processes Summary &
ISE Troubleshooting Dashboard Va
Profiler Performance Y
Profiler Summary &
RADIUS Accounting Summary &
RADIUS Authentication Summary &
RADIUS Performance Y
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System 360: Log Analytics

‘dudi Identity Services Engine Operations / System 360

Bookmarks Settings Monitoring Log Analytics

Dashboard

Context Visibility

= Dashboard ISE Overview Dashboard

Full screen  Share  Clone & Edit
Operations _
Bl ~ Search Lucene ~  Today Show dates C Refresh
Policy @  + Add filter
Administration time series overview count
: ® Count O
Work Centers 28
286
2.4
2.2
2
. 18
Interactive Help 16
1.4
12
1
0.8
0.6
0.4
0.2
[i
00:00 03:00 06:00 09:00 12:00 15:00 18:00 21:00
per 10 minutes
Total Hit Count failed Top Hit Service Type Most use NAD Profile
132'3: ® Failed
B0.0%
70.0%
60.0%
.0
s00% Framed
Lo Top Hit Service -
30.0% Tvna Most use NAD Profile
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ISE Repositories

b ldentity Services Engine Administration / System

CIsco

J| Bookmarks Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore More

.-
Dashboard Patch Management

Repository List » Add Repository

I\ Context Visibility Repository , , ,
) ) Repository Configuration
Operational Data Purging

'\ Operations

Localdisk Management
* Repository Name

* Protocol Disk
Location FTP
A Work Centers * Servr Name SFTP
TFTP
NFS
Credentials CDROM
* Enable PKI authentication HTTP
* User Name HTTPS

{/ Policy

& Administration

* Path

?) Interactive Help

* Password
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Al

Localdisk Management

Bookmarks
Dashboard
Context Visibility
Operations
Policy
Administration

Work Centers

Interactive Help

cisco Lq@/

b ldentity Services Engine

CIsco

Deployment Licensing

Patch Management
Repository
Operational Data Purging

Localdisk Management

Administration / System

Certificates Logging Maintenance Upﬁ

Local Disk Management > ISE

Files

Files from the table below will be used for Localdisk Mar
The files must be downloaded or deleted one at a time. F

S

File Name
» corefileanalysis(0)
[] upgraderpms.log
» corefiles(0)

» CSD-config-backup(0)

Upload File

Please drag and drop or select the file that you want to use in the wizard.

@

Choose file or drag and drop to upload.

Accepted files: All
Accepted sizes: up to 20GB

> gc(6)

#CiscoLiveAPJC BRKSEC-2705

Select File
Close
15MB 2023-11-27 21:52:49
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Administration > System > Backup & Restore

dueh Identity Services Engine Administration 7 System

) Bookmarks Deployment Licensing Certificates Logging Maintenance Settings
Backup Configuration Data
a
Dashboard Backup & Restore
Backup & Restore “Backup Name
| Context Visibility Policy Export
Backup Now '
‘\ Operations
® Configuration Data Backup *Repository Name
' Policy O Operational Data Backup “—
£ Administration *Encryption Key
[ Backup Now ]
- Work Centers
*Re-Enter Encryption Key
Schedule Backup
%) Interactive Help I,fD Internal CA Certificate Store is not in this backup. It is recommend
“—/ to export it using " application configure ise" CLI command us
Configuration Data Backup Schedule
Operational Data Backup Schedule
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Ask The Community

& Cs.co/ise-community

How to Ask the Community for Help

 The Community is Not TAC

« No Comment on Roadmaps or Fixes
 New Features and Feedback

* Provide Details

 Goal/Scenario?
« NAD Hardware & Software?
 Endpoint OS(es)?
 Browser(s)?
» Reproducibility (expected vs actual
* Use Pictures or even Video!

cisco Lq@/

il 2 1
c||5c|0 Cisco Community @ coaisn resser Loon

= FIND A COMMUNITY
This board v e £ Options

) ¥ @ O =

Technology & Support For Partners Customer Connection Webex Events Members & Recognition

Cisco Community / Technology and Support Security / Network Access Control

@ Start Design Deploy Integrate Learn

deployment questions.
or assist with your TAC case in these forums.

er best practices.
Ask a Question

Create

This comr
For production deployment issu
Pleas|

_\ase ontact th’TA!Wé iII t oe
see How to Ask the Community for Help for o

Network Access Control

Cisco Access Control Server (ACS), Identity Services Engine (ISE), Zero Trust Workplace

Labels Next >

+ Discussion + Blog + Document
+ Video + Project Story

Find more resources

# Blogs v £ Project
1 2 3 1939 Next > & Documents  Gallery
) Events
O ISE 3.0 patch 4, Cat sw 9200 7.3.1 Wire Redirect fail 5 0 o & New Community Member
by KelvinT % on 01-26-2022 12:19 PM - Latest post on 01-26-2022 03:49 PM by @ Arne e L e Guide
Bier o3 & &% o o o
0 MAB / Voice Authentication % . 5 - Featured Projects
by wizi % on 01-21-2022 02:05 PM - Latest poston 01-26-2022 03:17 PM by @ Arne Bier - .
. REPLIES ~ HELPFUL  VIEWS
0 cisco ise 2.3 command set & shell profile can work together? & 5 5 194 i .
by shlomoi ™ on 01-24-2022 09:54 AM - Latest post on 01-26-2022 01:56 PM by Gre S
Gv‘bb ’ Y 9 REPLIES ~ HELPFUL VIEWS From Stateful Firewalling to Next
ibbs
Generation Firewall
by Narayan Dev Sarma
0 ISE recommended thresholds 0 5 56
by shubhampatki1994 -* on 01-26-2022 10:05 AM REPLIES ~ HELPFUL VIEWS
+ ISE 2.6 Licensing Reports l
( ) g Rep 5 5 1434
by rsharp001 2% on 01-12-2021 10:43 AM - Latest post on 01-26-2022 05:06 AM by )
L REPLIES ~ HELPFUL  VIEWS et =
PERI_Admin The Importance of the Human
Factor in Network Deployment
ISE sizi tion - T: ly - Il network i
0 sizing q.ues ion - Tacacs only - small networl 2 0 123 by Arne Bier

by ewaizel " on 01-25-2022 05:52 PM - Latest post on 01-26-2022 D4:41 AM by @

#CiscoLiveAPJC
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ISE Bar: A Webex Team Space for ISE
& eurl.io/HryJFrhiBW

p All Direct Spaces Public

. & Explore public spaces |

i il

Public spaces

Find all your public spaces here. These are
conversations anyone in your organization can
join. Explore the public spaces already started or
create one on a topic that interests you.

cisco Lq@/

= @ Y ISE Bar - A Team Space for ISE - Join https://eurl.io/#ryJFrhiBW ) “west
Messages  People (2328) Content  Meetings o
(@) You 5/1/23,8:22 AM

.. ISE Resources ..

This is our monthly reminder post of our many public ISE resources! Please review the resources below,
search the Internet andjor this webex space for answers to your question(s) before posting here. We
have included our many vanity shortcut URLs because they are hopefully easy to remember when you
need to find something or share it with someone via chats and emails.

* X, ISE Resources: https://cs.cofise-resources ’,

* ISE Webinars: https://cs.cofise-webinars : First week of every month!

* ISE YouTube Channel: https://cs.cofise-videos : ISE Webinar archive and more!

* ISE Training: https://cs.cofise-training : YouTube, Cisco Live, and more!

* ISE Community: https://cs.cofise-community | How to Ask The Community for Help

* ISE Product Documentation : https://cs.cofise-docs

* ISE Performance & Scale: https://cs.cofise-scale

* ISE Feedback, Feature Requests, & Enhancements: https://cs.cofise-wish

* ISE Licensing Send all Licensing questions to PM Sally Rattanaburee (salratta@cisco.com)
* ISE Software Lifecycle Support Statement

* ISE Deployment & Integration Guides by Vendor and Product : https://cs.cofise-guides
* How to Determine the Scale of an ISE Deployment
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Make a Wish

Do you want a new feature in ISE?

Or an improvement in an existing feature

& cs.co/ise-wish

cisco Lz//&/

Make A Wish

How likely are you to recommend ISE to a friend or a colleague?

Not at all likely Neutral Extremely likely

0 1 2 3 4 5 6 7 8 9 10
@) @) @) @) O O O @) O O O

Please write your feedback to help us better understand the reason(s) for your score.

Please upload the screenshot related to the feedback provided, if any.

Drop files or click here to upload

Cisco may contact you about your feedback

* Name
* Email Address

Company Name

Submit Survey

#CiscoLiveAPJC
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cs.co/ise-resources
cs.co/ise-training
cs.co/ise-guides#tag
cs.co/ise-community
cs.co/nad-capabilities
github.com/Thomas/

github.com/ISEDemolLab/
woland.com

ISe-support.com
network-node.com
securityccie.net/
labminutes.com/video/sec/ISE
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Did you know?

You can have a
one-on-one session with
a technical expert!

Visit Meet the Expert in The HUB

to meet, greet, whiteboard & gain
INsights about your unigue questions
with the best of the best.

Meet the Expert Opening Hours:

Tuesday 3:00pm - 7:00pm
Wednesday 11:15am - 7:00pm
Thursday 9:30am - 4:00pm
Friday 10:30am - 1:30pm



Session Surveys

We would love to know your feedback on this session!

- Complete a minimum of four session surveys and the overall event surveys to claim a
Cisco Live T-Shirt
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. Visit the Cisco Showcase for
related demos

- Book your one-on-one
Meet the Expert meeting

- Attend the interactive education
with DevNet, Capture the Flag,

CO Nntinue and Walk-in Labs
your education . Visit the On-Demand Library

for more sessions at
www.Ciscolive.com/on-demand
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cisco The bridge to possible

Thank you



#CiscoLiveAPJC
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