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Cisco Webex App

Questions?

Use Cisco Webex App to chat

with the speaker after the session

How

' Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space
‘ Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until November 15, 2024.

cisco Lz{@/

https://ciscolive.ciscoevents.com/
ciscolivebot/

\’\

webex

by CISCO
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Habit #1 - Understand
Cisco Catalyst Center
Resiliency and design
what’s best for your
environment
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Physical Appliance High Availability with
clustering

Single DC (HA) Software or
Hardware Failure

[o ]

Physical Appliance

[0 ]

Active/Active
Near Real-Time
Synchronization

Hardware Appliance 3-node cluster in 4 DN3 can'’t cluster with
needs to match single DC DN2 (temporary)

/ Catalyst Center High Availability: https://youtu.be/06sQYUsAdSo ?si=a0RjbblJS5/1mVpM
cisco Lz{/&
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Physical Appliance Disaster Recovery

Physical Appliance

Multi DC (DR)

Resiliency in Site
DC1 - Active DC2 - Standby IS

[e i) ©_ i [e_mi] Witness [e i) [e i) [e ] ACtive/Standby

3+3+1or 1+1+1
P P o across DC’s
I Not all data gets
replicated

Enterprise —E

Considerations

Identical third-party certificates DR VIP with BGP

Deploy witness in advertisement recommended

on both DR clusters. Don’t use hird | :
a third location for L3

self-signed certs

L{V / How to Configure Disaster Recovery: https://youtu.be/PVQi_9h8iSg?si=g02hVIiwJzDGBIZOT
cisco 2
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High Availability in Virtual Appliances vmware aWws

Edit Cluster Settings  danc-cluster %
vsphere HA @D
C | u Ste ri n g iS n Ot S u p po rted Failures and responses  Admission Control ~ Heartbeat Datastores  Advanced Options

. .
W I t h E SXI V M a n d AVVS VA You can configure how vSphere HA responds to the failure conditions on this cluster. The following failure conditions are

supported: host, host isolation, VM component protection (datastore with PDL and APD), VM and application.

Enable Host Monitering @ @D

> Host Failure Response Restart VMs

> Response for Host Isolation [Disabled ~]
> Datastore with PDL. [Power off and restart VMs ~|
> Datastore with APD | Power off and restart VMs - Conservative restart policy v

High Availability is delivered = 2

using the hosting
infrastructure HA features

Cl S co M. #CiscoLiveAPJC BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 9



High Availability in ESXi VA vmware

Edit Cluster Settings = danc-cluster X

ESXi High Availability

vsphere HA (D)
d e | ive red Vi a VM Wa re Failures and responses  Admission Control  Heartbeat Datastores  Advanced Options

1 . .
E p h e re S H fu n Ctlo n a | Ity You can configure how vSphere HA responds to the failure conditions on this cluster. The following failure conditions are

supported: host, host isolation, VM component protection (datastore with PDL and APD), VM and application.

Enable Host Monitoring @ ()

> Host Failure Response
1 > Response for Host Isolation Disabled ~
If a host failure occurs, the | |
)
. . » Datastore with PDL
virtual machines restart on
> Datastore with APD ‘ Power off and restart VMs - Conservative restart policy v
a |ternate hOStS > VM Monitoring [Disabled v

At least two hosts must
have the unreserved

CPU/Memory resources
required for ESXi VM

(oo I

cisco Lz/&/
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High Availability in AWS VA aws

If a Catalyst Center EC2 () aws
instance crashes, AWS )
brings up another instance DR
automatically 878813814000

Access Key ID * @

....................

Single-node EC2 HA within

an Availability Zone (AZ) is
enabled by default.

(") Amazon EC2: Amazon Elastic Compute Cloud

cisco W&- #CiscoLiveAPJC BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 11



BaCkup and ReStore B Appllance’ AWS Pr:‘:calArﬂ:pl'anceE
VA, ESXi VA e
Types of backup aws

]

System, network
automation and
assurance

System and network
automation

Backups can be On-Demand or Scheduled

Cl S co M./ #CiscoLiveAPJC BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



Backup and Restore - Appliance,

AWS VA, ESXi VM vmware:

dWs

N

Types of backup

X
Create Backup X Create Backup

BASICS
BASICS

Backup Name*
100ct2023

Backup Name*

100ct2023

() Create now () Schedule daily @) Schedule weekly
() Create now () Schedule daily @) Schedule weekly

eat weekl Use this option to back up

Repeat weekly of M T 2utomation and Assurance data.
. M T W T F S You must have two backup
o directories:
At this tims ‘Ao -One backup location is an external
M NFS server for Assurance data;
-One backup location is an external
12 . 00 ©AM 12 o remote sync (rsync) target location
’ ’ Use this option to back up only for automation and system data;
automation data. With this option, SCOPE
SCOPE Assurance data is not backed up.
© Cisco DNA Center (All data) ©
© Cisco DNA Center (Al cu.w,

(O Cisco DNA Center (without Assurance data) @ O Cisco DNA Center (without Assurance data)

cisco W./ #HCiscoLiveAPJC ~ BRKOPS-2416
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Backup and Restore - Appliance, AWS VA

Physical Appliance

dWs

: : N
Backup Destinations

Linux-based NFS
RSYNC for + server for Assurance
Automation Backup Backup

Cl S co M./ #CiscoLiveAPJC BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 14




Backup and Restore - Appliance and — —

AVVS VA Physical Appliance
dWs$S

= duls DNA Center

Backup & Restore

DNA Center

Backups Schedule Activity Configure

Backup & Restore

Cisco DNA Center (Remote Host) ' Cisco DNA Center (NFS) ¥

© Configured Backups Schedule Activity Configure
onfigure

10.85.54.179

Cisco DNA Center (Remote Host) ¥ Cisco DNA Center (NFS) ’

@ Configured

Server Path

/home/netadmin/TRNG_DNAC_Backups/

Host*
Isername* 10.85.54.179
netadmin
Server Path*
Password* /home/netadmin/TRN6 _DNAC_Backups/

Encryption Passphrase*

cisco W- #CiscoLiveAPJC ~ BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



Backup and Restore - Appliance -

tO AWS VA Physical Appliance
dWsS

- Backup and Restore — Hardware Appliance to AWS VA is supported
- Hardware appliance used for the backup has to be 44-core
- Supports migration from physical to cloud-hosted virtual appliance

T om = D aws

44c¢ Physical Appliance

Procedure: https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-
management/catalyst-center/catalyst-center-va/aws/admin-gquide/1_7/b_cisco-catalyst-center-va-
launchapd-administrator-guide_ 1-7/m_backup_and_restore.html

cisco W&-/ #CiscolLiveAPJC BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



Backup and Restore - ESXi Virtual
Appliance

Physical Appliance

vmware

Types of backup iV_V/S,

System and network System, network

automation

automation and
assurance

Backups can be On-Demand or Scheduled

Cl S co M./ #CiscoLiveAPJC BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



Backup and Restore - ESXi Virtual vmware

Appliance
Backup Destinations

External Disk OR Linux-based NFS

Single destination for System, Automation and
Assurance & ability to schedule data retention

Cl Sco M-/ coLiveAPJC (0] 6 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 18




ackup and Restore - ESXi Virtual

pliance

ek DNA Center

System / Settings

,Q Admin v

Q search

System Configuration /

Pre

Debugging Logs
High Availability
Backup Configuration
Login Message
Trust & Privacy v

System Certificates

tt System Configuration

Backup Configuration

Physical Disk C
disk to the V

sco DNA Center VI

al Machine f:

ption to mount an exter
cal Disk

Assuranc ups. Note: Ph

s only supported for single node Virtual Mack

Network File System (NFS) Cisco DNA Center creates the ba
erver. Each bac

p files and posts them to a
d using the UUID as t

e dire: y name. For

nformation about the rem r rec

irements, see Backup Server Requirements listed in

the Administrator Guide. Backup Server Requirements

hysical Disk @ NFS  View NFS | Add NFS

Mount F

nfs://nfs-e51b0f72-fb9b-5b09-b7a5-95c6d8b62419 v @

Cisco

.&‘/

tion pas rase*
ckup Retention (in num K
=
#CiscolLiveAPJC

BRKOPS-2416

Add NFS

10.106.172.227

ource Path*

Ivar/share/storage-1 €l
NFS Version*

NFS 4 v
2050

Port Mappe

m

Cacel

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Backup Storage Recommendations =

Reference

NFS Storage (14 Days

Appliance e Rsync Storage (Daily Full)
DN2-HW-APL 1.7 1B 50 GB
DN2-HW-APL-L 3TB 100 GB
DN2-HW-APL-XL 8.4 1B 300 GB

Recommendations for fully loaded appliance configurations with the
maximum number of access points and network devices

cisco Lz{@/

#HCiscoLiveAPJC ~ BRKOPS-2416
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Habit #2 - Find
ISsues before
your users with
telemetry

cisco Lz{/&/




Benefits of Telemetry data captured via Catalyst
Center

 Network and Client Health

o =-=n-.=

= 4  Application Health

PKI IPDT. SNMP « Network Services (AAA, DHCP,

credentials, DNS)

SNMP traps, .

Netconf-yang, Syslog, * View and Manage Issues

streaming SNMP Traps, S o _

telemetry, Streaming « Visibility into Wi-Fi 6/6E Readiness
Telemetry

 Monitor Power over Ethernet
« EoX Insights
* Inventory Insights

* Network Trends and Insights
cisco W&-/ #CiscoLiveAPJC ~ BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Inventory Device View

s Run Commfhds T View 36¢

) TRN6-SDA-CAMPUS-E1 cirrus.cloud

© Reachable OManage P Adaress: 10,85.62.106 | Device Model: Cisco Catalyst 9300 Switch

Interfaces

Hardware & Software

Configuration

ed Flelds

[
AE
an
)
ae
ae
as
ae

TR S0A-GA chova
%) TRN6-SDA-CAMPUS-E1 cirrus.cloud Run Commands

© fosct ou 108562106 | Devics Model: Cisco Catalyst 9300 Switch ACCES:
Intertaces .

ACCESS

0! 28 days 3 s 27 mins.

: 28 days 3 hrs 27 mins

Camgus_Fabric_AP1

GigabilEtherneto

6 Global/Canada/Ontario/ Toronto/ TRNG/TRNG-28-SELab

caen

\-CAMPUS-E1 cirrus.cloud Run Commands

10.85.62.306 Modet: Czco Cas Access 28 days 3 hes 27 mns

Global/CanadalOn

Onto/ TRNG/ TRNG 28~ SELS

Detailed port information: port
status, PoE, VLAN’s, Last

Input/Output

#CiscoLiveAPJC ~ BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 23
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Inventory Device - Port
Configuration and Actions

All Devices [ C9K-STACK .
Edit Access VLAN
(3 C9K-STACK 3 Run Commands 7 View 360
Only Access VLANS of type Ethernet can be
assigned to the ports.
@ Reachable | @Managed | IP Address: 10.85.54.54 Device Model: Cisco Catalyst 9300 Switch Device Role: ACCESS Uptir -l P
default (1)
DETAILS Q
Interfaces >

default (1)
Hardware & Software

Configuration .

Power

VLAN0419 (419)

VLAN0420 (420)

Fans Cancel
SFP Modules
User Defined Fields Piatform: C9300-24P  Address: 70:18:a7:6e:ff:00  Serial Number: FCW2245CH6P  Role: ACTIVE  Stac

Config Drift

AAAAEE AAAA

Stack

SECURITY

Advisories

Platform: C9300-24P  Address: 70:18:a7:33:82:00  Serial Number: FOC2245Z0C2  Role: STANDBY S

PVXVTTRTN TS

GigabitEthernet2/0/1

TTIT T I description
IUUUUY SUUUUD

Shut down a por
Voice VLAN -

@ Error Disabled @ Admin Disabled @ Not Connected
PoE Disabled

Mac Table

c1sco '&‘/

#HCiscoLiveAPJC ~ BRKOPS-2416
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Inventory Device - Stac

COK-STACK

() COK-STACK Run Commands 7 View 360

10.85.54.54 Device Model: Cisco Catalyst 9300 Switch Device Role: ACCESS ptime: 12 days 22 hrs 50 mins ite: Global/Can: TBRANCH

@ Reachabie

B Stack View -
Active/Standby, Stack
Number and Stack View

Hardware & Software

Configuration

Power

Platform.

Fans

SFP Modules

— AAAAAAE AAAA

nfig Drift

REP Rings

Stack

SECURITY
AAAAAE AAAAAAE AAAEAES

COMPLIANCE

ACCESS Uptime: 12 days 22 hrs 50 mins Site: Global/Canada/Ontario/Torontol TBRANCH

o Catalyst 9300 Switch

Summary
° (Disabled @ A nected £ Ensble
Interfaces Stack # Role = MAC Address state Priority Switch Port -> Neighbor Port
Etherne i " 11 -> 20
1 Active 70:18:a7:6e:ff:00 Ready 15 :
W2->2n
Hardware & Software 2/1->11
2 tandby 70:18:a7:33:82:00 Ready n g
/2 -> 1
Configuration
Power 2 Racords Show Record: [ ]
Fans
SFP Modules

User Defined Fields
Config Drift

REP Rings

= |

cisco &. #CiscoLiveAPJC BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 25




Cisco DNA Center

Inventory Insights

UH Design

Uﬁﬂ Policy

% Provision LAN Automation

Inventory

Plug and Play

Find configuration

|~ Assurance Inventory Insig

Inventory Insights

Zero-Trust Overview

inconsistencies and
misconfigurations

03 Workflows

% Tools Virtual Networks

= Cisco DNA Center Provision / Ne ork Devices / Inventory Insights

Q_ Search Hierarchy Speed/Duplex settings mismatch (2)
Insights Instancef
arch F
I Global Spesc/Ripiex Speed/Duplex Mismatch (2) As of: Mar 7, 2023 3:40 PM
- settings 2
) Unassigned Devices ;
mismateh Devices Interface Speed Duplex
APJC
VLAN 9 Device A Device B ~ Interface A Interface B Link Speed A Speed B Duplex A Duplex B
Mismatch
TRNG-TBRANCH- TRN6_TBRANCH_WLC ]
IS 2 Rec DIST.cisco.com = = GigabitEthernet1/0/24 GigabitEthernet0/0/1 1 Gbps 1 Gbps FullDuplex AutoNegotiate
v (10.85.54.20) up
(10.85.54.17)
TRNG-
DNA-DC-3850-TCP . L] s :
(10.85.54.130) Campus_Fabric_WLC GigabitEthernet1/0/13 GigabitEthernet0/0/5 ~ 1 Gbps 1 Gbps FullDuplex AutoNegotiate
5.54.13 v

(10.85.54.168)

cisco W&-/ #CiscolLiveAPJC BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



Power over Ethernet Analytics

= Cisco DNA Assurance - Dashboards - PoE

PoE Telemetry is available on Cisco Catalyst 9200, 9200/L, 9300, 9300/L, 9400, and 3850 platforms with minimum |IOS-XE 16.12.3s and 17.3 software versions. To enable PoE subscription on these platforms, make sure
that the Netconf port is enabled when you discover these devices.

PoE Operational State Distribution PoE Powered Device Distribution PoE Insights
LATEST  TREND LATEST  TREND

f powered devices sre not ensbled for Perpetual Po

Power Allocation Load Distribution PoE Power Allocation

Ve Key Use Cases:
‘*rg\‘%%ﬂ,,,j « Full Visibility on PoE
: - | *%ﬂ—fy infrastructure

Dedicated PoE Issue Types

c1sco 'p/‘/
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Power over Ethernet Analytics

PoE endpoint

How many free
60W PoE ports

= Cisco DNA Center

distribution based on
their power allocation

do | have right

PoE Port Availability © nOW? PoE AP Power Mode Distribution NEW

PoE Operational State Distribution PoE Powered De

LATEST  TREND LATEST  TREND Allocated Power v LATEST  TREND LTS TR

How are my 45 34
PoE endpoints - |
; I

functioning?

@ 0n (42) @ OFf [0) @ Off: Fasity N o - N @ Used Ports @ Free Port
# o o
PoE Operational State PoE Endpoint Classification
Power Allocation Load Distribution Power Usage © NEW PoE Insights Are my AP:S
LATEST  TREND. ocation v Perpetual PoE v/ q
s e fully or partially

powered?

Which switches

have capacity

to add 10 new |
|P Cameras? ;

Are all my critical PoE
endpoints protected

16.7kW

Total Power Budget

when the switch
reboots?

Power Allocation Load (% ® System Power Al

POE Budget Monitoring POE Insights

What is the real time

power consumption

W / of my access network
cisco &. #CiscoLiveAPJC ~ BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 28




Realtime Power Consumption Reporting

9300-2#sh power module
Automatic Module Shutdown : Enabled
Power Budget Mode = SP-PS

shutdown Power Out of 1In
2 58KW Mod Model No Priority State Peak Reset Reset

Total Power Consumption

Power Usage

® PoE Power Consumation (£50W Historical Trend View Consumption

LATEST TREND

Realtime PoE Realtime Sys

consumption Power
consumption

U W L VA B \
Catalyst 9200,
9300 and 9400 e — Instantaneous System
starting I0S-XE Power + PoE Consumption
’I 7 ; ’I 4 ’I SwwlchTe.I:lhi'f'!.j

/ Cisco Catalyst 9300L h Stack 121 80.1 Global/SJC24-9410 81.5W 4
cisco W&- #CiscolLiveAPJC BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Power over Ethernet Analytics

AP Power Save Mode Distribution & AP Savings on Power Consumed

AP Power Savings .

(9 24 hours: Nov 28, 2023 3:03 PM - Nov 29, 2023 3:03 PM i Global

Power Consumed

Power Consumed: 2528.15Wh | 2562.67Wh

( . E
N——— ] I

Power Save + Normal Mode: 8.13Wh |}
al h (estimatec B.22Wh ||
A unt 23 ||
\

nt

E 23 ;
Identifier ~ Device Type Switch Name Switch Port @Power Consumed Total Power Saving]
Assurance_9130_3 Cisco Catalyst 9130AXI Unified Access Point B18-live-C9200.wireless-tme.com GigabitEthernet1/0/3 250.18Wh =2
SJC14-TME-AP11 Cisco Catalyst 9120AXI Unified Access Point B18-live-C9200.wireless-tme.com GigabitEthernet1/0/11 205.32Wh 10.47Wh
SJC14-TME-AP9 Cisco Catalyst 9120AXI Unified Access Point B18-live-C9200.wireless-tme.com GigabitEthernet1/0/12 209.32Wh 1.30Wh
Traffic_Assurance_01 Cisco Catalyst 9120AXI Unified Access Point B18-live-C9200.wireless-tme.com GigabitEthernet1/0/13 QAQWh 8.92Wh J

cisco W&- #CiscoLiveAPJC BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Stack PoE Insights in Device 360

> Device 360

v Detail Information

Device Info Interfaces Fabric Site Virtual Network StackWise (4)) ﬂ Power Supply Ove ra I I POWe r B u d g et

POWER SUMMARY hs of Jul 22, 2021 11:40 AM

switches in a stack

Allocated Power 1205.2W

Remaining Power 5136.8W

Overall Power Budget of 4 Switches in a Stack
2 Power Budget for each

Mol Power Detais (4 switch
Power Budget of a Single Switch in a Stack v

Chassis/Module ID ~  Total Power Budget Allocated Power Remaining Power

PoE interfaces for each
[ m 1800.0W 415.7W 1384.3W 23.1% 60.0W 48 24 24 ]Ju 22,2021 11:40 AM SWitCh With detailed POE info

Power Allocation Load Max Power Per Port Total Ports Used Ports

1/2 720.0W 138.6W 581.4W 19.3% 30.0W 24 8 16 Jul 22, 2021 11:40 AM
1/3 2382.0W 281.3W 2100.7W 11.8% 90.0W 48 26 22 Jul 22, 2021 11:40 AM
1/4 1440.0W 369.6W 1070.4W 25.7% 60.0W 24 8 16

4 Records

Show Records: 10 [1]

mscows“ Fast PE UPOE+ Perpetual PoE Policing Four Pair ADMIN STATUS Static  Auto

POE OPER STATUS (SIGNAL PAIR) “ on off Off: PD Faulty Off: Power Denied  Off: Error Disabled

Devicelnfo  Interfaces  PoE  Power Supply

uw

Interface Name = Admin Status | Operational Status Time IEEE PD Class (Signal/Spare) Powered Device Type Powered Device Motel  Allocated Q

GigabitEthernet1/0/1 Static On Apr 26, 12:00 PM IEEE4/NONE IEEE PD IEEE PD 16.0W Power Stack Name = Siack Mode Stack Topology Total Power FReserved Power Allocated Power Switch Avallable Power Power Consumed by System Power Consumed by PoE
GigabitEthernet1/0/2 Auto on Apr 26, 12:00 PM | IEEE4/NONE IEEE PD IEEE PD 59.0W SP-PS 1100w ow 41 685W 129w 12w
GigabitEthernet1/0/3 Auto Apr 26, 12:00 PM IEEE4/NONE IEEE PD IEEE PD 59.0W SP-PS Standalone ow 216W

cisco Lz{@/
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Network Services Analytics - AAA/DHCP

« Help improve user
Onboarding
experience

potential |
AAA/DHCP issues

ACTIVE: 249

Network Services

uccessful

cisco W- #CiscoLiveAPJC ~ BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



Network Services Analytics - AAA/DHCP

DHCP SUMMARY

6 210ms 53 +sa55% 47 -sassx 6

Servers  Average Latency Total

DHCP TRANSACTIONS

Successful Failed

Top Sites by Highest Latency

San Francisco/SFO10/FIr-SFO10-1 (9ms)

San Jose/SJCO1/FIr-SJC1-1 (8ms)

San Jose/SJC22/FIr-SJC22-1 (7ms)

DHCP Server Transactions

Failures Successes

| H

s 5 ‘,,’U.i'\“:*l’\\\ lel‘\"l Mh!‘h‘ww“ “M’ M'J ,‘z!" ,lhf*\!‘li

cisco Lz{@/

Top Sites by Transaction Failures

San Jose/SJCO1/FIr-SJC1-1 (9)

San Francisco/SFO10/FIr-SFO10-1 (8)

San Jose/SJC22/FIr-SJC22-1 (6)

DHCP Server Latency

Avg Latency (ms)

Request-Ack

QL A R

Time

- Dashlets’ details for highest latency

and highest number

failures

of transaction

#HCiscoLiveAPJC ~ BRKOPS-2416
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Tracked by Network Services Analytics - =

AAA/DHCP Reference
« AAA Servers A4 - DHCP Servers
« AAA Server Latency - DHCP Server Latency
« AAA Server Transactions « DHCP Server Transactions
« AAA Transaction Failures % « DHCP Transaction Failures %
- Top Sites by Transaction - Top Sites by Transaction
Failures Failures
- Top Sites by Highest Latency - Top Sites by Highest Latency

- AAA Servers by WLC

cisco M- #CiscoLiveAPJC  BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Network Services Analytics - AAA/DHCP

Supported for wireless only

IOS-XE 17.6.1 version or

higher
Not supported for AireOs
controllers RS
KR e o
Local DHCP on 9800 not — —
supported — ﬂ

All transaction and server
information is provided by
the WLC directly

WLC TDL subscriptions:
e AAA -> 4321
* DHCP -> 4322

cisco W- #CiscoLiveAPJC  BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Network Services Analytics - DNS

View success and failed transactions in timeline
Insights into DNS performance

View Top DNS failure reasons

Find servers with highest DNS latency

Find server with most failure transactions

= Cisco DNA Center Assurance / Dashboards / Health

Overall Network Client Network Services v Applications SD-Access Al Analytics v

Network Services (.

(&) AAA (1 SERVER) () DNS (1 SERVER) £ DHCP (1 SERVER)
Success ful Failed Success ful Failed Success ful Failed
_==-— =
100% (407) 0% () 99.96% (2832) 0.04% (1) 100% (s11) 0% (0

cisco W&-/ #HCiscoLiveAPJC ~ BRKOPS-2416
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Network Services - DNS

Count of DNS servers
and average latency
(in ms) of your
network.

12

Servers

Top DNS server
transaction failure types,
servers, and sites

Average DNS latency for
each DNS server.

cisco Lz{@/

DNS SUM

MARY

64ms
Average Latenc

Top Transaction Failur

R sovers  Sites

Reference

DNS Summary information

# of servers, average latency
, total transactions

DNS TRANSACTIONS

Timeline displays failed and
succeeded transactions

202k 48.9k 153k
Total "

Successful  Failed

There is no insight information available at this time ‘
es

I DNS Server Latency O

The chart displays the average DNS
server transactions status for each DNS

server reported by wireless controllers.

#CiscoLiveAPJC BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Network Services Analytics - DNS

Supported in switches, rocus: Inventory v
rOUterS and eVVI—C,S- Filter ‘ © Add Device Tag Actions ~ (1) Take a Tour |

Device Family is wireless controller X

N O S u p po rt O n Ai reOS = Device Name = ly Reachability Q EoX Status ,
WI_C - Software Image X

0 C9800-GL-2024.cisco loca orevicion ,

Minimum version |OS-XE Telemetry >

Enable Application Telemetry
1 7 1 O Device Replacement >
. D WLC-9800 : Disable Application Telemetry
WLC-9800 CISCO.l0Ca!

Others >
Update Telemetry Settings

Enabled via Application O O wic-omo-zascoics Compiance ,
Telemetry

Inventory >

stroller @ Reachable <] Scan Failed

ailed
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Network Services - DNS Dashboard

flow record dnacrecord dns
match ipv4 version

match ipv4 protocol

match connection client ipv4 address
match connection server ipv4 address
match flow observation point
match application dns gtype
match application dns rcode
datalink mac source address input
timestamp absolute first
timestamp absolute last

collect
collect
collect
collect
collect
collect
collect
collect
collect

i

<snip>
i

connection
connection
connection
connection

client
client
server
server

counter
counter
counter
counter

application dns requests
application dns delay response sum

flow monitor dnacmonitor dns
exporter dnacexporter
cache timeout inactive 10
cache timeout active 60
record dnacrecord dns

packets long

bytes network long

packets long
bytes network lor

Reference

C9300-24P

IOS-XE: 17.11.01

Cisco DNA Center

Version 2.3.5.3-70194

interface GigabitEthernetl1/0/8
description Description pushed by DNAC Template -- lan
switchport access vlan 420
switchport mode
device-tracking

ip flow
ip flow
ip flow
ip flow

monitor
monitor
monitor
monitor

access
attach-policy IPDT POLICY
dnacmonitor input
dnacmonitor dns input
dnacmonitor output
dnacmonitor dns output

service-policy input DNA-MARKING IN
service-policy output DNA-dscp#APIC QOS Q OUT
ip nbar protocol-discovery

#CiscolLiveAPJC

BRKOPS-2416
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Application Visibility

LATEST TREND

* Metrics on application usage

webex 2 /10

and health

ntp 4 /10

outlook-web-service 5 /10

/ Details

 |dentify issues with applications

v Exporters

v @ WAN_EDGE1 App Health: 2 Traffic Class: transactional-data Go to Device 360 7

Usage: 8.9GB Avg Throughput: 886.2Kbps I Packet Loss: @ 4 % I.)mc-r' ®1yus Latency

°4ms °3ms °8ms

Client Router Server App

Show: All Interfaces b

Usage
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Application Visibility vs Application Experience

How Much = quantitative (usage) How Good = qualitative (health)
« Supported on C9K switches « Supported on routers I0OS-XE

 17.3.1 supported with ETA « 9800 WLC- local
« AireOS WLC « 9800 WLC - flex (*), fabric(*)

Health

Top Applications by Throughput Record Business Relev sant

LATEST TREND

412.9Mbps

1.6Kbps

(*) New with Catalyst Center 2.3.5 and I0S-XE
17.10.17 or later with C91xx AP’s

isco Lo/ -
cisco &. #CiscoLiveAPJC  BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 43



Application Health Dashboard: ThousandEyes
Integration

8 24.8 w8 2.4 xbps 1 1 4 3
B Rel Data U Avg Throug hput Exporters Ag Te

Ll
View aagent. test
Applications 56% Passed 2 Active ’ ’

Business Relevant Application Health Application Usage

the Catalyst
-~

17 - 75.4 GB

TOTAL APPLICATIONS e TOTAL USAGE

Center
Application
dashboard
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Application Health Dashboard: ThousandEyes

Integration

Overall Network Client Applications Network Services v SD-Access
SUMMARY NETFLOW
8 24.8 v 2.4 «bps 1
Business Relevant Data Usage Avg Throughput Exporters

Applications

Business Relevant Application Health

LATEST TREND

~

17 .

TOTAL APPLICATIONS

Application Usage

LATEST

Cross-link to test in
ThousandEyes

dashboard.
cisco Lz{@/

1

Agents

ThousandEyes Tests

4

Tests
56% Passed

TREND
75.4 GB
Thousandty
Q  Search Table
#CiscolLiveAPJC

Egterprise Agent Tests (4)

Tast Typa

Network - Agent

Web - HTTP Server

Web - HTTP Server

BRKOPS-2416

Target

Alerts
2 Active
Packet Loss (%) Jiter (ms)
Device Nom Latest Fatch Sampiing Time
ico ame “ oraa Avg / Latest Avg / Latest
cot
5://wwnw. slack-redir.net % 5 months age )
€9300-01
2,14.70:80 me 00
o1
; i co1 i
Hworw.sale St
54C01
[lworw webex com o i
€9300-01

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Habit #3 -

Leverage
Compliance and
Configuration
management
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Cisco Catalyst Center Compliance Landscape

= Cisco DNA Center Qe @ O

\';:J C9I<‘—ST>ACK RuniGomme End Of-Sale &
End of Life alerts

|dentify whether the Violation of intent

startup and running @  provisioned to a
configurations of a device through
device are in sync. Catalyst Center

Difference in network
settings compared to
“Network Settings” in m"‘fa"*f“.““”“a“f 1

Design

User Defined Fields © Network Settings G EoX - End of Life @ Startup vs Running Configuration G @ Network Profiles

Config Drift

RER{Rings sy 96 g Teims,

Violation of
application
visibility intent

Check whether the

prOV!S|Oned to a | 7.09.02 ,““;}“\‘_‘,,jw“\ﬂf,’?'ﬁm 0 devices are running
device through :

CBAR and NBAR

without critical security
vulnerabilities.

See if the tagged golden image is
cisco W‘/ running on the device.

BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



Compliance: Network Profiles - Switches

= Cisco DNA Center

C9K-BRANCH-STACK

() C9K-BRANCH-STACK

Run Commands

© Reachable (-] Managed
DETAILS
Interfaces b £

Ethernet Ports
Native VLANs
Hardware & Software
Configuration
Power
Fans
SFP Modules
User Defined Fields
Config Drift

Stack

SECURITY

Advisories

Cisco

&./

IP Address: 10.85.54.54 Device Model: Cisco Catalyst 9300 Switch Role: ACCESS Uptime
Compliance Summary
No events detected to trigger compliance check
© Startup vs Running Configuration ® @ Network Profiles ®

Lines added: 0

Lines removed: 1

4 mins

Lines modified: 0

122 days 23 hrs 9 mins

© Software Image

e May 2nd

Last updated

Site: Global/Canada/Ontario/Toronto/TBRANCH

Running Version: 17.8.1

@ Critical Security Advisories ®

1:30 PM

#CiscolLiveAPJC

BRKOPS-2416

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Compliance: Network Profiles - Switches

Config pushed by Catalyst Center via templates:
interface GigabitEthernetl/0/7

description Description pushed by DNAC Template -- lan
|

interface GigabitEthernetl/0/8

description Description pushed by DNAC Template -- lan

Out of band changes:

COK-BRANCH-STACK#CONE £ @ Cok-BRANCH-STACK = ru commanc

Enter configuratiOn COMIT  @rcuwe | @wvemsges | 7 acess 10855454 | Device Moel GiscoCatalst 5300 Switch | Roles ACCESS
C9K-BRANCH-STACK (config)

CO9K-BRANCH-STACK (config- e v

Ethernet Ports CLI Template (1)

CLI Deviations As of: May 26, 2022 2:25 PM
Hardware & Software
Configuration Q  Search Table %
3 3
Power : »
Template 4 4
Fans 5
la
SFP Modules ©  PDESCRIPTION .
7
User Defined Fields —— L g 7
Config Drift o

Stack

Jptime: 23 days 22 hrs 30

ast updated: 2:25 PM

mins Site: Global/Canada/Ontario/Toronto/TBRANCH

The highlighted
text in red are the

missing CLIs.

Realize Template: PDESCRIPTION

description Description pushed by DNAC Temp

interface GigabitEthernet1/6/8
description Description pushed by DNAC Temp

cisco W- #CiscoLiveAPJC ~ BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 49



Config Drift

=

Ethernet Ports Configuration changes on your device will be saved on the internal Cisco DNA Center server. The number of configuration drifts saved (as set in System > Settings > Device Settings > Configuration

Archive) will include labelled configs and config drift versions.
VLANs

Total config drifts being saved: 15 Total labelled configs: 1
Hardware & Software

Configuration v Change History (Running Config)

Power

Start Date End Date
Fans Config Drift Date Range: Sep 30, 2022 Oct 15, 2022
SFP Modules
mQL\J
User Defined Fields il
S700 - - - -
I I Config Drift I S0 o iieibsuseemessesasessmessessasR s rarmresti ® Out-of-band Config Drift
2500~ ¥ ppanei Liieileesmadscensesenns
REP Rings 400 . T - . . . . Config version with changes made o
Y 110 Yy 112 A8 i Lo 11460 outside of Cisco DNA Center since it's
Stack onfig Drift Days previous version.
: ¥ . 3 Lines Added: 322
SECURITY Sl BT Codtha S D Vs Lines Removed: 0
@ In-band Config Drift @ Out-of-band Config Drift @ Labelled Config Lines'Modified:  “0
Advisories Triggered By: Config Change
Config Drift Version Config Drift Version Event
CCA_C9K-TBRANCH-Std-Config v || Remove Label & October 14, 2022 11:48 AM Terminal Name ~ vty2
COMPLIANCE Login IP 10.24.150.225
S = 7 e . " Username lila
Summary Running Config (461 Lines) Running Config (784 Lines) Config Method consola
17 switch 1 provision c¢9300-24p 17 switch 1 provision c93ee-24p October 14, 2022 11:48 AM
18 switch 2 provision c93ee-24p 18 switch 2 provision c9380-24p
19 ip routing 19 ip routing
20 ip nbar http-services
20 ip name-server 64.102.6.247 173.37.137.85 21 ip name-server 64.102.6.247 173.37.137.85
21 ip domain lookup source-interface Loopback® 22 ip domain lookup source-interface Loopback®
22 login on-success log 23 login on-success log
23 vtp mode transparent t
avc sd-service
26 segment AppRecognition
27 controller
28 address 10.85.54.177
destination-ports sensor-exporter 21730
L L)
ve!
Cisco &. #CiscoLiveAPJC ~ BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ompliance: Network Profiles - Wireless

= Cisco DNA Center Qe o b

All De s / STLO1-C9800-CL.dlab.local

@ STLO1-C9800-CL.dlab.local 4 Run Commands & View 360 Last updated: 11:16 AM £ Refresh

@ Reachable | @ Managed IP Address: 172.16.255.35 Device Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud Role: ACCESS Uptime: 22 hrs 56 mins Site: Global/Canada/Quebec/Saint-Lambert/STLO1

DETAILS
Interfaces v Compliance Summary
Ethemet Ports No events detected to trigger compliance check Run Compliance Check
Virtual Ports
Hardware & Software @ Startup vs Running Configuration [0) & Network Profiles ® @ Application Visibility ®

Compliance last run on: Apr 2nd, 2022, 6:36 AM Non-Compliant since Feb 9th, 2022, 02:38:20 AM Compliant since Apr 2nd, 2022, 11:16:54 AM

User Defined Fields

Compliance last run on: Apr 2nd, 2022, 11:16:36 AM Campliance last run on: Apr 2nd, 2022, 11:16:54 AM
Lines added: 2
Config Drift ] hr Lines removed: 2 Model Config: 1
" since out of sync  Lines modified: 0 3 Wireless: 1 O
Wireless Info WREER
Changes e Changes
Mobility
SECURITY @ Software Image (0) @ Critical Security Advisories ®
Compliant since Feb 3rd, 2022, 05:10:45 PM Compliant since Feb 8th, 2022 0:11 PM
Advisories Compliance fast run on: Apr 2nd, 2022, 11:16:36 AM Compliance last run on: Apr 2nd, 2022, 11:16:36 AM
17.07.01 Running Version: 17.7.1 0
COMPLIANCE IRl
Golden Image Version

I Summary

cisco '&/
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ompliance: Network Profiles - Wireless

= Cisco DNA Center

All L / STLO1-C9800-CL.dlab.local

(& STLO1-C9800-CL.dlab.local

@ Reachable (/] Managed IP Address: 172.16.255.35
DETAILS
Interfaces v I /| Network Profiles

Ethernet Ports CLI Template (1)

Virtual Ports gy
CLI Deviations

Hardware & Software

User Defined Fields Q  Search Table

Config Drift
Template
Wireless Info
Mobility (o] Enabling SI
1 Records Show Records: 1
SECURITY
Advisories

COMPLIANCE

I Summary

Cisco

.&‘/

! Run Commands

Device Model

Model Config (1)

Wireless (1)

As of: Apr 2, 2022 11:18 AM

Realize Template: Enabling SI

1
2

#CiscolLiveAPJC

Cisco Catalyst 9800-CL Wireless Controller for Cloud

1

Role: ACCESS

ap dotll 24ghz SI
ap dotll 5ghz SI

BRKOPS-2416

QO o b

Refresh

Last updated: 11:16 AM

Uptime: 22 hrs 56 mins Site: Global/Canada/Quebec/Saint-Lambert/STLO1

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ompliance: Network Profiles - Wireless

= Cisco DNA Center

[ / STLO1-C9800-CL.dlab.local

() STLO1-C9800-CL.dlab.local

Run Commands

@ Reachable @ Managed IP Address: 172.16.255.35 Device Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud Role: ACCESS
DETAILS
Interfaces v I | Network Profiles
Ethernet Ports CLI Template (1) Model Config (1) Wireless (1)
Virtual Ports
Q Search Table
Hardware & Software
User Defined Fields
Model Name = Attribute
Config Drift
Wireless Info
Mobility Wian/BestCorpWi_Global_NF_e5f0c407 FT Adaptive
SECURITY
Showing 1 of 1
Advisories

COMPLIANCE

I Summary

c1sco '&‘/

#CiscolLiveAPJC

BRKOPS-2416

Qoo b

Last updated: 11:16 AM Refresh

Uptime: 22 hrs 56 mins Site: Global/Canada/Quebec/Saint-Lambert/STLO1

Status (

Changed

Intended Value () Actual Value

Adaptive Disabled

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ompliance: Network Profiles - Wireless

= Cisco DNA Center Qe o b

All C / STLO1-C9800-CL.dlab.local

STL0O1-C9800-CL.dlab.local Run Commands 7 View 360 Last updated: 11:16 AM Refresh
@ Reachable @ Managed IP Address: 172.16.255.35 Device Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud Role: ACCESS Uptime: 22 hrs 56 mins Site: Global/Canada/Quebec/Saint-Lambert/STLO1
DETAILS

Interfaces v | | Network Profiles

Ethernet Ports CLI Template (1) Model Config (1) Wireless (1)

Virtual Ports

Q Search Table Y4
Hardware & Software
User Defined Fields
Model Name =~ Attribute Status ( Intended Value (1) Actual Value
Config Drift
Wireless Info
Mobility Policy_Profile/BestCorpWi_Global_NF_e5f0c407 IPv4 DHCP Required Changed YES NO

SECURITY
Showing 1 of 1
Advisories

COMPLIANCE

I Summary

c1sco '&‘/

#CiscoLiveAPJC ~ BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 54



Network Setting Compliance

C9K-STACK#show run | i name-server

ip name-server 64.102.6.247 173.37.137.85
ooy waso S STACKECONT 1
| ~ Enter configuration commands, one per line. End with CNTL/Z.
" [C9K-STACK(config)#no ip name-server 64.102.6.247 173.37.137.85

@ Reachable ©Managed

issues on this device. You will be able to review before the fix is applied. Fix All Configuration Compliance Issues

Model Name Attribut e Status ( @  Intended Value ® Actual Value (
SECURIT i - -

DNS NR Settings nameServers Changed 64.102.6.247
Advisorie

DNS NR Settings nameServers Changed 173.37.137.85

Quimmary
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-ix Config Compliance Issues

® © ® & Mail- Lila Rousseaux (Irousse: X | X Cisco DNA Center X X Cisco DNA Center X 4+
C A NotSecure | https://10.85.54.180, isi icesfi yldevi ils?devi 2a8469c-a262-4c9c-af33-a73e524d97e

= Cisco DNA Center

All Devices / COK-STACK

C9K-STACK

PORT_SECURITY

@ Reachable | @Managed

DETAILS

Interfaces

Hardware & Software
Configuration

Power

Fans

SFP Modules

5 Run Commands 4 view 360

IP Address: 10.85.54.54 ‘ Device Model: Cisco Catalyst 9300 Switch Device Role: ACCESS

Uptime: 61

You can now fix all configuration compliance issues on this device. You will be able to review before the fix is appli

Compliance Summary

Next Compliance check is scheduled on Jan 17, 2023 02:50 PM Run Compliance Check

User Defined Fields A EoX - End of Life [6) @ Network Settings 6) [}
. an " 55 -Compliant since Ja 2:55
Conflg Drift Compliance last run on: Jan 17th, 2023, 02 23 PM Non-Compliant since Jan 17th, 2023, 02: 23 PM Con
Compliance last run on: Jan 17th, 2023, 02:55:23 PM
. Module : & Compliant
REP Rings
Software : @ Compliant 5
General: 2
Stack Hardware : @ Compliant
Open Violations
SECURITY
Adlsorias @ Network Profiles ® @ Application Visibility ® o
Non-Compliant since Oct 14th, 2022, 01:23:01 PM Compliant since Jan 17th, 2023, 02:56:06 PM Con
SERiE Compliance fast run on: Jan 17th, 2023, 02:55:24 PM Compliance fast run on: Jan 17th, 2023, 02:56:06 PM Con
Summary 1 CLI Template: 1 O
Open Violations Open Violtions
Y Warstst i L TR

cisco Lz/&/

Fix Configuration Compliance Issues X

3 compliance issues are listed to be fixed. Review and schedule the fix.

Note: Routing, HA Remediation, Software Image, Securities Advisories and Workflow related compliance issues
will not be addressed in this fix. You can address these separately by following the actions in their respective sections.
v Summary of Issues to be Fixed ©

Following are the different violations selected to be fixed. Click on the issues identified to view details in the
respective compliance sections.

Compliance Type ~ Issues Identified (1)
Network Profiles 1
Network Settings 2

v Schedule the Fix

When would you like to apply the fix?

© Now
QO Later

(O Generate Preview
Creates preview which can be later used to deploy on selected devices. View status in Work Items

Task Name*

C9K-STACK - Compliance Fix

Cancel Apply

#CiscoLiveAPJC BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 56




Network Compliance Event Notification

Config change generates a
config drift in Catalyst Center [EEUUEN

Review your notification and make any changes. If you are satisfied, select " Finish" to complete this workflow

COﬂfIg dr'ft W|” Send an v Name and Description  Edit
event through notification
channels (version 2.3.7)

Description Config Drift Campus

v Site and Events  Edit

Sites (1) Global/Canada/Ontario/Toronto/TRNG

Config U ra ble per Site Events (1) Device config collection event

v Email Settings  Edit

Supported Channels: Email, ONAG-Toronta-ab@cisco.com
REST, PAGERDUTY and = -
Webex
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Network Compliance Event Notification

Sample email notification

[p—

NETWORK DEVICES CONFIG COLLECT
Evert Troe NETWORK
vent Time 12-Dctober 2022 12:3051

10300243377
OUT OF BAND

10654253

2845, B dad i bl re TS0 2 3ea

s
CONFIG_CHANGE_EVENT

Cisco

.&‘/

Sample Webhook notification

{
"version": "1.@.0",
"instancel "@57aBe23-Bela-467e-8285-d5alff43528",
"eventId": “NETWORK-DEVICES-CONFIG-COLLECT",
"namespace": null,
“name": “"Device config collection event",
"description”: “Shows a config drift event across the selected list of devices.",
"type": "NETWORK",
"category": "INFO",
"domain": now Your Network",
“subDomain®: “Devices",
"severity’ 5,
"source": XTERNAL" ,
“timestamp": 1677144361144,
"details": {
"IP Address": "10.106.190.100",
"Category": "IN BAND"
"Client IP Address": "Not Applicable”.
"DEVICEUUID": "187448ec-330f-4255.
"Connection Mode": "Not Applicabli
"Triggered By": "Initial Archive"
"Device User Name": "Not Applicab * * m
} for testing

"ciscoDnaEventLink": “https://&lt;D
tails?deviceld=$devicelds$",
"note": 0 get more details, use Al

“context": null,
"userId": null,
"il8n": null,

“eventHierarchy": null,
"message": null,
"messageParams": null,

“parentInstanceld": null,
"network": null,
"dnacIP": "10.104.241.138"

}

e

Content Meetings

Cisco DNA Center Notification

Source DNA
Center IP:

Severity:
Category:
Timestamp:
Issue Name:

Issue Description:

10.104.241.138

5

INFO

2023-01-18 13:50:44

Device config collection event

Shows a config drift event across
the selected list of devices.

Cisco DNA Center Issue Details

#HCiscoLiveAPJC ~ BRKOPS-2416

D

Reference

DNAC-Toronto-lab@cisco.com
To: Lila Rousseaux (Iroussea)

Dear Cisco DNA Center Customer,

You are receiving this message due to the email notification
preference(s) set by your Cisco DNA Center Administrator.

Here are the details about the event:

vice config col on event

t1D  NETWORK-DEVICES-CONFIG-COLLECT
NETWORK

24-)anuary-2024 16:01:04

10.85.54.54

IN BAND

10.85.54.180
82a8469c-a262-4c9c-af33-a7f3e524d97e
vyl

Config Change Event

netadmin

View in Cisco DNA Center

© «
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Device Configuration Management

Configuration Archive

= Cisco DNAC System / Settings Q ® (£
=Q Search Settings Settings / Device Settings
I 5 Configuration Archive SFTP server can be

PP Connaat Cisco DNA Center internal server will periodically back up your device's running CO nfl g U red to expo rt raW

configuration. You can select the day and time for the backup and select the total number

Cisca.com Brodentials of config drifts being backed up (note: total config drifts being saved included all the CO nflgs to a n exte rnal
labelled configs for the device). To archive all the device's running configurations, you can
Smart Account configure an external server.

repository

Smart Licensing

SSM Connection Mode Internal External

g 5 v 3 F
Device Settings External Repository As of: Feb 10, 2022 2:03 PM

Device Controllability

Network Resync Interval Q  Search Table v
SNMP
Host Protocol User Name Backup Format Backup Cycle Connectivity Action
ICMP Ping
Image Distribution Serve: () Dpaily =
290, S HRUHON SAVOL 10.85.54.179 SFTP netadmin RAW Time  01:04 PM @ Connected W ¢

Device EULA Acceptance
PnP Device Authorization
Device Prompts

Configuration Archive

c1sco 'p/‘/
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Device Configuration Management =

Configuration Archive Reference

Downloads

Favourites Name Date Modified
Dropbox T S R S e A O R N e SR R S RS R = T
o ! Export_Configs-10_Feb_2022_18_04_00_353-0WF.zip 555
LB i b . < > + s =¢ v 558 v
R el | Export_Configs-10.. & : © » Q
i . Archive Utility Back/Forward New Folder View Action Group Search
Appl Favourites Name A~ Date Modified Date Created ¢
3 |
= | %3 Dropbox _— i » i o
c # Please enter the password for > [ 10.85.51.69-TRS-E2.cisco.com Today at 2:07 PM Today at 2:07 PM
E “Export_Configs-10_Feb_2022_18_04_00_353- |t lila > [ 10.85.54.17-TRN6-TBRANCH-DIST.cisco.com Today at 2:07 PM Today at 2:07 PM
= oWF.zip". Lt > [ 10.85.54.20-TRN6_TBRANCH_WLC Today at 2:07 PM Today at 2:07 PM
{ -
) - Password: [ > : 10.85.54.23-TBRANCH-C9200-1.lila.com Today at 2:07 PM Today at 2:07 PM
= ) || | G4 Pictures > [ 10.85.54.24-TBRANCH-C9200L-2.cisco.com Today at 2:07 PM Today at 2:07 PM
9 RSt a4 Cancel m £ Box Sync > [ 10.85.54.25-TBRANCH-C9200L-3.cisco.com Today at 2:07 PM Today at 2:07 PM
- = A2 B D > [ 10.85.54.51-TRN6-TBRANCH-FUSION Today at 2:07 PM Today at 2:07 PM
: ocuments
. InventoryReportAllDataFeb022022at0437pm_1643837894841.csv > [ 10.86.54.53-TRN6-TBRANCH-C3650-S1.cisco.com Today at 2:07 PM Today at 2:07 PM
-MFFTING — : e~ ammaas | B3 cursos-presen... > [ 10.85.54.54-COK-BRANCH-STACK Today at 2:07 PM Today at 2:07 PM
£ cursos-presen > [ 10.85.54.99-wic01 Today at 2:07 PM Today at 2:07 PM
I > B9 10 /K 54 102-wir02 Today at 2:07 PM Today at 2:07 PM
Tcp Today at 2:07 PM Today at 2:07 PM
. = —
[ ] ® < 10.85.54.54-C9K-... (= = @ N4 =y » O\ _Fabric_WLC Today at 2:07 PM Today at 2:07 PM
Back/Forward New Folder View Action Group Search 1PUS-FUSION.cirrus.cloud Today at 2:07 PM Today at 2:07 PM
Favourites Name P Date Modified Date Created s APUS-B1.cirrus.cloud Today at 2:07 PM Today at 2:07 PM
32 Dropbox .
10_Feb_2022_18_04_00_353_RUNNINGCONFIG.cfg Today at 6:04 PM Today at 2:07 PM
@} lila 10_Feb_2022_18_04_00_353_STARTUPCONFIG.cfg Today at 6:04 PM Today at 2:07 PM
. . 10_Feb_2022_18_04_00_353_vlan.dat.bat Today at 6:04 PM Today at 2:07 PM
A Applications i i 4 v
(Za) Pictures
B9 Box Sync
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Device Configuration Management

Configuration Archive Reference

XK | 10_Feb_2022_18_04_00_353_RUNNINGCONFIG.cfg

10_Feb_2022_18_04_00_353_RUNNINGCONFIG.cfg -+

1
! Last configuration change at 21:55:47 UTC Mon Feb 7 2022 by netadmin
: NVRAM config last updated at 21:55:49 UTC Mon Feb 7 2022 by netadmin
version 17.3

service timestamps debug datetime msec

service timestamps log datetime msec

service password-encryption

! call-home is enabled by Smart-Licensing.

service call-home

?Iatform punt-keepalive disable-kernel-core

hostname CIK-BRANCH-STACK
1

!

vrf definition Momtovef
éddress-fami1y ipv4
exit-address-family
1

éddress-fami1y ipvé
exit-address-family
1

switch 1 provision ¢9300-24p
?witch 2 provision c9300-24p

1
1
!
i
!
1

%p nbar attribute-map BR2

.attribute business-relevance default

ip nbar attr1bute—ma€ TC3
a

p routing

atffibute trﬁffic—c ss multimedia-streaming
e mhaw mrr bl -rf nAn1
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Device Configuration Management

API’s to retrieve device configuration

The API’s available in Catalyst Center
allows you to retrieve raw startup,
running configs and VLAN DB.

Date Created

!! .
o —— 03_0Oct_2020_20_33.12_._RUNNINGCONFIG(1).cfg  Today at 9:53 AM Today at 9:53 AM F | d eta I | S .

3_0ct_2020_20_33.12_684_RUNNINGCONFIG(1).cfg

I
! Last configuration change at 13:51:05 UTC sat oct 3 2020 by cisco

ce timestamps debug datetime mse:
Ge tinestamps 100 datetime msec show-timezone year
assword-encryption
rnal

POST /network-device-
archive/cleartext

A zip file is generated which
contains raw running-config,
s startup-config and VLAN DB

n0_aaa new-mo
switch 1 provision ws-c3850-48u

boot-start-marker
boot system switch all flash;cat3k caa-universalk9, spa,03.06,04.€,152-2,€4.bin
| boot-end-marker

!
| vef defin

| address-

wgt-vef

ipvé
exit-address-fami Iy

|
| ip routing

HDW

{ abs aue
access- SRRl dev\

crypto pki trustpoint TP-self- ﬂqned 4149928277
enrollment selfsigned 2 &

cisco W&-/ #HCiscoLiveAPJC ~ BRKOPS-2416
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Habit #4 - Keep
your infrastructure
code up to date
with software
iImage
Mmanagement
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SWIM Demo

cisco Lz{@/



What you need to know about SWIM

Intent Based
Network Upgrades

Golden-image driven to
automate process and
drive consistency

Common Workflow

Upgrade base image,
f patches, ROMMON in

one single flow. ISSU
supported

cisco Lz{/&/

S

Trustworthiness
Integration

Assures that device
images are not
compromised in any way.

Upgrade Checks

Pre/Post check ensures
updates do not have
adverse effects on

network

#CiscoLiveAPJC BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Software Upgrade Recommendations

- To reduce the network downtime, it’'s recommended to perform
distribution and activation job separately

- Maintenance window is typically required for activation

« Wireless

« Start with ISSU, AP Pre-Image Download, Staggered Upgrade
- Use Rolling AP upgrades were ISSU not available

« Consider external file servers for remote sites
- Install Mode is recommended mode

- “Bundle”/”Install” mode conversion is not supported
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Control over SWIM- ISSU

ISSU supports both
Wired & Wireless
devices

ISSU support for C9800
controller starting 17.3

Helps reduce downtime
for wireless
Infrastructure

ISSU requires controllers
in HA SSO or N+1

cisco Lz{@/

Devices (2)

Focus: Soft

Q  imageNeedsUpdate: (outd#

1 Selected

© Add Device

Device Name ~

pnp-9800 (2

WLC9800.adamiab.

Image Update

0 Analyze Selection 2 Distribute 3 Activate 4
Analyze Selection

Before you proceed for the Update, analyze your selection

Devices to Update: 1 Device Family: 1 Sites

1 Selected Update ISSU ~
@  Device - Enable ISSU Update ~ J©

a pnp-9800 (10.10.1¢ universalk9.17.09.02.S

Image Update

Analyze Selaction

Schedule and Clean Up 5

To Image @

C9800-CL-universalk9.17.09.03.S
PA.bin
IssU

Belore you proceed for the Update, analyze your selection.

B om0 (030.10.148)

#HCiscoLiveAPJC ~ BRKOPS-2416

Device Family: 1 Sites

Summary

Comment

@ ISSU Validation Successful
Update Readiness Report

Schedule and Clean Up 5 summary

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Ready to go ISSU

cisco Lz/&/

Provision [ Inventory

Image Update

Qe b

@ Analyze Selection @ Distribute @ Activate @ Schedule and Clean Up e Summary

Summary

Review your entry and make changes if you wish to do

Devices to Update: 1

Device

pnp-9800 (10.10.10.146)

Device Family: 1 Sites: 1

From Image To Image

C9800-CL-universalk9.17.09.03.5P
A.bin

C9800-CL-universalk9.17.09.02.5P
A.bin

#HCiscoLiveAPJC ~ BRKOPS-2416

Update Support

@ ISSU Validation Successful

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

68



Control SWIM- AP Pre-Image Download/Rolling
AP Upgrade

|SSU together Wlth AP = Cisco DNA Center Provision / Inventory / Image Update Status Q@ @ L

Pre_lmage Download d 9800_SWIM (172.100.1.54) Image Update s

a n d Rol | i n g AP U pg ra d e Date: Sep 27, 2022 4:20 PM Duration: 27 minutes 7 seconds Status: @ Successfully Activated C9800-CL-universalk9.16.12.05.SPA.bin
SUMMARY

Devices Updates

helps reduce network

> Image Versions (7) A
d OWntl l | I O Device Name Dev| > @ Image Checksum Verification On Device
40 seconds
uo i ev.ay) un
> ° Unpack Images
New-Cat9300-St @ De: 2 minutes 30 seconds

ack-Switch (192 Fan

Controllers needs to be 0 q e

AP Pre-Ilmage Download

8 minutes 6 seconds

provisioned for Rolling

o 9800_SWIM (17 @& Wirl
2.100.1.54
AP l l rade ) Col Task Name AP Pre-Image Download
pg Task Status Success (
- AP Image Predownload Status : Total number of APs = 1, initiated = 0, downloading = 0,
New-Cat9300-St @ . predownloading = 0, completed predownloading = 1, not supported = 0, failed to predownload = 0.)
O ack-Switch (192

168.120.20) and

AP Pre-image

download by default 0 Twten T G @seweten
available starting ( )
version 2.3.3.x

cisco W- #CiscoLiveAPJC  BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 69



Activation for normal wireless vs ISSU wir

Provision / Inventory / Image Update Status

pnp-9800 (10.10.10.146) Image Update

Date: May 30, 202

12:50 PM

tion: 26 minutes 37 seconds

Operations ~ Checks

> @ Distribution

@ Activation

NETGONF Activatian of imaga : G

> @ Pre Activation Opration
2 seconas

> 9

Image Ac

@ Install Commit

> @

nactive Images

> @@ Collect Running Image Detalls
5 seco

» @ Verify Image Activation

1 seco

@ FPost Activation Operation

L-univarsalk0. 17.80.02.5PA.bin on device

Status: @ Successfully Activated C3800-CL-universalkd.17

2.5PA.bin

17 minutes 15 seconds

seconds

Normal Activation

Cisco

.&‘/

Provision / Inventory / Image Update Status

te: May 30, 2023 2:09 PM

|  Operations Checks

[l

@ Distribution

@ Activation
ISSU Activation of image : C98
b @ Pre Activation Operation
2 seconas
B @ Image Activation

© Steggered AP Upgrade

@ Install Commit

i 3 minutes 6 seconds

© Remove Inactive Images
i a

nds

@ Collect Running Image Details

Duration: 56 minutes 54 seconds

pnp-9800 (10.10.10.146) Image Update

Status: @ Successfully Activated C9800

Staggered AP Upgrade

& minutes

Staggered AP Upgrade

Success {

Staggered AP Upgrade Status : Complated, Total number of APs = 1, Upgraded = 1, In Progress = 0, Remaining = 0, APS
0}

not handied by Rolling AP Upgrade =

ISSU Activation

universalkg.

> @ Verify Image Activation
> @ Post Activation Operation
& seconds
#CiscolLiveAPJC BRKOPS-2416
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17.09.03.5PA bin

39 minutes 51 seconds
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Staggered Upgrade =

pnp-9800#show ap upgrade

Status: In progress

From version: 17.9.2.52 Reference
To version: 17.9.3.50

Started at: 05/30/2023 04:56:51 UTC

Configured percentage: 15

Percentage complete: 0

Expected time of completion: 05/30/2023 05:04:51 UTC

Client steering: Enabled
Accounting percentage: 90%
Iteration expiry time: 9 minutes

Progress Report

Iterations

;;;;;;1;;7 Start time End time AP count
0 05/30/2023 04:56:51 UTC  05/30/2023 04:56:51 vIC o
Upgraded

Number of APs: 0
AP Name Radio MAC Iteration Status Site

In Progress

Number of APs: 1

AP Name Radio MAC
thirdwheel 9100 £4bd.9e9£.3£00
Remaining

Number of APs: 0
AP Name Radio MAC

AP Name Radio MAC Status Reason for not handling by Rolling AP Upgrade
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Software Maintenance Update (SMU) support

< Image Repository

=2 Cisco Catalyst 9300 Switch

Add On List (1)

SUMMARY
Images (35)
> Roles & Tags BASE IMAGE INFORMATION
Q
> Major Versions Cisco Catalyst 9300 Switch
cat9k_iosxe.17.09.04.5PA.bin
> Golden Images - !
> Recommendation
SMU (0) PSIRT SMU (1) Sub-package (0) ROMmon (0) APSP (0) APDP (0)
Image Name Version Devices ~ Image Status  {
catdk_iosxe. 17.09.04.CSCwh87343.SPA smu.bin
cat9k_iosxe.17.09.04.SPA bin 17.09.04.0.5180 0 &
O verified Add On (1) ADD ON ATTRIBUTES

Need to mark as golden (along with main image)

Downloadable direct from CCO

Wireless APSP and APDP are also supported (9300 EWC -
SDA Mode)

AP service pack and device pack manual download from
CCO/upload

CISCO W,/ HCiscoLiveAPJC

Cisco 10S-XE Patch package

Yes
bulk-patch
Not Available
Not Available

Varified

role ALL

MO roles/ags avanane
Please tag at least one role/tag for the corresponding image

BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Habit #5 -

Explore
Proactive
Insights with
Al/ML

cisco Lz/&/



Cisco Al Network Analytics Architecture

Anomalies and Insights Time Series Models

Graphical Models

Deep Learning

NLP/NLG

Anonymized
Data

Batch Pipelines

Cisco Al Cloud
Cisco Catalyst Center I
Appliance
Protocals & APIs {(SNMP. JSON._ NetFlow. pxGrid. CLL __
e
1 0 - gf) - &= EGE
Office Site Network Services DC Prlvacy
Network
Infrastructure
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Al Driven Baseline Issues
“

Use case:
What are the expected KPI performance across AP’s p— | T
= . . o
and SSID’s? _H(_)W can | effeCtlvely_ldentlfy’ isolate and Excessive failures to connect - At least 12% increase in failures on SSID-RUpA in Global/SITE-6Zc_/BLD-
mitigate deviations from the baseline performance. SdeA.

Open v
Time: October 17, 2019 5:00 pm - 10:00 pm
Key Benefits: Location: SITE-rOPQ/BLD-G6Zc/FLR-5deA

Is this Issue helpfui? 1/ 57

‘\ Impacted Sites 1 7!17 Impacted Clients

View Dynamic baselines and deviations for 12 o problem berals
(onboarding + throughput) KPI’s

Impact
High Percentage of Onboarding Failures: A large percentage of clients are failing to join the network. This is higher than the normal

Root Cause Analysis failure fractions for the netwark. The green baseline shows the normal bounds of client connection failure fractions given the current

Accelerated tl’OUb|eShOOtIng W|th end_z_end state of the network. The occurence of higher than normal failure fractions is highlighted in red.
Suggested Actions
. workflow complete with impact and potential root o
cause details
Active feedback loop (thumps up/down) to i
integrate SME expertise to further refine baselines .
over period of time i

1100 1200 1300 1400 1500 1600 1700 1800 1900 2000 21:00 2200 2300 Oct18 0100 0200 0300 0400
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Al Analytics - AP Family & Endpoint Comparison

= Cisco DNA Center Assurance - Trends And Insights - Network Comparison a® &
\ Comepare APs v~ by Radio Throughput ~

Use case:

:

H . RADIO THROUGHPUT GROUPS OVER THE WEEK WolAPs ©1-200 ©201-400 () 401- 600
View and evaluate AP and client performance across G e B
different sites through dynamic performance clusters e es oo
identified based on selected KPI “ R o
Lower Throughput ( 0-830Kbgps ) Medium - s ) Higher >10-20Mbps )
® 18% (90 APsin 3 Bulldings | ®30% (0 N B -
“ = Cisco DNA Center Assurance - Trends And Insights - Netwerk Comparison Qe
Key Benefits:
: Comepare Endpoints v by Onboarding Time ~
Encpoin a1 (R
ge Endpoint Famiy 2 (TR
Compare AP performance across traffic classes. ;
§ ONBOARDING TIME GROUPS OVER THE WEEK Hofonboseings o 1- 2,500 02501 - 5,000 (05,000 - 10,000
e isemom 188 <@s 8B s@s  +88  +88 e
in family Apple Ph " T 1 ] <00 00 0 00 e .00
. e . than in Family Apple Tablet Mar 1 Mar 2 Mar 3 Mar 5 Mar 6 Mar 7
Flexibility to compare both on-boarding and throughput Mari
KPI's
Slower Onboarding (31-120s ) Medium Onboarding ( 6-30s ) Faster Onboarding (0-55 )
® 18% (220 onbowdegs) #30% (4235 onbaseings | @52% (7.207 onsourdings )

View and compare dynamic performance clusters for a
selected KPI and AP families.

Apple Phone

View and compare onboarding KPIs for specific device
types for days of a week..

5
’
»
o

Apple Tablet

Wa231% (400}
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Al Endpoint Analytics on Cisco Catalyst Center

Rapidly reducing the unknowns by aggregating data from different sources

_____
o~ Ss

ML Analytics
\

Endpoint
Profili J
rofiling ) \ M

Data N
7/
P d
CMDB
Connector

Easy Onboarding

: DPl-based i  Network
: Fingerprint/ Telemetry Tools
Behavior .- Probes CMDB: Configuration Management Database
© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 77
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Classification based on Deep Packet Inspection

(DPI)

-

DPI

ML analytics

CMDB
connector

-

Deep packet

B W e e e Y

Globex Ultima
CT scanner (Windows 7)

DICOM:
GE CT540

inspection

Probes by NBAR

DHCP
Class-ID:
MSFT

Cisco® Catalyst® 9000
Series Switch - powered

e e e Tl T T T T T T T T T T Tl T T T T T T T e T T T T T T B Y 2

Multifactor classification

Options to support non-Cisco devices available.

cisco Lz{/&/
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Reducing Unknowns with Machine Learning

Device data
‘ ‘ i
ML groups Creates Admin labels

S endpoints rules endpoints
DPI S IPhones
2 These are
. . Bosch
A Cluster 2 Coffee
Machines
ML analytics faa)
e .
‘ _8 Cluster 1
Endpqint ¢ E These are
Analytics Unknown < Apple
‘ Watches.
CMDB ® >
connector o (] Attribute A

‘ = done in cloud

cisco W&./ #CiscoLiveAPJC BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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o
Al learns

from new
labels

SR
New labels

Bosch
w ., = Coffee
Machine

New labels

m _Apple
- Watch

N—/
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Trust Scores and Remediation

Policy / Al Endpoint Analytics Q [A)
Cisco DNA Center Policy / Al Endpoint Analytics Q @
Overview  Endpoint Inventory ~ Profiling Rules  Hierarchy Details Trust Score Attributes
Configuration
Trust Score Total: 5
Total Endpoints Trust Score PREVIEW Manage source Al Proposals Endpoint Authentication and Compliance

[ [ i i

put together some rule propos:

07:14 AM

dsourcing data, we were

> Authentication Method Nat Detectad

ssture
improve your profile

3
@ Unknown 0 (0%) Endpoints
> Posture Not Detected
0 New rule(s) for profiling
@ Partially Profiled 2 (40%) endpoints that may be similar
Endpoint Anomaly Detection
o Euiii Ficis 3(60%) 0 Modification proposal(s) for
v ® Low(1-3) (33%) previously accepted rule(s)
> Al Spoofing Detection Nat Detacted
tially Profiled Labels Medium (4-6) (33%) 0 Profiling Rule(s) is/are no longer
needed
@ High (7-10) 1(33 > Changed Profile Labels Nat Detacted

Concurrent MAC Address

NAT Mode Detection

Adaptive Network Control - ANC

Talos IP Reputation

Globally Disabled

Unauthorized Ports @ Dstected Last Scored:Jun 12, 2022 11:56 PM

Remediate the host via |dentity Services
Engine - ISE

Credential Vulnerability

Reset Trust

c1sco 'p/‘/
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Why radio resource management

10min worth of data
No "busy hour(s)"

No building
segmentation

No visibility

Lots of tuning knobs
No simulation mode **
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Dashboard

Assurance | Al Network Analytics / Enhanced RRM Q@ @ [
(0 24 Hours Band 5GHz 2.4GHz Al RF Profile: baseAIRF Next RRM Run ():12m33s Jun 11, 2022 3:07 AM - Jun 12, 2022 3:07 Ak

(1) Enhanced RRM supports 2.4 GHz and 5 GHz bands for Al RF Profiles. & GHz support is coming soon.

SUMMARY RF PERFORMANCE SUMMARY RF COVERAGE SUMMARY
3 0 51 /100 0% 1 Low N/A
Total AP Count  Total Clients RRM Performance () APs with High CCI ) RRM Changes AP Density  Connectivity

Our Al Insights Engine is getting familiar with your PER5's wireless environment.
Please stay tuned, it will recommend tailor made wireless configs and thresholds once it gets to know your environment!

Insights

~ RF Perfermance
RRM Changes (0 RRM Performance (O Co-Channel Interference (0

LATEST TREND LATEST TREND LATEST TREND

Total APs Optimized Total Access Points Total Access Points
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2.3.7.4 Supports "brownfield” 9800 Deployments

el Catalyst Center

Configure Al-Enhanced RRM

Select Deployment Type

Select how you would like to deploy Al-Enhanced RRM

Enable Without Device Provisioning

This flow enables Al-Enhanced RRM without provisioning your
wireless controllers or access points from Catalyst Center. You may
provision using your choice of tool or WLC WebUI or CLI.

If you do not want Catalyst Center to manage the configuration of
your devices, choose this option.

o Enable With Device Provisioning O

This flow enables Al-Enhanced RRM and requires your wireless
controllers and access points to be provisioned by Catalyst Center.

If you would like Catalyst Center to have full control over the
manageability of your devices, choose this option.

cisco Lz{@/

#CiscoLiveAPJC ~ BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 83



Habit #6 -
Secure
Devices

and Users
(AAA & ISE)
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ldentity Services Engine

= Cisco DNA Center System / Settings Q ® @

=Q Search Settings Settings / External Services
Authentication and Policy Servers
Cisco Accounts W

Use this form to specify the servers that authenticate Cisco DNA Center users. Cisco
Identity Services Engine (ISE) servers can also supply policy and user information.

PnP Connect

Cisco.com Credentials

Smart Account @ Add T Export As of: Apr 23, 2023 4:08 PM [
Smart Licensing
IP Address Protocol Type Status Actions
SSM Connection Mode
Device Settings v 10.10.10.130 RADIUS AAA ACTIVE
Image Distribution Servers
10.66.104.67 RADIUS ISE ACTIVE
Device Controllability
Network Resync Interval
10.10.10.120 RADIUS AAA ACTIVE

SNMP

Only one ISE integration can be done per Catalyst Center.

Other AAA servers can be added, but as an AAA server only (even if they are ISE servers)
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Difference between ISE and AAA integration

D

ISE

Catalyst Center discovers the PSN nodes
AAA config pushed to devices during site
assignment Cisco
PnP will add network device as a NAD to Catalyst

ISE
PxGrid: Center

Provides Username for wired devices

Device attributes for Al endpoint
analytics
Micro-segmentation for SDA

cisco W&-/ #HCiscoLiveAPJC ~ BRKOPS-2416

AAA config pushed to devices
during site assignment
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Pre-requisites for ISE integration

ISE AP| needs to be enabled - ERS read write
No proxy server between ISE and Catalyst Center

PxGrid needs to be enabled on ISE

FQDN is required for the integration, not just an IP address (certificate)

If using Enterprise issued Certificate, need VIP + real IP for Catalyst Center Cluster

CLI credentials on ISE no longer used for integration. APl only

IP reachability required
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Site Settings for AAA

= Cisco DNA Center Design / Network Settings
Network Device Credentials IP Address Pools SP Profiles Wireless Telemetry Security and Trust
Q Find Hierarchy Configure AAA, NTP, and Image Distribution (SFTP) servers using the " Add Servers" link. Once devices are discovered, Cisco DNA Center will
deploy using these settings.
Search Help
I « # Global
S @ AUS AAA Server O
> b brownfield @ Network Client/Endpoint
> da C NETWORK
> @ CLMEL Servers Protocol
@ DC - syd
QISE (O AaA ©O RADIUS () TACACS
i# deak
Network IP Address (Primary)
> b EK
v +
S CIELEe 10.66.104.67 10.10.10.127 v
> @ HongKong
- Change Shared Secret
i nirvana
> dn NZ CLIENT/ENDPOINT
> i PIM M servers Protocol
@ spécial
O ISE O AAA O RADIUS
> b stores
Client/Endpoint IP Address (Primary)
B test
-+
s i@ thirdwheel 10.66.104.67 ¥ 10.10.10.127 v
Change Shared Secret

c1sco '&‘/
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Sample Config

authentication convert-to new-style
ip radius source-interface GigabitEthernetl/0/23
aaa new-model
aaa session-id common
aaa group server radius dnac-client-radius-group
server name dnac-radius_10.10.10.127
ip radius source-interface GigabitEthernetl/0/23
exit
aaa group server radius dnac-network-radius-group
server name dnac-radius_10.10.10.127
ip radius source-interface GigabitEthernetl/0/23
exit

aaa accounting identity default start-stop group dnac-client-radius-group

aaa accounting update newinfo periodic 2880

aaa accounting exec default start-stop group dnac-network-radius-group

aaa authorization exec default local

aaa authorization network default group dnac-client-radius-group

aaa authorization network dnac-cts-list group dnac-client-radius-group

aaa authorization exec VTY author group dnac-network-radius-group local if-
authenticated

aaa authentication login default local

aaa authentication dotlx default group dnac-client-radius-group

aaa authentication login dnac-cts-1list group dnac-client-radius-group local
aaa authentication login VTY authen group dnac-network-radius-group local

dotlx system-auth-control

cisco Lz{@/

#CiscolLiveAPJC

authentication radius server dnac-radius_10.10.10.127
address ipv4 10.10.10.127 auth-port 1812 acct-port 1813
pac key **kkkxk

retransmit 3

timeout 4

automate-tester username dummy ignore-acct-port probe-on
exit

radius-server vsa send authentication

radius-server vsa send accounting

radius-server dead-criteria time 5 tries 3

radius-server deadtime 3

radius-server attribute 31 send nas-port-detail mac-only
radius-server attribute 31 mac format ietf upper-case
radius-server attribute 25 access-request include
radius-server attribute 8 include-in-access-reqg
radius-server attribute 6 on-for-login-auth
radius-server attribute 6 support-multiple
cts authorization list dnac-cts-list

line vty 0 15

login authentication VTY authen

authorization exec VTY author
aaa server radius dynamic-author
client 10.10.10.127 server—-key **x*#*x*
client 10.66.104.67 server—key **x*#*x*

exit
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Device AAA and Site AAA interaction

Device has AAA configured Site has AAA defined Provisioning Workflow Success

Note: If just client/device AAA, then all will work.
Network AAA is the issue — due to lockout concerns (NAD entry in ISE)
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Habit #/ - Up
your automation
game with APIs
and other
Integrations
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Why API?

AUTOMATI INTEGRATIO INNOVATIO
ON N N
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APl First 2.3.7.6 release notes

Table 6. New and Changed Features in Catalyst Center Platform, Release 2.3.7.7

Feature

New APls

Compliance API

Issues APls

Licenses APIs

Network Settings APls

SDA APIs

Description

Catalyst Center platform supports the following Compliance API:
- POST ip>/dnafi pif1 i iation/| on

Compliance Remediation.
To acoess the new Compliance API, click the menu icon and choose Platform > Developer Toolkit > APls.
Expand the Know Your Network drop-down list and choose Compliance.

Catalyst Center platform supports the ronuwmg Issues APIs:

Remue the given st of ssues.
+ POST i i i
Ignore the given list of issues.

« POST {id}update
Update the given issue by updating sele:ted fields.

To access the new Compliance API, click the menu icon and choose Platform > Developer Toolkit > APls.
Expand the Know Your Network drop-down list and choose Issues.

Catalyst Center platform supports the following Licenses APls:
+ PUT <cluster-ip>/dnaintent/api/v1/licenseSetting
Update license setting.
* GET <c if i pifv’
Retrieve license setting.

To access the new Licenses APIs, click the menu icon and choose Platform > Developer Toolkit > APIs.
Expand the Cisco DNA Center System drop-down list and choose Licenses.
Catalyst Center platform supports the following Network Settings APIs:
+ PUT <cluster-ip>/dnafintent/api/v1/sites/{id}/timeZoneSettings
Set time zone for a site.
+ PUT <cluster-ip=/dnafintent/api/v1/sites/{id}/bannerSettings
Set banner settings for a site.
* PUT <cluster-ip=/dnaf tiapifvl/sit
Set telemetry settings for a site.

To access the new Network Settings APls, click the menu icon and choose Platform > Developer Toolkit > APls.

Expand the Site Management drop-down list and choose Network Settings

Catalyst Center platform supports the following SDA APIs:
Multicast APls
- GET al
Get multicast mrtual natworks.
- GET
Get multicast.

= PUT <cluster-ip>/dna/intent/api/v1/sda/multicast/virtualNetworks
Update multicast virtual networks,

- GET <cl I
Get multicast Vlflual network count.

+ DELETE <cluster-ip>/dnafintent/apifv1 i usalNetworks/${ic}
Delete multicast virual network by ID.

+ POST pifu1 ork:

p:
Add it ast vichia) petwnek:

Site Design APls Catalyst Center platform supports the following Site Design APls:
« POST <cluster-ip>/dnafintent/api/v1/networkDevices/assignToSite/apply
Assign network devices to a site.
+ POST <cluster-ip>/dna/intent/api/v1 /networ i i ignments
Assign a network profile for sites to the given site
To access the new Site Design APIs, click the menu icon and choose Platform > Developer Toolkit > APls.
Expand the Site Management drop-down list and choose Site Design

SWIM APIs Catalyst Center platform supports the following SWIM APls:
* GET <cluster-ip>/dna/intent/api/v1/images
Get list of images available under the given site and product name.
POST <cluster-ip=>/dna/intent/api/v1/images/${id}/download
Download the software image from Cisco.com on the disk for the given 'id".
GET <cluster-ip>/dnafintent/api/v1 /productNames
Get the list of network device product names, their ordinal, and the support PIDs based on filter criteria.
GET =<cluster-ip>/dnafintent/api/v1/productNames/count
Get count of product names based on filter criteria.
- GET <cluster-ip>/intent/api/v1 fimages/S{ } Ordinal}
Update the list of sites for the network device product name assigned to the software image.
+ GET <cluster-ip>/i
Get network device product names fura site.
POST <cluster-ip=/dna/intent/api/v1/fimages/S{imageld}/productNames
Assign network device pruduct name and sites for the given image identifier.

+ GET =<cluster-ip>/
Get the count of network device pmduct names for the glven filters.

-+ DELETE <cluster-ip>/dna/intent/api/v1 imageld, { Ordinal)
Remaves the network device uroduct name from all the sites for the given software image.

+ PUT <cluster-ip> /dnafi i Ordinal}

Update the list of sites for the network device pmduct name assigned to the software image.
GET <cluster-ip>/dna/intent/api/v1/images/count
Count of images available under the given site and product name.
GET =<cluster-ip i ifv1 fi nage
Retrieves the list of applicable add-on images if available for the given software image.
« GET <cluster-ip: ifv1fi {id). nt
Count of add-on i |mages available for the given software image identifier.

- GET <cluster-ip: stributionServerSettings
Retrieve the list of remote image d:s(rlbutmn servers.

POST <cluster-ip>/dna/intent/api/v1/images/distributionServerSettings
Add image distribution server for distributing software images.

= GET <cluster-ip: i ifv1 fimages/distributi verSettings/${id}
Get image distribution server for specified server identifier.
q + PUT <cluster-ip> Japifvlfi i i {id}

Cisco

Update remote image distribution server.

DELETE <cluster-ip: intent/api/v1/images/distributi verSettings/${id}
Delete remote image distribution server.
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SDK

>>> from dnacentersdk import DNACenterAPI

>>> api = DNACenterAPI()

< c @ dnacentersdk.readthedocs.io/en/latest/

# dnacentersdk

Installation

Introduction

Quickstart

Contributor Covenant Code of Conduct

Contributing

, mongoDB.

MongoDB Atlas is the cloud DBaaS built
by the engineers behind MongoDB. Try

cisco Lz{@/

#HCiscoLiveAPJC ~ BRKOPS-2416

Docs » dnacentersdk © Edit on GitHub

dnacentersdk

Simple, lightweight, scalable Python APl wrapper for the DNA Center APls

Welcome to the docs! dnacentersdk is a community developed Pythonic wrapping of the DNA
Center APIs (for APl versions: 1.2.10, 1.3.0). The package represents all of the Cisco DNA Center
AP interactions via native Python tools. Making working with the Cisco DNA Center APIs in

Python a native and natural experience.

dnacentersdk helps you get things done faster. We take care of the APl semantics, and you can
focus on writing your code.

With dnacentersdk, you can easily:
« Interact with the DNA Center APIs in an interactive Python session
« Quickly create code that enables you get something done in DNA Center
« Leverage the APl wrapper to cleanly add DNA Center functionality to your project without

having to write the boilerplate code for working with the DNA Center APIs

To dive in and see how dnacentersdk makes your life better, check out the Quickstart!

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Go/Ansible/Terraform

B cisco-en-programmability / dnacenter-go-sdk Public

<> Code (O Issues 1 Pullrequests 1 ® Actions [ Projects [0 Wiki () Securty |~ Insights

¥ main ~ P 8branches © 28 tags

@ tmunozmiranda Update README.md

github Updat templates
W examples Update module version
3 scripts Add workflow and scripts
m sdk Changed ‘RequestConfiguratior
O gitignore Initial SDK commit
[} CHANGELOG.md Changed *RequestConfiguratior
[@ wucENSE Included LICENSE, more details &
[ Makefile
[ README.md EADME.md
[ go.mod Update module version
O gosum Update dependencies

https://github.com/cisco-en-

programmability/dnacenter-
go-sdk

c 17 daysago {179 commits

W Community Authors» cisco> dnac

aluali [
cisco % dnac

Asible Modules for Cica DNA Center

@ info

Installation $ ansible-galaxy collection install cisco.dnac
N talling collections with ansible-galasy is anly supper
& Dow ad tarba

Install Version 6.4.0 released 2 manths ago

v 1 3 ) e e

Ansible Collection - cisco.dnac

Ansible Modules for DNA Center

The dnacenter-ansible project provides an Ansibe collection for managing and automating yc
consists of a set of modules and roles for performing tasks related to DNA Center.

This collection has

sted and SUPpOrs Cisco DNA Center 2.23.3.

Note: This colect ot compatible with versions of Ansible befre v2.8.

Other versians of this collection have Support for previous Cisca DNA Center versions. The re

https://galaxy.ansible.com/cisc

o/dnac

Reference

\.’ Terraform ‘ Registry % Search Provi

Providers = cisco-en-programmability = dnacenter = Version 0.3.0-beta atest Version

dnacenter

dnacenter

1y cisco-en-programmaility

VERSION @ PUBLISHED < SOURCE CODE

0.3.0-beta 2 months ago ©) cisco-en-programmabilityfterraform-provider-dnacenter

https://registry.terraform.io/providers/cisco-

en-programmability/dnacenter/latest

cisco Lz{@/
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Splunk Integration (existing

https://github.com/cisco-en-programmability/splunk-

Cisco DNA Center Device Health

Time Range

Ciseo DNA Center Host

Last 30 days - bpsn0S3MAS - | X Hida Fikers
Device Manageability Type Device Reachability Type
Percentages Percentages

Device Family Percentages

Device Role Percentages

Number of Managed Devices

147
—
Number of Switches and Hubs

77

Number of Unmanaged Devices

Mumber of Wireless Controllers

Number of Routers

Number of APs

o 47

Number of Managed With Errors Devices

Edit

Export =

Device Series Percentages

Troe fange

2

cisco Lz{/&/

Porcentage of Compant Dovices

~dppsS

#HCiscoLiveAPJC ~ BRKOPS-2416
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Native Webex Issue Integration

Reference

& v¢ dnac_webex 2
DNAC-BOT

Messages People (2) Content Meetings + Apps

dnac_test_bot 29/4/2022, 5:22 pm

Cisco DNA Center Notification

Source DNA 10.66.104.121

Center IP:

Severity: 2

Category: ERROR

Timestamp: 2022-04-29 07:22:17

Issue Name: AP disconnected from WLC

Issue Description: The AP is CAPWAP disconnected
from WLC and is no longer joined to
it. The WLC has missed the AP's
CAPWAP heartbeat message. At the
time, AP was connected to switch -
port

Cisco DNA Center Issue Details

cisco M-/ #HCiscoLiveAPJC ~ BRKOPS-2416
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2.3.7.5 - L2 Advanced Port Configuration

All Devices | perth-9k-edge

@

perth-9k-edge £ Run Commands [ View 360

© Reachable | @ Managed | IP Address: 10.10.9.128 Device Model: Cisco Catalyst 9300 Switch Device Role: ACCESS Uptime: 4
X
DETAILS
pp— Edit Port
System >
. MAAAAR AAAAAR SResst o Setto etat
wwiomner > PPPEEE UEUEEE
Browse Configurations > : * " : . . * Port Name (& GigabitEthernet1/0/1
User Defined Fields @ Connected @ Error Disabled @ Admin Disabled @ Not Connected PoE Enabled
RER Rings Configuration
Wireless Info
v System Switchport Description ()

SECURITY Image (Version) 17.9.2 Fan Tray 3
Aduiscriss IP Address 10.10.9.128 Power Supply 2 Switchport Mode (O] Dynamic Auto ~

MAC Address 68:ca:e4:36:35:00 SFP Modules 0
FIELD NOTICES Platform C9300-48U Serial Number FCW2| Switchport Access VLAN ID @ 1 v
Field Notices View System Details
Potential Field Notices Switchport Voice VLAN ID @ v

~ Layer 2 Configuration %™ 2 Edit
COMPLIANCE coP Enabled STP Mode Rapid
Switchpert Admin Status 0 No Shutdown @ v

Summary LLDP Enabled VTP Mode Trans|

IGMP Snooping Enabled MLD Snooping Disabl HolShndovin

VLANs 7 Port Channels 0 Authentication Mode O ° Open O Closed

Ports 65

View Layer2 Details

cance'

cIsco '&/
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Add extra attributes

X Edit Port

Edit Port / Add Configurations

<5 Reset < Set to Default
Q Search
Add All 25 Unselected Remove Al Switchport Mode 0) Dynamic Auto & v
|- cTssaT
> Switchport Allowed VLAN
CTS SGT-P t
ropagate Switchport Access VLAN ID (D 1 &Y

+
- CTS SGT-Trusted
+

DHCP Snooping Rat
e Switchport Voice VLAN ID (D v
|- DHCP Snooping Trust
|- LLOP Receive/Transmit ) .
" Switchport Admin Status O] No Shutdown & v

| Switchport DTP Negotiation

Switchport Native VLAN o
Authentication Mode (D © Open () Closed

J’_
-+ Switchport Protected
J’_

Switchport Pruning VLAN

Switchport Allowed VLAN (O

|- VTP Admin Status

Cancel Add @ Add Configurations
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One more thing (bonus).... Cloud support model

False

trad-4331-adamlab-cisco-com 10.10.5.2 False False
False

wlc9800-adamlab-cisco-com 192.168.200.201 1I0S True False False None
False

Untouched inventory from service co4z-4wrd-w455.

>>> dnac=service.inventory["10-66-104-121"]

>>> dnac.interactive()

22:13:27.178Z INFO | internal | starting interactive session (will be closed when detached)

22:13:27.778Z INFO | internal | Session log initialized [filepath='/Users/aradfordl/.radkit/session_logs/client/2
0230803-081327-10-66-104-121.10g"']

RS T T 10-66-104-121 [N

Type: [EEMM to detach.
a8l for other shortcuts.

When using nested SSH sessions, add an extra

S per level of nesting.

Last login: Wed Aug 2 ©8:11:05 UTC 2023 from 10.81.7.132 on pts/1

Design / Image Repository / Image Family

About
Welcome to the Maglev Appliance Cisco DNA Sense
API Reference
System information as of Wed Aug 2 22:13:29 UTC 2023 ller for Cloud

Developer Resources

Contact Support

Remote Support Autharization 1D

cisco W-/ #CiscoLiveAPJC ~ BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 101



Take aways

Device Controllability to maximize value

Telemetry for network/application/user insights
Software Image management to keep code up to date
Compliance and Configuration management for NetOps
Al/ML for AlOps

ISE and AAA for network and device security

APl for automation/integration/innovation

cisco W&-/ #CiscoLiveAPJC BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 102
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Keynote Deep Dives

Experiences
Amplified:

How Al Can Fuel
Better Employee
and Customer
Experiences

Level 1
Room 106

Smart, Secure,
Seamless:
Transforming
Experiences with

Next-Generation
Networking

Level 2
Room 204

Harness a Bold
New Era:
Transform Data
Centre and

Service Provider
Connectivity

Level 2
Room 203

Wednesday
10:30am -11:30am

A\
fl
©),

. ,——f‘j::/

Securing User to
Application and
Everything in
Between

Level 2
Melbourne Room 2

/

—
Unlocking
Digital Resilience
through Unified
Observability

The HUB
Centre Stage

#CiscoLiveAPJC



Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@,\73 Complete your surveys in the Cisco Live mobile app.

cisco W-/ #CiscoLiveAPJC ~ BRKOPS-2416 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 104



- Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

Continue

. \\ - Attend the interactive education
yOU I educat|0n with DevNet, Capture the Flag,
> and Walk-in Labs

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand

Session ID © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 105
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Thank you
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