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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKSEC-2482
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Abstract

BRKSEC-2482

With the rapid cloud adoption and hybrid work for users, security is no longer confined to the enterprise network perimeter. Thus, 
it becomes of paramount importance to provide an integrated Security Service Edge (SSE) architecture which unifies security of 
web, private and SaaS applications from evolving threats. This unified architecture helps in providing seamless control and security 
in accessing applications remotely to different personas like employees, trusted partners and contractors. How do you maximize 
benefit and minimize risk when adopting Cisco Secure Access? This session gives phased approach to achieve success while 
implementing Cisco Secure Access.

• Deployment Plan: The deployment plan includes phases for private apps connectivity, remote access, on-network users, and 
advanced features

• Deployment Methods: Deployment methods include Secure Private Access, ZTA Client-Based, RA VPN, ZTNA Clientless, and 
Branch IPsec Tunnel

• Advanced Features: Advanced features include Duo Passport, CII, reporting and analysis, DEM integration, decryption, and IPS 
enforcement

• Automating the migration from Umbrella Roaming agent to Secure client with a PowerShell script
• Deployment Plan: The deployment plan includes phases for Internet connectivity, remote access, on-network users, and 

advanced features
• Deployment Methods: Deployment methods include Secure Internet Access, Certificate, PAC URL for Servers and Branch IPsec 

Tunnel - with Cisco and 3rd Party.
• Advanced Features: Advanced features include Duo Passport, CII, reporting and analysis, DEM integration, Selective decryption, 

DLP, RBI and SIEM Integration
• Explore policy creation with AI/ML
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Bhavik Shah
Solutions Engineer, Cybersecurity
Cisco Systems, Inc.
• Fun fact:

• Loves running and fitness freak
• Marathon runner with 2 10K finish and 1 21K Finish
• Learning new stuff and exploring unknown territories.

• Work:
• 15+ years of experience in Cybersecurity
• Problem Solver, Innovator, Good Listener
• CCIE Security #59125
• GIAC Cloud Penetration Tester (GCPN)

• Family:
• 1 daughter, 3 years old.
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Solutions Engineer, Cybersecurity
Cisco Systems, Inc.

• CCIE Security#42053
• 10 Years + in the Cybersecurity Industry
• Cisco System Certified Instructor (CCSI#35384)
• CCIE Security -2014 | CCSI#35348 | GIAC – GCIH, GDSA | PCNSE
• Co-Author for Security Experience Center (SEC)

• Family – Father (6 yrs and 4 Months old daughters)

• Now: Busy building Security Experience Center For ASEAN Countries
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• Introduction – Progressive Buzz

• Audience Poll

• Deployment Plans For Secure Internet Access

• Deployment Plans For Secure Private Access

• Advanced Feature

• Conclusion
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Why Security Service Edge?

BRKSEC-2482

Resource

Branch user

Request

Request

Response Response

Perimeter Controls

Roaming user
Cloud Security (FWaaS)

ResourceRequest

Request

ResponseResponse

Different Visibility 
Consoles
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Uncovering SSE

BRKSEC-2482

ZTNA
SWG

FWaaS
DLP

Control Plane

Data Plane
(Policy enforcement)

User Machine SSE(Secure Service Edge)
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NIST 800-207: Zero Trust Architecture 

Source: https://csrc.nist.gov/publications/detail/sp/800-207/final

BRKSEC-2482 15
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Map the Phases according to your environment

Here is where you are on the 
Zero Trust Journey

16BRKSEC-2482
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Convergence of networking 
and security services including 
SWG, CASB, DNS protection, firewall-
as-a-service, SD-WAN, and zero trust 
network access

Gartner: Secure Access Service Edge (SASE)

Gartner, The Future of Network Security 
Is in the Cloud, Neil MacDonald, Aug 30, 2019

Benefit rating:
Transformational

Market penetration:
Less than 1% of target audience

Maturity:
Emerging

18
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NIST 800-207: Zero Trust Architecture 

Source: https://csrc.nist.gov/publications/detail/sp/800-207/final

ISE Client Posture

SAML/SCIM

CASB / SaaS DLP

SO
A

R

Logs (S3 Bucket)

ZTA Cert Server
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Here is what you need to know.

We have a Remote Access VPN 
Solution and wish to replace it 
with modern access method 
such as SDP 
or ZTNA? 

BRKSEC-2482 21
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Demystifying ZTNA

BRKSEC-2482

ZTNA Proxy

10.110.183.20

Proxy Translation table

10.110.183.20:2222            100.64.90.20:2222

SRC: 10.110.183.20: 2222
DST: 20.20.20.20: 443

SRC: 100.64.90.20: 2222
DST: 20.20.20: 443

20.20.20.20
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ZTNA Proxy

10.110.183.20

10.120.183.20

10.130.183.20

Proxy Translation table

10.110.183.20:2222            100.64.90.20:2222

10.120.183.20:3333            100.64.91.20:3333

10.130.183.20:4444            100.64.92.20:4444 

SRC: 10.110.183.20: 2222
DST: 20.20.20.20: 443

20.20.20.20

SRC: 10.120.183.20: 3333
DST: 30.30.30.30: 80

SRC: 10.130.183.20: 4444
DST: 40.40.40.40: 443

SRC: 100.64.90.20: 2222
DST: 20.20.20: 443

SRC: 100.64.91.20: 3333
DST: 30.30.30.30: 80

SRC: 100.64.92.20: 4444
DST: 40.40.40.40: 443

30.30.30.30

40.40.40.40

Demystifying ZTNA Request
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ZTNA Proxy

10.110.183.20

10.120.183.20

10.130.183.20

Proxy Translation table

10.110.183.20:2222            100.64.90.20:2222

10.120.183.20:3333            100.64.91.20:3333

10.130.183.20:4444            100.64.92.20:4444 

20.20.20.20

30.30.30.30

40.40.40.40

Demystifying ZTNA
SRC: 20.20.20.20: 443
DST: 100.64.90.20: 2222

SRC: 30.30.30.30: 80
DST: 100.64.91.20: 3333

SRC: 20.20.20.20: 443
DST: 10.110.183.20: 2222

SRC: 30.30.30.30: 80
DST: 10.120.183.20: 3333

SRC: 40.40.40.40: 443
DST: 100.64.92.20: 4444

SRC: 40.40.40.40: 443
DST: 10.130.183.20: 4444

Response
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Demystifying ZTNA

BRKSEC-2482

ZTNA Proxy

10.110.183.20

Proxy Translation table

20.20.20.20

SRC: 20.20.20.20: 5555
DST: 100.64.90.20: 2000

???????                100.64.90.20:2000
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Lab Topology – Secure Private Access
Existing Setup

BRKSEC-2482

Internal Gateway

MPLS

Your Data Center

Secure DNS

TCP/UDP
(443)

IP

RDP
10.20.50.50

2

Web -Splunk
10.20.60.28:8000

Location:
India (Bengaluru)

Location:
Singapore

Location:
Malaysia

Colo or Regional Hub

Employees or 

Contractors

SSH -
10.20.60.8

1 3

26
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Building Blocks For Private Access

Who Needs The Access

Corporate User with Corporate Asset

Corporate User with BYOD Asset

Vendor User with BYOD Asset

User Type

User Type

27
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Building Blocks For Private Access

How is the Identity Verified

User or User Group

Hostname

SGT

Subnet/IP address

Who Needs The Access

Corporate User with Corporate Asset

Corporate User with BYOD Asset

Vendor User

User Type

Identity

User Type

Identity Type
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Building Blocks For Private Access

Private App Access

IPSec based backhaul connection

Resource Connector

How is the Identity Verified

User or User Group

Hostname

SGT

Subnet/IP address

Who Needs The Access

Corporate User with Corporate Asset

Corporate User with BYOD Asset

Vendor User

User Type Secure Private App 
Connection

Identity

User Type

Connection Method

Identity Type
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Building Blocks For Private Access

Private App Access

IPSec based backhaul connection

Resource Connector

How is the Identity Verified

User or User Group

Hostname

SGT

Subnet/IP address

How the user connect to SSE

Using Remote Access VPN method

Using ZTNA Agent Method

Using Browser (Clientless)Method

Who Needs The Access

Corporate User with Corporate Asset

Corporate User with BYOD Asset

Vendor User

User Type Secure Private App 
Connection

Identity User Access 

User Type

Connection Method

Identity Type Connection Method
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Deployment
Secure Private Access (Branch / DC / Roaming User)

BRKSEC-2482 31

• RA VPN (Secure Client – VPN Module)

• Client-Based ZTNA (Secure Client – ZTNA Module)

• ZTNA Clientless (Browser-Based)​

• Branch and DC (IPsec Tunnel and/or Resource connector)
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Phased Execution - VPN -> VPNaaS -> ZTNA

Time

Value

Customer

Future 
Capabilities

M5

M4

M3

M2

M1

M Milestone

Only a set of 
applications are moved 
to ZTNA based Method

Extend ZT Principle for 
Apps – SSH, RDP, 

Passwordless Access etc.

Secure Access for User 
or Contractor to the 
PRIVATE App with 

VPNaaS

Application Segment 1, 
Move to ZTNA method 

of access

Continue to Move Apps 
to ZTNA method, 

remaining are accessible 
Via. VPN-as-a-Service

Secure Access

Only Trusted Endpoints 
are allowed to use the 

VPN-as-a-Service

Manage digital 
experience at Internet 

scale

Identity Protection

Enable Identity Threat 
Detection and 

Response

SIEM Integration

Existing VPN Gateway –
Centralized and local 

Identity

Type of Users – 
Employees and/or 

Contractor 

AAA Server

Posture Checks

Backhaul Connection
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Lab Topology
ZTNA in Secure Private Access-Cisco Secure Access

BRKSEC-2482

Ingress Proxy Egress Proxy

Private Backbone

Peering

Your Data Center

Secure DNS

QUIC
UDP
(443)

IP

RDP
10.20.50.50

3

Splunk
10.20.60.28:8000

Resource 
Connector

2

1

TLS/DTLS
TCP/UDP - 

443

Location:
Bengaluru

Location:
India West

Location:
Singapore

Location:
Malaysia

Cisco Security Cloud
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Lab Topology
ZTNA in Secure Private Access-Cisco Secure Access

BRKSEC-2482

Ingress Proxy Egress Proxy

Private Backbone

Peering

Your Data Center

Secure DNS

QUIC
UDP
(443)

IP

RDP
10.20.50.50

3

Splunk
10.20.60.28:8000

Resource 
Connector

2
1

TLS/DTLS
TCP/UDP - 

443

Location:
Bengaluru

Location:
India West

Location:
Singapore

Location:
Malaysia

Cisco Security Cloud
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Lab Topology
ZTNA in Secure Private Access-Cisco Secure Access

BRKSEC-2482

Ingress Proxy Egress Proxy

Private Backbone

Peering

Your Data Center

Secure DNS

QUIC
UDP
(443)

IP

RDP
10.20.50.50

Splunk
10.20.60.28:8000

Resource 
Connector

1

TLS/DTLS
TCP/UDP - 

443

Location:
Bengaluru

Location:
India West

Location:
Singapore

Location:
Malaysia

Cisco Security Cloud
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Private App Connection Method
IPSec Tunnel / Resource Connector

BRKSEC-2482

Pre-requisites/Deployment Steps

Setup IPsec Tunnel/App Connector (if IPsec, configure traffic selection for RAVPN IP pool/ZTNA 

subnet (100.64.0.0/10) and Branch private subnets)

Network config to forward RAVPN IP pool/ZTNA subnet (100.64.0.0/10) through the tunnel

Configure Private Resources/Groups on Secure Access dashboard

*Configure Private Access Policy to allow access to Private Resources

Reporting review

*Requires identity sources to be provisioned prior this task 

Private Applications

36
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User Access
Connection Method – Remote Access VPN

BRKSEC-2482

Pre-requisites/Deployment Steps

User Provisioning (Manual, AD, IdP)

Deploy Secure Access Root CA  (if not deployed already)

Configure Endpoint Posture Profile (if not deployed already)

Configure RA VPN Settings

• Configure DNS Servers (*If local DNS server, create Private Access Resource and Private Access Policy to allow access to it)
• IP Pool dedicated for RA VPN

Configure RA VPN Profile

• Configure General Settings (Endpoint Posture Profile *optional)
• Define Authentication Method (SAML | Cert | MultiCert | SAML+Cert)
• Define Traffic Steering
• Define Endpoint Settings

Provision the Secure Client VPN Module & .xml profile

Configure Private Access Policy to allow access to Private Resources

Reporting Review
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User Access
Connection Method – Client Based ZTNA

BRKSEC-2482

Pre-requisites/Deployment Steps

User Provisioning (Manual, AD, IdP)

Setup SAML authentication with your preferred IdP

Deploy Secure Access Root CA  (if not deployed already)

Configure Endpoint Posture Profile (optional)

Provision the Secure Client ZTNA Module & Enrollment Process

Configure Private Access Policy to allow access to Private Resources

Reporting Review

38
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User Access
Connection Method – Clientless ZTNA

BRKSEC-2482

Pre-requisites/Deployment Steps

User Provisioning (Manual, AD, IdP)

SAML Authentication

Deploy Secure Access Root CA  (if not deployed already)

Configure Posture Profile (optional)

Determine Private Resource provisioning method for initial Resources (Public URL for Private 

Resources)

Configure Private Access Policy to allow access to Private Resources

Reporting Review

39
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Endpoint

Cisco Secure 
Access

Zero Trust 
Access

Client or 
Clientless

Zero Trust
Client(Clientless)

Proxy

SFCN

ASA/MX
Frouter

AC

Gateway Private Application

BLR Campus SEC Lab

App1 App2
ESXi

Resource 
Connector (VM)

Resource 
Connector (VM)

Resource 
Connector 

Group

Topology

BRKSEC-2482 41
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Resource Connector and No IPSec
Scenario:

● Resource Connector is preferred path

● No IPSec Tunnel possible in SEC due to InfoSec Compliance.

SSE

ZTNA

Lee

Customer cloud

Connector GroupACGw

Private 
resource

Frouter

BRKSEC-2482 42
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Failover between Resource Connector and IPSec

Scenario:

● Resource Connector is preferred path

● If IPSec exists, then ZTNA fails over to IPSec on ACGw API returning not-found or error

SSE

ZTNA

Lee

Customer cloud

Connector GroupACGw

Private 
resource

Frouter

IPSec 
Headend IPSec Endpoint

BRKSEC-2482 43
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AC Agent

Control Channel

Data Channel

Communication Channel for App Connectors

SSE PoP

BRKSEC-2482 44
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Firewall access rules for App Connectors

• Customer edge firewall rules (FQDNs/IPs)

SSE Services FQDN/IPs for Whitelisting Port/Protocol

Gateway Cisco IP Space TCP/UDP 443

Controller us.controller.acgw.sse.cisco.com
eu.controller.acgw.sse.cisco.com
Ap.controller.acgw.sse.cisco.com

Will resolve to AWS Static IPs

TCP/443

Repo (Auto upgrades) us.repo.acgw.sse.cisco.com
eu.repo.acgw.sse.cisco.com
Ap.repo.acgw.sse.cisco.com

Will resolve to AWS Static IPs

TCP/443

ACME prod.acme.sse.cisco.com TCP/443

SSE API Gateway api.sse.cisco.com TCP/443

SSE PKI Ssepki.cryptosvcs.cisco.com TCP/80

BRKSEC-2482 45
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Item 
No. Operational Locations Implementation details

0 Any device (Optional) Create an SSH key
1 Secure Access console Defining Connector Groups
2 Secure Access console Download the resource connector image
3 VMware ESXi – 7.0.3 Deploy a resource connector
4 Secure Access console Add a resource connector to the “Confirm”
5 Secure Access console Assigning Private Resources to a Resource Connector Group

6
ZTA Terminals with module 

installation Make sure you have access to private resources
7 Any device (Optional) SSH to the Resource Connector

<After work>
• If necessary, you can add more resource connectors to increase throughput capacity
• If necessary, assign the newly added private resources to the connector group

Resource connector deployment steps

BRKSEC-2482 46
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Private key
Public key

The generated SSH key will be used in a later 
step. At this time, please create an SSH key

Any device

The SSH key you created is used to log in to the Resource Connector 
with SSH. Better to have this configured as its valuable to be able to 
SSH for problem troubleshooting.

0. (Optional) Create an SSH key

BRKSEC-2482 47
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② Enter a name of your choice, 
Connector Select the region where 
you want to install it. Choose a region 
that is close to the private resources 
you want to access. (Region can only 
be set on this screen.)

①

②

1. Define connector groups
Secure access 

console

BRKSEC-2482 48
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[VMware ESXi] Select Create

1. Define connector groups
Secure access 

console

BRKSEC-2482 49
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(1) Download the connector image for 
[VMware ESXi]. (TAR file)

(2) You will need to enter the Provisioning 
Key in a later step, so copy it and keep it 
handy.

①

②

2. Download the resource connector image

Secure access 
console

BRKSEC-2482 50
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Untar the file and then use this ova file

2. Download the resource connector image

BRKSEC-2482 51
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VMware ESXi

In the VMware ESXi console, specify 
the ova file that you unzipped in the 
previous page to deploy the resource 
connector.

3. Deploy the resource connector

BRKSEC-2482 52
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VMware ESXi

Item 2 to 4 click next 
and proceed to item 
5 Additional Settings. 

Enter the Key that you copied in the Secure Access console

Enter any IP/Gateway/DNS/NTP 
Server
➢Note, It`s a Private Resource 
connector, use RFC1918 address and 
make sure the private IP can reach 
the Private Resources/ Apps

Enter the SSH Public key contained in the id_rsa.pub 
obtained in step 0 (Optional)

3. Deploy the resource connector

BRKSEC-2482 53
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VMware ESXi
3. Deploy the resource connector

BRKSEC-2482 54
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When the resource connector starts, the deployed 
resource connector will be displayed in the [(2) Confirm 
Connectors] item, so click [Confirm connectors]

3. “Confirm” the resource connector
Secure access 

console

BRKSEC-2482 55
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Secure access 
console

In the Resource Connector Group that you created, add the(Created) 
Select and assign a Private Resource

Private Resource 
>[Save]

4. Assign private resource to a resource connector 
group 

BRKSEC-2482 56
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Here is what you need to know.

We have a Proxy 
Appliance and wish to 
replace it with a Cloud 
Proxy

59BRKSEC-2482
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Phased Capability Execution

Time

Value

Customer

Future 
Capabilities

M5

M4

M3

M2

M1

M Milestone

Security Category 
Filtering

Block Page

DLP In-line and SaaS 
Monitoring

Connection Method –
IPSec / PAC or Agent

SWG – Content 
Category based Filtering

CASB / Shadow IT App 
Control

Secure Access

Employee / Guests / 
Servers

Tenant Control

Manage digital 
experience at Internet 

scale

Certificate Rollout

Identity Protection

File Type ControlsApp and Micro-App 
Control

DLP Block Mode

Remote Browser 
Isolation

Exclusions
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Deployments

Secure Internet Access
• Network Protection
• PAC File​
• Branch (IPsec Tunnel)
• Roaming Module
• RA VPN (Secure Client – VPN Module)

61
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Secure DNS Traffic
Layer 1

BRKSEC-2482

Pre-requisites/Deployment Steps

Register your public IP address

Point local DNS forwarders to Secure Access Resolvers (208.67.222.222 & 208.67.220.220)

Deploy Secure Access Root CA  

Reporting Review

Configure Internet Access Rule to enforce required protection and access controls (optional)
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Deployment and 
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Secure SWG Traffic
Method: PAC URL

BRKSEC-2482

Pre-requisites/Deployment Steps

Configure Domains to be bypassed from Secure Access

Review Network Requirements

Register your public IP address

Deploy Secure Access Root CA  

Configure the Secure Access hosted PAC file on​ endpoints

Reporting Review

User Visibility – User Provisioning (Manual, AD, IdP) (optional)

Enable SAML Authentication (*requires decryption enablement) (optional)

Configure Internet Access Rule to enforce required protection and access controls (optional)
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Secure SWG Traffic
Method: IPSec Tunnel

BRKSEC-2482

Pre-requisites/Deployment Steps

Deploy Secure Access Root CA  (if not deployed already)

Identify location, edge devices, existing tunnels and subnets 

Setup IPsec Tunnel & Traffic Selection to be routed to Secure Access

User Visibility – User Provisioning (Manual, AD, IdP) (optional)

Enable SAML Authentication (*requires decryption enablement) (optional)

Reporting Review

Configure Internet Access Rule to enforce required protection and access controls (optional)
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Item No. Configuration Console Task

1 Configuring Parameters for IPSec Tunnel Connections

1 Cisco Secure Access
Tunnel Group, Data Center Location, Tunnel ID, Tunnel 
Passphrase and routing information.

2 Creating and Connecting IPSec Tunnels

1 Meraki Console Configuring an IPSec Tunnel in Site-to-site VPN

3 Verification

1 Meraki Console Confirmation of the VPN Status 

2 Cisco Secure Access Confirmation of the Tunnel Status

4 Verification of Access Policy and Reporting
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①
②

③

Configure Parameters for IPSec Tunnel

④

Enter a Tunnel Group Name

Select the Region or Data Center Location

Set Device Type to Meraki MX

Secure 
Access
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Configure Parameters for IPSec Tunnel

Enter a Tunnel ID of your choice

Enter a passphrase of your choice

Secure 
Access
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Configure Parameters for IPSec Tunnel

Routing can be manually entered or BGP. If 
you select manual entry, enter the IP range 
(CIDR) used by the "connection source"

Secure 
Access
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Configure Parameters for IPSec Tunnel

In the Final Step, Tunnel Setup parameters with Data 
Center IP address are displayed.

You can download the CSV file. The passphrase is not 
part of it so take note.

This information is required to configure Meraki MX. 

Secure 
Access
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Set any subnet (VLAN) that utilizes the IPSec tunnel to Enable. 

Here Test_Subnet = 10.110.120.0/24 is used as per the 
topology diagram.

①

②

Configure Site-to-Site VPN 
Meraki
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Name: Enter a name of your choice
IKE version: Select IKEv2
IPSec Policies: Click and Choose “Umbrella” from the Choose a Preset 
option of IPsec Profile. Next, click "Update
Public IP/Hostname: Enter the IP address of the data center you got 
from the SSE console.
User FQDN (or Local ID): Enter the Tunnel ID that you have from the 
SSE console.
Remote ID: Leave blank
Private subnets: Type "0.0.0.0/0“
PreShared secret: Enter the Passphrase you configured on the SSE 
console.
Availability: Select any network

Lastly, click "Save Changes" at the bottom of the screen at the end.

Configure Site-to-Site VPN 
Meraki
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Verification of Site-To-Site IPSec Tunnel

If Status is a green light, it is a normal 
tunnel status from the Meraki side.

Meraki
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Verification of Site-To-Site IPSec Tunnel

If the Tunnel 
Status is Active, 
the tunnel 
status is normal 
from the Secure 
Access side.

Secure 
Access
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Setup Access Policy For Internet Access
Secure 
Access
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Verify Reporting
Secure 
Access
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Secure SWG Traffic
Method: Client Based SWG Traffic

BRKSEC-2482

Pre-requisites/Deployment Steps

Configure Domains/IPs to be resolved by local DNS server or bypass from the web proxy

Download the Orginfo.json file from Secure Access Dashboard

Network requirements (if planning Roaming Module to remain "active" while on-network)

Deploy Secure Access Root CA  (if not deployed already)

Provision Secure Client Roaming Module & Orginfo.json (same folder location as Umbrella)

Define TND configuration (if needed)

User Visibility – User Provisioning (Manual, AD, IdP) (optional)

Configure Internet Access Rule to enforce required protection and access controls (optional)

Enable Web Security Setting (phase1: individually/ phase2: globally)

Reporting Review
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Secure SWG Traffic
Method: Remote Access VPN Full Tunnel 

BRKSEC-2482

Pre-requisites/Deployment Steps

User Provisioning (Manual, AD, IdP)

Deploy Secure Access Root CA  (if not deployed already)

Configure Endpoint Posture Profile (optional)

Configure RA VPN Settings
• Configure DNS Servers
• IP Pool dedicated for RA VPN 

Configure RA VPN Profile
• Configure General Settings
• Define Authentication Method (SAML|Cert|MultiCert|SAML+Cert|MultiCert)
• Define Traffic Steering
• Define Endpoint Settings

Provision the Secure Client VPN Module & .xml profile

Reporting Review

Configure Internet Access Rule to enforce required protection and access controls (optional)
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SIA–Advanced Features

• RBI

• DLP

• DEM

• Block Page Customization

• Dispute Category
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Manage Event and Audit Logs

1

2

3 4
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SIEM Integration

BRKSEC-2482

Secure Access

Splunk App

5

6

7
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Log Retention Duration

6

Select a Retention Duration—Select 7, 14, or 30 days. Beyond 
the selected time period, all data will be purged and cannot be 
retrieved. 

We recommend a smaller time period if your ingestion cycle is 
regular. 

The retention duration can be changed at any time.

Logs are uploaded in ten-minute intervals from the Secure Access 
log queue to the AWS S3 bucket. 

Within two hours after 1st time setup.
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S3 Bucket Data Path

6

Data path contains the following path fields:

1. AWS S3 bucket name and AWS region—the name of 
the AWS S3 bucket managed by Cisco (cisco-managed), 
a dash (-), and the AWS region.
2. AWS S3 bucket directory prefix—the directory prefix 
(customer folder name) to the Cisco-managed AWS S3 
bucket.

Here S3 Bucket Data Path:
cisco-managed-us-west-
1/8206398_ce915982f1926d3e392833c57cdd75df3f07
b4ee
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Log Schema Version
6

https://docs.sse.cisco.com/sse-user-guide/docs/log-formats-and-versioning

• Current Log Schema Version v9
• Total 8 Sub-Folders with following name– 

• dnslogs
• proxylogs
• firewalllogs
• intrusionlogs
• auditlogs
• dlplogs
• ravpnlogs
• Ztnalogs

• Log Schema Version 10 expected soon
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Enable Access Rule For Logging

1

2

3
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Verify Logs are uploaded to S3 bucket

BRKSEC-2482

You can use S3 Browser 
Application to verify that event 
logs are uploaded to the S3 
bucket and download it offline..

In this example adding ztnalogs 
folder. 
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Summary: Building Blocks Discussed

Private Access

Remote app access without VPN

Zero trust from office to data center

B2B customer app access

Identity Threat Detection and Response

Performance scores by user, app, location

Detect and resolve Identity Threat issues

Attack Vector Protection

Endpoint Protection via. EDR/EPP

Email Protection via. Email Threat Defense

Internet Access

Cyber protection

Data protection (DLP/CASB)

Local internet breakouts (O365/SD-WAN)

Secure Internet 
and SaaS access

Secure Private App 
Access

Identity 
Protection

Secure Endpoint

User to Internet User to Private App

Identity Posture User Device and Email 

Protection

Extended Detection and Response (XDR)
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Complete Your Session Evaluations

97

Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 
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Continue 
your education

• Visit the Cisco Stand 
for related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education with 
DevNet, Capture the Flag, and Walk-in 
Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

Contact us at: 
bhavsha2@cisco.com | syadav2@cisco.com 
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