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Who am [?

| & nPrircipal Engineer of Technical Marketing (Principal TME)
for Cisco Enterprise ONetwork Experienceo
Management team. | O wieee P98%2 n wi t h Ci sco

| mainly focus on Enterprise Switching & Routing  technology
areas, with a special emphasis on Giext generation oOHardware &
Software products and solutions.

AsaPrincipal TME -1 Om currently working
of Cisco Switching, Wireless & Routing  products, and solutions
like Software - Defined Access (SDA) & Cisco UNX.

# H igﬁlﬂ tfk‘wai‘ Shawn Wargo

Principal TME

swargo@cisco.com
@shawn_wargo
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Why BRKARC- 20927

Learn about ASICs & IOSXE in one session

Cisco I0S XE Software Ny T Cisco UADP & Silicon One
Architecture & Innovations ASIC Architecture & Innovations

Shawn Wargo - Principal TME ey Shawn Wargo - Principal TME
@Shawn_Wargo — = @Shawn_Wargo
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Cisco ASICs - What this session is NOT about

Thissessionis NOTa det ai |l ed -ASVY €0

AlLevel 2 - Intermediate
A Limited Time (only 45 minutes)

This session also does not go into detail about the (many) IOS XE features

Goal is to introduce & familiarize you 6 so you want to learn more J

Other Related Sessions :

ABRKARC-1011 & Cisco Silicon One: Innovation at Speed and Scale
ABRKARC-2093 - Cisco Innovations in Silicon & Software

ABRKARC-2098 - Catalyst 9000 Series Switching Family - Access
ABRKARC-2099 - Catalyst 9000 Series Switching Family - Core and Distribution
ABRKARC-2668 - Campus Switching Architecture for Future Proofed Workspaces

E 2025 Cisco and/or its affiliates. All rights reserved. BRKARC- 2092
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Cisco 10S XE - What this session iIs NOT about

Thissessionis NOTa det ai | ed -

AlLevel 2 - Intermediate
A Limited Time (only 45 minutes)

This session also does not go into detail about the (many) IOS XE features

Goal is to introduce & familiarize you 6 so you want to learn more J

mmml Other Related Sessions :

ABRKENS- 2004 - Catalyst 9000 IOS XE Innovations

ABRKARC- 2098 - Catalyst 9000 Series Switching Family - Access

ABRKARC- 2099 - Catalyst 9000 Series Switching Family - Core and Distribution
ADEVNET-1110 - Modern approaches for I0S XE network device management on Cat9k

o
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Cisco 9000 Series 0 Common Building Blocks

X806

Multi- Core Cisco 10S Cisco UADP &
x86 CPU XEE Silicon One ™
Application Hosting Model - Driven APIs Programmable Pipeline

Secure Containers Modular Patching Flexible Tables



Software vs. Hardware @

CPU/DRAM

Where the OS oO0softwareé run
plane, data - plane and system - management functions.

A OS layer 8 IOSXE (10Sd) and Features, etc.
A System layer 8 FMAN, CMAN, IOMD, FED, etc.

ASIC(Ss)

Where the oOoOhardwared proces
runs. Uses forwarding and state tables programmed
by the software.

A Forwarding & L2, L3, ECMP, Encap, etc.
A Services 8 ACLs, QoS, Analytics, Encryption, etc.

UADP 2 ASIC

Long Reach Host Interface

y —— Stub /PHY(s)
| e Transforms electrical and optical signals, splits or
— T combines signals, and other

e functions, such as encryption and timestamping.

56G-CR/KR Capable SerDes

]
E 2025 Cisco and/or its affiliates. All rights reserved. BRKARG- 2092 cisco



cisco M/ Save the Date

What 0s New?

CiscoLive 2025 - San Diego

New
Campus- Driven ASICs

A100 (€9350) and K100, E100Q (C9610-SUP3)

Al- Ready & CPU & DRAM

Intel RPL 13(C9350) and Intel ICX D (C9610-SUP3)

Cloud- Native Software

UNX, Multt Mode, Programmability, HyperStack, SD- Access, Smart Power

C9350 Series Smart Switches C9610 Series Smart SWltches

& \\\ ‘ 7"_ B = 7 - - 7 : : 3 —
T T wrEIL N ___7_Tﬁ ; ST R -u Z T %o -.li.) ‘

cisco éd@./
San Diego, CA | June 8-12, 2025
]
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Cisco UADP
& Silicon One il

ASIC Architecture & Innovations
Cisco C9000 Series

Silicon One
K100
Eigen 2023




Agenda

01 Why do we need ASICs
Flexible ASICs & Cisco UADP
03 Cisco Silicon One ASICs
Cisco 9000 Smart Switches
05 A Glimpse Into the Future
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Catalyst 9000 Series 0 Common Building Blocks

X806

Multi - Core
X86

Application Hosting
Secure Containers

and/or its affili

Cisco I0S Cisco UADP &

XEE :  Sllicon One™
Model - Driven APIs Programmable Pipeline
Modular Patching Flexible Tables

*
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Custom ASICs 0 Programmable Silicon

Cisco Unified Access
Data- Plane (UADP)

Cisco Silicon One™

-
L]

T
CISCO

Silicon One ™
K100
igen 2023

UADP 1.0 UADP 1.1 UADP 2.0 UADP 3.0 S1 Q200 S1 A100 S1 E100 S1 K100
80 Gbhps 120 Gbps 480 Gbps 1.6 Thps 12.8 Tbps 1.5 Thps 6.4 Thps 6.4 Thps
! tl | fol lrar] bl F Il Il

.;ln‘.;lgl- 'él's'éoh ';l.ll.éin.' ‘él‘l‘éoh clsco. | Gsco || ‘cisco. | cIsco

Flexible Pipelines

Investment Protection

Adaptable Tables

Universal Deployment

Scalable Resources

Enhanced Scale and Buffering

Flexible & Programmable ASICs o Adapt to New Technologies

E 2025 Cisco and/or its affiliates. All rights reserved. BRKARC- 2092
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Why Cisco C 9000
ASICs? UADP S

Why do we need ASICs




What is an ASIC?

L A s il
PR LRI,

Application Specific Integrated Circuit
(ASIC) is a silicon microchip designed
for a specific task ...

r at deeeral-putpesed 6pr oces €ERUN Qg |

'
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Why not use CPUs? CPUs are
Flexible but Slow

A Ogetpargplosed CPU may be fast at running ra
access applications, on a laptop or server, but  processing
and forwardi ng Oisadfferentmattet. r af f |

Network traffic requires constant searching of large
memory tables (e.g. L2 tables for MAC addresses, L3
tables for IP routes, L4 ACLs for Security and QoS, etc.)

In a CPU - there are limited data paths and tables are held
In off - chip memories (e.g. DRAM) that can incur
significant performance penalties for frequent access.

Performance x

Flexibility Py

]
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Multi - Core ASIC Design

Combining multiple Processors in same ASIC

Multiple - Core processors have been used Intel Xeon 8- Core UADP (C9K)

in personal computers since the mid

1990s.

So, while the conceptisnotnew di t s
good to briefly revisit.

UADP 2 ASIC

Multi- Core design addresses the physical
limitations of per - processor clock speed
(e.g. how effectively can they be cooled),
by load - sharing across multiple
processors

QFP (ASR/C8K)

Resource
PCle Gen3 Mmemory |DDR4|(|DDR4|||DDR4 (| DDR4 |DDR4 || DDR4 (| DDR4 |l DDR4

S PR T I e

However - there are practical (physical) limits
to how many cores yield improvements :
and cores must share all external

SATA

CO¥ tCisco UADP & QFP are examples -

of using multiple Processor Cores
to boost overall ASIC performance

AR RA R

. . !
E 2025 Cisco and/or its affiliates. All rights reserved. BRKARG- 2092 cisco



lexible but Expensiv

Why not use FPGAS? < FPGASs are >
F e

FPGAs do provide a lot of design flexibility, but they can be
very expensive to develop and support . They are not built
for any specific task and must be reprogrammed for each
new task.

FPGAs also have little or no onboard memory , requiring
other components to provide memory access.

These | i mits general lsgecialel egat e FPGAs to a
purpose 6 rol e I n most network devices. FPGAs a
often used to augment other ASICs, for the " one extra ¢ cost P

feature " the primary processor does not have.

Performance ®

FPGASs typically cost far more (10X) more than an equal ASIC

Flexibility Py

aljhab e
E 2025 Cisco and/or its affiliates. Al rights reserved. BRKARGC- 2092 cisco



Field Programmable Gate Arrays

FPGAs can be re - programmed after Manufacturing

Configurable
1/O Pads Logic Blocks Connection Blocks

As the name suggests, an FPGA is an integrated circuit  (like an ASIC) \
with sets of logic gates and memories (a gate array), which a user
can re - program (in the field), after silicon manufacturing, to perform
one or more logical operations.

Switch Blocks

i« Channel Width

Inputs

4}1 LUTs

R .,
A
T'i
o 4. o O
o
3

With a fixed ASI C, the microchip 1is Kt anot
reprogrammed; you get what you get. The software can be deleted or ] W R
replaced, but the hardware is unchanged. M ﬁfﬁ oS

With an FPGA, there are no predefined hardware circuits . The user y

programs the circuits. The programming can be a single, simple logic g FPGAwIprovided infrastructure | [,

gate (e.g. just an AND or OR function), or it can involve multiple ,;9' ‘%‘ﬁ T raprogrammane [ T1E°
complex functions that, together, act as a complete multi - core 3 %%ﬁg Vierirraso 8gg
processor. S ERERE e TEes

You might use an FPGA if you may need to make changes at the chip - :% NetPoA j:.,‘“;.?t :

level during development (e.g. prototypes), or even to augment :::m h""f“ ; — 3
another ASIC, to add a new feature. COMPUET |~ soware neworking spplcatons

intel.com/content/dam/www/programmable/us/ en/pdfs/literature/ misc/fpgas_for_dummies_ebook.pdf

]
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CPU vs. GPU vs. DPU

CPU vs. GPU vs. DPU (& SOC) — e

Igeal processing.

Handtes a handiul of Handles thousands of Handies thousands of
cperations at scale

Normalizing Terminology 9 Data Processors e T

. CPU Control Control GPU

Compute | Compute “
Control Control

DRAM Controller, HO

Central
Processing Unit

A central processing unit (CPU)
is commonly referred to as the

Graphics
Processing Unit

A graphics processing unit (GPU)

was originally designed to

6braind of a comput effload the ca@rputer CPY for

essential to all modern computing
systems and may use one or
multiple processing cores.

A CPU performs all general -
purpose computations centrally
including low - level Operating
System (OS) infrastructure, as
well as random Application
software programs.

Thus, the system performance
is the sum of all software
programs running on the CPU.

Major Vendors: Intel & AMD

E 2025 Cisco and/or its affiliates.

video graphics processing

A GPU has many smaller, but
specialized cores. These cores
deliver massive performance by

working together and dividing

processing tasks across many
cores simultaneously (in parallel).

A GPU excels at highly parallel
tasks like rendering visuals,
manipulating data during content
creation, and computing results in
intensive Al workloads.

Major Vendors: NVIDIA & AMD

All rights reserved.

DRAM Controfler, 'O

BRKARGC- 2092

Data

Processing Unit

A data processing unit (DPU)

was originally designed to offload

the computer CPU for network
processing (NIC). This gave it
the earlier term: SmartNIC.

A DPU is focused on moving
and processing data within a
local network (e.g. data center).

DPU is a new class that
combines elements of both CPU
& GPU while adding acceleration
engines for unique
functionalities like network path
processing, network security,
load - balancing and storage

networking.
Major Vendors: Marvell, Mellanox

Also check out

Tensor Processing Unit (TPU

A system on chip is a combination
of all three ( CPU+GPU+DPU) in a
single integrated system.

Multi - Core CPU':

A standard, high - performance,
programmable, multi - core CPU
(often based on ARM architecture ).

Programmable Micro - Engines:
To boost performance for apps
like Al and Machine Learning,
security, physical media, crypto
and storage.

High - Performance NIC :

This ensures efficient buffering
and data transfer to GPUs and
CPUs at the network's speed.



https://en.wikipedia.org/wiki/Tensor_Processing_Unit

Hardware vs. Software Data - Plane

ASIC- based vs. CPU - based Packet Forwarding

S1/UADP

X86/AR

Hardware - Based AS€) Software - Based (CPY)

PROs CONs PROs CONs
A High Throughput A Less Flexible 2 ';/Ilocr)e I':leg(iblel t 2 kﬂogv Tgrzjghpm
nly Developmen pS ps
A G_bps 0 Thps _ API + PD Development A Faster Dev & Test A Low Port Density
A High Port Density A Longer Dev & Test A Scale limited by CPU A SW- based Services
A HW- based Services | A Scale limited by HW A Lots of Services A Higher COGs
\_ A Lower COGs A Limited Services ) \_ _J

]
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What does an ASIC do?

ASICs are fundamental to network devices

Modern processing speeds are Terabits per second (Tbps)

aljhab e
E 2025 Cisco and/or its affiliates. Al rights reserved. BRKARGC- 2092 cisco



What does an ASIC do?

ASICs are fundamental to network devices

alfbal ]l
E 2025 Cisco and/or its affiliates. All rights reserved. BRKARG- 2092 cisco



The Past - Fixed Network ASICs

Fixed Processing Pipeline

Ingress Port

(physical or logical ) m

Parses and understands
fixed number of bytes
and fixed types of fields

/

Fixed

pipeline

Egress Port

Fixed parser

Can perform look ups

on these fields

MAC
Look

up

Ingress Pipeline

w

(physical or logical )

E 2025 Cisco and/ or

its affiliates.

Al

rights

reserved.

BRKARGC- 2092

Generic

ASIC capability
determined at
time of design

]
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0-0-000

Why Cisco Cisco 9000
ASICs? UADP S S ries Iim

Flexible ASICs
for Enterprise Switching

»
»




PrOgrammable Network ASICs Flexible Parsing

Flexible Parsing Look deep into the packet header,
with programmable field parsing

Parses and understands
multiple programmable headers
with flexible field definitions

Flexible Parser

Ingress Port i

MAC IPv4 ACL QoS i
I? Look Look Look Look i
EEE :

(physical or logical )

up up up up

Ingress Pipeline

Flexible

Network Fast memory lookup tables

pipeline

Egress Pipeline

Egress Port

(physical or logical ) Flexible Rewrite

@ €

]
E 2025 Cisco and/or its affiliates. Al rights reserved. BRKARGC- 2092 cisco



Programmable Network ASICs Flexible Lookups

Flexible Lookups Multi- stage packet handling, with
flexible packet lookups at every
step

Programmable stages in
flexible lookup pipelines

Ingress Port
(physical or logical )

Flexible
Look

up

Flexible
Look

up

Flexible
Look

up

Flexible
Look

up

Ingress Pipeline

- Flexible

Network Fast memory lookup tables

pipeline

Egress Pipeline

Flexible
Look

up

Flexible
Look

up

LRewrite up
Egress Port

(physical or logical )

Flexible Rewrite

% (@ [

]
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Programmable Network ASICs

Flexible Rewrites

Ingress Port
(physical or logical )

Flexible parser

Flexible

—

Flexible
pipeline

Network

Look
up

Flexible
Look

up

Flexible
Look

up

Ingress Pipeline

Flexible
Look

up

Flexible Rewrites
Flexible packet handling and
forwarding,

with a programmable packet rewrite

Fast memory lookup tables

Flexible
Look

¥

Egress Port
(physical or logical )

E 2025 Cisco and/or

its affiliates.

Al

Flexible
Rewrite

up

Programmable packet
Rewrite engine

I rights reserved.

Egress Pipeline

Flexible
Look

up

Flexible
Look

up

BRKARGC- 2092
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Programmable Network ASICs Optimized Recirculation

Highly optimized recirc path  for
packet header addition / removal /
forwarding

Optimized Recirculation

Ability to rapidly recirculate
packet once or multiple times, T e

as needed

e . [ P Y D 1 e [

Flexible [_omm

Network Recirculation Fast memory lookup tables

pipeline Path ) e

Egress Pipeline

Ingress Pipeline

VXLAN | IPv4

&

LRewrite

Flexible Rewrite

]
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Programmable Network ASICs

Balancing Cost, Performance & Flexibility

Progeanmmalsie

ASIC Cost of

C
& - Ill 1 | I I
CISCO E: >
Performance V
- A
J : Flexibility V

F

ASIC
Engineer

E 2025 Cisco and/or its affiliates. All rights reserved. BRKARG- 2092 cisco



Creating Custom ASICs D

From Definition to Deployment —

fih B BN fo

‘ Ma_rketlng I Architecture I RTL design I Synthesis I Floqr I Fabrication m
requirements planning

{3 to 5 years } >

Building a new Custom ASIC takes a lot of Time and Money

Yesé we are already build{*;g the O0Next Generatic

aljhab e
E 2025 Cisco and/or its affiliates. Al rights reserved. BRKARGC- 2092 cisco



Cisco g

Cisco UADP
for Enterprise Switching

G/Q @\9\@ ]




Cisco Unified Access Data - Plane (UADPg)

Common ASIC Architecture for Campus Switching Access, Distribution & Core

L)

community.cisco.com/t5/networking - blogs/uadp -the- powerhouse - of- catalyst - 9000 - family/ba - p/3764605

[ g
a8
CiscCo & -

10902

{ vave .0
2100986

998G KRS
UADP 2.0 Ming

UADP 2.0sec

UADP 2.0m UADP 2.0/XL
120 Gbps 240 Gbps

16nm FinFET 28nm FinFET
1 Core + ARM CPU 2 Core

480 Ghps

16nm FinFET
1 Core2 + SEC

A Multiple generations and formats, same architecture
A Rich flexible forwarding & services memories
A First fully programmable microcode network silicon

E 2025 Cisco and/or its affiliates. All rights reserved. BRKARC- 2092

UADP 3.0sec
1.6 Tbhps 1.6 Tbps

16nm FinFET 16nm FinFET
2 Core 2 Core + SEC

UADP 3.0

A Multiple functions: system - on- chip or line - card
A Multiple form factors: fixed or modular
A Multiple places: Access, Distribution and Core

]
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Stack interface

Catalyst 9000 with UADP
The industryodos first Programma
o Sentoller
(IFC)
Catalyst 9200CX Catalyst 9300X/LM Catalyst 9400X - SUP2
UADP 2.0 mini UADP 2.0sec UADP 3.0sec
[! |_IIIII V. B B

Catalyst 9400 - SUP1 & 9500 Catalyst 9500(H) & 9600 - SUP1
UADP 3.0

UADP 2.0XL

Catalyst 9200/L Catalyst 9300/L
UADP 2.0 mini UADP 2.0
-"ﬁ—""‘ﬁ e ‘:l ] ]
SEEEEE Sthes 0 T
]
affiliates. Al rights reserved. BRKARG- 2092 cisco
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Cisco UADP ASICs ( up to 1 BILLION

ASIC Architecture & Block Diagram times per second!

Stack or ASIC interface

ﬂ PBC & Packet Buffers Complex =Qs AN
Q —[o][e]
IQS EQS
Ingress Forwarding Egress Forwarding
Controller Controller
(IFC) (EFC)
Core O Core 1
| @ Rewrite engine
|

Ingress FIFO - a _ Q - Egress FIFO

Encryption Recirculation
engine engine

Network Interfaces - Front Panel Ports

]
E 2025 Cisco and/or its affiliates. All rights reserved. BRKARC- 2092 cisco



Cisco UADP o Dual Cores

Multiple ASIC Cores & Unified Packet Buffers

E

Each ASI C o0Coreod0 servicespalpater t ai n
i ‘ ISC?S ACM 1 ( ! ISC?S AOM A
ao =)L)

Y
@ Rewrite engine

@ Renwsrite engine

Ingress FIFQ E-l ﬂ O ﬁ Egress FIFO Ingress FIFO !q ﬂ O ﬁ Egress FIFO
MACsec engine g Iﬁ MACsec engine MACsec engine Ie Ia MACsec engine
A A
g Core0 ‘ g Corel ‘
- i RN l
Network Interfaces Network Interfaces
E 2025 Cisco and/or its affiliates. All rights reserved. BRKARG- 2092 lélllslélt;.



Cisco UADP 0 Flexible Lookups

Programmable Ingress and Egress Processing Stages

Final decision on
packet 0s

15 Ingress Stage
Programmable | 15
: Stage
stages | &
5 Stage
é

2 lookups
per stage

Flex parser
256 B

E 2025 Cisco and/or its affiliates.

Al

rights

Flex parser

reserved.
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Flexible lookup tables :
oottt T T T r e L ! i
! :: . (o
1| AcL ACL || AcL ACL |} | ;
! | Table ] 1 Table ‘:: Table J 1 Table ] ! B
l | |
1 Iy 1 I
1 1 B
Y LPM |1 LPM LPM [
i | Table Table |[i| Table Table |1
1 N ! |
1 Iy 1 '
! ! S , 8 Egress
' LPM LPM |n| LPM LPM P Stage :
1 1
| Table Table |ii| Table Table | ! | — p . Programmable
1 J N J 1 | !
1 1 1 1
i ! P Stage ; stages
| LEM LEM || LEM LEM | | é E
1 ! Tabl v
: Table ] Table ] :i Table ] able : Stage
: 1 b 8
1 1 ]
| LEM LEM [i LEM LEM | |
! Table Table :: Table Table L <
1 N ! |
1 1 i

Final decision on
packet ds

FORWARD or
RECIRCULATE

]
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Cisco UADP 0 Microcode

ASIC Microcode (NPL/SDK) can be upgraded to add new features

Ingress Egress
programmable programmable

2 lookups, - ----- pipeline. .. pipeline
er stage IGR | | | NE
P 9 ' E _____________________ ! i AR HIFLS Protocol

: : LO(LITup Lfa(g(lup i !

| - e . ; _ ! Software features

| Punt : : Policy :

| 1 1 '

- a 1 I e

| | i 5

| : i |

: L3 E SPAN |

: | : i

| | : |

I ! 1 !

) ] : Encap !

; : ! - |

] | 1 !

1 ! ' |

1 | | !

: ! B\ Programmable
E TCAM/SRAM ; EGR ASIC

Programmed to Programmed to

understand understand

VXLAN MPLS

]
E 2025 Cisco and/or its affiliates. All rights reserved. BRKARC- 2092 cisco



Cisco UADP - Flexible Tables

Customizable ASIC tables for universal deployment flexibility

Flexible ASIC templates

template template template temlate

A 1Pv4/v6
. Layer 2 and Layer 3 and Mix of Layer 2 and Layer 3
A Unicast Client scale Policy scale Layer 3 capabilities and NAT scale
A Multicast |
A NetFlow Customize table sizes for each function, based on the Place in Network
A ACL SRAM TCAM SRAM TCAM

SGT QoS ACL
(48K)
MAC SEC ACL | QoS ACL SEC ACL
(80K) (18K) (18K) (18K)
NAT MAC LISP
(2K) IGMP (32K) (lK)
(16K)

Hlost Internal resources Tunnels LISP internal ! St Internal resources VUl il
(32K) (1K) (1K) resources ! (32K) (ax) e —
1
1
1
1

A NAT
A SPAN

A SGACL M&?@T
A QoS (4K .
5ok

(16K)

Table sizes can be tailored to support multiple templates

E 2025 Cisco and/or its affiliates. Al rights reserved. BRKARGC- 2092 cisco



Cisco UADP o Packet Walks ™

Generic Packet Walk o Unicast, Same ASIC

Stack or ASIC Interconnect

Nis

Q EQSQ

EQC ESM

o]

1QS

Ingress Forwarding EL%’E'?JS Egress Forwarding
t : Network int : i
ep etwork in e ace Controller Controller Step 8: PBC rewrites
Step 3: MACsec engine Tables
Step 4: IFC Snoops packet (IFC) (EFC)

Step 10: EFC performs
(shared by

Core O ASIC cores) Core 1 Step 11: Rewrite engine
Step 12 : MACsec engine

v
") encrypts packet prior to
@ sending it to NIF.
—
a — - Egress FIFO
|
Encryption Recirculation MACsec engine
engine engine

Network Interfaces (to PHY or Backplane)
]

E 2025 Cisco and/or its affiliaﬂs. All rights reserved. BRKARG- 2092 cisco

Step 5: IFC returns lookup

Step 6: PBC uses packet
descriptor for ingress QoS
(IQS) and lookup the egress
port(s) 0 then frame is
moved to EQS.

Ingress FIFO

MACsec engine




Cisco UADP on Cisco

Common ASIC Architecture

C9300X - 48HX

StackWise® 1T

Forwarding Controller
Reassembly
crypto

Core 0
Network Interface

Reassembly
crypto

00 Switch

4-Core
x86 CPU
FPGA
DRAM - 16 GB
UsB 2.0
|
USB 3.0
Mgmt Console

g% Tszwooe 218
&|& &|&

30G
2x20G

2x 20G
2% 206G
2x 20G
2x 20G
2x 20G

©
S
<

2% 20G
2% 20G

2x20G
2x20G
2x20G
2x20G
2x20G
2x20G
2x20G

PHY

Ttnmoe

4x 100/40G
2x 100/40G
8x 25/10G

8x Multigigabit

€S

C9400X dSUP- 2/XL

Switch Backplane

ZOOG

. R 200+
UADP 3.0sec N 7 200G
#1 Direct Point to Point [
\ 1.6Tbps (.m.uuy
UADP 3.0sec
#2

* SLlis 30Gbps with LC- 48XS, LC- 48HX and LC-48HN - else 10 Ghps

4x 1/10/25G
4x 40/100G

o

8-Cae

M.2 SATA
(optional)

Console &
Mgmt

Paclet Ruffer (36 MB)

rwarmng comroHPr [«

Reasssmhly _

Core 1

crypto

]
e

-

Core 0

Forwarding controller Rei
Reassembly _
|

Mgmt

C9500-32C

af fili

E 2025 Cisco and/or its ates. All rights

reserved. BRKARGC- 2092

Switch backplane

SuplO

Use for App
Hosting

1.6 prS (full- duplex)
ASIC interconnect

* NIFis 28G NRZ or 56G PAM4

C9600- SUP-1

bt

]
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Cisco 7 :

Cisco Silicon One_ h N
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Introducing Cisco Silicon One ™

One Architecture - Multiple Devices

E 2025 Cisco and/ or

— s
W Metro T e~ e
-

WWWw.cisco.com/c/en/us/solutions/silicon - one.html

MM MHEM MM

its affiliates.

Al

rights

reserved.

One Architecture, One SDK, One Experience

BRKARGC- 2092
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Multi - Slice ASIC Design

Combining multiple Pipelines in same ASIC

A new approach (like Multi - Core & Multi - ASIC) is to
use multiple full Network Processing Unit (NPU)
pipelines

on a single ASIC package.

Each NPU pipel oppretes( or 0 SI| i c
independently and connected via an integrated

crossbar of abr i c o,

using an integrated Virtual Output Queue ( VoQ) buffer
architecture, to manage traffic between Slices.

Unlike Multi-Co r e mul t i pebhche s

(only

Slice has dedicated RX/TX resources  for parsing,
Qo S, replication and ot her
C

C ANts. . o
TIPR The new Cisco Silicon One Q100 & Q200
are examples of a Multi - Slice ASIC design

E 2025 Cisco and/or its affiliates. All rights reserved. BRKARG- 2092

wwwwwwwww

RXSlices |  On-Die Shared Memory Packet Buffer | TX Slices
g L -b[g— z| [rxpor| [voas] [z m™Ra| [oas g & ™ 3 {*
> IFG R = = || = | 23], %w 3 b ™ T >
NPU ] e g3 NPU
Lk B g (=] FE| [ —lEp s3I
g : Buffer Congestion : :
& | Management I g
- R e -»E— 3| [mxeor| [voas] [z nra | [oos P & ™ 3 1*
—t IFG RX = El :" ;,E g :EI ™ IFG i
== RX NPU E MCRest | FllRel ga — NPU ™ +
s re 3 -’EL G — 3 HEp e 3 |,
T
DRAM to LI | Metwork to DRAM WR
Metwork DRAM Data Path

Cisco Silicon One

Meet the first unified silicon architecture for web scale and service provider networks.

o =

WWW.cisco.com/c/en/us/solutions/service - provider/innovation/silicon- one.html

]
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Cisco Silicon One ™

One Architecture - Multiple Devices

WWW.cisco.com/c/en/us/solutions/collateral/silicon - one/silicon - one-wp.html
e M. ...y,
, : @
L ]
ol I 1ol l e : . ,
NI : . .
cISCO CISCO. ] ST

: M CISCO CISCO

Silicon One™ Silicon One™ : ]

Q100 Q200 ciIsco Silicon O Silic

©Cisco 2019 ©Cisco 2020 : K100 K100
: ,ZMIO:O - ®igcn 2023 winen 2023
: Blliacn 2022

039 039 y 042 042

0100 0200  A100 E100 K100

10.8 Thps

16nm FinFET
6 Slice SOC
SMS + HBM*

12.8 Thps

7nm FinFET
6 Slice SOC
SMS + HBM2*

1.3 Thps

16nm FinFET
1 Slice SOC
SMS + DDR4*

6.4 Tbps

7nm FinFET
2 Slice SOC

7nm FinFET
2 Slice SOC
SMS + HBM2E

.
. .
---------------------------------------------------------------------------------------------------------------------

A Multiple functions: system - on- chip, line - card or fabric
A Multiple form factors: fixed or modular
A Multiple networks: Enterprise, Data Center and SP

A Comprehensive routing, with switching efficiency
A Onboard and expandable memories
A Flexible P4 NPL programmable packet processing

E 2025 Cisco and/or its affiliates. All rights reserved. BRKARG- 2092 cisco
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10 Ways Cisco Silicon One Powers Campus Networking

Innovative silicon features that deliver unmatched control, security, efficiency, and scalability

Programable networking

I::i Unified architecture
Software

Gﬂﬂj Adaptable tables Intelligent load balancing

Hardware

El_“ﬁ Shared memory Enhanced troubleshooting

O & ® & [

RN
. | \}\\sco
Sjg Flexible Serdes Hardware Root of Trust o
' gi\:fgo v - . b
U] Silicon One SDK Native encryption and security )\ =)

o
E 2025 Cisco and/or its affiliates. All rights reserved. BRKARG- 2092 cisco



Catalyst 9000 with S1 g S [ i1 wa T

. . ol I h 'l . receive slice 1 _\ /7 transmit slice 1
Introducing the next - generation of Campus ASICs cisco gp— -
&
Scheduling

JL

HBM/DDR

K100
wigen 2023

042

Cisco C9350 Series @ Cisco C9610 - SUP-3 & 3XL @
Powered by Cisco Silicon One A100

Powered by Cisco Silicon One E100 & K100

Catalyst 9500X & 9600X - SUP-2
Powered by Cisco Silicon One Q200

" bl
€isco

]
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. - ™
CISCO Slllcon One < up to 4 BILLION o e
times per second!

ASIC Architecture & Block Diagram

RX and TX NPU (per slice):

A P4 programmable Run - to- Complete
A Large Central Database (CDB) Tables
A Expandable LPM in external HBM

Traffic Manager (TM)

A Large fully - shared memory switch
A Congestion Management

A Pool of queues & flexible scheduling

Packet Processing Slices :
A 1 packet per clock
A Slice = 2x IFGs + 1 RX & TX NPU

: receive slice [ | transmit slicen J
Ve \‘ 5 5 5 5 ~N
receive slice 1 g R transmit slice 1 \
/ N\
i RX . per- Y N : :r)( per- X )
::){ MACsJ::’{CIaSS' oot O | Queueing ——) cort MAC@:>
RX IFGs RXNPU N & o | TXNPU TX IFGs )
::){ RX ]f:{classi per- | < Schedulin > :‘){ per- TX ‘:>
. MACs port Q) ) [\ port QJ\_ MACs) V|
\ \R ) g )_". \ - g -
. . N\
- High Bandwidth Memory (HBM)
Interface Groups 9 IFGs. Q i
[A groups of 56Gbps SerDes & MACs HBM/DDR ﬁ Sxes;?wfiiﬂ%f é%‘gq EBM%;SEZEL
A 10/25/50GE & 40/100/200/400GE A 4-8GB of fully shared memory )

]
E 2025 Cisco and/or its affiliates. All rights reserved. BRKARG- 2092 cisco



Cisco Silicon One " - Central Databases

Onboard LPM, CEM & ACL memory

S1 CDB includes the Central L2/L3
Forwarding and ACL databases:

C

LPM 6 SRAM database for IP/mask routing implemented
by Longest Prefix Match algorithm

A Primarily used by IPv4 and IPv6 unicast routing
A LPM can be extended (from CDB) to HBM

C

CEM 6 SRAM database for MAC & Host (/48, /32 or /128),
Multicast & Labels implemented by Exact Match algorithm

E 2025 Cisco and/or its affiliates. Al rights reserved.

A For features using an exact match (every bit, no mask)
A CEM can be flexibly reallocated for different tables

ACL & TCAM classification database, contains Security,
QoS and Services Access Control List entries

A For features that use (match criteria + action) policies
A Includes Security ACL (permit or deny)

BRKARGC- 2092

RXPP-
FWD

q Central EM

DB splitter

h: Central LPM €=

cbB

RXPP-
TRM

ACL

\ AR 2 7

TXPP-
ENC

MMU +
HBM

]
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Cisco S1 - Packet Processing Flow

System- wide Processing Context

S1 NPU packet processing (pipeline) has 3 main stages:

RX: 1. Termination and 2. Forwarding & Resolution and TX: 3. Transmit + Encapsulation

mainly used for MAC & Tunnel termination
and/or (if MAC is not terminated) to obtain the

(Termination )

- to obtain the L2 Logical Port (LP) and L2 Relay - ID attributes,
L3 LP and L3 Relay - ID attributes.

( Forwarding )

to resolve the destination logical port to the

forwarding (1% step) determines the Destination Logical Port (DLP)
Destination System Port (DSP)

- then passes to resolution (2nd
& encap data.

step))

C EncapSUIati0n> determines the final transmit encapsulation  (based on data from the forwarding & resolution stage).

Packet+NPUH

Packet+NPUH+FD+PD _
Packet+NPUH+FD+PD: Shared Memory (SM$S)
47 4
£y o3
£Q o ¥
v °
Receive NPU (FpP) Control
IFGO 1 2 g
—Packelll Iggr?:tri]f?;r Termination | Forwarding Queueing
—Packedl  gio o Stage Stage Switching
IFG1 9 Scheduling
v v

Termination DB Forwarding & Resolution DB

E 2025 Cisco and/or its affiliates. All rights reserved. BRKARG- 2092

Packet+NP

5

Transmit NPU (FRP)

6

Format
Identifier
Stage

. Lookup StageI

Transmit

v

IFGO
Packetp-

Encapsulatior

stage

Encapsulation DB

Packetp
IFG1

)

]
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ClSCO Slllcon One 6 HBM en.wikipedia.org/wiki/ High_Bandwidth_Memory

High Bandwidth Memory

Top View

AHBM achieves higher bandwidth * g .
using less power, in a substantially
smaller form factor:

A 2x stacks of HBMZ2E memory =
~4.8 Tbps full duplex

AAAAAAAA

HBM PHY

et e
B ——

HBM Controller

4
\

o T

IAAugments local on - die memory
A buffer uses local (SMS) buffers until full
A buffer uses HBM for bursts & congestion

Custom ASIC Logic

Logic Die

Interposer
Package Substrate

A Deep buffering + FIB expansion

A Interposer connects ASIC die
to on- package HBM memory

Interposer

- -
-—-—-—-—-—-—-—-—-—’

\ A local access at high- speed

E 2025 Cisco and/or its affiliates. All rights reserved. BRKARG- 2092 Side View cisco

*NOTE: higher bandwidth than DDR4 or GDDR5
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Cisco Silicon One 0o Packet Walks

Generic Packet Walk o Unicast, Same ASIC

SMS Write - packet elements written into memory buffer
(SMS + HBM if needed), generate packet - descriptor (PD)

1
([\)RX IFG- packet received through MAC, from memory, free buffers

SMS Read 6 read packet elements ]
stored in IFG - RXQ

on—die shared memory (SMS

'89.1

P

tx IF
TX
NP
U tx IF

(&)

RX NPUG packet elements
processed by NPU to
generate destination port

aleys woJj

TXIFGo
transmit packet

b

Kiowaly pareys o) ajim i

/(Jowew

4
? VOQ 6 PD stored in VOQ

according to destination port

TX NPU 0 edit packet elements

VOQ Request & Grant OQ 9 store PD in destination port OQ

E 2025 Cisco and/or its affili at=es= et d . BRKARG- 2092
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What 6s new in A100 & = |

Cisco Silicon One NPU 2.0 ASICs - Built for Enterprise Features

* Compared to S1 Q200 (NPU 1.0)

° Shared innovative S1 Architecture Hardware Flexible NetFlow *

A Multi- Slice Run- To- Complete NPU A FNF records use HCAM (wide- entries)

A Low Power with High- Performance A Support for AVC/NBAR and ETA/XDR

A P4-based NPL and Common SDK ﬁ Hardware Data Encryption -

A VOQ- based SMS and HBM/DDR A Embedded AES- GCM 256- Bit Crypto Engines
A Standalone, Module or Fabric mode A Line-rate (LAN) MACsec

A Hardware WAN MACsec and IPsec

185 Hardware Precision Time *
A Hardware PTP 1588, AVB, AES67 & G8275

ﬁ Newer Longest Prefix Match (LPM) -

A High- scale IP/mask with HBM extension

A Improved efficiency with embedded Hash A Support for IT/OT Frame Preemption
. @ Advanced QoS & Buffering *
Q Newer & Iarger ExaCt MatCh (CEM) A More VoQs, Policers and Shapers

A High- scale MAC, ARP, Multicast, SGT, NAT, etc. A Enhanced WRED andHQoS

................. AoMore flexible forvanious o Ot Fl&xible "Telenietry Couriters

A Millions of Programmable counters
A Configurable Feature allocation

.

a New & larger Policy Match (HCAM) -

A High- scale Algorithmic TCAM + Hash SRAM : .

A Robust support for ACL, QoS & FNF features Lower & ngher - Speed POI_’tS

A Better Ingress and Egress policy support @ A 10/100/1000M and 2.5/5/10G mGig RJ45
............................................................................................................ A 1/10/25G/50G SFP and 40/100/400G QSFP

€ and much more S

E 2025 Cisco and/or its affiliates. All rights reserved. BRKARG- 2092



What is Cisco S1 HCAM ? ot

Algorithmic Hash - based TCAM for High - Scale ACL & NetFlow

cisco o B

wwwwwwww

TCAM SRAM

Key based 0 variable mask _
(Tiles)

Supports flexible matching logic

Complex & versatile searches

Less- Dense (fewer bits in same area) +

Exact
Match

Faster lookup speed

Power & Heat intensive

(single
mask)

o Do To Io Io I» P>
o o Do To Io Io P>

Expensive to scale

NOTE: IPv6 takes 2 entries in both TCAM and SRAM

From T

NPU | o
Generate 5/7/9 Tuple Small ACL entries
Lookup Key or pointer to Tiles _
E 2025 Cisco and/or its affiliates. All rights reserved. BRKARG- 2092 Large ACL entries

or NetFlow entries

Hash based o full mask

Simple, specific searches

Rigid exact matching logic

More - Dense (more bits in same area)
Slightly slower speed

Lower Power & Heat

Less costly to scale

Lookup
Result

Associated

Control Data
]
cisco



Flexible Scale with HCAM

ACL and FNF entry space sharing

Algorithmic TCAM - the Best of Both Worlds

NESES

o Em mm o = oy,

Exact Match Exact Match
(single mask) (single mask) A32K Ingress NetFlow A64K Ingress NetFlow
A32K Egress NetFlow A64K Egress NetFlow
Exact Match Exact Match
(single mask) (single mask) C Per AS'C (x ASICs) ) C Per AS'C (x ASICs) )
TCAM SRAM (8- 32 tiles)

Half reserved for ACL entries 1x HCAM 4x HCAM
NetFlow Shared by 2X RX
Half reserved for NetFlow cache NetFlow RX & TX 2% TX
NetFlow
NetFlow T
E 2025 Cisco and/or its affiliates. All rights reserved. BRKARG- 2092 lCIslco.

* Based on Default SDM. ASIC capable of higher scale with Custom SDM (future software release)



Cisco Silicon One on Cisco 9000 Switches

Common ASIC Architecture

XB6 2.4-GHz

N
CIsco

Switch backplane

128x50G

128x50G 128x50G

BOOG 400G »
- . quad-core CPU
m— = = == 128x50G
—-— - | DRAM - 16 GB e (8 )-(4T)
e ] it | e G n-wmw i Flash 18 GB ’
ASIC 0 e ASIC 1 usalz.o
= = s -
— Fn Lo For App Hosting 8-core CPU
;s[% 8% g gl% ;@I g ﬁlﬁ %] [ e ﬁ% ﬁlﬁalg || an sasea
PHY PHY PHY PHY PHY PHY G e
0 ! Bx 25(10G
or 4 x 50G
Console SDRAM Switch backplane
and Mgmt0 I
2x8x4 56G |-
M.2 SATA (3.27T/Slot)

SSD(optional)

l

2x8 56G

(800G/PHY)
8-Core
x86 CPU

reserved.

E 2025 Cisco and/or its affiliates. Al rights

PCIE Gen3

2x (16G)
Use for App
Hosting I

M.2 SATA
SDRAM (optional)

Console
2x USB3 & Mgmt0 2x SFP+

BRKARGC- 2092
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Cisco Silicon

0 ASIC Comparison

Contact PM/TME for latest status
‘ FCS+ HW & SW Committed

NOTICEAI I scale numbers assume t
S2 A100/L UADP 2.0sec UADP 2.0 UADP 1.1
IP LPM Routes 256K/128K 15K/7.5K 8K/4K 8K/4K
IP Host Routes 96K/48K 32K/16K 32K/16K 32K/16K
MAC Address 64K 32K 32K 32K
Multicast L2 groups 8K 8K 8K 4K
Multicast L3 routes 8K/4K 8K/4K 8K/4K 4K/2K
MPLS VPN Labels 32K 15K 7K 7K
NAT/PAT 13K 5K 5K -
PBR 3K 3K 3K 1K
SGT/OG ACL Labels 12K 5K 5K 3K
Security ACL  Entries 16K 16K 4K 4K 2.5K 2.5K 1.5K 1.5K
QoS ACL Entries 1K 1K 2K 2K 2K 2K 1K 1K
NetFlow Entries 32K 32K 32K 32K 32K 32K 24K 24K
Policers 4K 4K 4K 1K
PV/ST Instances 1K 300 300 128
VLANS 4K 1K 1K 1K
VRFs/VPNs 256 256 256 64
E 2025 Cisco and/or its affiliates. Al l rights reserved. BRKARCGC- 2092 lélllsléloh



Cisco Silicon o ASIC Comparison

Contact PM/TME for latest status
‘ FCS+ HW & SW Committed

E

S1 E100 S1 K100 S1 Q200 UADP 3
IP LPM Routes 1M /512K 2M / 1M 1.5M / 600K 212K
IP Host Routes 128K 128K 128K 32K
MAC Address 128K 128K 128K 32K
Multicast -2 9roups 8K 16K 16K 16K
Multicast L3 routes 32K 48K 32K 32K
MPLS VPN Labels 64K 64K 64K 32K
NAT/PAT 128K 256K --- 15K
PBR 4K 16K 16K 3K
SGT/OG ACL Labels 24K 24K 24K 24K
Security ACL Entries 21K 21K 38K 38K 8K 1K 12K 15K
QoS ACL Entries 1K 512 1K 512 1K 512 8K 8K
Flexible NetFlow Entries 64K (64K x2) 64K (64K x2) 128K (64K x2) 128K (64K x2) - 2M (SW @ 10Mpps) 96K (382K x3) 96K (32K x3)
Policers 8K 16K 8K 4K
PVST Instances 4K 4K 4K 1K
VLANSs 4K 4K 4K 4K
VRFs/VPNs 4K 4K 4K 4K
2025 Cisco and/or its affiliates. Al rights reserved. BRKARGC- 2092 léII'S.(':I(;'



Cisco Forwarding ASICs

Processor Performance vs. Features Landscape

O

S1 P100
S1 0200 e
( S1 K100 E
1 1
a ;
’ &
UADP 3.0 : A100 .
H 1
| |
UADP 2.0 A I A __7
&
UADP 2.0m K10 EARLS !
(Y4
s QFP2 . )

PERFORMANCE

e O

E 2025 Cisco and/or its affiliates. All rights reserved.

TABLE SCALE
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