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Operationalizing Al

Determine consumption models and flexible design patterns

that facilitate intelligent Al workload placement




The pace of Al innovation
IS staggering

1990s 2022 2024 2024 2025 2026

Machine learning ChatGPT Reasoning Assistants Agentic Al Physical Al

alfbal ]l
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architectural shifts

Inference-led repatriation

Al is network bound

Common substrate for Al security
Hyper-distributed security

Customer choice in silicon

CCCCC



How many 8 GPU servers do you need?
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There’s a lot more to Al Infrastructure than GPUs

[ Al Applications and Use Cases }

Al models
Al software
Kubernetes

Compute

Network

Storage

alfbal ]l
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Shouldn’t think of Al as an island

Cisco Al-ready Data Center

<>

Everything-as-code

© 2025 Cisco and/or its affiliates. All rights reserved.
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Let’s take a top-down approach

[ Al Applications and Use Cases J

Al models
Al software
Kubernetes

Compute

Network

Storage

]
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Model Optimization

Right-size models to available GPU hardware balancing

speed, efficiency, and carbon footprint.




A day in the life of a prompt

Inference
Interpret the user prompt Generate model response
[ | [ |
“What is the [ Model Weights ]
answer to the -
ultimate question
of life, the universe
. 14 »
and everything?” _ 42
) ) Decoding De-
Prompt Tokenize Prefill Loop Tokenize Output Prompt

(Autoregressive)

[ KV Cache ]

Longer prompts = longer prefill = larger KV Cache = longer time to first token (TTFT)

Each user request create a unique prefill, KV cache and decoding loop

Goal: Optimize for memory, performance and cost

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOM-2115
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Model, Token and GPU Sizing

Inference

ar

~ | Hugging Face

+ Inference Providers new

(% Text Generation

Base model
. Finetuned (1343)
Finetunes
Merges

Quantizations

% nyasukun/compare-security-models

&

& Train v
Downloads last month
30,735
£ Safetensors
Modelsize 8.03Bparams  Tensortype BF16

t: Model tree for fdtn-ai/Foundation-Sec-8B

B Spaces using fdtn-ai/Foundation-Sec-8B

<7 Deploy v 3 Use this model W

2 Files info

meta-llama/Llama-3.1-8B
this model

2 models

1 model

11 models

teslatony/ozone_consultant

© 2025 Cisco and/or its affiliates. All rights reserved.

¥ main ~

Model card Files and versions Community

Foundation-Sec-8B

paulkass Update README with paper link  114¢35¢  VERIFIED
.gitattributes

README.md

Technical_Report.pdf

config.json

generation_config.json
model-00001-0f-00004.safetensors =X
model-00002-0f-00004.safetensors =X
model-00003-0f-00004.safetensors L=
model-00004-0f-00004.safetensors =3
model.safetensors.index.json =X
special_tokens_map.json

tokenizer.json

tokenizer_config.json

@ LFS

@ LFS

@ LFS

@ LFS

@ LFS

@ LFS

[«

G

[«

[«

[«

G

[«
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¥ main v

@ paulkass Uploading

<> raw

i

¥

T Copydownload link ® history @ blame

Foundation-Sec-8B = config.json T

6099fd0

7. contribute

"architectures": [
“LlamaForCausallLM'
1.
"attention_bias": false,
"attention_dropout": 0.0,
"bos_token_id": 128000,
"eos_token_id": 128001,
"head_dim": 128,
"hidden_act":
"hidden_size": 4096,
"initializer_range": 0.02,
"intermediate_size": 14336,
"max_position_embeddings": 131072,
“mlp_bias": false,
“model_type": “"llama"“,
“num_attention_heads": 32,
"num_hidden_layers": 32,
"num_key_value_heads": 8,
"pretraining_tp": 1,
"rms_noxm_eps": le-05,
"rope_scaling": {
"factor": 8.0,
"high_freq_factor": 4.0,
"low_freq_factor": 1.0,
"original_max_position_embeddings": 8192,
"rope_type": "llama3"
3
“rope_theta": 500000.0,
"tie_word_embeddings":
"torch_dtype": "bfl
"transformers_version": "4.50.3",
"use_cache": true,
"vocab_size": 128384

*silu®;

[ delete

J
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Model, Token and GPU Sizing

Inference
4

~ | Hugging Face

& Train v <7 Deploy v J Use this model
Downloads last month . : i
30,735 Model card Files and versions Community

RAW Model Size
# parameters * Model Precision

8B x 2
16 GB

& Safetensors F main~  Foundation-Sec-8B
Model size  8.03B params Tonsortype 2 Files info . .
@ paulkass Update README with paper link  114¢35¢  VERIFIED Precision Size per Parameter
s FP32 (float32) 4 bytes
5 Inference Providers new -gitattributes L
. FP16 (float16) 2 bytes
[ Text Generation README.md L
BF16 2 bytes
Technical_Report.pdf @LFS L
INT8 1 byte
config.json L
£ FP8 (Hopper) 1 byte
t: Model tree for fdtn-ai/Foundation-Sec-8B generation_config.json L
Base model meta-1lama/Llama-3.1-8B model-00001-0f-00004.safetensors =7 @LFs L
Finetuned (1343) this model
model-00002-0f-00004.safetensors =y @LFs L
Finetunes 2 models
Merges 1 model model-00003-0f-00004.safetensors L= @LFS L
tizati 11 model i
Quantizstions Hosss model-00004-0f-00004.safetensors &7 @LFs L Alternative methOC!
RAW Model Size
model.safetensors.index.json =X L

B Spaces using fdtn-ai/Foundation-Sec-8B

special_tokens_map.json !

4.98GB + 5GB + 4.92GB + 1.17GB
% nyasukun/compare-security-models teslatony/ozone_consultant
\ tokenizer.json LI 16.07 GB

tokenizer_config.json

- J

[«

]
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Model, Token and GPU Sizing

Inference

= (2 * precision * # layers * d_model) / GQA factor

=(2*2*32*4096)/ 4
= 131 KB per stored token

Total GPU Memory

16GB + (17GB)
33 GB

© 2025 Cisco and/or its affiliates. All rights reserved.

Per Token Footprint (stored in the KV Cache)

Raw model size + KV Cache
Raw model Size + (per token size * context length )
16GB + (131KB * 131072)

GQA Factor {

(# attention layers / # key value

BRKCOM-2115

-

heads)

P mainv  Foundation-Sec-8B = config.json T

@ paulkass Uploading  6099fdo
<> raw 0 Copydownloadlink ® history @ blame & contribute [ delete

1
"architectures": [
“LlamaForCausallLM'
1,
"attention_bias": false,
"attention_dropout": 0.0,
"bos_token_id": 128000,
"eos_token_id": 128001,
"head_dim": 128,
"hidden_act": "silu",
"hidden_size": 4096, ¢——m8— d d
"initializer_range": 0.02, —mo eI

"intermediate_size": 14336,
"max_position_embeddings": 131072 4———— ConteXt

“mlp_bias": false,
";:Dz;‘l)isze”:a‘iiano“, Iength

————27 ) "num_attention_heads": 32,

"num_hidden_layers": 32, $&——«— n_IayerS

) "num_key_value_heads": 8,

"pretraining_tp": 1,
"rms_norm_eps": le-05,
"rope_scaling": {
“factor": 8.0,
"high_freq_factor": 4.0,
"low_freq_factor": 1.0,
"original_max_position_embeddings": 8192,
"rope_type": "llama3"
},
“rope_theta": 500000.0, ==
"tie_word_embeddings": falsﬂ,— preC|S|On
"torch_dtype": "bfloatlé”,
"transformers_version": "4.50.3",
"use_cache": true,
"vocab_size": 128384




Model to GPU Sizing

Retrieval Augmented Generation (RAG) Inference Example

Document Chunking Document Embedding

)

N A QO esccece
e O
O eoee
Data —

Top K Chunks

Ingeston . > __________>
Embedding Model Vector DB
Instructor-XL / BGE-Large FAISS, Qdrant,
Retrieval & Weaviate
Synthesis —
Embedding Query Vector Index Search

-

GPU cPU

mw
D

Re-ranking Model
RoBERTa-large, BGE-
Large

j\ GPU

Ranked K Chunks

mw
e

LLM

Foundation-Sec-8B
(bfloat16)

. sses
N —

GPU

L40s CPU

INTEL 6548Y+

)

System Memory

288GB )
L40s
1:} Storage
T ( 3.2TB NVMe )
[ ] ([ J [ ]

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOM-2115
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Model to GPU Sizing . .

107 GPU and KV Cache Footprint with 131K Context Length
KV Cache and Concurrency for Llama 3.1 8B 5 | = 25532532 - e
3 --&- KV Cache Footprint (GB :
The KV cache grows with user concurrency g
. . " £ ;'E
as each user session requires its own 2 ol
separate cache.
% ',1015
Scaling options
o ] 100 35 100 200
1. Optimize Single GPU \ )
- Quantize KV Cache by dropping precision 4 ™
- Reduce ConteXt Length 107 GPU and KV Cache Footprint with 8K Context Length
_ e 1200 h -10°
2. Horizontal Scale Out S |l e o)
- Deploy 1 x model per GPU and maximise KV Cache 3 g
( N\ EJ & 107.‘%_
GPU Memory (GB)  Bandwidth (GB/S) FP16 Tensor Core (TFLOP/s) B0 g
NVIDIA L40s (PCle) 48 864 362 g g
RTX Pro 6000 (PCle) 96 960 1457 g - o <
NVIDIA H100 (PCle/SXM) 80 2000/3350 756/989 “E :
NVIDIA H200 (SXM) 141 4800 989 é
NVIDIA B100 (SXM) 192 8000 1800 2 s
NVIDIA B200 (SXM) 192 8000 2250 100 s = — S 10"
\_ ) \ Concurrent Users )

Llama 3.1 8B, 1 model copy per GPU, per token memory 131KB, GQA 4, Layers 32, Precision bloat16

]
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Model Performance Metrics

Splunk Observability Cloud Dashboard

* Monitor infrastructure, applications, and
user interfaces in real time at any scale.

» Splunk Observability Cloud transforms
metrics, traces, and logs into dashboards,
alerts, and visualizations.

« Use Splunk’s OpenTelemetry Collector to
ingest telemetry data seamlessly.

» The Collector simplifies receiving,
processing, and exporting telemetry data.

ol I 1l I h
© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOM-2115 CIsco



Model to GPU Sizing

Model Parallelism
Lllama 3.1 405B (bfloat16)

Precision Estimated Model Size With 20% Overhead
FP32 ~1,620 GB ~1,944 GB
BF16/FP16 ~810 GB ~972 GB
INT8 ~405 GB ~486 GB
INT4 ~202 GB ~243 GB
B200 8{2:&)0 B%%O B200
(19268) (C19268) (C192a8) (19268)
B200 B200 B200 B200
(19268) (C19268) (C192a8) ((19268)
(C_ vowicPumemoryisaeee )
o o o

© 2025 Cisco and/or its affiliates. All rights reserved.

Tensor

Pipeline

Hybrid

BRKCOM-2115

Parallelism

Split By

Tensors (weights)

Layers

Tensors + layers

MEMENIN.
L)

Best Use Case

Large models,
compute-bound
inference

Moderate models,
latency-tolerant

Massive models like
GPT-3/LLama 400B

MENENEN:
MENENEN:

]
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Intra-GPU Connectivity

Oversimplified view of UCS C885A and C845A based on NVIDIA HGX and MGX architectures

UCS C885A

Dedicated NICs for
north-south connectivity
to front-end networks

UCS C845A

]
ol
]
ol

GPU2 GPU3 _ -
intra-GPU connectivity. 1k 1k
\w Each GPU pair has also dedicated

B Each GPU has multiple NVLink ;:D;
ports and connects to four
i — e non-blocking NVSwitches GPU1 | GPu2 W GPU3 J| GPU4
o o o i

/ NVL2 Bridge NVL2 Bridge
2 or 4-Way Bridge configurations for

4x NVSwitches NICs GPU-to-GPU connectivity
across nodes
w GPU5 GPU6 GPU7 GPUS

GPUS

=i
cooo

&

GPUG6 GPU7 GPUS8

NVL4 Brid
Each GPU has dedicated NICs for GPU- s
<«—— 10-GPU connectivity across nodes L

cooo cocoo

G| k]

==
ocooo

*CPU & PCle switches omitted for brevity

]
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Model to GPU Sizing

/
Raw Model Size (bytes)

= Number of Parameters = Size per Parameter

~ | Hugging Face ; &, Train % Deploy ~
Downloads last month
30,895

£ Safetensors Model size  8.03B params  Tensortype BF16 ]7| Files info

+ Inference Providers new

{7 Text Generation

'z Model tree for fdtn-ai/Foundation-Sec-8B

Base model meta-1lama/Llama-3.1-88
Precision Size per Parameter
FP32 (float32) 4 bytes
FP16 (float16) 2 bytes
BF16 2 bytes
INT8 1 byte
FP8 (Hopper) 1 byte

= 8.03 Billion x 2 bytes =16.06 GB

k Model weights only and not the full GPU memory requirement.

J

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKCOM-2115

-

Training
Much higher memory usage due to backpropagation and optimizer state

Training Total Memory = Raw size x (6-10)

Component Estimate
FP16 Weights 16.06 GB
Activations (~2- 3x model size) =2.5x 16.06 = 40 GB
. . 8.03B x 4 (bytes) x 2 (bytes)
Optimizer States (Adam, in FP32) - 64.24 GB
Total ~120+ GB per GPU

Single GPU Setup 1 x H200, 1 x B100/B200
Multi-GPU setup 2 x A100 80GB, 4 x A100 40GB, 2 x H100 80GB

RO (OO0 (00
RO (00 (B0

]
cisco



Cisco Al Compute Portfolio

Unified approach to accelerated Al compute

Validated solutions for Al with compute, network, storage, and software

GPU Accelerated GPU Optimized Unified Edge

Build the model | Training Optimize the model | Fine-tuning and RAG Use the model | Inferencing

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOM-2115 CIsco



UCS C885a M8 External Connectivity

Inter-GPU

Backend Network

© 2025 Cisco and/or its affiliates. All rights reserved.

S

Front-End Network

Storage Network

o
ale

o,
ole'

etes: 508 e aeaertiesey” etesagegegeierenst. 1ee3ene May be Converged to a
0% 70w '« 0% "% %% %" OO 0

shared physical network

8 x 400G GPU

2 x 400G CPU

3x1G BMC

2 x 10G Management

Doo ®n

]
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Network Design

Engineer tightly integrated networking stacks to optimise

training and inference




Al/ML Key Network Requirements

1 2 3 4
e = 2t @
T —
| — e
l\_lon-BIocklpg, Lossless Low, Consistent Operations
High Bandwidth Latency P
A Increased network Al Infrastructure is

2% packet loss can
cause training to be
8x slower

expensive, downtime
and performance
degradation are

during training

Dri delay and variance
rver increases at almost

degrade distributed

6x model size training performance .
expensive
400/800G T
v L/ oo RoCEv2 Optimised ASICs Al Fabric Automation
. namic Load Balancin i
Solution y St pin 9 DcQCN (PFC/ECN) R Al Fabric Visibility
atic Pinnin i
_ 2 Dedicated buffers It Bl intet Telemetry
ECMP with UDF Management

]
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P e e e P e e

: Frameworks : : Frameworks

Al depends on tight e [
iIntegration between

software and hardware

optimized for availability, performance = L
and scale L L




P e e e P e e

4
: Frameworks : : Frameworks

Al depends on tight e [ e
iIntegration between

software and hardware

optimized for availability, performance e BlICA
and scale L L




Collective Operations

-
Reduce-Scatter

DI2E OH2E [O2[E] OTRLE

10

112

13F

{10E41FE32E13¢

Data is reduced across
GPUs and each gets a
portion of the result

Optimized version of AllReduce

J

AllReduce = Reduce-Scatter + AllGather

© 2025 Cisco and/or its affiliates. All rights reserved.

e N
AllGather Broadcast
1 I.I [ ] I.I IIDI IIDI
{oF{1F{2t{sl 5
10F41F42F43¢E 10F41F42F13¢E
ETT] BET] BT EET ETT] BET] BT EET
Each GPU shares its One GPU sends data to
data, and all GPUs all others
receive the complete
combined result _ _
Sharing partial tensors or Sending model weights to all
embeddings GPUs
\_ J U
BRKCOM-2115

Two sides to a collective

Logical

All-to-All, All-Reduce,
All-Gather, Reduce,
Scatter, Gather,
Broadcast and Reduce-
scatter

Transport

Ring, Halving-doubling
pattern, Binary trees,
Flat-tree, K-Nomial
Trees, Direct Algorithms

]
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GPU to GPU across the Network

P e e e P e e

RDMA over Converged Ethernet (RoCEv2) | Frameworks ], | Frameworks ],
! NCCL ! i NCCP !
RDMA bypasses CPU to optimise performance using ! CUDA ! ! CUDA !
routable UDP. RoCEv2 is implemented on the server ! : ! !
NIC. : Kubernetes : : Kubernetes :
Lossless Transport
UDP transport assured by Explicit congestion
notification (ECN) and Priority Flow Control (PFC) °© o o ° o o
to deliver a lossless fabric NIC NIC
W W
= o
RoCEv2 Packet 0 ¢ mm— — * 0 0 E————
= =
S -

lllllllll
© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOM-2115 CIsco



Backend Network

Rail Design Crossing domains leverage the spine
enabling All-to-All Collective

Spine-1  Spine-2 Spine-3  Spine-4

GPUs communicate

within the same Rail

allowing for local

switching HB domain [--—]
Leaf-1 Leaf-8

O i oot

connects to Leaf-1

@ Host-1 Port 2 on all hosts \ @ HOS"‘32/
J

connects to Leaf-
2, and so on

Collective operations overlay across the fabric to share or aggregate data.
]

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOM-2115 CIsco



Load Balancing Backend Network Links

Required when traffic traverses the spines

Dynamic Load Balancing (DLB)

Spine-2

Spine-1

Leaf-1

ECMP D]

Default Equal Cost
multi-path load
balancing based on
layer 4 UDP flow.

.

Flowlet [ 1§ |

A flowlet is a burst of
packets within a flow that
belongs to the same
connection.

Single long-lived flow (like
an NCCL collective)split
across multiple paths in
the network without
packet reordering

and can be safely routed
on a different path than
previous or future flowlets

N

/.

Per Packet [

PPLB splits traffic at the
packet level, not at the
flow or flowlet level. That
means every individual
packet can be routed over
a different link or path,
based on current
congestion or scheduling
logic.

Packets can arrive out of
order, so they need re-
ordering on switches or
NIC

© 2025 Cisco and/or its affiliates. All rights reserved.
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~N

IB Queue Pair L]

An RDMA queue pair
(Send Queue, RX
queue) has a unique QP
number. Load
balancing is based on
packets with the same
QP number in the same
5-tuple flow. All
packets related to the
same destination QP
must arrive in order

]
cisco



Al Networking

Enterprise Reference Architecture

(ERA)
@ * For enterprise, commercial and public sector
NVIDIA customers
Reference Architectures + Cluster of 32 - 256 GPUs

NVIIDA Cloud Partner (NCP)

* For cloud provider and web scale customers
* Clusters of 256 - 16,000+ GPUs

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOM-2115 CIsco


https://resources.nvidia.com/c/collection-9563de54?x=sTI8RF
https://resources.nvidia.com/c/collection-9563de54?x=sTI8RF
https://resources.nvidia.com/c/collection-9563de54?x=sTI8RF
https://resources.nvidia.com/c/collection-9563de54?x=sTI8RF
https://resources.nvidia.com/c/collection-9563de54?x=sTI8RF

Example for small clusters, but not limited to

Adheres to the NVIDIA Enterprise Reference Architecture (ERA)

Cluster topology up to 16 nodes ( )

Mgmt

Storage

Front-End Networks

\

Cluster topology up to 12 nodes ( )
Mgmt Front-End Networks Storage
[ —— | [ [~ | [ [
' ' 8x800G
7 24x800G I N/
Switch-1 Switch-2
N/S
ZA 1 1
IS CHO CHO
QO CHO CHO
SU #1 SU #2 SU #3

© 2025 Cisco and/or its affiliates. All rights reserved.

Per Scalable Unit (SU)
4x UCS 885A
32x 400G GPUs

SU #2
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Cisco Al Networking Reference Architectures

Al Infrastructure with Cisco Nexus 9000 Switches Data Sheet NVIDIA Certified Cisco Nexus Hyperfabric Al Enterprise
Cisco Reference Architecture Reference Architecture Data Sheet

Updated: March 18, 2025 Updated: May 14, 2025 Bias-Free Language
Bias-Free Language

Table of Contents Table of Contents

I save ) Transiations ¥ Downioad ol Print

I Sove  Xp Translations ¥ Downiosd  fly Print Table of Contents
Table of Contents
Introduction
Introduction
Featuring Cisco UCS C885A compute servers with NVIDIA HGX™ H200 and NVIDIA Spectrum™-X Hardware Cisco Nexus Hyperfabric Al Enterprise Reference Architecture certified by NVIDIA, featuring Cisco”
Hardware ™
Networking topologies cloud-managed Al/ML networking of Cisco UCS® C885A M8 Racker Servers with NVIDIA HGX™ H200
Networking topologies N and NVIDIA Spectrum™-X.
Introduction Storage architecture
Storage architecture This Cisco Reference Architecture is based on Cisco Nexus 9000 switches for networking Al clusters managed by the on-premises
i i - SEarE Introduction
Nexus Dashboard platform. It adheres to the NVIDIA Enterprise Reference Architecture for NVIDIA HGX ™ H200 with NVIDIA
S Spectrum™ -X networking. Security Gisco Nexus” Hyperfabric Al is an on-premises Al cluster that is managed by a cloud-hosted controller. It empowers and simplifies
SECUﬂW . . . . X . o 5 . . your Al initiatives and Al with a integrated, cloud-managed solution. Cisco Nexus
Cisco Nexus 9000 s witches, powered by Cisco Silican One and Cloud Scale architectures, provide high-speed, deterministic, low- Testing and certification Hyperfabric Al Reference Architecture s based on Cisco Silicon One” switches and adheres to the NVIDIA Enterprise Reference

latency, and power-efficient connectivity for Al and High-Performance Computing (HPC) workloads. With the availability of multiple Architecture (Entorprise RA) for NVIDIA HGX H20D and Spectrum-X.

Testing and certification Summary

form-factors, optics, and rich software features of the NX-OS operating system, Nexus 8000 switches provide a unified experience

Summary for backend, frontend, management, and storage networks (see Figure 1). Appendix A - Compute server .. Figure 1 shows the key components of the solution. The key hardware components used in the cluster are described in the next

section.

Appendix A - Compute server ... Cisco Nexus Dashboard is the op: and 1 platform for the Nexus 9000 Switch-based fabrics. It Appendix B - Gontrol node ser...
complements the data-plane features of the Nexus 9000 switches by simplifying their configuration using built-in templates. It

Appendix B - Control node ser... detects network health issues, such as congestion, bit errors, and traffic bursts in real time and automatically flags them as

anomalies. These issues can be resolved faster using integrations with commonly used tools, such as ServiceNow and Ansible,
allowing the networks of an Al cluster to be aligned with the existing workflows of an organization.

,—( Cisco Reference Architecture )ﬁ
Frontend Network
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Cisco Nexus Hyperfabric Al

References

On-premises Al architecture
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Minimize Attack Surface

Embed security throughout the full stack from infrastructure

to model to protect data, systems and users.




Security requires a cohesive

and integrated toolset
K
Data Source risks include data poisoning, . 3 o i
exfiltration and accidental leaks i
b
004 rwi
. : : ) | »
Training risks include open-source model k- i
contamination, insecure APIs and . : e
unknowingly consuming 3™ party IP ; it

Inference risks include denial of service
attacks, prompt injection and data mining

© 2025 Cisco and/or its affiliates. All rights reserved. BRKCOM-2115 CIsco



© 2025 Cisco and/or its affiliates. All rights reserved.

Cybersecurity

Hybrid Mesh Firewall

Security Cloud Control

E: = :,
Secure Secure Cilium Hypershield Smart 3rd Party
Firewall Workload Switch Firewall

_______________________________________________________________________________________________________________________

Protecting from the infrastructure to the application layer
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Al Defense: Develop, deploy,
and run secure Al

Discover

Uncover enterprise Al usage

Detect

Test for risk, vulnerabilities, and adversarial
attacks

Protect

Defend against runtime threats with guardrails
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CISCO NVIDIA.

Bringing Secure Al to the Enterprise.




Cisco Secure Al Factory

Accelerate the Al adoption for enterprises with an integrated Al infrastructure and software solution from

Cisco, NVIDIA, and our strategic partners

-

4 )

- Security-first architecture

-

~

Al/GenAl Pipeline

Model Training

Data Preparation ini Model Deployment
& Analytics & Customization & Inferencing

J

- High-performance,
enterprise-proven
networking, compute,
storage, and Al software

- Pre-validated, with flexible

/( Cisco Secure Al Factory with NVIDIA

Knowledgebase Copilots

deployment options:
Vertically integrated

Content & Code Generatio

or modular system

C
C
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Vlrtual Agent & Chatbots

)
)
)
)

Detection & Predictions

Al/GenAl models
Enterprise data
Ecosystem Partners

BRKCOM-2115

]
cisco



Cisco Secure Al Factory

Fabrication Options

K ( Al DEFENSE ) \

Al APPLICATION PLATFORM Al APPLICATION PLATFORM

| E' I < = ACCELERATED COMPUTE > < = ACCELERATED COMPUTE >
< @) CLOUD MANAGED FABRIC-as-a-Service > < %} ON-PREMISE MANAGED Al NETWORKING >

< 8 BEST OF BREED STORAGE VENDORS >

< 8 UNIFIED Al STORAGE PLATFORM

Vertically Integrated Modular

\_ 4 ™
HYBRID MESH FIREWALL
\_ )
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Al-ready data Center

Tightly integrated full stack
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Application Platforms
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Networking, Silicon and Optics

- a

oooo
‘e .
.............................................................................................................................................

BRKCOM-2115

Auligensasqo

]
cisco



Al-ready data Center

Tightly integrated full stack

9=

Cisco Validated Designs
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Only Cisco unifies networking, compute, security
and observability to deliver the Al-ready data

centers.
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco
Live T-Shirt.

2o
0®

Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!
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Continue your education
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