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This session is about enabling
you to understand network
design decisions

and assisting you to make those design choices
yourself
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This session is not a deep dive
or Cisco product update

Additional sessions for further learning provided
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What is a Campus?

A basic definition of a Campus is:

A group of one or more buildings, and
surrounding grounds, where people and
their belongings work together

= Campus is focused on User Access

© 2025 Cisco and/or its affiliates. All rights reserved.
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Campus = Geography

M
CISCO. San Jose Main Campus

Buildings are spread out. Multiple floors per building.
alvaln
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Campus # Data Centre

P

One or few large buildings nearby. Usually a single floor.
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Campus Networks - Real Life
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Campus Networks - Floorplans and Physical Layout

o e WY

Connected Building
Intelligent lighting

@ Applications S A
® Products 7 < o and sensors

Audiovisual

in-building wirele services

T

Building automation
systems and access control

L& )

& M

MDF = Main Distribution Framework
IDF = Intermediate Distribution Framework
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Campus ‘Place in Network’ (PINs) & Topology

E" BGP, MPLS 7/"}5/

-<l Core Interconnect
*» .% Core + Edge
000000 -
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OSPF, EIGRP, ISIS '*’ ‘*’ < Campus Core
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Campus Design Principles

Design Fundamentals
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Campus Design Model - Multiple Layers

-

e—— 4 Few MAN or WAN Uplinks

Layer 3, Medium to Large Scale
o

sl § Few Medium to High LAN Downlinks
j Lo\ oSS .
;' [ AT 7 TS el # Few Medium/High LAN Uplinks

[\
N
[% {% {% Layer 3 and Layer 2, Medium Scale

[ Eis » ¥ Many Small/Medium LAN Downlinks

[N~ /1 JTANNYAN
4 Few Small/Medium LAN Uplinks

-
I | T‘%Lﬁsﬂl Layer 2, Small to Medium Scale
20 [Uate | Uste[U e | 16| H % ¥ Many Low/Medium LAN Downlinks

3 ‘Logical’ Layers

If you ‘collapse’ layers your device needs to support all ‘logical’ functions

Each layer has a specific set of requirements and provides a specific set of functions

alfbal ]l
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Campus Design Principles - Scalability & Stability

Collapsed Core
+ Distribution

/o /
/> Q\ C g/, Q\ O QN2
Client I Ping « R ng > « «7
Access <« I Access <« < <« <«

— ] —_— ) ee—m— ] e

Fault Domain
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Hierarchical Network Design - Solid Foundation

Ve

{ Access

Distribution

-

Core
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Distribution

Access
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Hierarchy - each layer has a
specific role

Creates small fault domains with
clear demarcations and isolation

Promotes load balancing and
redundancy
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Multilayer Architecture - Solid Foundation

{ Access }
Distribution
4 I
Core
. J
Distribution
Access
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Multilayer “Architecture” - Lack of Foundation

Not an architecture

’ “deSignnorbuim/E
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Multilayer Architecture - Solid Foundation

{ Access }
Distribution
4 I
Core
. J
Distribution
Access

© 2025 Cisco an

d/or its affiliates. All rights reserved.

Layer2 Access

< | &
- - -

*

WAN

\ >

BRKENS-1501

Routed Access

StackWise Virtual

< [F (=2
- - -

y"\.

Data Center

DC

e
\C

ES
ES

== B

Internet




Campus Design Principles

Design Fundamentals

 Multi-Layer Model

 Access Layer

« Campus Access (Baseline)
« Extended Access (IOT/FTTX)
 Routed Access

* Distribution Layer
 Core Layer
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Campus Access (Baseline)

WHAT: Connecting Users & Devices to
the Distribution layer

HOW: Connect users to the network Core %

Considerations:

/1IN 0
N

L2 L2 Multiple Low to Med
L2 L2 Scale
Features

—————————
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Extended Access (IOT/FTTX)

WHAT: Extension of the Access to
connect more devices or device types

Core

HOW: Extend the size and scale of the
Access layer and connect more hosts

Distribution

Considerations:

T @ L
\V/

L2 L2 Multiple Med to High

L2 L2 Scale
Features

\-———————————————————,

’
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Routed Access

WHAT: Connecting Users & Devices to

( BC,, A WAN -
the Distribution layer via L3 and limits L2 = @

HOW: Connect users to the network and ©° % %

leverage routing to reduce L2 challenges <o
’ o
Distribution IS-1S or

--K ISP )

Considerations:

/1IN 0
0

L3 L2 Multiple Low to Med
L2 & L3 L2 & L3
Features Scale

—————————
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Best Practice: Access Layer Oversubscription Ratios

4 x10G Uplinks spread Soft recommendation for

across two switches in stack Access to Distribution < 20:1

Access Uplinks: 40 Gbps

Potential Downlinks:
48 x 10 Gbps

+ 144 x 1 Gbps

Result: 624 Gbps

4 x 48 port switches in stack Oversubcription ratio:
12 x 10mGig + 36 x 1Gig ~15.6 - 1

'
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Campus Design Principles

Design Fundamentals

© 2025 Cisco an

Multi-Layer Model
Access Layer

Distribution Layer
« Campus Distribution (Baseline)
 Collapsed Core

Core Layer

d/or its affiliates. All rights reserved.
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Campus Distribution (Baseline)

WHAT: Connecting multiple Access
switches and the Core Layer

HOW: Distribution connectivity from
Core/WAN to Access

Considerations:
I\ o
NV 00°
L3 L2 Multiple Med to High

L2 & L3 L2 & L3
Features Scale

]
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Campus Collapsed Core

WHAT: Connecting multiple Access GBC
layers and the WAN/Edge layer

HOW: Collapse Core & Distribution Edge
layers into a single layer
I{ -------------------------------------------------- ‘I
Considerations: } Coll. Core . | JIal-lc N N T |
= : g"‘iill‘l‘lm; ;m; EIGRP :
AN o ! i NN ——
] MST )

N\ 00°

L3 L2 Multiple High
L2 & L3 L2 & L3
Features Scale

]
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Best Practice: Distribution Layer - Oversubscription Ratios

Core Layer @ @

Distribution
Layer
StackWise
Virtual

Access
Layer
StackWise
Stacks

o o —

© 2025 Cisco and/or its affiliates. All rights reserved.

2 x 100G uplinks

32x 25G uplinks from
access to distribution

v 4x 25G uplinks across

two switches per stack

2 x Stacks per foor

i 4 x Floors
' 4 Switches per Stack

BRKENS-1501

Soft recommendation for

Distribution to Core < 4:1

Distribution to Core: 200 Gbps

Access to Distribution:
4x2x4x25Gbps

Result: 800 Gbps

Oversubcription ratio:
4:1

alfret
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Campus Design Principles

Design Fundamentals Best
Fundamentals Services Practices
Principles Platform Integration

 Multi-Layer Model
 Access Layer
* Distribution Layer

 Core Layer
e Campus Core (Baseline)

« Campus Core + Interconnect TEE TEE =2EE
* Campus Core + Edge = B & = B E

alfbal ]l
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Do | need a Core Layer?

Second Building Block- 4 New Links

2 P P
- - -

*

4th Building Block
12 New Links -
- 8 IGP Neighbours =

*

&

= (& [
- - -
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« 8 New Links
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Do | need a Core Layer?

Second Building Block- 4 New Links

<<=
- - -

N =
Ath Building Block o — o 3rd Building Block
» 4 New Links <YL [gg. % 4 YNl - 4NewlLinks
- 31GP Neighbours = ﬁ‘/ \[ﬁ = - 3 IGP Neighbours
—p ==
& =
<=
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Campus Core (Baseline)

WHAT: Connects multiple Distribution
layers to an Interconnect and/or other
network domains

HOW: A simple, high-bandwidth, L3
transport between other network layers “----------------------~=- [

Distribution

Considerations:

I\ 0
\

L3 L3 Limited High
Features Scale

Access

]
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Campus Core Interconnect

. 10074006,

WHAT: Extension of the Core, used to o— WAN ’
connect multiple Core Layers and/or B
other network domains . DC 1 D el er t DCZ:')
HOW: Distribute the bandwidth and o N L T, .
density requirements of multiple Cores ' e e

i Interconnect ;4""-——-.,-,_'{1

| - m—
Considerations: | AR
I\ o |

° o :\ Core 4*' *

ANV 00° \ﬁ“&;‘: """"""" \\ o
L3 L3  Limited Higher A *\A LI
F ccess
catures  Seale gy W HEE |

ol
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Campus Core + Edge (SP/WAN)

: %]
WHAT: Connects multiple Campus areas B

to remote domains and/or the Internet g

WAN [
(53(58) CUE
DC1 lliﬂzlj/ig\c/iEN+ \ / EAZI:/’LESEN+ DC 2
ew [ A\ s
\s, K =S5 |

HOW: Collapse Core & Edge Layers

2N [T \-ﬁ:\‘z’//.' / N e W A T~ .
) ) [ MP-BGP + \\2/ MP-BGP + |
Considerations: ; ——— ey |
o° | OsPRv3, CSNSsS—e———— i
\ / 0 © | EIGRP-VRF = ]
o . < !
L3 L3 Multiple  Highest
L3 Scale
Features

ol [N
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Campus Foundational Services

Design Fundamentals

 Layer 1 physical layer & links

 Copper vs Fibre Cabling
« L1.5 with UDLD
 L1.5 with Ether Channel

 Layer 2 switching protocols
« Layer 3 routing protocols

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-1501

Fundamentals

Services

Best

Practices
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6. Presentation

5. Session

4. Transport

3. Network

2. Data Link

1. Physical

Principles Platform Integration
4 )
OSI| Model
7. Application
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Copper vs Fibre Media
Category 5, 6 and 7

Unshielded (UTP)  Shielded (STP)
RJA45 (Access to Endpoints)

OM3, OM4 and OM5

Multi-Mode (MMF)  Single-Mode (SMF) vaﬁ?ﬁégi{\}\?iéﬂ)

SFP (Access and Distribution) QSFP (Core and Edge)

[~ Single-Mode Color —
,/7/7\-\« :ded Boots on MTP
SMF —
e L ~ .29 mm —of ‘ ~"«ﬁ‘_j,: e h ., e
SFP-LC mSFP MPO12 MPO24 .
LC Duplex Mini LC Duplex 12 Fibers 24 Fibers

— Multimode Color —
Coded Boots on MTP

Multimode Single Mode . . (-
5E 100-350 MHz 100m 1000 Mbps UTP or STP « Short distance cable runs (less than 1000ft.) « Long distance cable runs (greater than 1000ft.) L2 =ES .
_ 1G - 100m 1 Gbps * High bandwidth support * Highest bandwidth support B
6 250-550 MHz | | o oo 10 Gbps UTP or STP * Higher cable cost * Lower cable cost
6A 500-550 MHz 100m 10 Gbps UTP or STP * Lower electronics cost * Higher electronics cost
7 600 MHz 100m 10 Gbps Shielded only * Easier to terminate due to larger core size * Harder to terminate due to smaller core size

tmagmatrix.cisco.com

https:
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https://tmgmatrix.cisco.com/

Fibre Best Practices: Unidirectional Link Detection (UDLD)

WHAT: Protects against one-way
communication generally on fibre links

HOW: Utilises “echos” for hellos
between peers to determine if the link
IS unidirectional or bidirectional

Considerations:

Enable Global UDLD
Config Aggressive

© 2025 Cisco and/or its affiliates. All rights reserved.
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Campus + EtherChannel

WHAT: Logical link that increases
bandwidth and provides link redundancy DC \ WAN - ISP

while reducing peer complexity
Core ‘*, O %

HOW: Combines multiple physical links
into a single logical link

o e
L T L L L L L L L T T L e d

Considerations: Distribution )
Access
L2/L3 Tune Exponents _—
Config Load- of Two
Balancing

alfbal ]l
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Campus Foundational Services

Design Fundamentals

 Layer 1 physical layer & links

« Layer 2 switching protocols
 Layer 2 Design
« Layer 2 Spanning-Tree
 Layer 2 VLAN Trunks

« Layer 3 routing protocols

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-1501

Fundamentals

__9___

Integration

Principles

Services

Platform

Best

Practices

(

OSI| Model

\

7. Application

6. Presentation

5. Session

4. Transport

3. Network

2. Data Link

1. Physical
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Layer 2 Design and Spanning Tree - Best Practices

WHAT: Protects against L2 loops

HOW: Determines correct port state and
administers port state to prevent loops

Core

Considerations: <>
| % Distribution

———————————

Limit VLAN RPVST+ MST
Extension

——————————————————————————————————————

ALK
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Layer 2 Design and Trunks - Best Practices

WHAT: Layer 2 interface type that
supports multiple VLANs

HOW: Deployed on interconnection
between Access and Distribution layers
to provide multiple VLAN access

Considerations:
AR I .
Prune unused Change t% r ] r 1 +
VLANS native

VLAN

]
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Campus Foundational Services

Design Fundamentals

 Layer 1 physical layer & links

« Layer 2 switching protocols

 Layer 3 routing protocols
 Layer 3 Design
 Layer 3 First Hop Routing
 Layer 3 with BFD

© 2025 Cisco and/or its affiliates. All rights reserved.
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6. Presentation

5. Session

4. Transport

3. Network

2. Data Link

1. Physical

Principles Platform Integration
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OSI| Model
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Layer 3 Design and Routing Protocols - Best Practices

WHAT: Provides connectivity between
different networks/subnets

HOW: Typically deployed on
Distribution-to-Core and Core-to-Core
interconnects providing L3 reachability

Considerations:

P

Build Redundant
Triangles Paths

'
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First Hop Redundancy

WHAT: Pair of redundant L3 Routers RO potive  Forwarding traffic
] ] i R2 - Hot Standby, Idle
function as a single virtual Router
IP: 10.0.0.254 IP: 10.0.0.253
N|I|§-C: 2’300060‘1312-3456 MAC:  0000.0c78.9abc
VMAC:  0000.0c07.ac00 zﬁl\c; ;gbod?dlm_acoo

HOW: One Router is elected as Active
and performs packet forwarding for local R1 Biﬁ

R2
hosts. The other router is the Standby. %
Distribution A \ " Distribution B

HSRP Active HSRP Backup

Considerations: / :‘i—:\
- - -

GLBP IP: 10.0.0.10 IP: 10.0.0.11 IP: 10.0.0.12

1 MAC: abcd.abcd.ab10 MAC: abcd.abcd.ab11 MAC: abcd.abcd.ab12

HSRP Or Tlmer GW: 10.0.0.1 GW: 10.0.0.1 GW: 10.0.0.1
VRRP Tu N | ng ARP: 0000.0c07.ac00 ARP: 0000.0c07.ac00 ARP: 0000.0c07.ac00

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-1501 CIsco



Redundancy & Protocol Interaction - L2 vs L3

L3 routed interface provides faster convergence
than L2 switch port with an associated L3 SVI

LR 3

1. Link Down
2. Interface Down

EIN 3

1. Link Down
2. Interface Down
3. Routing Update

[ ~ 8 msec loss ]

‘21:38:37.042 UTC: $LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet3/1, changed state to down

21:38:37.050 UTC: %LINK-3-UPDOWN: Interface GigabitEthernet3/1,
changed state to down

' 21:38:37.050 UTC: IP-EIGRP(Default-IP-Routing-Table:100): Callback:

route_adjust GigabitEthernet3/1

© 2025 Cisco and/or its affiliates. All rights reserved.

a b W

. Autostate
. SVI Down
. Routing Update

[ ~ 150-200 msec loss ]

21:32:47.813 UTC: SLINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet2/1, changed state to down

21:32:47.821 UTC:

state to down

21:32:48.069 UTC:
21:32:48.069 UTC:

adjust Vl1an301

BRKENS-1501

$LINK-3-UPDOWN: Interface GigabitEthernet2/1, changed

$LINK-3-UPDOWN: Interface V1an301l, changed state to down
IP-EIGRP (Default-IP-Routing-Table:100) : Callback: route,

]
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Bidirectional Forwarding Detection (BFD)

WHAT: Detects faults between 2 routers
very quickly (in milliseconds)

HOW: Signals to upper-layer routing % < %

protocols that the link is down, faster
than routing protocol dead timers

A
A 4

interface Gigl/0/1

ip address 1.1.1.1 255.255.255.0

bfd interval 250 min rx 250 multiplier 3

. . ' f 1 0

Considerations: thoosbE boared
router ospf 1

R bfd all-interfaces

250ms x 3 750ms x 3
Physical SVI
Interfaces

]
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Layer 3 Design - Summarise Routes

WHAT: Utilises an overarching route that
encompasses multiple more specific
routes

HOW: Utilise a wider subnet mask route
or a less specific route for advertisement

Considerations:

Faster More HW Sub-

Reconvergence Efficient Optimal
Routing

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-1501
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Distribution

Access

WAN

*

*

|

10.1.1.0/24

10.1.2.0/24

————————

————————

Traffic
Dropped
Until IGP
Converges
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Campus Foundational Services - Best Practices Summary

Layer 3: Summarise routes
towards the Core for optimal
network reconvergence

Core

Core J

Distribution

{ Distribution }

Layer 2: Tune L2 Protocols

Access

Access J Layer 1: Use EtherChannels/UDLD

for link resiliency



Platform Design Considerations

Design Considerations Fundamentals Services pr:;?:es
Principles Platform Integration

- Chassis Considerations
- Catalyst 9000 Portfolio
- Modular vs. Fixed Chassis

- Cabling Considerations
- Feature Considerations

]
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What's the right switch for the job?
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Cisco Catalyst 9000 Switching Portfolio

]
1 CIsCO
Cisco iy
e 9000 BCisco 2023 FE
- Cisco 9610

Cisco 9350 series ‘
-

‘pegiss T L L L L L L L) _‘ . e ——— o
mmnmt ;. limes = Cisco B ]| Catalyst 9600X
EEEEEEEEE Catalyst 9400X I0OS XE Catalyst 9500X

Catalyst 9300X/LM

 ——— Cisco
Catalyst 9400 ASIC Catalyst 9500

Catalyst 9300/L

Catalyst Catalyst
3850-XS/4500-X 6840-X/6880-X

Catalyst 9200/L

Catalyst Catalyst Catalyst

2960-X/XR 3650/3850 4500-E Series
Access Switching Core Switching

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-1501 CIsco



Cisco Catalyst 9000 Switching Portfolio

To Deep Dive on Catalyst 9K Series please refer to:

BRKARC-2092: Cisco Catalyst 9000 Series, Cisco Silicon One, and IOS XE
Architecture and Innovation

Tuesday 1:45pm, Room 203




Switching Chassis: Modular vs. Fixed Platforms

\_

PROs

More Flexible
Longer Life-Cycle
Higher Port Density
More Power/Cooling
Redundant Processors

CONs

More Complex
BW limit by Chassis
Slow(er) Dev & Test
Lower MTBF

Higher COGs

© 2025 Cisco and/or its affiliates. All rights reserved.
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PROs

Less Complex
Swap Chassis for BW

» Faster Dev & Test

Higher MTBF

 Lower COGs

CONs

Less Flexible
Shorter Life-Cycle
Lower Port Density
Less Power/Cooling
Single Processor

J
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Platform Design Considerations

Design Considerations Best
Fundamentals Services Practices
Principles Platform Integration

Category 5, 6 and 7 OM3, OM4 and OM5

. u L PR
° C h C d Unshielded (UTP)  Shielded (STP) Multi-Mode (MMF)  Single-Mode (SMF) T (W)
assis Considerations

« Cabling Considerations B . @e -

« Multigigabit 1G to 10G
 Power over Ethernet Up to 90W
 Next Gen Connectivity

 Feature Considerations

]
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Multigigabit: Beyond 1G Access Connectivity

Category 5, 6 & 7

Unshielded (UTP) Shielded (STP)

10GBASE-T
RJ 4 5 (Access to Endpoints)
TN S QEIT QY 5GBASE-T
s FE BN L
CHHTTHE L.} B ' ?
=
Cat5E || 2.5GBASE-T
(Flush Wires)
T000BASE-T
5E 100-350 MHz 100m 1000 Mbps | UTP or STP
6 250-550 Mz | o= 190m 110%bb";s UTP or STP 100BASE-T
6A 500-550 MHz 100m 10 Gbps UTP or STP
7 600 MHz 100m 10 Gbps Shielded only
10BASE-T
10M 100M 1G 2.5G 5G 10G

© 2025 Cisco and/or its affiliates. All rights reserved.
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Multigigabit: The Need for Speed

Wi-Fi 6 Performance
with Gigabit switch

THROUGHPUT 872.14 Mbps

Wi-Fi 6 Performance
with mGig switch

THROUGHPUT 1.537 Gbps

© 2025 Cisco and/or its affiliates. All rights reserved.

3 clients on 2.4GHz @ 20MHz
15 clients on 5 GHz @ 80MHz

| 00:01:06 - 00:01:00

D> START TEST

M RTP BLU-RAY (45 MB...

View by: | single apps / single flows

THROUGHPUT 872.14 Mbps MIN: 855.158 Mbps ~ MAX:877.572 Mbps  AVG: 867.59 Mbps
1,000M
500M
oM
00:00:05 00:00:10 00:00:15 00:00:20 00:00:25 00:00:30 00:00:35 00:00:40 00:00:45 00:00:50 00:00:55 00:01:00
Lost data Jitter One-Way Delay Video over RTP Datagrams
Bytes lost 2,642,512,208 Average (ms) 0.038 Average (ms) 28.227 Average DF (ms) 96.146 Datagrams sent 6,952,461
Max consecutive D... 1,078 Max delay variatio... 150 Estimated error (ms) 20.795 Average MLR (ms) 13,014.737 Datagrams received 4,944,473

P sTARTTEST | N | [| 00:01:02- 00:01:00

~ M RTP BLU-RAY (45 MB...

View by: | single apps / single flows

BRKENS-1501

THROUGHPUT 1.537 Ghps MIN: 1.386 Ghps MAX: 1.6 Ghps AVG: 1.507 Gbps
26
1G
0G
00:00:05 00:00:10 00:00:15 00:00:20 00:00:25 00:00:30 00:00:35 00:00:40 00:00:45 00:00:50 00:00:55 00:01:00
Lost data Jitter One-Way Delay Video over RTP Datagrams
Bytes lost 4,392,830,372 Average (ms) 0.077 Average (ms) 76.953 Average DF (ms) 194.611 Datagrams sent 11,927,836
Max consecutive D... 2,984 Max delay variatio... 309 Estimated error (ms) 53.999 Average MLR (ms) 21,635.295 Datagrams received 8,589,819
]
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Wi-Fi 6E/7 is Driving Multi-Gigabit & UPOE

4 23
Gbps
~9.6 A
Gbps ~4.8 Cisco 90W i  Multi-Gigabit
~2.4 Gbps UPOE®+ \‘;:; Ethernet
Gbps l (low voltage) | (up to 10Gbps)
Wi-Fi 6E Wi-Fi 7

B Max Client Data Rate
\- Max Access Point Data Rate/

alfbal ]l
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Power over Ethernet: Evolving Requirements

‘ Buldir T High Power
uilding ., ;
Components {‘.‘/ ‘@ PoE End-points

USB-C power

\4

(laptop charging + data)

> UPOE Pass-through
- (for extended reach 60W)

£

2003 2009 2011 2018 Daisy-chaining
. _é N _b _ (Cost saving with 90W)
PoE Evolution Sl el

]
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Current Campus 3-Tier Design

Core

e o
Ew‘ - !
1"y .-
I - "
¥ - L |

Distribution «-—1-] |

alfbal ]l
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Next Generation 3-Tier Campus Design

H |1 g :
: T al ne.al i
i s Iy g =
Wiy "e . w e .w| G CeBa-t
| g  — A ¢

Core """"

|
|

Distribution |

—_—

= ll;.- I
ey .=

Access

alfbal ]l
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Platform Design Considerations

Design Considerations

« Chassis Considerations
« Cabling Considerations

 Feature Considerations
e Unicast (IPv4/IPv6)
« Multicast (IPv4/IPv6)
* Quality of Service

© 2025 Cisco and/or its affiliates. All rights reserved.

Fundamentals

- MP-BGP, VPNv4
- Internet (v4), NAT, PBR
- MPLS-VPN, VRF-Lite

‘ - IPv4 SSO, NSF/NSR, GIR

- EIGRP, OSPFv2, ISIS, RIP
- SVI, HSRP/VRRP

- ARP, DHCP Relay

- IPDT/SISF, DAI

- BFD, Echo

- IPv4 SSO, NSF/NSR, GIR

| - PVST, MST, REP/RENN
- 802.1Q, DTP
- VLANs, VTP
- DHCP Snooping
- MAC Leaning
- L2sS0

BRKENS-1501

Services

Best
Practices

___O__

Integration

Principles

Core

Distribution |[EEEEESEEEEN

Access

Internet

Data
Center

Platform

Branch

- MP-BGP, VPNv6

- Internet2 (v6), NAT64, PBR
- MPLS-VPN, VRF-Lite

- IPv6 SSO, NSF/NSR, GIR

- EIGRPvG, OSPFv3, ISISv6, RIPng
- SVI, HSRPvE/VRRPvE

- NDP, DHCPv6 Relay

- SISF (v4/v6), RA Guard

- BFDv6, Echo

- IPv6 SSO, NSF/NSR, GIR

| - PVST, MST, REP/RENN
- 802.1Q, DTP
- VLANSs, VTP
- DHCPv6 Snooping
- MAC Leaning
- L2SSs0

Core

Distribution

Access

]
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Campus Networks: L2/L3 Unicast Technologies

Data

Internet Branch

MP-BGP, VPNv4
Internet (v4), NAT, PBR
MPLS-VPN, VRF-Lite
IPv4 SSO, NSF/NSR, GIR

Center

Core

e mmmmmm =

EIGRP, OSPFv2, ISIS, RIP
SVI, HSRP/VRRP

ARP, DHCP Relay
IPDT/SISF, DAI

BFD, Echo

IPv4 SSO, NSF/NSR, GIR

Distribution

PVST, MST, REP/RENN
802.1Q, DTP

VLANSs, VTP

DHCP Snooping

MAC Leaning

L2 SSO

ﬁ J ' % - ' J
—
w

@

© 2025 Cisco and/or its affiliates. All rights reserved.
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MP-BGP, VPNv6

Internet2 (v6), NAT64, PBR
MPLS-VPN, VRF-Lite

IPv6 SSO, NSF/NSR, GIR

Core

EIGRPv6, OSPFv3, ISISv6, RIPng
SVI, HSRPv6/VRRPv6

NDP, DHCPv6 Relay

SISF (v4/v6), RA Guard

BFDv6, Echo

IPv6 SSO, NSF/NSR, GIR

Distribution

PVST, MST, REP/RENN
802.1Q, DTP

VLANSs, VTP

DHCPv6 Snooping
MAC Leaning

L2 SSO

ﬁ J ' = ' J

]
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Campus Networks: L2/L3 Multicast Technologies

IPv4 Multicast IPv6 Multicast

Internet Data Branch
- - Center - -
- PIM-SM M Bidi
SM, SSM and Bidir - PIM-SM and SSM
- AutoRP, BSR RP, MSDP / IPv6 BSR RP
- MVPN, Multicast VRF-Lite Core l Core
. . | - |IPv6 embedded RP
- Multicast load splitting . .
. i - IPv6 multicast HA
- IPv4 multicast HA '
_ ) : _ )
e ™ e ™
- Dual-stack IPv4 / IPv6 - Dual-stack IPv4 / IPv6
- PIM-SM, SSM and Bidir L3 | - PIM-SM and SSM
- IGMPv2,v3 snooping A r . ! - MLDv1,v2 snooping A r .
- Stub multicast routing Distribution o _E - HW register and RPF Distribution
- PIM BFD Lo - HSRP-aware PIM
- IPv4 multicast HA ' - |IPv6 multicast HA
N y N Y
e N s R
- IGMP v1,v2,v3 snooping - MLD v1,v2 snooping
- IPv4 multicast QoS & ACL - IPv6 multicast QoS & ACL
- IGMP v1,v2 filtering . —L : - MLD v1,v2 filtering
L - _

]
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Understanding L2 Scale - MAC Address Scale

Soft recommendation for

Access to Distribution < 20:1

- Each unique Endpoint
will have 1x MAC address

- Access: No. of Hosts = No. of MACs

- All MACs are also learned on
Distribution

- Distro: Sum of No. of Access
1000-2000 x 20

Result: 20-40K MACs

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-1501

PVST

3
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Understanding L3 Scale - IP Route Scale

Soft recommendation for

Access to Distribution < 20:1 .~
Distribution to Core < 4:1 Ll Center Branch
NS \
- Each Endpoint will have 1 x ARP (and/or 3+ NDP) ‘ | §

. All ARP/NDP resolve on Distribution (L3 SV) 1 | N .
- Distro: Sum of No. of Access = 1-3K x 20 = 20-60K e« - —— \—

- VLANSs: 5-10 per Access = 4-5x 20 = 100-200

- All L3 + WAN/DC *VRF) Subnets on Core
- Core: Sum of No. of Distro = 10-20 x 200 = 2K-4K
- WAN/DC: Sum of No. of Sites = 10-20 x 2K = 20K-40K
« Internet: Q3 2025 = ~1M IPv4, ~230K IPv6

alfbal ]l
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https://www.cidr-report.org/as2.0/
https://www.cidr-report.org/as2.0/
https://www.cidr-report.org/as2.0/
https://www.cidr-report.org/v6/as2.0/
https://www.cidr-report.org/v6/as2.0/
https://www.cidr-report.org/v6/as2.0/

Understanding ACL Types Storage and Scale

PACL Ezzzzzzzzoag VACL “pzzzs :::VL:M:,E;ﬂ bR

=
Port Based ACL 12:18:98:4d:e6.9 10,21_13:@52 VLAN Based ACL mamﬂm:am 10.21.131.102 =
access-list extended PACL permit 36.48.0.3 ip access-list extended SERVER ACL
access-list extended PACL deny 36.48.0.0 0.0.255.255 permit ip 10.1.2.0 0.0.0.255 host 10.1.1.100
access-list extended PACL permit 36.0.0.0 0.255.255.255 permit ip host 10.1.1.4 host 10.1.1.100
1 vlan access-map VACL
interface gigabitethernet 2/0/1 match ip address SERVER ACL

action drop
!

vlan filter VACL vlan-list 10

switchport
ip access-group PACL in

Applied to L3 Ports & SVIs Maps IP to Object
Object-Group ACL
access-list extended RACL permit 36.48.0.3 object-group network NetOps
access-list extended RACL deny 36.48.0.0 0.0.255.255 11.96.179.0
access-list extended RACL permit 36.0.0.0 0.255.255.255 11.96.180.0

| object-group network Servers
10.10.172.12

10.10.179.210

ip access-list extended OGACL

permit object-group NetOps Servers any

interface vlan 36
ip address 36.64.0.1 255.255.255.0
ip access-group RACL in

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-1501 CIsco



The (main) reason for Campus LAN QoS

E UADP 2.0/3.0 QoS “ | $1Q200 QoS

WHAT: Quality of Service (QoS) primary —
role is to manage packet loss .

%ﬂ mmd (16,24,32, 46,48, 56)

BT BT

N L Not

. . “ L—i used
HOW: Utilise traffic classes and packet — : a
. . . . ““— (all other DSCP)
queues to prioritise critical or sensitive e e Defautauue J
applications. i.e. audio/video traffic o
- - Interface speed Oversubscription

Considerations: differences : P

99 O 1F == &

QoS Consistency Timing ASIC
Wired & Wireless (ms) Differences

|
|
Y
3
t
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Campus Design Best Practices

Design Considerations Best
Fundamentals Services Practices

____e_

Principles Platform Integration

 LAN High Availability
« SSO/NSF
« StackWise and StackWise Virtual
 Campus Architecture Resiliency

 LAN Security
 Virtual Networking (Fabrics)




How much resiliency is enough?

lllllllll
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Resiliency and High Availability are designed at every level

Architecture Operating System




High-Availability - SSO & NSF
Modular Switch with StackWise Stack or
Redundant Supervisors StackWise Virtual Pair

Active
Supervisor ‘BELEOE BEAAAE AAAAAS AAASAS | I o m
il gl I I IR 11111 ILLELIR W U
-
Il
—
<
-

Hot-Standby
Supervisor

Hot-Standby
Switch

Stateful Switchover (SSO) synchronizes the active process state and running-config,
between Active & Standby supervisors or switches in a stack

Non-Stop Forwarding (NSF) allows for graceful restart of L3 routing protocols

alfbal ]l
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StackWise Access - Physical Stacking

WHAT: Combines multiple Access P
switches into a single virtual switch to
expand port density of Access layer

Core

HOW: Stateful Switchover (SSO)

Considerations: Distribution

—— e ———,

NSF/NSR L2 MEC Extended Fast :

Protocols Software
Upgrade
(xFSU)

alfbal ]l
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StackWise Virtual Core/Distribution - Virtual Stacking

WHAT: Combines Core and/or
Distribution into a single virtual switch to
simplify and expand those layers

HOW: Stateful Switchover (SSO)

Distribution

Considerations:

NSF/NSR L2 & L3 In-Service
Protocols MEC Software
Upgrade

(ISSU)

]
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Campus Architectures - Platform Resiliency

EtherChannel (23 LAc)

Node Level Redundancy

Protocol Load-Balancing

More Neighbors =
Requires Protocol Tuning

© 2025 Cisco and/or its affiliates. All rights reserved.

~ WAN \

e

Distribution

%) [ ] (] (] ()
Node & Link Redundancy

EtherChannel Load-Balancing

More Neighbors =
Requires Protocol Tuning

BRKENS-1501

OOOOO

..................................

Layer Level Redundancy

Multi-chassis EtherChannel

Fewer Neighbors = No
Protocol Tuning

alfret
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Campus Network utilising StackWise

L2/L3 Equal Cost Multi-Path L2/L3 with StackWise & MEC
-r

BGP, EVPN \ .

BGP, MPLS =
‘ ' Y e
~yn -
UV n
4 -~ a4 oY
N

i ISP

// \ P 4 /OSPF EIGRP, ISIS h
raie"”’"—? o S S it::-;aéf =
Y P I -
| || |-
| ‘ STP, REP SIIRER >STP, REP S:I'P REP |
= &= = == 1“ =) = = = = = [=

19 Nodes to manage
More IGP and STP Peers
Failover based on Protocol & CEF (sec)

© 2025 Cisco and/or its affiliates. All rights reserved.

8 Nodes to manage
Less IGP and STP Peers
Failover based on MEC (ms)

il
BRKENS-1501



Campus Network utilising StackWise

To Deep Dive on Highly Available Networks please refer to:

BRKENS-2095: Designing Highly Available Networks using Catalyst 9000
Series Switches

Thursday 10:30am, Room 210




Campus Design Best Practices

Design Considerations

 LAN High Availability
 LAN Security

 End to End Security Approach
 User Authentication
 Segmentation

 Virtual Networking (Fabrics)

Fundamentals Services

Best
Practices

____e_

Principles Platform

Integration

..............................

..............
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When is a network secure?

lllllllll
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Campus Security - End to End occurs at different layers

WHAT: Implementing multiple security oo
technologies at different layers of the

network for a holistic approach i

HOW: Utilising User Authentication, ........ ook

Protocol Authentication, End-to-End

Data Encryption, and Segmentation : Security

Considerations:

%)\ O O ;
) -
Zero Trust NetOps Beyond VU oAb [ Uk A . A by weh, A [ Uk Anib [ Uk Ani

/SecOps  the LAN

'
© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-1501 CIsco



LAN Security Best Practices

- uses DNS as a security tool to identify and block threats
802.1x User Authentication - forces users to authenticate before allowing them on network
IP Source Guard / v6 RA Guard - prevents IP/MAC Spoofing and IPv6 Man-in-the-Middle attacks
Dynamic ARP Inspection - prevents current ARP attacks
Sasae ot
DHCP Snooping - prevents Rogue DHCP Server attacks e
- prevents CAM attacks and DHCP Starvation attacks

]
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End User Authentication

WHAT: Provide security at the access
layer to authenticate endpoints/users

®
)
HOW: Utilising the 802.1x standard for
wired and wireless ports, including EAP, =
MAB, and WebAuth
1
Considerations:
@ N| =
Supported NAD Host
Authentication Support Modes

© 2025 Cisco and/or its affiliates. All rights reserved.
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802.1x Authenticator

802.1x MAB WebAuth

802.1x
enabled v x N
Employee
Non-802.1x
managed x x
Device
802.1x or
non-802.1x X X 7
Contractor
802.1x or
non-802.1x y Nz x

Client Network Access Device (NAD) AAA

8021.x Supplicant or Server

]
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Network Security: Visibility “How and Who/What”

HOW

Authenticate

WebAuth
g / b)))
~)
( ]
USERS é“j 802.1x -

| == I (MAC Authentication Bypass)
N _— ,’

© 2025 Cisco and/or its affiliates. All rights reserved.

IP add: 192.168.2.101

WHO/WHAT

|dentify

—

Bob (Employee)

Unknown

Apple iPad/I0S/11.0.1

Unknown

10:30 AM

Unknown

—-— o o e e o -

ao»
WHAT
WHEN

WLIS=0 Floor-1, Amsterdam, Building 1

Unknown

(Ol s s R4 \\irecless

Unknown

APPS Firefox, MS Word, Anyconnect

Unknown

BRKENS-1501

HW

Serial No, CPU, memory

Profiling

o — -

]
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Network Security: Enforcement

Endpoints Authenticated and
Profiled

Apple
iPad/I0S/11.0.1
10:30 AM

Firefox,
Anyconnect

Serial No, CPU,
memory

© 2025 Cisco and/or its affiliates. All rights reserved.

WebAuth
)

/ \
Guest !
VLAN 10 :
. VLAN/
rinters
VLAN 5 dVLAN
|
Employees I
\ VLAN 4 ]
B S, /
= - - Em Em Em == E— EE Em S = - -~
/ \
[( '
r VPN Employee ACL } -
P L permit ip any any Access List
I (ACL)/
S 1
\\‘\l loT ACL dACL
I deny ip <c?ri.tical segment> |
1L permit ip any any 1
N R4
BRKENS-1501

Basic Segmentation Options
you have:

/ Limitations \
IP based

Segmentation

Limited Flexibility &
Complex
Maintenance

Challenging to
replication and retain

consistency

/

]
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Which policy is simpler to understand?

Extended IP access list CorpPolicy

Switch-1# show ip access-1list CorPolicy

Web Only-10

10 permit tep 10.1.100.0 0.0.0.255 172.16.100.0 0.0.0.255 eq 80

20 permit tep 10.1.100.0 0.0.0.255 172.16.100.0 0.0.0.255 eq 443 : AK?L

30 permit tep 10.1.101.0 0.0.0.255 172.16.100.0 0.0.0.255 eq 80 ElDO“CV

40 permit tep 10.1.101.0 0.0.0.255 172.16.100.0 0.0.0.255 eq 443 E

50 permit tep 10.1.100.0 0.0.0.255 172.16.101.0 0.0.0.255 eq 80 E
Switch-1# show cts role-based permissions
IPv4 Role-based permissions default: :

Deny IP-00 SGACL

IPv4 Role-based permissions from group 1l0:Employee SGT to group 100:ProdServer SGT: EIDO"Cy

© 2025 Cisco and/or its affiliates. All rights reserved.
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Cisco TrustSec (CTS) - Simplifying Segmentation

Traditional
Access Control

@ Core Layer

P
Al Access Layer

/ N\
v

VOICE DATA DATA GUEST
VLAN VLAN VLAN2 VLAN

Security Policy based on addresses
introduces complexity and lacks flexibility

© 2025 Cisco and/or its affiliates. All rights reserved.

Security Group
Tags
Micro/Macro . \
Segmentation
@ @ ISE
Central Policy L
Provisioning 4_'_’

-> Access Layer

-
No Topology
L
)
No VLAN Change —
Phone Employee  Supplier BYOD
@8 Employee TAG VOICE DATA
@B Supplier TAG VLAN VLAN

Non-compliant TAG

Security Policy based on tags
provides topology flexibility, and granular security

]
BRKENS-1501 cisco



Best

Fundamentals Services Practices

Campus Design Best Practices

Design Considerations B

Principles Platform Integration

« Lan High Availability
 LAN Security

 Virtual Networking (Fabrics)
* Value of Overlays
« BGP EVPN
 SDA LISP

alfbal ]l
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Layer 2 Demarcation - Understanding the History

Layer 2 Core Routed Distribution

@ DC-.;  WAN ¢iSP-. KDCwISPJ @ DC- ~ WAN @ISP-.
Core 4*' % - Core [4*» 4*»’ Core 4*' 4*'

L3

Distribution * istribution Distribution ‘% '*'] “*’ ‘*’ —
/%\ [X ] /%J ‘/* %\’w /Xg\ [
e ] ] o) (] (o) ] e e o] o] ok e o] e (3K ) (o] ) o
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Is there a better way? Fabrics?

lllllllll
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Fabrics: What is an Underlay?

Y AN S S S e e~
o g\

: Destination Address \

i Source Address |

Underlay Network = Physical Infrastructure to provide IP reachability
with redundancy and resiliency.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-1501



Fabrics: What is an Overlay?

~-

Overlay Network = Logical topology used to virtually connect devices
to provide additional services, not delivered by the Underlay.
Examples: GRE, CAPWAP, IPSEC, LISP, EVPN, VXLAN

co and/or its affiliat
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Fabrics: Why an Overlay?

[ ]
s m | |
« Overlay (Fabric): Flexible,
2 E3

o Scalable and Extensible.
Easy to add/modify services.
Optimizes mobility events.

EEXEE » Underlay: Build and forget!

Reliable, manageable, and
simple.

co and/or its affiliates. All rights reserved. . BRKENS-1507 . CIsco



Fabrics: Virtual and Physical Topologies

Overlay
- Device
Connectivity
- Authentication
- Authorisation
- Policy
- Segmentation
Border Nodes ' 3
FHi% Underlay
m - Predictable
4*»4 * Intermediate Nodes % T*. - Low Touch
o viaN S5\ - Stable
* % % Edge Nodes * % % - S|mp|e

]
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Campus Fabric Solutions & Designs

VPLS eron EVPN o

|—
W
<
Y
T
wn

egmentation L2/L3 VNI Segmentation L2/L3 VNI + SGT Segments

WAN/Edge + VPN Services Common WAN/LAN Services LAN + Group-Based Policy

MPLS/VPLS, LDP MP-BGP/EVPN, VXLAN LISP, VXLAN, SGT

alfbal ]l
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EVPN Border and Spine

WHAT: Border and Spine connects EVPN
Fabric to other network domains.

HOW: Border connects fabric to other
network domains. Spine reflects the
L2/L3 prefixes providing neighbor
peering, learning and distribution point.

P
\————————————,

Overlay:
BGP-EVPN +
VXLAN

Considerations:

N e
%

L3 L3 Overlay High L2/L3
Features Scale

. L]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKENS-1501 CIsco
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EVPN Leaf

WHAT: Leaf node connects Wired
endpoints to EVPN Fabric domain. _~

- &S S

HOW: An origination and termination BTS - B|S
point of VXLAN enabled overlay Core
network to connect wired endpoints.

Distribution Rk

Considerations: ais Bie AN
Underlay:

IGP
o Vo // B \s "~ 2 N\" /7 suiaia || Wy /7 A\~ 2N\ /7 2k || i ¢
Access
\ / 000 °

L3 L2 Overlay  Med-High === =/ .
Features L2/L3 Scale

]
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SDA Border and Control Plane Node

WHAT: Border connects SDA Fabric to
other network domains. Control Plane
provides forwarding lookup/table.

HOW: Border connects fabric to north
bound networks, ‘ends’ fabric domain.
Control is LISP database for lookups.

Considerations:

/N o
U

L3 L3 Overlay Higher
Features L3 Scale

© 2025 Cisco and/or its affiliates. All rights reserved.
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SDA Edge Node

WHAT: Edge connects Wired/Wireless

endpoints to SDA Fabric S _— P g N
domain/network ¢ >
BGP

BIC BIC
HOW: Utilises an Anycast Gateway, Core
and begins SDA fabric encapsulation
for Wired and Wireless.

Distribution OL‘I'ggaf

Considerations: * * VXLAN-GPO aie Eia

/\ [0 iy’ 7/ sl \0 ¥~ 2 N\ V /7 aubmik 1| itttk /7 s \0"_~7 2 A\ /7 gty (| (opianietata §
Access
\ / 000 °

L3 L2 Overlay  Higher === === mmmmmmsm oo .
Features L3 Scale

]
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SDA Edge Node

To Deep Dive on Fabric Technologies please refer to:

EVPN: BRKENS-2041: EVPN Campus: Design and Implementation
Wednesday 8:30am, Room 210

SDA: BRKENS-2502: Cisco SD-Access LISP VXLAN Fabric Best Practices:
Design and Deployment
Tuesday 1:45PM, Room 210




Campus Integrations

Fundamentals Servi Best
. . . ervices ;
Design Considerations Practices
Principles Platform Integration

Wireless LAN
C9800-40/80 C9500X/9600X
WLC Clusters Core Switches

- Wireless LAN
- Firewalls, VRFs, and ACLs

C9130 WIFI6/6E T C9300X/9400X

Access Points Access Switches

]
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Wireless LAN

WHAT: Connecting APs centrally to

one or multiple WLC. Thus, connecting Wireless LAN

Wireless Endpoints to the network C9800-40/80

HOW: Tunnel L2 Overlay (CAPWAP)

Considerations:

_l

]

|
__l_\

-

= [0

Pros/Cons SSO or
of Central N+1 HA

© 2025 Cisco and/or its affiliates. All rights reserved.

C9500X/9600X
WLC Clusters Core Switches
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|2 /|_3 Access Points Access Switches
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Wireless: Local Mode Design Considerations

WHAT: Simplified central wireless
configuration, troubleshooting, and
roaming at scale.

HOW: WLC/APs are located at
the same site, & centrally managed.

Considerations:

7~ N\
VR

VR
o

Large Site > 100 APs Latency =
100ms

© 2025 Cisco and/or its affiliates. All rights reserved.
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Distribution —— CAPWAP tunnel
+ — Guest Traffic
Access
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Wireless: FlexConnect Design Considerations

WHAT: Enables control of remote
site APs without deploying a WLC
at each site

HOW: Control traffic is tunneled
centrally, and data traffic is either
centrally or locally switched

Considerations:
RN
/N
Many Small <50 APs Latency <

Sites

© 2025 Cisco and/or its affiliates. All rights reserved.
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SDA Fabric Enabled Wireless

WHAT: Connecting APs as part of a
fabric network (SDA) for seamless L2
roaming and common policy.

CAPWAP
Control plane

LISP
Control plane

HOW: Control plane traffic is managed
via WLC, and data plane traffic is

passed via the fabric directly. VXLAN

Data plane

Considerations:

3% N
Orr 7~ N

o

SDA WLC/AP <20ms
Support Latency
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]
BRKENS-1501 cisco



Best

C a m p u S I nte g rati O n S Fundamentals Services Practices

Design Fundamentals G

Principles Platform Integration

Firewalls (DMZ)

Public Cloud

e &%

Customers

Direct Internet Access

Y ~
 Central Wireless LAN &

- S a8
¢ FI rewa I IS, VRFS, a n d AC LS ' ';"DC’? Work Anywhere w/SaaS

Pervasive Encryption

[©]

Apps

TCP inside:192.168.1.11/54397 outside:203.0.113.100/443 7
" TCP inside:192.168.2.110/34624 DC:172.16.45.200/443
TCP outside:188.51.100.231/13945 DC: 172.16.45.201/443

De-Militarized Zone (DMZ)
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Firewalls, VRFs, and ACLs

WHAT: Controlling access into or out of
network areas. To prevent unauthorized
access to different network segments.

HOW: Segmentation and Access
Control as well as Inspection

Considerations:

«— — i o°

Inside & L2/L3 & Med to High

Outside L4-7 L2/L3 Scale
features

© 2025 Cisco and/or its affiliates. All rights reserved.
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Remember: Campus PINs & Topology

@ . ISP
D, 23]
‘ GP, MPLS -
BGP, EV BGP, |

< Core Interconnect
* Core + Edge
\
OSPF, EIGRP, ISIS ‘*‘}f‘*’ < Campus Core
/=
Collapsed Core) ‘* %| =i .*. .*. <Campus Distribution

SiTP

S ) < S ] <= 4— 4— 1— 4— S o)
- - - — Campus Access
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Remember: Hierarchical Campus

{ Access }
Distribution
4 N
Core
. J
Distribution
Access
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emember: Campus Design Fundamentals and Principles

Collapse or Expand Modular or Fixed Fiber or Copper

Platforms?

N
Campus Multi-Layer Model Modular vs. Fixed Platforms Copper vs. Fiber Media
V. Cetegory5,687
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ECMP, PortChannel L2/L3 or MPLS Wireless or Security
or Stacking? or VXLAN? Included?
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Keep Learning - Deeper Dive Sessions at Cisco Live

-
Switching

Cisco Catalyst 9000 Series, Cisco
Silicon One, and 10S XE
Architecture and Innovation
[BRKARC-2092]

Tues Nov 11, 1:45PM -3:15PM

Campus Switching Innovations for
Future Proofed Workspaces
[BRKENS-2609]

Wed Nov 12, 1:00PM - 2:30PM

Designing Highly Available
Networks using Catalyst 9000
Switches [BRKENS-2095]

Thur Nov 13, 10:30AM - 12:00PM

\_

~N
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Wireless

Wi-Fi 7 is Here - Are you Ready?
[BRKEWN-2025]
Wed Nov 12, 8:30AM - 10:00AM

Design and Deploy Cisco Cloud
Managed Enterprise Wireless
Networks [BRKEWN-2046]

Wed Nov 12, 8:30AM - 10:00AM

Understanding Wireless Security
and the Implications for Secure
Wireless Network Design
[BRKEWN-2104]

Wed Nov 12 1:00PM - 2:30PM

~
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-
Fabric

Cisco SD-Access LISP VXLAN
Fabric Best Practices: Design and
Deployment [BRKENS-2502]
Tues Nov 11, 1:45PM - 3:45PM

EVPN Campus: Design and
Implementation [BRKENS-2041]
Wed Nov 12, 8:30AM-10:00AM

What’s New in SD-Access?
[BRKENS-2568]
Wed Nov 12 8:30AM - 10:00AM
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eep Learning - Cisco Validated Designs

afrae.
cisco

Products and Senvices  Solutions  Support  Leam Explore Cisco  Search Q)

Design Zone for Enterprise Networks afipLs +/ yOhc e
with Simplified Distribution
Deployment Guide

Get thoroughly tested guidance for your enterprise network design and deployment.
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cisco e
All Guides  Featured Guides  Resources
Design guides by category
Arrcuncement!
= .
Download Here
ﬁ == Software-Defined Access
Solution Design Guide
Cisco Digital Network Campus wired and WAN/branch and Mobility
Architecture wireless networks Internet edge Review enterprise mobility What are EN Val 5
Get validated design guidance on  Get systems design guidance for Design and deploy on-premises architecture design guidance to e
our open, software-driven enterprise campus architectures,  cloud-managed WAN and branch  ‘TProve the mobile experience for ailiaalie
approach to deploy a digital-ready components, and services networks, and secure access for  ©"d Users. bk slica ]
3

network e e your Internet edge. Design Zone for Mobility on Guides Deployment Guides
Design Zone for Cisco DNA Branch/WAN and Internet edge ™

Featured design guides .

P ™S
va Campus LAN and

Wireless LAN

. . . .

Solution Design Guide
I 25 May, 2020
-
L } I

Software-Defined Access Software-Defined WAN

Design, provision, apply policy, and provide wired and wireless network Use SD-WAN capabilities to deploy branches more quickly and deliver a

assurance with a secure, intelligent campus fabric great user experience m

Software-Defined Access - Solution Design Guide SD-WAN Design Guide >

Access D
Guide

SD-Access Deployment Guide
SD-Access Segmentation Design Guide(PDF - 2.4 MB)

cs.co/en-cvds
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco
Live T-Shirt.

2o
0®

Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!
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Events app.
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Continue your education

¢

Visit the Cisco Stand for
related demos

e
(A

Book your one-on-one
Meet the Expert
meeting

N
. ==
0000 AT
MMM
Attend the interactive Visit the On-Demand
education with Capture Library for more
the Flag, and Walk-in sessions at
Labs www.Ciscolive.com/
on-demand
Y,
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