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About Me

« TME Technical Leader @
SD-WAN & Cloud Networking Team

* Focus Areas:
User and Application experience,
Operational simplification,
Assurance (Analytics & AlOps)
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Why SD-WAN?

CISCO Live !



The classical Hardware Based WANSs

Doesn’t Keep up with the Needs of Today

Cloud Applications Cloud Providers
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Cisco SD-WAN: Software Approach

Cloud Providers

Cloud Applications

salesforce
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Cisco Secure WAN

SD-Routing SD-WAN Multi cloud

* Full Stack Branch * App Perf Optimization * Cloud On-Ramp

* MSP Business VPN » Secure DIA » SaaS Optimization
* Voice Optimization » Middle-Mile Optimization

» Operational Simplification

Zero Trust Services Fabric

APP & WAN Optimization with Assurance
Distributed Security Policy Enforcement
Catalyst WAN Manager, API Services Set

Connect Secure Insights

Meraki SD-WAN Embedded NGFW SecOps Ecosystem AIOPs
Catalyst SD-WAN SSE Integration Identify Based Security Al/ML Predictive Networking

Underlay & Overlay Routing Fabric Security Compliance Troubleshooting w/ analysis

Capabilities
sanjjiqede)

Public Cloud ClSCO Secu re WAN Private Cloud

© 2025 Cisco and/or its affiliates. All rights reserved. - BRKENT-2108 cisco



Common use-cases for SD-WAN

Secure Branch connectivity

Automated, Easy, fast, visible and simplified.

Multi-Cloud Connectivity

Expand the network to any cloud provider.

Use any type of transport
Fiber, Cable, Satellite, LEO, LTE, 5G or DSL

Secure and flexible

Direct Internet access, security features, SSE and scalable deployments.

Feature rich
Voice, L2VPN, WAN Optimization and much more.

afra]n
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Architecture




Cisco Catalyst SD-WAN Solution Overview

Manager

© @

: 3rd Party

O Analytlcs Automation
engine

Validator 0 0

Controllers Control Plane

Management/
Orchestration Plane

MPLS.- 56.-

INET
WAN Edge Routers

@ e A A A A@  wmpime

Cloud Data Center Campus Branch ColLo
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Cisco Catalyst SD-WAN Solution Elements

Manager

@ @

: 3rd Party

O Analytlcs Automation
engine

Validator Q Q

Controllers

MPLS.- 56.-

INET LEO

Cloud Data Center Campus Branch
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WAN Edge Routers

Management Plane

Cisco Catalyst
SD-WAN Manager

« Single pane of glass for
DayO, Day1 and Day?2
operations

*  Multitenant with web scale

« Centralized provisioning

 Policies and Templates

 Troubleshooting and
Monitoring

« Software upgrades

« GUI with RBAC

 Programmatic interfaces
(REST, NETCONF)

* Highly resilient

]
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Cisco Catalyst SD-WAN Solution Elements

Manager

Analytics

engine
Controllers

3rd Party
Automation

Validator

MPLS.- 56.-

INET LEO
WAN Edge Routers

Cloud

Data Center Campus Branch ColLo
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Orchestration Plane

Cisco Catalyst
SD-WAN Validator

Orchestrates control and
management plane

First point of authentication
(white-list model)

Distributes list of Controllers/
Manager to all WAN Edge
routers

Facilitates NAT traversal

Requires public IP Address
[could sit behind 1:1 NAT]

Highly resilient

]
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Cisco Catalyst SD-WAN Solution Elements

Manager
@ a 3rd Party
Analytlcs Automation
engine
Validator o o
Controllers

MPLS.- 56.-

INET LEO

Cloud Data Center Campus Branch
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WAN Edge Routers

Control Plane

Cisco Catalyst
SD-WAN Controller

* Facilitates fabric discovery

 Disseminates control plane
information to the WAN Edge
Routers

« Distributes data plane and
app-aware routing policies to
the WAN Edge routers

 Implements control plane
policies, such as service
chaining, multi-topology and
multi-hop

« Dramatically reduces control
plane complexity
* Highly resilient

]
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Cisco Catalyst SD-WAN Solution Elements

Manager
i : = 3rd Party
Analytlcs Automation
engine
Validator 0 o
Controllers

MPLS.- 56.-

INET
WAN Edge Routers

@-Ft O AL LI AL B I H-@

Cloud Data Center Campus Branch ColLo
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Data Plane

o Cisco SD-WAN
o WAN Edge Router

Provides secure data plane with
remote WAN Edge routers
Establishes secure control
plane with Controllers (OMP)
Implements data plane and
application aware routing
policies

Exports performance statistics
Leverages traditional routing
protocols like OSPF, BGP, and
EIGRP

Support Zero Touch
Deployment

Physical or Virtual form factor
(100Mb, 1Gb, 10Gb,40Gb,
100Gb)

]
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Catalyst SD-WAN Analytics
From 20.15/17.15 - SD-WAN Manager & Analytics are converged*

SD-WAN Manager

e D
S Flow Information

== o== 6 ==
- —— Secure API SAE
TCP/443 n\(/eezsor
[ ] /\4\9; ] IF’ath Igel};ormance Metrics
\ ~ / Telemetry Repository
= == (Cisco Cloud)

SD-WAN Fabric

( Cloud tethered SD-WAN Manager (On-Prem or Cloud Hosted) )

*Air Gap SD-WAN Manager supports monitoring capabilities local to SD-WAN Manager
]
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Cisco Catalyst SD-WAN Fabric Deployment Models

. Reduce operational burden of customers

~

)

AN
/

-

Customer/MSP Hosted

Customer Private Cloud
& Public Cloud

MSP Private Cloud &
Public Cloud

\.

N

J

-

\.

Cisco Hosted
(AWS & Azure)

Standard Environment
(Shared and Dedicated)

Certified Environment
(PCI1, SOC2, IS0, C5, etc.)

Gov. Cloud
(FedRAMP)

N

-

J

\.

Cloud-delivered

r

- Life Cycle Management
of SD-WAN Fabric

» Agile and scalable
service access

« Operational simplicity

* Rich analytics providing
actionable insights

~

N

g

Flexible deployment models aligned to your business needs
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Features




Significance of TLOC Color rLoc {iﬁlis ﬂn?-e?-nis}

l Encap: IPSec

» Color is an abstraction used to identify individual WAN transport 37 IPSEC s
_ Private
- Policies can be created based on these = oSEC
System IP
10.0.0.1
» TLOC maps to physical WAN interfaces TLOC {gﬁﬁi MPLS }
Encap: IPSec
. y s . ] Private Colors Public Colors
« “Color” dictates the use of private IP vs public IP (Dest) Metro-ethernet | 3g
- : mpls Ite
for Tunnel Establishment when there is NAT present orivate biz-internet
. private2 public-internet
Example. private3 blue
- If two ends have a color: private IP address/port used for DTLS/TLS or IPSec pr!vaieg grgen
private re
* If endpoint has public color: Public IP is used for DTLS/TLS or IPSec private6 gold
silver

bronze
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Transport Colors

o0 {@@{m |

T1 DMZ T3 3

T2 ¥ (
< privte

T1, T3 - Public Color T2, T4 - Private Color

-0 -

=@ O—®

WAN Qu!?;
Edgeo’&‘

WANO.
Edgeo

AN
OEdge

LY

T1, T3 - Public Color T2, T4 - Private Color

Color restrict will prevent attempt to establish IPSec tunnel to
TLOCs with different color

]
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Overlay Management Protocol (OMP)

«  Overlay Management Protocol (OMP)

Controller « TCP-based extensible control plane protocol
7 N * Runs between WAN Edge routers and Controllers and between
. ~ the Controllers
- Inside authenticated TLS/DTLS connections
L A 3
< --------- @  Advertises control plane context and policies
Controller ™ ,,ﬂControIIer . Dramatically lowers control plane complexity and raises overall
R \ ’ solution scale
SD-WAN Traditional
i s Hofeee
Q\l? /O O\I /O VS
o (g ~© O $ O
WAN Edge WAN Edge oul o ol o

O(n) Cntrol Complexity O(n”2) Control Complexity
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Fabric Communication

Per-Session Load-sharing Per-Session Weighted Application Pinning Application Aware Routing
Active/Active Active/Active Active/Standby SLA Compliant

O DS
N/

oull O

sl e

O"(L\O

Single-hop Fabric

]
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What is Multi Region Fabric (MRF)?

. Intuitive user-defined site
grouping. E.g. based on geo

- Finer grouping using sub-regions

- Auto restrict overlay tunnels
between regions

- Different topologies per region

Core region % % %

« Mix access transports
SP/CSP/SDCI/Private backbe P

across regions

US region

- Scale up control-plane
EMEA region per region(s)

@ BR/regional hub @ ER/branch

CSP = Cloud Service Provider (AWS, Azure, GCP)
SDCI = Software Defined Cloud Interconnect

]
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Legend

The Network, with Multi-Region Fabric SO TumerTLOC:

Border Routers Core Region

Inter Region Connectivity

0 0 @------ Microsoft . L Google |====-
N N e Azure Middle-mile Cloud N e M e

SD-WAN Tunnels
Equinix AWS Megaport SN

e o e e e g e e e o e e e g e e
g g
- - - -
PR - PR -
P - P -
> - > -

-
- -
-~ -

Distributed Controllers

Edge Routers | o W e Edge Routers

SD-WAN CPE ...with SD-WAN CPE
Multi-Region Fabric

Access Region1 Access Region 2

]
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Let’s bring it up!

CISCO Live !



Automated, Zero-Touch Onboarding

Cisco PNP O oe

0*******#

IPsec Fabric

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENT-2108

- SD-WAN Edge Router will onboard

itself into the SD-WAN fabric
automatically with no administrative
intervention.

« Connect the SD-WAN Edge Router to

a WAN transport that can provide a
dynamic IP address, default-gateway
and DNS information.

- If DHCP service is not available then,

use the bootstrap file (on USB or
Boot-flash)

]
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Fabric Operation Walk-Through

OMP Update:

_______ OMP Controller = Reachability - IP Subnets, TLOCs

DTLS/TLS Tunnel 7 = Security - Encryption Keys

\ = Policy - Data/App-route Policies
IPSec Tunnel < v
e OMP } [ OMP
Update Policies Update
OMP OMP
Update Update

WAN | - WAN Edge
Edge Transport1
VPN1/O| VPN2 Transport2  VPN1/9 VPN2)
BGP, OSPF, - N S BGP, OSPF,

EIGRP, RIP, EIGRP, RIP,
Connected, Connected,
Static Static

Subnets BRKENT-2108 Subnets




Data Plane Privacy (Pairwise)

Controller

BA AB

BA AB

MPLS

CA AC

AB- A’s Encryption Key for B BA - B’s Encryption Key for A
AC CA

AC- A’s Encryption Key for C CA - C’s Encryption Key for A

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENT-2108

Each WAN edge will create
separate session key for each
transport and for each peer

Session keys will be
advertised through Controllers
using OMP

When Edge-A needs to send
traffic to Edge-B, it will use
session key “AB” (B will use
key “BA”)

]
cisco



Data Plane Integrity

SD-WAN
= Validator discovers WAN Edge Controllers = WAN Edge computes AH value

public IP address, even if traverses based on the post NAT public IP

NAT = Packet integrity (+IP headers) is
= Validator communicates public IP preserved across NAT

to the WAN Edge oMp | [ omp
Update

Update

Transport1

Transport?2

WAN Edge WAN Edge
P UDP ESP Data
Address T ' —— Control Plane
Translation \ Encrypted |

Y
Authenticated

]
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L

IPsec Anti-Replay Protection

= Encrypted packets are assigned = Upon receipt of a packet with higher
sequence numbers. WAN Edge routers sequence number than received thus far,
drop packets with duplicate sequence WAN Edge router will advance the sliding
numbers window
- Replayed packet = Sliding window is CoS aware to prevent
= WAN Edge routers drop packets with low priority traffic from “slowing down”
sequence numbers lower than the high priority traffic

minimal number of the sliding window

- Maliciously injected packet
Drpp Accept LRange Advancq Window

[ \ \[ |

Sliding Window

Packet
Sequence T T T T I T T T T T T T T T T T T T T T 11
Numbers

alfbal ]l
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Cisco SD-WAN VPNs (VRFs)

* VPNs are isolated from

|F,/ N \lF, MPLS each other, with each
Sub-IF Sub-IF VPN has its own
Service Transport forwarding table
VPN VPNO -~ "y
= VPN WPNO) = « Reachability within VPN
Sub-IF Sub-IF INET is advertised by OMP
N O\ 7 - VPNO is reserved for WAN
uplinks (Transport)
Mf‘\;‘sg;‘r‘ze)“t « VPN512 is reserved for
Management interfaces
I=  VPNnN represents user-

defined LAN segments
(Service)

alfbal ]l
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Application Aware Routing

SD-WAN Manager

= |f multiple paths meet SLA,
traffic is hashed

App Aware Routing
Policy
I SLA Class for App A
Latency < 150ms

= |f path is defined as preferred
AND it meets the SLA, itis

chosen
Loss < 2%
e Internet . Jitter < 10ms
Remote Site ..~ — -
SRRl
o T~o— | MPLS ,
‘: ) Path 2 {| Data Center
N Npath AG LTE
3 ~

Path1: 10ms, 1% loss, 5ms jitter
Path2: 200ms, 3% loss, 10ms jitter
Path3: 140ms, 1% loss, 10ms jitter

SD-WAN Tunnel

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENT-2108 CIsco



Key Building Blocks of AppQoE

Configuration Management System SD-WAN Manager - Virtualized | Scalable | Network Insights ‘Q’

DRE Signature Database
- Byte Level Caching Protocol
GRE’ LZW & Compression Agnostic >

110 110

cation 05370%"

Forward Error Correction ﬁ Packet Duplication |/, |/,

10111011
010 010

Large Initial Selective
Windows Acknowledgement

BBR - Bottleneck Bandwidth and Round-trip propagation time

L /\BBRZ Congestion / Window
TCP Optmmahon& I—Q-

Algorithm Scaling

Fh
&/

]
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Security features

CISCO Live !



End-to-End Segmentation with Multi-Topology

Controller

Route
Tables

Single Tunnel

WAN Edge Router WAN Edge Router

Partial Mesh Point to Point

Segment connectivity across the SD-WAN fabric WAN Edge routers maintain per-VPN routing table
without reliance on underlay transport for complete control plane separation

]
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How SD-WAN Exposes New Security Challenges

Internet
laaS/SaaS

NO SECURITY

w
>
Data Center ‘g Branch/Campus
Corporate % PP
Software % Users . .
c
N H =l (N2
N ] ¢\ .

SD-WAN Fabric

@ Existing Security Stack in DMZ

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENT-2108

N2 ;
ZR WAN Edge Device

Internal & External Threats

External

* Exposure to malware & phishing
due to direct internet and cloud
access

» Data breaches
» Guest access liability

Internal
« Untrusted access (malicious insider)
« Compliance (PCI, HIPPA, GDPR)

- Lateral movements (breach
propagation)

]
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Relevant Security Models - Driving towards SASE

-I i .I

— Qi |

NEENYIEER)
Application

Branch
Securit

Thick branch with Routing
and Security

© 2025 Cisco and/or its affiliates. All rights reserved.

SEENIEEN]

SEENIEEN]

Application Application

Cloud Security

f

( Security services )

®

|

On-Prem Security Cisco Secure Access/SSE @Regional Hub

Thin branch with
security in the cloud

Security Services on a
Regional Hub

ol I
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Cisco Catalyst SD-WAN Security & SASE Solution

Consistent across on-prem and cloud

Next-Generation Firewall
Layer 3 to 7 apps classified with User Identity
Intrusion Protection System
Most widely deployed IPS engine in the world

URL-Filtering
Cl SCO Web reputation score using 82+ web categories
Security Adv. Malware Protection
With File Reputation and Sandboxing (TG)
SSL Proxy

Detect Threats in Encrypted Traffic

Cloud Security / SSE )

DNS Security/Cloud FW with Cisco Secure Access

> 8GB RAM (

ol I 1l I h
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NGFW

« Stateful Firewall (TCP,UDP,ICMP)

« App-aware using NBAR2 / SDAVC (Layer 3-7 visibility),

Custom-app
 VRFs / Interfaces as Zones

» Self-Zones/Default-Zones

* Policy based on IPv4/IPv6, Ports, Protocols, FQDN, GEO,

SGTs, User / User-group and Applications
« HSL logging/Unified Logging (multiple collectors)
» Session re-classification, Flood attack prevention
« ALG support (FTP, TFTP, SIP etc.)
* Object-groups/Rule-sets support for scalable configs

« FW Action: Pass | Drop | Inspect along with sending for

Advanced Inspection

© 2025 Cisco and/or its affiliates. All rights reserved.

Inside Zone 5 ':ri‘(':atet
ata center
° \/F /
Employee 1 Outside Zone m
Branch
Edge

Internet

Bl Microsoft
H™ Azure

SAAS/IAAS

>

L
)

Employee 2

Inside Zone

]
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Intrusion Prevention/Detection System (IPS/IDS)

performance, ruleset coverage)

using local-server for air-gap networks Security-levels

*  Connectivity
« Balanced

«  Security

Custom IPS Signature

IPS Signature Allow list

Notifications and Syslog

© 2025 Cisco and/or its affiliates. All rights reserved.

Snort 3.0 - most widely deployed IPS engine in the world (better

IPS signatures (Talos) updated automatically by SD-WAN manager or

BRKENT-2108

Offline-update

@;%

W_P:;i::“i@%

Snort Engine

-
--I
Lo
L
-

NGFW

0e
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URL-Filtering

url request

. Content filter of HTTP and HTTPs Traffic

. Utilizes Webroot Bright Cloud Web Classification and User
Web Reputation Service

URL Filtering

« 82+ Web Categories and dynamic updates

With URL-F feature enabled, order of process followed:

Allow lists of custom URLs
Block lists of custom URLs
Web Categories

Web Reputation Score

vV V V V

«  Custom Regex based Allow and Block URL List

. Customizable End-user notifications - Block page or
redirection

. Logging and Visibility

]
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Advanced Malware Protection

- Integration with AMP Cloud
- File Reputation
- File Retrospection
- Integration with Threat Grid
. File Analysis(sandboxing)
- File Retrospection

- Customize log level

© 2025 Cisco and/or its affiliates. All rights reserved.

Ta LDS Public Internet Malware Sandbox
Cisco Malicious %
,_AMP Cloid file Download .
RN R g ( pimresioRD
A A N
Msy, y
Q¥
UTD Engine - AMP
Solution
“ ‘o -
L 1]
A\
1
R -
]
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TLS/SSL Decryption

¢ Decrypted Traffic *
TLS Proxy act as a Man in The Middle ﬁs -----------------

(MITM) TLS/SSL Proxy Snort 3 Engine

Proxy runs a Certificate authority Encrypted Traffic

Proxy generates Server certificates

dynamically i G %-r

SD-WAN Manager can act as a Certificate
Authority to automate Proxy certificates NGFW

Internet

I?ll

Web Servers

100% Encrypted Traffic
]
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Policy based decryption

URL Reputation/Categories can be
excluded




DNS Security

© 2025 Cisco an

Secure Access
- Cloud-only DNS based inspection ;‘_/

- Automatic API Key registration

- Supports DNS-crypt

Users Users
- Local Domain-bypass option Service VPN1 lﬁ Serv-cevaz
Branch 1

QO

Cisco

- VPN-aware policies I

- Global points of presence (POP) and anycast IP %ﬁ WAN Edge
for fastest response and high availability

- Block malware, phishing, and non-compliance / g\%
domain requests DNS

e®®o

d/or its affiliates. All rights reserved. BRKENT-2108
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Cisco Secure Access

Go beyond core Secure Service Edge (SSE) to
better connect and protect your business

@ Secure Web g;%l:ﬁisccess @ Zero Trust Eﬁﬁ Firewall as a
ﬁ Gateway Broker (CASB) Network Service
(SWG) and DLP Access (ZTA) (FWaa$S) and
IPS

= 516 § © [

DNS Multimode Advanced Sandbox Talos VPN as a Digital Remote
Security DLP Malware Threat Service Experience Browser
protection Intelligence Monitoring* Isolation*

DUO MFA/
SSO

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENT-2108




Cisco Catalyst WAN - Secure Access - Today

---------------------

@
Remote 0 ©) o)
Users alR

-------------------------

----------------------

Branch / [0 Catalyst Secure WAN ey | Pule
|, Campus i, + Cisco Secure Access : ()~ SaaS Apps :
0T Dﬂ O Private
: : A
Use Case Secure Internet/SAAS Access from Catalyst Branch
Catalyst Edge « Automated connectivity with Auto/manual Region selection

« Controller-Based Automation Framework

* Robust Reliability with 8 Active/8 Backup Tunnels
* Application Assurance and Tracking

« Advanced traffic steering and monitoring

» SD-Routing Support

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENT-2108
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Catalyst SD-WAN - Cisco Secure Access Context Sharing

Context-aware security is
key for implementing and
achieving a true zero-trust
framework for an

enterprise.

© 2025 Cisco and/or its affiliates. All rights reserved.

SD-WAN Manager ISE Context Services

o

VPN Context\\‘ APISA// SGT Context

VPN=1 SGT=6

+ Catalyst SD-WAN will share
enterprise context with Cisco Secure

IPSec Access

* Part of the efforts to share end-end
context across the enterprise with

‘ Cisco-on-Cisco solutions
Cisco Secure Access

+ Competitive differentiator for Cisco
Internet/SaaS

Catalyst Branch

Inline context

VPN=1 SGT=6

+ Both Macro(VPN-ID) and Micro (SGT)

Employee loT .
~ ° segmentatlon support

SO-

* Granular but simplified security
policy control on Cisco Secure
Access for catalyst branches
accessing internet/SAAS apps

Employee, Guest and |0OT segments behind a Catalyst Branch
securely accessing Internet/SAAS with differentiated policy
enforcement by Cisco Secure Access.

]
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Multi-Vendor SSE Integrations

900+ customers love the flexibility and interoperability that
Cisco SD-WAN offers
» Dashboard & API based automation

* IPSec / GRE tunnel automation and
PoP selection

 Resiliency with fallback and
application health check

 Granular traffic redirection

« Segmentation

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENT-2108

FULL AUTOMATION
WITH CISCO SSE
CONNECTORS

@S> zscaler

(PoP selection, Traffic steering, 8Gbps capacity, HA
Fallback, Sublocations)

=
<
= BE Microsoft
IS (Roadmap
< )
L
o N
w  netskope 47 paloalto
&
G
a
@ Skyhigh
22
CLOUDFLARE
MANUAL
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SaaS Optimization Challenges

00 webex

B® Microsoft 365 by C15CO

Google &S Drophox

A
1

* Internet circuits performance

Is unreliable. o
est
Loss/ ,: Performing
+  How to get performance Latency |/
visibility for each available N\ ISP2 : Regional
path? ISP1 ' : Hub

+  When specific path is having = /
performance issues, How to — | g %‘B
automatically steer traffic ? Remote Site

alfbal ]l
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Cloud onRamp for SaaS - Internet DIA

=" Microsoft 365 g@ %% webex °
Google csemans  $ Dropbox
& 4
Loss/ | |
Latency | / .

Regional
Data Center

1

SD-WAN r

1

1

Remote Site Data Center

:@: Quality Probing

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENT-2108

WAN Edge router at the remote site
performs quality probing for selected SaaS

applications across each local DIA exit
- Simulates client connection using HTTP

ping
Results of quality probing are quantified as

vQoE score (combination of loss and
latency)

Local DIA exit with better vQoE score is
chosen to carry the traffic for the selected

SaaS application
- Initial application flow may choose sub-
optimal path until DPI identification is
complete and cache table is populated

alfret
cisco



Cloud onRamp for SaaS - Regional Gateway

1] Office 365 0 webex .

by CISCO

> & ¢
on Dropbox
|

Custom Apps

Google

Regional
Data Center

Remote Site Data Center

Quality Probing

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENT-2108

Loss/ ol
Latency

1

Wan Edge routers at the remote site and
regional hub perform quality probing for
selected SaaS applications across their
local Internet exits

- Simulate client connection using HTTP ping
Results of quality probing are quantified as
vQoE score (combination of loss and

latency)
- HTTP ping for local DIA and App-
Route+HTTP ping for regional Internet exit

Internet exit with better vQoE score is

chosen to carry the traffic for the selected

SaaS application
- Initial application flow may choose sub-
optimal path until DPI identification is
complete and cache table is populated






Use Cases

Cisco Catalyst SD-WAN offers simplified connectivity
with fabric extension to cloud providers.

Enterprise Site to Cloud

ZZ% aws Fr\[‘:

(5} 0
s Gl O Google/Aws
ogle/Aw Google Cloud
Enterprise
site B i

Apps

aws
O D
Q’ Ol 0 _Goc'agzlﬁgeAws_ % N AN ¢ 52 __ Google/Aws __
] o o o Google Cloud Azure
Enterprise
Slte HN Microsoft

e

Apps
Enterprise Site to Enterprise Site

= Cisco SD-WAN virtual
router hosted at Cloud Service
Provider POP

s

= Cisco SD-WAN router on-
premises

Cloud to Cloud/Inter-Cloud

[ | aws Software Defined aws [l [:]

Fabric

Ap ps =. xlziﬁrr:mﬁ HN Microsoft App S
Google Cloud Wi Are — Google Cloud

Enterprise
site

It builds a programable site-to-cloud, site-to-site, region-to-region
and cloud to cloud connectivity using the
cloud providers’ native constructs and backbone

BRKENT-2108



Extending SD-WAN into Public Cloud
(AWS as example)

Benefits

Cisco SD-WAN AWS TGW
Manager Network Manager

* Automated provisioning of SD-WAN
Transit VPC and TGW, route
exchange for site to cloud and site to
site traffic over AWS backbone

* Full Visibility into inter-regional
transit traffic and telemetry with TGW
Network Manager

AWS
Transit
Gateway

Cisco SD-WAN

Cisco AWS VPC » Consistent Policy and Segmentation
Branchsite  SD-WAN across branch and cloud for

Fabric AWS VPG enterprise class security

dWS

]
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Automation (CSP-generic)

Different Automation options:
e Cloud OnRamp (CoR) for Multicloud Automation built in the Manager

« Automation with 3 party tools like Terraform and Ansible

Pros Cons
Cloud OnRamp  Single Ul in Manager for the whole workflow * Not possible to add own customization for design
Automation * Discovers host VPCs/VNETS and connects public- changes i.e., virtual firewall
cloud with SD-WAN within minutes « No built-in auto scale capabilities (yet)
Custom Automation ° Will do exactly what customer wants + Takes time and money to develop and test
» Can be changed in case of any design changes (customer, Cisco CX or Partner)

]
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= Cisco SD-WAN virtual
router

Cisco SD-WAN Middle-Mile Optimization

aets

HE Mi ft Q O = Cisco SD-WAN router on-
) Megaport U[[ll- EQ U I N1 X aWS cioud waN £ Google Cloud Noc B K A=z
4 N N\
SaaS
Public 1335 /b blic
cloud \_ cloud
T Flexibility Reliability
All or selective traffic Reliable, high-speed
;% Cloud-to-cloud sent based on type connectivity between
or app sites
Middle-Mile Network - J \ J
4 N ( A

3% —— Site-to-cloud —/—
| — Site-to-site —l

a o o Security On-demand

Gk T End-to-end Automated
Enterprise Cisco SD-WAN fabric Enterprise encryption over connectivity via
site site middle mile global Manager central
backbone dashboard
- / J

]
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Catalyst SD-WAN Analytics & Insights

Visibility into Network
& App Performance

Application Experience

Scheduled Reports

Historical Trends &
Daily/Weekly/Monthly Aggregates

© 2025 Cisco and/or its affiliates. All rights reserved.

x-X
i &

Troubleshooting w/ Extensive Traffic Analysis
‘ -|

Traffic flow
patterns

ization on 2/26/2024, 11:14:00 PM

& Site19-cEdge-1(Agent)Site19-cEdge-1(Edge)

‘~___________________________________________________-—

@)

\& 2 X
t)  Site19-cEdge-1(Edge)  101.19.1.100(Underlay)  Site20-cEdge-1(Edg

BRKENT-2108

SD-WAN: Site19-cEdge-1- Site20-cEdge-1 x

e)

Site20-cEdge-1(Edge) > outiook.office.com!

zzzzzzzzz

App distribution
across circuits

(40.99.33.146) > >

Adaptive & Predictive

Networking
i Analytics [Enam - |
. o o — || o=
y - o o i
g e ms “ w - Yoo teps O weenmpn e vl dppe

Predictive Path Recommendations
Bandwidth Forecasting

Anomaly Detection

SaaS Traffic Optimization

]
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Network-Wide Path Insights (NWPI)

QOverview App Performance Insight Event Insight QoS Insight

Trace: alanwan-0723-domain2 (ID: 8624) (O
Critical Warning (] Informational
Applications Events
QoS Congestion: 1 flows

ms-office-365: 317 flows
/ google-accounts: 3716 flows

marketo: 322 flows Local Drop: 1 flows

( /
\
s/' R
|
liveperson: 476 flows \i
adobe-services: 864 flows /

box: 1317 flows

linkedin: 346 flow:

akamai: 423 flows

google-services: 2777 flows

google-play: 1391 flows /

ms-services: 1749 flows youtube: 2361 flows

\

P

dropbox: 2212 flows \ dns: 2302 flows

N

Server No Response: 8 flows

Events: ‘ Server No Response x | Local Drop x | QoS Congestion x
[ What P——%erver No Response |

impacted 7 unknown flows
4 flows: SJC-Branch:MPLS to RTP-Hub1:MPLS,7/23/2022, 2:27:16 PM ~ 7/23/2022, 2:28:23 PM

.
3 flows: SJC-Branch:MPLS to RTP-Hub1:MPLS,7/23/2022, 2:43:01 PM ~ 7/23/2022, 2:43:25 PM Hype rI I n k

4 flows: RTP-Hub1:PUBLIC_INTERNET to SHN-Branch1:PUBLIC_INTERNET,7/23/2022, 2:27:16 PM ~ 7/23/2022, 2:28:15 PM
3 flows: RTP-Hub1:PUBLIC_INTERNET to SHN-Branch1:PUBLIC_INTERNET,7/23/2022, 2:43:01 PM ~ 7/23/2022, 2:43:25 PM

r——Ol impacted 1 adobe-services flows] Hyperlink will help user quickl
[ Who 1 flowsZSJC-Branch:MPLS to RTP-Hub1:MPLS)7/23/2022, p:43:58 PM ~ 7/23/2022, 2:44:57 PM @ When P P N Y

spot impacted flows in one click

flows: RTP-Hub1:PUBLIC_INTERNET to SHN-Branch1:PUBLIC_INTERNET,7/23/2022, 2:43:58 PM ~ 7/23/2022, 2:44:57 PM )
[ Where }/ Local Drop and drill down to deeper
impacted 1 box flows understanding of “Why”.

i = JMPLS to RTP-Hub1:MPLS,7/23/2022, 2:18:19 PM ~ 7/23/2022, 2:18:40 PM
[ Why drop cause: TailDrop

QoS Congestion
impacted 1 box flows
1 flows: SJC-Branch:MPLS to RTP-Hub1:MPLS, 7/23/2022, 2:18:19 PM ~ 7/23/2022, 2:18:40 PM
policy: qos_template, type: qosMap, queue: 1 ]

]
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NWPI integration with Cisco ISE 0

NWPI trace can be triggered for specific user and group Insight summary based on user filter.

VPR {m Select VPN v }

Who |@————1—@ wwmm (To )

Application DNS

Applications

skype(dns): 3 flows

amazon-web-

services(dns): 23 V‘

dns: 26 flows

ms-services(dns): 130 flows

ms-office-web-
apps(dns): 27 flows
bing(dns): 35 flows

amazon(dns): 55 flows —

box(dns): 93 flows

google-services(dns): 59 flows

ms-office-365(dns): 82 flows

Critical

Local Drop: 531 flows

[ war

Sampled Flow Ins Application Sta* W

ning [ Informational

Local Drop
impacted 130 ms-services(dns) flows
126 flows: SJC-Branch to 0.0.0.0,5/31/2023, 9:22:42 PM ~ 5/31/2023, 9:29:02 PM
4 flows: SJC-Branch to 0.0.0.0,5/31/2023, 9:22:27 PM ~ 5/31/2023, 9:22:27 PM
drop cause: FirewallPolicy
impacted 93 box(dns) flows
93 flows: SJC-Branch to 0.0.0.0,5/31/2023, 9:22:42 PM ~ 5/31/2023, 9:28:44 PM
drop cause: FirewallPolicy
impacted 82 ms-office-365(dns) flows
80 flows: SJC-Branch to 0.0.0.0,5/31/2023, 9:22:42 PM ~ 5/31/2023, 9:29:02 PM
2 flows: SJC-Branch to 0.0.0.0,5/31/2023, 9:22:27 PM - 5/31/2023, 9:22:27 PM
drop cause: FirewallPolicy
impacted 59 google-services(dns) flows
59 flows: SJC-Branch to 0.0.0.0,5/31/2023, 9:22:27 PM ~ 5/31/2023, 9:28:44 PM
drop cause: FirewallPolicy
impacted 54 amazon(dns) flows
53 flows: SJC-Branch to 0.0.0.0,5/31/2023, 9:22:42 PM ~ 5/31/2023, 9:29:02 PM
1 flows: SJC-Branch to 0.0.0.0,5/31/2023, 9:22:27 PM - 5/31/2023, 9:22:27 PM

© 2025 Cisco and/or its affiliates. All rights reserved.
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App Performance Insight |
App Performance Insight |

App Performance Insight |

App Performance Insight |
App Performance Insight |

App Performance Insight |

App Performance Insight |
App Performance Insight |

Event Insight
Event Insight

Event Insight

Event Insight
Event Insight

Event Insight

Event Insight
Event Insight

63

]
cisco



Traffic Logs

View 5-tuple flow data for all
flows across the network

View Firewall details (FW
policy name, Zone Pair, etc.)

Run customized queries to
retrieve flows information of
interest

Traffic Logs

Set criteria to get events

r s 3
[ 12 Hours - Select site(s) name - Select device(s)
L . J

7040 Ascards  Davics Kk 111104

Timea: Fal 09, 2025 12:00 AM UTC - Fab 09, 2025 12:55 PM UTC

—
& Export
L

Navigation Path: From 20.18, Monitor -> Logs -> Traffic Logs

Event Time [inU.. =  Site Name Hostname System IP VPN ID Source IP DestinationIP  Source port Destination pert  Protocel Applicationname  Username/SGT  Rule name FW Policy name  FW Action
| | | J I | '
2025-02-09 00:00:00 SITE04 London UK 11004 35.206.61 10.45.45.48 20302 52478 17 webex-meaeting Secpoll-vmbE Secpoll-vmE B122  Inspect
2025-02-09 00-00:=00 SITE_04 Laondon UK 114004 10.45.45.48 40.78. 161 52480 20203 17 ms-office-3685 Secpoll-wmb_# Secpall-wvmE_B122 Inspect
2025-02-09 00:00:00 SITE04 London UK 111904 A40.78.216 10.45.45.48 20203 52480 17 ms-office-365 Secpoll-vmbE Secpoll-vmE B122  Inspect
2025-02-09 00:00-00 SITE04 London UK 114104 10.45.45.48 40.78.2161 52480 20203 17 ms-affice-365 Secpoll-vmE_ Secpoll-vmE_B122  Inspect
2025-02-09 00:00:00 SITE_104 Landon UK 111104 4078 2181 10.45.45.48 20203 52480 b ms-office- 365 Secpoll-vnmB_E Secpoll-vmE_B122 Inspect
2025-02-09 0¢-00-00 SITE104 London UK 110004 10.45.45.48 40.78.2161 52480 20203 7 ms-office- 365 secpoll-vmb E Secpoll-vmE_B122 Inspect
2025-02=09 00:00:00 SITE_ 104 Landon UK 111104 4078 2181 10.45.45.48 20203 52480 17 ms-offica-365 Secpoll-vnmB_E Secpoll-vmE_B122 Inspact
2025-02-09 000000 SITE_ 104 London LUK 10004 10.45.45.48 40.78. 2181 52482 20403 7 outlook-web-servi_. Secpoll-vmb E Secpoll-vmE_B12) Inspect
/
Details /
Zone Pair Zone_LAN_P1_Zone_WAN_P1_Secpoll-  Class Name Secpol1-vm6_812202319851303_1-
vm6_812202319851303_1 seq-1-cm_

Source Zone Zone_LAN_P1 Dest Zone Zone WAN_P1

Ips Policy Name AIP1-p1 Signature 45256

Group 45257 Correlation 45258

Severity unknown Action Allow

Expedite troubleshooting with detailed flow-level visibility

© 2025 Cisco and/or its affiliates. All rights reserved.
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Extended Visibility with ThousandEyes

Easy Onboarding workflow to deploy ThousandEyes Agent and define

Application Monitoring Tests

&

Custom Enterprise
Apps

00 webex
- S8 Microsoft

App Front-end

SD-WAN Fabric

ThousandEyes& Agent

© 2025 Cisco and/or its affiliates. All rights reserved.

Configure ThousandEyes

@ Select Account Group

o Select Application

Select applications

Choose an application to monitor with ThousandEyes

0 Office 365 (Includes Outlook, Onedrive, Sharepaint, App portal)

{I, Cisco Webex

bbox Box

W5 Amazon Wieb Services

u Google Meet

|_= Add other applications

* Microsoft Teams

& saesforce

i Workday

) o

Continue without application

BRKENT-2108
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NWPI + <& -

ThousandEyes

Better Together

Test: [ Site19toOutlook(4913349) v ] Agents: [ Site19-cEdge-1(1279435) ~

Selected snapshot of 2/26/2024, 11:14:00 PM

[ Go to ThousandEyes ] [ Go to SD-WAN INSIGHT ]

15

With ThousandEyes Integration, NWPI Trace data and TE

probe tests results are auto co-related.

ThousandEyes Path Visualization provides visibility into
Internet hops used when accessing the Public/SaaS apps.

« NWHPI is also integrated with Underlay Measurement and

g !
] L]
H
= o0s |
L = el b L el b L b = = b L = b b - L L - = -
00:15 00:20 00:25 00:30 00:35 00:40 00:45 00:50 00 01:00 0L0
SD-WAN Upstream Loss -+ SD-WAN D Loss & Test Loss
200
E
=
H B e
£ 100
C
S ./.\_. —
00:15 00:20 00:25 00:30 00:35 00:40 00:45 00:50 00:55 01:00 01:05
SD-WAN RTT Latency - ThousandEyes Test RTT Latency @ SD-WAN RTT Jitter -+ Thousan dEyes Test RTT Jitter

_Path Visualization on 2/26/2024, 11:14:00 PM

«  Site19-cEdge-1(Agent)->Site19-cEdge-1(Edge) x SD-WAN: Site19-cEdge-1- Site20-cEdge-1 x Site20-cEdge-1(Edge) > outlook.office.com(40.99.33.146) >

-

Tracing Service (UMTS) to provide underlay insights
corelated with TE Insights.

TE provides the network map where problems are occurring.

- () (e

NWPI is the magnifying lens that shows why they are occurring.

Ve
) N ) &2 -
Site19-cEdge-1(Agent) Site19-cEdge-1(Edge) 101.19.1.100{Underlay) Site20-cEdge-1(Edge) 26 Routers outlook.office.com(40.99.33
Response Time: Oms Response Time: 1ms
— —~ —~ — —
L <) (<) (<) (<5 T AN
®)— ) G —c %) ]
104.44.235.92 104.44.20.29 104.44.16.17 4.44.11.188 40.99833.149 outlook.office.com(40.99.33.146)
4-1-»
104.44.11.184
@)
&/
104.44.20.12

© 2025 Cisco and/or its affiliates. All rights reserved.

104.44.20.45

104.44.30.24
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Reports can help with:

« Performance monitoring &
optimization

« Capacity planning

« Compliance

« Cost management

Several Network and Security reports wi

formatting, scheduling and del

© 2025 Cisco and/or its affiliates. All rights re

Network and Security Reports

Executive Summary Lot

View an overall network summary for sites and applications.

Generate

Site Availability Report o I

Site Availability Report shows overall sites uptime, site availability
distribution, individual site availability and trends.

Generate

License Management Report Ly L

This report provides detailed information about license assignments and
compliance.

Generate

Application Summary o Iy

View of how different applications are performing across an overlay for all
sites. The Application 360 page gives you a view of a single application.

Generate

Link Utilization Report bor Ly

Link (Circuit) Utilization Report shows RX and TX bitrate and percentage
utilization across each link.

Generate

Link Availability Report Lo Ly

Link (Circuit) Availability Report shows overall circuits uptime, link
availability distribution, individual link availability and trends.

Generate

Link SLA Report bor Loy

Link (Circuit) SLA Report shows loss, latency and jitter metrics across each
link.

Generate

Internet Browsing Report oo G

The report includes which URL categories were blocked and which were
allowed.

Generate

Firewall Enforcement Report bor Loy

The report includes hit counts for the FW Rules that allow/drop/inspect
traffic.

Generate

IPS Event Collection Report ey (O

The report includes the IPS signatures intercepted by the Catalyst NGFW
as well as the source and destination IPs of the threat traffic.

Generate

Malware File Collection Report o [

The report includes all the malicious files blocked by the Catalyst NGFW as
well as the source and destination IPs of the threat traffic.

Generate

o
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SD-WAN integration with Splunk

Cisco Enterprise Networking App for Splunk

Consolidated visibility on a common dashboard
for real-time monitoring, history insights, security
insights, and compliance advisory

» Analytics dashboard to detect and report on
anomalies based on deviation from the baseline

Playbook driven response based on certain event
Data lake triggers to generate API calls back to the

Common Splunk . )
Dashboard appropriate domain

Catalyst Center

Cisco ISE Splunk ecosystem partner trigger notifications to
1,000+ 3" party applications

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENT-2108
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AlOps: Simplifying Day-2 Operations

\

____________________________________________________________________________________________________________

Optimize network and application performance to Mitigate issues before they impact. In case issues do
achieve higher operational efficiency i i occur, offer root cause analysis to reduce MTTR |

. : Bandwidth Anomaly
Predictive Path [
edictive Pat Al Assistant for Eotecasting Detection

Recommendations Networking

1) office365_apps View Details

Site 8, United States - San Jose

PATH QUALITY

Current path 60.2%
Recommended path 79.4% -7 19.14%
Impacted clients S

Switch from private1, private2 to priva...

Dec 089, 2023 06:00 PM

A AR FOTREEEG Detect Network Anomalies

Capacity planning

Path recommendations to Interactive LLM-based Al

Improve Application Assistant for Networking
Performance (Gen Al)

]
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SD-WAN Manager Ul

‘s’ Cataly . = @ Q| £ LarsGranberg W
@  Monitor

Monitor
Overview Devices Security Multicloud Tunnels Logs Applications Sites Circuits ®
A
Configuration y - . . .
Control Components WAN Edges Sites Circuits Certificate Status Licensing Reboot
nl 2 2 1 M 3 24 3 a9 8 0 0 73 0 0
e Validator Controller Manager Reachable @ Unreachable @ up 1T Down | up 1 Down | Warning @ Invalid € Assigned & Unassigned @ Last 24 hrs
.t
Workflows
b4 Application Experience View Details
Tools QoE Usage (Total) Top 20 by usage
‘ Top 20 by usage 32 MB
Reports
~ 23 32 1om8
Applications MB
Maintenance
20 5MB
Administration M ood
M Fair
: e » AEEs-——
Explore W Unknown unkno... cisco... ms-of... share.. ping dns ms-se... bax http icmp  amazo... binar... ntp googl... cisca... ssl amazo.. oracl.. outlo.. akama..
Il W Good QoE: 8 - 10 MM Fair Qo 5-<8 M M Poor QoE: 0 - < 5 [l Unknown (No QoE)
Site Health @ (Availabiiity | (Good Performing sites - | View Details Tunnel Health @ (Latency (ms) | [Poor Tunneis + View Details
Site name Availability Tunnel Latency (ms)
BOS90 —— 100 R publc-intermet-ams... | 37550
950 )
SITE_S87 e 100 o aws-aci-caw-r02 public.. 704,72
100 = " [ 140.87
$JC00003 E— 100 EXEC SOHOT- Ot pub.. e 210,67
I 100 .
LA10104 BR24_01:private2-azure-.. 0
M Fair I 100 Wi -01:pi
P P
I Poor SANTANASO 0 W Feor BR24 Olbrivate2-10T1-l. 0

Il unknown
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Catalyst SD-WAN : 9 Nikolai Pitaev

Workflows
Library

Build and maintain your network
more efficiently with Workflows.

Let us guide you through end-to-end workflows tailored to
make your job easier.

I -E- Workflows I

e —

Reports

o Monitor

‘;\ Configuration
X Tools

._?_| Maintenance

2o Administration

= —————

Library [ All v ]

il Analytics

@ Explore E\ Create | Define and &\ Create SD- EI Create Security &I Create NFV
Configuration Configure Routing Config Policy Configuration
Group Service Chain Configure your WAN with Use this workflow to Group

Configure your WAN with

smart configuration
group(s). Use

recommended settings to

get the WAN up and
running quickly

Define and configure a
Service Chain for cloud,
5DCI, campus, data
center

smart SD-Routing Config.
Use recommended
settings to get the WAN
up and running guickly.

configure your security
policy.

As a Metwork Architect
create a device-
independent NFV design
for rapid deployment on
Cisco's UCPE devices.

E\ Configure &I Create Cellular &\ Configure UC EI Quick Connect El Deploy
Teleworker Gateway Group Voice Configuration
Devices Enable high-speed 5G or Configure Ciseo Unified Onboard your devices. GI'OLID

Communications (UC)
voice services for
supported routers.

LTE WAN connectivity with
Cisco Catalyst Cellular
Gateway

Gel secure access 1o your
carporate network from
the comfort of your home

Push canfiguration ta
devicas in your WAN

Sync and Install
HSEC Licenses

Easily sync and install
licenses on HSEC
compatible devices.

Attach Service E

Chain to SD-WAN
Router

Deploy Policy E

Group

Firmware E

Upgrade

Upgrade your devices
with the latest 105 XE SD-
WAN image.

Software E

Upgrade

Push configuration to
devices in your WAN

Upgrade your devices
with the latest |05 XE 5D-
WAN image

Atach Service Chain to
SD-WAN Router

afra]n
cisco
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Configuration Catalog

» Cisco hosted and managed configuration

Configuration Catalog

Catalog Entries

Dual Router SD-WAN Branch with Dual Transport and TLOC-
Ext

& Install

The dual-router SD-WAN with dual transport configuration catalog entry assists with rapid deployments at
medium to large-sized branch offices where high availability, simplicity, and standardization are key.
Examples include large banks, healthcare facilities, and manufacturing facilities. It supports dual routers with
N+1 redundancy for Internet connectivity and utilizes WAN TLOC extensions for WAN Edge routers to
access each other's transport. This configuration offers network segmentation via

View details

Labels  sdwan retail ~dual-router

Content Dual_Router_SDWAN_Branch, Dual_Router_SDWAN_Branch_Policy

IR1101 wired with LTE backup in routed mode
This single-router SD-WAN configuration is for the Cisco Industrial Router IR1101. It is designed specifically

for this platform with all its unique interface names and modules to aid in the rapid deployments at small to
medium sized locations where flexibility, simplicity and standardization are key. This catalog represents a

Cisco Validated Profile (CVP) suited for deployments at locations like retail, Oil & Gas Pipelines, Roadways &
Intersections. This network configuration is wired transport

View details

Labels jot sdwan Content CVP1R_IR1101_Wired_LTE_Backup_Routed

IR1800 wired with LTE backup in routed mode
The single-router IRT800 SD-WAN configuration catalog entry assists with rapid deployments at small to
medium sized locations where flexibility, simplicity and standardization are key. This catalog entry

represents a Cisco Validated Profile (CVP) suited for deployments at locations like retail, Oil & Gas Pipelines,
Roadways & Intersections. This network configuration is wired transport with single LTE connectivity as last
resort. This configuration offers network segmentation via 1 secure VPN (V

View details

Labels sdwan ot single-router Content CVP2R_IR1800_Wired_LTE_Backup_Routed

© 2025 Cisco and/or its affiliates. All rights reserved.

IR1101 for Roadways
This single-router SD-WAN configuration is for the Cisco Industrial Router IR1101. It is designed specifically

for this platform with all its unique interface names and modules to aid in the rapid deployments at small to
medium sized locations where flexibility, simplicity and standardization are key. This catalog represents a

Cisco Validated Profile (CVP) suited for deployments at roadways and intersections. This network
configuration is wired transport with single LTE connectivity as last reso

View details

Labels ot sdwan roadways Content CVP5_IR1101_Roadways_Routed

IR1800 wired with LTE backup in NAT mode
This single-router IR1800 SD-WAN configuration catalog entry assists with rapid deployments at small to
medium sized locations where flexibility, simplicity and standardization are key. This catalog entry

represents a Cisco Validated Profile (CVP) suited for deployments at locations like retail, Oil & Gas Pipelines,
Roadways & Intersections. This network configuration is wired transport with single LTE connectivity as last
resort. This configuration offers network segmentation via 1 secure VPN a

View details

Labels sdwan iot  single-router Content CVP2N_IR1800_Wired_LTE_Backup_NAT

IR1835 for Roadways
This single-router SD-WAN configuration is for the Cisce Industrial Router IR1835. It is designed specifically

for this platform with all its unique interface names and modules to aid in the rapid deployments at small to
medium sized locations where flexibility, simplicity and standardization are key. This cataleg represents a

Cisco Validated Profile (CVP) suited for deployments at roadways and intersections. This network
configuration is wired transport with single LTE connectivity as last reso

View details

Labels ot sdwan roadways Content CVP6_IR1835_Roadways_Routed

BRKENT-2108

» Easy way to consume Cisco validated configuration

Choose labels... ~ ]

& Install

This single-router SD-WAN configuration is for the Cisco Industrial Router IR1101. It is designed specifically
for this platform with all its unique interface names and modules to aid in the rapid deployments at small to
medium sized locations where flexibility, simplicity and standardization are key. This catalog represents a
Cisco Validated Profile (CVP) suited for deployments at locations like retail, Oil & Gas Pipelines, Roadways &
Intersections. This network configuration is wired transport

IR1101 wired with LTE backup in NAT mode

View details

Labels iot sdwan Content  CVPIN_IR1101_Wired_LTE_Backup_NAT

IR1800 wired with LTE backup in NAT mode and WiFi Hotspot

This single-router IR1800 SD-WAN configuration catalog entry assists with rapid deployments at small to
medium sized locations where flexibility, simplicity and standardization are key. This catalog entry
represents a Cisco Validated Profile (CVP) suited for deployments at locations like retail, Oil & Gas Pipelines,
Roadways & Intersections. This network configuration is wired transport with single LTE connectivity as last
resort it also provisions the WIFi module as a hot spot. This configurati

View details

Labels sdwan iot  single-router Content CVP2W_IR1800_Wired_LTE_Backup_NAT_WIFI

Single Router SD-WAN Branch with Dual Transport

& Install

The single-router SD-WAN configuration catalog entry assists with rapid deployments at small to medium
sized branch offices where flexibility, simplicity and standardization are key. Examples include gas stations,
convenience stores, banks, and restaurants etc. This network configuration utilizes N+1 transport
redundancy with dual WAN connectivity (MPLS, Public Internet). This configuration offers network
segmentation via 4 secure VPNs (Corporate_Users, Payment_Processing_Network, Local_internet

View details

Labels  sdwan retail single-router

Content  Single_Router_SDWAN_Branch, Single_Router_SDWAN_Branch_Policy

N
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Policies

» Intent-based approach

» Easy policy creation and deployment

Policies > Application Priority & SLA

Sample_Policy

SDWAN Fabric Traffic Policy

Gold
Business Relevant

Silver
Default

Bronze
Business Irrelevant

Internet Offload Traffic

Secure Internet Gateway

Direct Internet Access

Apply Policy

Target

Preferred Path

When SLA not met

[ Select Preferred Path

Preferred Path

M J [ Default to Best Path

When SLA not met

[ Select Preferred Path

[ Default to Best Path

Preferred Path

When SLA not met

[ Select Preferred Path

Application List

[ Default to Best Path

[ Select Application List

~)

Application List

[ Select Application List

7]

Traffic Direction

Traffic VPN(s)

Fallback to Routing

Fallback to Routing

===

@ Additional Settings | Advanced Layout (i) @

|\ Jpeepep————

Default Action O Accept @ Drop

Backup Path

Not Applicable

Backup Path

Not Applicable

Backup Path

Not Applicable

QoS Interface(s)

Select Traffic Direction

] [ Physical_Security_Devices

] [ Enter Comma seperated QoS Interfaces

Variable

© 2025 Cisco and/or its affiliates. All rights reserved.
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SD-Routing

CISCO Live !



Transform the operational experience for your routing environment

Introducing SD-Routing

090

3 Branch/HQ

(e —— Routing iC)R’ACLE SAP DC/Private

e~ =l _ DMVPN W - Cloud

oo I I“-'-'“.-.'.—.-':.- e ) ' FIeXVPN

o=o0F GET VPN

| : | MPLS VPN [ 8WS ¥ Microsoft 365
 ———————————————————————

B icosoft 2 Google Cloud SaaS/laaS
A 3 bropbox
Catalyst SD-WAN Manager W

L

( Simplicity and Agility

OpEx Reduction

Future-Ready WAN

Multi-layered Security )

© 2025 Cisco and/or its affiliates. All rights reserved
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Architecture Components

SD-WAN vs SD-Routing

SD-WAN deployment SD-Routing deployment

SD-WAN Validator SD-WAN Manager  SD-WAN Controller SD-WAN Validator SD-WAN Manager

FlexVPN,
GET VPN

NEW: Cisco Secure Router 8000 Series ISR 1000

B -

Cisco IR Series

o
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What about Meraki SD-WAN?




Joining fabrics is now a simplified experience

cans \ //‘
............ = \.'\\ - i.:‘.’
~ 1 Meraki SD-WAN Lo
. ,.I' daSthard Manager \‘\ .\‘\

]
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Key Takeaways




Key Takeaways

Single pane of glass Automation

e

=

o)

Optimized for Cloud access

o)

)

Cisco SD-WAN [ =

o[ o @
P

Pervasive Security

o)
S

Predictable and actionable insights

)
\Z/




Cisco 8000 Series Secure Routers




Introducing the industry's
most advanced router

Secure Networking Processor - leapfrogs with

CiSCO 8000 Series 3x higher throughput
Secure Router

« Advanced Security - Post Quantum
Cryptography capable, NFGW & SASE with 3x
. threat protection throughput

« Assurance - ThousandEyes Traffic Insights, GenAl
troubleshooting

Operational Simplicity - I0OS-XE managed by
Dashboard & Simplified Licensing

afra]n
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Routers for every size and location

C Launched in JUNE 2025 )

( N\ N\ [ N\ N\ [ )

{m\

=il __u- ¥,

Small Branch: Medium Branch: Large Branch: Campus: Data Center:
8100 8200 8300 8400 8500
4 Variants 2 Variants 2 Variants 3 Variants 2 Variants
IPsec: IPsec: IPsec: IPsec: IPSec:
Up to 1.5 Gbps Up to 5 Gbps Up to 20 Gbps Up to 45 Gbps Up to 45 Gbps
SD-WAN: SD-WAN: SD-WAN: SD-WAN: SD-WAN:
Up to 1 Gbps Up to 4 Gbps Up to 15 Gbps Up to 23 Gbps Up to 23 Gbps
Threat Protection: Threat Protection: ~ Threat Protection: Threat Protection: Route Scale up to

Up to 1 Gbps Up to 11 Gbps 8M

© 2025 Cisco and/or its affiliates. All rights reserved. Cclsco



Simplified Licensing

Cisco Networking Subscription
Cisco Routing Subscription

4 )
No More Bandwidth Tiers & HSEC !
Consistent Packages across all
Platform-Class
\ J

4 )
N
Platform-Class Specific
Licenses & Pricing
g J

Cisco Networking Subscription and Cisco Routing Subscription
for both software and hardware, simplifying licensing and renewals

https://www.cisco.com/c/m/en_us/products/software/wan-routing-licensing-feature-matrix.htmil

o

(" )
8
0~ 0
alln
Licenses co-termed to a single
end-date for easy Renewals
g J
/
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Customer hosted On-Premise/Cloud management

s Cisco Networking Subscription (CNS) N
“SD-WAN” “SD-WAN + NGFW”
Advanced Security
Threat(T), Malware(M), URL-F(C)
HW RMA
+ Optional RMA
) ) + upgrades for NBD /
Cisco WAN Advantage ——— @ —— Cisco WAN Advantage —— NCD, 2H/4H, Onsite
Advanced SD-WAN features Advanced SD-WAN features
Cisco WAN Essentials ——— — Cisco WAN Essentials
Basic SD-WAN features Basic SD-WAN features
Cisco 8000 Series Secure Router Cisco 8000 Series Secure Router
(Embedded Perpetual OS Essentials) (Embedded Perpetual OS Essentials)
\ J
Embedded Support

]
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“SD-WAN?”

Management Add-On
CLOUD / CLOUD-PRO

(per-device add-on)

Cisco Networking Subscription (CNS)

Cisco hosted Cloud management

“SD-WAN + NGFW”

Advanced Security
Threat(T), Malware(M), URL-F(C)

+
Management Add-On

CLOUD / CLOUD-PRO

(per-device add-on)

+
Cisco WAN Advantage

Advanced SD-WAN features

+
Cisco WAN Advantage

Advanced SD-WAN features

HW RMA

Optional RMA
upgrades for NBD /
NCD, 2H/4H, Onsite

Cisco WAN Essentials
Basic SD-WAN features

Cisco WAN Essentials
Basic SD-WAN features

Cisco 8000 Series Secure Router
(Embedded Perpetual OS Essentials)

Cisco 8000 Series Secure Router
(Embedded Perpetual OS Essentials)

© 2025 Cisco and/or its affiliates. All rights reserved.
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco
Live T-Shirt.

2o
0®

Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

© 2025 Cisco and/or its affiliates. All rights reserved.
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Complete your surveys
in the Cisco Live
Events app.

o
cisco



Continue your education

¢

Visit the Cisco Stand for
related demos

e
(A

Book your one-on-one
Meet the Expert
meeting

N
. D)2
0000 AT
MMM
Attend the interactive Visit the On-Demand
education with Capture Library for more
the Flag, and Walk-in sessions at
Labs www.Ciscolive.com/
on-demand
Y,
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Thank you C1SCO Live !
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