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Cisco Webex App

9:41 oll ¥ @
QueStionS? < Catalyst 9000 Series Switching Family - ...
Use C|SCO Webex App to Chat session will talk about the component at the
. . heart of these switches which is the ASIC. It
with the speaker after the session will also cover common attributes,

technologies, and features in the Catalyst
9000 Switches.

Speaker(s)

H ow Kenny Lei

Cisco Systems, Inc. | Technical Market

ﬂ Find this session in the Cisco Live Mobile App Categories

Technical Level

Intermediate (596)

o Click “Join the Discussion”

Tracks

Networking (220)

e Install the Webex App or go directly to the Webex space

Breakout (453)

Q Enter messages/questions in the Webex space Webex
- - Notes
Webex spaces will be moderated by the speaker until 14 November 2025. Ertor your personel notes here

https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKSEC-1800
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We deliver mission critical outcomes as One Cisco.

\_

Al-ready data centers

J

\_

Future-proofed workplaces

J

Digital resilience

Accelerated by Cisco Al
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Game changing security to protect
your entire digital footprint

Access the
right data

Cisco data is being
made accessible to
Splunk users through
technology add-ons*.

*now available on Splunkbase
via Cisco Security Cloud App.

© 2025 Cisco and/or its affiliates. All rights reserved.

Apply the
right analytics
|

Cisco adds deep
telemetry to detect
lateral movement
through the network.

BRKSEC-1800

Accelerate the

right action

Cisco adds rich context
and detections from
Talos threat intelligence.

*now available in Splunk ES,
SOAR and Attack Analyzer.
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Integrations to protect your entire digital footprint

Threat intelligence

Enhance defense against
known and unknown threats

Splunk +
Cisco Talos

© 2025 Cisco and/or its affiliates. All rights reserved.

Security alerts
and context

Accelerate detection,
investigation and response

Splunk +
Cisco Security Cloud App

BRKSEC-1800

Secure Al

Detect and reduce Al-based
risks

Splunk +
Cisco Al Defense

N
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Cisco integrations made seamless

The Cisco Security Cloud app enables easier integration of your Cisco data sources within Splunk

Available Today: Next Up:

® Al Defense o
® Secure Network analytics o
® XDR (Incident Reporting) .
® Email Threat Defense

® Multi Cloud Defense

® Secure Firewall (FTD, Estreamer, ASA)

® Malware Analytics

® Secure Endpoint

® Kenna Vulnerability Intelligence

® |[dentity Intelligence

® Duo

Isovalent (Hypershield)
Secure Workload
Crosswork Cloud

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-1800



https://splunkbase.splunk.com/app/7404

Now Available

Cisco Security Cloud App

Single application that packages all Cisco
Security integrations in a single offering
based on “gold standard” best practices

Replaces the older individual Cisco TA's
and Apps that are now archived

Includes these Cisco Security products:
Al Defense (NEW)
Secure Network Analytics (SNA)
XDR
Duo
Email Threat Defense
Multi Cloud Defense
Secure Firewall (FTD, Estreamer, ASA)
Malware Analytics
Secure Endpoint
Kenna VI
Identity Intelligence

© 2025 Cisco and/or its affiliates. All rights reserved.

Splunkbase" Collections Apps ‘ Q Find an app

| ‘ Submit an App Login

() Main Page / Apps / Cisco Security Cloud

- .
Cisco Security Cloud
The Cisco Security Cloud application offers seamless integration for connecting your Cisco devices with Splunk. It features a modular UX input

design, built-in health checks, and constant monitoring to ensure operational integrity. Product(s) Enabled: Cisco Al Defense Cisco Duo Cisco Em...

Built by Cisco Security

‘9 ‘ Q Login to Download

Wami 298t 27530 25480 1 5596 470
|9 P
= pJ
Latest Version 3.1.1 Compatibility ® Rating Support Ranking
February 27,2025 Splunk Enterprise, Splunk 4 %k %%k Kk (9) & 3 Developer Supported HE inFirewall
Release notes o] Loginto rate this app

Platform Version: 9.3,9.2, 9.1
CIM Version: 5.X

Learn more

Summary Details Ir i Troub il Contact Version History

The Cisco Security Cloud application offers seamless integration for connecting your Cisco devices with Splunk. It
features a modular UX input design, built-in health checks, and constant monitoring to ensure operational integrity.

Product(s) Enabled:

Cisco Al Defense

Cisco Duo

Cisco Email Threat Defense (ETD)

Cisco Identity Intelligence (CII)

Cisco Multicloud Defense

Cisco Secure Endpoint

Cisco Secure Firewall (FTD/eStreamer/ASA)
Cisco Secure Malware Analytics (SMA)
Cisco Secure Network Analytics (SNA)
Cisco Vulnerability Intelligence

Cisco XDR (Incident Import & Promote to ES Notable)

BRKSEC-1800

Categories
Firewall, Security, Fraud & Compliance
Created By

Cisco Security

Type
addon

Downloads

3,741

Licensing

Third Party Developer EULA [2
Splunk Answers

Ask a question about this app listing (2

Resources
N
Login to report this app listing CISCO



Cisco Security Cloud - Application Setup

splunk > & »  Apps~ @ Administratorv () Messages v Settings v Activity v  Help v
Deta integrity  Resource Utilization  Application Setup App Analytics » . Cisco Security Clc
Application Setup

Cisco Products

Secure Malware Analytics Secure Firewall

Muilticloud Defense B Secure Network Analytics

N
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Now Available

Top Rule Match

Cisco Al Defense

Gain visibility into emerging Al risks with Splunk

Top Models by Events

Model Name Number of Ev

gpt-35-turbo

S-turbo

® Pulls in alerts from Al Defense and
maps them to the Common Information
Model (CIM), visualized in a dashboard.

Event Logs

Top Applications by Events

Guardrail Distribution

Application Name = Number of Events &

ction Policy Application:
1738794744

Connection Policy Application
1738710

Toxicity Applicat 14871
Toxicity Application-1738714:

KelserApp

Top Entities by Events Policy Action Overview

Entity Name 3 Number of Events Action Response (%

Allow

Block

() Product ~ Solutions ~ Resources ~ Open Source - Enterprise ~ Pricing Setch o0 Rmp 5,
| security_content ' put L) Notifications
1
Code Issues 5 [ Pullrequests 16 () Discussions (O Actions f[f] Projects [ Wiki (@ Security | Insights
[ ] [ ] [ ] mgnm - L] L] - )
® (ain visibility into risks associated with | Cisco Al Defense Alets #3337
s Merged ) patel-bhavin merged mmits int from 02 week:
L]
LLM “lOdeIS AI d S al ld el ItltleS S Esere €
y L]
0] all commits +  File sations ~ 13+
hange 10 contentctl.yml (G
" contentctlyml o ‘ X A
n
. . I data_sources 388,
I l I I — — — description of app
C u e S a O u O e OX n e rp r I S e ) cisco_ai_defense_alertsym! 83 hardcoded_path: https://attack-range-appbinaries.s3.us-west-2.anazonaws. con/splunk-add-on-for-okta-identity-cloud_300. tgz
4 .- 7404
I detections/application 45 . Gisco Secueity/Clond
u ]
[ cisco_ai_defense_security_al... o * 0 (@Ol g
- [ macros 48 4 ion: description of app
seco . deferseyml 49 + hardcoded_path: https://attack-range-appbinaries.s3.us-west-2.anazonaws.con/cisco-security-cloud_301.tgz
0 s s - uid: 6652
Add-on for Linux Sysson
S e a rC a I I S u r a C eS p O e n I a a a C S S ——
[ [ u - uid: 5579
title: Splunk Add-on for CrowdStrike FOR
appid: Splunk_TA_CrowdStrike_FOR
0 - version: 2.0.4
8 + : 2.0.3
u description of app
82 - hardcoded_path: https://attack-range-appbinaries. s3.us-west-2.anazonaws. con/splunk-add-on-for-crowdstrike-fdri2ed. tgz
. 8 .+ hardcoded_path: https://attack-range-appbinaries.s3.us-west-2.anazonaws. con/splunk-add-on-for-crowdstrike-fdr.203. tgz
8 5 - 3185
Splunk Add-on for Microsoft IIS
: SPLUNK_TA_FOR_IIS
D 14 data_sources/cisco_ai_defense alerts.ynl
1+ name: Cisco AT Defense Alerts

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-1800

7 Fork 387

signin | up

Star 1.4k

New issue
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. Doiaintegily  ResurceUtlization  Application Setup g Anaiylics> . Cisco Securlty Cloud
Now Avalla ble XDR Dashboard ~ . Acvonss  EdM
Overview
Time B [ T o oo .
] - - w '

Cisco XDR T 52.07hous 66  310.67nou ,

Friority Score

Splunk Integration =y -
'_ ) _ ) 7 S’ _ c
Provides a comprehensive view of S - e — — 2
security-related threats targeting ! 51 0

Ouservabies Description Incident Creation By Category

your environment across multiple
security control points

The Splunk integration ingests and
maps XDR Incidents to the Alert CIM
data model

The XDR incident that is ingested
contains all of the observables that
were correlated together from
various XDR sources

The XDR incident can be promoted to
an ES finding that will contain all of
the observables and context
from XDR automatically, manually or
both.

il

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-1800 cisco




Cisco Security Integrations | Now Available

How Cisco data can be used in Splunk to drive Unified TDIR

Cisco Secure
Firewall

® Network security device

Cisco Email Threat Cisco Multi-cloud
Defense Defense

® Analyzes emails looking ® Detects and blocks

Cisco Cisco
XDR DUO

® Analyzes and enriches ® Verifies user and

alerts and data from
Cisco and third-party
products

Performs analysis on
Netflow data to look for
suspicious behavior
Sends outcome of
analysis in the form of
an Incident to Splunk to
be elevated into an ES
finding

Integrate XDR
incidents into ES
findings for seamless
threat detection and
investigation, ensuring
comprehensive
security coverage.

© 2025 Cisco and/or its affiliates. All rights reserved.

endpoints connecting to
the user network to look

for phishing attempts
and malicious I0C in the

for security access
related threats

Alerts / events triggered

by suspicious activity
are sent to Splunk
mapped to the
authentication CIM
model

Customers can take the
alerts generated by Duo

Incorporate Duo
events into Splunk ES
findings to detect and
respond to suspicious
user activities,
enhancing user
security.

email

® Alerts are sent to Splunk
and mapped to the
email data model
OOTB ES content to
detect suspicious or
malicious emails can be
used to trigger an ES
finding

So What?

Add phishing
detections and email
context into Splunk ES
findings for enriched
investigations,
improving threat
response accuracy.

BRKSEC-1800

lateral movement and
exfiltration of data
Alerts and events are
sent to Splunk and
mapped to CIM

OOTB ES content to
detect suspicious or
malicious network
attacks and data
exfiltration can be used
to trigger an ES finding

Integrate lateral
movement detection
incidents into ES
findings for cloud
incident management,
ensuring robust cloud
security.

that monitors / filters
incoming & outgoing
network traffic

Alerts and events are
sent to Splunk and
mapped to CIM
OOTB ES content to
detect suspicious or
malicious network
attacks and malicious
communication

Include firewall
incidents into ES
findings for seamless
network incident
management,
enhancing network
security visibility.




Cisco Security Integrations | Now Available

How Cisco data can be used in Splunk to drive Unified TDIR

Cisco Secure

Network Analytics

® Analyzes network traffic
looking for malicious
communications and
anomalies

The Splunk integration
ingests and maps SNA
events and alerts to the
Alert, Network, Web CIM
data models

Customers can take the
alerts generated by SNA
and elevate them into an
ES finding or turn into
RBA findinas

Incorporate SNA
incidents into Splunk
ES findings for deep
network visibility and
seamless threat
detection and
investigation.

© 2025 Cisco and/or its affiliates. All rights reserved.

Cisco Secure

Malware Analytics

Analyzes artifacts like
files and URLs to look for
malicious behavior

Outcome of analysis is
sent to Splunk and
mapped to CIM

Customers can use
OOTB ES content for
detecting malware

Add malware events
into Splunk ES findings
to correlate findings on
related URLs and
artifacts, streamlining
malware investigations.

Cisco Secure
Endpoint

® Analyzes endpoint behavior

looking for suspicious or
malicious activity that that
is an indication of a
compromised host

Outcome of analysis is sent
to Splunk and mapped to
various CIM models

Customers can use OOTB
ES content for detecting
endpoint activities

So What?

Integrate endpoint
detections into Splunk
ES findings for
enriched investigations
and event correlation,
improving endpoint
security.

BRKSEC-1800

Cisco Kenna VI
Feed

® Vulnerability intelligence

feed that helps prioritize
CVE vulnerabilities based
on severity, likelihood of
being exploited and other
factors

Threat intelligence feed is
sent to Splunk and stored
in lookup tables

Customers can use the
intelligence to match CVE’s
against in Enterprise
Security

Incorporate
vulnerabilities and
threat intelligence into
Splunk ES findings to
enrich investigations
with context, enhancing
threat intelligence.

Cisco Secure

Firewall

Analyzes human identities
and associates risk based
on users' behavior, access
activity, resources they
have access to and
privileges

Outcome of analysis is sent
to Splunk and mapped to
various CIM models

Customers can use the
information to trigger
findings in ES

Add data on suspicious
user activity into Splunk
ES findings for added
identity context during
investigations,
improving user activity
monitoring.




Now Available

Talos Threat Intelligence for e

[o https://dana-kaget—clik-claim.linkdanaid.my.id/]

Splunk Attack Analyzer

® Consolidated

https://dana-kaget-clik-claim.linkdanaid.my.id/

https://dana-kaget-clik-claim.l...

Title <no title>
© Web Analyzer m Domain linkdanaid.my.id (registered 16 days ago) show details
@ URL Reputation m
* Enabled for all Splunk Attack S

Analyzer customers - no Signature f Al
additional configuration required '

~

{ > Talos Intelligence detected the url as being untrusted.

>

* Empowers detection of net new
threats, particularly those that URCReputationiRestits
are ephemeral in nature

Service Score Additional Details
* Enriches URLs discovered in Urlscan.io m latest scan: 6/9/2024, 9:41:50 PM
attack chain with reputation S
results

Talos m Threat Categories:

Malicious Sites
Phishing

N
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Now Available

Splunk Add-on for
TaIOS Inte"igence Adaptive Responses

Resnonse Time User Status

] : A
Talos Notable Enrichment [Z 2024-06-24T21:16:31+0000 admin success

Notable [2 2024-06-24T21:16:04+0000 admin success

Q

* Qut-of-the-box adaptive
response action

Jun 24, 2024 9:16 PM Splunk Add-On for Talos Intelligence

1 AII Splunk Enterprise Observable: https://ilo.brenz.pl
Security CUStomerS have Threat Level: Untrusted

aCCGSS Malware Description: Malicious file (attached or linked).

Threat Categories: Malware

Threat Categories: Malicious Sites
Malicious Sites Description: Sites exhibiting malicious behavior that do not necessarily f

it into another, more granular, threat category.

¢ Dellvers rICh eanChment for Acceptable Use Policy Categories: Illegal Activities
Illegal Activities Description: Promoting crime, such as stealing, fraud, illegally access
common IOCs

ing telephone networks; computer viruses; terrorism, bombs, and anarchy; websites depictin

g murder and suicide as well as explaining ways to commit them.

]
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Now Available

Talos Intelligence
Connector

e Qut-of-the-box connector
for Splunk SOAR

« All Splunk SOAR
customers have access

 |nfuses Talos threat
intelligence directly into
Incident res

© 2025 Cisco and/or its affiliates. All rights reserved.

1 action succeeded

~APP RUN ID ASSET

8 testtalos4_clone:
v Completed
URL

https://ilo.brenz.pl ~

BRKSEC-1800

NAME APP
user initiated url reputation action Talos Intelligence &

Threat levels: Untrusted, Threat categories: {Malware”: 'Malicious file (attached or link  url = https://ilo.brenz.pl
ed)., 'Malicious Sites". ‘Sites exhibiting malicious behavior that do not necessarily fit in

to another, more granular, threat category.}, Acceptable use policy categories: {lllegal

Activities”: 'Promoting crime, such as stealing, fraud, illegally accessing telephone net

works; computer viruses; terrorism, bombs, and anarchy; websites depicting murder

and suicide as well as explaining ways to commit them.}

TaLos

STATUS THREAT LEVEL THREAT C/

success Untrusted Malware, Malicious Sites lllegal Activities

N
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Splunk + Cisco Talos Incident Response Services

Combine the best of Splunk Security and Cisco Talos

Splunk’s industry- Cisco Talos’ A holistic approach to

leading SecOps incident response
solutions expertise

fortify digital
resilience

Proactive Defense for Your Security Operations

alfbal ]l
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-1800 Cisco



Now Available

Cisco Duo

Cisco Duo is a multi-factor
authentication and secure
remote access

The Splunk integration ingests
and maps Duo system log
events to the Authentication
CIM model

Common DUO Detections

and alerts sent to Splunk
Fraudulent Duo user
High number of MFA request
User authentication
User set to bypass status
User set to disable
User accessing for new
location
New admin account created
Authentication policy changed
Security keys presented in
plain text
Delete an integration

© 2025 Cisco and/or its affiliates. All rights reserved.

Dashboard ~

BRKSEC-1800
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Now Available

Cisco Email Threat
Defense

Cisco Secure Email Threat Defense Dashboard ~

Email Threat Defense Addresses gaps
in Microsoft 365 email security by
detecting and blocking advanced email
threats

The Splunk integration ingests threat
messages found and convicted by
Cisco's Email Threat Defense solution.
It will include all the IOCs that led to the
message conviction by ETD.

Events and alerts are mapped to the
Email CIM data model

N
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Now Available

Ci Multicloud
I s c 0 u tl c O u i Iticloud Defense Dashboard ~
Defense o '
1IDP/ nd DLP Trend L d lalicious Sourc rend
o o O, O,
\\
Distinct Source IP Add:

Multi-cloud defense protects Te—————
customer environments to block
inbound, lateral movement attacks
and exfiltration of data

The Splunk integration ingests and
maps events and alerts from their
different modules (Waf, AV,

DLP, DDOS, Errors, Malware,
FQDN) into the Network, Malware,
IDS, Web and communicate CIM |
models B —Tt— it e e o

IDS/IPS Attack Types WAF Attack Types

PO . | ]
T ——
200 s

Dashboards cover malicious
communications, GEO location data,
prevention and asset inventory

N
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Now Available

Secure Firewall

Secure Firewall helps protect
customer networks

The Splunk integration spans
Secure Firewall IDS, Connection
and Malware event types and
ingests and maps them to IDS,
Endpoint, Attack, Network CIM
models

Dashboards profile IOC's and
details for connection and
malware events.

Ability to filter high fidelity events
in the app

© 2025 Cisco and/or its affiliates. All rights reserved.

Secure Firewall Summary ~
‘Overview of Event Types in Secure Firewall

Time Range Input Title Event Type Blocked? Impact Level
Last 24 hours. L Al hd Al = Select a value
Connection Events Volume Inbound Volume Outbound

Security Intel Filtered Events

113,819,344 2 151cs

Intrusion Events
Impact Level Timeline

Securlty Intel Filtered Events

2,753cB

IPS Events
Blocked/Allowed

Blocked, 5701%

10K
05K
800 AM 12:00 PM B00PM 12:00 AM 400 AM
Tue May 7 Wed Mey 8
2024
time

I Level 2 - Possibly Compeomised Host Il Level 3 - Currently Mot Vuinerable [l Leve! 4 - Unknown Target

Intrusion Events by Ip
Total 1PS Events by Stc I

800 AM 12:00 M 400 PM B00PM 12:00 &M 400 AM

Tue May 7 Wed May 8
2024
time
— 106501 — 1065191219  — 106521530  — 1065223102 — 10.65.238.238
10656510 106568142 1672402225 — 1572402263 — 66.209.91106
Event Details

Agply Filters at the Top to Reduce the Dataset to Indiviual Datasets that can be Viewed Here

_time ¢ Event Type = Aert 2

2024-05-08T10:32:43-04:00 IPS EVENT gaza UDP keyword found, please investigate
2024-05-08T10:32:43-04:00 PS EVENT gaza IP keyword found, please investigate
2024-05-08T10:32:35-04:00 IPS EVENT (port_scan) ICMP sweep

BRKSEC-1800

Src/Dest ip

0000

-

Intrusion Events by Category
Timeline of IPS Events

Malware Events Intrusion Events Intrusion - I0C's

Indications of Compromise

5,546 479

File Events
Network File Events

25,480 L

5
IPS Events by Alert Message Qoo s Indications of Compromise
10C Events by Alert Type 10C Events by Src 1P
other 32
e — 1065109

‘Gaza DR keymo. ease ivesigsie

oszsazis
- —
p—

s ‘
B

10.65.235.254

Allowed, 90.299% 1085223174
Qs
Qo038 Activity by Cllent Application
Total Aggregate of Requests
other (545) Chrome.

YouTube chent

Web browses

/‘“—\ Unienow:
A T s ons

Secure Web browse

—— w00Pm 500 M 1200 am ac0am
Wed oy 8 sst cent
ime auiceient
[ et [l e i o clert
ey Ve Ao [ oA et
Classification + src ¢ Dst = Client App = s = PCAP l
Unknown Traffic 70103171.2:4501 10.65.149.138:50224 GlobalProtect client 1000038 view
Unknown Traffic 70403171.2:4501 10.65149138:50224 GlobalProtect client 1000039 view
Attempted Information Leak 10.65.0.1:0 10.65.241174:.0 Unknown 25 view
1 2 3 4 5 Next »
]

Cisco



Now Available

Cisco Secure
Network Analytics

Secure NMetwork Analytics Dashboard
Hiost Gro =poart

Secure Network Analytics analyzes
network traffic to detect threats

The Splunk integration ingests and
maps SNA events and alerts to the
Alert, Network, Web CIM data
model

Ability to promote an SNA alert
into an ES finding or RBA event-

based criteria set by the end user ‘l | ‘ |
on severity of alert I I || i

Ability to filter high fidelity events
in the app

N
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Now Available

Cisco Malware

= Dashboard

B ® Qa4 2 seyed Khadem-Djahaghi -/

0/02/2024 1:24 AM

8% Dashboard

Analytics

.5 Samples +4% prior period +13% prior period +0% prior period
Q Search

E Reports

Malware analytics analyzes e
files and URLs in a sandbox to
identify malicious I0C's

The Splunk integration ingests Threat cores © ot Submions b TheatScre
and maps that output of the i 0

analysis done by the
submission to the sandbox to
the Malware CIM data model

N
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Now Available

Secure Endpoint

Secure Firewall Summary ~
Overview of Event Types in Secure Firewall

Secure Endpoint helps protect erctn o mersons mosons e e — e
113,819,344

customers systems from i 21518 2,753ce 25,480 L 5546 479

getting infected my malware otn e el £ ety Mo — e

1065109

‘ 1065144249
Gazn UDP keyao. lease rvestgate Othar {E23) 1065169155
" » A A N _
[he lunk integration maps i — — I
800 AM 1200 M B00PM 12:00 AM ’
Tue May 7 Wed Moy 8 1065249195
106598308

SERVER WEBAP.. overfow siempt

Blocked, 9701%

05K

2024 T ———
Sk TCR o 1065.235.254

the alerts generated by Secure e B
Endpoint to the Alert CIM Tt ety (MR ey y At

..
200 500 other (545) Chrome.
model malware related activity
:
- " __ . . Unknow
is mapped to the Malware an - A
800 AM 120071 400 PM BO0PM 12:00 AM 400 AM 800 AM 12:00 PM 400 PM 00 PM 200 AM 400 AM Secure Web browse:
Tue May 7 Wed May 8 Tue May 7 Wed May 8 SSL client
other CIM models
— 108501 —106SIM219  — 106521530  — 1065223102  — 1085238238 ASuspicious Fters.. [ Atemptod Acminst. B Asemptoaaniaiot. [ Aterpted nformat o et
Event Details

Apply Filters at the Top to Reduce the Dataset to Indviual Datasets that can be Viewed Here

Ability to filter high fidelity T tpe s o R w. e |

. 2024-05-08T10;32:43-04.00 IPS EVENT gaza UDP keyword found, please investigate Unknown Traffic 70103171.2:4501 10.65149138:50224 GlobalProtect client 1000038 view
eve nts I n th e a p p 2024-05-08T10:32:43-04.00 PS EVENT a IP keyword found, please investigate Unknown Traffic 70103171.2:4501 10.65149138:50224 GlobalProtect client 1000039 view
2024-05-08T10:32:35-04:00 IPS EVENT (port_scan) ICMP sweep Anempted Information Leak 1065.01:0 10.65.241174:0 Unknown bl view
1 2 3 4 5 Next >
]

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-1800 CcIsco



Now Available

Kenna VI

splunk>enterprise Apps ¥ A ViadBezruchkov @ Messages v  Settings v Activityv  Helpv | Q Find

Ke n n a Vu I n e ra b i I ity I nte I I i g e n C e Data Integrity Resource Utilization Application Setup App Analytics ¥ . Cisco Security Cloud

provides context to CVE about BN 08
their riSk Cisco Vulnerability Management Dashboard

Vulnerability Intelligence

Explore Vul ties Trending Period

The Splunk integration ingest
Vulnerability inte”igence into Active Net Breaches Easily Exploitable Predicted Exploitable Malware Exploitable Remote Code Execution
Splunk and maps it to the
Vulnerability CIM model

14 22 647

= = Top Vulnerabilities
Dashboards provide a list of et
g, . Cisco Security Ris * CVEID = Description Easily = Malwa < Active = $ Remot 2 e & Published 2 Last modified ¢
vulnerabilities and their score that | ,
37 (Medium) CVE-2024-52374 Unrestricted Upload of File wi false false false false 2024-11-14T18:15:22Z 2024-11-14T18:15:22Z
H Dangerous Type vulnera
are being chatted, researched or i e e

Web Shell to a Web Serv

.
I n th e n eW affects Do That Task: from n/a through

15.5

37 (Medium) CVE-2024-52373 Unrestricted Upload of File with 2024-11-14T18:15:21Z 2024-11-14T18:15:21Z
Dangerous Type vulnerability in Team

Ability to browse the vulnerabilities
being reported and search on the
ones that you want more

information on

N
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Now Available

Cisco Identity Intelligence

Identity Intelligence

Identity Intelligence provides a full picture of
identity activity identifying risky accounts

Identity high-risk access attempts and
resources and privileges that are associated
with users

The Splunk integration ingest alerts from
Identity Intelligence into Splunk and maps it to
the CIM model

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-1800 Cisco




Now Available

Threat Detection Overview

Isovalent Runtime
Security

Isovalent provides deep, kernel level

runtime and network visibility into

any system where the eBPF-based

Tetragon agent is running on:
Kubernetes workloads, Linux
VMs, Windows VMs

This data supports Threat Detection — _[Piacessiiec forwiorkdpad

and Incident Investigation m:f;,.e i
WorkﬂOWS Vla Splunk daShboardS () ip-192-168-12-151.us-west-1.compute. i (} tomeat > & tomcat-fuses ) pastobin.com.
Late Process Executions |
Siiel] Hesrien: i it e s e
CloniElirer Soveies B T
Detecting new external DNS ipdut Loy St
names oo g

— 41 (1067186) c..
40 (1067182) cat

— 39 (1067180) env

The data Wi” be mapped to CIM s 8 (1967058) dirname /usr/local/tomcat/bin/catalina.sh
Endpoint mOdel s 7 (1067057) uname
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco
Live T-Shirt.

O
00

Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.

N
Level up and earn Complete your surveys
exclusive prizes! in the Cisco Live
Events app.
Y,
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Continue your education
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Visit the Cisco Stand for Book your one-on-one Attend the interactive Visit the On-Demand
related demos Meet the Expert education with Capture Library for more
meeting the Flag, and Walk-in sessions at
Labs www.Ciscolive.com/
on-demand
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http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand

Thank you C1SCO Live !
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