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Cisco Webex App

Questions?

Use Cisco Webex App to chat
with the speaker after the session

How

0 Find this session in the Cisco Live Mobile App

e Click “Join the Discussion”

e Install the Webex App or go directly to the Webex space

Q Enter messages/questions in the Webex space

Webex spaces will be moderated by the speaker until 14 November 2025.
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< Catalyst 9000 Series Switching Family - ...

session will talk about the component at the
heart of these switches which is the ASIC. It
will also cover common attributes,
technologies, and features in the Catalyst
9000 Switches.
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ABSTRACT ==

i For Your
Reference

* Modern Auth and SSO explained for Network Engineers

« AAA: Authentication, Authorization & Accounting does not mean “RADIUS”.

Those of us in Network Security are usually familiar with 802.1X and authenticating to networks for wireless, wired, and
even VPN. AAA is a principle, not a product.

The concepts are universal and still apply when you hear the “new” authentication protocol types like: OAuth, SAML,
OIDC, FIDO, etc. This session will focus on explaining modern web-based authentication protocols & teaching about
them in a way that compares & contrasts them to network security authentication methods. In other words: come learn
about the latest in authentication protocols and how to understand them with your networking background. If you know
all about SAML & OAuth already, but don’t understand 802.1X or EAP - this session is also for you!

« Aaron Woland, an expert leader from Cisco's Duo Security business, will entertain you while educating you on this
important and growing area of security.

N
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Cisco role:

What do | do:

Experience:

Fun fact 1:

Fun fact 2:

BRKSEC-2162

Unofficial title:

Distinguished Engineer, Identity Security
“Cisco History Professor”
Focus on New Stuff

Old enough to wonder how | have been
doing this for >30 years

Father of 5 daughters

Oldest works for Cisco now! Youngest is 4!
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Disclaimer: “All Comments are my
own, and are not representative of
Cisco...

Any correlation to real live persons or
situations was completely
unintentional...

Blah Blah Blah...”

CCCCC



Please fill out the Survey

RER WS

If there is anything we can improve, please let us know!
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Cisco ldentity Intelligence:
What & why is it?

CISCO Live !
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Identity Threat Detection & Response

© 2025 Cisco an
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...a security discipline that encompasses threat
intelligence, best practices, a knowledge base,
tools, and processes to protect identity systems. It
works by implementing detection mechanisms,
Investigating suspicious posture changes and
activities, and responding to attacks to restore the
integrity of the identity infrastructure...

Gartner
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Top MITRE ATT&CK techniques Jp

Techniques Volume of attacks using technique & associated tactics

T1574, Hijack Execution Flow
I T1078, Valid Accounts

T1055, Process Injection

| T1555, Credentials from Password Stores I

T1068, Exploitation for Privilege Escalation

T1222, File and Directory Permissions Modification

Volume of attacks (2056, mput aptare |
usin g tec h ni q ue an d T1546, Event Triggered Execution
associated taCtiCS | T1558, Steal or Forge Kerberos Tickets I

T1496, Resource Hijacking

T1059, Command and Scripting Interpreter

T1564, Hide Artifacts
T1102, Web Service
T1480, Execution Guardrails

T1021, Remote Services
T1135, Network Share Discovery

T1124, System Time Discovery

T1057, Process Discovery
T1113, Screen Capture

T1072, Software Deployment Tools

TACTIC KEY
m! Collection ® Defense evasion ® Impact Persistence
Command and control » Discovery Initial access #& Privilege escalation
Source: Cisco Secure % Credential access & Execution b Lateral movement

Endeint ]
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ldentity has become
the attack surface
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Identity has
become the
attack surface
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Strong MFA is Critical!

Software > Security

Post-heist reports reveal the
password for the Louvre's video
surveillance was ‘Louvre, and

suddenly the dumpster-tier opsec
of videogame NPCs seems a lot

less absurd

m By Lincoln Carpenter published 18 hours ago

s leaving the safe combination on a post-it note that much worse?

CCCCC



6 0 of breaches
leveraged identity

as a key component

percent

Cisco Talos Incident Response | Year in Review 2024
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Breaches Occur: Fatigue with MFA “Nag”

Real Story

Bypassed ’ | Credit: Wizer Security
‘ https://www.wizer-training.com
My MFA

By Annoying Me!



https://www.wizer-training.com/
https://www.wizer-training.com/
https://www.wizer-training.com/

You cannot detect
what you cannot see!

CCCCC
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Chronicle / Google
Logs & Detections

Okta Logs &
Detections

MSFT ITDR....
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Logs & Detections

Okta Logs &
Detections

MSFT ITDR....

A

How does this ITDR system
learn about the Okta & Google
J Authentications?

BRKSEC-2162
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“But | send all of this
to my SIEM...”

.
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Apps IDP’s
Cll aggregates the
authentication events from
all the IDPs to provide a
Google Google holistic view and analysis.
@ / Workspace Workspace
0
Employee 1 \ T
N Ny I Cisco
workday. /,,\\\ Okta |dentity Intelligence
O / ’%
L
Employee 2 (\, ==
Entra ID \l:
SIEM / XDR

-
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Now Cisco ldentity Intelligence

N
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( Cross-Platform Insights )

HRIS

On-prem
Factors
Users

Apps

Relatlonshlps

IDENTITY GRAPH

‘ ‘ . ACCESSED .

(" okta ) o)
CO NNECTED
Location -
L)
Machines Services Platforms
s
CONTROLLED .
Devices

Browsers
. Workloads
]

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2162 CcIsco




Powerful insights for visibility, posture, detection and

response

o Data sources —
\

Static data

NV

Factors, Auth
Events,
Change Logs

Event
streaming

Users, Groups,
Apps, Devices,

NV

© 2025 Cisco and/or its affiliates. All rights reserved.

MFA-less, dormant,
over-privileged accounts

Unified view of all users
and devices

Tactics, Techniques
& Procedure detection,
admins monitoring

BRKSEC-2162

o Take action —
~

N
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Integrations are “Life’s blood” for CI| O],

|ldentity Intelligence is not an inline product
» All CII’s information comes from integrations

 Cll integrates with Identity Providers, HRIS Systems and Applications

Building the meta-directory of Users, Groups and Directory Structures

 Uses APIs and Events

Identifying Who is accessing What, from where and with which devices:

 Authentication logs which can come across API syncs, or (preferably) streaming events

Notifying users, administrators and investigators

 Cll integrates to send notices to email, collaboration tools, and SIEMs

Some integrations are multi-purpose:
« Slack is an IDP & a Notification System

» Entra ID is required before you can add MS Teams as an integration source

N
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2162 CcIsco



Integrations are the life’s blood of CII

Al . s ;
dueh Identity Intelligence Search o ity clamo it

Identity Providers Integrations Request Integration c

Providers

Cll integrates w/ many key Name 3 - Last Collectsa UTC) Last Updeted (TC)
(cloud-based) ID sources already.
These integrations are complex in
nature.

# Loxx-Okta o Succes 15 records Apr 12, 2024 14:26:53 Apr 2, 2024 16:13:08

> secDemo-EntralD ¥ Success 11297 records Apr 12, 2024 14:27:55 Apr 2, 2024 13:08:22

Traffic detected

~ Success 4 records Apr 12, 2024 14:26:52 Apr 3, 2024 00:57:00

.." Slack - SecurityDemo.Net -
raffic detected

IM & Notification
Operational alerts and failed

G toxxav v Success 5 records Apr 12,2024 14:56:54 Apr 3, 2024 00:42:05

Traffic detected

Instant Messaging

checks send to these integration

targets. i SecurtyDem Nt

Support of webhook destinations

offers a standard interface for preroten
integ rating C” to other Systems. & Aaron XDR Listener Listener configured in XDR for webhooks Check failures Apr 12, 2024 18:40:15

@ SecurityDemoNet-Oort-Messages Check failures Apr 12, 2024 18:40:19

Last Updated (UTC) 1

API Clients -|" Securitydemn Slack Check failures, Data collection Apr 12, 2024 18:40:23
2 =
These are the client

credentials for the public GraphQL e e Sp——

API to query CII for information

<* Robins Toy Box API Client + Enabled XKwiBq2wErXx5ZqWSIilbCvWX41ZFX9 Mar 28, 2024 20:50:52

«;* Aaron - API for XDR Dashboards ~ Enabled LHMtfeBUubrQV.J175zp3TOnNsYAlyfSe Mar 28, 2024 20:45:19

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2162




Data collection methods

* [dentity Intelligence utilizes native REST APIs of all supported sources

 Full inventory sync = an API call to the source which results in the download of the full user
database of this source. Such calls are executed on the initial sync and later over long
enough intervals to avoid exhausting the APl subsystem of the source.

» Delta sync - when possible, uses API calls that return only changed information. Timestamps
like 'last updated' are used to identify what has been changed after the last full or delta sync.

« Streaming - the most desired way of getting data! May use AWS EventBridge, or Azure
Event Hub & the providers will send all notifications to Cll in near-real-time based on the
events we are subscribed to.

« Streaming is always preferred. API’s have rate limits and throttles.

N
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Wait... Why not just
use the IDP?

.
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Wait... Why not just use the IDP?

» Okta, Microsoft - they all claim to provide ID security!

» But they can only detect what they see!

* Most organizations have multiple IDPs, correlation is very difficult

 Cll brings together the info!

 All factors together in one analytical system

» Greatly reduces the noise from the IDPs

© 2025 Ci

Reducing false-positives
Proactive & Reactive Security

Work closely with Okta, MSFT & Duo
to develop features together

sco and/or its affiliates. All rights reserved.

BRKSEC-2162

“Cll gets great insights from Entra, and
| cannot believe how bad Entra is at
using their own alerts”

- Fortune 100 Manufacturing Co

N
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"l cannot believe how quickly we
were able to find out about this
attempted login from this unusual
location”

Large MSP Business

Was a passed login w/ a failed MFA from Puerto Rico - related to someone whose
account was breached, and they spent countless hours hunting that same thing in MSFT's portal.

'
CCCCC



Rapid GTM motion with

their MSSP customer
base... Strengthen your Identity

Security with ConRes

Conzes

With B0% of security breaches involving
identity vulnerabilities, thre
ft and session hijacking have be

s Employee
Increasingly commeaon. i aintainir d

identity security is a critical part of operating in

a complex business landscape, but the nature -
of security has changed. Remote and hybrid workday.
Ap pS work has challenged the traditional attack . o ek
surface, so organizations must make a shift. ’ Go gle
Workspace Workspace
ConRes ldentity Intelligence offers a ; Google Workspace saoge Workspace

PASSWORDLESS
STRONG MFA

Employee i) salesforce

sophisticated solution that integrates with
existing identity infrastructure to bolster
Entra ID SaaS nss platforms.

Mz,
e okta  workday.
ohE Wokey Key Features of Identity Intelligence

2 D] = -
/ N {rﬂﬂa l':i;é;'l\l

Comprehensive Analytics Advanced Threat Detection Rapid Response Integration

and Monitoring i
Utilizes sophisticated detection Seamlessly integrates with
~
= s actionable insights and capabilities to monitor and alert ‘
What if a bad IDP may have
actor steals an no visibility

o n to p = security strategies like MFA fatigu icks and you already have, like

s from reactive sSecur IJ leams about threats

Adversary-in-the-Middle (AiTM) Slack, and Microsoft

N
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01 What is Cisco Identity Intelligence
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 Proactive Security
e N

ldentity Security Posture
Management (ISPM)




Identity Posture Score & Trend

» Your organization is given a posture score

* It is compared to similar organizations, and the posture trend is tracked: in order to “nudge” you to

improve

Identity Posture Score ®

67
Neutral

Your posture score falls within the
top 20th percentile for similarly
sized organizations.

© 2025 Cisco and/or its affiliates. All rights reserved.

Last Update: May 19, 2025

Take actions to improve your posture

Recommended Actions Failing Users

Connect HRIS system data

Require priority accounts to configure and
utilize any MFA factor

Remove factors from users who shouldn't
share or link users who share with their
own accounts

Require priority accounts to set up a
stronger MFA factor on their account

Require users to configure and utilize any
MFA factor

View all

Severity

Critical

Critical

Critical

Moderate

BRKSEC-2162

Identity Posture Trend 30d  Apr 19, 2025 11:01 - May 19, 2025 11:01 ...  ~

100

75

50

25

Apr 20 Thu 24 Mon 28 Fri 02 Tue 06 Sat 10 ELRES May 18

N
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Identity Posture

Take actions to improve your posture X
Recommended Actions Failing Users Severity
» The overall level for your organization Connect HRIS system data Configure -
° C 11 C ” - g Require priority accounts to configure and utilize any MFA 11 Critical
Provides a | guide” to prioritize the cleanup of o
your ID environment & policies _ .
Remove factors from users who shouldn't share or link 23 Critical

users who share with their own accounts

» Can use the trend to ensure your organization is
gOing in the rlght direCtion Require priority accounts to configure and actively utilize 1 Critical

stronger MFA factors

Require priority accounts to set up a stronger MFA factor 1 Critical
on their account

Require users to configure and utilize any MFA factor 39 Moderate
Require users to set up a stronger MFA factor on their 0 Moderate
account

Revoke access to applications users are not utilizing 1 Moderate
Update missing user types in your IDP 1 Moderate
Delete accounts that have never successfully signed in 10315 Low
Review and adjust Okta authentication policy settings View check Low
Clean up inactive external users 11 Low
Clean up inactive internal users 151 Low

]
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Priority Accounts w/o MFA

 Start with the low hanging fruit

« These are admin accounts or other
similar that do not have MFA in one or
more IDPs

* Determined by Failing the No MFA
Configured Check AND
(isAdmin:true OR
isSpecialAccount:true)

© 2025 Cisco and/or its affiliates. All rights reserved.

a Q. Failing checks:No MFA Configured & X NOT Status:(3 conditions) () X AND (isA...

15 users found

User

Aaron Woland [£
0 loxx@loxx.tv

Assets Admin £
0 assets@loxx.tv

Chris Van der Made [
0 cvdm@loxx.tv

Darin Smith (£
0 darin@securitydemo.net

Employee One [
0 employeel @loxx.tv

Hanna Jabbour (£
0 hanjabbo@securitydemo.net

Jeff Groesbeck [£
0 jgroesbeck@loxx.tv

John Poole (johpoole) [4
@ johpoole@cisco.com

BRKSEC-2162

Dashboard > No MFA Configured - Priority Accounts

Checks ™

#IPs ™

# Logins T

N/A

N/A

N/A

N/A

N/A

N/A

N/A

Last Seen (UTC)

11 Days Ago
May 9, 2025 19:35:21

A Year Ago
Mar 27, 2024 14:24:12

A Year Ago
Feb 21, 2024 14:52:24

7 Months Ago
Oct 22, 2024 14:44:22

5 Months Ago
Dec 13, 2024 20:14:45

A Year Ago
Jan 25, 2024 11:55:45

8 Months Ago
Sep 10, 2024 18:38:36

A Year Ago
Jun 25, 2024 17:40:15

<> Advanced X @ ¥

MFA

Providers Status
(C) Active

G Inactive
(C) Inactive
4 Inactive
(€ Inactive
é Inactive
(C) Inactive
F 3 Inactive

<

Il Columns

Tags ™

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

c

]
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Introducing.......
“Checks”

N
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What are Checks?

= Q  Search by title or description Request check @ Run checks now

 Analytics, detections, rules... like e

Q Filter values...

“Signatures” in an IDS ® o » All Checks Last run: May 20, 2025 1¢

Google
S Workspace 20 Check # Failing # Excluded Report Channels
Microsoft Entra
 When th llected data match
en the coliecte ala maitches a 4o ©
Never Logged In (4 — No change since last w...
h k Th h . . $ Okta 47 1% e 99 @ 10203 9 o 0 + Add
e Critical ) End Users - Compliance, Identity Pos... ... Increase since la...
check... That check is recorded as failed. o osoM
5t Slack 3
Applications with Expired Secrets [£
P — Al 72) PP P & N/A N/A + Add
mpliance o Low | Identity Providers - Identity Posture Insig. ..
Full 47
© Partial 17 Inactive Users (4 decrease since last ...
98% 147 ) : 0 + Add
o Moderate ) End Users - Compliance, Identity P... »~7 21.... increase since last ...
- Severity All
o Critical 23
User Has Directly Assigned Appli... 5 — No change since last week
Low 15 99% Yy Assigned App 60 ) 0 + Add
o Low ) End Users - Compliance, Identity Postur. .. — No change since last month
© Moderate 26
~ Topic All No MFA Configured & decrease since last w...
99% gured 3 . aw 0 o 0 + Add
Compliance 32 « Critical ) End Users - Compliance, Identity Pos... 52.... increase since last ...
Devices 2
Identity Posture Insight 28 . User Password Expiration Failure (£ 2 — No change since last week 0 e
Identity Threat Insight 34 o Moderate ) End Users - Identity Posture Insight — No change since last month
Non-Human Accounts 8
Users Sharing Authenticators £ — No change since last week
~ Frameworks All 99% 9 19 X ) 0 + Add
« Critical ) End Users - Compliance, Identity Pos... 7 20.... increase since last ...
-~ Scopes Al
End Users 61 g9, ) Inactive Guest Users [ea] - decrease since last ... . + Add
ety Pt 3 « Critical ) End Users - Compliance, Identity Pos... decrease since last m...
No Strong MFA Configured (£ — No change since last week
99% ) ) 0 + Add
« Moderate ) End Users - Compliance, Identity P... ~” 158.... increase since last m...

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2162 l.clllslélc;.



Compatibility

Not all checks are
compatible with all
providers / sources.

You can filter the list of
checks based on the |dP
source

Topics

Broken into categories
and are very filterable.

A single check may
belong to multiple Topics

Frameworks

« Compatibility All

Q Filter values...

Checks are classified into
their applicable risk
frameworks - such as
CIS, NIST, MITRE
ATT&CK TTPs, etc.

© 2025 Cisco and/or its affiliates. All rights reserved.

& Duw 31
Google

20

G Workspace
é Microsoft Entra 46

ID
$% Okta 47
sam  SCIM 1
N o~ o
-~ Compliance All
Full 47
® Partial 17
~ Severity All
o Critical 23
Low 15
2.Moderate 26
~

~ Topic All
Compliance 32
Devices 2

Identity Posture Insight 28
Identity Threat Insight 34

Non-Human A
All I

~ Frameworks

~ Scopes All
End Users 61
Identity Providers 3

Q  Search by title or description

All Checks

Check

98%

99%

999%

999%

99%

999%

Never Logged In (5
» Critical ) End Users - Compliance, Identity Pos...

Applications with Expired Secrets [Z

o Low ) Identity Providers - Identity Posture Insig. ..

Inactive Users [
« Moderate ) End Users - Compliance, Identity P...

User Has Directly Assigned Appli... &

e Low ) End Users - Compliance, Identity Postur...

No MFA Configured [

« Critical ) End Users - Compliance, Identj

Users Sharing Authenticators [
» Critical ) End Users - Compliance, Identity Pos...

Inactive Guest Users [
« Critical | End Users - Compliance, Identity Pos...

No Strong MFA Configured (£
« Moderate ) End Users - Compliance, Identity P...

BRKSEC-2162

# Failing

— No change since last w...

102
e 7 16... increase since la...
N/A
decrease since last ...

147 ) .

»7 21.... increase since last ...

—
60

A 152,

I

No change since last week

— No change since last month
19 — No change since last week

A7 20.... increase since last ...
7 decrease since last w...

decrease since last m...

— No change since last week

»7 158.... increase since last m...

decrease since last w...
increase since last ...

CI553 3

CIS5.4 6
CIS5.5 1
Request check | (& Ru Clss.6 4
CIS6.3 4
CiS 6.4 4
Las
CIS 6.5 4
# Excluded Report Channg Cis 854 1
Cis 862 1
° * Add Cis 881 1
CMMC AC.2.010 2
N/A + Add CMMC |A.3.083 2
CMMC |A.3.084 2
CMMC SC.3.187 5
Add Iso 27001 A 1241 1
Iso 27001 A 923 1
Y + Add Mitre ATT&CK T1078 5
Mitre ATT&CK 3
T1078.004
Mitre ATT&CK ;
0 + Add T1087.004
Mitre ATT&CK z
T1098.002
Mitre ATT&CK
+ Add
° T1098.003 2
Mitre ATT&CK )
0 + Add
0 + Add
0 + Add
]
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ﬂ/
But my user does have MFA

configured. Look! You can see that
Duo MFA exists

- Many Customers

CCCCC



No MFA Configured Details

Are you that
« Can be a little confusing because Cll is .
reporting on the entire IDP Landscape. Stro ng M FA IS

 The user exists in One or more |DPs where

there is no MFA configured CO nfi g u red

* Or no MFA seen in the authentication logs

?

N
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2162 cisco



0
Employee 1

L
Employee 2

L

\_

Apps 1st Factor 1st Factor
Goodgl Googl Not
Dode Dode Conficg);ured

N\

workday.

0O

/ Workspace Workspace

% okta (- BUIS

/Il\\‘

Entra ID

MS
Authenticator

© 2025 Cisco and/or its affiliates. All rights reserved.
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We see

Environments
Like This

All the Time

N
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Lack of MFA was one
of the top security
weaknesses in Q3

© 2025 Cisco and/or its affiliates. All rights reserved.

Misconfigured, lack of MFA, and MFAbypass |
Misconfigured, lack of EDR [
Vulnerable / public-facing applications _
Poor password policies / configurations _

Misconfigured, lack of network security solutions _

CISCO

N
BRKSEC-2162 cisco
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Click on user
failing the “No
MFA Configured”
check.

O I

Details are
shown from the
right-side & you
can see which
IDP(s) are
applicable

© O

05

© 2025 Cisco and/or its affiliates. All rights reserved.

Identity Intelligence

N Automated notifications for this check are not configured.

No MFA Configured (Last reported: Less than 1 day ago) X
D secops1@loxx.tv

Please configure notifications if you wish to receive automated reports about users failing this checi Enforce and enable MFA at the failing source whenever possible. Even if the failing source is not considered

23 failing users

User

First Reported (UTC) ™

May 9, 2025 15:22:50

May 9, 2025 15:22:14

May 9, 2025 15:22:14

May 10, 2025 19:04:37

May 10, 2025 19:04:37

10, 2025 19:04:37

May 9, 2025 15:22:14

May 9, 2025 15:22:14

May 9, 2025 15:22:14

May 10, 2025 19:04:37

May 27, 2025 19:07:45

May 27, 2025 19:07:06

the primary IdP or MFA provider, it is important to have some form of MFA configured on all of a user's
available sources because misconfigurations can unintentionally allow a user to sign-in to a resource through
a different identity source where MFA is not configured, making the account susceptible to compromise.

If needed, adjust the grace period in the Custom Check Settings to align with your organization's account

™ creation/onboarding process to increase the accuracy and actionability of the check results.

There may be accounts that have mitigating controls or a valid reason to be exempt from MFA. We
recommend categorizing these accounts in an external system for easy detection and temporary excluding
them from this check to resolve the failure. Use temporary exclusions to periodically resurface these accounts
so their exemption status can be re-assessed and updated as needed.

Ne

N{ Providers failing check  gsuyite ]

User Trust Level UNKNOWN
May 27, 2025 19:07:06 Nc
May 27, 2025 19:07:06 Nc
May 27, 2025 19:07:06 Nc
May 2 = T .
Providers failing check gsyite
May 2

May 27, 2025 19:07:06

May 27, 2025 19:07:06

May 27, 2025 19:07:06
BRKSEC-2162

Ne

Ne

Ne o Give feedback

Cisco



Now, you can act!
Go into that IDP and
configure MFA
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Leverage the MFA Dashboard to Keep Up

Overall MFA Hygiene

Use these to point out users
without MFA configured, users
who never logged in, etc.

Ensure you are using strong
factors, like AAL3. Drill down
into the lower assurance levels
first.

© 2025 Cisco and/or its affiliates. All rights reserved.
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Identity Intelligence

Get Started  Overview

Prioiity ®

-

Accounts

11

Priority accounts with
no MFA

0

Priority accounts using
weak MFA to sign in

Factor Usage by NIST Assurance Levels

Over 30 days

ISA Reports

MFA Hygiene

23

No MFA Configured
Vv 17.44% (7 days)
+ 14.02% (30 days)

10,291

Never logged in accounts with no

MFA configured

32

Total Usage

'

4

Active accounts with no MFA

configured

0

Weak MFA Was Used To
Successfully Sign In

Low Assurance - 14

Unknown Assurance - 6

Medium Assurance - 10

High Assurance - 2

BRKSEC-2162

Q, search

18

Inactive accounts with no MFA
configured

5

No Strong MFA Configured
1 31.87% (30 days)

Okta Password
Duo SMS

Duo Duo Mobile
Duo Push

Duo Phone

Microsoft Entra ID Password

Duo PWL Platform Authenticator

Microsoft Entra ID Push

Microsoft Enira ID Phone

MFA Factors: In-Use vs. Unused

NN

Aaron Woland
@ ‘ security-demo-duo
<
MFA Threats

o

Accounts with no

MFA under

password attack

O

0

Telecom MFA
Limit Reached

0

MFA Flood Weak MFA
Manually
Activated and
Utilized
In-use vs. unused (default) -
102 105
BI1 81
7;) 79
'.Irs 79
69 : 69
40 : 51
30 3
28
25

[ Give feedback _
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“l am certain that we
removed all SMS &
are only using AAL3
factors now”

- Anonymous CISO that Cll proved wrong

CCCCC



“We only use strong Authentication Factors!”

MFA Dashboard shows alli
the methods that are

used.

© 2025 Cisco and/or its affiliates. All rights reserved.

MFA Factors: In-Use vs. Unused

In-use vs. unused (default) v
Okta Password ;g : 102 105
Duo SMS 81 81
Duo Duo Mobile I 7‘9 79
Duo Push Ia 75 79
Duo Phone I 69 69
Microsoft Entra ID Password Im 40 51
Duo PWL Platform Authenticator I 30 35
Microsoft Entra ID Push I 28
Microsoft Entra ID Phone [ 25 25
Microsoft Entra ID SMS I 25 25
Duo PWL Roaming Authenticators I 19 19
Okta OTP | 19 19
Okta SMS I 18 18
Okta Voice I 18 18
Microsoft Entra ID OATH Token Ig 1 14
Duo MFA Roaming Authenticator I 9 9
Okta Security Questions Is 6
Microsoft Entra ID E-Mail |5 5
Claims Idp |5 5
Duo MFA Platform Authenticator |134
Okta Web Auth |4 4
Microsoft Entra ID Mobile App Notification |€3
Microsoft Entra ID Windows Hello For Busin... |22
Fido Web Auth 3>
Duo Bypass Code 4
Duo U 2 Ftoken |1
Duo Yk ! 1
i T T T T T
0 20 40 60 80 100

M High Assurance Factor, In-Use
I Low Assurance Factor, In-Use
I Medium Assurance Factor, In-Use

I Unknown Assurance Factor, In-Use

BRKSEC-2162

High Assurance Factor, Unused
Low Assurance Factor, Unused
Medium Assurance Factor, Unused

Unknown Assurance Factor, Unused

120

N
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How is our Passwordless Rollout Going?

Passwordless Any passwordless factor ~ 6M Dec,2024-... ~
Enroliment
200 195
150 =
112 114
. R 109 . 110 . . 188
€ —— 14 __ 103 __ 9% __ 8 E
— T T U
Dec, 2024 Jan, 2025 Feb, 2025 Mar, 2025 Apr, 2025 May, 2025
B Any Passwordless Factor Unenrolled Users
Passwordless Adoption 6M  Dec, 2024 - May, 2025 .

monitor the progression
towards passwordless! - T

80% — — — — — — —

70%
60%
50%

40%

30% —
o,
= 36.84%
10% 25.21% |
0%

Dec, 2024 Jan, 2025 Feb, 2025 Mar, 2025 Apr, 2025 May, 2025

M Passwordless Auths Non-Passwordless Auths

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2162 CcIsco
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01 What is Cisco Identity Intelligence
02 Identity Security Posture

03 Monitoring Auth Factor Progression
04 Threat Detection & Response

05 User Trust Levels

06 Identity Security Assessments

07 Putting the “R” in ITDR

08 Call to Action
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Prevention is not enough!

I

Endpoint | Network

Endpoint Detection & Response
Network Detection & Response
Cloud Native Detection & Response
ldentity Threat Detection & Response

CCCCC



TN |dentity attacks
S dominated the threat
M A FATIGUE landscape in 2024
7o Identity was a common through line in
2024 across much of the data we looked at

¢ o for this report. From initial access vectors
{ H‘J (] to operational techniques further down the
attack chain, threat actors relied heavily
on identity-based attacks to power their
operations. Adversaries are increasingly
opting to compromise networks and
accounts by simply logging in, rather
than using more complex methods like
exploiting vulnerabilities or deploying
malware.

N
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Attackers expect you to have MFA

Brute-force or Stolen session
password spray MFA bypass cookies

Physical access Fallback to less Deepfake social
to device secure MFA method engineering at help desk

N
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2162 cisco



Session Hijacking
Example

.
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Actual login page

Hacker controlled proxy

Fake login page that looks
normal




Session Hijacks are on the rise

« Can be accomplished with attacker-in-the-middle
* Including malware that is installed on the endpoint
* The bad-actor collects the session data from the victim
« Uses the same session keys (Auth, or even Re-Auth tokens)
» These can be signed to last for hours, days, weeks or even longer!
« The way “Modern Auth” (aka: WebAuth with SAML or OAuth/OIDC) works

« The authenticating app (service provider) checks the validity of the bearer-token being
signed by a trusted IdP w/ a valid lifetime > then issues the session cookie

 The SP doesn’t check back with the IdP until the session expires!

alfbal ]l
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2162 CcIsco



Session Hijacking Example

r!-; e

Employee1 Evil Ginx

Phishing Email

* Employee1 Follows the Link to Office Login

N

Sent
Session Token:
{"path":"/","domain":"login.microsoftonline.com",
"expirationDate":1743478460,"value":”<SNIP>"}

| Bad guy uses session cookie to access
Office - bypassing MFA protections "

I
|
|
|
|
|
\I

:/ Employee1 Presented w/ Realistic Looking MSFT Login’.
' Employee1 logs into "Office” ., Ginx sits in the middle - seeing everything_|
I ‘1 1
: username Eemployee1@securitydemo.net : MFA
| ESZrS—V;me fﬂ)é)il)l(l)a(;g(z)o((\;(v)l(rﬁjows NT 10.0 [ SNIP ] | Requwed
: remote ip  : 128.xx.XX.XX :
JoX < l MFA push sent to Employee1 s
{5 !_MFA Provided | ol scsion
> : Session tokeras Cookie
:
[
I
I
I
[
I

N
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What the Bad Actor sees

Lure them in

Usually starts with a phishing
attack (still #1 vector)

User follows the link & sees

what looks exactly like the
normal Microsoft Login flow

Bad Guy sees everything

The bad guy is able to capture
the username, password (most
times) & more importantly the
Session Info, including the
cookie

© 2025 Cisco and/or its affiliates. All rights reserved.

onelogin isak visible
outlook 1 visible
paypal visible
protonmail isat visible
reddit lisabl visible
tiktok isabl visible
twitter l visible
twitter-mobile sabl visible
wordpress.org sat visible
¢ lures
id phishlet hostname path redirector redirect_url paused og

%] 0365 /spRagIiF o
[@3:@9:25] [war] [0365] request to hidden phishlet: https://login.securitydemo.net/spRqqIiF (Mozilla/5.@ (Windows NT 10.9; Win64; x64; rv:124.@) Gecko/20100101 Firefox/124.@) [128.107.78.71]

: phishlets unhide 0365
[03:@9:49] [inf] phishlet "0365' is now reachable and visible from the outside

[03:10:03] [-] [@] [0365] new visitor has arrived: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:124.0) Gecko/20100101 Firefox/124.@ (128.107.78.71)
©03:10:@3] [inf] [@] ding URL: https://login.securitydemo.net/spRqqIliF

ecuritydemo.net]

ecuritydemo.net]

1 (@] [employ
1 [0]

] [@]
[03:10:58] 1 [@] all authorization tokens intercepted!

: phishlets hide 0365
[03:11:49] [inf] phishlet '0365' is now hidden and all requests to it will be redirected

[@3:11:57] [war] [0365] request to hidden phishlet: https://www.securitydemo.net/ (Mozilla/5.@ DelfiEEwww/613.0.0 EmbeddedBrowser (iPhone; CPU iPhone 0S 17_3_1 like Mac 0S X) AppleWebKit (KHTML, like Gecko) Mobile

DeviceUID: VendorUID: AppPkgID: ee.delfi.delfi) [146.190.197.169]

[03:12:@9] [war] [0365] request to hidden phishlet: https://www.securitydemo.net/ (Mozilla/5.@ DelfiEEwww/613.0.0 EmbeddedBrowser (iPhone; CPU iPhone 0S5 17_3_1 like Mac 0S X) AppleWebKit (KHTML, like Gecko) Mobile

DeviceUID: VendorUID: AppPkgID: ee.delfi.delfi) [15.161.55.89]

[03:12:15] [war] [0365] request to hidden phishlet: https://www.securitydemo.net/ (Mozilla/5.@ DelfiEEwww/613.0.0 EmbeddedBrowser (iPhone; CPU iPhone 0S 17_3_1 like Mac 0S X) AppleWebKit (KHTML, like Gecko) Mobile

DeviceUID: VendorUID: AppPkgID: ee.delfi.delfi) [206.189.247.132]

[03:12:23] [war] [0365] request to hidden phishlet: https://www.securitydemo.net/ (Mozilla/5.@ DelfiEEwww/613.0.0 EmbeddedBrowser (iPhone; CPU iPhone 0S 17_3_1 like Mac 0S X) AppleWebKit (KHTML, like Gecko) Mobile

DeviceUID: VendorUID: AppPkgID: ee.delfi.delfi) [18.170.98.205]

: sessions
id phishlet username password tokens remote ip time
1 0365 employeelfs. . ... Ciscol23 captured 128.107.78.71 2024-04-01 @3:10

BRKSEC-2162
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Paste the Cookies into a plugin

© 2025 Cisco and/or its affiliates. All rights reserved.

L Type here to search

I .

BRKSEC-2162

{ ,"domain”:"login.microsoftonline.com"”,"expirationDate
alue”:"0.ASOALuU! TIIX06A_PnNj8rqJ 1tEZUfGMrBla-
Ydk3ZSdsotAPU.AgABAAQAAADNfolhIpSnRYB Hgd8AgDs
yxw05Smlis_sHsKILb4rCT-va37tY91Vm6NyenIAM2IJuNImQp11U
AJ3qLTspDIo_uwjBw","name”:"ESTSAUTH", "httpOnly":true}]

stomize Chrome

A T Q)

848 PM =
3/31/2024 2

N
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Bam: Access as Employee1

© 2025 Cisco and/or its affiliates. All rights reserved.

=  Home

Favorites Inbox W

-on notificat

SharePoint Online
Folders

& Inbox

abrandel test user 1
| test 1

abrandel test user 1

Groups

BRKSEC-2162

Select an item to read

~ £ q9)

549 PM =
33172004 Y2
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Technical Nuggets

« With event-streaming, this gets detected much faster than Graph API sync
* These signals from Entra fall into what are called “real-time checks”
* Really -real-time ©

« Without event streaming it can take over 24 hours to detect this, if at all

- Entra will label these as “Medium” criticality events, even though it was a
successful attack

» Okta & Duo share the session info in their logs & makes it easier to detect

* As of May 2025, Microsoft Entra’s IDP also maintains sessions and includes
them in logs

ol [N
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2162 CcIsco



...and CIl can detect these

Compromised Sessions

Not all checks are compatible
with all providers / sources.

You can filter the list of checks
based on the IdP source

© 2025 Cisco and/or its affiliates. All rights reserved.

"duehe Identity Intelligence

o Checks > Compromised Session

Compromised Session @@ Moderate

Details

[ ]
]

services as an authenticated user without needing credentials.

To identify such sessions, Identity Intelligence alerts on successful login from 2 or more IP-Device pairs for a single session ID.

Recommended Actions

Second, contact the end-user to verify the origin of the actions.

@ & ©

SO+

A Automated notifications for this check are not configured.

An adversary may steal web application or service session cookies and use them to gain access to web applications or Internet

First, make sure that 'Enforce device binding for creating sessions' parameter is Enabled.

Please configure notifications if you wish to receive automated reports about users failing this check.

1 failing user

User First Reported (UTC)

© 2025 Identity Intelligence

This environment reloads hourly

m B May 28, 2025 04:23:13

Last Reported (UTC)

May 28, 2025 04:33:02

BRKSEC-2162

Last Report Update

May 28, 2025 04:33:14 UTC
Topics

Identity Threat Insight
Frameworks

Mitre ATT&CK T1539, Mitre ATT&CK
T1185, Mitre ATT&CK T1563

Compatibility Last data collection
$% Okta 4 Microsoft Entra ID

Tags
+ Add tag
Additional Resources N
: atir
Ste Nique
T1
+3 more
A% Viewusers ¥ Download List
Admin Notified
Not notified < eee

Q Search

Check Settings

# Custom Detection Settings
1 Notification Settings

Failing Users

1 No change (7 days)
No change (30 days)

0.4% of Users failing

Failing Users Per Integration

2% Demo Okta - 1
100.00% of Failing Users

Failing Users Per Type

Internal - 1
100.00% of Failing Users

Excluded Users

0

Privacy Policy ~ Terms of Use

@ Q aawoland@cisco....

genie N
<
v
Unprotected users failing
Documentation Status SOC2 Report
]
Cisco



“But... Cll Takes
too Long to Detect”

- Rando person #3
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Threat Discovery Mode (TDM) - High

Technical Nugget

mim
Cisco

By default, Cll runs it’s checks once a day

» Time configurable in Tenant Settings

- But not the Frequency :
 Called “Threat Discovery Mode” (TDM) =
» Can be adjusted to once per hour "

- Threat Discovery Mode = High ©
* Pre-Requisites

* 1+ more integrations above Duo 2

o

« 1+ Notification Target (webhook) enabled

 Streaming must be enabled (Duo, Okta, Entra)

Identity Intelligence

Dashboard
Users
Applications
Devices
Checks
Integrations
Reports
System Logs

Tenant Access

Checks Timing

Checks run daily to find potential risk in your organization.

Adjust the time below to fit your company needs.

Checks rua

18:08 @

B save

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2162
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User Trust Levels




User Trust
Level

© 2025 Cisco and/or its affiliates. All rights reserved.

Who: Designed by Cross-Functional Team

|ldentity Intelligence, Duo, Talos, Secure Access,
XDR Threat D&R, and Security Group CTO office

What it Is:

A single value, determined by a user's posture,
behaviors, and events over time, for integrating
solutions to leverage.

What it’s Not:
Not a real-time measurement of risk,

BRKSEC-2162
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Approach

Favorable
Neutral
Questionable

Simplicity

« Distilling down to a single attribute of a
user that is shared via the APIs.

» Consuming products will be able to
expose this simple property in their policy
engines

» Each product does not need to concern
itself with the hundreds of checks and
values that went into the decision.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2162

Explainability

» Explainability is very important to instill
trust.

« How the score was calculated, and which
checks influenced the decision.

* Available in Cll User Interface

» Also available from the API

N
cisco



Use Cases

Authentication, Authorization & Access Threat Prioritization
decisions
 Leverage the Score as a condition of the * Help influence the overall severity of a threat.

security policy « If Trust Level = Questionable or below, Then

» Help limit access for untrustworthy users or at increase priority of incident (or similar)

least require additional assurance » Products: Cisco XDR, Splunk Enterprise

- Step-up authentication or require a managed Security, Secure Network Analytics
device, too

» Secure Access & Secure Connect, ISE, Firewall,
Meraki

N
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2162 CcIsco



Trust Level Nuggets

» User is assigned a trust level
based on activity.

* No activity = no level

« Explainability shows why a
user has the assigned level

© 2025 Cisco and/or its affiliates. All rights reserved.

Trust Level (O
Neutral

Users per Trust Level

Favorable - 2

Neutral 1

Questionable - 2
Untrusted - 1
]

Risky Users Distrlbution Over Time 30d  Jan 04, 2025 19:16 - Feb 03, 2025 1.

The level changed from Unknown to Neutral on Jan 30, 2025 23:58:24 UTC b

New priority account signed in

- Additional details

Failing Checks:

Access From Dormant Account

A 4 contributing events -

05 Jan 08 Jan 11 Jan 14 Jan 17 Jan 20 Jan 23 Jan 26 Jan 29 Jan Feb 25

Neutral @ Questionable @@ Untrusted

Date (UTC) Source Event

Jan 30, 2025 17:50:42 - authentication
Jan 30, 2025 17:50:12 . authentication
Jan 30, 2025 17:49:39 - enrollment

Jan 30, 2025 17:49:10 - enrollment

Result
Success View event details
Success View event details
Success View event details
Success View event details

BRKSEC-2162
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Users in Secure Access are flagged when risky

The users that have been

synced to Secure Access from

the Directory - now have

context related to their threats

discovered by CII
Screenshot from Early Trial.

Final screens may be slightly
different.

© 2025 Cisco and/or its affiliates. All rights reserved.

el Secure Access
ers, Group
1 ameee tt

Users 254

&
Users

Connect

Manage your organization’s users and their dev

s, and Endpoint Devices

pits 6 Endpoint Devi

At any time, you can disconnect or unenroll a user’s device. Help 7

Name

aalto.h 1
aalto.helmig 2
aalto.sekine 3
adamchick.thome 4
alice 5
altgilbers.yagi 6
amodio.plater 7
amodio.tall 8
anil.hauwa 9

ansah.rottenberg 10

aalto.helmig@simubiz.com
aalto.sekir simubiz.com
adamc

alice@simubiz.com
altgilbers.ya simubiz.com
mubiz.com

amodio.plater

amodio.tall@simubiz.c

ansah.rottenberg@simubiz.com

BRKSEC-2162

s connections and enrollmen

10 + results

add users, go to Configuration

Source

azure

azure

zure

azure

azure

azure

azure

azure

azure

Directory

CIIINT AZURE
CIIINT AZURE
CIl INT AZURE
CIIINT AZURE
CII INT AZURE
CIIINT AZURE
CIl INT AZURE
CIIINT AZURE
CII INT AZURE

CILINT AZURE

gement > Integrate directories

Trust Level @

Trusted
Neutral
Neutral
Unknown
Unknown
Unknown
Trusted
Trusted
Trusted

Neutral

Connected(VP}

® Q ocopalChennupati v

User Details

General

Name aalto.helmig 2
Email aalto.helmig@simubiz.com

Identity Provider /azure-ad/scimv2

Devices and Connectivity

Trust Level Neutral

Jan 14 2025 11:05:
uTtc

Last updated

Neutral

SpecialAccount
PasswordRecently

WeakMfaUsed

1. k-mfa-usec

* RiskFromAzure
1.1

Groups

Events

N
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Example Wireframe: Secure Access

Trust Levels

& C @ dashboard.s

Secure Access will
influence their access

0. Qg g User Trust Profile:
policies with the Trust _ i s
Levels of each user.

“dih Secure Access

Note: this is not the | oo

final design ‘

Profile name

tem-provided
) or pr .

Monitor
Trust level

© Trusted
© Neutral

© Untrusted

© 2025 Cisco and/or its affiliates. All rights reserved.

Assigned to

All private resources

Authentication controls

Single Sign On
Reauthenticate  Every 24hrs

Block

BRKSEC-2162

Usedin

0 rules

Security Controls

IPS: Connectivity Over Security

IPS: Security Over Connectivity ~ Geolocation: US only

For Your
Reference

Kit
y @ O | Q Business Corp, Inc  ~

Trusted

Authentication controls

Authentication Options

Single Sign On

IPS Profile

IPS Profiles

Connectivity Over Security

Geolocation

Cancel m

N
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Users in Secure Access are flagged when risky

User Trust Level Alert

Will send alert to configured
notification targets when a user
is assigned to:

« Questionable (configurable)
« Untrusted (default)

Send those alerts to
SIEM/SOAR/XDR or other
automation tool to take
action(s)

© 2025 Cisco and/or its affiliates. All rights reserved.

Checks > User Trust Level Alert

User Trust Level Alert @@  Critical

Details

Detects the riskiest users in your organization, based on their User Trust Level, that
should be prioritized for investigation. User Trust Levels evaluate the likelihood that a
given account's actions pose a risk to a system or organization, by combining multiple
data points - such as account metadata, behavioral patterns, device usage, location,
and historical activity - to assign a user's Trust Level.

The Trust Level allows you to quickly and easily identify these concerning accounts so
that you can investigate with urgency and remediate the situation as quickly as
possible, reducing the attack timeframe or possibly preventing an attacker from
successfully compromising a targeted account.

Recommended Actions

Prioritize the investigation of the user(s) and their associated risky events to confirm
that the account is not compromised. If the user is compromised, consider killing all
sessions, resetting the user's password and factors, and/or adding the user to a
quarantine group with limited access in your identity provider.

Last Report Update
May 28, 2025 04:33:14 UTC

Topics
Identity Threat Insight

Compatibility Last data collection
# Salesforce (5 Google Workspace
@ Duo & Autho 3 AWS
7 Workday (™ WebexCl &8 HRIS
& Microsoft Entra ID - £ Okta
st slack () GitHub

Cisco Identity Services Engine (ISE)
som SCIM 3% Snowflake % Jamf
Tags
+ Add tag

Additional Resources

1 User Trust Level

Check Settings

@ Custom Detection Settings

Notification Settings

Failing Users

No change (7 days)
No change (30 days)

1.2% of Users failing

Excluded Users

0

A Automated notifications for this check are not
Please configure notifications if you wish to recel

3 failing users

User First Repor}

ayo.ganin@simubiz.com & May 28, 2(

cramblit. mitra@simubiz.com @ May 28, 2(

Custom Detection Settings

Include Questionable Trust Level users

#) Restore default

B Save changes

BRKSEC-2162

Unprotected users
failing

0

]
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ISA Report Automation 2 e
. -~ I 53 — ]
 All the most important elements learned from identity experts and : -
their lessons learned — e .
T f;a
» Customizable
« All widgets removable, and reorderable - — -
- Any saved searches can be added to the report e —
- Each of the widgets allows for custom text to be added @ I
* Report is exportable as PDF =

N
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Contains many very valuable security touch points

User Status

10540

Total Users

Factor Usage by NIST Assurance Levels
Over 30 days

54

Total Usage

¥

© 2025 Cisco and/or its affiliates. All rights reserved.

@ Inactive - 10,476
Active - 63

@ Inconsistent - 1

Inactive Accounts

@ Low Assurance - 30
@ Unknown Assurance - 4

@ Medium Assurance - 20

1047

Inactive Accounts

BRKSEC-2162

2

Service accounts with interactive logins

Il

@ Internal - 10,403
Unclassified - 42

@ External - 25
Missing - 4

@ Service Account - 2

19

Account inconsistencies

i
Cisco
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The “R” In ITDR:
Response




Taking Action(s)

It is up to the customer to determine if direct * Remediations are source specific

remediation is right for the organization - Not all sources support the same

» Organizations have invested heavily in their remediation.
response flows with ticketing systems like
ServiceNow, or Automation Tools like XDR and
SOAR.

» Those organizations should

» Reset MFA is applicable to Okta & Duo only
(for example)

 Remediation Nuggets:

» Cll only allows one remediation action at a
time.

» The provider must be configured to allow the
actions (think “write” access)

N
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ontext Specific Remediation Menu

* Only shows the remediation actions applicable

for that user

» Only actions that are available for the
sources that user is found in

B Q. NOT Status:(3 conditions) X Aaron

2 users found

Checks 1 #IPs +

Aaron Woland (£
0 aawoland

Aaron Woland [F
0 aawoland@cisco.com

© 2025 Cisco and/or its affiliates. All rights reserved.

* Only active integrations

# Logins

Last Seen (UTC) +

A Day Ago

Last IP Address

Last Location

> aawoland

A Aaron tholand

In Overview  Activity Networks Devices Applicalions Groups =+ Actions

+ Open ticket
Users aawoland and several others have the same user name. Do you want to link them?

+a Link user

Summary
No checks run against this user. They are outside the configured protected population.
Ext

il

> aawoland@cisco.com

Aaronwc’land Overview  Activity Networks Devices Applications Gipups Checks ==+ Actions

+ Open ticket
sers aawoland@cisco.com and several others have the same user name. Do you want to link them?

Reset MFA

Log out user

Quarantine

Summary Attempted Logins Records per day
((J+ Send push verification

X , # Un
<> Advanced X 7 Refresh User Data

+& Link user
1l Columns

Providgrs Status +

» Inconsistent

N
BRKSEC-2162 cisco



Log Out User

* Clears all user sessions .

* Logs out the user across the IDPs that support the
function

« Remember how WebAuth protocols work:

» IDP signs token, session is issued based on valid
token

» Session has expiration time
« Until that time, session is VALID

* Apps do not check with IDP again during that valid
time

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2162

Applications Groups Checks 3 +++ Actions

Log out user

Are you sure you want clear user sessions for this
user

@ This action will clear all user sessions and log out the
user across all devices

Selected action applies to:

$% Loxx-Okta
G loxx.tv

> SecDemo-EntralD

<

N
cisco



Reset MFA example w/ Duo

Overview  Activity Networks Devices Applications Groups Checks 3 «+ Actions <

» Cll queries the Duo Admin API

Q Checks Reset Multi-Factor Authentication

» Learns all phones associated to user Methods

* Learns all hardware tokens for user 3 failing Are you sure you want to reset

doctor1 @securitydemo.net MFA's Methods

* CIll Disassociates the user from the all their o T st A st r o
phones and tokens

Selected action applies to:
» User is as if they are brand-new * Duo - Posaas
Loxx-Okta
Attempted Logins

« Have to setup MFA from scratch P— m

N
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Duo’s Reset MFA

Identity Intelligence
doctor1 @securitydemo.net

d dactor: .

(3 Last Login Attempt

> SecDemo-EntralD

doctor1

Created at
Sep 18,

User Key

Overview  Activity  Networks
& Checks

3 failing

Authentication Factors

Factor

Duo Mobile

XUDX58SYD__push

Successful Login
2024 14:37:31
SYD_phone

© 2025 Cisco and/or its affiliates. All rights reserved.

Devices

Search

Q loxx@securityde...
security-demo-int

Applications  Groups Checks 3 =+ Actions

>

Users Sharing Au

Inactive Users

Reset MFA
Log out user
» Send push verification

Refresh User Data

User Has Directly ~ *& Link user

2 Exclude from

View all

Assurance Level Status

Medium ACTIVE

ACTIVE

ACTIVE

Medium ACTIVE

ACTIVE

il Columns

# Changes Usage Count

BRKSEC-2162

Overview  Activity Networks

@& Checks

3 failing

Attempted Logins

Devices

Applications  Groups Checks 3 «s+ Actions

Reset Multi-Factor Authentication
Methods

Are you sure you want to reset
ecuritydemo.net MFA's Methods

Selected action applies to:

Duo - PosaaS
X:? Loxx-Okta

cancel m

For Your
Reference

N
cisco



Send Push Notification

» To verify a user’s identity

« Send the user a one-time push notification to
confirm they are who they say they are

 Very helpful for help-desks to verify human calling

them is indeed who they say they are
» Select the MFA provider
* Click Confirm

 Push notification is sent

© 2025 Cisco and/or its affiliates. All rights reserved.

425 @8 -

Devices Applications Groups Chect -+ Actions

Push Verification

© Loxx-ATS Org

@ 4:24 PM EDT

A helpdesk

& Duo-PosaaS

Push verification will be sent to:

Deny

BRKSEC-2162

=40

Are you logging in to Auth API?

Approve

<

N
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R)

Leveraging Your Security dperations Center (SOC)

. LN
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Investigation Timeline - what happened & when?

SOC / Admin

Responder typically
builds out a timeline

when investigation
Lateral
Movement

Initial . Data
Initial

Compromise

Probing Exfiltration

Timeline

©

Pre-Exploitation

g. o Privilege
Escalation

G Exploit

Attempts r\

Post-Exploitation

Starting Here, look forward & backwards for
correlation to build the timeline / attack
graph of “what happened”

N
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Investigation Timeline

SOC / Admin

Timeline

NDR Containment
Majority of Detections
Blocks / Detects Threat for
D Threat f
come from Non-ID etects Threat for Endpoint X / Asset X

i IP Address
SUBEHIE G FRIH 5 2 ' - Certainty of Correct Asset &
No information for . vy
Endpoint OR Asset User from

\

IDP Event —_ X
& XDR @
User: UserName

IP Address
Mac Address ~  |SESSemm—
GUID(s)

Random mac-address
DHCP Assigned Int_IP
NVM Installed

SE Installed

. Ext_IP: 38.64.20.177

Correlations +

o

______ Incident / Event Analytics

Something bad Stitch together detections from
---------- happened with endpoint: EDR + NDR + Intel +

GUID X=-XX=-XXXX-XX Network Flows + NVM Flows ++

Secure
Endpoint
(EDR) ®

XDR @

»
»

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2162 CcIsco



Investigation Timeline

How does the SOC stitch the
information from the IDP
together with the other

security telemetry if the IDP
Isn’t providing device
attribution?




Why Duo for the SOC

» With Duo Desktop, True binding of the User
<> Device.

» Critical to the SOC to stitch together the
timeline of what has happened with the other
security products.

« With IDP’s, the Auth Logs include:

e The external IP Address (which is often a NAT
pool & often irrelevant to the investigation)

« The userlD (which is VERY relevant to the
SOC),

« The User Agent String (only mildly useful).

 Duo Desktop gets true cryptographic
binding the unique endpoint and more!

© 2025 Cisco and/or its affiliates. All rights reserved.

MSFT
IDP

"username”: "Loxx"
"useragent": "Chrome"
"ip": "38.64.20.177"
"app": "Bloodhound"

Duo w/
Duo Desktop

BRKSEC-2162

"browser": "Chrome",

"hostname": "ATW-WIN10-JUMP",
"ip": "38.64.20.177",

<Posture Details SNIP>

"machine_guid": ”<SNIP>", | €

"location": {
"city": RTP,
"country": "United States",
"state": NC },
"adaptive_trust_assessments": {},
"alias": "unknown",
"application": {
"name": "Bloodhound"

}

passport_assessment": {
"is_supported": false,

"reason”: "unsigned_health_report"

"rbfs_triggered_attacks": null,
"reason": "user_approved”,
"result": "success"”,
"trusted_endpoint_status": "not trusted",
"user": {
"groups": [

"oort_admins",

"LabUsers"

"name": "loxx" cisco




Webhooks

« A callback function that uses HTTP/S
between two APIs based on events

Identity

« Send small amounts of data, reactively Sources

after a check-fails

 An example is Cll sending a notice to
Splunk SOAR or XDR of a check that
failed

« The automation playbook/workflow
will extract the appropriate data and Security
then proceed through the rest of Solutions
the flow

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2162
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GitHub

AuthO

workday.

Webhook
Notification

e
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What’s In the
Webhook?

Failed Checks

le.: A matched signature.
- Check Name

- Details

- ATT&CK Categorization
- Severity

- Tags

- Unique ID’s

© 2025 Cisco and/or its affiliates. All rights reserved.

O 0O 0O 0000l

O00000 0 0O0o0o0ooococoocooo

account v
detail-type v
detail.checkld ¥

detail.checkTopics{} »

detail.explainabilityDetails{}.key v

detail.explainabilityDetails{}value ¥

detail.frameworks{} v

detail.id ¥
detail.login ¥
detail.published +
detail.severity v
detail.title v
eventtype ¥

id v

region v
severity v
severity_id v
signature_id ¥

srcv

tag v

time v

timestamp v

type ¥
vendor_account ¥
vendor_region ¥

version ¥

BRKSEC-2162

227542035969
FAILED_CHECK
never-logged-in
compliance
identity_posture_insight
userTrustLevel
providersFailingChecks

UNKNOWN

["providerFailingCheck-never-logged-in-4e384171-e293-4c17-a2da-ba50dc445f54___AZURE_AD__7a90alab"]

mitre_att_ck_t1078

cis_5_3

nist_csf_pr_ip_11
5282¢8d2-3ca6-41c7-90ac-b00801ac9f67
saml_scale_user19654@ciscofpidentityabp.onmicrosoft.com
2025-02-10T10:23:49.122Z

critical

Never Logged In

cisco_cii (alert authentication)
989027a4-c964-36fb-31b9-7fc2d9971be5
us-east-2

critical

critical

never-logged-in

http:mark_1
4e384171-e293-4c17-a2da-ba50dc445f54__24111ce3
alert

authentication

2025-02-10T10:34:58Z

none

FAILED_CHECK

227542035969

us-east-2

(0]

]
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App (TA) in Splunk

splunkbase  cosections  ops « sumionapp | | Logh =

Asps / Cisco Security Cloud

. CviscoSecurityCIoud ‘
 Cisco Security Cloud App @ oo

» Used for many Cisco Security Products, such
as Duo, Firewall, etc.

» Cisco ldentity Intelligence is included.

 Leverages an HTTP Event Collector (HEC) for
Data input.

N
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Cisco Security App (TA) in Splunk

* Add webhook in CII for the HEC in Splunk
* Ensure the URL includes “/services/collector/raw”
» Authorization type = API Key

« API Key value must be “Splunk” + a space, then the
token value.

splunk>enterprise Apps ¥ A Administr... v 5) Messages ¥  Seftings ¥  Activity ¥  Help ¥ Find Q

Global Settings

HTTP Event Collector

Data Inputs » HTTP Event Collector

1Tokens App

Token Value Source Type Index Status

Enabled

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2162

alraln
cisco

¥ O

B}

© 6

105

Identity Intelligence

Integrations > Add Integration > Webhook

New Notification Target

Name

Splunk Cloud

Description (optional)

Using this as an example to send webhooks to Splunk's HEC

Webhook URL

https://http-inputs-hostname.splunkcloud.com:8088/services/collector/raw

Authorization Type

O Basic

APIKey (O OAuth Client Credentials

API key name

Authorization

API key value

Splunk <token_value>

Cancel

B save

N
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Cisco Security App (TA) in Splunk

» Cisco ldentity Intelligence app has a
dashboard

* Creates the “cii_index"

 Has a dashboard for the data

splunk>enterpr Apps Administator > (8) Messages = Settngs v Actvity +

Search  Anaiyt

New Search 30T

5 events (hefore 2/3/25 6:4310.000 PM) | No Event Sampling = Jobv
Events (15) ies
# Timeline format ‘aom Out
-
# Farmat Shaw: 20 Per Py low:
Hide Fislas = Al Figids Time  Evemt
203025
"
ssssssssssss oo -
b
id:
TERESTING FELDS
reg
LI
1

bl
host= sour
23025 1
6:2802000 PM
s [
bl
23025 Tt
6:1£36000 PM count:
detatl: { [+

© 2025 Cisco and/or its affiliates. All rights reserved.

Hepr | Ena Q
B seorch s Reporting

Crenta Toble View  Close

Antime = Q

4 @& L ¥ SmatMode~

BRKSEC-2162
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More can be done with Enterprise Security

8:00 PM

10:00 PM

Ris...

1040

1040

1040

1040

1040

19461

2420

19851

1985(

1985(

1985(

splunk:cloud Apps * 15 Messages ¥  Settings *  Activity = Find Q
Mission Control Analytics v Security content » Configure » Search
| EE R - [ E———— —_--_l
1200AM  2:00AM  400AM  6&00AM  800AM  10:00AM 12:00PM  2:00PM 400PM  &00PM
Wed, Apr 16
2025
Findings and investigations 633 Last refresh at 11:27 PM I Q Auto-re
< 1 2 3 Next » I 20perpage ~
> Title = ID~ Type * Entity ~
24 hour risk threshold exceeded for
- € FINDING & shaunstuart@...
user=shaun.stuart@splunktshirtcompany.com
24 hour risk threshold exceeded for .
) ) € FINDING & mickey.perre...
user=mickey.perre@splunktshirtcompany.com
24 hour risk threshold exceeded for
) < FINDING & Varsha.Mahad...
user=Varsha.Mahadevan@splunktshirtcompany.com
24 hour risk threshold exceeded for
FINDING 2 Hayley.Jensen...
user=Hayley.Jensen@splunktshirtcompany.com @ = LA
24 hour risk threshold exceeded for
FINDING 58.96.44.0
system=58.96.44.0 © @
24 hour risk threshold exceeded for
FINDING 2 fyodor@splun...
user=fyodor@splunktshirtcompany.com @ =i @sp
Geographically lmprobat?\e Access Detected For & FINDING _
shaun.stuart@splunktshirtcompany.com
Geographically ImErobab\e Access Detected For & FINDING B
fyodor@splunktshirtcompany.com
Geographically Imp?robab\e Access Detected For © FINDING _
fyodor@splunktshirtcompany.com
Geographically Im;?robab\e Access Detected For & FINDING _
fyodor@splunktshirtcompany.com
Geographically Impfrobab\e Access Detected For & FINDING _
fyodor@splunktshirtcompany.com
Geographically Improbable Access Detected For & FINDING _

fyodor@splunktshirtcompany.com

ot i e = T e bl e i b el 1 e

© 2025 Cisco and/or its affiliates. All rights reserved.

19851

Start investigation

© 2L TDIRAdmIn v

@ Support & Services ¥

@.). Q a Enterprise Security

< > X
€ FINDING
24 hour risk threshold exceeded for user=fyodor@splunktshirtcompany.com
Risk Threshold Exceeded for an object over a 24 hour period
Owner Status Urgency
unassigned hd l [ New 4 l [ Informational - l
Sensitivity Disposition
Unassigned v Undetermined v J
Time Apr 16th, 2025 11:22 PM
Last updated Apr 16th, 2025 11:22 PM
Reference ID 299f20c1-53e5-4216-9dc2- -
ddc7d8146734@@notable@@299f20c153e542169dc2ddc7d8146734
Detection Cisco Cll - Multiple failed checks from single user - Rule Audit - Possible Brute Force Activity - Rule
ESCU - Malicious PowerShell Process - Encoded Command Demo - Rule [2
All entities fyodor@splunktshirtcompany.com -
Detection name Cisco Cll - Multiple failed checks from single user - Rule -
Audit - Possible Brute Force Activity - Rule -
ESCU - Malicious PowerShell Process - Encoded Command Demo - Rule v
Entity jyoti@securitydemo.net b
Entity type user -
Intermediate findings 334 -
MITRE T1021 -
T1030 -
T1059.001 -

Risk score

(R A e

BRKSEC-2162

Show more

19460
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Splunk App <> CII Integration Configuration

7n, Add Cisco Identity Intelligence

Input parameters

 What was needed

Input Name

Identity_Intelligence_Prod

» Splunk requires an HTTP Event Collector
(HEC) to receive the data from CII

Splunk requires an index to store the data in

Splunk Dashboards to display the data

Cll requires a webhook target to be created " |
for failed check notifications

Cll checks must be configured to send
notifications to the webhook

 What was delivered via the App: s
- Create an API key in CII —

» Paste the info into Splunk

*Choose the connection methoc

 The App creates everything needed on both s
S i d es ! }WhTt:JpEW:\:r::,‘;;::r‘\‘jyr‘;:mo net:4291/services/collector/raw

Enter the Splunk HTTP Event Collector (HEC) URL for Cll connections

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2162 Cancel
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Splunk App <> CII Integration Configuration

Add Cisco Identity Intelligence

Input parameters

» Paste the entire JSON into this field

 The form fills out all fields with the available data

Input Name

Identity_Intelligence_Prod

» Audience is no longer issued or needed by CII,
but the Splunk TA still requires it - |
» Use “http://api.oort.io”as the audience. AP Credentils
« HTTP Event Collector is Splunk’s Webhook
- § Redacted [
Listener |
 Default port for collector is 8088 e

« Splunk automatically defines a token to
authenticate to the listener & configures CII to use
that token

Connection

*Choose the connection methoc
Webhook
*HTTP Event Collector URL
o.net:4291/services/collector/raw

Enter the Splunk HTTP Event Collector (HEC) URL for Cll connections

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2162 Cancel
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Alternative to HEC

Connection

C CII UseS Amazon Event Bridge tO Send *Choose the connection method (i)

webhooks

*AWS Access Key ID
» Source IP from those webhooks could be one of hundreds | -

Of IP - ra nges Enter the AWS Access Key ID associated with your AWS account

« Most customers not interested in opening their ACLs to the HEC "AWS Secret Access Key

to that many IP addresses. |

Enter the AWS Secret Access Key associated with your AWS account

» Alternatively, the customer can provide Cll w/ details for +505 Guene URL
an S3 bucket. |

Enter the URL for your Amazon SQS queue

* The Splunk TA will collect from the bucket in a PULL instead of
listening for the webhook.

*External ID

|

Enter the AWS external ID

*S3 Bucket URL

|

Enter the S3 bucket URL in the format s3://bucket-name/path, where /path is optional

*S3 Bucket Region

|

Enter S3 Bucket Region

Cancel

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2162
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Phased Integration

© 2025 Cisco and/or its affiliates. All rights reserved.

Vs

(&

User Context Only

Vs

EC’d

GA 5/25

4 )

| Detections sent to

XDR
OCSF Schema
[ Incidents & |

Investigations -

BRKSEC-2162

] First-Class Citizen ]
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Released May 2025
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XDR Essentials+ Includes “ldentity Intelligence Services”

« XDR is Threat Detection & Response product
» Therefore, XDR plans to include a full ITDR experience within its own user interface
« XDR has invested millions into the User Experience of the solution
* Pivoting out of the XDR Ul is deemed a non-starter
» As of May 2025, all XDR Customers are entitled to the ldentity Intelligence Services
« This is not the full Cisco Identity Intelligence product, which is available only via Duo Licenses

« XDR is required to be attached to a Security Cloud Control (SCC) Enterprise

NOTE: This works the *SAME* way with Secure Access, which also include “ldentity
Intelligence Services”.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2162
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XDR leverages Security Cloud Control (SCC)

XDR Advantage+ (or suite) claim codes entered in SCC

Select Organization
uy seanmycoucowa - NtEPS://SECUritY.CiSCO.COM

Create new organization

Organization New organization name *
ATW-XDR-CII-TEST

50 character limit
Region deployment *
Select Organization North America

w organization This selection determines the deployment for all products and services added to this
organization. Read documentation.

New organization name

Security
Cloud Control

© 2025 Cisco Systems, Inc. Privacy Policy General Terms.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2162
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XDR leverages Security Cloud Control (SCC)

XDR Advantage+ (or suite) claim codes entered in SCC

‘dul Security Cloud Control

Organization
ATW-XDR-CII-TEST -
North America

Home

Favorites

Platform Management

Security o
Cloud Control

© 2025 Cisco and/or its affiliates. All rights reserved.

@  Organization Successfully Created
Claim Subscriptions to connect products and services to your new organization

Welcome to Security Cloud Control

Better visibility. Easier management. Effective
security.

Claim subscriptions.

ASSIGN ROLES
Create organization users and assign roles to control access.

Assign

© 2025 Cisco Systems, Inc.

BRKSEC-2162

QU Type 'Ctrl’ + '/ to search ° @ (O A

INTEGRATE IDENTITY PROVIDER (IDP)

Provide single sign-on (SSO) to your organization's users.

£ Aaron Woland EEE

Privacy Policy

Configure

General Terms

N
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XDR leverages Security Cloud Control (SCC)

You must claim a subscription to attach/activate XDR

"tieh Security Cloud Control

ation
-CII-TEST -
Nerth America

Home

Favorites

Platform Management

Security o
Cloud Control

Platform Management

Administrator Access Control
Administrators

Admin Groups

Admin Roles

Activity Log

Product Subscriptions
Subscriptions

Al Assistant Utilization

Integrations
Domains

Identity Providers

Q Type "Ctrl' + '/' to search

CII-TEST

333-b59c-61335f214bf5

tled to use Firewall Management. Enable Firewall Management now.

No products activated

https:/jcontrol.v3.int.security.cisco.com/afoverview/?enterpriseld=bfa6442c-ad 33-4333-b59c-613351214bf5

© 2025 Cisco and/or its affiliates. All rights reserved.
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@ @ Q| Q Aaron Woland ~~ EEE

Claim subscription

You do this to
claim your

brand-new XDR,
or to “attach”
your existing

XDR to an SCC
“Enterprise”

N
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XDR leverages Security Cloud Control (SCC)

You paste the claim code, go check your email...

‘thiea’ Security Cloud Control Q. Typectrl’ + /' to search ? ch & @ Q | Q AaronWoland v i

Claim Subscription

Organization
ATW-XDR-CII-TEST -
Nerth America

| Enter subscription claim code

o Enter subscription claim code
To begin, enter your claim code below and click Next. For detailed instructions

Home
please read our documentation (7.

Subscription claim code *

Platform Management

Cancel

Security o
Cloud Control

stems, Inc. Privacy Policy General Terms

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2162 CcIsco



XDR leverages Security Cloud Control (SCC)

The claim code is in your email. Copy it.

e0 Welcome to Cisco Security Cloud - Inbox « aawoland@cisco.com

Ti] Delete = Archive Fg Move [2 Flag v £ MarkUnread () Sync [} CreateaMeeting & Block "3 ReportE

Welcome to Cisco Security Cloud

N O no-reply-security@cisco.com <no-reply-security@cisco.com>

To: aawoland+preview@cisco.com; Ce: (& Manika Murali (manikmur)

Welcome to Cisco Security Cloud

Thank you for choosing Cisco! Your subscription PreviewSub0011 is now ready to be claimed in

Security Cloud using claim code HTKM- |- \WWWNP. You will need a Security Cloud
Sign On account to claim your subscription.

Review the products on this subscription, listed at the end of this email. If you already have one
of these products and would like to apply the subscription licenses to an existing product, contact
product support or Cisco Customer Success before you claim your subscription.

To claim your subscription:

1. Sign in to control.v3.int.security.cisco.com with your Security Cloud Sign On account. If

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2162
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‘oday at 3:14 PM
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XDR leverages Security Cloud Control (SCC)

Paste the claim-code & click next

Q Aaron Woland ~~ EEE

‘thiea’ Security Cloud Control Q. Typectrl’ + /' to search P h H @ 0

Claim Subscription

Organization
ATW-XDR-CII-TEST -

North America Enter subscription claim code

o Enter subscription claim code

To begin, enter your claim code below and click Next. For detailed instructions

Home ‘
please read our documentation (7.

Subscription claim code *
Favorites > HTev-J- e

Platform Management

Security o
Cloud Control

ystems, Inc. Privacy Policy General Terms

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2162 CcIsco



XDR leverages Security Cloud Control (SCC)

Create the new XDR Instance or Attach Existing

bl Security Cloud Control
Review products and services

Organization To use an existing instance instead of creating a new one, choose Attach existing instance from the dropdown menu for the product or service. Post-

:::ﬁﬁ:éﬂfﬂ T claim actions may also be required to apply licenses to some product and service instances. Read documentation for more details 7

Home

Products Create new instance or attach existing ©®

Favorites

Platform Management > Cisco XDR Advantage Create new instance

Entitlements Create new instance or attach existing ©®

Cisco Identity Intelligence Further input required at end of claim process.

Security o
Cloud Control Cancel

Privacy Policy General Terms

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2162
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XDR leverages Security Cloud Control (SCC)

Create the new XDR Instance or Attach Existing

Claim subscription

‘el Security Cloud Control
Claim Subscription

 ten Claiming this subscription will associate the subscription details, including
ATVEADRACITEST = = subscription ID and product licenses, with the ATW-XDR-CII-TEST

North America @ 4 : Review subscription
nter subscription claim code o rga n | z ation

Subscription ID

Home @ Review products and services PreviewSub0011

Platform services e Review subscription Products

W Favorites > — = —=§ Cancel
o Cisco XDR Advantage

Platform Management >

Emtistamnmen

Claim subscription Slobal @

Claiming this subscription wil te the subscription details, including
iption ID and product | with the ATW-XDR-CII-TEST
organization

Security
Cloud Control

© 2025 Cisco Systems, Inc. Privacy Policy General Terms

]
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XDR leverages Security Cloud Control (SCC)

Email arrives that XDR is Activated

e® Cisco XDR Activation is C - Inbox « isco.com
1/ Delete [ Archive g Move [2 Flag » EJ MarkuUnread () Sync [ CreateaMeeting & Block "4 ReportEmail -
Cisco XDR Activation is Complete! DO« &« ~
O no-reply-security@cisco.com <no-reply-security@cisco.com> oday at 3:18 PM

To: @ Aaron Woland (aawoland)

Cisco XDR Activation is Complete!

Thank you for subscribing to Cisco XDR. We're excited to have you on board!

To access and manage your subscription, please sign in to Cisco XDR with your Security Cloud
Sign On account. For help with Security Cloud Sign On, see the documentation.

For any issues or questions, contact our support team at tac@cisco.com or 1-800-553-2447
(US & Canada). Find the support number for your region on Cisco's support website.

N
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XDR leverages Security Cloud Control (SCC)

Now you need to activate ldentity Intelligence

‘dsds' Security Cloud Control

nization

ATW-XDR-CII-TEST -
North America

Home

Favorites

Platform Management

Security o
Cloud Control

© 2025 Cisco and/or its affiliates. All rights reserved.

Q Type "Cti

Overview - ATW-XDR-CII-TEST »

Organization ID - bfa6442c-a433-4333-b59¢-61335f214bf5

n Subscription successfully claimed.

Products will appear in the navigation shortly. Once your products are fully activated, you can access them
from the left-hand navigation or the platform navigator at the top of the page. After activation, configure
your role-based access controls to ensure proper user permissions.

B Your organization is entitled to use Firewall Management. Enable Firewall Management now.

Product and service activa

Cisco Identity Intelligence

B Your subscription entitles you to Cisco Identity Intelligence, delivered through Cisco Duo. Use the
Action required button to connect to a new Cisco Identity Intelligence instance, or, if you are
already a Cisco Duo customer, link to your existing Cisco Duo account.

Products

Cisco XDR Advantage @ Activated

PreviewSub0011

8deB81363-bbd5-49d8-b685-4ab895cf6802
1000

North America

BRKSEC-2162

Q Aaron Woland

Claim subscription

Privacy Policy

General Terms

N
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XDR leverages Security Cloud Control (SCC)

Define Initial Admin + Attach Duo or Create New One

"dses’ Security Cloud Control Q Typectrt + '/ to search > & O © 0O | R AwronWolandv i

Overview - ATW-XDR-CII-TEST & Cisco Identity Intelligence
o : Organization ID - bfa6442c-a433-4333-b59¢c-61335f214bf5 Fields wi sk(*) red
ATW-XDR-CII-TEST -

North America Initial administrator *

o Subscription successfully claimed. =
aawoland@cisco.com

Products will appear in the navigation shortly. Once your products are fully activated, you can access them
from the left-hand navigation or the platform navigator at the top of the page. After activation, configure
your role-based access controls to ensure proper user permissions.

Home
How would you like to provision Duo? *
Create a new account

Favorites
Hosting Country *

Platform Management o
United States

Cisco Identity Intelligence

Product

v Fields with asterisk(*) are required.

0 Yo - -
Acf Initial administrator *

alre

- aawoland@cisco.com
Security o

Cloud Control

Products

How would you like to provision Duo? *
Cisco XD

Create a new account

Hosting Country *

United States

® 2025 Cisco Sy Cancel Request activation

N
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XDR leverages Security Cloud Control (SCC)

Existing Duo? Admin MUST be OWNER in Duo

Must be exact

 The email address here, must be L BUS Q. Search 8 ® 2
the exact email address in Duo. -  users
e« Administrator must be Owner Administrators Admin Login Settings

Home

Users All statuses

Devices
Administrative Units Email Status Last Login (UTC)

Cisco Identity Intelligence

Policies

All access aawoland@cisco.co Jul 2, 2025

Fields with asterisk(*) are required. Applications , m £:05 PM

E ': Reports

Initial administrator *

aawoland@cisco.com Monitoring

Billing Show | 25 ¥ |administrators
How would you like to activate Duo? *
Settings
Connect an existing account

Hosting Country

® 2025 Duo Security. All rights reserved. Terms of service J

Selected: Bunzl / ID: 3820-5300-84

Deployment ID: DUO57 [

N
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XDR leverages Security Cloud Control (SCC)

Provisioning of Headless Duo + CIlI Starts

il Security Cloud Control Q Type'Ctrl' + '/ to search 2 b & @ L | 2 AsronWoland ~ 33

cisco

Overview = ATW'XDR'C“'TEST Request for activation has been

N Organization ID - bfa6442¢-a433-4333-b59¢-61335f214bf5 successfully submitted.
Organization

ATW-XDR-CII-TEST -

Nerth America

n Subscription successfully claimed.
Products will appear in the navigation shortly. Once your products are fully activated, you can access them
from the left-hand navigation or the platform navigator at the top of the page. After activation, configure
your role-based access controls 10 ensure proper user permissions.

Home

Favorites

Platform Management B Your organization is entitled to use Firewall Management. Enable Firewall Management now.

Product and service activation status 1

Cisco Identity Intelligence A Activation in progress

Products

SeC ] rlty . Cisco XDR Advantage @ Activated
Cloud Control

PreviewSub0011

8de81363-bbd5-49d8-b685-4ab895cf6802

antity 1000

n North America

Privacy Policy ~General Terms

N
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2162 CcIsco



Now... Wait

N
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XDR leverages Security Cloud Control (SCC)

Provisioning of Headless Duo + CIlI Starts

aliale
cisco

Security o
Cloud Control

© 2025 Cisco and/or its affiliates. All rights reserved.

Security Cloud Control

Organization
ATW-XDR-CII-TEST -
North America

Home

Identity Intelligence

Favorites

Platform Management

Q Type 'Ctrl' + '/' to search ° @ ® 0 | Q Aaron Woland 555

Overview - ATW-XDR-CII-TEST &

Organization ID - bfa6442c-a433-4333-b59¢c-61335f214bf5

o Your organization is entitled to use Firewall Management. Enable Firewall Management now.

Products

Cisco XDR Advantage @ Activated

bscription ID PreviewSub0011
8de81363-bbd5-49d8-b685-4ab895cf6802
1000

North America

® 2025 Cisco Systems, Inc. Privacy Policy General Terms

N
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Security Cloud Control (SCC) uses Micro-Front Ends

Provisioning of Headless Duo + CIlI Starts

il Security Cloud Control Q. Type'Ctrl' + '/' to search @ & & @ 0O | Q AsronWoland v 332

r Organization
ATW-XDR-CII-TEST- >
North America

< Platform menu

l “ Integrations

é))
s
Identity
Intelligence

S

Security o
Cloud Control

N
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All Users are now in Assets >

Add more

Users

@ 0@

Aaron Woland

Cisco - aawoland

= Users
L
Source health @ Healthy Users 19,600 total
G) All sources are operational
10,343 with identity events 19,551 not using MFA
Q
5 ’[Cl securitydemo.net ® ]l = Filters Reset all [ ¢ Edit Labels ] [ & Export to CSV ]
Text search "securitydemo.net" X
L]
O Display name - Login names Emails Labels Value @ Sources Identity events MFA status Last logon
E.l' ing2 ityd ing2 ityd
accountin securitydemo.n accountin securitydemo.n
(0  Accounting2 ot 92@ & - 2@ i Entra ID, Duo 1 ) Disabled
4o
O LAELERETET ] alajacks@securitydemo.net alajacks@securitydemo.net Entra ID, Duo 1 ©) Disabled
) . Entra ID, Duo,
O Alex Zaslavsky alexzas@securitydemo.net alexzas@securitydemo.net OKTA 2 @ Enabled 2025-05-29T15:58:5¢
Anat Borowitsh ) . Entra ID, Duo,
nat uritydemo.net nat( uritydemo.net 1 Disabled
O o anat@securitydemo.nel anat@securitydemo.ne — [« ]
Entra ID, Duo, -
O Andrew Maxey andrew@securitydemo.net andrew@securitydemo.net OKTA 1 D) Disabled
L . § . Entra ID, Duo,
(] Andy Winiarski andy@securitydemo.net andy@securitydemo.net OKTA 2 @ Enabled 2025-07-21T18:22:22

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKSEC-2162
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All Users are now in Assets > Users

Can add Labels and Change User Asset Value

alialn Aaron Woland
asco XDR @ O . Cisco - aawoland >
— < Back to Users
. EmployeeOne G v ) ((uservauy efault value) v
Q Used devices View all Identity events R
=3 DPFT8RKGPYWXRUNNPD2D Last login unavailable ©) users-sharing-authenticators
Q E] DPJBQ7JW5HOS5YTVWHNSN (ATW iPhone10) Last login unavailable © directly-assigned-applications
28 EP3DAO97RIUXIWZPJINAO (EC2AMAZ-4QHBU70) Last login 2025-02-06 2
) © allow-block-emails
et
o33
Activity details Identity details
L] MFA status © Enabled Display name EmployeeOne
Usage location WILMINGTON, DE, US Login names employeel@securitydemo.net [
Last logon 2025-07-17722:31:32.858Z Emails employeel@securitydemo.net
do
Account created 2019-05-22T720:20:53.000Z Phone numbers —
Account status @ Enabled User ID 5a876dd8-942e-43b4-adcc-4eb9d02d0e33_employeel@securitydemo.net (1
Used factors password Sources Entra ID, Duo, OKTA
Used applications One Outlook Web Windows Sign In
IP Addresses 128.187.78.71 Organization Role
196.196.53.135
Company SecurityDemo
Department Human Labor
Manager manageri@securitydemo.net
Job title Just a Number
Employee IDs —
Groups ploy ploy from "Security Demo") Employees (from AD sync "AD Sync")
Domain Users Employees

N
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N
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XDR does not entitle users to the CIl Console

But there’s a way to do it.... SHHHH!!

"deds” Security Cloud Control Q. Type 'Ctri’ + /' to search * h & @ O | QAawonWoland v i

Al View all
~ Result

Organization Blocked

ATW-XDR-CII-TEST - > Failure 31events
ailure

North America

Info
Date (UTC) Event Initiator Target Result

- Copy direct link

Partial failur: - ‘09
artial failure Jun 1, 2025 17-.(?9‘25 integrations-health System N/A system-comman

Partial success En

Integrations suarted EaCh CII page haS an

Success . update-tenant-journies System Succe system-comman

e non om s ability to copy a direct
~ Event Family CREATE_REPORT L Iink, to make it easier to

create-end-us

System Logs

. ' ' | share out to others.

Admin

Favorites
CREATE_REPORT

triggered System o create-end-us

Platform Management T . |
Chock Actions ype: mfa-enroliment-re

" ok ' Copy that link

CREATE_REPORT
System create-end-us

CREATE_REPORT
System 3 create-end-us

Tyg ompli

CREATE_REPORT
create-end-us

create-user-linkage-su.. System cces system-comman

® 2025 Cisco Systems, Inc. Privacy Policy General Terms

N
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Grab the Slug text

https://control.v3.int.security.cisco.com/oort/go?slug=atw-xdr-cii-test707 &type=system-logs

il |dentity Intelligence

© 2025 Identity Intelligence

This environment reloads hourly

© 2025 Cisco and/or its affiliates. All rights reserved.

CONNECTING TO CISCO IDENTITY INTELLIGENCE
Enter Organization

Select your organization to continue

Organization Name

atw-xdr-cii-test707

Privacy Policy Terms of Use

BRKSEC-2162

Copy direct link

Use the slug’s string as the
organization name on the login
page for CIlI:

https://dashboard.[region].oort
.io

N
cisco


https://control.v3.int.security.cisco.com/oort/go?slug=atw-xdr-cii-test707&type=system-logs
https://control.v3.int.security.cisco.com/oort/go?slug=atw-xdr-cii-test707&type=system-logs
https://control.v3.int.security.cisco.com/oort/go?slug=atw-xdr-cii-test707&type=system-logs
https://control.v3.int.security.cisco.com/oort/go?slug=atw-xdr-cii-test707&type=system-logs
https://control.v3.int.security.cisco.com/oort/go?slug=atw-xdr-cii-test707&type=system-logs
https://control.v3.int.security.cisco.com/oort/go?slug=atw-xdr-cii-test707&type=system-logs
https://control.v3.int.security.cisco.com/oort/go?slug=atw-xdr-cii-test707&type=system-logs
https://control.v3.int.security.cisco.com/oort/go?slug=atw-xdr-cii-test707&type=system-logs
https://control.v3.int.security.cisco.com/oort/go?slug=atw-xdr-cii-test707&type=system-logs

ClI’s login screen will ask for IDP selection

Use the "oort-cisco-piam” IDP

Welcome

Log in to atw-xdr-cii-test707 to continue to Cisco
Identity Intelligence Staging Login

@ Continue with Oort Support Okta

E Continue with oort-cisco-piam

Privacy Policy | Status | Terms of Use

© 2025 Cisco and/or its affiliates. All rights reserved.

BRKSEC-2162

oort-cisco-piam

PIAM - Provisioning,
Identity & Access
Management. It is a part
of SCC.

This connection is
automatically created
and leverages the
admins configured in
SCC as part of “Security
Cloud Sign-on”

N
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Voila... Magic!

Access to the CIl User Interface

cisco

e &6 @ ¢ © X

10

© 2025 Cisco and/or its affiliates. All rights reserved.

Identity Intelligence

Get Started Overview MFA

Get started with Identity
Intelligence

@)

-

. Learn how CIlI works

3

Connect your identity
sources

3. Add Human Resource
Info System (HRIS)
information

»

Create a notification
target

o

Flag your most
important apps

Q search @) ::"Nr?):ix’(

1. Learn how Identity Intelligence works to secure identities

Leverage best practices
« Watch the 'ldentity Intelligence in 2 minutes' video
o Understand how identity 2curity posture and threat detecti

« Learn about the different insight

2. Connect your identity sources for richer insights and holistic user data

Identity Intelligence has native integrations with Microsoft Entra ID, Okta, Google, Salesforce, Github, Slack, and more. The more
identity sources you integrate, the more accurate and insightful your users' data will be.

O Connect your primary Identity Provider (IdP)
O Connect a secondary IdP or additional identity source(s)

3. Connect data from your Human Resource Info System (HRIS) for more user context and additional
insights

HRIS data further enriches your users' data with additional context and employment records. Identity Intelligence has a native
integration with Workday and can ingest static reports from other HRIS tools.

O Add a Workday integration or import your HRIS information via .csv

4. Create your first notification target

Alerts when users fail checks can be sent through email or Webhooks, or via integrations with Slack, Microsoft Teams, and
Webex. Once your notification target is set up, you can configure it to receive alerts based on your organization's specific needs
and interests.

O Set up your preferred notification target

E Clam uvnnr mact i ¢+ anne as

BRKSEC-2162

°

Al generated image
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Webhooks w/ Cisco XDR

B~y

Webhook URL

XDR listener has specific
requirements N

- APl Key must be in the URL
» 2x Specific headers

Description

Integrations > Edit Settings

Edit Webhook Settings

General Display Name*

Description (optional)

Listener configured in XDR for webhooks

Webhook URL

Authentication

https://automate.us.security.cisco.com/webhooks/02CWJ

Authorization Type

» Cll webhooks require
authentication

* But we can lie to it, as long as Webhook Details  Webihook D
the key is in the URL

* Here, we lied to it w/ Foo &
Fake password

O Basic ® APIKey (O Duo Security Client (O OAuth Client Credentials

API key name

Webhook APl Key

3 Copy
Invocation HTTP Parameters

Webhook URL
Key name Key value

aramete
a Header
Content-Type application/json Remove

Setup Guide

Published here at Aaron
Woland’s blog

Key name Key value

arameter
@ Header

application/json Remove

aljlaljile
© 2025 Cisco and/or its affiliates. All rights reserved. CIsco
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https://woland.com/2024/07/22/cisco-identity-intelligence-webhooks-with-cisco-xdr/
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Webhooks w/ Cisco XDR

Webhook URL

XDR listener has specific
requirements

* API Key must be in the URL
» 2x Specific headers

Authentication

* Cll webhooks require
authentication

» But we can lie to it, as long as
the key is in the URL

* Here, we lied to it w/ Foo &
Fake password

Setup Guide

Published here at Aaron
Woland’s blog

© 2025 Cisco and/or its affiliates. All rights reserved.
BRKSEC-2162
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Webhooks w/ Cisco XDR

‘s XDR

= Exchange

Exchange allows you to find and install workflows that are Cisco Managed,

=
=u or have been developed by the Community. Find more information about th
in our documentation.
O Explore  Installed 2 Submissions
Q
& Search Integration ‘]
[Q Identity @] [ Select v} [
e
L]
Cisco Identity Intelligence: Threat Hunt ...
. .
A Community

No Ratings

do

This workflow will be triggered by the configured
Cll failed checks, parse it and will do a threat
hunt for it. It will always create a Sighting for...

Learn More

Published in Exchange

« A community-maintained XDR
workflow.

» Takes the Cll Webhook &
parses it.

» Will enrich existing incidents,
or none exist will create a new
incident.

© 2025 Cisco and/or its affiliates. All rights reserved.

1
i
< v e
p—
[P —

pTmr——
4 208 1 e s

Merges with Incidents

* The CIl source events are correlated with
the detections from other security
products.

 The CIlI ITDR detection is now part of the

attack graph & investigations

il
dies’ XDR
= & Incidents
= @D o= v Suspicious Activity Reported by End User - (Impacted user(s): employ
Reported by Cisco Identity Intelligence via XDR Automation (7 on 2024-09-25T19:50:35.531Z
lo] View detailed description
Potential Account Compromise detected via Cisco Identify Intelligence for Failed Check type “Suspicious
h Activity Reported by End User* at this date and time 2024-09-25T19:47:58Z for user(s):
employee2@securitydemo.net,
Overview Detection Response  Worklog  Report
)
n 7 Expand
G
a0

& (B O =

Show timeline

2 Assets

BRKSEC-2162

Loxx-Demo-VM-Cisco

Opened By

o

View all

o2
e o To w1 5] eyt
=4 ...Mnsa@

M waicious [l Suspicious [l common [l Unknown

Email Message ID

http:/www.Inter...
Malicious URL

7 Observables View all
TOP ACTIVE

M Clean [ Asset

¢}

sha256: a397...6c6a

0 Indicators
TOP ACTIVE

®@ 0 8

2@securitydemo.net) - 2024...

Aaron Woland

Cisco - aawoland v

View Investigation

]
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Logging into Cll & RBAC




Cll Requires Duo Single-Sign-on to login to the Ul

» Duo maintains a separate directory for Admins than the admins users

end-users.
& | % |
* Logging into , You must use an Account.
* Logging into , YOUu must use a with the
correct assigned to it. -
Duo Groups: Cll Roles:
 CIll Admins « cii admins

 Cll Help Desk< Mapping > » cii help desk
» CIl Read-only « cii read-only

N
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2162 CcIsco



The Cll App is "owned” and Protected by Duo

* You click to provision it

* It is auto-provisioned if Duo is licensed at
Advantage or above

* So no need to do this step if you are licensed
already.

© 2025 Cisco and/or its affiliates. All rights reserved.

:::::

Deployment ID: DUO75 «

BRKSEC-2162

Brand New Duo Tenant

Q search

I

Account
Cisco - TME

9 Alassistant ) Setup (D Help  Q Aaron Woland

N
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The Cll App is "owned” and Protected by Duo

& DUe Q search P ® AlAssistant () Setup (D Help Q AaronWoland

cii-ss0-79c4c5¢394554d3a8f4899155fd73205-autogenerated

* App is protected by Duo SSO

Add users to Duo
Once ut ccess to applications by configuring user access

* Only members of the 3 pre-configured groups
are allowed to AuthN to the Cll app S

= Applications

Reports Basic Configuration

* Today: you cannot nest external users into
internal Duo groups (hopefully will change in ,
fUtu re) P et Application Type Cisco Identity Intelligence - Single Sign-On

Application name *

* You may add other groups, such as from
external sources - like Active Directory

» Users that are sync’ed into Duo via SCIM are
considered local & therefore can be added to the R ——

nay still have access if the; bypass status, bypass 2FA authentication policy, or

internal Duo groups. i

* You MUST add the other groups to both
Permitted Groups and Role-Based SR

Groups Map Duo groups or external synced groups to different role-based access control (RBAC) mapping groups in Cisco Identity Intelligence (CII). Each Cll role mapping can have multiple Duo or external syn
groups mapped to it. Note: If a user is in multiple role-mapped groups, such as Admin and Read-only, the least privileged role will apply. L e about Duo groups

N
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Duo or External Groups map to Cll “Roles”

Role-based Access

Groups Map Duo groups or external synced groups to different role-based access control (RBAC) mapping greups in Cisco Identity Intelligef
groups mapped to it. Note: If a user is in multiple role-mapped groups, such as Admin and Read-only, the least privileged role will ap|

Cll role mapping Duo groups

cii admins x Cll Admins (0 users)
cii help desk % Cll Help Desk (0 users)

cii read-only % Cll Read-Only (0 users)

Custom attributes Check this box if your Duo Single Sig sation source uses non-standard attribute names.

» App is protected by Duo SSO

s updating ac

« Duo Groups (or external groups) are
mapped to the roles Apptcation Support Universal P T —

» These mappings are sent in the SAML R RBAC Groups
Assertion - and provide the role to Cll for v mchous o P o s Al sh il Kasgneos ol ko
the user - .

Do not allow your users to be in more than one of these
groups.

* Cll uses LEAST-PRIV Access, and the user will get the lowest level group
they are in

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2162

© Please allow several minutes for the changes to be applied
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When user is a member of two groups for Cll Roles

& Users
crashtestdummy
User: Crash Test Dummy
You can see this user is a
member of two groups: Device enroliment © Enrolled
- CIll Admins
- CIll Read-Only
Username crashtestdummy
idplay Name Crash Test Dummy
Email Address crashtestdummy@aaron.demo
Groups can be used for management, reporting, and policy. Learn more about groups
N
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2162
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When user is a member of two groups for Cll Roles

crashtestdummy...
@ Setup ® g cisco---tme402 A

LOGGED IN AS
crashtestdummy®@aaron.

User: Crash Test Dummy
demo

Log ged into CII. erasitestdarmmy@aaron.demo
User is assigned readonly
role?

Profile

ORGANIZATION SELECTED
cisco---tme402
readonly

Click on Profile

You can see user has both
roles in the SAML Assertion.

O Theme Light C’ Dark

name email groups role

C” fO"OWS Le'ast—Pr|V|Iege crashtestdummy@...  crashtestdummy@...  cii admins,cii read- readonly
Access principle. only

N
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For Your
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@l

Miscellaneous
Technical Info

N
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Threat Intel Nuggets

* How CIlI knows about ISP details for
checks like “Activity From
Untrustworthy ISP” & “Personal VPN

For Your
Reference

sl 3 4 loxx@securityde...
ds' Identity Intelligence Search Pl kT o

Q. Topic:ldentity Threat Insight X

Request check (& Run checks now

All Checks

Usage”™:

 Cll is using the ASN of the service
provider

« Subscribe to IPInfo feed categories:

- Frameworks

- Scopes

End Users

* Hosting

- Proxy * Malicious IP

o o « Password Spray

* \Vpn

* Relay @
» Service

© 2025 Cisco and/or its affiliates. All rights reserved.

Activity From Untrustworthy ISP

* Moderate | End Users - Identity Threat Insight

IP Threat Detected

¢ Critical ) End Users - Identity Threat Insight

BRKSEC-2162

@ Sign in Threat Detec
« Mo End U Insi
59} Shared Mailbox Sign In Enabled
. « LoW | End Users - Identity Threat Insight
Active Account under Heavy Attack
«Low | End Users ity Threat Insight
Activity From Untrustworthy ISP
« Moc End Users - Identity Threat Insight
IP Threat Detected
e End Users - Identity Threat Insight

M) Multiple Channels  #'

Accounts With Unusually i
= Critical | End Users - Identity Thraat Insight
Successful Access from a Previously...
= Moderale | End Users - Identity Threat Insight

No change since last week

No change since last month

No change since last week
No change since last month



Role Based Access Control O],

* Three built in Roles:

e Admins (Full Administrator)

il 1dentity Intelligence

* Helpdesk RBAC Groups @

° —
Read on Iy Choose an IdP Group for each Identity Intelligence role. If this setting is no|

* Manage roles via groups in the IDP

Admins group

oort_admins

* No local admin accounts - IDP only

oort_helpdesk

Read-only group (optional)

oort_ro

N
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Advanced Search e

bl . - Loxx
cisco’ Identity Intelligence Search 2 security-demo-net

Q  NOT Status:(3 c Advanced

Switch to advanced mode

pNames keyword

Switch to advanced mode __ " et
Uses Kibana Query Language (KQL

- Sources plainability.

Explainability.

Provides search operators: Fo -

checksExplainabil

« AND
User Type
° O R Linked Users dailySigninResults.day k
- Groups dailySigninResult wnGoodipsSigninCount
Is Admin
°
Administrator of Accountingl [
nting1 uritydemo.net
. MFA Configured
° exists e
Factor Assurance Level Accounting2 [
Factor Used
°

.
! eX I StS Factor Enabled Not In Use Adam Sonnenfeld & 0 5 10 Days Ago

asonnent @securitydery

Protected Population

Use CTL + Space to get list of advanced e Lo

Falling checks
. .
Ahi Edalat Months A ~a o
q u e ry attrl b uteS Number of failing checks madreza Edalat [ 1 3Months Ago , p— Mipitas, GA, US
asdalal@securitydemo.nat b 8:03:4:
Last seen

Last sign in result

Save your adv queries in the Ul! |

= User Risks 1 N/A

Morrisville, NC, U

Alex Dipasquale (aledipas) B A Month Ago
24,2 >

aledipasd m Apr

Alex Zaslavsky ([

alex; mo.net

Alice Smith 0 9 Months Ago California, US

B 0 0
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2162 CcIsco



Cll Public API

https://docs.oort.io/public-api/apis

GraphQL based API

 Why graphQL - don’t have to send
EVERYTHING in the response..

* Your request is structured as a query & ClI

sends only what you ask for.

GraphQL self-documents its schema

Cll provides Postman collection,

downloadable right from documentation

© 2025 Cisco and/or its affiliates. All rights reserved.

c °s docs.oort.iofpublic-api
@ OortKnowledge Base

Home
Glossary

Best Practices
How-to Guides
Oort Insights
Integrations

Public API
APIs

Troubleshooting & Support

Release Notes

& Powered by GitBook

BRKSEC-2162

A, For Your
Reference
e J

Extract the access_token from the response.
An access token is valid for 10 hours.

When invoking the public AP| requests set an Authorization header with the value

Bearer <value of access_token >

Using a Postman Collection

Import the attached Postman collection and follow the instructions in the collection
overview tab.

&
- Cisco Identity Intelligence Public APl.postman_collection.json

Previous Next
Report as a Service (RaaS) APIs

N
cisco


https://docs.oort.io/public-api/apis
https://docs.oort.io/public-api/apis
https://docs.oort.io/public-api/apis
https://docs.oort.io/public-api/apis

GraphQL Explorer Tools

« Hasura GraphQL Explorer

* Wraps around the open_source
GraphiQL Ul

* Exposes an “explorer” that allows you
to check-off the fields you want, in
order to build your specific query

@ & This is an API preview. Create your own API with Hasura Cloud.

¥ GraphQL Endpoint
POST  https://apiintegration.oort.io/api
~ Request Headers

ENABLE KEY
content-type

Authorization

eyJhbGciOiJSUzI1NilsInR5cCI6Ik

—
o For Your
Reference
L

Go to Hasura Cloud | X

Change Endpoint

XVClsimtpZCI61ISt inMVIncEN5YO0l4d2M3aC]9.eylpc:

Explorer X GraphiQ[_ | 3 Prettify History Explorer Share Code Exporter Merge

* https://cloud.hasura.io/public/graphiq [ oo

|?endpoint=[INSERT_URL]

© 2025 Cisco and/or its affiliates. All rights reserved.

» getEndU:

» getTotalC

» listAdminLogins
v listEndU

v devices

(M deviceld

BRKSEC-2162

items {

company
department
devices {
deviceType
deviceld
displayName
lastSeen
os
provider
}
displayName
emails
employeelds
failingChecks
groupNames
firstCreatedDate
hasMoreGroups
id
lastActive
lastSignIn {
ipAddress
location {

country

"devices":
"displayName"
nail null,
"employeelds": null,
"failingC (TR S
o,

"lastActiv
"lastSignIn":

"linkedEndUserLogins
"login": "aar 1
"managerLogin":
"mfaEnable
"phoneNumb:
"provider

N
cisco


https://cloud.hasura.io/public/graphiql?endpoint=https%3A%2F%2Fapi.stage.oort.io%2Fapi
https://cloud.hasura.io/public/graphiql?endpoint=https%3A%2F%2Fapi.stage.oort.io%2Fapi
https://cloud.hasura.io/public/graphiql?endpoint=https%3A%2F%2Fapi.stage.oort.io%2Fapi

Integrations Deep Dive




|dentity sources and their methods & Ja

REST API Full
Sync
Duo Security by Cisco v v v
Microsoft Entra (aka: Azure) v
Okta v

Slack’

Github

AWS

Google Workspace
Workday
Salesforce

AuthO (acquired by Okta) v
Manual Upload (CSV/JSON)

Identity Sources Streaming REST API Delta Sync

NENENENENEN

partial

NEENENENEN RN ENENEN

! listed as notification, but also an identity source

alfbal ]l
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2162 CcIsco



Merged view of users - combined from all sources D [

Merged Users

. . . demtitclntellia loxx@securityde...
The user inventory is built out — AR R security-demo-int
basecdj On the UserS from eaCh Saved Filter a Q. Sources:(3 conditions){ X___NOT Status:(3 conditions) X  Status:Active X <> Advanced
prO\” er. Default
When the user is the same o i R
across multiple providers, those i i - , ‘ : : : :
d for a - User ¢ Checks * # Logins 1 Last Seen (UTC) 1 Last IP Address 7 Last Location Providers Status
users are merge
combmed V|eW E3 e Deprovisioned Chris Murray 4 > 8 Days Ago 84.71.170.25 Harrow, England, GB ¢ AP
- E3 e Disabled 0 chris@securitydemo.net 4 15
+ Sources S Derrick Snider [ 7 Days Ago
Usua”y See a 20-30% Duo - PosaaS 7 dersnvde@secur@dcmone( 5 136.62.139.21 * 4 " * Active
difference between what an : Loxx-Okta
q q A SecDemo- 7 Donald Duck
organization thinks they have o 4 o shck @accisbeec i
vs. what they actually have. S i

User Type Employee2 (£ 171.68.244.70 San Jose, CA, US X : « Active
employee2@securitydemo.net

~ Linked Users

- Groups EmployeeOne (2 A Day Ago 54.91.54.189 Ashburn, VA, US ¢ « Active
0 employee1@securitydemo.net

Is Admin

Administrator of . 4 Hours Ago 75.182.151.17 Waxhaw, NC, US 3 + Active
0 loxx@securitydemo.net

~ MFA Configured

Matt Vander Horst (2 6 Days
Factor Assurance Level Apr 5. 2(

matt@securitydemo.net

Ago 71.234.238.50 South Hadley, MA, US ¢ « Adtive

Factor Used

Patrick Cardot [/}

37.65.38.86 -les-Mines, Hauts-de-Fra...
Factor Enabled Not In Use peardot@securitydemo.net [ 20:0:

Protected Population

- Has Tickets 173.38.117.65 Cary, NC, US v - « Active

Paul Carco (4 5 2 Days Ago
),

carco@securitydemo.net

N
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Users

User 360 View

The user details is known as the
“user 360 view”

A true look at the user’s identity
related security, activity and
other important properties.

Activity Flow

Combined view of the user's
activity patterns. Easily spot
when deviations have occurred

Combined Auth Log

Combined view of the users
authentications and factors
across all the integrated IdPs

© 2025 Cisco and/or its affiliates. All rights reserved.

cisco

Identity Intelligence

Users > employeel@securitydemo.net

E EmployeeOne

« Active

@ securitydemo.net

Summary

Inconsistent, Active

&  Justa Number

& Human Labor

B SecurityDemo

9 NA

B MFA Configured

Apr 11, 2024 23:57:13 UTC
@ NA

Created May 22, 2019

(14 hours ago)

2 Last Login Attempt  View more data

> SecDemo-EntralD

= Active

i - Anomalous

Created at
May 22, 2019

Title
Just a Number

User Key
employee1 @securitydemo.net

Em
employee™agecuritydemo.net

Registered Location

IdP
AZURE_AD

Max Daily Sign In
15

Unfamiliar sign-in properties

Last Successful Login

Apr 11, 2024 23:57:13 UTC
Company

SecurityDemo

Department

Human Labor

Type
Cn Users

User Type
Internal

Pa¥syord Changed
May 16, 2849 14:44:40 UTC

Last Login Attempt
Apr 11, 2024 23:57:13 UT!
Singapore, Central Singapore, SG

Result
Success

MFA
> Password

@ Checks
1 failing

Attempted Logins

e

All Attempts

® Denied - 10

@ Other-3

® Success - 47

Search

Overview  Activity Networks Devices Applications Groups

User Has Directly Assigned Application

View all

Records per day

® Success ® Denied @ Other

1

loxx@securitvde

ST =)
For Your
Reference

= Actions <

& Exclude from check

\.

Activity Flow over the past 30 days

emplayee 1 @securitydemo.net

Washington, VA, US

OfficeHome

SecDemo-EntralD

Ashbumn, VA, US

Offica365 Shell WCSS-Client
Singapore, Gentral Singapore, 5G
IdentityProtection

San Francisco, GA.US  office 366 Exchange Online

Bing
unlikelyTravel
anomalousToken

unfamiliarFeatures

J

Authentication Factors

Factor

Password

SecDemo-EntralD

Push
Duo - Posaa$
DPJBQ7JWSHO5Y1VWHNSN__push

Assurance Level + Status 1 # Changes

ACTIVE

Medium ACTIVE

Usage Count ™ Device 1

ATW iPhone10

in Columns

Phone Number Last Ust

Apri,




Activity

Activity Timeline

See the authentication trends
across the timeline.

Zoom in & out.

Activity List

See the login activity, and click
in for progressive-disclosure all
the way to the detailed raw-
logs

© 2025 Cisco and/or its affiliates. All rights reserved.

asco. ldentity Intelligence () Search

(W §

Users > employeel@securitydemo.net

E EmployeeOne o @ 1 Linked User
] employee > « Active

@ Remediation Triggered by loxx@securitydemo.net on Apr 23, 2024 18:25:13 UTC with status ~ FAILURE

<> Advanced

126 events found

Date (UTC) Source Event Initiator

Apr 26, 2024 00:43:43 ik END_USER__CHECK_EXPIRED

Apr 24, 2024 19:43:17 employee1@securitydemo.net

Apr 24, 2024 17:11:09 employee1@securitydemo.net

BRKSEC-2162

o For Your
Reference

R loxx@securityde...
security-demo-int

Overview Activity Networks Devices Applications Groups Checks 2 - Actions <

View all

30d Mar 27, 2024 13:55 - Apr...

Apr 23

FAILURE: 3 'y

04/22

Last data 0

Target Result

Check: A Bypass Code Was U...
User: employee1@securityde...

O OfficeHome
User: employee1@securityde...

Success

0 OfficeHome
User: employee1@securityde...

Success

N
cisco



Networks D |rme,

R . . loxx@securityde...
duil Identity Intelligence Search 120 il

Users > employeel@securitydemo.net

@ 1 Linked User
E B v A Overview  Activity Networks Devices Applications Groups Checks 2 -+ Actions -C:
c * Active

@ Remediation Triggered by loxx@securitydemo.net on Apr 23, 2024 18:25:13 UTC with status ~ FAILURE View all

IP’s recorded in IDP Logs

These are not the ”internal 30d - Mar 27, 2024 17:04 - Apr...
IP’s”. These are the source IP’s
when the user-agent 14 1P Addresses
communicated to the IDP
during auth flow

IP Address 1 Last Access (UTC) Hit Count Successful Events Failed Events Other Events Tags Location

54.91.54.189 Apr 25, 2024 19:38:19 Ashburn, VA, US

. 172. . .226 Apr 18, 2024 17:50:41 Washington, VA, US
Locations 2.203.228.22

Do these seem normal for the

B8.51.250.58 Apr 24, 2024 17:11:09 Washington, VA, US
user?

| th L. 5 128.187.78.71 Apr 12, 2024 00:08:15 San Francisco, CA, US
S TNIS SUSPICIOUS ¢
85.203.21.87 Apr 12, 2024 07:00:56
154.16.95.37 Apr 20, 2024 02:47:10

193.176.211.235 Apr 16, 2024 15:09:57

154.16.95.18 Apr 18, 2024 19:17:42

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2162 CcIsco



Devices D |er,

R loxx@securityde...
security-demo-int

v

el dentity Intelligence Search

@ 1 Linked Us
DeVICGS from |DPS E Empl?yeeOne v m Tl‘n s Overview Activity  Networks Devices  Applications Groups Checks 2 «-+ Actions <:
0 employee C yd = Active
Not all IDPs are created equal with
device information @ Remediation Triggered by loxx@securitydemo.net on Apr 23, 2024 18:25:13 UTC with status ~ FAILURE View all

Duo is the best source for device
data - when the Duo Auth includes
the Health App.

14 devices found

Device Source Managed Registered Usage Count Enrolled (UTC) Last Seen (1

Standard IDP Would Only see the Access and Authentication devices

user-agent string, no real device

information. EPJPCXC185057X3G4J0G - Posaa$ [ i0s 15.7
List includes MFA devices and access EPTFXOBY41570W7UWSOR - Posaa$ [ i0s 16.7.6
devices.

EPWQ1HG7NCQ5UYST8BR5 - PosaaS [¢] ios 16.7.6

Device starts with “EP”

AAWOLAND-M-W1J9 - PosaaS [$JMac Os 14.3.1
These are the Duo Epkeys, a secure-
CO_Okle Used tO Identlfy a User+deV|Ce ATW-LABSTINKPAD - PosaaS 2" Windows 10.0.19044.2728
pair.

MJOHARI-M-2XK7 - [¢1Mac Os 14.3.1

SSAKLIKA-M-X2WT - PosaaS [£IMac Os 14.3.1

N
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Applications

Usage Statistics

Quick overview of the apps used

Includes Apps not used

Application List

Which applications is the user
accessing (according to the IDPs).

Which IDP reported the access &
usage counts.

© 2025 Cisco and/or its affiliates. All rights reserved.

o For Your
Reference
L
i |dentity Intelligence () search (o) L v

security-demo-int

> employee1@securitydemo.net

EmployeeOne

O employe

& 1Linked User  « Active Overview  Activity Networks Devices Applications Groups Checks 2 =« Actions

@ Remediation Triggered by loxx@securitydemo.net on Apr 23, 2024 18:25:13 UTC with status ~ FAILURE

Applications usage = Applications usage over time D C Median apps per user

@ Used-7

Not Used - 6

Source 1 Status 1 Assignments Owners Usage Count 1 Last Access (UTC) 1 Result 1

o

Oficoliome > SecDemo-EntralD Apr 24, 2024 19:43:17 Success

ee

5 Shell WCSS-Client

@secu 10.net

> SecDemo-EntralD Apr 24, 2024 17:11:09 Success

fJ Office 365 Exchange Online

employee1@se J

> SecDemo-EntralD Apr 24, 2024 17:10:59 Success

Success

N
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Excellent Documentation

« All integrations have a detailed guide
to go along with them

¢ OortKnowledge Base

Home

Glossary

« They will have links to the 3 party vendors pages
for specific sections of the integration

Oort Insights

» Keeps the Cll documentation up to date, and puts
the ownness of that portion on the vendor directly

Microsoft Entra ID (Azure
AD) Data Integration

ecurity Integration

Github

Jira Integration

Mailgun Integration

og Streami
EventBridge Integra

@& Powered by GitBook

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2162

o For Your
Reference

Microsoft Entra ID (Azure
AD) Data Integration

11/2023

Overview

Oort’s platform can analyze authentication events in Microsoft Entra ID (Azure AD)to give
insights into how users are accessing your applications. In order to provide Insights, you have
to set up an integration between Microsoft Entra ID and Oort for analysis. This document will
walk you through the process of setting up APl access inside of Entra ID and will also walk you
through the complementary set up inside of the Oort console.

Important Notes

This integration is for Entra ID data collection. For SSO to your Oort tenant using Entra ID,
please see Microsoft Entra ID (Azure AD) SSO Integration

If this is a brand new Microsoft Entra ID tenant, for instance a development environment,
then make sure to enable a Microsoft Entra ID subscription and resource provider.

Next Steps

Once the integration is complete and the Oort platform has completed the analysis of the
data, Oort will set up a review with you and your team to share insights discovered through the
integration.

Entra ID Integration

Entra ID has different activity log types which each contain different sets of information. Oort ]
Hm
cisco



View Logs

el | dentity Intelligence

Integrations
Providers

Name

Duo - PosaaS

i::’% Loxx-Okta

) SecDemo-EntralD

5% Slack - SecurityDemo.Net

G loxx.tv

© 2025 Cisco and/or its affiliates. All rights reserved.

Collection Status + Recent Usage

@® Collecting

View Logs

v Success
Traffic detected

© Collecting

View Logs

v Success
Traffic detected

Success
Traffic detected

Average Traffic

13 records

22 records

18259 records

7 records

5 records

Search

Last Collected (UTC)

9\ loxx@securityde...
security-demo-int

Request Integration + Add Integration C

Last Updated (UTC)

Apr 18, 2024 19:27:50

#" Edit Settings

¢ Test Connectivity

Apr 18, 2024 19:26:53

APITS, 20287 T9.20.535,

Apr 18, 2024 19:26:53

Apr 18, 2024 18:57.09

Q Disable Collection
<Q View Logs

B Delete

Apr 3, 2024 00:57:00

Apr 3, 2024 00:42:05

BRKSEC-2162

For Your
Reference

Edit Settings

Test connectivity - Terrific way to
ensure the connection is working
as expected

Trigger collection (sync)

Disable collection - use when there
is an issue, and then enable again
after that issue is resolved

View Logs - see all logs related to
the specific integration.

Delete

N
cisco



u . .
‘duthe Identity Intelligence S leoescy For Your
I W Reference

ntegrations = System Logs
~ Result

©.  Target:Duo - PosaaS x Al View all
Blocked
Failure

Info 1722 events

None
Date {UTC) Initiator Target Logged By
Partial success

Started

Apr 18, 2024 19:28:00
Success Ended in Oh Om 18

Integration Logs

INTEGRATION__HISTORICA... System Duo - Posaa$S Success cnt-integration

Apr 18, 2024 19:28:00

Built into the Ul, it will automatically filter P e
and display all logs related to the User checks Apr 18, 2024 19:27:59
integration, its syncs and any other related Admin iggered e

information. » Check Actions Taken Apr 18, 2024 18:27:59

INTEGRATION__DATA_UPLO... & Duo - PosaaS Success cnt-integration
INTEGRATION__DATA_UPLO... System Duo - Posaa$ Success cnt-integration
INTEGRATION__DATA_UPLO... System & Duo - PosaaS Success cnt-integration

INTEGRATION__DATA_UPLO... e Duo - PosaaS cnt-integration

You can click in & leverage progressive Aor 18, 2024 19:27:57
disclosure to view the raw log, too.

Apr 18, 2024 19:27:56

INTEGRATION__DATA_UPLO... System Duo - Posaas Success cnt-integration

Apr 18, 2024 19:27:53

End o O 2 INTEGRATION__DATA_UPLO... System Duo - Posaa$ Success cnt-integration
ded in Om 2s

Apr 18, 2024 19:27:52

Ended in Oh Om 25

INTEGRATION__DATA_UPLO... System Duo - PosaaS Success cnt-integration

Apr 18, 2024 19:27:50 INTEGRATION__COLLECTION System Duo - PosaaS cnt-integration

Apr 18, %024 19:27:49 Mutation__triggerDataC... loxx @ securityderno.net

Endedt i oh O 0 - Duo - Posaa$ cnt-integration

2024 18:27:02

INTEGRATION__DATA_UPLO... System & Duo - PosaaS Success cnt-integration

2024 1*_.3.:27:02 INTEGRATION__DATA_UPLO... System Duo - PosaaS Success cnt-integration

2024 19:27:02

o NTEGRATION__DATA_UPLO > Duo - Posaa$ Success cnt-integration

2024 19:26:42

n Oh Om 505

INTEGRATION__EVENTS__C Duo - PosaaS Success cnt-integration
© 2025 Cisco and/or its affiliates. All rights reserved.




u
"cll"'élo" Identity Intelligence Success Apr 18, 2024 19:28:00 UTC (about a few seconds ago) For Your
Reference

» System Logs End Date Apr 18, 2024 19:28:01 UTC
~ Result

Target:Duo - PosaaS Running Time OhOm 1s

Blocked
Event INTEGRATION_ _HISTORICAL _COLLECTION
1722 events
Initiator system

Date (UTC 11
ate ( ) Logged By cnt-integration-sfn-historical-data-collection

tial success

Started Apr 18, 2024 19:28:00 e Integration Target Duo - PosaaS
, NTEGRATIO
Success n Oh Om

I nteg ratIO n Log S oot St Id 30ba3bb18-0238-4bel-b03(-4aa6a7eal576

, 2024 19:28:00
Built into the Ul, it will automatically filter . ' a s

ntegrations Execution Arn arn:aws:states:us-east-2:227542035969:execution cnt-integration-sin-

and dlSplay all |OgS related to the User checks , 2024 19:27:59 vy historical-data-collection:3ba3bb18-0238-dbei-b03i-4aa6a7eal 576

integration, its syncs and any other related e e Execution History
information. - Chock Action¥ Taten ——

‘ode

'd8f9ffe7-3e85-42c5-bBeB-d87bo@febcoff"

You can click in & leverage progressive or 18, 2024 192757
disclosure to view the raw log, too.

, 2024 19:27:56

INTEGRATIO

Aids tremendously when troubleshooting
why information isn’t getting sync’d across. 18,2024 192783 | pyregpatro

INTEGRATIC

, 2024 19:27:50

, 2024 19:27:49

: Mutation riggerD

TaskStateEntered’

, 2024 19:27:02

, 2024 19:27:02

, 2024 19:27:02 e
hOn Om State Machine Arn am:aws:states:us-east-2:227542035969 stateMachine:cnt-integration-sfn-
historical-data-collection

8, 2024 19:26:42

INTEGRATION
© 2025 Cisco and/or its affiliates. All rights reserved.




Sync Schedule O]

dudh Identity Intelligence

. . Tenant Settings
* Tenant-level configuration
Landing Page
* The time of day when the bulk sync requests Users Sensitive Applications
are made via API’s i Timing
Idle Timeout
» The time is chosen by the system automatically Mitacations RBAC Groups
after the first integration is added b oystom Logs Protected Popuations
* If a different time is preferred for your ®, Tenant Access
Organization, you may Change it here rrT— ‘dseh’ Identity Intelligence

* Note: This does not affect the streaming logs Checks
(Okta, EntralD, Duo & AuthO)

Checks run daily to find potential risk in your organization.
Adjust the time below to fit your company needs.

Checks run time (UTC)

21:15

. . L]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2162 cisco



Sync Schedule D [,

loxx@securityde...

* Manually Collect on 4tk \dentity Inteligence ) F o i
D e m a n d : Integrations Request Integration c

Providers

C AISO triggers a detection Name Collection Status Recent Usage Average Traffic Last Collected (UTC) Last Updated (UTC)
run when the collection is
completed

®© Collecting
View Logs

Duo - PosaaS 3 records Jun 1, 2024 22:14:51 Apr 22, 2024 13:37:22

%“,"“\% Loxx-Okta < Suboess 13 records Jun1,2024 21:26:53  Apr 29, 2024 01:51:30

Traffic detected

) SecDemo-EntralD v Success 33139 records Jun 1, 2024 21:27

Traffic detected /" Edit Settings
¥ Test Connectivity
5% Slack- SecurityDemo.... 7 Suecess 19100010 iRl Colct Now
© Disable Collection
v Success Jun 1, 2024 21:5¢ zQ View Logs

ﬁ
< loxx.tv 0 records
Traffic detected

Delete

N
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Microsoft Entra ID

Aka: Azure Active Directory (AAD)

N
© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2162 cisco



MS Entra ID

« All integrations w/ Azure go
through an “App registration”

» That’s where you configure & get the API
keys

» The “app” is given explicit or delegated
permissions to a very granular set of
controls / API

© 2025 Cisco and/or its affiliates. All rights reserved.

o For Your
Reference
D
= Y [Tl (e Yo a-¥4T1(s] ° Search resources, services, and docs (G+/) o & @ & loxx@securitydemo.net @
SECURITY DEMO (SECURITYDEM... @0

Home >

App registrations =

—|— New registration @ Endpoints LO Troubleshooting C) Refresh l Download Preview features ,C'é_v] Got feedback?

0 Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph.
We will continue to provide technical support and security updates but we will no longer provide feature updates. Applications will need to be upgraded to
Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

All applications Owned applications  Deleted applications

Start typing a display name or application (client) ID to filter these r... +7 Add filters

4 applications found

Display name T Application (client) ID Created on T  Certificates & secrets
Cisco XDR 3891ab18-5d91-4960-a5e6-bc24... 7/23/2021 @ Current
Kenna Integration 1b6aa786-ba19-43f5-821b-6d141... 1/9/2024 @ Current
Oort 07ef51a6-8052-4cc4-a5d8-dedaa... 6/15/2023 @ Current

SecureX INventory Integration - Delete Me fdceec30-bdc6-46f6-afa3-265f95... 3/22/2021 @ Current

N
BRKSEC-2162 cisco



MS Entra ID

« Copies the directory data via the
Graph API

 Cll requires specific permissions

» Should setup event streaming for
optimal integration

» Customer needs to pay for a subscription for
streamed events

© 2025 Cisco and/or its affiliates. All rights reserved.

Name Remediation Type

For Your
Reference

User.ReadWrite.All,
User.ManageIdentities.All, Update User Type, Delete Guest User
Directory.ReadWrite.All

User.ReadWrite.All,

. . User Log out
Directory.ReadWrite.All

UserAuthenticationMethod.ReadWrite.All Reset MFA

User.ReadWrite.All Delete Guest User

= i O Search resources, serv d docs (G+ >_ o loxx@securitydemo.net @
T 5T (G D% 0O 4 SECURITY DEMO (SECURITYDEM... @

Home >

App registrations =

—+ New registration @ Endpoints LO Troubleshooting C) Refresh l Download Preview features ,Qj Got feedback?

ﬂ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph.
We will continue to provide technical support and security updates but we will no longer provide feature updates. Applications will need to be upgraded to
Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more

All applications Owned applications  Deleted applications

O Start typing a display name or application (client) ID to filter these r... +7 Add filters

4 applications found

Display name T Application (client) ID Created on T Certificates & secrets
Cisco XDR 3891ab18-5d91-4960-a5e6-bc24... 7/23/2021 @ Current
Kenna Integration 1b6aa786-ba19-43f5-821b-6d141... 1/9/2024 @ Current
Oort 07ef51a6-8052-4cc4-a5d8-dedaa... 6/15/2023 @ Current

El SecureX INventory Integration - Delete Me fdceec30-bdc6-46f6-afa3-265f95... 3/22/2021 @ Current

BRKSEC-2162 cisco



MS Entra ID

General Settings

The credentials you obtained from the
Azure “App” (ClientlD, Secret Key, etc.)

The directory structure and attributes will

be sync’d across this connection. However:

Microsoft’s Graph API is throttled
extensively

Cll will [sometimes] see a 429 error code
or network timeouts

It is less-than-desirable to integrate with
Azure only via the Graph API

© 2025 Cisco and/or its affiliates. All rights reserved.

il Identity Intelligence

Integrations > Edit Settings

Edit Microsoft Entra ID Settings

General Settings  Event Streaming  Advanced Settings

Name

SecDemo-EntralD

Directory ID

Application ID

o7et5126-8052-4co+- S

C Reset Credentials

The reset button will delete your current credentials and you will need to provide new
ones.
If you need help getting your credentials, see the Microsoft Entra ID Documentation

© 2024 |dentity Intelligence

This environment reloads hourly

) Search 4 For Your

Reference

Where can | see a step by step configuration guide?

Refer to this documentation article for a step by step
guidance.

Are Directory ID and Tenant ID the same thing?

Where do | get my Application ID?

How do | get my Application Secret Value?

Privacy Policy Terms of Use Documentation SOC2 Report




MS Entra ID

Event Streaming

Here you add the Event Hub that you
created in Azure, to stream the events to
ClIl.

It is not a true stream like Event Bridge in
AWS offers, but it’s close.

Event Hub will collect the events that ClI

has subscribed to & CII will pull those
events on a schedule (15 minute intervals)

© 2025 Cisco and/or its affiliates. All rights reserved.

‘tisco. Identity Intelligence () Ssearch . Fon Your

Reference

Integrations > Edit Settings

Edit Microsoft Entra ID Settings

General Settings  Event Streaming  Advanced Settings Where can | see a step by step configuration guide?

Refer to this documentation article for a step by step
@D Use EventHub for Logs Streaming guidance.

EventHub Name

loxox-cii- [ N
Are Directory ID and Tenant ID the same thing?

Consumer Group

$Default
Where do | get my Application ID?

Endpoint FQDN

_servicebus.windows.net How do | get my Application Secret Value?

Shared Access Key Name

ListenPolicy-Loxx

C Reset Credentials

© 2024 |dentity Intelligence Privacy Policy Terms of Use Documentation SOC2 Report

This environment reloads hourly



MS Entra ID R Rlloerce Q somrch R @ |,

Integrations > Edit Settings

Edit Microsoft Entra ID Settings

General Settings  Event Streaming  Advanced Settings Where can | see a step by step configuration guide?

Refer to this documentation article for a step by step

Advanced Settings . guidance.

Check all of the data types you want this integration instance to get. You can update this at

ThIS iS Where you can tune WhICh any time. The more types you enable, the more detailed the generated reports will be.
information CII should pull when performing
sync’s with Azure / Entra ID.

<]
<

Users Devices

Event Logs Are Directory ID and Tenant ID the same thing?

<]
<]

Audit Logs MFA Factors Groups

<]
<]

Groups to Users Applications to Users

Some of the data types require Azure P1 or Applications
Azure P2 subscriptions, and Cll leverages Applications to Groups
the information tool-tip to call those out. Directory Roles

Where do | get my Application ID?

<]
<]

Named Locations Direct Reports

<]
<]

Service Principal Risky User Events How do | get my Application Secret Value?

Authenticators to Conditional Access Provisioning Events

Users Policy

Device Audit Events
Mailbox Settings

<]
<]

<]

Message Rules

Risky Users Registered Devices

Requires Microsoft Entra ID (formerly Azure AD) Premium
P2 subscription

© 2024 |dentity Intelligence Privacy Policy Terms of Use Documentation SOC2 Report

This environment reloads hourly
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Okta Identity Engine :;



Okta

App Catalog

Cll is an app in the Okta Catalog
- Sets up all the permissions
Makes the integration dead-simple

© 2025 Cisco and/or its affiliates. All rights reserved.

$% okta

()

Dashboard
Directory
Customizations
Applications

Applications

Self Service

API Service Integrations
Security
Workflow
Reports

Settings

Applications

BRKSEC-2162

For Your
Reference

@ 00 loxx@securitydem...
0o cisco-aawoland

Catalog Identity Governance and Administration (IGA) Cisco Identity Intelligence - Read-Write Management API Service

Okta Verified ¥

The integration was either
created by Okta or by Okta
community users and then

tested and verified by Okta

Use Case

Identity Governance and

Administration (IGA)

Functionality

API

Last updated: January 24, 2025

© Add Integration

Cisco ldentity Intelligence -
Read-Write Management API
Service

API

Overview

Cisco Identity Intelligence is a system that combines static
entitlement data with event logs to provide a unified identity
posture across all identity sources in an organization. To
collect data from Okta, Cisco Identity Intelligence uses Core
Okta API. This App Integration will make it easier for
customers to create an API| Service application and share

OAuth 2.0 credentials with Cisco Identity Intelligence.




Okta

App Catalog

Cll is an app in the Okta Catalog
- Sets up all the permissions
Makes the integration dead-simple

Leverages OAuth to grant Cll the exact

correct permissions.

© 2025 Cisco and/or its affiliates. All rights reserved.

3 okta
Dashboard
Directory
Customizations
Applications
Security
Workflow
Reports

Settings

API Service Integrations / Authorize integration

For Your
Reference

@ 00 loxx@securitydem...
oo cisco-aawoland

@ Help

Authorize Cisco Identity Intelligence - Read-Write Management API Service

o - O

Cisco Identity Intelligence - Read-Write
Management API Service wants to
access your cisco-aawoland
organization.

Authorizing this request gives Cisco Identity
Intelligence - Read-Write Management API
Service access to your Okta organization’s
management API. Any actions taken over the
API will be attributed to Cisco Identity
Intelligence - Read-Write Management API
Service.

BRKSEC-2162

Users and groups

mainage all admin operations for org
factors (e.g. activate, deactivate, read)
read org factors

Allows the app to manage existing groups
in your Okta organization.

Resources and policies

« create and manage apps
« read about apps

Systems

Allows the app to read information about
API tokens in your Okta organization.
Allows the app to read org authenticators
information.

Allows the app to read the existing
device's profile and search devices.
Allows the app to read information about
custom Domains for your Okta
organization.

read about deprecated events v1 API
entries

read about system log entries

Cisco Identity Intelligence - Read-Write Management API Service would like permission to:

read about groups and their members
create new users and manage all users'
profile and credential information

read existing users' profiles and
credentials

read about identity providers
read about policies

Allows the app to read user profile
mappings in your Okta organization.
Allows the app to read information about
rate limits in your Okta organization.
read administrative role assignments
read about schemas

manage all sessions

read all custom templates

Allows the app to manage user types in
your Okta organization.

Allows the app to read user types in your
Okta organization.

Install & Authorize




o For Your
Reference
L

.'cllls'::lc;' Identity Intelligence Search p\ Qgrﬂ:Wlnlarsh o

Integrations > Add Integration > Okta

New Okta Integration

General Settings

Where can | see a step by step configuration
guide?

General Settings  Event Streaming  Advanced Settings

The Okta integration uses an OAuth2
application in the Okta app catalog

How do | create an OAuth2 integration?
The API is used to get directory information
& syncs, but Event Streaming should be

used for all log collection What are the Okta Event Hooks?
Issuer

Client ID

Client Secret

To ensure security, always use the least privileged integration

© 2024 |dentity Intelligence Privacy Policy Terms of Use Documentation SOC2 Report

This environment reloads hourly
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https://www.okta.com/integrations/cisco-identity-intelligence-read-write-management-api-service/
https://www.okta.com/integrations/cisco-identity-intelligence-read-write-management-api-service/

loxx@
afnaln o . OXX@¢ For Y
O ka dsco’ Identity Intelligence Q L oo . For Your

Integrations > Edit Settings

Edit Okta Settings

General Settings  Event Streaming  Advanced Settings Where can | see a step by step configuration guide?

Refer to this documentation article for a step by step

Event Streaming @D Uso Logs Strearming guidance.

Okta |OgS can be streamed to AWS Event If you need help configuring Log Streaming, refer to this documentation article.

Bridge Use the following values in your Okta instance:
How do | create an Okta APl Token?

AWS Event Source Name
Cll has its own Event Bridge, that Cisco o e384
pays for, so the customer does not have to AWS Account ID Which API Key should | use?
(unlike Azure) 0 2275/

AWS Region What are the Okta Event Hooks?
With Event Bridge, it really is more real- US East (Ohio)
time than Azure Event Hub is. Cll will get
the logs in near-real-time & process

| have configured Log Streaming in Okta with the above data

© 2024 |dentity Intelligence Privacy Policy Terms of Use Documentation SOC2 Report

This environment reloads hourly
© 2025 Cisco and/or its affiliates. All rights reserved.




Okta

Advanced Settings

This is where you can tune which
information CII should pull when performing
sync’s with Okta.

Some of the data types require the service
account to be assigned Org Admin
permissions.

Some of the data types are not available
from Okta IdP but require customer to
upgrade to Okta Identity Engine (OIE)

Cll leverages the information tool-tip to call
those out.

© 2025 Cisco and/or its affiliates. All rights reserved.

asco ldentity Intelligence

Integrations > Edit Settings

Edit Okta Settings

General Settings Event Streaming  Advanced Settings

Data Types

Check all of the data types you want this integration instance to get. You can update this at
any time. The more types you enable, the more detailed the generated reports will be.

<]

Users Event Logs Identity Providers

MFA Factors

<]

Groups Applications

<]

Groups to Users

8

Policies API| Tokens

Devices

Authenticators to

Applications to Users Applications to Groups

<]

Policy Rules Authenticators A

Requires Okta Identity

Users

User Schema

X
Requires Org Admin permissions

© 2024 |dentity Intelligence

This environment reloads hourly

,Q loxx@s For Your
security Reference

Where can | see a step by step configuration guide?

Refer to this documentation article for a step by step
guidance.

How do | create an Okta API Token?
Which API Key should | use?

What are the Okta Event Hooks?

Privacy Policy Terms of Use Documentation SOC2 Report




Agenda

01 What is Cisco Identity Intelligence
02 Identity Security Posture

03 Monitoring Auth Factor Progression
04 Threat Detection & Response

05 User Trust Levels

06 Identity Security Assessments

07 Putting the “R” in ITDR

08 Call to Action

CCCCC



Please fill out the Survey

RER WS

If there is anything we can improve, please let us know!

© 2025 Cisco and/or its affiliates. All rights reserved. BRKSEC-2162 CcIsco



Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco
Live T-Shirt.

O
00

Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.

N
Level up and earn Complete your surveys
exclusive prizes! in the Cisco Live
Events app.
Y,

© 2025 Cisco and/or its affiliates. All rights reserved.

Session ID: BRKBRK-0000
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Continue your education

© 2025 Cisco and/or its affiliates. All rights reserved.

Contact me at: Insert preferred comms method

Session ID: BRKBRK-0000

N A
( » —0= [o] ==
(] 0000 L6
p— MNMNMM
Visit the Cisco Stand for Book your one-on-one Attend the interactive Visit the On-Demand
related demos Meet the Expert education with Capture Library for more
meeting the Flag, and Walk-in sessions at
Labs www.Ciscolive.com/
on-demand
g J Y,

N
cisco


http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand

Thank you C1SCO Live !
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