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New Firewall Release Numbering

Simplified release structure with consistent
support and certification across all releases

Each major release is now broken into two
minor releases (eg. 10.0.0, 10.5.0)

Example:

10 - Major version that is specified by the
first digit and indicates a series of releases

10.0 - Initial minor version delivering new
features/improvements

10.5 - Final minor version delivering new
features/improvements. Submitted for

government certification. Major Version - Series of releases

10.0.2 - Maintenance version that provides
bug fixes and vulnerability protection on top
of major version.

10.5.2 - Maintenance version that provides
bug fixes and vulnerability protection for the
final minor version only and for all 10.x.x.x
customers to move to for sustaining
support.

10.5.5 = Vulnerability Release based on
the 10.5.5 Maintenance release.
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Supported Upgrades

» The install and upgrades file is the same same for
From 7.3.x
Secure Firewall 1200.
» Upgrade is only supported from 7.6.x to higher for 1200
From 7.4.x Compact and from 7.7.x for 1200 Rackmount.
* The install and upgrade file for the 3100 Series is the
From 7.6.x same file, as opposed to separate files.
» The install and upgrade file is same for 4200 and
From 7.7.x Upgrade is only supported from 7.4 to higher versions.

- Always upgrade FXOS before FTD on Firepower 4100 & 9300 Series
* For 10.0, the minimum version supportedis 7.3and 7.3/ 7.4/ 7.6 /| 7.7 to 10.0 upgrades are supported

]
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Where are we now?

Major releases and dates for Firewall Threat Defense

FTD FTD7.4.2 FTD FTD FTD
7.2.8 FTD 7.6 7.7.0 7.7.1 10.0
@ ® ¢ ® * ®
August March November
2024 2025 2025
September July
2024 2025

© 2025 Cisco and/or its affiliates. All rights reserved.

Session ID: BRKSEC-2236

e
cisco



Firewall Platforms

CISCO Live !



Cisco Secure Firewall Portfolio

OT/loT / SASE / Campus / Enterprise / Data Center and Service Provider

W 6100 Series

E—__E.,_ml LT — (= 150-400 Gbps
e i —— _ - 4200 Series up to S5Tbps in 16x cluster
L r 3100 Series 65-145 Gbps
o e - 10-45 Gbps up to 1.79Tbps in 16x cluster

1200 Series Compact up to 0.57Tbps in 16x cluster

. 9-18 Gbps
200 Series 6-9 Gbps
1.5 Gbps
a7 93xx
P - q i XX 55-68 Gbps
| e : 19-53 Gbps
[ HER T1xx 2.5-10 Gbps
1010 2-5 Gbps
ISA 3000 _, Gbps

<0.7 Gbps
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Secure Firewall 220

* One Model
* Flexibility to address all modern use cases
* Network/Security SoC with 4 ARM cores

» SoC-embedded accelerators for
encryption and traffic processing

« Up to 1.5Gbps (1024B) = """ ;{{fé}é;é%}%éflﬁfﬁﬁ“‘
for NGFW traffic profiles | =

/.
« Up to 1 Gbps for IPsec VPN, and
up to 0.5 Gbps for TLS 1.2/1.3

( AVAILABLE DEC 2025 )

]
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Secure Firewall 1200 Overview

Appliance-Mode Security Platform for FTD or ASA Application
« Desktop (1210CE/CP and 1220CX) or Rack-Mount (1230, 1240, and 1250)
 Fully integrated System-on-a Chip (SOC) for crypto acceleration

* No multi-instance or Clustering support, Failover only
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960 GB
CSF1200-SSD960
NVMe SSD

R~ — 7

Copper Data Interfaces SFP Data Interfaces
. 1210-1240: 8x1GE (4xPoE on 1210CP only)  1220CX: 2x1GE/10GE SFP+
 1250: 8x1GE/2.5GE 1230 and 1240: 4x1GE/10GE SFP+

« 1250: 4x1GE/10GE (future 2x25GE)

]
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Cisco Secure Firewall 6100 Series

* Flexibility to address all modern NGFW use cases
Two CPUs with 192-256 physical cores (384-512 with HT)

12x 1/10/25/50GE (SFP56) and4x 40/100/200GE QSFP56
interfaces built in plus two Network Module bays

1.5-2.3TB of RAM
Two NVMe slots, up to 7.2TB of RAID1 protected space
« HVAC/HVDC/DC redundant PS

« Advanced FPGAs and one or two dedicated
cryptographic hardware accelerators

» Clustering support on all models, up to 16x nodes
* Up to 400 Gbps for NGFW traffic profiles

« up to 140 Gbps with 50% of TLS 1.2/1.3 mix

* up to 350 Gbps for IPsec traffic

( AVAILABLE DEC 2025 )

]
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A high-performing firewall for every use case S0

Ready

Cisco Secure Firewall family performance at-a-Glance

Ce>

6100 Series Public/Private

Cohmmewgmae_ i | EIEESIET—{E

200 Series 1200 Series
1 Model 5 Models 5 Models 3 Models 2 Models 20+ cloud variants
silaanfn.
Firewalling+IPS Firewalling+IPS Firewalling+IPS Firewalling+IPS Firewalling+IPS nutans  2KVM
1.5 Gbps 6-24 Gbps 10-45 Gbps 71-149 Gbps 280-400 Gbps T VRS
IPSec VPN IPSec VPN IPSec VPN IPSec VPN IPSec VPN
1 Gbps 5-22 Gbps 5.5-39.4 Gbps 51-148 Gbps 280-350 Gbps coogecuraron QUKIFQ
rackgpace -
echnology  EQUINIX
TLS Decryption TLS Decryption TLS Decryption TLS Decryption TLS Decryption A"bg?cmud __ORACLE _
0.75 Gbps 1-4.1 Gbps 3.2-11.5 Gbps 20-45 Gbps 90-120 Gbps

cisco
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Public & Private Cloud

* ASAv support for Clustering & Autoscale in GCP
 ARM-based Instance Support for FTDv & ASAv in OCI
 FTDvU Form Factor for VMWare & KVM




GCP Clustering with Autoscale

« GCP cluster deployments do not support dynamic scaling (increasing or decreasing
cluster nodes) based on load(cpu/memory)

» Added Clustering with dynamic scaling on GCP for ASAv
 FTDv Updated existing fixed-node Clustering with dynamic scaling capabilities on GCP.

alfbal ]l
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Deployment Example - Clustering Autoscale in GCP

éne: us-central-1b

Application Subnet

Application VM

10.10.13.5

application-to-ilb

0.0.0.0/0>10.10.13.4

\.
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/
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OCI ARM Instance Support

Background:
 Today, ASAv and TDv are x86 based OCI instances.

» While Cisco has ARM based ASA and Threat Defense hardware appliances, no
support for virtual form factor based on ARM architecture.

What’s New:
 ARM based ASAv and Threat Defense virtual instance support on OCI.
« Supported ARM instances: VM.Standard.A1.Flex and VM.Standard.A2.Flex types.

 Flexible configurations with 4, 8, 12, or 16 Oracle CPUs (OCPUs) for ASAv and FTDv
iInstances.

« Only BYOL (Bring Your Own License) is supported.

]
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Instance Types: ASAv

'"%ap“ece CPU Cores RAM Mas"l-“!.'l‘otgg{gges Thﬁf&%@Zﬂgzﬂse

4 8 4 1G/ASAV_10

8 16 8 2G/ASAv_30
A1.Flex

12 24 10 10G/ASAv_50

16 32 10 20G/ASAv_100

4 8 4 1G/ASAV_10

8 16 8 2G/ASAv_30
A2.Flex 12 24 10 10G/ASAV_50

16 32 10 20G/ASAv_100

alfbal ]l
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Device Support

Features supported on ARM instances

Features supported on ARM instances

transparent mode), etc.

only

FTDv ASAv

Minimum Licenses Required Essentials Minimum Licenses Required Essentials
Works in Evaluation Mode Yes Works without Licensing Yes
IP Addressing IPv4 IP Addressing IPv4

IPv6 IPv6e
Multi-instances supported? No Multiple context supported? No
Supported with HA’d devices No Supported with HA’d devices No
Supported with clustered No Supported with L3 clustered devices? No
devices?
Other (only routed mode | Only routed mode Supported with L2 clustered devices? No

© 2025 Cisco and/or its affiliates. All rights reserved.
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Device Registration in FMC

* Prior to the 10.0.0 release, FTDv
was constrained to a maximum
of 16 virtual CPU cores.

« FTDvU - Unlimited new tier
license

© 2025 Cisco and/or its affiliates. All rights reserved.

/Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):\

v

: FTDv5 - 100 Mbps
FTDv10 - 1 Gbps
FTDv20 - 3 Gbps
FTDv30 - 5 Gbps
FTDv50 - 10 Gbps
FTDv100 - 16 Gbps
FTDvU - Unlimited

FTDv - Variable
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Simplified TLS Decryption Policy

* Decryption is not required for all visibility
« URL Filtering and some ApplD work without

 IPS and File/Malware policies imply full decryption
* Native TLS 1.2 and 1.3 decryption
» Wizard-style flow for Decryption policy

* Outbound is ineffective for most SaaS apps

* Inbound gives full control via access to app server

© 2025 Cisco and/or its affiliates. All rights reserved. Session ID: BRKSEC-2236
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Create Decryption Policy ®
@ Policy Details —— @ Blocking e Decryption Exclusions
Enter name, description, choose (Optional) Configure blocking (Optional) Configure exclusions for
policy type and certificates. based on TLS version and outbound connections.

certificate status

Decryption Exclusions

Bypass decryption for sensitive URL categories

In many envirenments, certain categories of websites are not inspected for regulatery, compliance or privacy reasons. Customize the list
below to bypass inspection for designated categories.
Note:  URL License is Required

URL Categories: Health and Medicine * Finance * Online Trading * + Add

Bypass decryption for undecryptable distinguished names

Bypass decryption based on Cisco’s list of known undecryptable distinguished names.
Note:  This option is selected by default to allow traffic which cannot be decrypted to remain encrypted. Disabling this option might
cause decryption to fail for unsupported distinguished names.

@ 56 Distinguished names included

Bypass decryption for undecryptable applications

Certain enterprise applications are not supported for deeryption due to a variety of reasons (Certificate Pinning, Client Certificate

Authentication, etc.). Bypass decryption based on Cisco's list of known undecryptable applications.

Note:  This option is selected by default to allow traffic which eannot be decrypted to remain encrypted. Disabling this option might
cause decryption to fail for unsupported applications.

@ 56 Applications included

Intelligent Decryption Bypass

D Bypass decryption for very low-risk connections New

Bypass decryption for very low-risk clients connecting to trusted servers.
Note: The access control policy associated with this decryption policy must have the Encrypted Visibility Engine (EVE) enabled. The
device to which this policy is deployed must run version 7.7 or later and must have a valid IPS license.

Cancel Create Policy

]
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QUI

© 2025 Cisco an

C Decryption and Inspection @

QUIC (HTTP/3) uses UDP with modified TLS 1.3 for encryption

Initial, ClientHello

[

Client Initial, ServerHello, Certificate, Finished Server

<
<«

Finished, HTTP Request
) HTTP Response ] g

HTTP Session Data

B
»

 All firewall vendors require downgrade to HTTP/2 for inspection

« Some browsers ignore Enterprise CA in local trust store for decryption
* Encrypted Visibility Engine supported QUIC apps since FTD 7.3
* Full QUIC decryption and inspection is supported in FTD 7.6

]
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SnortML: Neural Exploit Detector

 Traditional IPS rules are based on known and fixed patterns
 Slight changes to payload patterns can evade static signatures

* Undisclosed or new vulnerabilities take time to become signatures

* SnortML uses Machine Learning to expand IPS capabilities
» Trained on all known embodiments for a given vulnerability type
» Detects new patterns for the vulnerability without a static signature
* TLS or QUIC decryption is still required

« Supports Command and SQL Injection and HTTP command injection (10.0), with more
coverage coming soon.



Intelligent Decryption Bypass

* Build into Decryption Policy creation wizard
« Utilized by EVE and URL Category Reputation

» Creates and enables a Do Not Decrypt Rule

Intelligent Decryption Bypass

Bypass decryption for very low-risk connections New

Bypass decryption for very low-risk clients connecting to trusted servers.
Note: The access control policy associated with this decryption policy must have the Encrypted Visibility Engine (EVE) enabled. The
device to which the policy is deployed must run version 7.7 or later and have a valid IPS license.

Cancel | Back | Create Policy
]
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Rule Level Configuration of Intelligent

Decryption Bypass

 New Client Threat tab in the
Decryption Rule Editor

* Client Threat - Identified by EVE

* Threat Levels - Very Low to Very
High (Or Any)

* For traffic originating from clients
identified by EVE as Very Low,
decryption is bypassed.

« Recommended to add a URL
Category and Reputation filter.

© 2025 Cisco and/or its affiliates. All rights reserved.

Editing Rule - New_Rule

Mame
| New_Rule | Enabled Move
Action
‘ Do not decrypt “ |
Zones Metworks VLAM Tags Users Client Threat Applications Ports Category  Certificate DN Ce
ﬂ We recommend you add at least one category and reputation on the Category
tab page of the decryption rule to use EVE threat detection.
Read more
Client Threat (as identified by EVE) Selected client process risk
Any Very Low - Low
Very Low
Low
Medium Add to Rule
High
Very High
]
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Block Insecure TLS Versions & Certificate Statuses

Build into Decryption Policy creation
wizard

Create Decryption Policy

@ Policy Details —— o Blocking
r ) | Enter name, description, choose {Optional) Configure blocking {Optional) Configure exclusions for
. . policy type and certificates. based on TLS version and outbound connections.

Create Decryption Policy ® certificate status
@ Policy Details ——————— o Blocking [ | Block connections based on TLS version

Enter name, description, choose (Optional) Configure blocking (Optional) Configure exclusions for We recommend blocking the following because they are not secure.

policy type and certificates. based on TLS version and outbound connections.

certificate status SSLv3.0 x TLSV1O0 X TLSVIT X

Block connections based on TLS version

We recommend blocking the following because they are not secure. Reset to default Block connections based on server certificate status
[ SSLvaD ¥ TLSVIO ¥ TLS V11 ¥ R We recommend blocking the following because they are not secure. Reset to default
Invalid Signature X Expired X Not Yet Valid
SSLv30 Invalid Certificate %
(& msvio ] self Signed
TLS v11 Invalid Signature
(] TLsw12 Expired
() Tswi3 Not Yet Valid

Invalid Certificate

| | Invalid CRL

]
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Decryption Policy with Auto Generated Rules

Rules for Certificate

Standard Rules Status/TLS Versions
1 Auto-Rule-Certificate-Status an an any an any an any any any any 4 Cert Status selections ﬁEI-I::H:k with & a
S8
2 Auto-Rule-TLS-Versions RUIe for Inte”'gent any any any 3 Protocol Versions FBI:ER with -
. ese
Decryption Bypass s )
3 B Auto-Rule-Undecryptable-DNs ypP yp any any any 1DN selection Do not &0
(EVE) decrypt
. . . ) , . ®@Donot =
4 Auto-Rule-Low-Risk-Connections any any Any (Except Uncategorized) (Reputation 5] 1 Client Threat selection d . &
ecryp
Auto-Rule-URL-Categories Do not =
5 ) 1 URL-Categ an an any an any an. any any any ® | & 0
\LIsableq) o [ :I'I_:
@ Do not =
6 Auto-Rule-Undecryptable-Apps an an any an any an Tags: undecryptable any any any any decrypt o U
¥
) —*Decrypt - =
7 B Auto-Rule-internal_ca an_an any an any an, any any any any any Resign s

]
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Simplifying EVE

New Dashboard/Widgets

Introduction of two modes: Monitor
and Protect.

Protect: EVE monitors and blocks
malicious connections based on
the Block Threshold Level
configured.

If EVE is enabled, it is now
automatically used for client
application detection.

Simplified Block Threshold
Configuration

© 2025 Cisco and/or its affiliates. All rights reserved.
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Firewall Management C

Monitor

' 4

e

Manage [ Add Widgets |
J Policies
> Unique Applications over Time > Top Web Applications Seen > Top Client Applications Seen
%" Objects 1607 Application Total Bytes (KB) Application Total Bytes (KB)
1404
- ol Davé = J Quic 12,944.72 =] Chrome 63,001.59
Bt = [ YouTube 1,925.67 [ SSL client 55,397.84
: et [ Facebook 8,640.68 ™1 Intemet Explorer 19,586.50
%  Secure Connections 80 ™1 Google 7,703.02 ] QuIC 12,944.72
60 [~ Google APIs 7.070.88 1 YouTube 11,92567
# Integrations “0 [C] The Huffington Post 6,964.02 C] Facebook 864068
20 [ Dropbox 6,724.84 ] Dropbox 6,72484
0 - [~ Doubleclick 4,987.34 ] Firefox 2,814.28
X ) oA T 1 Akamai 4,00117 [ Safari 2,72158
Troubleshooting [~ Skype for Business 3516.01 ™ Yahoo! 1,685.39
) ™1 Google ads 3,46351 ] Google Play 1,081.43
do Administration 1 Imgix 1,98710 ] Kerberos 42064
. — . ] Wired.com 177967 [ SymantecUpdates 281.47
> Traffic by Application Risk 7 Yahoo! 168539 [ Windows Live 256.42
Risk Total Bytes (KB) [T Google Safebrowsing 1,667.67 1 Google Analytics 21469
Very Low 8,753,801
Medium 343,542
High 2716132
Low 9,955.68 L =
Very High 193.67 > Top Server Applications Seen > Top Operating Systems Seen
Vendor Count 0S Name Count
Apache 23 windows (N
Microsoft 22 Linux .
. SNMP 8 Mac 0SX as2 ,
> Traffic by Business Relevance fiohttad 5 i0s b

Insights & Reports

Events & Logs

enter
Dashboard

Summary Dashboard [ swien - |

Provides a summary of activity on the appliance

Network X Threats Intrusion Events

Status Shadow Traffic

Geolocation QoS

Create Report

Show the Last | 1 hour v 0o

Zero Trust Encrypted Visibility Engine

Session ID: BRKSEC-2236
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Simplifying the Decryption Policy

Simplified decryption policy
workflow

Option for Selective Decryption.

Enhanced certificate management
directly from the Decryption Policy
creation page.

Two policy modes:

Standard - Policies created and
modified using the new interface.
Default policy mode in 10.0

Legacy - Policies created and
modified using the editor in 7.7 or
lower.

QUIC Decryption no longer
experimental.

© 2025 Cisco and/or its affiliates. All rights reserved.
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Firewall Management C

Monitor

Insights & Reports >

Show the Last
& Events&Llogs > Network X Threats Intrusion Events Status Shadow Traffic Geolocation QoS Zero Trust Encrypted Visibility Engine
Munage Add Widgets |
') Policies >
> Unique Applications over Time > Top Web Applications Seen X > Top Client Applications Seen X
%" Objects 1807 Application . Total Bytes (KB) Application + Total Bytes (KB)
1604
Fi — 140 ] QUIC 12,363.65 ] SSL client 55,700.53
>
[ = S— D 1204 ] Google 1165854 [ Chrome 40,151.91
» 100 1 Dropbox 914388 ™1 Intemet Explorer 16,660.75
%' SecureConnections > - [ Facebook 8,974.81 1 Quic 12,363.65
& ] The Huffington Post 417812 1 Dropbox 9,143.88
% Integrations > @ ] Doubleclick 3,337.25 [~ Facebook 8,974.81
204 ] YouTube 2,749.57 ] YouTube 2,749.57
0 ] Google ads 261994 ] Firefox 1,899.48
a ) s w3 RS 1 (16 1 Google APls 254066 [ Safari 1,27151
Troubleshooting 2 7 Imgix 1,98710 7 Google Play 1,081.43
] Wired.com 1,975.21 ] Java Update 755.24
4o Administration > ] Kubernetes 1,592:32 [~ Pinterest 515.01
= . "] Docker 1,554.76 ] Yahoo! 455.21
> Traffic by Application Risk ] Bank of America 153848 [ Kerberos 41105
Risk Total Bytes (KB) ™1 Amazon 1,508.58 ] SymantecUpdates 281.47
Very Low 8,833,365
Medium 280179.34
High 17,610.07
N Low 9,562.35 T .
Very High 205.55 > Top Server Applications Seen > Top Operating Systems Seen <
Vendor .~ Count 0S Name .~ Count
Apache 28 windows (.
Microsoft 23 Linux 798
> SNMP 8 Mac 0OSX 468
> Traffic by Business Relevance fahttod 1 i0s Z-_/

enter
Dashboard

Summary Dashboard | switch -

Provides a summary of activity on the appliance

Deploy

x’;u: 13 |

Create Report

| 1hour v \

Session ID

: BRKSEC-2236
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ApplD Default Port Specification

* ApplD provides the ability to detect and control access to resources based on
application type.

 However, for many applications, customers are unlikely to know which default ports are

even associated with an application (e.g., do you know which ports the gaming app
Steam uses?).

e Newin 10.0.0:

 When adding Applications to Access Control rules, default ports will be enforced as standard
behavior.

» |f multiple Applications are added to a single rule, each application will match only against its

specific default ports (e.g., in the same rule, SSH only matches on TCP/22 while HTTP matches
only on TCP/80).

]
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What is Dynamic Firewall?

« The Dynamic Firewall feature helps associate
an identity source (ISE or pxGrid Cloud) with  KEks

ahan.  Firewall Management Center

Dashboard

identity intelligence like Cisco Identity = [
: Summary Dashboard | switen - |
Intelligence (CII) for user trust scores. e e
l &3 Insights & Reports 5 Provides a summary of activity on the appliance i
Show the Last | 1 hour v | 00
[ ) C i S C O I d e n t i ty I n te I I i g e n C e ( C I I ) — C O | | e CtS u S e r  Eventsilogs > Network X Threats Intrusion Events Status Shadow Traffic Geolocation QoS Zero Trust Encrypted Visibility Engine
information from different identity sources (Duo| *- [(Aaawges
Poli >
O r E n t ra I D ) a n d C | a SS iﬁ e S u S e r p a tte rn S i n to .' .rc ’ > ~Unique Applications over Time X > To? w.eb Applications Seen X > To;? leent Applications Seen X
Objects 160 Application Total Bytes (KB) Application Total Bytes (KB)
- 140 = =
five trust levels: b etk S m— | O oo sossase
) - [ Google APl 725437 1 Quic 1718439
%  SecureConnections > L ™1 The Huffington Post 6,79164 [ Intemet Explorer 12,741.64
&0 —_— —_
1. Trusted B | E —EE= -
20 ] Gmail 5,296.03 [ Firefox 425773
;g. = = » == : ] Dropbox 433388 1 Yahoo! 3,126.98
1530 15:40 155 16:00 ) 162 — —_
2. Favorable A ot — e s - e .
[~ Yahoo! 312698 [T Google Play 589.14
4o Administration > [ Salesforce CRM 2,28674 1 BITS 39264
3. Neutral | Tty dppatonsik xS || B o
Risk ~ Total Bytes (KB) =] Google Safebrowsin: 9 1,636129 [ Windows Live 272.34
] Very Low 71785725
4. Questionable
High 17,045.85
Low 13,995.32
Very High 20703 > Top Server Applications Seen X > Top Operating Systems Seen X
5 - U ntrusted 3 . Vendor Count 0OS Name Count
Apache 23 Windows (S
inux

. FMC can get the Untrusted and N Eerm—— |- -'1/
Questionable levels from Cll and apply it to
logins received from ISE or pxGrid Cloud.

]
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Simplifying Branch Deployments

Direct internet access for
public cloud and guest
traffic

Increased Usable
Bandwidth

Secure Elastic
Connectivity

High availability with
near-zero network down
time / WAN optimization

Simplified
Management

Configure route-based

ECMP support for load- Zero Touch

VPN VTI tunnels
between branches
(Spokes) to
headquarters (Hubs)

IPv6 overlay support
BGPv6 over VTI

EIGRP, OSPF and BGP
over VTI

DVTI supports DHCP
(spokes)

© 2025 Cisco and/or its affiliates. All rights reserved.

* Multi-ISP configuration

* Active-standby backup

VTI tunnel configuration
with SLA monitoring

Optimal path selection
based on interface
monitoring

HA Management with
Dual WAN links via Data
Interface

balancing across
multiple ISPs

ECMP support for VTI

Application based load
balancing using policy-
based routing

SDWAN Monitoring
Dashboard with
Application
performance

Session ID: BRKSEC-2236

SaaS application
detection (First Packet
using DNS snooping)

Policy-based routing
using application, user
and SGT as matching
criteria

Local tunnel ID support
for Umbrella

BGP AS Override

Provisioning

Data interface
management

Auto config rollback

Bulk pre-provisioning
with device templates

Umbrella SASE auto-
tunnel deployment

Simplified branch to
hub communication
using SD-WAN Wizard

lllllllll
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Secure Firewall 7.6 Topology Wizard

Create VPN Topology

Topology Name *
Hub-Spoke-VPN

VPN Type

~

(#) SD-WAN Topology @ () Route-Based VPN () Policy-Based VPN
Simplifies and automates the Secures traffic dynamically Secures traffic between peers
VPN and routing configuration between peers based on based on a static policy using
in a hub and spoke topology, routing over Virtual Tunnel protected networks.

enabling SD-WAN capabilities. Interfaces.
Select VPN Topology

Select VPN Topology Select VPN Topology

(® @ Hub and Spoke

Prerequisites

() SASE Topology
Simplifies and orchestrates the
auto tunnel configuration
between the threat defense
device and the Umbrella SIG
gateway.

Select VPN Topology

Full automated VPN deployment!

© 2025 Cisco and/or its affiliates. All rights reserved. BRKENT-2708
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Devices / Device Management

View By: | Group

All (8) @ Error (0)

Collapse All

Name

~ Ungrouped (6)

ftdv-test-11 Snort 3
10.101.128.211 - Routed

ftdv-test-12 Snort 3
10.101.128.212 - Routed

ftdv-test-13 Snort 3
10.101.128.213 - Routed

ftdv-test-14 Snort 3
10.101.128.214 - Routed

ftdv-test-15 Snort 3
10.101.128.215 - Routed

Firewall Management Center

® Warning (0)

Overview Analysis

® Normal (6)

Model

Firewall Threat
Defense for VMware

Firewall Threat
Defense for VMware

Firewall Threat
Defense for VMware

Firewall Threat
Defense for VMware

Firewall Threat
Defense for VMware

Policies

Deployment Pending (6)

Version

7.6.0

7.6.0

7.6.0

7.6.0

7.6.0

Devices Objects

Chassis

N/A

NfA

N/A

N/A

N/A

Firewall Management Center

© 2025 Cisco and/or its affiliates. All rights reserved.
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® Upgrade (0)

Integration Deploy

® Snort 3 (6)

Licenses

Essentials, IPS (2
more...)

Essentials, IPS (2
more...)

Essentials, IPS (2
more...)

Essentials, IPS (2
more...)

Essentials, IPS (2
more...)

Essentials, IPS (2
more...)

Q C e

Access Control Policy

@ Edge Access Policy

@ Edge Access Policy

@ Edge Access Policy

@ Edge Access Policy

@ Edge Access Policy

@ Edge Access Policy

® admin v

i -
cisco

Migrate | Deployment History

Q, Search Device

Download Device List Report

Auto RollBack

]
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Carry SGT Across VTl-based Site-to-Site Tunnels

{53 A need exists for carrying encrypted Security Group Tags across SD-WAN fabric

\/ DVTI’'s & SVTI’s can receive and propagate SGT’s

é

Outer ESP inline tagging supported

Q Point-to-Point or Hub-and-Spoke and ASA and FTD topologies supported

Session ID: BRKSEC-2236



ECMP & BFD Fault Detection for VTls

= Challenge: Only traffic initiated from spoke to hub can be load balanced, whereas hub
= to spoke cannot be load balanced. VPN path failures also need to be detected faster.

\/ Multiple DVTI interfaces can be part of an ECMP zone & BFD link detection is
faster within a few mili/microseconds.
2

Spoke-bound traffic can now be load balanced.

Q ECMP & BFD configurations for hub are visible after upgrade to 10.0.0

Session ID: BRKSEC-2236



Enable ECMP on DVTI in SD-WAN Topology

alial,  Firewall Management Center Q search Deploy O@ & @ | Ashutosh v

CISCO  Devices / VPN / Site To Site

SDWAN-BFD-Topology-V4-1 ¢

Py
s Hub and Spoke Route-Based (VTI) VPN Topology

.I

Overview
o Hubs @
nl
4 ECMP Add Hub —
Analysis . bd
Enables ECMP on dynamic VTI of hub
P . o Hub Gateway IP devices with Version 7.8 or later. All virtual
Device Dynamic Virtual Tunnel Interface (DVTI) Address Spoke Tunnel IP| access interfaces generated on the hub
Policies HA-1 ] - - that connect to the same spoke are added
Virtual-Template1 (outside_dynamic_vti_1) 192172100187 BFD-IPV4-Pool- to an ECMP zone.

- Threat Defense Source:Ethernet0/0 (outside) Range: 10.10.10.1 s

o
Devices

:  Select the checkbox to enable ECMP on the
=3 dynamic VTI of the Hub.

& 2 Spokes @ . . . "
e - This feature is supported on devices running

version 10.0.0 or later.
* Note: This option enables ECMP only for the
Hub. For spoke SVTI, configure it through the
© 2025 Giscoandr s aftes, Al gt eseved device routing page.

3 Authentication Settings @

]
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Universal Zero Trust Network Access (ZTNA)

4 . .
2. Secure Client creates a control connection to

Secure Access. It is used to authenticate and
authorize application access and select the

\appropriate edge device based on policy or proximity. y

/AAzure

Remote
User

@

Secure Client

3. Per-application tunnels to public apps or
private apps requiring advanced inspection
features (e.g. DLP) go through Secure
Access and App Connectors.

- J

)

Secure Access

aws F)
e
o D_. Google Cloud Platform
AI ORACLE’
pp PUth CIOUd CLOUD INFRASTRUCTURE
Connector App

1. Secure Access provisions private Firewall
instances with appropriate private application

access policies.

P i

4. Eligible per-application tunnels to
private apps are automatically directed to
closest edge Firewall Threat Defense

instance for full threat inspection.

- J

© 2025 Cisco and/or its affiliates. All rights reserved. Session ID: BRKSEC-2236

|
ol <
Firewall Threat
Defense

Private Cloud
App

—t
| N N |

Firewall

Management Center

Private Cloud
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ahiali, Firewall Management Center
CISCO Ppolicies > Zero trust access

Consistent Zero Trust & Zero Trust Access

Home

Access - Hybrid Private Clientless  Hybrid

AC C e S S Overviews Hybrid zero trust access (Client based)

Zero Trust Access Policy protects private applications with identity based access, intrusion protection, and malware and file inspection for the remote
end users and on-prem end users. You can protect your private resources (application) using on-cloud enforcements or

il
How it works?

« Unified management and Polles costed it Secire Acoaes to prtsctthe peivate resouroes egllcations) wil bs dopoyed v devioss managed by FMC.
distributed enforcement for 0 Steps to follow:
cloud and on-premises [ senure Frowalanagement oner | | | [ Secus Frowat anagomentcontor |
« Dynamic steering of traffic Qo @er e @e e Qe o e @)
through the nearest enforcement . © @ = aa 74 = ©
point via Trusted Network Step 1 Step 2 Step 3 Step 4 Step 5 Step 6 Step 7

- Go to Integration > Here on Hybrid ZTA Go to Devices and Go to Private Go to Access Policy Go to Deployment and Go to Hybrid ZTA
DeteCt|O n (TN D) . Cisco Secure Cloud Page > Device Select the devices Resources and and create a rule deploy the policies Policy page and check
o\ Integrations page Configuration and which are required for define the private with private enforced from Secure the deployment
Integration and Enable Cisco configure devices for Hybrid ZTA policy resources resources Access. status.
Security Cloud. Hybrid ZTNA. These enforcement. (application) and (application) to

devices will be visible associate the FTD provide access to

® P I’Ote Ct yOU r eX|St| ng fl rewa I I in Secure Access. devices with them. :pfec'\ﬁc ;nd us;_er. f

investments while moving
towards Zero Trust model.

Device configuration

Hybrid zero trust access policy [

© 2025 Cisco and/or its affiliates. All rights reserved. Clsco




Optimized Zero-Touch Provisioning (ZTP)

6.7 - LTP to FDM in
Cisco Defense
Orchestrator (CDO)

v~ Low Touch Provisioning
claim with serial number
was supported in CDO for
FDM managed FTD.

© 2025 Cisco and/or its affiliates. All rights reserved.

7.2+ Low Touch
Provisioning for Cloud New! 10.0.0 - ZTP
and on-prem FMC Lite
managed FTD

7.2 added LTP support in v 10.0.0 introduces ZTP Lite -
cdFMC. Optimized ZTP backend on
FTD by removing

7.4.1 extended LTP dependency on FDM.

support for On-Prem FMC
using cloud.

7.6 enhanced LTP to
Zero-touch Provisioning

7.6 ZTP Bulk Registration

to on-prem FMC + Pre-

provisioning using o
Templates. clsco



Recovery CLI Example

 Emergency Local Configuration Changes When Aekriowiadigs ovi-oBber configuraon st
Management Connecti vity is not available T ——

« Always available, but intended for FMC-down
emergencies only

Overview  Analysis Policies Devices Objects Integration Deploy Q @® & @ adminv Wl cecupe

» Currently Supports CLI Configuration changes for: | s e
o S ta tic Rou tes v . [Group | Out of Band Configuration Details (172.16.0.100) )

Al(1)  ®Emor(0) oV searcnvevice | [ ERRE

Configuration on device is different from Manager. Please review the differences, make the changes manually & then deploy the changes

- Dynamic Routing (BGP and OSPF) - T
.+ PrefFilters -
. Site-to-Site VPN ;«;m """ :
* Interface Configurations i
 Manual Reconciliation once the firewall is ;| =
connected to the central manager per
© 2025 Gisco and/or it afflates. Al rights reserved. Session ID: BRKSEG-2236 Al
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Firewall Upgrade Improvements over Releases

(" 4 I
® . Fleet v FMC and Device:
Upgrade Fixed 52 Upgrade
Improvements defects
= 9 click ® ' FMC and Device:
\improvement Package Management
and Landing Page
improvements = can
complete upgrade
process without having
to leave the product
® ' FMC: New
Upgrade Wizard - single
landing page
_ Simple /
€ Swift
v Success

© 2025 Cisco and/or its affiliates. All rights reserved.

©® FMC: Reduced
backup time significantly

®  FMC: In Product
Notifications for
Suggested Releases -
don’t have to ad hoc find
out about releases = 4
click improvement

J

/. ~ FMC: UX HA \

@problems

Simplification - reduce
need to switch FMC’s
during upgrades, reduce
time, reduce user
interactions/clicks

v Reduce Failures -
Target 99.5% success
v FMC and Device:
Build Telemetry about
Upgrades = proactive
recognition of patterns

/

Session ID: BRKSEC-2236

/
@® - FMC and Device: Remove

need for Readiness Check before
upgrade - FMC ->3 click upgrade
@® FMC: Reduce Backup time -
75%

@ FMC and Device: Reduce
Upgrade Image Size by 25%

@® v FMC and Device: Install
Scripts Redesign - 200+ scripts
reviewed for purpose,
modernized, potential 25%-time
reduction

@® FMC: Reduce Reboot Time -
Target = -75% from 7.2.4

@® . Device - Direct pull of
image - 1 click

¥ Reduce Failures - Target
QQ.S% success

@eployment by )

Future

N ™
® . Wizard
Enhancement -

reduce clicks by
50%

® . Complete
FMC and FTD
Install Scripts
redesign 25-40%
time reduction

Need only

]
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Upgrade Workflow Layout - Step Navigation

aliah.  Firewall Management Center Q_ search Py O@ & ® A

CISCO  Devices / Upgrade / Threat Defense Upgrade

Threat Defense Upgrade e Upg rade Step
® Select Devices — o Prepare for Upgrade 3 Start Upgrade 4 Monitor Upgrade

[ - Unattended Mode ¥ ]

Overview Upgrade to:  7.7.0-89

In Progress (1 device and 1 cluster/HA pair)

hl Check for Compatibility and Readiness (1 + 1) | InProgress (1+1) ;- | Ready to Upgrade (0) Q Search ] Advanced Settings

icg Version Model Details

Filter Tabs

Firewall Threat Defense for

auto_bwasniak_ftd 7.41 VMware Not ready for upgrade. Compatibility check passed. Readiness check in progress.
- FIHA2025 : o
— A ) Readiness check in progress for one or more group members.
. High Availability
Devices
Firewall Threat Defense for Not ready for upgrade. Compatibility check passed. Readiness check in progress. High availability status:
1 auto_bwasniak_ftd2 (Primary) 7.41 y Pg P y P prog 9 ¥
® VMware Standby.
Objects Firewall Threat Defense for Not ready for upgrade. Compatibility check passed. Readiness check in progress. High availability status:
2 auto_bwasniak_ftd3 (Secondary - Active) 7.41 VMware Active y Pg s y P prog 9 ¥

5

Integration

Selected Devices

Device

Details

1 device and 1 cluster/HA pair are running readiness checks.

- >/

© 2025 Cisco and/or its affiliates. All rights reserved. Session ID: BRKSEC-2236
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Upgrade Workflows - Advanced Settings

Advanced Settings X

Control compatibility checks

Switch to legacy wizard

Compatibility and Readiness Checks

rade Require passing compatibility and readiness

checks.

@ Unattended Mode v ] .
[ Upgrade Failure

Advysiriend Settings Automatically cancel on upgrade failure and roll
back to the previous version.

Enable Revert A

Enable revert after successful upgrade. @
readiness checks passed.

Upgrade Snort A

N | 4 ')

]
© 2025 Cisco and/or its affiliates. All rights reserved. Session ID: BRKSEC-2236 Cisco



Upgrading FTDs - Monitor Upgrade

aliah,  Firewall Management Center

CISCO  Devices / Upgrade / Threat Defense Upgrade

Overview

Analysis

9

Policies

Devices

Objects

b 3

Integration

\

Threat Defense Upgrade

@ Select Devices — @ Prepare for Upgrade — @ Start Upgrade — o Monitor Upgrade

o Upgrade of selected devices started 2025-03-24 18:10:33 EDT.

Use the Message Center to view overall upgrade status. This page (until you clear it) and Device Management have detailed upgrade status. @

Upgrade to:  7.7.0-89

Switch to legacy wizard

[ Clear Upgrade Information ]

[ Upgrade Initiated (1+1) | InProgress (1+1) s _; [ Q Search ]
Device * Version Model Status

Firewall Threat Defense for - 9

auto_bwasniak_ftd 7.41 N progress 14% Detailed Status
VMware paring to upgrade

E9HA2025

High Availability

Firewall Threat Defense for =] 9

1 auto_bwasniak_ftd3 (Secondary) 7.41 I progfess % Detailed Status
VMware paring to upgrade
Firewall Threat Defense for

2 auto_bwasniak_ftd2 (Primary - Active) 7.41 ?end:r‘m_gr ., Detailed Status

Upgrade initiated for 1 + 1 devices.

VMware

Monitor Device Upgrades from

Single-pane

Previous/

© 2025 Cisco and/or its affiliates. All rights reserved.

Session ID: BRKSEC-2236
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Additional Device Model Migration Support

« Ability to migrate device specific configurations from Firepower 1010,
1100, 2100, 4100, or 9300 Series to Secure Firewall 1200, 3100 or
4200 Series:

 Firepower 4100 Support: 4112, 4115, 4125, 4145
« Firepower 9300 SM Support: SM40, SM48, SM56

 Built-in FTD Model Migration Wizard with FMC 10.0.0 now allows
administrators to: @

« Choose a source device (Firepower 1000/2100/4100/9300 Series) @

Any 1100,
2100, 4100,
9300 Series
FTD on 7.3+

3100 or

« Choose a target device (Secure Firewall 1200, 3100 or 4200 Series)

- Ability to migrate: 4200
 Interface configurations SerleS FTD
on7/.4.1+

* Inline sets
* Routing configurations
« DHCP

* Virtual router configurations _ o
Note: Device Model Migration for 4110, 4120, 4140, 4150, SM24, SM36, & SM44

* Objects on 7.2.x is supported with FMC 7.6.1.
]
© 2025 Cisco and/or its affiliates. All rights reserved. Session ID: BRKSEC-2236 Cisco



Policy Analyzer and Optimizer @

» Security Cloud Control capability for cloud or on-prem FMC managed firewalls

* Expanded set of rule conflict and anomaly detection
« Partially overlapping (Shadowed) and fully Redundant objects and rules
 Expired time-based and unused (by hit count) rules

* ldentify mergeable rules

* All conflicts allow for user-supervised automated remediation
 Remove fully redundant objects and rules
« Remove unused and expired rules

* Merge similar adjacent rules into one

alfbal ]l
© 2025 Cisco and/or its affiliates. All rights reserved. Session ID: BRKSEC-2236 cisco



Policy Analyzer and Optimizer Dashboard

Policy Analyzer and Optimizer

= Overall Summary Imternal_ACP v
Review the accumulative summary of the total policies and address the areas that need attention to ensure compliance and optimal performance.
Devices: 0
'y Total Rules: 12673
Fame 85125 (36.5%) Total 8,973 anomalies in 6,504 unhealthy rules Rule Definitions TR 8562 —
Healthy rules Analysis Status: Completed
Shadowed rules Expired rules Total overlap objects Last Modified: 10/14/2024, 06:00:07
& 14 045 86,504 (46.3%) . ’ . ,p :
i ! Unhealthy rul 4,296 ~ 47.9% 414 ~ 4.6% 816 ~91% Last Analyzed: 09/15/2024, 10:02:33
Multicloud Total Rules nhealthy rules )
BEOhEE : Analysis out-of-date
2,416 (17.2%) - ar
' Remediation Status: Remediations completed
Disabled rules Redundant rules Mergeable rules Partial overlap objects successfully
Monitor 2193 ~ 24.4% 1,221 ~13.6% 33 ~0.4% Remediation Time: 10/14/2024, 06:00:11
Hit Count Aggregation Completed
=
84 Status:
Insights &
Reports _ )
[ Q  Search by Access Control Policy Name, Analysis Status, or Remediation Status ] Displaying 11 of 11 results (& Analysis Actions
” @ View Analysis Details
a Access Control P« Devices # Total Rules % Observations » Analysis Status ¢ Last Modified Last Analyzed $ Remediation Stati Remediation Time .
Events & Logs @ Download Analysis Report
09/15/2024, 1 ’
| Internal_LACP 0 12673 8562 @BANE Completed  10/14/2024, O N512024, W | o reted 10/14/2024, Of £ Re-analyse Policy
Analysis out-of-t
Manage 09/15/2024, 1
0 236 273 Completed 10/24[2024, 2 '
D _ - P ] ' Analysis out-of-t
Remediation Actions
° 09/15/2024, 1.
bolicies O N 124 117 @8NOBE Completed  09/15/2024,0 M T ® Download Optimization Report
09/15/2024, 1. . . . .
0 1000 15 Completed 10/11/2024, 0% ' Remediation History (1 Version Available)
° O _ - P LY ‘ Analysis out-of-t
. 08/28/2024, C
obicct (O  testpolicy 0 9 5 @BHNOBHR Completed  09/11/2024, 00 0028/ Completed ¢ 09/11/2024, 0
ISCE Analysis out-of-« Policy Observation v
09/25/2024, C
() access 0 3 1 @3UGRER Completed  10/24/2024, 2 ©02/%5/2024
m il L E We found a total of 8562 anomalies.
. 08/07/2024, C
Security (0  Default Acces 0 0 o@E @ competea 1024720242 °¥ _
Devices Analysis out-of-t Duplicate Rules (6280)

© 2025 Cisco and/or its affiliates. All rights reserved. Session ID: BRKSEC-2236 cisco



FMC View: Al Interactive

aliah,  Firewall Management Center
CISCO  policies

ontrol / Policy Editor

€ Return to Access Control Policy Management Al Assistant

Assistant

Q. search Deploy

Q Q@ @ @ ‘ aossipov@anied

olic: nalyze
Home Y O y
L -+ @ Prefilter Rules -+ O Decryptio e You Targeted: 1device and 1template
[ ] | ) .
What airflow Secure Firewalls support? oon =
| @ Al Assistant Today at 11:42 AM
|
Analysis D Name Acti Cisco Secure Firewalls (formerly known as Cisco ASA appliances) have standard airflow direction from front to back for cooling. This is the URLs Comments
case across various hardware series including Firepower Series, Secure Firewall 3100 Series and the newly introduced Secure Firewall 1200.
9 [J v Mandatory (1-1) I o I
Policies Oe ) . o - . ) . ) Rule Created P
1 Allow InOut However, please verify this with the specific model documentation as it may vary. Information you should look for include the placement of
o= Default (No rules) l air inlets and exhausts, the temperature operating range, and any specific environment requirements. [11 I
Devices
There are no rules in this section. Add Rule or Sources
. 1. Secure Firewall Solutions
Objects How this response was generated ~ ]
5 O 09
Integration
> You
How do | configure dVTI?
O Al Assistant Today at 11:43 AM
You can configure Dynamic Virtual Tunnel Interface (DVTI) by primarily creating a VTl interface on your Secure Firewall device. This can be
done through the following procedure:
Step 1: Choose Devices > Device Management.
Step 2: Click the Edit icon next to the device on which you want to create a VTl interface.
Step 3: Choose Add Interfaces > Virtual Tunnel Interface.
Step 4: Select the Tunnel Type as Dynamic.
Step 5: Enter the name and description for the interface. By default, the interface is enabled. Ensure that you specify a name that is not
longer than 28 characters.
1t a question
View User Guide to learn more.
]
© 2025 Cisco and/or its affiliates. All rights reserved. Session ID: BRKSEC-2236 cisco




Reduce Management Overhead with Cisco Al Assistant

Cisco Al Assistant

® You

Allow Lee access to Facebook but only from office source zone

@ Al Assistant 11:05 am PST

Here is your rule recommendation, This rule will be added in policy 'Test_1'in the category, 'Geo_Controls'.

. . . Rule Name Action Source zone Destination zone
Policy configuration fueeme  fefen | Sewwemene  Destmafonzone
Allow e
. B B 3
Augment ’ Troubleshooting
¥ Al Assistant @ ‘Rule_Test_T'is successfully created in policy "Test_1",
( Congratulations, your rule named, ‘Rule_Test_1'" is successfully created in policy ‘'Test_1'. The rule is created in a disabled state as of now.

. . You can enable it from your ‘Test_1' policy detail page.

Automate Policy lifecycle management , |
Gotopo etail page

G [

]
© 2025 Cisco and/or its affiliates. All rights reserved. Session ID: BRKSEC-2236 cisco



Security Cloud Control: AlOps Tools %

« Use Generative Al to simplify firewall management and monitoring
* Predict network and security events from historical and real-time events
« ldentify, predict, and reduce performance bottlenecks from live traffic

» Continuously analyze and optimize security policy rules

» Security Cloud Control enables backend for private FMC

* Initial focus on capacity planning and monitoring
» Proactively identity applications that generate Elephant Flows
« Estimate immediate and future cluster scale to match bandwidth trends

* Identify unnecessary IPS rules with high processing impact

alfbal ]l
© 2025 Cisco and/or its affiliates. All rights reserved. Session ID: BRKSEC-2236 cisco



Security Cloud Control: Al Ops and Insights

Capacity Planning of RAVPN

Predictable headend capacity that will stop capacity
issues before they happen

Apply Best Practice Recommendations

Hundreds of best practices applied in real time to your
configuration from our TAC database

Gamify Feature Adoption
Easily adopt new features with guided walk throughs
and a security posture score

Reduce manual effort by 90%

Guided workflows ensuring a seamless upgrade
experience

© 2025 Cisco and/or its affiliates. All rights reserved.

‘i Security Cloud Control

S Organization
acme-netsec >

< Platform menu
Firewall

82 Dashboard

Monitor
l @ Insights & Reports b
2%  Events & Logs >
Manage
» Policies >
%" Objects

wn Security Devices

1l secure Connections >

O Administration >

Platform services

M Favorites >
wm Security Devices
® 5 Shared Objects

@ Pplatform Management >

Session ID

AIOps summary

6@ @ 0 |

D Nicholas Carrieri ~

AlOps Insights ~ Settings

Health & Operations

24

Insights

in Last 24 hours

® Active: 24 2

® Resolved: 0 Traffic & Capacity
O Critical: 0

A Warning: 24

D Informational: 0

22

Configuration
—

Insights €

Insights by device

Insights by priority

o High traffic caused by elephant flow
o RAVPN forecast: Nearing maximum sessions limit
o Access control policy anomaly

@ Best Practices & Recommendations

Active: 1 ~
Active: 1 %
Active : 8 A
Active : 14 v

® 2025 Cisco Systems, Inc.

: BRKSEC-2236

Privacy Policy General Terms
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Cisco Hybrid Mesh Firewall

° °
°
DPU

’ D :‘ OEECn 0ooooooo 0oooooooo @ B‘SSSS‘SSB
- - oooooooo . oooooooo -

Iiecure[l 3Fr.d Par'ﬁ/ Secure Isovalent SSmahrt ACI SRecure

irewa irewa Workload runtime witches outer

protection
° °

Write policy once, enforce across the mesh

BRKSEC-2236 57
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Security Cloud Control Outcomes

I

One Experience

+ Common User experience
across products

+ Centralized onboarding and
provisioning

*  End-to-end product
interactions (e.g. Hybrid
ZTNA)

© 2025 Cisco and/or its affiliates. All rights reserved.

Simplified Tenancy

*  Cross-product trust - no

manual integrations

«  Extends to MSPs who don’t

want to provision and manage
individual products

Role-Based Access

« Configure permissions once
per user

* Manage access
control/compliance auditing
centrally, reduce potential for
misconfiguration

+ Take advantage of IDP
integration and group

mapping

O
2

Shared Services

+ Portfolio convergence around
identity and subscription
concepts

+ Enables common frameworks
for hybrid deployment (Policy,
network, posture)

«  Common services (search,
notifications, Al) extend
across all products

58
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Secure Workload
Architecture

DNA
Campus
p Center Cisco ISE
- .
10T Device w
Network |w -
Cyber Vision X2

Center oNY
[ =
Administration Network 3 GE)
[}
- Yy e
2

| ®

AnyConnect

Employee Network '0)
P - NvM

[ - |
Guest Network @ . .
\Software Defined Access j
@ 000 @ —

o o000 O ===
(X I1)

Container  Bare Metal VM

Application Workloads

© 2025 Cisco and/or its affiliates. All rights reserved. Session ID: BRKSEC-2236
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Context

Infoblox i
r'j vmware

vSphere

N\
oalgosec
158
. /E/nforil:emén;
7 Policy :Policy \\P\olicy

N
N\

NSX/Other

afra]n
cisco



Secure Workload as Policy Engine

Flow Telemetry Ingestion Dependency Mapping Policy Experiments

« Switch and Router flows « Access policy baseline and * Prevent costly outages by
(Netflow) continuous updates planning ahead

« Firewall flows (NSEL) * Non-compliant * Optimize and prune stale

 Public cloud Flow Logs communication access rules

« Secure Client metadata « Logical topology visualization * More complex modeling

- 2M-+ artifacts per second  Connectivity troubleshooting across heterogenous

enforcement points

Network Security (NetSecOps
. . AT
v o+ @O 4+ &

] \N>Zg
Secure Firewall Secure Workload Hypershield

]
© 2025 Cisco and/or its affiliates. All rights reserved. Session ID: BRKSEC-2236 cisco



Workload

Secure Workload Policy Extension to Firewall o

* Hybrid cloud micro segmentation with agents and network firewalls
« North-South (edge) and East-West (lateral) policy enforcement

Edge and agentless app policy
rules are automatically configured

("\ in applicable FMC policies.
\‘> > —t— Continuously updated Dynamic Objects

/ ' N | within Main Access Control Policy rules.
Secure Workload Firewall FMC —, Firewall
T T T T
sl e o
@ @ @ @ - V- -
o= S DD o o
=3 I o e o - o -]

]
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Secure Workload Policy Orchestration in FMC

"':ll's'.':lo" F!repowgr VMarnagegjle_nt[ pernter Overview Analysis Policies Devices Objects AMP Deploy Q @ I @ DC-East-West)\adminv
- ACCH olicy Edito
East-West-Pol Inserted rules are Dynamic objects are used to replace Different rulesets are /
organized by sections. IP addresses where applicable. scoped by domains.

Inheritance Settings | Policy Assignments (1)

Rules Security Intelligence P Responses Logging Advanced Prefilter Policy: Default Prefilter Policy SSL Policy: None Identity Policy: None
Eilter by Device A g X | [ ] sShow Rule Conflicts @ -+ Add Category
“ Nan/ Source Networks Dest Networks Dest Ports lslgt:irl(;:teozn ¢ 2;?:;:::2:“ ywawic Action RO K 2 Em

v Mandatory - East-West-Policy (1-11) X
1 Block log4j log4j-ubuntu Any @ Block B OoO/syw
2 Workload_golden_1 A / WorkloadObj_collector Q A @ Allow 1 7 i
3 Workload_golden_2 A TCP (6):5640 WorkloadObj_collector © Allow L
4 Workload_golden_3 / WorkloadObj_collector @ Allow L
5 Workload_golden_4 A TCP (6):5660 WorkloadObj_collector © Allow 179
6 Workload_golden_5 A / WorkloadObj_wss A © Allow 1 7 i
7 Workload_golden_6 A TCP (6):443 WorkloadObj_wss © Allow 107 i
8 Workload_7 TCP (6) WorkloadObj_Production_¢ WorkloadObj_Developmen @ Block L
9 Workload_8 A TCP (6) WorkloadObj_Vulnerable_V WorkloadObj_Root_Interne QBIock 1 V4 i
10 Workload_9 / TCP (6) / WorkloadObj_Administrato  WorkloadObj_Root_CSW_¢ & Allow 17 i
Outside access from workloads with known vulnerabilities
based on version and CVE data can be blocked
automatically.

]
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Application Virtual Patching

Workload
3.8

 Tailoring FTD IPS policy to specific apps improves
performance

« Workload will import vulnerability information (CVE) into
FMC

] ] Edit External Orchestrator Configuration
» Leverage Network Discovery Policy
Enabled Domain(s)
n Basic Config
» Update specific Host Profiles s ]
Hosts List
Remove All
L] n Yook
Domains Snort Rules Documentation
* Improve Cisco Recommendations s o st
et EMEan s :/[snort .org/search?query=1&submit _search=
irtual Patching e .- vO
| X
ppppppppppppppppp Singl r comma separate CVE
® Critical Applications Bulk | (Uploa )
#® Default:EMEAR:DC:DC-1:Applications
cel - ppppp
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Better outcomes with Firewall Threat Defense

Better management

* Cloud or on-premisis

Tightly integrated with
Cisco Security
Portfolio

- SD-WAN Workflows
« Al Ops

© 2025 Cisco and/or its affiliates. All rights reserved.

Platform innovations

Refresh of platforms
across entire
portfolio (low to
high)

Best in class
performance

Built for decryption

BRKSEC-2236

Best in class Threat
Protection

Simplified TLS
Decryption

QUIC Decryption
and Inspection

Snort ML

Encrypted Visibility
Engine

Hybrid Mesh
Firewall Architecture

* Protection across
physical, virtual, cloud
and workloads

* Policy integrations
across enforcement
points

« Security Cloud Control
central management
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Conclusion

CISCO Live !



[ Cisco Security Beta Programs ]

Sign Up Now:
et https://cs.co/security-beta-nomination
N

“I've been involved in many beta programs...| must say that this one has been the
best organized. This beta takes a very active, hands-on approach.”

_—

Early Feedback Beta Software Product Influence
Programs Access Training Product Roadmap

g
w4 Presented by Security Customer Insights

alfbal ]l
© 2025 Cisco and/or its affiliates. All rights reserved. Session ID: BRKSEC-2236 cisco


https://cs.co/security-beta-nomination
https://cs.co/security-beta-nomination
https://cs.co/security-beta-nomination
https://cs.co/security-beta-nomination
https://cs.co/security-beta-nomination

Join our Security Research Community

Participating in design
research gives you a place to
share your thoughts and
experiences to influence the
future of Cisco Security
Products.
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event Survey
to claim a Cisco Live T-
Shirt.

O
00

Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.

N
Level up and earn Complete your surveys
exclusive prizes! in the Cisco Live
Events app.
Y,
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Continue your education

¢

Visit the Cisco
Showcase for related
demos

e
(A

Book your one-on-one
Meet the Engineer
meeting

N
[g_] ==
0000 AT
MMM
Attend the interactive Visit the On-Demand
education with DevNet, Library for more
Capture the Flag, and sessions at
Walk-in Labs www.Ciscol.ive.com/
on-demand
Y,
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