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Korean-Australian, Dad to 12-year-old daughter and 9
year-old son; Home Weight Training.

Total 534Km of Ekahau Survey Distance ©

%= Filter Results

Total Survey Events Total Time Total Distance Total APs

310 h 4 min 866.81 km 175996 Average Time Average Distance Average Speed

For a normal site survey, Sidekick 2 is fast enough so that it will collect sufficient data at speeds 22 h 9 min 61 92 km 279 km/h

up to 10 km/h. Take a scooter next time if you can

Users Total Survey Events Total Time Total Distance J, Speed

@ Won Choi 435 179 h 40 min IL 534.77 km I 3km/h
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Session Goal

Learn new techniques, tools and
useful tips and tricks to further
boost your troubleshooting
proficiency whether you are
tackling issues independently or
collaborating with Cisco TAC.
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Introduction

Recommended Release - Cisco Catalyst Center
2.3.7.9

X

Cisco Catalyst Center
Version 2.3.7.9-70301

Release Notes
> Packages

v Serial number

WMP2830005D

> Member ID

© 2025 Cisco Systems Inc. All Rights Reserved.
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Triaging issues using Cisco
Catalyst Center
Monitoring(Grafana) Tool

1. Inventory use-case

CISCO Live !



Catalyst Center: Inventory Standard view and typical issues
(Reachability, Manageability,
Compliance)

= b Catalyst Center Provision / Inventory
@ Global Routers Switches Wireless Controllers Access Points Sensors g8 H Qo Q
Devices (5) Focus: Inventory v/ Take a tour I Export %
Q  Click here to apply basic or advanced filters or view recently applied filters Y
0 Selected Tag (P Add Device Actions v © As of: Jan 2, 2025 10:47 AM
D Tags Device Name IP Address Vendor Reachability @ EoX Status @ Manageability @ Compliance @ Site Image Version Last Updated

1 A Managed ) 2 minutes ago
O O CAT9K-BORDER-01.cisco.com 172.16.0.1 Cisco © Unreachable 1 alert _ 9 & Non-Compliant .../Krakow/KRK04 17.12.2 )
1 Device Unreachable Sync Details

12 hours 53 minute

O O CAT9K-BORDER-02.cisco.com 172.16.0.2 Cisco ®© Reachable 1 alert ® Managed ® Compliant .../Krakow/KRK04 17.12.2 Sunc Detail
ync Details
> :
. 2 minutes ago
O O CAT9K-EDGE-01.cisco.com 172.16.0.3 Cisco © Reachable 1 alert ® Managed ® Compliant .../Krakow/KRK04 17.12.2 Svne Detail
ync Details
A Managed ) A few seconds ago}
O O CAT9K-EDGE-02.cisco.com 172.16.0.4 Cisco A Ping Reachable 1 alert o ) @ Compliant .../Krakow/KRK04 17.12.2 |
SNMP Authentication Failure Sync Details 1
[ o e e e e
| ) 1 hour 44 minutes §
O 0 CAT9K-EDGE-03.cisco.com 172.16.0.5 Cisco © Reachable 1 alert ® Managed @ Compliant .../Krakow/KRK04 17.12.2 Sunc Detal
1 ync Details

]
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Catalyst Center: Inventory

I,
For Your
Reference

Troubleshooting Workflow and issue triage

@ Device Reachability

10

@ Manageability (Credentials)

v

@ Monitoring/Grafana
ogs and Database Insights)

© 2025 Cisco and/or its affiliates. All rights reserved.

1a) Validate reachability using “Run Commands”
Tool from the Catalyst Center UL.

2a) Review and Validate credentials using ”"Edit Device”
2b) Execute Ul Inventory Re-sync operations.
2c) Execute API (force) re-sync operations.

3a) Check Logs and Database insights under

System > System360 > Monitoring/Grafana tool.
3b) Select “Explore” to understand the query for further fine
tuning.
3c) Utilise Postgres Query in Grafana to run Cisco TAC DB
queries

]
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Catalyst Center: Device Reachability

Tip #1a: Utilise the built-in Maglev “Command Runner” for Catalyst Center: Action > More > Run

Commands

= v Catalyst Center

Command Runner@

. $ man
To provision subscriptions on devices that have not been discovered with NETCONF, rediscove This lists the commands currently supported by command runners
man ---- Get the list of currently supported commands
.\/‘, Global o Al connect —--—- Connect to a device using hostname or ip address. For IPv6 address, enter at least one group/hextet from
the address, ex - debd:,
Usage: connect <device_ip> or connect <hostname>
Devices (5) Focus: Inventory ping ---- Usage: ping [-LRUbdfngrvVaAB] [-c count] [-i interval] [-1 preload] [-p pattern] [-s packetsize] [-t ttl] [
-w deadline] [-F flowlabel] [-I interface] [-M hint] [-Q tos] [-5 sndbuf] [-T timestamp option] [-W timeout] [hop ...]
. . . destination
Q Click here to apply basic or advanced filters or view recently applied filters
= tra_.ceroute.———— Usage: tracgroute ip {{ipv4-address | hostname)}} [size packet_size] [ttl max-ttl] [count packet_count
0 Selected Tag (U Add Device QIACHOHS A @ 1 ] [timeout time out] [source ip-address]
] snmpget ---- Usage: snmpget is used to retrieve data from a remote host using its host name, authentication informati
(@] Tags Device Name = 1P Address Inventory on and an OID. Example: snmpget -v 1 -c democisco test.net-snmp.org system.sysUpTime.0 (where, system.sysUpTime.0 = Tim
— eticks: (586731977) 67 days, 21:48:39.77)
In the above example, test.net-snmp.org is the host name we wanted to talk to
Software Image using the SNMP community string democisco and we requested the value of the OID system.sysUpTime.0
O O CAT9K-BORDER-01.cisco.com 172.16.0.1
Provision
CTRL+E - Exports the current command history as a text file
Telemetry CTRL+F - Search within the window for a keyword/phrase
O 'é CAT9K-BORDER-02.cisco.com 172.16.0.2
Device Replacement
- , Switch Refresh 5 . 12 minutes ago
J - -01.cisco.com .16.0. - . T ] aler anage omplian .../[Krakow .
¢ CAT9K-EDGE-01.ci 172.16.0.3 e g 1 alert oM ged oc liant /Krakow/KRK04 17.12.2 Sune Detal FCW2339G
ync Details
Compliance >
. I____________ 3 minutes ago
O & CAT9K-EDGE-02.cisco.com 172.1 More b ed @ Compliant .../Krakow/KRK04 17.12.2 Sune Detall FCW2339C
l____________q Run Commands i Sync Details
———
O X ° Command Runner & . .
) ¢ CAT9K-EDGE-03.cisco.com 172.16.0.5 Cisco Reachabli Managed B h k M I LI I bI
asSIC CNECKS agiev C are avallaoie
L]
-
.
| directly from Catalyst Center Ul
CTRL4E - Exports the current command history as a text file P. T t SNMP t
CTRL+4F - Search within the window for a keyword/phrase g’ 4 4

© 2025 Cisco and/or its affiliates. All rights reserved.
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Catalyst Center: Manageability

Tip #2a: Validate (and correct) credentials: Actions > Inventory > Edit Devices

===
1 Selected Tag () Add Device .7 Edit Device {jj Delete Devif lactions ~ @ 1

R

S I
Edit Device O

= Tags Device Name IP Address : Inventory > B
LR F R R N R N F R N R ¥
oo Software Image > L
C g1 O CAT9K-BORDER-01.cisco.com 172.16.0.1
L.l Provision >

Ensure that you validate
credentials for all
connectivity methods.

Make sure that all
configured connection
methods are successful.

|
|

Edit Device

Credentials Management IP Resync Interval Device Role

==
Credentials LValidate I
-
@ Note: CLI and SNMP credentials are mandatory. Please ensure authenticity of credentials. In case of invalid credentials, device will go into a collection failure state
@ Changing the device credentials will impact the device's configuration
v CLI* @

C\ Global credentials are provided only for ease of use when entering credentials. At the device level, only the device-specific credentials are saved.
) . .
-~/ The device-to-global-credentials association isn't saved.

© Select global credential () Add device specific credentia
Credential*

dnacadmin ~

> SNMP* O

> SNMP Retries and Timeout*

> HTTP(S)

> NETCONF @ O

© 2025 Cisco and/or its affiliates. All rights reserved.
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Catalyst Center: Manageability

Tip #2b: Re-sync device to get the latest details: Actions > Inventory > Resync Device

vl Catalyst Center Provision / Inventory

A To provision subscriptions on devices that have not been discovered with NETCONF, rediscover the devices with NETCONF, and update the Telemetry Settings with the @ Force

@ Global v Al Routers Switches Wireless Controllers Access Points Sensors

Devices (5) Focus: Inventory v

Q_ Click here to apply basic or advanced filters or view recently applied filters
[

1 Selected Tag (P Add Device /7 Edit Device {j Delete Devica lActions A} O

1
= Tags Device Name = IP Address | Inventory > 1 flanageability @ Compliance @
S e —— Edit Device
Software Image S e
i ed .
@) &, CAT9K-BORDER-01.cisco.com 172.16.0.1 I Resyre Dodice I_ 9 @ Non-Compliant
Provision e —— (TS T

Reboot Device

- Telemetry >
L : CAT9K-BORDER-02.cisco.com 172.16.0.2 Delete Device Managed @ Compliant
- Device Replacement >
Export Inventory
O O CAT9K-EDGE-01.cisco.com 172.16.0.3 Switch Refresh > Managed @ Compliant

Schedule Maintenance

Compliance >
Exit Mainten

0 o : | Manually re-sync device to update
Catalyst Center and repopulate
internal database structures.

Manage Sys
O O CAT9K-EDGE-03.cisco.com 172.16.0.5 Cisco @ Reachabl

]
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Catalyst Center: Manageability - Device re-sync progress

NN
Cisco

Catalyst Center

¢ Global

Devices (5) Focus: Inventory v/

Q Click here to apply basic or advanced filters or view recently applied filters

Provision /

Inventory

v All Routers Switches Wireless Controllers Access Points Sensors

Site

.../Krakow/KRKO4

.../Krakow/KRK04

.../Krakow/KRKO04

.../Krakow/KRK04

.../Krakow/KRK04

Take a tour

Image Version

17.12.2

17.12.2

17.12.2

17.12.2

17.12.2

v

As of: Jan 2, 2025 11:34 AM

Last Updated

37 minutes ago

Sync Details

13 hours 40 minutes ago

Sync Details

42 minutes ago

Sync Details

22 minutes ago

Sync Details

2 hours 31 minutes ago
Sunc Details

" Export {@}

Check resync status to get high-

0 Selected Tag (¥ Add Device Actions v D
O Tags Device Name = IP Address Vendor Reachability @ EoX Status O Manageability @ Compliance O
& Managed !
O O CAT9K-BORDER-01.cisco.com 172.16.0.1 Cisco © Unreachable 1 alert 9 @ Non-Compliant
Device Unreachable
R . [rm e ———— )
() &, CAT9K-BORDER-02.cisco.com 172.16. I X I © Managed @ Compliant
I 4 Resync request(s) pending in queue. 1
: I
) . |
| 0 e CAT9K-EDGE-01.cisco.com 172.16.0.3 1 0Ongoing Sync Details I © Managed @ Compliant
: I
I Start Time 1 minute ago :
- b MADALED,
)] O CAT9K-EDGE-02.cisco.com 172.16.0.4 : Reason(s) User Requested = o ‘IO Compliant
ynecing
i Reqguested by Application Inventory = —
: I
O O CAT9K-EDGE-03.cisco.com 172.16.0.5 | Previous Sync Details : © Managed @ Compliant
: I
1 Start Time 23 minutes ago :
: Reason(s) Config Change Event :
1 I
L - |

level information about its

© 2025 Cisco and/or its affiliates. All rights reserved.
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Catalyst Center: Manageability

Tip #2c: Force re-sync device (available only via API; might be requested by Cisco TAC): Developer Toolkit >

Sync Devices API

Catalyst Center

alralin
cisco

Overview
Manage

Event Summary

Runtime Dashboard

= Reports

| Explore

Know Your Network >

s of Catalyst Center.

Know Your Network

Platform /[ Developer Toolkit

ppabilities and try them out for yourself

‘ or test different APIs in your network environment to build,

¥ Q ¢ oAy 1 1. | Q  admin v

1L
Wy

-—

Lt

Know your Network APIs can be used to discover details about clients, sites, topology and devices. It also provides programmatic REST APIs to

add devices to the network and export device data.

Devices

Method Name

Description

Synchronizes the devic
(default) then the sync

If forceSync param is tr
priority thread if availabl

Force re-sync to assign sync task

to a high priority thread.

N

be seen in the child task O

TeTToC YT

© 2025 Cisco and/or its affiliates. All rights reserved.
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Catalyst Center: Manageability - force re-sync via API

Sync Devices

PUT https://10.62.149.204/dna/intent/api/v1/network-device/sync

Synchronizes the devices. If forceSync param is false (default) then the sync would run in normal priority thread. If forceSync param is true then the sync would run in high priority thread if
available, else the sync will fail. Result can be seen in the child task of each device

Cisco DevNet API Guide

M}: Request Body: Responses Code Preview Note: forcesync API reqUireS internal deVice ID tO
' run (not the IP address, hostname, or UUID).

List of id's in the format [" Deviceld1", " Deviceld2" ]

Request He . . “, =
S The simplest way to obtain it is through Grafana
(refer to the next slides).
' ‘ "string" K j
Request Qu :

===
CIOOI Try |
1 | ]

© 2025 Cisco and/or its affiliates. All rights reserved. BRKTRS-3821 CIsco



Catalyst Center: Manageability - force re-sync via API

Try 'Sync Devices'

Method: Public URL :https://10.62.149.204/dna/intent/api/v1/network-device/sync

Headers Status Code: 202

PARAMETERS

HEADERS

Content-Type* (D ‘ l, -
response": {

application/json "taskId": "01942678-e9a9-76ff-9cea-65fa48a976eb",
"url": "/api/v1/task/01942678-e9a9-76ff-9cea-65fa48a976eb"

iy

>
"version": "1.0" |

Details (taskld/url) of the
asynchronous re-sync task that
has been created for re-sync

QUERY PARAMETERS

Unselect All

]
BRKTRS-3821 cisco
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Catalyst Center: Manageability - force re-sync via API

PARAMETERS

PATH PARAMETERS

"response":

{

"progress":

"version":

"1 Q"

Status Code: 200

"Synced devices:

[360365]"

Re-sync state can be checked via “Get task details

by ID” API call.

Alternatively, URL provided during task creation can
be used directly in the browser.

&

Pretty print

"response": {
"endTime": 1735812247026,
"progress": "Synced devices: [360365]",
"version": 1735812247026,
"startTime": 1735812245929,
"lastUpdate": 1735812245940,
"serviceType": "Inventory service",
"isError": false,
"instanceTenantId": "66b5099a76ad844d00f49697",
"id": "01942678-e9a9-76ff-9cea-65fa48a976eb"
H

"version": "1.0"

c © Not SecO hitps://10.62.149.204/api/v1/task/01942678-e9a9-76ff-9cea-65fad8a976eb

© 2025 Cisco and/or its affiliates. All rights reserved.
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Catalyst Center: Logs and Database Insights (Grafana)

Tip #3a: Utilise Catalyst Center Monitoring dashboards in Grafana: System > System 360 >
Monitoring

= ‘v Catalyst Center System / System 360 %t Q @ @ OW@N| Q admin v

il Catalyst Center

Actions

Settings

Data Platform

Users & Roles

Backup & Restore

High Availability Cluster Tools
Software Management
DisasterRecove /i HE 1
Jisaster Recover . . . . oy . . . . .
© it 140 Services @ Enabling High Availability requires View Guide : Monitoring 4 :Q
installing a2 minimum of 3 Cisco  memem e memm———

Log Explorer Eq
Catalyst Center hosts.

Catalyst Center provides advanced monitoring
capabilities through 39 party tool: Grafana

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKTRS-3821 CIsco



Catalyst Center: Logs and Database Insights (Grafana)

= dult Catalyst Center * Q @ @ L0090
Multiple dashboards are available for a variety of
Search dashboards by name .
________________ Catalyst Center services.
1| Access Control Application
O Q  Search dashboards 1 [ conen Cluster
_______________ 0] General Grouping
+ Al Endpoint Analytics [ Genera I
3 General Cluster Events
EE 0J General InfluxDB Metrics Detailed
API Source ID Metrics O ceneral PNP
[ General Cluster Overview P T T
@ 0 General O: I[;ventory : [ General Wi
Appstack 1 General 1 [ General
e _ o Pods
O General Syslog Pipelines
L] ' ' -
& Dedicated 'Inventory' dashboard is . | Do
. . . . . olicy Assurance -
available, simplifying the analysis of [ Genera System Services
[ [ General
internal logs and structures. [T
I [ General | Systemd Services
(3 General 0 General | 1 [J General
Assurance - Capture File Purg il e !
[ General Data Platform s Po t Task Metrics Dashboard
(3 General 0 General [ General
Assurance - Device Processor Kong
[ General Data Platform - Aggregati [ General Po L Telegraf
(3 General
Assurance - gRPC Collector Logging Overview .
& cenera Data Platform - Async Cor (5 geners Postgres Queries can be also executed
’ . - ) (3 General . .
© 2025 Cisco and/or its affiliates. All rights 1eseiveu. MongoDB BRKTRS-3821 here aS I nstru Cted by CISCO TAC .

Data Platform - Broker Pel [ General



Catalyst Center: Logs and Database Insights (Grafana)

Select the device to troubleshoot.

g8 General / Inventory o thf+ & O Lastizhous v Q O -+ &
ey

Log Pattern | Enter variable value Log Level AO| Device P | 172.16.0.1 v | | peviceld | 360361 + |

Lo mmmmmmmmed Lo C Do [ Get device-id (for force re-sync, etc.) ]

+ O

id hostname type collectionstatus reachabilitystatus  inventorystatusdetail errorcode devicesupportlevel collectioninterve  serialnumber lastupdatetime

: 360361 CAT9K-BORDE.. Cisco Catalyst C9500-24Y4.. Managed Reachable <status><general code="SU... Supported Global Default CAT2345L1PC 2025-01-02 07:57:22 :

oo
oo

G o o o o e e R R R S S N R R RN RN R S S S R R R R RN RN R S S S A R R RN RN RSN S S S N R R R RN R R R

v Basic Stats

Devices Life Cycle State Inventory Status Detail GRT Size Interfaces

1-500_Fere 2
Switches and Hubs 5 3 5 <statu Validate deVice ValueS (Serial number, hOStname, etC.) ]

3001-4000 NS G

Family Total Life Cycle Stat¢ Total Status il Iotal

8@ o 06

4001-5000 | 0
- Stats
Device Operations
1
0.500
0
-0.50
-1
22:30 23:00 23:30 00:00 00:30 01:00 01:30 02:00 02:30 03:00 03:30 04:00 04:30 05:00 05:30 06:00 06:30 07:00 07:30 08:00 08:30 09:00 09:30 10:00

== apic-em-inventory-manager-service-6¢9b9fc747-mjhdw (Manual Sync)

oo LKL I h
© 2025 Cisco and/or its affiliates. All rights reserved. BRKTRS-3821 CIsco



Catalyst Center: Logs and Database Insights (Grafana)

el Catalyst Center

~ Device Syncs Stats

[ e

Q 1 Not Sync'd in 24 hours Sync'd in 24 hours Sync Abort
+

Get extra insights on device sync stats

oo
oo

®

Sync waiting to be Picked

,O\ admin

v

Min Max Mean
. . . . . 11 H ” ic-em-i = = -mj -
CIf If synchronisation is taking long time, check the “Synch waiting spic nimertary manager sardos IAMCTAT.hdw P10 2 00138
. . apic-em-inventory-manager-service-6¢c9b9fc747-mjhdw - P2 0 0 0
tl m | ng fOF eaCh SynC phase . ‘ apic-em-inventory-manager-service-6¢c9b9fc747-mjhdw -P3 0 2 1.99
° P ’I DeVICe Add ed , UI Syn C h apic-em-inventory-manager-service-6c9b9fc747-mjhdw - P4 0 0 0
« P2 App Requested, Device Updated, Object Feature Based
P3 AP Event, Config Change Event. Link Up Down, Redundancy Event ’
\_» P4 Periodic /
0 - - !
23:00 00:00 01:00 02:00 03:00 04:00 05:00 06:00 08:00 09:00 10:00
Sync waiting (Group by Reason) e
|
1 Min  Max  Mean |
2 = apic-em-inventory-manager-service-6¢9b9fc747-mjhdw - DeviceAdded - P1 0 0 0 :
‘ : apic-em-inventory-manager-service-6c9b9fc747-mjhdw - UISync - P1 0 2 0.0139 1
1.50 1= apic-em-inventory-manager-service-6c9b9fc747-mjhdw - AppRequested - P2 0 0 0 |
) l = apic-em-inventory-manager-service-6¢9b9fc747-mjhdw - DeviceUpdated - P2 0 o] 0 :
1 : == apic-em-inventory-manager-service-6c9b9fc747-mjhdw - ObjectFeatureBased -P2 0 0 0 1
( | = apic-em-inventory-manager-service-6c3b9fc747-mjhdw - ApEvent - P3 0 0 0 |
0.500 l = apic-em-inventory-manager-service-6c9b3fc747-mjhdw - ConfigChangeEvent-P3 0 2 1.99 :
‘ : == apic-em-inventory-manager-service-6c9b9fc747-mjhdw - LinkUpDown - P3 0 1 0‘00556|
5 | = apic-em-inventory-manager-service-6¢9b9fc747-mjhdw - RedundancyEvent - P3 0 0 0 1
0
23:00 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 IL apic-em-inventory-manager-gervice-663b9fc747-mjhdw - Periodic - P4 0 0 0 :

© 2025 Cisco and/or its affiliates. All rights reserved. BRKTRS-3821
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Catalyst Center: Logs and Database Insights (Grafana)

'.':','s'é'c;' Catalyst Center

88 General / Inventory 2 s B : ® Last12hours v+ Q1 9 + &

e o o

y Key logs - 360361 (172:16.0.1) Check key logs for a given device.

T7Z.16.0.1 - 1095

+ O

|> 2025-01-82 06:57:22,085 | | ICE Service - CPU 5 | | com.cisco.xmp.inventory | . Is tiered:true For Tier:STANDALONE Total call method time #~ . . tim
|> 2025-81-82 06:57:22,085 | | ICE Service - CPU 5 | | com.cisco.xmp.inventory | For deviceid: , i< ><general code="SUCCESS"/></ >, 8 SpeCIfy tlme MSGN
oo |> 2025-01-82 ©6:57:21,222 | | ICE Service - Network 9 | | com.cisco.xmp.inventory | SUCCESS deviceld: ; Creden MSG
oo |> 2025-01-82 ©6:57:268,568 | | XDE ThreadPool 2 | | com.cisco.xmp.inventory | for deviceld: got result map as: {wirelesspoints=0, protoco ra nge XICE
|> 2025-01-82 ©6:57:19,955 | | ICE Service - Network 9 | | com.cisco.xmp.inventory | H MANAGED_AND_SYNCHRONIZED | mid=2, MSGNAME=XIC A\ - | sev
(:) |> 2025-01-82 ©6:57:19,518 | | ICE Service - CPU 1 | | com.cisco.xmp.inventory | For deviceid: B 1< ><general code="SUCCESS"/></ >, successLifeEnum:MANAGED_AND_SYNCHRONIZED | mid=2, MSGN
|> 2025-01-82 ©6:57:19,518 | | ICE Service - CPU 1 | | com.cisco.xmp.inventory | . Is tiered:true For Tier:OPTIONAL Total call method time: 1619 Feature time: 16 Hook time: @ Persistence time:
|> 2025-01-82 06:57:18,721 | | ICE Service - Network 7 | | com.cisco.xmp.inventory | SUCCESS deviceld: ; Credentialld: ; ManagementIP: 172.16.8.1 | mid=2, MSG
E; |> 2025-01-82 ©6:57:18,463 | | XDE ThreadPool 4 | | com.cisco.xmp.inventory | for deviceld: got result map as: {wirelesspoints=0, protocolendpoints=34, configLines=616} | mid=2, MSGNAME=XICE
{:} |> 2025-01-82 06:57:17,776 | | ICE Service - Network 12 | | com.cisco.xmp.inventory | MANAGED_AND_SYNCHRONIZED | mid=2, MSGNAME=XICE_GENERIC_MSG_INF_82, ch=com.cisco.xmp.inventory, sev
I, Aannr Ac Am As Fr= a= aan o P wan A . A A . . . . . - . . E - . NALiAAEAAT ¢ . e - BEARI A AR AR ALARLAL IR AT A A sam A

> Device packs Execution Time - 360361/1172.16, )
¥ All Logs - 360361 (172.16.0.1) | ; ;
i 1600 4 Check all logs for a given device.
. N S S S S S S e e e ol
A0S
> 2025-81-02 86:57:22,446 | | ICE Service - CPU 5 | | com.cisco.xmp.inventory | Discard all orphaned objects for device | mid=2, MSGNAME=XICE_GENERIC_MSG_INF_82, ch=com.cisco.xmp.inventory, sev= rmation
| al
|) 2825-81-82 86:57:22,435 | | ICE Service - CPU 5 | | com.cisco.xmp.inventory | : No new collection request | mid=2, MSGNAME=XICE_GENERIC_MSG_INF_82, ch=com.cisco.xmp.inventory, sev= rmational
|) 2825-81-82 86:57:22,433 | | ICE Service - CPU 5 | | com.cisco.xmp.inventory | Removing from syncing set | mid=2, MSGNAME=XICE_GENERIC_MSG_INF_82, ch=com.cisco.xmp.inventory, sev= rmational
|) 2025-01-82 B86:57:22,429 | | ICE Service - CPU 5 | | com.cisco.xmp.inventory | 1 Looking for any queued sync tasks | mid=2, MSGNAME=XICE_GENERIC_MSG_INF_02, ch=com.cisco.xmp.inventory, sev= rmational
> 2025-81-82 86:57:22,421 | | ICE Service - CPU 5 | | com.cisco.xmp.inventory | Complete inventory com.cisco.enc.inventory.policy.ExtendedInventoryCollectionPolicy@5a739a6f for deviceid at Thu Jan 82 06:5
| 7:22 GMT 20625. Total time taken to collect inventory in milliseconds = 2484 | mid=2, MSGNAME=XICE_GENERIC_MSG_INF_82, ch=com.cisco.xmp.inventory, sev= rmational
> 2025-01-82 B6:57:22,420 | | ICE Service - CPU 5 | | com.cisco.xmp.inventory | Successfully Updated the Granular Status for the operationType:SYNC_OPERATION_INDEPENDENT | mid=2, MSGNAME=XICE_GENERIC_MSG_I
| NF_82, ch=com.cisco.xmp.inventory, sev= rmational
> 2025-81-82 06:57:22,418 | | ICE Service - CPU 5 | | com.cisco.xmp.inventory | Going to fetch the meild: with operationType:SYNC_OPERATION_INDEPENDENT | mid=2, MSGNAME=XICE_GENERIC_MSG_INF_82, ch=com.cisc
| o.xmp.inventory, sev= rmational
> 2025-01-82 06:57:22,4809 | | ICE Service - CPU 5 | | com.cisco.xmp.inventory | Device id Time taken in milliseconds to invoke post collection notifier hook com.cisco.enc.prime_inventory.hooks.PostCollecti
| onBaseRadioCleanupHook: 18 | MSGNAME=XICE_GENERIC_MSG_INF_B82, ch=com.cisco.xmp.inventory, sev= rmational, mid=2
|> 2025-01-82 06:57:22,409 | | ICE Service - CPU 5 | | c.c.e.p.h.PostCollectionBaseRadioCleanupHook | PostCollectionBaseRadioCleanupHook for device id ends

alraln
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Catalyst Center: Logs and Database Insights (Grafana)

88 General / Inventory o€ O
- . .
Log Pattern | Enter variable value LogLevel | Entervariablevalue |  DevicelP | 172.16.0.1 ~ Deviced || 360361 ~ F It I g f th b d ty
! : lter 10gs rurtner based on severity.
| Selected() Details - 172
1 1
id hostname type I Al | reachabilitystatus inventorystatusdetail errg
Iz 1
360361 CAT9K-BORDE.. Cisco Catalyst C9500-2 & ERROR | Reachable <status><general code="SU...
|« WARN
1 1
~ Basic Stats :I INFO :
o . | DEBUG | Lo
~ Key logs - 360361 (172.16.0.1)
; : 172.16.0.1 - loas 1
1 ©® View v :
1
. 1
: & Edit e
1
: 8 Share ps : .
i , Explore all logs further for a given
1 ® Explore X .
1
1
: ® Inspect i > eVICe
1
1
| © More... > :
1
. A 1 "
> Device packs Execution Time - 360361 (172.16.0.1) (7 panel) 1 1 i
Llf_?[ Remove pr 1
~ All Logs - 360361 (172.16.0.1) —
- r.....-.....-.....-.‘
' I ERROR + WARN Logs |
I ——— |
» 2825-81-82 86:56:28,800 | | ICE Service - Network 1 | | com.cisco.xmp.inventory | Exception occurred while updating the privilege level for the device message : Id=8 Invalid credential name: PRIVILEGE_L
EVEL. | mid=1, MSGNAME=XICE_GENERIC_MSG_ERR_@1, ch=com.cisco.xmp.inventory, sev=
> 2025-01-82 88:56:31,790 | | ICE Service - Network 7 | | com.cisco.xmp.inventory | Exception occurred while updating the privilege level for the device message : Id=8 Invalid credential name: PRIVILEGE_L
EVEL. | mid=1, MSGNAME=XICE_GENERIC_MSG_ERR_B81, ch=com.cisco.xmp.inventory, sev=

© 2025 Cisco and/or its affiliates. All rights reserved.
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Catalyst Center: Logs and Database Insights (Grafana)

B + O

& o ®

il Catalyst Center ] @ LB@T | Q admin v
® Explore € = Elasticsearch ~ [0 split B3 Addtodashboard (3 Last12hours v @
v A (Elasticsearch) L @ i

P R R R R R R RO R R R R R R
Query I kubernetes.container_name:apic-em-inventory-manager-service AND (_index:logstash-error-* OR ("ERROR" OR "WARN" OR "INFO" OR "DEBUG")) AND : Alias ® | Alias Pattern

I (log: 172.16.8.1 OR log: 360361) AND log: "**"

T rrrr T rrrrr rrer T T T T rrrr ey r rrrrrrrrrrrrrrrrrrrr rrrrrrrrr r rrrr ey

Metric (1) ® Logs > Options

+ Add query © Query history @® Inspector

Understand the query and adjust it as needed
(Query can be used also in Kibana)

200
100
o]
00:30 01:00 01:30 02:00 02:30 03:00 03:30 04:00 04:30 05:00 05:30 06:00 06:30 07:00 07:30 08:00 08:30 09:00 09:30 10:00 10:30 11:00 11:30 12:00
unknown == debug info warning == error
Logs
Time @) Unique labels @ wrap lines @)  Prettify JSON @ Dedup None Exact Numbers Signature Display results Newest first Oldest first

Line limit: 580 reached, received logs cover 9.84% (1h 18min 52sec) of your selected time range (12h)

> 2825-81-82 12:02:30 2825-81-82 11:02:38,583 | | ICE Service - CPU 7 | | com.cisco.xmp.inventory | Discard all orphaned objects for device | mid=2, MSGNAME=XICE_GENERIC_MSG_INF_@82, ch=com.cisco. Start
xmp.inventory, sev= rmational of
range
> 2825-81-82 12:02:30 2825-81-82 11:02:30,453 | | ICE Service - CPU 7 | | com.cisco.xmp.inventory | : No new collection request | mid=2, MSGNAME=XICE_GENERIC_MSG_INF_B82, ch=com.cisco.xmp.inventor
y, sev= rmational I

© 2025 Cisco and/or its affiliates. All rights reserved. BRKTRS-3821
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Catalyst Center: Logs and Database Insights (Grafana)

Tip #3b: Utilise access to Postgres Query in Grafana to run Cisco TAC queries.

dlulv Catalyst Center

Cisco

)
88 General / Postgres Query =<
=
O| select * from networkde |
-
Q v Stats
+ DB Size
@ 789 MB
oo
e iption apethernetmacaddre managementstate
@ 10S Software ... Managed

il B & < © 2022-03-3002:11:19102022-03-3102:11:19 v > @ & ~+ &

Specify DB query (as provided by Cisco TAC)

collectionintervalvalu

66b5099a76ad844d...

] Query Output 1

© 2025 Cisco and/or its affiliates. All rights reserved.

Inspect: Query Output

1 queries with total query time of 339 ms

Data Stats JSON Query

> Data options Formatted data

id A instanceuuid

360361 f9bf3ac4-5916-4f83...

A hostname

CAT9K-BORDER-01....

A managementipad A type

172.16.0.1 Cisco Catalyst C95...

— T J
vendor dnsresolvedmanager Iz lew L=a sonsfordeviceresy pendingsyncrequests reasonsforpendingsy syncrequestedbyapp fullinventorycollectio lastmanagedresyncre collectiontier
& Edi =
172.16.0.1 2 @ Edit =€ odic 0 Periodic Not Applicable
=5 Share ps
@ Explore = x
I'® inspect @ 1 > [oata |
| Sy Sy Sy S ———
@ More... > Query
Panel JSON
< X

A family

Switches and Hubs

O Download CSV
A series A st

Cisco Catalyst 9500... 17.1%

BRKTRS-3821
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Triaging issues using Cisco Catalyst Center
with Monitoring(Grafana) Tool

1.Check the basics: Confirm reachability and manageability for all configured
access methods.

2. Use Monitoring(Grafana) dashboards: Leverage pre-configured Inventory
dashboards for extra visibility on the state of the system.

3. DB Queries: Use Postgres Query Dashlet to effectively run and collect data
required by Cisco TAC.

4.Grafana Capabilities: Refer to the official Grafana documentation to
understand its key features and capabilities. https://grafana.com/docs/

CCCCC


https://grafana.com/docs/
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Triaging issues using Cisco
Catalyst Center with Log
Explorer(Kibana)

#2 Provisioning Use-Case

CISCO Live !



Catalyst Center: Provisioning workflow

Catalyst Center

Site Actions v @

Layer 2 Virtual Networks

Anycast Gateways

Provision

Wireless SSIDs

Q  Click here to apply basic or advanced filters or view recently applied filters

Tag

cisco
Fabric Sites /| KRK04
KRKO[]. View Site Hierarchy
Fabric Infrastructure Layer 3 Virtual Networks
SUMMARY .
Devices (5)
> Device Family (1)
> Reachability (1)
0 Selected
> Compliance Status (1)
v Provision Status (1) @] Tags
(O Success
O <
~ Fabric Role (3)
Control Plane Node :
- Ho o
() Border Node
() Edge Node O o
o <
PORT ATTRIBUTES
a <
5 Record(s)

Device Name

CAT9K-BORDER-01.cisco.com

CAT9K-BORDER-02.cisco.com

CAT9K-EDGE-01.cisco.com

CAT9K-EDGE-02.cisco.com

CAT9K-EDGE-03.cisco.com

IP Address

172.16.0.1

172.16.0.2

172.16.0.3

172.16.0.4

172.16.0.5

Standard view and typical provisioning

issues (SDA provisioning errors)

Fabric Role

BN | CP

BN | CP

@@@..

/ SD-Access

Authentication Template

Fabric Zone

Reachability (i)

@ Reachable

@ Reachable

@ Reachable

©@ Reachable

@ Reachable

Port Assignment

Fabric Provisioning Status

Success

Success

Success

Success

Success

AV

T Export

As of: Jan 2, 2025 5:05 PM

@ compliant

@ Compliant

@ Compliant

@ compliant

@ Compliant

Compliance Status

Show Recordl

Error

X

Unable to push to device 172.16.0.1

using protocol ssh2 the CLI vrf
definition DEVICE_VN

© 2025 Cisco and/or its affiliates. All rights reserved.
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Catalyst Center: Provisioning @ Rererance
Troubleshooting workflow and issue triage

. 1a) Validate provisioning status in Inventory
@ Provisioning Workflow page (Focus: Provisioning)

~

o 2a) Verify Task/Audit Log details.
@ Activity: Task 2b) Collect task ID and/or contextual ID.
3a) Use Kibana tool to perform an in-depth analysis of the logs
@ Log insights 3b) For any Ul related action investigation, collect X-Correlation
ID.

3c) Use the Correlation ID or X-Correlation ID to identify the
relevant logs.
3d) Fine tune the filtering on the Log Explorer/Kibana. alial

ALK
© 2025 Cisco and/or its affiliates. All rights reserved. BRKTRS-3821 CIsco



Catalyst Center: Provisioning

Tip #1a: Check the provisioning status on the Inventory page. Select Focus: Provision > See

Details

afra]n
cisco

Catalyst Center

Provision /

Inventory

* Q a ®

ay ] LN

Q admin v

‘ A To provision subscriptions on devices that have not been discovered with NETCONF, rediscover the devices with NETCONF, and update the Telemetry Settings with the @ Force Configuration Push option. X
@ Global Routers Switches Wireless Controllers Access Points Sensors a8 E o @
I__________I
DEVICE WORK ITEMS Device I Focus: Provision v I Take a tour N Export 6%

(O Unreachable

(O Unassigned

(O untagged

(O Failed Provision

(O Non Compliant

(O Outdated Software Image
(O No Golden Image

(O Failed Image Prechecks
(O Under Maintenance

(O Security Advisories

© 2025 Cisco and/or its affiliates. All rights reserved.

Q. Click here to apply basic or advanced filters or view recently applied filters

1 Selected
e Tags
Q

I —

Tag (@ Add Device

Actions v ©

Device Name

CAT9K-BORDER-01.cisco.com

CAT9K-BORDER-02.cisco.com

CAT9K-EDGE-01.cisco.com

CAT9K-EDGE-02.cisco.com

CAT9K-EDGE-03.cisco.com

IP Address

172.16.0.1

172.16.0.2

172.16.0.3

172.16.0.4

172.16.0.5

1
1 . '
1 Recent Provisioning Results 1
1 1
1 Time: January 2, 2025 4:29 PM 1
Dev: Task: Device Controllability and Telemetry :;ioning Status
i Status: SUCCESS 1
1
I Time: January 2, 2025 5:04 PM
Swiy 1
Task: Fabric Provisioning
(wid - RN betails
1 Status: FAILED 1
1 Error: Unable to push to device 172.16.0.1 using |
SW’ protocol ssh2 the CLI vrf definition DEVICE_VN IeSS
1 Device 1 J
Detail
(WL| response: % Feature is not supported :etal <
1
1 1
Swi less
——— e REOWTIR T Y ReAcn e —————
(WLC Capable) See Details
Switches and Hubs Success
.../Krakow/KRK04 @ Reachable
(WLC Capable) See Details
Switches and Hubs Success
.../Krakow/KRK04 @ Reachable ]
(WLC Capable) See Details

BRKTRS-3821

©)

As of: Jan 3, 2025 9:20 AM

Credential Status

Success
See Details

Success

See Details

Success
See Details

Success
See Details

Success
See Details

Last Provisic

16 hours a

16 hours a

16 hours a

16 hours a

16 hours a

]
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Catalyst Center: Activity - Tasks

Tip #2a: Double-click on provisioning details and check the Task status: : Activities > Tasks

alualn
cisco

Catalyst Center

et Catalyst Center

Audit L

£A Workflc
. Tools

Platform

[..1 Explore

v Review Status (1)

(O Pending Review

v Last Updated (3)
O 3 hours
O 24 hours

QO 7 days

> Categories (46)

§ N DAY

© 2025 Cisco and/or its affiliates. All rights reserved.

description

uy v, ZUs4 5.14 A
an 3, 2025 2:14 A

ever

P-SLA reachabili

R system - PROVIS

- @ Success

an 2, 2025 5:04 P
an 2, 2025 5:04 P

an 2, 2025 5:04 P{

abric at KRK04 (

IEEE - 2 admin - PROVIS
Completed - @ Failed
Start Jan 2, 2025 5:03 P\
Update Jan 2, 2025 5:04 P
End Jan 2, 2025 5:04 P

NanlavinAa Trancite

Activities |/ Tasks

: AERS - PROVISION 1

1 1
I - @ Failed |

Start: Jan 2, 2025 5:03 PM

Completed

TASK PROGRESS

End: Jan 2, 2025 5:04 PM

# Q a ® L0908

Modifying_FgQr_ig. at KRK04 (border transit)

As of: 9:26:53 AM

5 4 1 0 0 0

Total Success Failed Stopped In Progress Not Started

Q admin

3 Refresh

v

@ This task was created to deploy configuration that was previously previewed as a work item. View Work Item Details

Q Search Table

/' Filter

Device Name =

CAT9K-EDGE-01.cisco.com

o ) )
I Device Details | IProvision Details |
I I I

CAT9K-BORDER-01.cisco.com

CAT9K-BORDER-02.cisco.com

BRKTRS-3821

Status Total Time to Provision

Recent Provisioning Results

- S e B
1 1
| FALED A I
L ] 1
SUCCESS : Time January 2, 2025 5:03 PM Task Fabric |

I Provisioning Status ROLLBACK_SUCCESS Error I

| Unable to push to device 172.16.0.1 using :

SUCCESS ] protocol ssh2 the CLI vrf definition DEVICE_VN |

G S S S S S S S S S S S
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Catalyst Center: Activity - Audit Logs

Tip #2b: Retrieve the Log ID corresponding to a specific provisioning transaction: Activities >

cisco Catalyst Center

Activities / Audit Logs

Audit Logs Tasks

bl Catalyst Center

cisco

']
~/
Description
04 PM CET Executing command authentication display config-mode
04 PM CET

__ 4 PM CET

|

I Jan 2, 2025 5:03 PM CET
> Jan 2, 2025 5:03 PM CET
Jan 2, 2025 5:03 PM CET
Jan 2, 2025 5:01 PM CET
Jan 2, 2025 5:01 PM CET

> Jan 2, 2025 5:00 PM CET

> Jan 2, 2025 5:00 PM CET

Executing command authentication display config-mode

Executing command config t

o o e e o e e e e e Y OSSO USER, VN o e o o e o o o e o e

|
Creating task schedule with description: Modifying Fahr'icr

L o o o o o o o )

Received preview request for Fabric Provisioning.

Creating task schedule with description: Modifying Fabric a

The request to learn device config for selected network de

The request to learn device config for selected network de

Received a request to create an IP pool group named MCA

Received a request to create an IP pool group named TRA|

Description
User

Destination

"userName"
"targe

preview,
9ac6d4d7f513",

" targetServiceHttpMethod" : "POST",

"startTime'

“moduleName": " PROVISION",

"sourcelp”:
" description”

"recurring” : false

Q383|

|

I 019427c2-5699-70c6-b901-93e7053f898¢c |
| - . |
I [J Copy Log Id to Clipboard 1

Creating task schedule With ot s, se.mm. e, m_mn s e . we o= w onse, dtransit)

Q admin v

tServiceEndpoint"
Activityld=019427c1-9

SYSTEM Source 7.64.73
Collect Log ID for further triage

: " Japifv2/dat
9f8-7e31-8ab

ustomer-facing-servic sloy-after-preview/ConnectivityDomain?
1-3f179e75b33c&previewTaskld=019427c1-9a8d-7099-9344-

"Jan-02-2025 04:03 UTC",

10.227.64.73"
"Modifying Fabric at KRK04 (border transit)”,

© 2025 Cisco and/or its affiliates. All rights reserved.
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Catalyst Center: Log Explorer

Tip #3a): Use Log Explorer (Kibana) to find all relevant log messages for a given Task:
System > System 360 > Log Explorer

= ‘v Catalyst Center System / System 360 %t Q @ @ OW@N| Q admin v

il Catalyst Center

Actions

Settings

Data Platform

Users & Roles

Backup & Restore

High Availability Cluster Tools
Software Management \s of 12, 202 1 M of 2,202 M
Disaster Recove . . . - . . . . .
isaster Recovery 140 Services @® Enabling High Availability requires View Guide r_l\ﬂcmio_rln_g ______ L"_ )
installing a minimum of 3 Cisco Q| Log Explorer A |
Catalyst Center hosts. 1

(
l Navigate to Log Explorer for log analysis |

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKTRS-3821 CIsco



Catalyst Center: Log Explorer (Kibana)

@Q172| Q admin v

= il Catalyst Center

Home

N

C]
O; N Add Data to Kibana
e e Use these solutions to quickly turn your data into pre-built dashboards and monitoring systems.

H

80 | 1 p— e | m

" AN | = AN

; Ll —u v

& APM Logging Metrics Security analytics
APM automatically collects in- Ingest logs from popular data Collect metrics from the Centralize security events for
depth performance metrics and sources and easily visualize in operating system and services interactive investigation in

errors from inside your preconfigured dashboards. running on your servers. ready-to-go visualizations.

applications.

Add APM Add log data Add metric data Add security events

Use Elasticsearch data
Connect to your Elasticsearch index

Add sample data
Load a data set and a Kibana dashboard

Visualize and Explore Data Manage and Administer the Elastic Stack
I______________I
s ) o s }
S0 Dashboard : (#) Discover I Console 2 Index Patterns
Display and share a I Interactively explore your : Skip cURL and use this Manage the index patterns
collection of visualizations : data by querying and | JSON interface to work that help retrieve your
and saved searches. 1 filtering raw documents. | with your data directly. data from Elasticsearch.
(R ——

© 2025 Cisco and/or its affiliates. All rights reserved. BRKTRS-3821 CIsco



Catalyst Center: Log Explorer (Kibana)

cisco

Catalyst Center

Filter logs by specifying specific Log ID.

K Discover

71 hits
New Save Open Share Inspect
o ————————————— -

I Fiiters  "019427c2-5699-70c6-b901-93e7053f898c" I

3 +Add filter

Selected fields 50

Q- -
r

———
=Y

Jan 2, 2025 @ 16:30:00.000 - Jan 2, 2025 @ 17:30:00.000 —

Narrow down time window.

Jan 2,2025 @ 16:30:00.0 - Jan2,2025 @ 17:30:00.0 |

G Refresh

Auto v

@timestamp per minute 17:03

46

17:10 17:15 17:20 17:25

'_____..__________I
1 t kubernetes.container_name 1 40
1 % 3
1t kubernetes.host 1 g 0
1 3
I 1 o 20
1 t kubernetes.namespace_name I i Count
1 t kubernetes.pod_name 1 0
I 1 16:35 16:40 16:45 16:50 16:55 17:00 17:05
1 t log 1 @timestamp per minute
ey —————
Available fields & X
kubernetes.namespace_name kubernetes.host kubernetes.container,
Time

Jan 2, 2025 @ 17:04:45.961 fusion 100.64.0.1 scheduler-service
n .

Examine the log messages.

| | c.c.e.sch
.cisco.enc.sched

into the Catalyst Center microservices

O

. . Wl
|nVOIVed In a SpeCIfIC TaSk (E-g [ POd 3y .64.0.1 Ispf—service—manager—ser spf-service-manage
Ivice r-service-767db5db
u 1\ 1 bf-h4xv4
Ost) .
t kubernetes.container_image_id 1

uler.api.model.
eateTime=173583
t KRK@4 (bo
nt=<null>, its
e=PROVISION. noti

WorkSpecification@2ff6d99c[actionComplete=<null>,cr
ronExpression=<null>, description=Modifying Fabric a
Time=8, featureName=<null>, groupName=<null>, inte
astUpdateTime=1735833835329, metaData=<null>, modul
nHeader={Content-Tvoe=anolication/ison

Preview-Prim

2025-81-02 16:04:37,647 | INFO | w-NotificationContainer-4 | | c.c.a.c.
s.n.SPFWorkflowCompletionEventCallback | taskId = 819427c2-573d-74aa-93f2-9 1
4cdde803245, previewTaskId = 819427c1-9a8d-7099-9344-9ac6d4d7f513, previewA
ctivityId = 019427c1-99f8-7e31-8ab1-3f179e75b33c, currentActivityId = 81942
7c2-5699-70c6-b9081-93e7053f898c, requestType = DEPLOY_AFTER_PREVIEW | corre 1
lationId=b68abf5f-c98d-44ce-a986-b688433fc65¢c 1

© 2025 Cisco and/or its affiliates. All rights reserved. BRKTRS-3821
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Catalyst Center: Log Messages

Example: ActivitylDs & correlatonids

Table JSON

O @timestamp

t _id

t _index
# _score
t _type

t docker.container_id
t kubernetes.container_image

t kubernetes.container_image_id

t kubernetes.container_name

t kubernetes.host

t kubernetes.labels.pod-template-hash
t kubernetes.labels.serviceName

t kubernetes.labels.version

t kubernetes.master_url

t kubernetes.namespace_id

t kubernetes.namespace_name

t kubernetes.pod_id

t kubernetes.pod_name

t log

t stream

t tag

Jan 2, 2625 @ 17:04:37.648

PobDJ5QBhx64c@1yL45x

logstash-info-2025.81.082

fluentd

ed9460a6389d6Tb2dc7e1191eb48201409c4423622e6eaf3fh2b321cdc602b14
maglev-registry.maglev-system.svc.cluster.local:5000/fusion/spf-service-manager-service:7.1.720.60128

docker-pullable://maglev-registry.maglev-system.svc.cluster.local:5000/fusion/spf-service-manager-service@sha256:5faf76485e385bbad5b8a6010a4
02c7a93fe8bcae9f533840d9cbf5af044c5b8

spf-service-manager-service
100.64.0.1

767db5dbbf
spf-service-manager-service
7.1.720.60128

https://169.254.48.1:443/api

8c9e3ebf-e47d-46f8-9afd-633998526e81

uston Activity ID

Correlation ID

15690304-cfcd-4ae1-89df-e567ab9f6826

spf-service-manager-service-767db5dbbf-h4xv4

2025-01-02 16:04:37,647 | INFO | w-Notific ainer-4 | | c.c.a.c.s.n.SPFWorkflowCompletionEventCallback | taskId = 819 -74
2a-93f2-94cdde803245, previewTaskId = 819427c1-848d-7099-9344-9ac6d4d7f513, previewActivityTd = 019427¢1-99f8-7e31_8ab1-3f179e75b330 curren
| tActivityld = B19427c2—5699—7ac6—b991—93e7953f898c] requestType = DEPLOY_AFTER_PREVIEW |I correlationId=b68abf5f-c98d-44ce-a9086-b688433fco5¢ |

L%!ﬂ&ﬂf""'""""""""""""""""""‘

kubernetes.var.log.containers.spf-service-manager-service-767db5dbbf-h4xv4_fusion_spf-service-manager-service-ed9460a6389d6fb2dc7¢1191eb4820
1409c4423622e6eaf3tb2b321cdc602b14.1log

© 2025 Cisco and/or its affiliates. All rights reserved.
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Catalyst Center - Log IDs

Activity ID: a user/system action designed to achieve a specific
configuration, monitoring, or troubleshooting goal within the network (e.g.
provisioning activities, monitoring activities, policy management, software
management, etc.).

( ) Correlation ID: is a unique identifier assigned to a request or a
group of related requests that span multiple systems or components. It
allows for tracking and correlating logs and activities across different
services within Catalyst Center.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKTRS-3821



Catalyst Center: Log Explorer

Tip #3b: Use the browser's ‘Developer Tools’ to get the X-Correlation ID for any Ul related
investigation.

2 S (D Select a folder to store override files in.  Select folder X
"c','s'é'c;‘ Catalyst Center Network Devices / Provisi ¥ Q .
i< [0 Elements Console Sources LNelwcrk ance  Memory > ©24 Ah98 B15 3 i X
@Y Q Preserve log Disable cache NoYWeiting v = L & O
Y Filter ) Invert  More filters ¥

Al Fetch/XHR Doc CSS JS Font Img Media Manifest WS Wasm Other

Provision Device As of: 2:4 O Bigrequestrows Group by frame

Overview Screenshots
Step 1 Of 3 performing Initial Checks | 5000 ms 10000 ms 15000 ms 20000 ms 25000 ms
— e e e - - -
Cisco Catalyst Center is now performing early validations to ensure a seamless provisioning operation.
@ Name X Headers Payload  Preview Response Initiator Timing Cookies
v @ Pending Operations [T icon-font.c7a3b775e861aa0df6CBIdc688a8f61... v General
QRO et KERi) “ Request URL: https://10.62.149.204/apijv2/datajcustomer-facing-servic
{ ver-precomputation e/Devi ify= KDevi 3ac4-59
D) post?filter=a-dnaconprem,u-dna-provision-de... 6-4183-85b3-26d87f701f6¢
Success. No pending operations conflicting with the current operation found. & ver-precheck Request Method: GET
{) status?taskid=a716fc53-4cbe-447¢c-a421-586... Status Code: @ 200 OK

10.62.149.204:443
strict-origin-when-cross-origin

W T x-Correlation-id header can be now
found in all HTTP Requests generated by | . oo

Success. No compliance violations found for the devices involved in the current o da‘af s
Catalyst Center API Gateway
Thu, 02 Jan 2025 13:43:53 GMT
no-cache
- =Security: max-age=31536000; includeSubDomains

Click here to see what is included in the configuration compliance check. Certain
Configuration, Software Image, etc., which are part of overall compliance calculatio

impact the current operation. When compliance run is in progress, then last known compliance data is used to determine the list of

Via: api-gateway
the devices. X-Content-Type-Options:  nosniff
X-Correlation-Id: e5fd5ead-7d74-4bc0-9915-aa1688edfbes
X-Frame-Options: SAMEORIGIN
[y ——.-C & S (TS L1 R H -1 S Sy Sy Gy ey Sy ) Sy ey ——
I TET guToS VoY 1
v Device Level Validations . s . 1
@ @ : X-Content-Type-Options: nosniff I
: X-Correlation-Id: ebfd5ead-7d74-4bc0-9915-aa1688e4fbeb :
Success. No issues were found on a preliminary check of the devices involved in this operation. More checks will be performed as 1 X—Frame—Options: SAMEORIGIN 1
the workflow progresses. Currently, these preliminary checks are performed only on Switches and Routers. Wireless controllers, | 4 _!
- ———— y o ————— ; e ———— ——————
Access Points and other devices are not included. s JETESBN, SN, YEXTIA, 7
Accept-Encoding: gzip, deflate, br, zstd
Accept-Language: pl,en-US;q=0.9,en;q=0.8
Cache-Control: no-cache
Cookie: isConnectedHack=true; X-JWT-ACCESS-

TOKEN=eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzIINIJ9.eyJzd
: WIiOiI2NmITMDk5ZDc2YWQANDRKMDBmMNDK20OWEILC
< | Exit
j Recheck Back NeXt JhdXRoU291cmNIljoiaW50ZXJuYWwiLCJOZWShbnROY
]

© 2025 Cisco and/or its affiliates. All rights reserved. BRKTRS-3821 CIsco




Catalyst Center : Log Explorer (Kibana)

Tip #3c: Use CorrelationlD to find all relevant log messages across all microservices.

i
cisco

Catalyst Center

Use correlation ID to search relevant logs.

K Discover
oy

o 1 2030nis 1

New Save Open Share Inspect
[ e o
Filters | "bGSabeffcgad744c9739067b688433f0650"I Ldah = oD 2006 @ 17:30:00.0 provisioning-service

e o o o o e

83— + Add filter

o

Selected fields

provisioning-service

—— -y

Multiple Microservices have been
triggered as part of specific workflows

provisioning-service

provisioning-service
t kubernetes.container_name

1,000 provisioning-service

t kubernetes.host

t kubernetes.namespace_name 500 ’
t kubernetes.pod_name 0

16:35 16:40 16:45 16:50 16:55 17 17:05 17:10 17:15
Available fields -] @timestamp p! ute

Popular

Count

spf-service-manager-service

provisioning-service
17:20 17)

spf-service-manager-service

|
|
1
|
1
|
1
|
|
|
|
Time kubernetes.namespace_name kubernetes.host 1 kubernetes.container_name i kubernetes.pod_name 1 . .
t log 1 | spf-service-manager-service
‘ > Jan 2, 2025 @ 17:084:41.556 fusion 100.64.0.1 |taskfserv1ce | task-service-56d4f56f89-79855 |
© @timestamp 1 1 I orchestration-engine-service
t ud > Jan 2, 2025 @ 17:04:41.556 fusion 100.64. I task-service | task-service-56d4f56f89-79855 1
i 1 1 | orchestration-engine-service
t _index > Jan 2, 2025 @ 17:084:41.558 fusion 180.64. |taskfserv1ce I task-service-56d4f56f89-79855 l
1 : I orchestration-engine-service
# _score > Jan 2, 2025 @ 17:04:41.548 fusion 100.64. I task-service i task-service-56d4f56f89-79855 |
1
t ot ) 1 X . 1 ) ) | spf-service-manager-service
-type > Jan 2, 2025 @ 17:84:38,192 fusion 100,64, 1 spf-service-manager-service I spf-service-manager-service-767db5dbbf-h4xv4
1
t docker.container_id > Jan 2, 2025 @ 17:04:38.192 fusion 1680.64. |spf—service—manager—servlce : spf-service-manager-service-767db5dbbf-h4xv4 I apic-em-network-programmer-service
1
t kubernetes.container_image ) i X 1 ) ) 1 £ 5 5
> Jan 2, 2025 @ 17:84:38,144 fusion 100,64, |spf-serv:.ce-manager-servlce I spf-service-manager-service-767db5dbbf-h4xv4 Spr-service-manager-service
t kubernetes.container_image_id 1 1
> Jan 2, 2025 @ 17:04:38.144 fusion 180.64. Ispf—service—manager—servlce = spf-service-manager-service-767db5dbbf-hdxv4 | apic-em-network-programmer-service
|
> Jan 2, 2825 @ 17:84:36.548 fusion 100.64.08.1 : apic-em-network-programmer-service
_ o _
? Jan 2, 20825 @ 17:84:36.548 fusion 1608.64.0.1 I apic-em-network-programmer-service
| .
O LU LD
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Catalyst Center: Log Explorer (Kibana)

Tip #3d: Combine the CorrelationID with keywords (e.g., error, warning) to filter log.

= dull Catalyst Center

,Q admin v

r Discover

©
-
° L]
New Save Open Share Inspect
. . . . . n . n
o I P — . Refine the filters to minimise "noise" and
Q| Filters "b68abf5f-c98d-44ce-a906-b688433fc65¢" and error | . . 025 @ 16:30:00.0 = Jan2,2025@ 17:30:00.0 C Refresh
e e e ’ expedite the discovery of relevant logs.
— @  +Addfilter
=]
® Jan 2, 2025 @ 16:30:00.000 - Jan 2, 2025 @ 17:30:00.000 —  Auto ~
Selected fields
] 10
t kubernetes.container_name 5
t kubernetes.host § [
S 4
t kubernetes.namespace_name )
t kubernetes.pod_name 0
16:35 16:40 16:45 16:50 16:55 17:00 17:05 1710 1715 1720 17:25
t log @timestamp per minute
Available fields % )
kubernetes.namespace_name kubernetes.host kubernetes.container_name kubernetes.pod_name
l'____________________________________________________________________-I
> Jan 2, 2025 @ 17:04:36.324 fusion 100.64.0.1 :apic-em—network—program apic-em-network-pro 2025-01-82 16:04:36,324 | ERROR | rgeTaskExecutionAdapter-4 | | c.c.a.c. |
|mer-service grammer-service-64c s.t.SPFTaskExecutionAdapter | [taskName : Determination of network intent |
i f695488-jcjfv deployment status, taskId : ae4383f@-bc2b-44c6-962e-2fde3aecebal, workflow :
: Id: 340d5670-0189-4a09-837f-b41ccBd@34be], Unable to push to device 172.1
| 6.0.1 using protocol ssh2 the CLI vrf definition DEVICE_VN | correlationId |
1 =b68abf5f-c98d-44ce-a906-b688433fc65¢c :
e e e o o e e e e e e e e e e o e e e o e e H
]
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cisco



Triaging issues using Cisco Catalyst Center
with Logging Monitor/Kibana

1.Check the basics: confirm provisioning status in Inventory tab and verify
task details.

2.ldentify IDs: Locate the task ID, activity ID, or correlation ID associated with
any problematic activity.

3.Log Analysis: Utilise the Catalyst Center Log Analyser (Kibana) to delve into
all system logs for further investigation.

4.Kibana Capabilities: Refer to the official Kibana documentation to explore
and analyse data with Kibana.

https://www.elastic.co/docs/explore-analyze

o and/or its affiliates. All rights reserved. ... BRKTRS-3821
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SD-Access: Triaging Fabric
& Network issues

3) DHCP / Host Onboarding Use-Case

CISCO Live !



End-point: DHCP (Host on-boarding)

Commonly Reported Scenario

Linux:

dhclient[1234]: DHCPDISCOVER on eth® to 255.255.255.255 port 67 interval 3
dhclient[1234]: No DHCPOFFERS received.
dhclient[1234]: Unable to obtain a lease on first try.

No DHCP Offer received
by the end-point.

Windows:

Ethernet adapter Ethernet:

IP.addreSS aSSIgne.d by Automatic Connection-specific DNS Suffix . :
Private IPAddressmg (APIPA) feature. Autoconfiguration IPv4 Address. . : 169.254.1.2

Subnet Mask L] L] ] L] L] L] ] L] L] ] L] : 255-255l0l0
Default Gateway .

afra]n
© 2025 Cisco and/or its affiliates. All rights reserved. BRKTRS-3821 Cclsco



SD-Access: DHCP @ For Youlg

Troubleshooting workflow and issue triage

1a) Check and confirm Fabric Provisioning Tasks Status
1b) Check and confirm Configuration Drift Status
1¢) Check and confirm Compliance Status

1d) Resolve Compliance issues

[ Basic Compliance ]

N

2a) Check and confirm the operational status under
@ Assurance 2b) Check potential defects impacting via Network B

NV

@ Network
troubleshooting

alfbal ]l
© 2025 Cisco and/or its affiliates. All rights reserved. BRKTRS-3821 Cclsco

3a) Perform Network troubleshooting via Command Ru
3b) Perform Network troubleshooting via Run Commands




Fabric sites - Provisioning
Tip #1a: Check Fabric Provisioning state: Provisioning > Fabric Sites

Provision / SD-Access / Fabric Sites e (@ @ LTS | Q admin v

Take a Tour =
E =

= duibe Catalyst Center

el Catalyst Center

1[ Design

Zero-Trust Overview

(0 Provisioning Tasks

(@ 24 Hours: Jan 2, 2025 2:25 PM - Jan 3, 2025 2:25 PM £ Refresh := View pending tasks

provisioned according to the original intent.

,<: Ensure that the SD-Access Fabric is fully

]
cisco
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Fabric Device - Config Drift

Tip #1b: Verify Configuration drift: Fabric Infrastructure > Select the Device > More > Config
Drift

;‘,;;L’, Catalyst Center Provision / SD-Access i QO admin v
Fabric Sites / KRKO4
X
' : ; : ’ > .
KRKO4 View Site Hierarchy  Site Actions v (@ CAT9K-EDGE-01.cisco.com (1721603)
Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networ ) Reachable Uptime: 16 days 18 hrs 25 mins Device Role: ACCESS
SUMMARY Devices (5) b4 Run Commands (4 View 360 Last updated: 2 hours 38 minutes ago () £ Refresh
i i Details Fabric Advisories REP Rings onfiguration VLANs Power Fans FP Modules User Defined Fi ore v
> Device Family (1) _— - ) N g Config S f M :
ick here to a asic or advanced filtg
> Reachabl\lty (.‘) Q ppy 2ldie vdie cnu vdie m
Config Drift Date Range Sep 5, 2024 Jan 3, 2025
. 0 Selected Tag Field Notices
> Compliance Status (1)
. 1.6H 1 Potential Field Notices
v Provision Status (1) O Tags Device Name 2
= Summan
() Success g Y
O o CAT9K-BORDER-01.cisco. . Wireless Info
Z 800
v Fabric Role (3) s00 |2 e i
Sep 08 Sep 22 Sep 29 Oct 06 Oct 13 Oct 26 Nov 03 Nov 10 W 24 L C lianc
O Control Plane Node % Sep 0 Ser Ser Ser ) D ) ) lov lov 1 Nov 17 Nov __Oﬂp_\il:e_____-.
O o CAT9K-BORDER-02.cisco. confia britt bays Config Drift !
(O Border Nod I '
order Node
Oct 0 0
/) CAT9K-EDGE-01.cisco.co e L LTI 7YY ¥ W4 T4
() Edge Node O < :)I @ In-band Config Drift @ Out-of-band Config Drift @ Labelled Config |
\ : Config Drift Version Config Drift Version |
. . . ) I
Ve r|fy a ny Conﬁg u rat|0n p2-cisco.cay I Nov 30, 2024 01:31 PM v Label Config Dec 09, 2024 05:10 PM v Label Config I
changes between the —N! :
g i | Running Config (749 Lines) Running Config (751 Lines) I
. . ] 1 "
Worklng and non—WorkIng l, | 29 ip name-server 100.64.0.100 29 ip name-server 100.64.0.100 1
I 30 ip domain lookup source-interface Loopback0 30 ip domain lookup source-interface Loopback0 1
Setup : 31 ip domain name dna-pod.lab 31 ip domain name dna-pod.lab |
k - j 1 I 32 ip dhcp snooping vlan 1 I
1 32 ip dhcp snooping 33 ip dhcp snooping :
L ——

]
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Fabric Infrastructure - Compliance
Tip #1c: Check Compliance Status: Fabric Infrastructure > Compliance Status

= "c'u's'élé' Catalyst Center Provision / SD-Access o ONNAY ] L | Q admin v

Fabric Sites /| KRKO0O4

KRKO4 View Site Hierarchy  Site Actions v @
e |
()I Fabric Infrastructure : Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gateways Wireless SSIDs Authentication Template Port Assignment - E
b
SUMMARY )
Devices (5) M Export
> Device Family (1)
Q. Click here to apply basic or advanced filters or view recently applied filters H V
5 Reachability (1) Check compliance status for
1 1 1 As of: Jan 3, 2025 11:52 AM
> Compliance Status (1) 0 Selected  Tag a" deVICeS |n the fabI"IC. S ol Jan
v Provision Status (-|> [:] Tags Device Name IP Address Fabric Role Fabric Zone Reachability @ Fabric Provisioning Stat Compliance Status O
() Success

O O CAT9K-BORDER-01.cisco.com 172.16.0.1 BN | CP -- @ Reachable Success ® Non-Compliant

v Fabric Role (3)

O Control Plane Node O QO CATOK-BORDER-02.cisco.com  172.16.0.2 BN | CP - ® Reachable Success © Non-Compliant

() Border Node

@@@..

f
|
|
|
|
|
|
1
|
|
|
1
|
|
|
1
|
|
|
|
|
|
|
[

() Edge Node O O CAT9K-EDGE-01.cisco.com 172.16.0.3 -- @ Reachable Success ® Non-Compliant
O O CAT9K-EDGE-02.cisco.com 172.16.0.4 -- @ Reachable Success & Non-Compliant
PORT ATTRIBUTES
O O CAT9K-EDGE-03.cisco.com 172.16.0.5 -- ® Reachable Success @ Non-Compliant
—-——
5 Record(s) Show Records: 25 v 1 -5 < a >

]
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Compliance Summary
Tip #1d: Auto-fix all Compliance Issues: “Fix All Configuration Compliance Issues”

Catalyst Center Provision / SD-Access

= cisco
" . .
p—pp— Fix compliance issues and re-run
KRKO4  View site Hierarchy  Site Actions v @ () CAT9K-BORDER-01.cisco.com (172.16.0.1) compliance checks
.
Fabric Infrastructure Layer 3 Virtual Networks Layer 2 Virtual Networks Anycast Gate /) Reachable Uptime: 2 hrs 44 mins Device Role: BORDER ROUTER A
SOMMARY Devices (5) % Run Commands 7 View 360 updated: 4 minutes ago £~ Refresh
> Device Family (1) Details Fabric Advisories Configuration VLANs Power Fans SFP Modules User Defined Fields Field Notices al Field Notices Summary More v
Q Click here to apply basic or advanced filters or view recently apg
> Reachability (1) ——— — — ——— — —————
0 Selected Tag You can now fix all configuration compliance issues on this device. You will be able to review before the fix is ' Fix All Configuration Compliance Issues 1
> Compliance Status (1) —————————— )
v Provision Status (1) O Tags Device Name
(O Success V .f I I I. - View Preference for Acknowledged Violations
Vv Fabric Role (3) 3, 2025 4:08 PM Run Compliance Check
3 Contrl Plane Nods detected by Catalyst Center.
——
. g : 1
(O Border Node EoX - End of Life | & Network Settings ® I @ Startup vs Running Configuration ®
(O Edge Node @] Q CAT9K-EDGE-01.cisco.com Compliance last run on: Jan 2, 2025, : Non-Compliant since Jan 2 0:18 PM I Compliance last run on: Jan 3, 2025 11:00 AM
< Compliance last run on: Jan 510:18 PM 1
Software : & I I
o < CAT9K-EDGE-02.cisco.com Hardware : @ Com : 3 B |
PORT ATTRIBUTES penersk s I
Module : @ 1 )pen Violatior
I |
O QO CAT9K-EDGE-03.cisco.com I 1
I I I SIS
5 Record(s) ——
1
< i @ Fabric BETA ® 1 @ Software Image ® @ Critical Security Advisories ®
I pliant since Jan 2, 2025 10:18 1 Non-Complian ¢
ce run on: Jan 2, 2 ] ; Compliance la
I Running Version: 17.12.2
3 2 1 17.12.04 SRS e 0
Incompatible Application(s): 1
1
1
e
@ SD-Access Unsupported Configuration BETA [©)
alra]n

© 2025 Cisco and/or its affiliates. All rights reserved. BRKTRS-3821 CIsco



Compliance Fix - Configuration preview

duille Catalyst Center Provision / SD-Access ‘ Q admin v

CAT9K-BORDER-01.cisco.com - Compliance Fix

Step 3 of 3: Preview Configuration

As of: 12:00:55 PM 3 Refresh

L]

Review the device configuration provided below by clicking on each device. When

.« Validate the configuration that is pushed to your s @
e e O v 71601 S cbetptetccn network as part of the compliance fix.

Q

CAT9K-BORDER-01 cisco... @ Configurations - Side by side view

View by Configuration Source - All » ‘ ) Search configuration

Configuration to be Deployed © 7~

v Running Configuration @ 2

39 Line(s) 834 Line(s)

1/0/20

Building confi

lowed vlan all Current configuration : 26995 bytes

tion change at 09:58:04 UTC Fri Jan 3 2025 by dnacadmin

Sow e Wl

90 deny ip any
exit

version
8 [service
9 |service

mestamps debug datetime msec

ion-key *****+ 97ffa0bfe9144852
aaa group server radius dnac-client-radius-group
100.64.0.2

timestamps log datetime msec

server name dnac-ra

exit

aaa group server radius dnac-network-radius-group 15 o platform disable-kernel-core

server name dnac-radius .64.0.2 no platform [ settings
exit 17 b

radius server dnac-radius_100.64.0.2 18 [hostname CAT9K-BORDER-01

pac key =swsx+ 19 J1

exit 20 {]

radius-server vsa send authentication

21 |wrf definition DEVICE_VN

vsa send accounting 22 | rd 1:4099

exit-addr
28 1
29 Wrf defini
30 |1
31 address-fami

source-interface Loopback0

32 | exit-address-fami

ip name-s 0.64.0.100
ip domain name cisco.com 33 |1
34 | address-family ipvé
35 exit-addr fami

o T
o

— i ) sl e ) e e s el b e’

e’ e s i R O o e e e e e -

|
| _owo |
]
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Catalyst Center: SD Access Assurance
Tip #2a: Check Assurance data

abuli - Catalyst Center ce / Dashboards / Health Q 4« G® L@@ L admin v

cisco

Overall Network Client Network Services v App\icat\'O: SD-Access : Al Analytics v
T
24 Hours Jan 8, 2025 1:25 PM - Jan 9, 2025 1:30 PM &
SD-Access Assurance provisions telemetry subscriptions on devices operating in Fabric roles to gather near real-time assurance data. This capability requires the Fabric devices to be configured for NETCONF, discovered with NETCONF, and to have Cisco Catalyst Center telemetry enabled. Network X

Segmentation Protocol is LISP.

rd N\

:'1"““;'“'“'““'5“'“"1“";3;;;"""5-"0"3“: Verify any reported health
|

Fabric Sites Layer 3 Virtual Networks Fabric Devices Transits Telemetry Status P1 P2 Total | iSS u eS re I ated to fa b ri C .

‘-—————-Z'UH'H@'IM/———————————————————————————-‘—————————

Issues (5) My Export
Q_ search Table \Y4
O Priority « Issue Type ~ Device Role Category Issue Count ~ Site Count (Area) Device Count Last Occurred Time ~
I___________________________________________________________________________________________________________1
I ™ Fabric Border node internet is unavailable BORDER ROUTER Connected 4 1 2 Jan 9, 2025 12:57 PM 1
I |
|
IL 1 Fabric BGP session status is down with Peer Device BORDER ROUTER Connected 1 1 1 Jan 9, 2025 12:35 PM ||

L L L L L e L L L e L L e e e e e L e e e e e e e L e ey

2 Record(s) Show Records: 10 Vo< o >

( )

Check issues reported by
Catalyst Centre.

© 2025 Cisco and/or its affiliates. All rights resertvees BRKTRS-3821
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Catalyst Center: SD Access Assurance

Fabric BGP session status is down with Peer Device ; Issue Instance

P1 BGP v4 neighborship(s) on Fabric Border 'CAT9K-BORDER-01.cisco.com' in Fabric Site 'Global/Poland/Krakow/KRK04'" is down

Status: Open v | B Issue Profile: global 3= Edit Issue Settings

INSIGHTS

BGP v4 neighborship(s) on Fabric Border 'CAT9K-BORDER-01.cisco.com' in Fabric Site 'Global/Poland/Krakow/KRK04' is down.

Device 2 CAT9K-BORDER-01.cisco.com [
Time Jan 9, 2025 12:35 PM
Location Global/Poland/Krakow/KRK04

Fabric Site Global/Poland/Krakow/KRKO4

=== e )
O LrrevemPeals 1 Problem Details Understand problems

Suggested Actions
@ 2 session(s) down. The table below illustrates the applicable sessions for this device, along with their r re pO rted by Cata Iyst Ce ntre X

All Down Up No Data

Q Search Table

o e e e e e e e e e -
Q 1 Status IP Address Destination VN Name IP Type 1

I I

I I

1 172.16.200.10 172.16.200.10 DEVICE_VN ipv4 1

1

< 172.16.200.10-DEVICE_VN-ipv4 : 1
1 172.16.200.14 172.16.200.14 USER_VN ipv4d 1

L I

]
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Catalyst Center: SD Access Assurance

Fabric BGP session status is down with Peer Device ; Issue Instance

P1 BGP v4 neighborship(s) on Fabric Border 'CAT9K-BORDER-01.cisco.com' in Fabric Site 'Global/Poland/Krakow/KRK04' is down

Status: Open ~ | B

INSIGHTS

BGP v4 neighborship(s) on Fabric Border 'CAT9K-BORDER-01.cisco.com' in Fabric Site 'Global/Poland/Krakow/KRK04' is down.

Device =3 CAT9K-BORDER-01.cisco.com '
Time Jan 9, 2025 12:35 PM
Location Global/Poland/Krakow/KRK04

Fabric Site Global/Poland/Krakow/KRK04 Run automatIC CheCkS to
ostom peta | further triage the issue in the

e ———— SUggested Actions (2)

Q Suggested Actions : n etWO rk .

e e o o —— — -

v 1 Q Verify the BGP session status.

9 Verify the BGP session status for all vpnv4 neighbors

show bgp vpnv4 unicast all summary

BGP activity 98/51 prefixes, 271/187 paths, scan interval 60 secs
39 networks peaked at 22:44:50 Jan 7 2025 UTC (1d14h ago)

Neighbor v AS MsgRcvd MsgSent TblVer 1InQ OutQ Up/Down State/PfxRcd
172.16.0.2 4 65000 4031 4029 155 ] 0 2d12h 2

S s T S S - -
172.16.200.10 4 65100 0 0 1 0 @ 01:51:57 Idle
172.16.200.14 4 65100 0 0 1 0 @ 01:51:57 Idlel

L oy M ML - 1 NUR NSRS, YRR Sy L 2 LR L

Q Verify the BGP session status for all ipv4 neighbors

show bgp ipv4 unicast summary

Issue Profile: global 3= Edit Issue Settings

© 2025 Cisco and/or its affiliates. All rights reserved. BRKTRS-3821
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Catalyst Center: Network Troubleshooting (DHCP)

Tip #2b: Check potential defects impacting your network: Tools > Network Bug Identifier

sl Catalyst Center

—n Re-scan your network for well known bugs that
B can potentially affect your network.

—-—— - SNMP can not get some interface counters for LISP sub-interface 5 @ Moderate -- Neo

T S S R R S S S S R R R R S R S R R S R R S R R S R R R R S R R S R R R R R R R R R R R R S

XE:3.7.85_V152_4_S8_FC2 I
I CSCuya4742 S5H version1 should be deprecated From Server/Client Side 5 ® Moderate 10S- Yes I
XE:3.7.75_V152_4_S7_FC4 I

R S ————-

10S-

¥E:3.7.85_V152_4_S8B_FC2
CSCuy34361 SSH V1 periodically crashes when displaying large volumes of data ] A Severe 10S- Yes

XE:3.7.75_V152_4_S7_FC4

105-
E:3.8.05_V153_1_S_FC4
CS5Cwk36412 Non-Zero Header Padding in SYN/ACK packet sent from Switch to Telnet/SSH session 4 © Moderate 10S- Yes
XE:3.7.85_V152_4_S8_FC2

4 Record(s

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKTRS-3821 CIsco



Catalyst Center: Network Troubleshooting
(DHCP)

SERVER
100.64.0.100

/Only when all previous
checks (configuration,
assurance, compliance,

CAT9K-BORDER-01 CAT9K-BORDER-02 known bugS) have been
72160 72160 checked, start low level

\_network troubleshooting.

CAT9K-EDGE-03 CAT9K-EbGE—02 CAT9K-EDGE-01
172.16.0.5 172.16.0.4 172.16.0.3
| .

I ala
© 2025 Cisco and/or its affiliates. All rights reserved. HOST BRKTRS-3821 Cclsco



Catalyst Center: Network Troubleshooting (DHCP)

External Network DHCP Server

issue

(basic connectivity, routing, etc.) ISSue

4 - - )

SDA Fabric issue

End-point
iIssue




Catalyst Center: Network troubleshooting (DHCP)

Example of DHCP packet flow

oy

The Internet

& SERVER
100.64.0.100

10 10 ( \
DHCP packets do not have to go through
<> <’ . .
same devices (path can be asymmetric

based on load-balancing rules within fabric
/ outside of the fabric) y

A\ i )
10 @ 10
<« <> <«
CAT9K-EDGE-03 AT9K-EEDGE—02/\ CAT9K-EDGE-01
172.16.0.5 1,f’/".1§i3.-f’7-_4 172.16.0.3

DHCP Offer (Q\. DHCP Discover
]

DHCP ACK CJ DHCP Request
p NAK HOST  DHCP Release .

© 2025 Cisco and/or its affiliates. All rigL:t)s reserved. DHCP Decline BRKTRS-3821 cisco



Catalyst Center: Network Troubleshooting (DHCP)

Tip #3a: Execute Command Runner on multiple devices simultaneously: Tools > Command Runner

Catalyst Center

alaln
cisco

Discovery

Topology

CLI: show platform dhcpsnooping client stats <MAC-ADDRESS>

License Manager

) Template Hub
2l Workflows

‘ Model Config Editor

Wide Area Bonjour

= 'éll's'élé' Catalyst Center Tools / Command Runner

Select all relevant devices for initial triage
(e.g. edge & borders).

@ Only Reachable devices are displayed in the list. Meraki Devices, Thi

Search By*
Device IP v @

| Select devices* I

: CAT9K-BORDER-01.cisco.com (172.16.0.1) X CAT9K-BORDER-02.cisco.com (172.16.0.2) X CAT9K-EDGE-02.cisco.com (172.16.0.4) x | & Vv
|

PemEn—— ' A p .
sh platform dhcpsnooping client stats 7¢21.0d1d.9ec6 X I . . o

Oy oy ! Provide a specific CLI command to be run

concurrently on all devices.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKTRS-3821 CIsco



Catalyst Center: Network Troubleshooting (DHCP)

nuille Catalyst Center Tools / Command Runner ®@ LB WE

< Command Runner

. ) [ = e e
Device List | selected 3 CLI Output I 7 Upload to Case UM Export all CLI output |
N SN SN SN SN SN S N N S S S S S S e e
Command(s) executed successfully.
O Q (s) v CAT9K-BORDER-01.cisco.com (172.16.0.1) | sh platform dhcpsnooping client stats 7¢21.0d1d.9ecé O E
o )
i ) ~ 1 sh platform dhcpsnooping client stats 7c¢21.0d1d.9ecé6
I v CAT9K-BORDER-01.cisco.com (172.16.0.1) ©1 ®o A0 OO 1 DHCPSN: DHCP snooping server
1 1 DHCPD: DHCP protocol daemen
: @ sh platform dhepsneoping client stats 7¢21.0d1d.9ec6 | L2FWD: Transmit Packet to driver in L2 format
I | FWD: Transmit Packet to driver
I 1 <MessageType>(B): Dhcp message's response expected as 'B'roadcast
I | <MessageType>{(U): Dhcp message's response expected as 'U'nicast
| v CAT9K-BORDER-02.cisco.com (172.16.0.2) ©1 ®o o ©o | Packet Trace for client MAC 7C21.0D1D.9EC6:
I : Timestamp Destination MAC Destination Ip VLAN Message Handler:Action
1 () sh platform dhcpsnooping client stats 7¢21.0d1d.9ec6é 1 T
1 2025/01/12 11:23:35.265 3C51.0EE4.D8FF 192.168.10.254 122 DHCPOFFER(B) PUNT:RECEIVED
1 : 2025/01/12 11:23:35.265 3C51.0EE4.D8FF 192.168.10.254 123 DHCPOFFER(B) LISP:GLEAN
| I 2025/01/12 11:23:35.274 3C51.0EE4.D8FF 192.168.10.254 122 DHCPACK(B) PUNT : RECEIVED
1 o CAT9K-EDGE-02.cisco.com (1721604) ©1 ®o0o A0 GO0 I 2025/01/12 11:23:35.274 3C51.0EE4.D8FF 192.168.10.254 123 DHCPACK(B) LISP:GLEAN
1 I CAT9K-BORDER-01#
: () sh platform dhcpsnooping client stats 7¢21.0d1d.9ec6 |
|

CLI outputs gathered simultaneously from all devices.

]
© 2025 Cisco and/or its affiliates. All rights reserved. BRKTRS-3821 CIsco



Catalyst Center: Network Troubleshooting (DHCP)
CAT9K-EDGE-02

sh platform dhcpsnooping client stats 7c¢21.0d1d.9%ec6

DHCPSN: DHCP snooping server

DHCPD: DHCP protocol daemen

L2FWD: Transmit Packet to driver in L2 format

FWD: Transmit Packet to driver

<MessageType>(B): Dhcp message's response expected as 'B'roadcast
<MessageType>(U): Dhcp message's response expected as 'U'nicast
Packet Trace for client MAC 7C21.@D1D.9EC6:

.

: DHCP Discover from the host Received and
Sent out to DHCP Server

© 2025 Cisco and/or its affiliates. All rights reserved.

ingress port

BRKTRS-3821

Timestamp Destination MAC Destination Ip VLAN Message Handler:Action

--—.‘_-__-----.-_l--.—--“-__----__“--.--_.“-.---—.-_-“-.--.__“-----‘

2025/01/12 11:23:34.263 FFFF.FFFF.FFFF  255.255.255.255 1020 DHCPDISCOVER(B) PUNT:RECEIVED I

2025/01/12 11:23:34.263 FFFF.FFFF.FFFF  255.255.255.255 1020 DHCPDISCOVER(B) PUNT:TO_DHCPSN 1

2025/01/12 11:23:34.264 FFFF.FFFF.FFFF  255.255.255.255 1020 DHCPDISCOVER(B) BRIDGE:RECEIVED : DHCP Se rver

2025/01/12 11:23:34.264 FFFF.FFFF.FFFF  255.255.255.255 1020 DHCPDISCOVER(B) BRIDGE:TO_DHCPD 1

2025/01/12 11:23:34.264 FFFF.FFFF.FFFF  255.255.255,255 1020 DHCPDISCOVER(B) BRIDGE:TO_INJECT | ; . .

2025/01/12 11:23:34.264 FFFF.FFFF.FFFF  255.255.255.255 1020 DHCPDISCOVER(B) L2INJECT:TO_FWD : Bridge:TO_DHCPD L2INJECT: TO_FWD

2025/01/12 11:23:34.265 0100.0CCC.CCCC  100.64.0.100 0 DHCPDISCOVER(B) INJECT:RECEIVED . i .

2025/01/12 11:23:34.265 0100.0CCC.CCCC  100.64.0.100 0 DHCPDISCOVER(B) INJECT:TO_L2FWD : Bridge:Received -
[ 2025/01/12 11:23:35.267 FFEF-FFFF-FFFF  192.168.10.254 1026 DHCPOFFER(B)  PUNT:RECEIVED

2025/01/12 11:23:35.267 0200.0000.0000 255.255.255.255 0 DHCPOFFER(B) INJECT:RECEIVED C S H

2025/01/12 11:23:35.267 FFFF.FFFF.FFFF  255.255.255.255 © DHCPOFFER(B) INTERCEPT:RECEIVED DH P nooplng

2025/01/12 11:23:35.267 FFFF.FFFF.FFFF  255.255.255.255 1020 DHCPOFFER(B) INTERCEPT: TO_DHCPSN | |
2025/01/12 11:23:35.269 FFFF.FFFF.FFFF  255.255.255.255 1020 DHCPREQUEST(B) PUNT:RECEIVED Punt: TO DHCP SN INJECT: RECEIVED

2025/01/12 11:23:35.269 FFFF.FFFF.FFFF  255.255.255.255 1020 DHCPREQUEST(B) PUNT:TO_DHCPSN - - < -7
2025/01/12 11:23:35.272 FFFF.FFFF.FFFF  255.255.255.255 1020 DHCPREQUEST(B) BRIDGE:RECEIVED Punt: Received INJECT: TO_L2FWD

2025/01/12 11:23:35.272 FFFF.FFFF.FFFF  255.255.255.255 1020 DHCPREQUEST(B) BRIDGE:TO_DHCPD e

2025/01/12 11:23:35.272 FFFF.FFFF.FFFF  255.255.255.255 1020 DHCPREQUEST(B) BRIDGE:TO_INJECT

2025/01/12 11:23:35.272 FFFF.FFFF.FFFF  255.255.255.255 1020 DHCPREQUEST(B) L2INJECT:TO_FWD ASIC

2025/01/12 11:23:35.272 0000.0000.0000 100.64.0.100 0 DHCPREQUEST(B) INJECT:RECEIVED

2025/01/12 11:23:35.272 0000.0000.0000 100.64.0.100 0 DHCPREQUEST(B) INJECT:TO_L2FWD

2025/01/12 11:23:35.276 FFFF.FFFF.FFFF  192.168.10.254 1020 DHCPACK(B) PUNT:RECEIVED

2025/01/12 11:23:35.276 FFFF.FFFF.FFFF  255.255.255.255 © DHCPACK(B) INJECT:RECEIVED . CAT9K-EDGE-02

2025/01/12 11:23:35.276 FFFF.FFFF.FFFF  255.255.255.255 0 DHCPACK(B) INTERCEPT:RECEIVED DHCP Discover Enapsulated
2025/01/12 11:23:35.276 FFFF.FFFF.FFFF  255.255.255.255 1020 DHCPACK(B) INTERCEPT:TO_DHCPSN received on

DHCP Discover
sent
to DHCP Server

]
cisco



Catalyst Center: Network Troubleshooting (DHCP)
CAT9K-BORDER-01 & CAT9K-BORDER-02

CAT9K-BORDER-01.cisco.com (172.16.0.1) | sh platform dhcpsnooping client stats 7¢21.0d1d.9ec6

sh platform dhcpsnooping client stats 7c21.@d1ld.9ecé6
DHCPSN: DHCP snooping server

DHCPD: DHCP protocol daemen

L2FWD: Transmit Packet to driver in L2 format

FWD: Transmit Packet to driver

<MessageType>(B): Dhcp message's response expected as
<MessageType>(U): Dhcp message's response expected as
Packet Trace for client MAC 7C21.0D1D.9EC6:

Timestamp Destination MAC Destination Ip

'B'roadcast
'U'nicast

VLAN Message

192.168.10.254 122 DHCPOFFER(B)
192.168.10.254 123 DHCPOFFER(B)
192.168.10.254 122 DHCPACK(B)

192.168.10.254 123 DHCPACK(B)

3C51.0EE4.D8FF
3C51.0EE4.D8FF
3C51.0EE4.D8FF
3C51.0EE4.D8FF

2025/01/12 11:23:35.265
2025/01/12 11:23:35.265
2025/01/12 11:23:35.274
| 2025/01/12 11:23:35. 274
CAT9K-BORDER-01#

No DHCP Offer/ACK packets from
DHCP Server seen on BORDER-02.

© 2025 Cisco and/or its affiliates. All rights reserved.

Handler:Action

PUNT :RECEIVED
LISP:GLEAN
PUNT:RECEIVED

DHCP Offer/ACK packet from DHCP Server

seen on BORDER-01 (towards EDGE)

LISP:GLEAN

CAT9K-BORDER-02.cisco.com (172.16.0.2) | sh platform dhcpsnooping client stats 7¢21.0d1d.9ecb

sh platform dhcpsnooping client stats 7c21.0d1d.9ecb

DHCPSN: DHCP snooping server
DHCPD: DHCP protocol daemen
L2FWD: Transmit Packet to driver
FWD: Transmit Packet to driver
<MessageType>(B): Dhcp message's
<MessageType>(U): Dhcp message's
facket Trace_for client MAC 7C21.

in L2 format

'B'roadcast
'U'nicast

response expected as
response expected as
@D1D.9ECH:

BRKTRS-3821

Destination MAC

Destination Ip VLAN Message

atfran]n
cisco



Catalyst Center: Network troubleshooting (DHCP)

Example of DHCP packet flow

sh platform dhcpsnooping client stats 7c¢21.0d1d.9ec6
DHCPSN: DHCP snooping server
DHCPD: DHCP protocol daemen
L2FWD: Transmit Packet to driver
FWD: Transmit Packet to driver
<MessageType>(B): Dhcp message's
<MessageType>(U): Dhcp message's
Packet Trace for client MAC 7C21.
Timestamp

in L2 format

response expected as
@D1D.9EC6:

-
CAT9K-BORDE!

#

2025/01/12 11:23:35.265 3C51.0EE4.D8FF 192.168.10.254
2025/01/12 11:23:35.265 3C51.0EE4.D8FF 192.168.10.254
2025/01/12 11:23:35.274 3C51.QEE4.D8FF 192.168.10.254
2025/01/12 11:23:35.274 3C51.0EE4.D8FF 192.168.10.254
—— -

response expected as 'B'roadcast
e

nicast

Destination MAC Destination Ip VLAN Message
T T T M A e T T M S e T TR MM ™ M TN T M M A T T A M M T T
PUNT:RECEIVED
LISP:GLEAN
PUNT:RECEIVED
LISP:GLEAN

122 DHCPOFFER(B)
123 DHCPOFFER(B)
122 DHCPACK(B)
123 DHCPACK(B)

CAT9K-BORDER-01.cisco.com (172.16.0.1) | sh platform dhcpsnooping client stats 7¢21.0d1d.9ec6

Handler:Action

10
<
<>
CAT9K-BORDER-01
172.16.0.1

sh platform dhcpsnooping ¢

FFFF.FFFF.
FFFF.FFFF.FFFF
FFFF.FFFF.F
FFFF.FFFF.FFFF
FFFF.FFFF.
FFFF.FFFF.
0100.0CCC.
0100. 0CCC.
LFFFT.
0200.0000. 0000
FFFF.FFFF.FFFF
FFFF.FFFF. FFFF
FFFF.FFFF.FFFF

1

1
20 1
2025/01/12 1
3625761/12 T
2625/01/12 1
2025/01/12 1
2025/01/12 1
2025/01/12 1
1

1

1

1

1

35,269

2025/01/12 FFFF.FFFF.FFFF
2025/01/12 35.272 FFFF.FFFF.FFFF
2025/01/12 35.272 FFFF.FFFF.FFFF
2025/01/12 11:23:35.272 FFFF.FFFF.FFFF
2025/01/12 .272  FFFF.FFFF.FFFF

2025/01/12 1272 0000.0000.0000
2025/01/12 .272  0000.0000.0800
2025/01/12 .276 FFFF.FFFF.FFFF
2025/01/12 .276 FFFF.FFFF.FFFF
2025/01/12 .276 FFFF.FFFF.FFFF
2025/01/12 .276 FFFF.FFFF.FFFF

5.255.255.255 10
.255.255,255 102!

tent stats 7¢21.0d1d.9ecé

102

1020
1020
1020
]

[
-T}'
()

(]
1020
1020
1026

1020

.255 1020

.64.0.100 ]
.64.0.100 []
2.168.10.254
.255.255.255 @

1020

255.255.255 @
.255.255 1020

DHCPSN: DHCP
DHCPD: DHCP pro
L2FWD: Transmit Packet to driver in L2 forma
FWD: Transmit Packet to drive
<MessageType>(B): Dhcp message's response expected as 'B'roadcast
<MessageType>(U): Dhcp message's response expected as 'U'nicast
et Trace for client MAC 7C21.0D1D.9EC6
ation Ip VLAN

Message

CPDISCOVER(B)
CPDISCOVER(B)
DHCPDISCOVER(B)
DHCPDISCOVER(B)
DHCPDISCOVER(B)
DHCPDISCOVER(B)
DHCPDISCOVER(B)

DHCPOFFER(B)
DHCPOFFER(B)
DHCPREQUEST(B)
DHCPREQUEST(B)
DHCPREQUEST(B)
DHCPREQUEST(B)
DHCPREQUEST(B)
DHCPREQUEST(B)
DHCPREQUEST(B)
DHCPREQUEST(B)
DHCPACK(8)
DHCPACK(B)
ICPACK(B)
DHCPACK(B)

Handle

PUNT : RECEIVED 1
PUNT : TO_DHCPSN [l
BRIDGE : RECEIVED 1
BRIDGE : TO_DHCPD i
I
I
I

BRIDGE:TO_INJECT
L2INJECT: TO_FWD
INJECT:RECEIVED

INJECT:RECEIVED
INTERCEPT:RECEIVED
INTERCEPT: TO_DHCPSN
PUNT :RECETVED
PUNT : TO_DHCPSN
BRIDGE :RECEIVED
BRIDGE: TO_DHCPD
BRIDGE: TO_INJECT
L2INJECT:TO_FWD
INJECT:RECEIVED
INJECT: TO_L2FWD
PUNT : RECEIVED
INJECT:RECEIVED
INTERCEPT:RECEIVED
INTERCEPT: TO_DHCPSN

© 2025 Cisco and/or its affiliates. All rights reserved.

The Internet

BRKTRS-3821

CATOK- EDGE 02
172. 1|6 0.4

CAT9K-BORDER-0Z
172.16.0.2

N

SERVER
100.64.0.100

CAT9K-BORDER-02.cisco.com (172.16.0.2) | sh platform dhcpsnooping client stats 7¢21.0d1d.9ec6

sh platform dhcpsnooping client stats 7c¢21.0d1d.%ecé
DHCPSN: DHCP snooping server

DHCPD: DHCP protocol daemen

L2FWD: Transmit Packet to driver in L2 format

FWD: Transmit Packet to driver

<MessageType>(B): Dhcp message's response expected as
<MessageType>(U): Dhcp message's response expected as
Packet Trace for client MAC 7C21.0D1D.9EC6:

Timestamp Destination MAC Destination Ip VLAN

'B'roadcast
'U'nicast

Message

10

<>
<>

CAT9K-EDGE-01
172.16.0.3

Handler:Action

]
cisco



Network troubleshooting (DHCP)

Tip #3b: Utilise “Run Commands” for Embedded Packet Capture (EPC).

Nmire Catalyst Center

CIsco

A packet capture performed on the device
¥ Global to verify the DHCP packet has been

Devices (5)©ocus. provision v | sent/received on a specific interface.

DEVICE WORK ITEMS

e o o

>- | Command Runner CATO9K-EDGE-0Z.cisco.com@1/2.16.0.4 7 X
(1) Unreachable Q, Click here to apply basic or advanced filters or view recently appl
[ e | Note: You can enter "man" anytime to get the list of currently supported commands and shortcuts.
(1) Unassigned 1 Selected Tag () AddD I Actions ~ | @
e —1 K > monitor capture CAP interface gil/0/12 in match any buffer size 10 start
> monitor capture CAP stop
Untagged i Capture statistics collected at software:
O a8 Tags Device Name Inventory PEY  Copture duration - 52 seconds
Packets received - 12
() Failed Provision Packets dropped - 0
=) Software Image > Packets oversized - 0
D Non COmpHaﬁt O I O CAT9K-BORDI N il Bytes dropped in asic - 0
- Provision >
Capture buffer will exists till exported or cleared
() Outdated Software Image Stonmed canture soint : CAP
Telemetry > PP 3 P PR ‘ . ‘ ) .
D O CAT9K-BORDI 5 > show monitor capture CAP buffer display-filter dhcp brief
D No Golden ‘mage Starting the packet display ........ Press Ctrl + Shift + 6 to exit
Device Replacement > .078715 .0.0.0 -3 255.255.255 DHCP 373 DHCP Discover - Transaction ID 0x9aldl3f
Failed | p h K 6.882267 .0.0. .255.255.255 DHCP 373 DHCP Discover Transaction ID 0x9aldl3f
D aile mage Frecnecks 5 .882322 (M- > .255.255.255 DHCP 373 DHCP Discover Transaction ID 0x9aldl3f
D O CAT9K-EDGE- Switch Refresh >3 .051522 .0.0.0 -3 .255,255.255 DHCP 373 DHCP Discover - Transaction ID 0x7bbbcObd
R .883317 .0.0. .255.255.255 DHCP 373 DHCP Discover Transaction ID 0x7bbbecObd
(0) Under Maintenance .883510 .0.0.0 -> 255.255.255 DHCP 373 DHCP Discover - Transaction ID 0x7bbbcObd
Compliance >
() Security Advisories e e e e R EEEEESEECEEmEBBE—————.
O & CAT9K-EDGEF o o o o o e, -/ KTAKOW/KRKO4 © Reachable ‘
I More r | See Details
Leeeeee—————-tw) RunCommands I

—— el

Command Runner [ Success

C] O CAT9K-EDGE-03.cisco.com 172.1¢ ../Krakow/KRKO04 @ Reachable

See Details

ol I 1l I h
© 2025 Cisco and/or its affiliates. All rights reserved. BRKTRS-3821 CIsco



SD-Access: Triaging Fabric & Network issues

1.Check the basics: Verify that the correct configuration has been applied to
all devices and that Catalyst Center is fully in sync with the Network.

2. Assurance: Verify recent changes in the fabric configuration (working vs
non-working setup), compliance, check health of the devices/fabric/VNs and

reported issues.
3. Bugs: Scan your network for potential well-known defects.

4. Network troubleshooting: Utilise existing tools, such as Command Runner,
to more effectively validate the network's state (multiple CLIs & multiple
devices at once)

o and/or its affiliates. All rights reserved. ... BRKTRS L o |- of ]



Additional Tool -
In Product Support Assistant
Extension

CISCO Live !



Cisco In Product Support Assistant Extension

https://inproductexperience.cisco.com/docs/catalyst-center/use-r=2cac/

Cisco In Product Support Assistant allows following:

* Open Cisco TAC case directly from Cisco Catalyst
Center UL.

« ‘Record screen’ activities, for sharing with TAC.

« Collect HAR(HTTP ARchive format) Logs for Cisco
Catalyst Center Ul Troubleshooting.

« Upload files to the existing/new TAC SR case (max
5GB).

. Enable RADKit(https://radkit.cisco.com/) using built in
Remote Support Authorisation on Catalyst Center.

© 2025 Cisco and/or its affiliates. All rights reserved. BRKTRS-3821

v ]nei]ie Unleash the Power of TAC's Virtual Assistance

CISCO  activate Cisco In Product Support

atlren]n,
CISCO

Cisco In Product
Support

Welcome back

i

Enabled on this URL

Open Cisco Support
ppppppppppppppp

https://go2.cisco.com/IPSiui.


https://go2.cisco.com/IPS

Session Summary

Learn new techniques, tools (Grafana,
Kibana) and useful tips and tricks (20+
tips) to further boost your
troubleshooting proficiency whether
you are tackling issues independently
(3 most common use-cases for
Catalyst Center & SD-Access) or
collaborating with Cisco TAC (In
Product Support Assistant Extensiol

© 2025 Cisco and/or its affiliates. All rights reserved. BRKTRS-3821 Cclsco



Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco
Live T-Shirt.

2o
0®

Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!

© 2025 Cisco and/or its affiliates. All rights reserved.

&

Complete your surveys
in the Cisco Live
Events app.
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Continue your education

¢

Visit the Cisco Stand for
related demos

e
(A

Book your one-on-one
Meet the Expert
meeting

N
. D)2
0000 AT
MMM
Attend the interactive Visit the On-Demand
education with Capture Library for more
the Flag, and Walk-in sessions at
Labs www.Ciscolive.com/
on-demand
Y,

© 2025 Cisco and/or its affiliates. All rights reservi
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