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Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space
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https://ciscolive.ciscoevents.com/
ciscolivebot/#LTRATO-2600
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Introduction
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When complexity creeps in, real problems can occur

Routing

Wi-Fi

LAN

SD-WAN

Data Center

Security

Observability

Disparate Domains and Multiple Management 
Consoles

Networks are more complex now than ever 
before
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Automation approach in steps 

LTRATO-2600

7

Ad-hoc scripting

Engineers run off-
off scripts and 
tools, device-by-
device

CI/CD Pipelines

Model-driven 
configuration 
lifecycle, service 
CRUD automation 
in one place

Workflow Automation / 
Optimization

Business-level intent, 
dynamic optimization 
based on real-time state 
and data analytics

S
c
a
le

Value add

BRKOPS-2814: Transforming network operations with Closed-Loop Automation using AI Insights Jörg Schultz & Christopher Beye

LTRATO-2600: Closed-Loop Automation using CI/CD Pipelines with the power of AI Jörg Schultz & Christopher Beye & Flo Pachinger

LTROPS-3773: Three Domains in One Pipeline: Cross-Domain Automation with Catalyst Center, FTD, and NDFC using NetDevOps Approaches Jörg Schultz & Christopher Beye

LTROPS-2977: Cross-Domain Automation with Cisco DNA Center and ACI using CI/CD Pipelines  Jörg Schultz & Christopher Beye

BRKEMT-2007: NetDevOps - CI/CD with Cisco DNA Center Templates as Code  Jörg Schultz & Oliver Böhmer Böhmer

Re-usable 
frameworks

Centrally managed 
frameworks, 
templates to 
accelerate delivery

https://crossdomain-automation.tech/

Automate

T
o
d
a
y

Innovate

T
o
m
o
rr
o
w

https://crossdomain-automation.tech/
https://crossdomain-automation.tech/
https://crossdomain-automation.tech/
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W e Mak e  It  
Eas ier to  B uild  
and  Manag e  
C o m p le x  
Ne tw o rk s
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NetB o x  is  the  w o rld ’ s  m o s t p o p ular 
Netw o rk  S o urc e  o f  Truth (NS o T)

5
We  Make  it E as ie r to  B uild  and  Manag e  C o m p le x Ne two rks

Ne tw o rk  S o urc e  o f  Truth

C o m p re he ns iv e  
ne tw o rk  d ata  m o d e l

F ro m  AS Ns  to  VP Ns , and  
e ve rything  b e twe e n

A P I &  inte g ratio n f irs t

RE S T, G rap hQ L , E ve nt S tre am s , 
We b ho o ks

Mas s iv e  e x te ns ib ility

P lug ins , D e vic e  Typ e s , C us to m  
S c rip ts , C us to m  F ie ld s , …

Eno rm o us  ec o s y s te m

E ve rything  wo rks  with Ne tB o x
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The  jo urne y  to  ne tw o rk  auto m atio n 
s tarts  w ith im p le m e nting  a  NS o T

6
We  Make  it E as ie r to  B uild  and  Manag e  C o m p le x Ne two rks      

D o c um e nt
● C o nve rg e  le g ac y s o urc e s  o f 

truth

● D is c o ve ry o r m anual c ap ture  o f 
ad d itio nal ne two rk d ata

● C hang e  o p e ratio nal p ro c e s s e s  
to  s tart with d o c um e ntatio n

1
2  

Mo d el
● C o nne c t ne two rk d ata thro ug h 

c o he s ive  m o d e ls

● E nfo rc e  c o ns is te nc y ac ro s s  
m o d e ls

3

A uto m ate
● Im p le m e nt c hang e  m anag e m e nt 

s tarting  with NS o T / inte nt

● G e ne rate  c o nfig s  fro m  m o d e l d ata

● D rive  auto m atio ns  fro m  d ynam ic  
inve nto ry

● As s uranc e  to  id e ntify/re s o lve  
o p e ratio nal d rift

72%  o f  o rg anizatio ns  are  w ithin the s e  tw o  p has es . *

O nly  28 %  o f  o rg anizatio ns  hav e  
fully  e x e c ute d  the ir ne tw o rk  

auto m atio n s trateg y . *
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Mo d ern Netw o rk  A uto m atio n A rc hitec ture

Ne tw o rk S o urc e  o f Truth

O b s e rve  S tate

Initiate  Up d ate

D e lta Inte nd e d
vs  O p e ratio nal  

D e p lo y
Inte nd e d  S tate

O b s e rvab ility / 
As s uranc e The  Ne tw o rk

O p e ratio ns Auto m atio n & 
O rc he s tratio n
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• Telemetry Collection: Nexus 9KV and 
Catalyst 8KV send telemetry data to 
Telegraf.

• Trigger Response: Telegraf forwards data 
to Splunk for rule-based actions.

• Automated Response: Splunk triggers 
GitLab pipeline via Webhook for config 
changes.

• Config Deployment: GitLab runner applies 
fixes to controllers, e.g. Catalyst Center.

• Continuous Feedback: Ensures stability 
by automating corrective actions.

Scenario 1
Closed loop automation
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• Syslog Collection: Nexus 9KV and Catalyst 
8KV send logs to Telegraf.

• Log Processing: Telegraf forwards logs to 
Splunk Connect for Syslog.

• Data Analysis: Splunk detects issues and 
sends alerts to Webhook Service.

• Automated Actions: ServiceNow tickets are 
created with AI-recommended solutions.

• Proactive Alerts: Users receive notifications 
to maintain network health.

Scenario 2
Enhancing IT-Support Tickets with AI
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Lab guide

https://crossdomain-automation.tech/

https://crossdomain-automation.tech/ltrato-2600-2025-apjc/session-abstract-scenario/
https://crossdomain-automation.tech/ltrato-2600-2025-apjc/session-abstract-scenario/
https://crossdomain-automation.tech/ltrato-2600-2025-apjc/session-abstract-scenario/
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Earn up to 800 points 
by completing all 
surveys and climb the 
Cisco Live Challenge 
leaderboard. 

Level up and earn 
exclusive prizes!

Complete your surveys 
in the Cisco Live 
Events app.

Complete a minimum of 
4 session surveys and 
the Overall Event 
Survey to claim a Cisco 
Live T-Shirt.

Complete your session evaluations

LTRATO-2600
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Book your one-on-one 
Meet the Expert 
meeting

Attend the interactive 
education with Capture 
the Flag, and Walk-in 
Labs

Visit the On-Demand 
Library for more 
sessions at 
www.CiscoLive.com/
on-demand

Visit the Cisco Stand for 
related demos

Continue your education

LTRATO-2600

http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand
http://www.ciscolive.com/on-demand


Thank you
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