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Introduction

Networks are more complex now than ever
before

SD-WAN

LAN Data Center

Wi-Fi Security

Disparate Domains and Multiple Management

Consoles
Observability

[ w When complexity creeps in, real problems can occur @]
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Automation approach in steps

Workflow Automation /
Optimization
CI/CD Pipelines Business-level intent,
Model-driven dynamic optimization

Re-usable configuration based on real-time state
frameworks lifecycle, service and data analytics

Centrally managed _CRUD automation
Ad-hoc scripting frameworks, in one place

templates to - .
v _r netbox E§ a C1SCO company

accelerate delivery
HashiCorp

@ ) ¥V Vault

servicenow.

Engineers run off-
off scripts and

tools, device-by-
device

@ Terraform
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BRKOPS-2814: Transforming network operations with Closed-Loop Automation using Al Insights Jérg Schultz & Christopher Beye

LTRATO-2600: Closed-Loop Automation using CI/CD Pipelines with the power of Al J6rg Schultz & Christopher Beye & Flo Pachinger Automate
LTROPS-3773: Three Domains in One Pipeline: Cross-Domain Automation with Catalyst Center, FTD, and NDFC using NetDevOps Approaches Jérg Schultz & Christopher Beye o
LTROPS-2977: Cross-Domain Automation with Cisco DNA Center and ACI using CI/CD Pipelines Jérg Schultz & Christopher Beye
BRKEMT-2007: NetDevOps - CI/CD with Cisco DNA Center Templates as Code Jérg Schultz & Oliver Bshmer

€
https://crossdomain-automation.tech/ *

Innovate
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NetBox istheworld’s most popular
Network Source of Truth (NSoT)

Comprehensive
netbox network data model

From ASNs to VPNs, and
everything between

APl & integration first

REST,GraphQlL, EventStreams,
Webhooks

Massive extensibility

Plugins, Device Types, Custom
Scripts, Custom Fields, ...

Enormous ecosystem
Everything works with NetBox

We Make it Easierto Build and Manage Complex Networks

netboxlabs 5
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The journey to network automation
starts withimplementing a NSoT

{5
Model

D ocume nt ® Connectnetwork datathrough

cohesive models
e Converge legacy sources of

truth ® EFnforce consistency across

. models
® Djscoveryormanualcapture of

additionalnetwork data

® Change operationalprocesses
to start withdocumentation

72% of organizations are withinthese two phases.*

netboxlabs
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Automate

e Implementchange management
starting with NSoT/intent

® Generate configs from modeldata

® Drive automations from dynamic
inventory

® Assurance to identify/resolve
operational drift

Only 28% of organizations have
fully executed theirnetwork
automation strategy.*

We Make it Easierto Build and Manage Complex Networks
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Modern Network Automation Arc hitecture
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Scenario 1

Closed loop automation

Telemetry Collection: Nexus 9KV and
Catalyst 8KV send telemetry data to
Telegraf.

Trigger Response: Telegraf forwards data
to Splunk for rule-based actions.

Automated Response: Splunk triggers
GitLab pipeline via Webhook for config
changes.

Config Deployment: GitLab runner applies
fixes to controllers, e.g. Catalyst Center.

Continuous Feedback: Ensures stability
by automating corrective actions.

LTRATO-2600

Controller level

Device level

Splunk triggers
pipeline via
Webhook

Splunk Metrics get
NetBox above 10k kbit/s

Hashicorp
Vault

Splunk Core
Enterprise

Pipeline triggers
config change

GitLab
docker / shell
Runner

Nexus
Dashboard

Catalyst
Center

Security
Cloud Control

Output plugin:
Splunk Metrics
Input plugin: Telegraf
Device Telemetry (gpb)

Telemetry I

Data

Virtual
Firepower

Catalyst 8KV
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Scenario 2

Enhancing IT-Support Tickets with Al

Syslog Collection: Nexus 9KV and Catalyst
8KV send logs to Telegraf.

Log Processing: Telegraf forwards logs to
Splunk Connect for Syslog.

Data Analysis: Splunk detects issues and
sends alerts to Webhook Service.

Automated Actions: ServiceNow tickets are
created with Al-recommended solutions.

Proactive Alerts: Users receive notifications
to maintain network health.
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Lab guide

https://crossdomain-automation.tech/
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Complete your session evaluations

Complete a minimum of
4 session surveys and
the Overall Event
Survey to claim a Cisco
Live T-Shirt.

2o
0®

Earn up to 800 points
by completing all
surveys and climb the
Cisco Live Challenge
leaderboard.

NG

Level up and earn
exclusive prizes!
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Continue your education

¢

Visit the Cisco Stand for
related demos

e
(A

Book your one-on-one
Meet the Expert
meeting

N
. D)2
0000 AT
MMM
Attend the interactive Visit the On-Demand
education with Capture Library for more
the Flag, and Walk-in sessions at
Labs www.Ciscolive.com/
on-demand
Y,
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Thank you C1SCO Live !
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