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Cisco Spark

Questions? 
Use Cisco Spark to communicate 
with the speaker after the session

1. Find this session in the Cisco Live Mobile App

2. Click ñJoin the Discussionò

3. Install Spark or go directly to the space

4. Enter messages/questions in the space

How

cs.co/ciscolivebot#TECSEC-2463



ÅIntroduction

ÅWhat is the performance envelope?  What factors influence it?  How do 
choices made in testing influence the results you get?

ÅData sheets vs real world performance

ÅTesting in progress

ÅPerformance Challenges

ÅCloud Testing: Private and Public

ÅTricks and tips and other types of Testing

ÅWrap up

Agenda



© 2018  Cisco and/or its affiliates. All rights reserved.   Cisco Public 6BRKSEC-2463

Who am I?

Spent the better part of the next 18 years in Ciscoôs 
security business groups as a TME supporting IDS/IPS 
products and firewalls, and now Firepower products 
including Firepower Threat Defense.

This included creating testing to compare competitorôs 
products, helping design and create tests for our own 
datasheets, participating in third party performance 
testing, and in general understanding how devices perform 
and how different environments effect the performance of 
security devices.

My original 
picture 
from so 
long ago I 
had hair!

My original badge!

Came to Cisco with the Wheelgroup in 1998 

which brought IDS to Cisco.

Spent 2 years in the TAC supporting security 

products (Go PIX and NetRanger!)
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Session Guidelines

1. I speak Texan!
Å Tell me to slow down if I start to talk fast, and I probably will!

2. This is ñYôALLôsò session. (That means ñyou allôsò for those who donôt speak the above)

Å I would like to answer ALL questions 
(within reason, understanding session time constraints and that 

everybody has their own questions, and also that I may not know the answer!)

3. Lets make sure we all have a rewarding time!

4. If you have a question I canôt or donôt answer, send me an 
email: cstokes@cisco.com
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What is performance testing and the ñperformance 
envelopeò?

PERFORMANCE ENVELOPE

The variation of aircraft performance parameters such as climb rate, acceleration 
capability, range vary significantly based on aircraft speed and altitude. To 
correctly determine the optimum operation of the aircraft, the performance 
measures should be mapped over the full operating range of the aircraft.
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from ñAerodynamics for Studentsò
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What is performance testing and the ñperformance 
envelopeò?

PERFORMANCE ENVELOPE

The variation of aircraft performance parameters such as climb rate, acceleration 
capability, range vary significantly based on aircraft speed and altitude. 

ñTo correctly determine the optimum operation of the aircraft, the 
performance measures should be mapped over the full operating range of 
the aircraft.ò
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What is performance testing and the ñperformance 
envelopeò?
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What is performance testing and the ñperformance 
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What is performance testing and the ñperformance 
envelopeò?

ÅWhen you buy a car, how do you compare two different models? 

ÅPerformance: Horsepower, Torque, 0-60, 0-100, quarter mile (402.336 meters!)

ÅEfficiency: Miles per gallon (or L / 100 km)

ÅCapabilities: Seats, Carrying capacity, Towing Capacity

What would happen if one car gave you their performance results in totally 
different metrics than another?  It might look like a Lamborghini vs a farm truck 
racing.
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What is performance testing and the ñperformance 
envelopeò?
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What is performance testing and the ñperformance 
envelopeò?
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What is performance testing and the ñperformance envelopeò?

Security devices have their own metrics that define their ability to perform a job.

Characteristics on the NGFW ñPerformance Envelopeò:

Å Traffic being inspected (what is going through the box)

Å Work being performed (what features are enabled)

Å Configuration applied (how the box is handling the traffic)
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What is performance testing and the ñperformance envelopeò?

Characteristics on the NGFW ñPerformance Envelopeò:

Å Traffic being inspected (what is going through the box) : 7 or more variables

Å Numbers of connections per second to track (Conns/Sec)

Å Total numbers of flows active at any one time (Max/Conns)

Å Numbers of clients and servers active

Å Type of traffic (what protocols and in what percentages)

Å File Policy: are the files known or unknown, size of files inspected

Å Specifics of each protocol:
Å HTTP connection with one transaction using an 11K object

Å Average packet size 450 byte for the connection

Å Test specific conditions: In L2 Transparent mode, how many MAC addresses are 
tracked?

Å Work being performed (what features are enabled)

Å Configuration applied (how the box is handling the traffic)
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What is performance testing and the ñperformance envelopeò?

Characteristics on the NGFW ñPerformance Envelopeò:

Å Traffic being inspected (what is going through the box)

Å Work being performed (what features are enabled) : 10 or more features

Å Basic Firewalling features: ACL, NAT

Å Network Discovery: Applications, Users, Hosts in the test traffic

Å IPS: rule applicability to traffic type

Å Application control: looking for the protocol running on the test traffic

Å File Policy: with policy looking for files in the test traffic

Å DNS and URL policy

Å SSL Decryption policy

Å Logging: What events need to be logged and how often does that occur

Å Configuration applied (how the box is handling the traffic)
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What is performance testing and the ñperformance envelopeò?

Characteristics on the NGFW ñPerformance Envelopeò:

Å Traffic being inspected (what is going through the box)

Å Work being performed (what features are enabled)

Å Configuration applied (changing how the box handles the traffic) : 10 or more options

Å Deployment mode: L3 routed vs L2 transparent vs NGIPS vs IDS

Å Basic Firewalling features: large dynamic routing tables or huge ARP tables

Å IPS: Numbers of rules, custom rules, multiple policies

Å Network analysis policy: inspection depth, preprocessor settings

Å File Policy: are the files known or unknown, size of files inspected

Å SSL Decryption policy: Known Key or MITM?

Å Dynamic cut-through: Bypassing inspection for some traffic or at a certain point in the 
flow
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What is performance testing and the ñperformance envelopeò?

ñTo correctly determine the optimum operation of the aircraft, the 
performance measures should be mapped over the full operating range of 
the aircraft.ò

To correctly determine the optimum operation of a security device, the 
performance measures should be mapped over the full operating range of the 
device.

Due to the complexity of more than 26 variables, options and features, and the 
time and cost impacts resulting from all those permutations (67 million if every 
variable was binary!), nobody can test every performance variation.

And changing just a few of any of these can change the test results drastically!
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What does this mean for a consumer?

Changing the traffic profile from HTTP to an Enterprise Mix and running it through 
the IPS engine:
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HTTP Enterprise

Mix

What other difference is contributing to the change in measured performance?
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Data Sheets: What are they good for?

Example portions of 3 Security Product Datasheets

Or more precisely, what are they used for?


