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DESCRIPTION i
1 H H 1 1 H How to know when Cisco DNA Center is not working
‘ Find this session in the Cisco Events Mobile App gl o S o
targeted at partners and customers, deploying Cisco
H “« H H H » DNA Center based solutions, who need to be able to
‘ CIICk J0|n the DISCUSSIOn fully understand, operationalise and maintain

complex deployments. The focus will be on hands-

on exercises, supported by extensive reference

‘ Install Webex Teams or go directly to the team space meteil an break-diagnose-f scenarios,

designed to help you understand and use a range of

. Enter messages/questions in the team space

( ' Join the Discussion

' W /
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Safe harbor statement

This presentation contains “forward-looking” statements
that involve risks, uncertainties and assumptions. If the risks
or uncertainties ever materialize or the assumptions prove
incorrect, our results may differ materially from those
expressed or implied by such forward-looking statements.
All statements other than statements of historical fact could
be deemed forward-looking, including, but not limited to,
any projections of financial information; any statements about
historical results that may suggest trends for our business;
any statements of the plans, strategies, and objectives of
management for future operations; any statements of
expectation or belief regarding future events, technology
developments, or enforceability of our intellectual property
rights; and any statements of assumptions underlying any of
the foregoing.

cisco L{{@/

These statements are based on estimates and

information available to us at the time of this presentation
and are not guarantees of future performance. Actual
results could differ materially from our current expectations
as a results of many factors, including but not limited to:
the unpredictable nature of our rapidly evolving market and
quarterly fluctuations in our business; the effects of
competition; and any adverse changes in our indirect
channel relationships. These and other risks and
uncertainties associated with our business are described in
the company’s annual report on Form 10-K. The forward-
looking statements in this presentation are made as of the
date of the initial publication of this presentation, and we
disclaim any obligation to update these statements at any
time in the future.

BRKCOL-2241 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 4



Agenda

- Introduction to Webex Edge for Devices

- Features of linked Webex devices

- Cisco Webex Device Connector

- Demo

- Licensing requirements

- Additional functionality of the Device Connector

« Conclusion
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Introduction to Cloud Aware/Edge for Devices

Cloud registration of video endpoints is great but what if...

- | want to keep call-control signaling and media for my
endpoints on premises...

- | want to keep full control on the critical calling
capabilities of video endpoints on my premises...

- still, | wish | could enhance the user experience for my
users with new and smart cloud capabilities

- but, at the same time, | want to simplify the architecture

- also, I'd like to converge to a single pane of glass
(Control Hub) to manage all my video devices?

! W /
cisco &- BRKCOL-2241 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 7



Webex Edge for Devices Launch (January 2020)

Fabian

Webex Edge for Devices - General Availability

Partly Cloudy, with a high probability of amazing! Now all Cisco Video Device customers can take advantage of innovative features
powered by the Webex Cloud, regardless of whether the device is registered cloud or prem. 4 4

Webex Edge for Devices allows premise registered Video Devices customers to add:
* Webex Assistant with Proactive Meeting Join
¥ Calendar Connector for OBTP meetings
* Management and Diagnostics via Webex Control Hub

Get advanced features only available from the Webex Cloud, without changing the way Video Devices are deployed and registered! I.
Learn more here: https://help.we comyfcy2l2z).

cisco M- BRKCOL-2241 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 8



Webex Edge for on-premises Webex Devices

High Level Overview

Link on-premises Webex Devices to the Webex cloud platform: best of both!

4 Premise Video ) - Business-critical calling and media stays
on-premises

- Access to cloud services (in phases)

@ —> | Cisco Webex ) Hybrid deployment and customer

On-premises migration at your own pace

Media &
Signaling . Simplified single pane of glass with
i — insights through Control Hub
S \Webex Control Hub S “One-click migration” - one button to

Cloud Link - it's also EASY!

cisco M- BRKCOL-2241 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public



How does it work?

Direct connection from the Webex video endpoints to the \Webex Cloud

-

\_

Cisco
Unified CM

N
& 6|
5 1/

“ ,é;, Cisco Webex
[/
ll’/ Internet

)

Expressway C/E

~S

Webex
Device

s Customer
premises/

cisco L{{@/

= |\ledia
=== (Cloud signaling

BRKCOL-2241

- Webex devices running CE

9.10 or later

Outbound Secure Web
Socket (WSS) on port 443

Proxy not supported (yet)

Done via the Cisco Webex
Device Connector

CUCM 125X or 11.5.X*
Expresswaz/ call-control also
a

supported (any release) -
requires HTTPS on dewces

* with latest device packs

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public



e

Webex devices that can be cloud linked
Webex CE Devices running CE9.10+

DX70 DX80 Desk Pro MX200 G2 MX300 G2 Room 55 MX700 Room 55 Dual

Webex Boards: MX800 Dual - Room 70

55, 55S, 70, 70S, and 85 MX800 Single ua Single G2 Room 70 Dual G2

= | Ex B

SX10N SX20 SX80 Room Kit Mini Room Kit Room Kit Plus Room Kit Pro
) ki T © - —

K‘" \/ h h \ '.'-! o wlﬂllwll\\ﬂl\lﬂl!ﬂll@lﬂI!Iwm@g\ll“@l@l““-

S~ Sie)

' W /
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What are the Cloud features?

On-premises registration retained plus selected cloud features

Phase 1 features:
- Online/offline connection status and alerts
 Historical Analytics
- Device Diagnostics (troubleshooting utilization data, phase 1)
- Cloud xAPI access
- Hybrid Calendar service
- Webex Assistant (pro-active join meeting)

More to come in the next phases (three months release cycle)

cisco L‘V&- BRKCOL-2241 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



Connection status in Control Hub

Cisco \Vebex

Control Hub Devices Manage My Alerts Software Resources
\ ® Online, With | 1 .
QOverview Q cucm @ 4 . n |'ned I ssues . Add Device
Anything containing cucm (4) xorre
Users Belongs to containing cucm DEVICES FOUND ® Offline 0
® Online 3
0

Places Status Unavailable

Services 0 devices selected ¥ Export as CSV T Delete Devices

Type Status Belongs to

Analytics & Cisco TelePresence SX10 ® Online @ SX10N
Troubleshooting Cisco TelePresence SX20 @ Online, With Issues @ SX20S
Settings Cisco TelePresence SX20 @ Online @

Bl cisco webex DX70 @ Online @

cisco M- BRKCOL-2241 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



Connection status in Control Hub

Cisco \Vebex
Control Hub

Overview Q cuem = 4

Users DEVICES FOUND

Devices Cisco TelePresence SX20

e Online, With Issues

Device

Belongs to
Places

. () sx20s
Services 0 devices selected ¥ Export as CSV U Delete Devices

Type Status Belongs to Tags

Analyti .
alytics s Cisco TelePresence SX10 @ Online @ SX10N

Troubleshooting Add tag +

B Cisco TelePresence SX20 Online, With Issues @ SX20S

Settings

» Cisco TelePresence SX20 @ Online @ SX20T

On-Premises Management

Cisco Webex DX70 © Onine @ DX70 This device is linked via Webex Edge. All non-cloud configurations are
managed by Unified CM.
Go to Unified CM

Issues

/A Audio pairing - Audio pairing - Low signal to noise ratio. To
EMEA Tech resolve, try turning off the ultrasound on interfering devices.

cisco M- BRKCOL-2241 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



Device alerts in Control Hub

Alerts e

» Per admin alerts on
Webex Teams

« Configurable per
device or for all

« Polling frequency

between 1 and 5
mins

cisco L{K&/

Alerts for all devices

Get informed of issues as they happen for all the devices in your organization.

® % Control Hub Alerts = Space name

Control Hub Alerts (@webex.bot) Yesterday, 23:50

DX70 (Cisco Webex DX70) has new issues
2020-01-27 22:48 UTC View 7 \
Direct link to the device info

New Issues tab in Webex Control Hub
- Time Server Not Reachable

Control Hub Alerts (@webex.bot) 04:30

Issues with DX70 (Cisco Webex DX70) are resolved
2020-01-28 03:28 UTC View 2

Resolved Issues
- Time Server Not Reachable

Control Hub Alerts (@webex.bot) 05:58

SX10N (Cisco TelePresence SX10) has new issues
2020-01-28 04:57 UTC View 2

New Issues
- Main Display Not Detected




Analytics

« Includes all types of utilization: in call, local sharing, whiteboarding
« Shows complete list of devices and key details with drill down and interactivity

« Grouping of low, medium and high utilized devices to facilitate decisions to add or move
devices or train end users to leverage

Device Utilization 22 Total Devices

Normal (1.5-4.5 hr/day

Cisco ' X Analytics
: Meetings Messaging Calling Devices Vic
Control Hub ? o g

No selections applied

(d ©

Type of Device Daily  Weekly

- from last week 3 hr from last week

Device Usage by Activity Activities Overview 1,779 hr Total Usage
100.00
Local Sharing Wireless: 10
Whiteboarding: 141 '\

50.00 —
In Call: 236 -
7

w HRAE__SmiEEl .= lllll.

wmmoauﬁfa%&\m? G S TP TR S @ @ @ 2 .2 @ .3 .2 .9
\"ekm\u\ \'"\'\\"‘\uﬁ\ \“\n\\ B B RS \\»\\-\\1\&5\‘7\

K
I R R R P s e e c”’o‘*v“o”c“cﬂo*o’d*o*o*c“c“<

Hours

“\r  Troubleshooting

Signage: 955

Local Sharing Cable: 43
In Call W Local Sharing Cable Local Sharing Wireless W Signage Whiteboarding

cisco M- BRKCOL-2241 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



Diagnostics

Provides a detailed view of what’s happening
in the meeting:

. participants/quality of service indicators (G/Y/R)

< Diagnostics — FUTURE -

Participants (10) > (] Desk8

. Advanced Diagnostics drill down per user (future)

Participant Details

< Diagnostics

07:28 07:32
;
. i i H
Webex team meeting c D Audio Quality v | of@
Sending
Participants (10) Audio Video Sharing Details 400
Packet Loss: 0%
Lotency(ms) 200 : Jitter: 1ms
0 i~ MediaBitrate: 48.74 kbps
3 Andromeda2 ® - - - ™ ™ Receiving
DX70
= ® I D PacketLoss: 0%
< = 4% Jitter: 4ms

3 Davide Grandis L

Packet Loss(%) 2% Media Bitrate:  123.69 kbps
3 Desks q 0% Latency 41 ms
3 Moorea ° " C 07:31 PM
3 SX10N ° | 400 o fmme

Jitter(ms) 200
3 sx20T °

0
3 VMCTO4-4-LES... o -
3 VMCTO04-4-MIST... .
3 VMCTO04-4-QUA... o — - - ! Media Bitrate(kbps) 100
0
07:28 07:33 07:39 07:44 07:50 07:55 08:01
Video Quality v | g

- BRKCOL-2241 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



Cloud API access

Same as with Webex registered devices, linked devices are exposed via APIs:

- Devices API (device details)

200/0K T

- XAPI (status and command)

Method Description
m https://api.ciscospark.com/v1/xapi/status Query Status
https://api.ciscospark.com/v1/xapi/command/{commandName} Execute Command

Benefit: access to the device APIs via the
Webex cloud; direct access to the device is
not required

cisco M- BRKCOL-2241 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



Join 31 Party

\SIP Meetings

Works well \Q
in MDM
é environments \O

Easy to Deploy, Schedule, and Join Securely from Webex Teams App and Devices

cisco M- BRKCOL-2241 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 19

Calendar Service: powering intuitive, intelligent
Meetmg List & —
Q/ Works /

meetings
I Q

Q/ W Calendar Service
y
Webex PT

o =1




Calendar Service for Webex Edge for Devices

- OBTP for on-premises linked Webex devices without TMS and TMS-XE
. external devices (MRA): no need to VPN to reach TMS for OBTP

- Support of Microsoft Office 365 and Google Calendar (cloud Connector)
- Support of Microsoft Exchange (cloud-managed on-prem Calendar Connector)
- Support of Hybrid Exchange (both cloud and on-prem Calendar Connectors)

- Currently no migration of previously scheduled meetings (roadmap)

For more details on the Calendar Service see:
BRKCOL-2607 "Understanding Cloud and Hybrid Collaboration Integrations"

cisco M- BRKCOL-2241 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



How to enable the Calendar Service

Devices - Cisco Webex DX70 b
@ Online

Q cucm ® 4 Device

DEVICES FOUND Belongs to

From the O DX70 >
Device .
0 devices selected 4 Export as CSV U Delete Devices
select the Tags
Type A Status
Place
. Add ta
Where |t ..a., Cisco TelePresence SX10 @ Online - +
be|0ngS tO T Cisco TelePresence SX20 ® Online, With Issues On-Premises Management

This device is linked via Webex Edge. All non-cloud configurations are
managed by Unified CM.

Cisco TelePresence SX20 ® Online, With Issues

Go to Unified CM

Cisco V 70 Online

Prerequisite: Hybrid Calendar must be enabled in Cisco Webex Control Hub.

cisco M- BRKCOL-2241 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



How to enable the Calendar Service

* C(Click on the
Place's name
and then on
Services/Edit % Calling Free Calling (default)

Calls to and from this place, paired with the Cisco Webex Teams app or through SIP addresses.

Edit services

Which service is needed in this place?

Cisco Webex Calling

°
E n a ble the App pairing, SIP dialling and additional PSTN service.
Calendar Premises Calling
Se erce Calling services from existing premises.

Calendar @

Calendar service enables One Button To Push for this place.

cisco M- BRKCOL-2241 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



How to enable the Calendar Service

X
Edit services
Input the
device's Set up Hybrid Calendar Service
ma”bOX a nd Email address of the calendar mailbox | dx70@itaspark.com|
save

cisco M- BRKCOL-2241 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



How to enable the Calendar Service

- After a little while the status will show "Activated”
- Can check the history and change the mailbox

- At this stage the admin should delete the device
from TMS/TMS-XE

- Cisco Webex DX70 X
® Online

Device » Place

Services Edit
W Calling Premises Calling >
[Z] Calendar Service Activated

cisco Lz'{/p//

- Cisco Webex DX70 *
@ Online

Device » Place > Calendar Service

Calendar

Calendar Service enables One Button To Push (OBTP) capabilities for

meetings in a place

Calendar Type: Microsoft Exchange/Office 365

Status: Activated since today at 12:25 See history
Mailbox
Email Address: dx70@itaspark.com Edit

BRKCOL-2241 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



One Button to Push on Linked Devices

DX70 > Iy
o 6o g
Organiser Meeting  Format Text (o v
————————— pcoming meetings
z E‘( E @ E «_)ﬂ o o E Ehenesd You can join this meeting from 12:10
Ui;:t:a Cancel | Appointment Scheduling  New Reply  giocq webex [ Reminder: Chat on OBTP for linked d... .
225882245 *
From: | Calendar - Itaspark +
- . . DX70 > @ | 1210
To: | |© Davide Grandis (dgrandis) |© Moorea © sx20t O dx70
Subject: Chat on OBTP for linked devices
Location: I @meet
Duration: | 30 Minutes 5 [ All-day event
Starts: 22/ 1/2020][5]| [1215]
Ends: |22"r ”2020| E' |12:45| Starting in 5 minutes
£ This invitation has been sent "— Chat on OBTP for linked devices
P .

j2:15 - 12:45
- Do not delete or change any of the following text. -

When it's time, join the Webex Teams meeting here. @ No more meetings today

Meeting number (access code): 849 399 452

cisco Lz‘{/&/

©0

Call Join Webex

BRKCOL-2241 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



B

Webex ASS|stant fw prem|ses I_mked dewces

b “Ok We‘ex, join the meeting”
;&
- Supported on Webex Desk Pro, Webex Board series and Webex .
Room series.
il - Enabled through Webex Control Hub (admin controlled) i

Cisco Webex Assistant Enable Cisco Webex Assistant

With Cisco Webex Assistant, users can use their voice to interact with
room devices. Users can simply ask Cisco Webex Assistant to start a
meeting, join a colleague’s personal meeting room, call anyone in the
organisation, and much more.

View our Webex Assistant adoption toolkit




Direction of development (future)

- Proxy support for endpoints (planned for CE9.12)
- Real-time Advanced Analytics of Meetings in Webex Control Hub

- On-premises software management
- Ability to push software to the devices from the cloud

- Device configuration management in Webex Control Hub

- Shared directory across premises linked & cloud devices
- Name labels in calls (Face Recognition) BACKLOG
- People Insights

cisco M- BRKCOL-2241 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



Cisco Webex
Device Connector

cisco La/&/



Cisco Webex Device Connector Tool

Ove rVi eW Cisco | Devices Manage My Alerts  Software

Control Hub

Device Resources

On this page, you can get information on different

deployments, download the Webex Device Connectar ta
help you to activate multiple devices into a Webex cloud
or Webex Edge deployment, and access external sites
related to Webex Rooms.

Knowledge Base

The Cisco Webex

Device Connector tool | ot =

IS available for , | i
download from W dom ot 5”55;::_:?5:;3?:;':f::;;:?f::f.:;:;:‘;;“a;zz‘u’“
Control Hub under

Devices 2 Resources

View Documentation

i g

Cisco Webex Device Connector

This tool allows you to onboard multiple devices to the
Webex cloud or to add Webex cloud capabilities to
your on-premises devices via Webex Edge for
Devices

cisco /1 &/
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Cisco Webex Device Connector Tool

Overview

[ XX “ Cisco Webex Device Connector

Must run on the enterprise network
where it can reach the Collaboration
infrastructure and the video endpoints

and the Webex Cloud .
Supported on:
Microsoft Windows 10 /
MacOS High Sierra (10.13) and above Login with a full .

Need to connect through an HTTP proxy?

admin or device
admin account

Basic HTTP Proxy supported
(username and password)

cisco M- BRKCOL-2241 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Cisco Webex Device Connector Tool

Overview

ece =+ Cisco Webex Device Connector

What would you like help with? &0 0

Enables cloud
features to on-
premise registered
Webex devices

Bulk register Webex j
[ <]

devices to the Cloud —
(C | Ou d reg iStratiO n) | want cloud features for my on-premises

| want to register multiple devices to the cloud registered devices

v

Cloud Onboarding allows you to register multiple Webex Edge for Devices adds Cisco Webex cloud
Cisco Webex devices to the cloud. capabilities while keeping your calling and media
on-premises.
Documentation 2
Documentation

cisco M- BRKCOL-2241 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



Cisco Webex Device Connector Tool

Overview

From the landing page you can also access:

Home button to return

Configure button > Q @ to start page
* Check tool is up to date (or S ot et |

be notified of an update) o
+ Configure for proxy support $.910 a0 Siniar

(basic auth supported)

» Report issues with tool

e Quick access to /A Reportan issue

See who is signed in
and sign out

[3 Read documentation 12

cisco M- BRKCOL-2241 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



Cisco Webex Device Connector Tool

Overview

Logs:

(—

Mame Date modified Type Size
3 Quick access §
deviceconnector.lo 27-Jan-20 T:21 AM Text Document 378 KB
[ Desktop #* = 9 7
A Dnsenlnads *

-

| B =i

Share View

» davide » .webexdeviceconnector » logs

w Search logs

Windows: [UserDir].webexdeviceconnector\logs

| deviceconnector.log - Notepad

File Edit Format View Help

iGH
16
16:

16:
16:

50:
:58:
58:
5@:
58:
1@9.698
:18.552
12,692
:12.693
112,694
:19.489
120.128

25.969
27.864
27.876
27.915
27.949

[JavaFX Application Thread] INFO
[JavaFX Application Thread] INFO
[JavaFX Application Thread] INFO
[JavaFX Application Thread] INFO
[JavaFX Application Thread] INFO c.
[JavaFX Application Thread] INFO c.w.d

EEEEkE
caoaoaoa

[pool-2-thread-1] INFO c.w.d.s. total 392
[pool-2-thread-1] INFO c. .

[pool-2-thread-1] INFO
[pool-2-thread-2] INFO
pool-2-thread-2] INFO

c
[=
C.
[

drwxr-xr—-x 3 Davide staff
drwxr-xr-x 5 Davide staff
-rw-r—--r—— 1 Davide
Davide®@DGRANDIS-M-D2YQ logs % pwd

/Users/Davide/.webexdeviceconnector/logs

MacOS: /Users/[username]/.webexdeviceconnector/logs

cisco L{{/&/

BRKCOL-2241

.Bpp - Starting Cisco Webex Device Connector 1.1.38 on Windows 10 - 10.9
.s.PreferenceService - Using default keyring

.5.PreferenceService - No locale preference found

.5.ServiceCatalog - U2C URL: https://fu2c-a.wbx2.comfu2c/fapi/vl
.s.ClientFactoryProvider - No HTTP proxy configured
.d.s.PreferenceService - Remember me set to true

[JavaFX Application Thread] INFO c.DERARe[{0lplel2V:\N[oh€E0 /B oA {0 I KoTs RN AN KR I

96 Aug 14 12:19 .
160 Dec 18 10:11 ..

staff 198249 Jan 27 ©9:32 deviceconnector.log

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Caveats

Moving registration of the Webex linked device to MRA:
Unified CM > to Unified CM over MRA

If the user tries to move this via the Ul on the device, upon the soft reset, the device will lose its Webex
registration details.

Device Connector tool will state linked
- Webex Control Hub will show ‘Status Unavailable’

cisco M- BRKCOL-2241 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



Device Linking Flow - Unified CM Reforonce

On—premi;e Unified CM Cisco Webex Device Cisco Webex
Webex device Connector tool Cloud

User provides credentials to Cisco Webex
Device Connector to authenticate against
valid Webex Control Hub instance

User provides credentials to Cisco Webex
Device Connector to authenticate against

A

P Unified CM Authentication token for API access
Authorization granted
for Webex device | Admin determines Webex Devices to be
P Query for Webex device inventory Linked. Cisco Webex Device Connector
- tool then requests a ‘Place’ to be
Response detailing eligible devices generated for the device and the
> generation of a Device Activation Code
Activation Code writen into the vendor >
specific configuration section in Unified ’ o
New configuration pushed from Unified CM Device Config - New config applied < Place ID and Device Activation Code
CM to Webex device <
Webex Device picks up Activation Code from Unified CM and starts the Webex Edge registration |

cisco M- BRKCOL-2241 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Device Linking Flow - CSV/TMS Export Reforence

On-premise Cisco Webex Device Cisco Webex
Webex device Connector tool Cloud

User provides credentials to Cisco Webex Device Connector tool
to authenticate against valid Webex Control Hub instance

>
Cisco Webex Device Connector tool queries via xAPI selected Authentication token for APl access
endpoint based upon uploaded CSV/TMS export file <
l
>
Information gathered and provided back to Cisco Webex Device >
Connector tool (System Name, MAC address) When the user press "Link" on devices Cisco Webex Device
Connector tool will request a ‘Place’ and an activation code to be
generated for those devices
<
< Device Activation Code returned
xCommand Webex Registration Start APIissued with the
Activation Code
Selected Webex device starts registration process for Webex Edge Services
»

cisco M- BRKCOL-2241 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Licensing
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Licensing requirements

Webex Edge for Devices requirements:

- Webex Control Hub instance;

- Device subscription for each linked device (A-FLEX-C-DEVICE for new licenses)

..but Flex Plan gets you covered, as follows:

Flex Meetings Enterprise Agreement (EA) On-premises or Cloud — _
Flex Meetings Active User (AU) On-premises or Cloud — _

Flex Webex Device on-premises (A-FLEX-P-DEVICE) ) _

Previously purchased

Flex Plan Meetings —
eligible** perpetual licenses — EA or AU — _

and existing services Flip2Flex transfer

CISCO Lﬂ/&/ * coming soon ** conditions apply

BRKCOL-2241 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 39



Additional
functionality of the
Device Connector



| want to register multiple devices to the cloud

5

sloud O ing allo [ er multiple
ices to the cloud.

cisco L‘V&- BRKCOL-2241 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public



Registration of multiple devices to the cloud

Provides for the option of moving the registration point of a Cisco Webex device from

on-premise to the cloud.

[ Cisco

Unified CM

=

Webex
Device

E::: Customer
\ Premises/

Expressway C/E
\_

I

i g

Before

cisco L{{@/

== \/edia Path

’I' 1

[ I/il : "'1
||
o l‘1

[ i

Expressway C/E

\_

4 Y \

Cisco
Unified CM

Eyats

Migration
I
I
I
'

Media Path s \E

Webex
Device

2ee Customer
Premisesj

After

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public



eCce

+ Cisco Webex Device Connector

What would you like help with?

N\
“ ]
2 | want cloud features for my on-premises
| want to register multiple devices to the cloud registered devices
J

Cloud Onboarding allows you to register multiple
Cisco Webex devices to the cloud.

Documentation &

cisco L{{/&/

Webex Edge for Devices adds Cisco Webex cloud
capabilities while keeping your calling and media
on-premises.

Documentation .

Registration of multiple devices to the cloud

Requirements

Endpoints to be onboarded
must be running CE9.8 or
later

HTTPS connectivity to your
devices for the Device
Connector

Webex Control Hub access
with either Device
Administrator or Full
Administrator capabilities

Device Licenses available in
Webex Control Hub

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 43



Registration of multiple devices to the cloud

@ Cisco Webex Device Connector — =] X

Cloud Onboard Devices &0 [

Cloud Onboarding allows you to register multiple Cisco Webex

devices to the cloud.
Please read

(1) Registering a device to the Cisco Webex cloud will overwrite any existing device configuration,

’\ Register devices using CSV or Cisco TMS Overview Export files

See how to prepare your file B
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Registration of multiple devices to the cloud

X TMS: Systems - System Overview

Prepare your files for onboarding

“4sd8" TelePresence Management Suite Sear 2
§fj Poral (J) Booking &’ Monitoring (i1 Systems [T} PhoneBooks & Reporting / Administrative Tools 2 o4
Devices can be onboarded using two different file formats SYSIonOVRIioN bl e M o
Information aa
| ., E
5 Select Systems: Select System Parameters:
E_] Cisco TMS Export 5 @0 & () Sekant
Discovered Systems -] Authentication Setings
R[] cwomaspark.com -1 Coll Manager Setings
1. Export a System Overview report from Cisco TMS, selecting only the Network Settings » Hostname system parameter. i el i et
2. Manually add a 'Username’ and "Password’ column. W6 Exsop e CHISON ety
& @ sao -1 Meeting Setings
& @ saos Nework Settings.
@ @ sxeor & [ Persistent Settings.
Syatem ID Syatemn Name IP Address Siatus Hostname Username Pasaword Y S Sy
SN Setings
- ) Specific System-Category Endpoint Settings
1 2 01 sopotoves s
1224 System 1 10.47.1.1 Idie syswem1 exsmple.com | | Usemame Password1
5678 System 2 10.47.1.2 Idi= system? example.com | | Usermname Pessword2

2'-';2':; TelePresence Management Suite | T —

CSV File 4§ Potal (1) Booking & Monitoring (&) Systems [T} PhoneBooks & Reporting /" Administrative Toos Y o4

System Overview

Use a simple comma-separated-value (CSV) file, with device ‘Address’, ‘Username’, and ‘Password’ columns. System D System Name 1P Adress suts
I sx1on 1000110 inCall

Y sxaor 1000108 de

Addrasa Us B - 27 EX60btn 10.0.0.102 Idie

i ne—, % oxm0 1000146 de

29 EX60t0p 10.0.0.105 Idie
30 SX20S 10.0.0.107 In Call

systeml.examplecom  Usemamel Password]

systemZ example com  Usermame2 Password2

Add username & password and save as .CSV

Upload in the Device Connector
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Registration of multiple devices to the cloud

™ Cisco Webex Device Connector m} X

Cloud Onboard Devices & O M

device - Copy.csv T Replace file ) Refresh List

() 1 Devices | @ 0 Registered 1 Ready to Register @ 0 Needs attention @ 0 Registration failed
Name Address Type Username
[0 Dxso 10.0.0.132 Cisco Webex DX80 davide Register

- The Device Connector performs certification validation. In case of failure the admin can continue
anyway or add the certificate in the \certs directory (.CER format)

- The tool uses the System Unit name, if set, from the endpoint for the name of the Place in
Webex Control Hub. If not set the Place will be named after the MAC address and can be
changed in the tool clicking on the name field.

cisco L{{@/
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Registration of multiple devices to the cloud

™ Cisco Webex Device Connector - [m] X

Cloud Onboard Devices O M

™ Cisco Webex Device Connector = | X

Search for adl Cloud Onboard Devices 0O M

™ Cisco Webex Device Connector - O X

Cloud Onboard Devices 8O M

device - Copy.csv T Replace file ) Refresh List

Search for devices [ 1 Devices ‘ @® 1Registered @ O0ReadytoRegister @ O0Needsattention @ 0 Registration failed
Name Address Type Username
[J pxsorz 10.0.0.132 Cisco Webex DX80 davide () Registered

CIsCo
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Registration of multiple devices to the cloud

Before

DX80 > @A

], DX80

Cisco Cisco Webex DX80

# Home . Call Control ‘ # Setup & Security ; £ Maintenance ‘ % Integration | & davide 1 8 : 4 5

System Information

General H323

Product: Cisco Webex DX80 Status Inactive @ o
System time 18:45 Gatekeeper -

Browser time: 18:44 Number - e
Last boot: last Friday at 19:25 ID >

Serial number: FOC1917N1C3

Software version ce 9.12.0 2fe6df01e76 2020-01-17 SIP

Installed options: Encryption

System name: DX80 Status Registered

1Pv4: 10.0.0.132 Proxy 10.0.0.55

IPv6: = URI 8039106@itaspark.com

MAC address: 1C:6A:7A:E0:CA:1C

Temperature 39°C/102.2°F
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Registration of multiple devices to the cloud
After

DX80 > @A

DX80

Cisco Webex DX80

# Home | . Call Control /& Setup @ Security | # Maintenance | - Integration ‘ & davide

System Information 1 8 . 4 6
General SIP

Product: Cisco Webex DX80 Status SIP is disabled

System time: 18:47

Browser time: 18:46 Webex @ @ o
Last boot last Friday at 19:25 Cal Wniteboard Join Webex
Serial number: FOC1917N1C3 Status Registered

Software version: RoomOS 2020-01-17 2fe6df01e76 Display Name DX80

Installed options: Encryption Organization EMEA Tech

System name: DX80 SIP URI dx80@emeatech.rooms.webex.com

1Pv4: 10.0.0.132

IPV6: —

MAC address: 1C:6A:7A:E0.CALIC

Temperature: 40°C/ 104°F
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Registration of multiple devices to the cloud
After

Cisco Unified CM Administration

For Cisco Unified Communications Solutions

Cisco Unified CM

Navigation

Media Resources v  Advanced Features v Device v ion v User v Buk inistration v  Help v
Related Lin| Actively Logged In
S AddNew Cifa Add New From Template ] SelectAll (1 Ciear Al i@ Delete Selected @y Reset Selected 2 Apply Config to Selected £ cen
Status
@ 8 records found
Phone (1-80f8) ‘
Find Phone where = Device Name v begins with v ( ‘ Find Clear Filter j f

Select item or enter search text v

Device Name(Line) * Description Device Pool Device Protocol Status Last Registered Last Active Unified CM IPv4 Address
= SEPOOCCFC6167BB SX10N Default SIP Registered Now Jan 22, 2020 7:29:59 PM cucm.itaspark.com 10.0.0.110
0
m SEP189C5D20A70F DX650 Default SIP Registered Now Jan 20, 2020 4:25:04 PM cucm.itaspark.com 10.0.0.115

D:x@‘:: I SEP1CGA7AEQCALC DX80 Default SIP Unregistered Jan 27, 2020 12:57:19 AM l cucm 10.0.0.132
SEP64F69D66602C EX60btn Default SIP Registered Now Jan 21, 2020 2:42:04 PM cucm.itaspark.com 10.0.0.102
EX60
(=) SEP7426ACF35F4E DX70 Default SIP Registered Now Jan 27, 2020 12:32:01 AM cucm.itaspark.com 10.0.0.146
L)
@ SEPE4C7226C5051 EX60top Default SIP Registered Now Jan 21, 2020 2:42:01 PM cucm.itaspark.com 10.0.0.105
Ex60
= SEPF87B205187BC SX20T Default SIP Registered Now Jan 27, 2020 12:08:10 AM cucm.itaspark.com 10.0.0.108
o
= SEPF87B20DAC3BD SX20S Default SIP Registered Now Jan 21, 2020 10:15:48 AM cucm.itaspark.com 10.0.0.107

.A
Bl

asco Loye!/
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Devices

Registration of multiple devices to the cloud

After: full cloud features

Q Find devices by status, type and more

0 devices selected Z Edit Configurations
Type N\
Bl Cisco TelePresence MX200 G2

BRERERP PP B

Cisco TelePresence SX10

Cisco TelePresence SX20

Cisco TelePresence SX20

Cisco TelePresence SX20

Cisco Webex Board 55

Cisco Webex Board 70

Cisco Webex DX70

Cisco Webex DX70

Cisco Webex DX80

Cisco Webex DX80

Cisco Webex Room Kit

Cisco Webex Room Kit Mini

Cisco Webex Share

15

DEVICES IN TOTAL

L Export as CSV

Status

® Online

© Online, With Issues

® Online

@ Online, With Issues

@ Online

® Online

© Online

® Online

o Offine

@ Online

@ Online

 Online, With Issues

o Offine

o Offine

Online, With Issues
Expired

Offline

Online

Status Unavailable

¥ Delete Devices

Belongs to

mx200g2

SX10N

SX20N Lab

SX208

SX20T

Moorea

SSC-ICT demo

DX70

Home

Desk8

DX80 Lab

Mirach

Moorea

Davide's Share

Il Cisco Webex DX80

® Oniine
Device
Belongs to
() Dxso
Tags

Add tag +

Manage alerts  Beta

Alert es offline or online

Alert me when tf

Alerts for this device are automatically enabled because alerts for all
devices are configured in My Alerts.

Read more abot
Actions

When you report an issue, device logs wil be sent to Cisco.

Report Issue Delete
Details
Lines None
IP Address 10.0.0.132

Network Connectivity Wired

MAC Address 1C:6A:7AE0:CAI1C

SIP Address dx80@emeatech.rooms.webex.com

- Cisco Webex DX80 X

® Online

Device >  Place

can edit the name
of the place

DX80 /
can edit services
Services Edit
R, Calling Free Calling >
Calendar Service Activated >
Devices Add Device

® Cisco Webex DX80
can change the

software channel
Device Settings

Software Upgrade
Channel

Preview v

Lock Settings on (D
Touch Devices

4

Device APIs Access View/Edit Access
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For your

OnbOardlng FlOW Reference

Migration from on-premise registration to cloud

On-premise Cisco Webex Device Cisco Webex
Webex device Connector tool Cloud

User provides credentials to Webex Connect for Devices tool to
authenticate against valid Webex Control Hub instance

>
Cisco Webex Device Connector tool queries via XAPI selected <
endpoint based upon uploaded CSV/TMS export file Authentication token for AP| access
.
. When the user press "Link" on devices Cisco Webex Device
] ] ] ] = Connector tool will request a ‘Place’ and an activation code to be
Information gathered and provided back to Cisco Webex Device generated for those devices
Connector tool (System Name, MAC address) >
Device Activation Code returned
<
xCommand Webex Registration Start issued and Device
Activation Code issues to Webex device
Selected Webex device starts re-registration process from on-premise to cloud
»
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Conclusion
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Take aways

- Webex Edge for Devices combines the best of both deployment models

- On-premise call control for media and signaling while enhancing the user experience with
advanced cloud-based capabilities

- Architecture simplification

- Enables cloud-based Calendar Service without needing the TMS/TMS-XE for scheduling
anymore

- Enables the smooth migration of video endpoints to the Cloud
- Same scheduling experience for users

- Single pane of glass for managing video endpoints (Webex Control Hub)
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Resources

Webex Edge for Devices on help.webex.com:
https://help.webex.com/en-us/cy212z/\Webex-Edae-for-Devices

CE 9.10 Release Notes:

https://www.cisco.com/c/dam/en/us/td/docs/telepresence/endpoint/software/ce9/release-
notes/ce-software-release-notes-ce9.pdf

Webex Edge for Devices Security White Paper:

https://www.cisco.com/c/dam/en/us/td/docs/voice ip _comm/cloudCollaboration/wbxt/whitepa
pers/webex-edge-devices-white-paper.pdf
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https://help.webex.com/en-us/cy2l2z/Webex-Edge-for-Devices
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https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cloudCollaboration/wbxt/whitepapers/webex-edge-devices-white-paper.pdf

Complete your
online session
survey

=[]

- Please complete your session survey

after each session. Your feedback
IS very important.

- Complete a minimum of 4 session

surveys and the Overall Conference
survey (starting on Thursday) to
receive your Cisco Live t-shirt.

- All surveys can be taken in the Cisco Events

Mobile App or by logging in to the Content
Catalog on ciscolive.com/emea.

Cisco Live sessions will be available for viewing on
demand after the event at ciscolive.com.
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https://www.ciscolive.com/emea.html
http://ciscolive.com/

Continue your education

cisco L{Kg‘/

Demos in the
Cisco Showcase

Meet the Engineer
1:1 meetings

Walk-In Labs

Related sessions
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