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Cisco Webex Teams

Questions?
Use Cisco Webex Teams to chat
with the speaker after the session

How
‘ Find this session in the Cisco Events Mobile App
‘ Click “Join the Discussion”

‘ Install Webex Teams or go directly to the team space
. Enter messages/questions in the team space
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Agenda

Deploy L3 Firewalls at the Edge
Interfaces, Routing & NAT
NGFW Policy Tips & SSL/TLS Hardware Acceleration
High Availability

Deploy L2 Firewalls in the DC

« Clustering Overview

Deploy Multi-Instance
« Overview
- Configuration Walkthrough

Alternative Designs
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Your Speaker

- Security Architect providing consultancy and
technical sales support for Qatar.

- Deployed the first firepower and end-end Cisco
security architecture in UAE.

- 13 years in the industry as a technical trainer, in
operations/implementation and now Cisco
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THE FUTURE

. . After the Session
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Reference

There are ~100 slides we will not cover today

They are included for additional detall
and reference back at home



Cisco Firepower NGFW



Performance

Cisco NGFW portfolio

Running Firepower Threat Defense (FTD)

'!!fggﬂfih | Firepower 2110

: Firepower 2120

Firepower 1120 Firepower 2130

Firepower 1140 Firepower 2140
. Firepower 1150

. (2223 3.

FPR 1010

SOHO Branch Mid-size

Firepower 4140

Firepower 9300
0 ShI-24

Firepower 4110 gm:ii
Firepower 4150 gm:jg
SM-56

Firepower 4115
Firepower 4125
Firepower 4145

Clustering &
Multi-Instance

Large Data Service

SMB Office Enterprise Enterprise Center Provider

! W /
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Firepower 1010 Overview

Integrated Security Appliance with ASA or FTD
* Embedded x86 CPU with QuickAssist Crypto Acceleration
» Fixed non-modular configuration

Desktop |—£§

Copper Data Interfaces

+ 8x1GE Ethernet

» Built-in Layer 2 switch

« Power over Ethernet (PoE) on ports 7 and 8

CISCO M_/ BRKSEC-2020
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Firepower 1100 Overview

Integrated Security Appliance with ASA or FTD SFP Data Interfaces
* Embedded x86 CPU with QuickAssist Crypto Acceleration e 4x1GE on 1120 and 1140
 Fixed non-modular configurations (1120, 1140, 1150new) « 2x1GE, 2x10GE on 1150

]
cisco

FPR-1000 SERIES

wr=eze @ O=O= i
3 St — S—
Copper Data Interfaces Field Replaceable SSD

* 8x1GE Ethernet

cisco éq/ /
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Cisco NGFW Management Options

cisco
Defense Orchestrator

e QQ

Firepower Device Manager

Firepower Management Center

®: :‘::: il o |:_|;|:_ =
||"|| e NN """"""“l o ",?: ﬁ = Do = ._T
=" = - A
- On-box management . Centralized cloud manager - Management appliance

- Manages single deployment - Manages FTD, ASA, Meraki, . Supports full FTD feature set

L Umbrella and AWS
. Simplified management /

feature set .- Rapidly evolving feature set
cisco M/
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Session Focus - Firepower Management Center

Firepower Management Center

cisco M /
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Management Connections
FPR1000 / FPR2100 (1 Management)

FTD Management

Management interfaces can be placed
on the same subnets as data interfaces

FPR4100 / FPR93OO (2 Management)

ChaSS|s I\/Ianagement

FTD Management

cisco é@/ /
&- BRKSEC-2020 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 19




New Software Lifecycle Policy

CcY18 CY19 CY20 cY21 CY22 CY23 CY24 CY25 CY26 CY27
H1 ‘ H2 H1 ‘ H2 H1 H2 H1 H2 H1 H2 H1 ‘ H2 H1 H2 H1 ‘ H2 H1 H2 H1 H2
FCS M EA EoS EoSW
A A A A Last
Extr:fn’:‘:\JZTerm Software Maintenance (51 months) ‘ TAC Support (24 Months) ‘ Date of New Recommended
9 Support Release: 6.4.0.7
FCSe®EA  EoS EOASW
A
- Last
6.5/9.13 Software Maintenance
Short Term (18 months) TAC Support (24 Months) Date of
Support
FCS & EA  EoS EoSW
6.6/9.14 Softw. wf 2 a Last
.6/9. oftware Maintenance
LongTerm (36 months) TAC Support (24 Months) Date of
Support
FCSefEA ERS EoASW
6.7/9.15 Software Maintenance Last ° Eve n - n u m be red |O n g -
Short Term (18 months) TAC Support (24 Months) Date of
Support term releases
FCS AV EA EoS = .
A » Certification every 2
6.8/9.16 Softw Maint (51 ths)
Extra Long Term oftware Maintenance months yea FS (6 4 6 8)
Ay .
* Predictable cadence

cisco M/
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Generally Suggested Version: FTD 6.4.0.7

Software Download Page on cisco.com Has Latest Recommendation

Downloads Home / Security / Firewalls / Next-Generation Firewalls (NGFW) / Firepower 4100 Series / Firepower 4115 Security Appliance / Firepower Threat Defense (FTD) Software- 6.4.0.7

(2 sear.. ) Firepower 4115 Security Appliance

(" Expand Al | collapse A1l ) Release 6.4.0.7 Related Links and Documentation
Release Notes for 6.4.0.7

Documentation Roadmap

A My Notifications

Suggested Release v
Look for the star
6.4.0.7

Latest Release v
File Information Release Date Size
6.4.0.7 19-Dec-2019 302.76 MB + v B
Firepower Threat Defense SSP Patch 6.4.0.7
6.5.0.2 Do not untar
All Release > Cisco_FTD_SSP_Patch-6.4.0.7-53.sh.REL .tar

+

. / Cisco FXOS Compatibility: https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/compatibility/fxos-compatibility. html
CIsco t,/t[/&_
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FTD Licensing Tips

- All licensing for FTD are installed and
enforced on the Firepower
Management Center via Smart
Licensing(PLR & SLR available)* Evaiaton Hoe

<P ‘'ou are about to start your
Y evaluation period. Evaluation

. period is a one time 90 day period in
- Licenses are transferrable between R
. evaluation mode ends, you will have to
firewalls of the same model et s o b g
wish to begin your evaluation period
now?

- Licensing is enforced when the policy C—1 -
IS pushed

« 90 day “Evaluation Mode” applies to
all FTD devices managed by that FMC

PLR: Permanent License Reservation for Air gapped environments
SLR: Specific License Reservation for Highly secure environments

! W /
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Deploying Changes

Changes don’t take affect until you deploy the policy

Policies sl / v admin v
Access Control » Access Control Network Discovery Application Detectors Correlation Actions ¥

FPR4K Deploy Policies Version:2018-03-05 01:43 AM 7 x [H save || 63 cancel
V) Device Type Group Current Version
Prefilter Policy: Prefilter Poli
FTD 2018-03-05 01:35 AM
D i R = Inheritance Settings | [ﬁ Policy Assignments (1)
m Security Intelligence  HTTP Responses  Ady © 1-ssL Policy: Cisco - Decrypt
#8 Filter by Device e © ‘rIntrusinn Policy: Bal d Security and C ctivity i @ Add Rule | Search Rules x
] i-Intrusion Policy: No Rules Active
@ |-DNs Policy: Default DNS Policy
© i-Prefilter Policy: Default Prefilter Policy
w Mandatory - FPR4K (1-2) © Network Discovery
1 Allow All URLs Any Any © Device Configuration Details)  Allow DA Eoe &6
© Rule Update (2017-09-13-001-vrf)
2 Allow Al Any Any © VDB (Buid 290 - 2017-09-20 18:50:28) o Allow DEABE [£6

There are no rules in this section. Add Rule or Add Category

Default Action trol: Block All Traffic |vu

Selscted devices: 1
Deploy Cancel

Displaying 1 - 2 of 2 rules Page 1 |of1 ¢

cisco '&_/
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Deploying Changes

Changes don’t take affect until you deploy the policy

AMP Intelligence Help v admin v
Access Control » Access Control  Network Discovery  Application Detectors  Correlation  Actions v
FPR4K Deploy Policies Version:2018-03-05 01:43 AM 7% [ [ save
Device Inspect Interruption Type | Group Current Version I e 1
Prefilter Policy: Default Prefilter Policy B
TERET No FTo 2018-03-05 01:35 AM [ coums ] 97 pevice |
icy Assi (1)
D Access Control Policy: FPRAK A [ Fitters » |l [¥] Inspect Interruption
@ }-sSL Policy: Cisco - Decrypt ¥ Type
@ ‘irIntrusinn Policy: Balanced Security and Connectivity [ Domain x
() g—Immslun Policy: No Rules Active T
© |-DNS Policy: Default DNS Policy -
o 5
© i-Prefilter Policy: Default Prefilter Policy [ Curent verson
Mandato FPRAK (1-2 p
* flamdatany ( ) (&) Network Discovery
1 Allow All URLs Any Any © Device Configuration Details)  Allow I hAslBe £8
© Rule Update (2017-09-13-001r)
2 Allow Al Any Any © VDB (Buid 290 - 2017-09-20 18:50:28) o Allow 1DRABE £06
There are no rules in this section. Add Rule or Add Category
Default Action

trol: Block All Traffic [~ u

Enable to add column to

show if traffic interruption will
occur during policy deploy

Selscted devices: 1
Deploy Cancel
cisco M&- BRKSEC-2020

Displaying 1 - 2 of 2 rules |¢ ¢ Page 1 of1 > > &
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Firewall Deployment Mode & Interfaces



Firewall Design: Modes of Operation

- Routed Mode is the traditional mode of the firewall. Two or more
interfaces that separate L3 domains - Firewall is the Router and
Gateway for local hosts.

192.168.1.1

192.168.1.0/24

IP:192.168.1.100
GW: 192.168.1.1

DRP: Dynamic
Routing Protocol

cisco W /
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Firewall Design: Modes of Operation

192.168.1.1

- Routed Mode is the traditional mode of the firewall. Two or more
interfaces that separate L3 domains - Firewall is the Router and VLAN192

Gateway for local hosts.

- Transparent Mode is where the firewall acts as a bridge
functioning at L2.

* Transparent mode firewall offers some unique benefits in the DC. VLAN1920
» Transparent deployment is tightly integrated with our ‘best practice’
data center designs.

IP:192.168.1.100
GW: 192.168.1.1

- Integrated Routing and Bridging (IRB) allows a firewall to both
route and bridge for the same subnet. E

* Available in Routed Mode when standalone or HA pair
* Not currently supported with Clustering
» Useful for micro-segmentation and switching between interfaces

cisco é@/ /
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Integrated Routing and Bridging

- Allows configuration of bridges in routed firewall mode

- Regular routed interfaces can now co-exist with BVI interfaces and interfaces that are
members of bridge groups.

cisco M/
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FTD Security Zones

True zone based firewall

Security Zones are collections of interfaces or sub-interfaces

Policy rules can apply to source and/or destination security zones

ASA Interface Security levels are not available

4 iou dmzt Security Zone Routed & O
4 =8 Edge-FW1
B dmz1
4 5 inside Security Zone Routed & 0
4 =5 Edge-FW1
B inside
4 ;5 outside Security Zone Routed é‘/?[id
4 = Edge-FW1
- outside

. W /
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Routed/Transparent Interface Types

Standalone Interface EtherChannel Interface

- All platforms - All platforms
« No redundancy « Up to 16 active links
- Simple - Requires stack, VSS or

vPC when connected to
multiple switches

cisco M/
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EtherChannel on FTD

- Supports 802.3ad and LACP standards
2 Single| - Direct support for vPC/VSS
- FPR2100/FPR4100/FPR9300 require LACP w/ 6.2.3
% or « FPR4100/9300 support EtherChannel “On” mode w/ 6.3
Stack

- Up to 16 active links

100Mb, 1Gb, 10Gb, 40Gb are all supported - must match

- Supported in all modes (transparent and routed)

- FXOS EtherChannels have the LACP rate set to fast
by default.

- Recommended to change to fast on switch interfaces
when clustering

- https://www.cisco.com/c/en/us/td/docs/security/firepow
er/fxos/clustering/ftd-cluster-solution.html

BRKSEC-2020 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 43






Routing on FTD

« FTD performs L3 route lookup as part of its normal packet processing flow

* FTD is optimized as a flow-based inspection device :
Outside Network

* For smaller deployments, FTD is perfectly acceptable as the router . ] T

« For larger deployments, a dedicated router (ISR, ASR, Nexus) is a much better
option.

» For SD WAN deployments, Viptela is a much better option.
* FTD may originate routes depending on the network design

EX o)
« FTD Supports static routing and most IGP routing protocols:
+  BGP-4 with IPv4 & IPv6 (aka BGPv4 & BGPv6)

: 5
«  OSPFv2 & OSPFv3 (IPv6) Seressressrassrnnernsnansnasd ]

e RIPv1/v2 FPYTTTTTITE ETTECTTTTIRIIITLEY §
+  Multicast 3
« EIGRP (via FlexConfig)
« PBR(via FlexConfig)

+ Complete IP Routing config: : :
https://www.cisco.com/c/en/us/td/docs/security/firepower/640/configuration/gui b

de/fpmc-config-guide-v64/routing_overview_for_firepower_threat_defense.pdf
FHRP: First Hop Redundancy Protocol

cisco é@/ /
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NAT on FTD



NAT on FTD

« NAT on FTD is built around objects, with two types of NAT:

"« Auto NAT - Only source is used as a match criteria
* Only used for static or dynamic NAT
« When configuring, it is configured within a network object (internally)
« Device automatically orders the rules for processing:
» Static over dynamic
* Quantity of real IP addresses - from smallest to largest
* |P address - from lowest to highest

L Name of network object - in alphabetical order )

- Manual NAT - Source (and possibly destination) is used as a match criteria
« More flexibility in NAT rules (one-to-one, one-to-many, many-to-many, many-to-one)
« Supports NAT of the source and destination in a single rule
* Only the order matters for processing

cisco é@/ /
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NAT on FTD Processing

- Single NAT rule table (matching on a first match basis).

- Uses a simplified “Original Packet” to “Translated Packet” approach:

rigina acket ransiates acket
r Original Pack Y g T lated Pack )
# Direction Type Source Destination Original Original Original Translated Translated Translated Options

Interface Obj... Interface Obj... Sources Destinations Services Sources Destinations Services
¥ NAT Rules Before \
1 & Static o, inside . ) 1Pv4-Host-192.168.1.10 IPv4-Host-192.168.1.155 &) 1Pv4-Host-128.107.1.242 (58 IPv4-Host-128.107.1.155 @} Dnsifalse &7
2 & Static . inside 2 pubdmz =8 1Pv4-10.1.2.0-29 M a n ua I NAT =8 1Pv4-10.120.1.0-24 ) Dns:false P [{
3 & Static o, inside s pubdmz &8 1Pv4-Host-10.120.2.100 &8 1Pv4-Host-10.120.2.100 @} Dns:false 7§
¥ Auto NAT Rules
- » Dyna.. o inside oy outside &8 1Pv4-10.120.1.0-24 @ Interface d# Dns:false 7 [
2 & Static 5, inside 5o, outside 58 1Pvd-Host-172.16.25.200 58 1Pvd-Host-128.107.1.200 @ Dns:false &7 @

¥ NAT Rules After

- NAT is ordered within 3 sections.
- Section 1 - NAT Rules Before (Manual NAT)
- Section 2 - Auto NAT Rules (Object NAT)
- Section 3 - NAT Rules After (Manual NAT - Not Typically Used)

cisco éq/ /
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Manual NAT Use Case

Static NAT 192.168.1.10 =

t0 128.107.1.242 - 128.107.1.155

Add NAT Rule ? X

NAT Rule: Insert: In Category ¥ | NAT Rules Before |v

Tvpe: Enable

Description:

(=l = we  Translation  PAT Pool  Advanced

Available Interface Objects €& Source Interface Objects (1) Destination Interface Objects (1)

| 4, search by name | I“;L' inside [jll I.,T.’—. outside I

iaw outside

<t predmz | add | Add NAT Rule 7 x

sas pubdmz

2 inside NAT Rule: Manual NAT Rule v Insert: In Category ¥ || NAT Rules Before | ¥

sma diversion Type: Static = Enable

2w byod
Description:
Interface Objects Translaﬁon PAT Pool  Advanced
Original Packet Translated Packet
Original Source:* IIPV4-Hust-192.168.1.10 ¥ @ I Translated Source: (Address v

. . . IPv4-Host-128.107.1.242 =7 @
Original Destination: Address v
IPvd-Host-182 168.1.155 v|©® Translated Destination: IIPV4-Hust-123_107_1.155 » @I
Original Source Port: v @ Translated Source Port: v @
Original Destination Port: R @ Translated Destination Port: w @
| Ok ||  cancel |
.
cisco M/
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Access Control Policy
The glue that ties everything together

Access Control Policy

Prefilter |dentity

Policy Stoltey DNS Policy

Inspection Options
Access Control Criteria Action

Rule (to match) Intrusion Malware & File
Policy Policy

BRKSEC-2020 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public



NGFW Policy Types in FTD

Access Control | Specify, inspect and log network traffic

Intrusion Inspect traffic for security violations (including block or alter)
Malware & File | Detect and inspect files for malware (including block)

SSL Inspect encrypted traffic (including decrypt and block)

DNS Controls whitelisting or blacklisting of traffic based on domain
|dentity Collect identity information via captive portal

Prefilter Early handling of traffic based L1-L4 criteria

URL Policy: It is configured within the ACR

cisco M— BRKSEC-2020 © 2020 Cisco and/or i

its affiliates. All rights reserved. Cisco Public 69



Access Control Policy Overview

- Controls what and how traffic is allowed, blocked, inspected and logged

- Simplest policy contains only default action:

- Block All Traffic

- Trust All Traffic - Does not pass through Intrusion and Malware & File inspection

- Network Discovery - Discovery applications, users and devices on the network only
k - Intrusion Prevention - Using a specific intrusion policy

- Criteria can includes zones, networks, VLAN tags, applications, ports, URLs and
SGT/ISE attributes

- The same Access Control Policy can be applied to one or more device

- Complex policies can contain multiple rules, inherit settings from other access
control policies and specify other policy types that should be used for inspection

cisco M— BRKSEC-2020 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Access Control Policy Use Case #1 - Logging Tab
Allow MS SQL from inside to pubdmz

Add Rule

Name |Allow MS 5QL to pubdmz

Action |¢ Allow

M UoDEASE

Zones  Networks  VLAN Tags

o Users  Applications  Ports  URLs  SGT/ISE Attributes

| Denabied Insert

Inspection PLEGiH[LGE  Comments

O Log at End of Connection

File Events:
Log Files

Send Connection Events to:
I Event viewer

Ll syslog Sele
O snme Trap

cIsco M/

Logging will increase the number

of events the FMC must handle.

Be sure to consider your logging
requirements before logging
connection events to the FMC

BRKSEC-2020
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Logging Considerations for Large Deployments

1 FP4150 = 200K CPS

Policy With Full Logging: —
10x FP4150s = 2M EPS 1x FMC4600
Rated for 20K EPS

Total = 10x FP4150s

! W /
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Logging Design for Large Deployments

Security Events

Syslog or eStreame
6.3: Connection / Intrusion Events

6.4: Connection / Intrusion / File / File Malware Events

\ 4

SIEM

Radar F:*LogRhythm

Syslog

Zones  Networks VLAN Tags & Users Applications Ports URLs  SGT/ISE Attributes Inspection Logging Comments
Log at Beginning of Connectionl .
S —— Uncheck - Even when unchecked, security
Hio oo events and security related connection

Lotz events are always sent to FMC
Send Connection Events to:
Event Viewer I
Syslog Server (Using default syslog configuration in Access Control Loggr'ng)IShow Overrides
SNMP Trap |SeWget an SNMP Alert Configuration... v @

Check to enable syslog directly from FTD

. W /
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FTD 6.3+ - Logging Tab in Access Control Policy

Allows more global control of syslog and more flexible syslog settings

Rules  Security Intelligence  HTTP Responses Advanced

Default Syslog Settings:

The following configuration will be used for all syslog destinati i jis A icy and all i ded Prefilter and In jon policies unless explicitly
idden. . . .
S Applies to all devices. Syslog connection
| ¥ send using specific syslog alert] ™ log format will change after FTD (not Summary
Syslog Alert SIEM MB:] FMC) is upgraded from pre-6.2.3 to 6.3+ EALAEEIITEELLILTY
Send using syslog alert 'SIEM'
I FTD 6.3 and later: Use the syslog settings configured in the FTD Platform Settings policy deployed on the devicel Al othes devices
Syslog Severity | INFO v ] Send using syslog alert 'SIEM'
Allows you to have different syslog
File and Malware Settings servers per region (NAM, EU,
[ send Syslog messages for File and Malware events APJC) bUt Stl” use the sSame pO“Cy

Show Overrides

cisco M /
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SSL Policy Overview

- Controls how and what encrypted traffic is inspected and decrypted

-_Simple policy blocks all encrypted traffic that uses a self-signed certificate
- Actions are: \

- Decrypt - Resign - Used for SSL decryption of public services (Google, Facebook, etc.)
- Decrypt - Known Key - Used when you have the certificate’s private key

- Do not decrypt

- Block

- Block with reset

\- Monitor /

- Many actions can be taken on encrypted traffic without decryption by inspecting the
certificate, distinguished name (DN), certificate status, cipher suite and version (all
supported by FTD)

cisco M— BRKSEC-2020 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 93



Setting Up an SSL Policy

Step #1 - Import Root or Certificates (If Doing Decryption)

Overview Analysis Policies Devices [elsJ=lo43 Deploy System Help v Cisco_Backend \ Cisco_SOC \ schimes v

Object Management Intrusion Rules

Internal CA certs w/ private key that can be used to speef
‘ resign public certificates. Used for “Decrypt — Resign”.

4 UPKI

Cisco_dCloud_Root_CA_1 Global CN=Cisco dCloud Class 3 Root CA 1 -4
Trusted CAs

) External Certs CAs that are trusted. SSL policy can specify clients

can only connect to sites signed by these CAs

[~ ] cert Enrollment
% Internal CA Groups

& Trusted 0a Groups Certs that are trusted. SSL policy can specify
2 Internal Cert Groups clients can only connect to sites with these certs

% External Cert Groups

Internal certs w/ private key that can be used for decryption
without resigning. Used for “Decrypt — Known Key”.

cIsco ég/ /
&- BRKSEC-2020 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 94



Setting Up an SSL Policy

Example: Create the SSL Rule

Add Rule

Name [ Black Self Signed Certificates

Action ‘E’ po not decrypt |"
Iﬁ Decrypt - Resignq——‘
(3 Decrypt - Known Key

Users

Applications  Ports

Category  Certificate DN Cert Status

Cipher Suite  Version

=$ Do not decrypt

i prtdr | Monitor

iah pubdmz
som inside

a . .
sun diversion

sam byod

cIsco M/

Add to

Source

Add to
Destination

Source Zones (0)

Destination Zones (0)

For servers you control

BRKSEC-2020
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SSL/TLS Hardware Acceleration

Technically always TLS, but is called SSL in pre-6.4 versions

- TLS hardware acceleration consists of
three components (simplistically):
. TLS Proxy Session Setup Application Data

] . Encrypt/Decrypt Encrypt/Decrypt
Session Setup Encrypt/Decrypt (Asymmetric Key) Syrrmeie ey

- Application Data Encrypt/Decrypt

- TLS Proxy is always done in software TLS Proxy

- Encrypt/Decrypt can be done in (Software Only)

hardware on:
- Firepower 4100/9300 series (6.2.3+)
- Firepower 1000 (6.4+) & 2100 series (6.3+

cisco M/

Network Data
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NTP Config #1 - FXOS

A leading cause of “no events are showing up in my FMC”...

Overview Interfaces Logical Devices Security Engine JaEIRlsnR={=aiyilel

System Tools Help admin

* NTP R s Current Time
S5H
SNMP Set Time Source
HTTPS ©) Set Time Manually
AAA Date: 01/28/2019 [A (mm/ddfyyyy)
Syslog
Time: 4 w (|7 ¥ | |PM ~  (hh:mm)
DNS

FIPS and Common Criteria
Access List
MAC Pool

Get System Time

FXOS does not sync time
NTP Server Authentication: [] Enable from FMC Use the Same
NTP servers as FMC

Resource Profiles
Chassis URL

172.18.108.15 Candidate e
172.18.108.14 & @

Ensure the Server Status is
Synchronized

@ Use same settings on Firepower Management Center manaaging this application in case you are running a Firepower Threat Defense Device.

|Save | |Car|ce| |

cIsco ég/&/
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NTP Config #2 - FMC for Non-FXOS Devices

A leading cause of “no events are showing up in my FMC”...

Overview Analysis Policies

Device Management NAT

Threat Defense Policy

Enter Description

ARP Inspection
Banner
DNS
External Authentication
Fragment Settings
HTTP
ICMP
Secure Shell
SMTF Server
SNMP
55L
Syslog
Timeouts
* Time Synchronization
UCAPL/CC Compliance

VPN v

System Help v

AN Objects | AMP  Intelligence

QoS Certificates

Platform Settings FlexConfig

=
For FTD, defined in a Threat Defense policy

admin v

rE Policy Assignments (&)

For legacy Firepower, defined in a Firepower policy

l @ Via NTP from Management Centerl
© Via NTP from

Set My Clock

@ This setting is unsupported on firepower 9300 and Figepower 4100 platforms.
Please use Firepower Chassis Manager instead to set NTP time synchronization.

devices are added

Using “Via NTP from the
Management Center” is the default

and general best practice for non-
FXOS devices (e.g. FPR2100)

Ensure all the necessary/new

cIsco ég/&/
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NTP Config #3 - FMC lItself

A leading cause of “no events are showing up in my FMC”...

Overview Analysis Policdes Devices Objects | AMP Intelligence Deploy System [EETRANFTLTR
Configuration Users Domains Integration Updates Licenses v Health » Monitoring v Tools v
| Save |

Shell Timeout
Time Serve Time via NTP Enzbled
» Time Synchronization

) Use the same NTP servers as
) Manually in Local Configuratiog

User Configuration Set My Clock e used for the FXOS devices
VMware Tools 172.18.108.15,172.18.108.14

Vulnerability Mapping
Web Analytics

cisco éq/ /
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Organizing Access Control Rules

cisco éq/&/



Policy Management - Categories

- All access control policies contain two categories - Mandatory and Default
- Customer categories can be created to further organize rules

- Note - After you create a category, you cannot move it. You can delete it, rename it,
and move rules into, out of, within, and around it

Uia ©“aH=

} Mandatory - Europe Data Center Policy (-)

. Present by default, can’t be deleted
w Default - Europe Data Center Policy (-)

» Blanket Rules (-) o O
» SAP Rules (-) S User created categories s
» Active Directory Rules (-) o O

Default Action Access Control: Block All Traffic e .
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Policy Management - Inheritance

- Allows an access control policy to inherit the = Global Policy Global Domain
access control rules from another policy. Branch Policy
- Two types of sections in an policy: = Data Center Policy 2nd evel Domain

- Mandatory - Processed before any rules in a Americas Data Center Policy
Child pO”Cy Europe Data Center Policy

- Default - Processed after all mandatory rules Enterprise Edge Policy
and after any default rules from child policies

3rd Level Domain

/ Leaf Domain

Mandatory - Global Policy (-)
Mandatory - Data Center Policy (-)
Mandatory - Europe Data Center Policy (-)

Example of what the Europe Data :
Default - Europe Data Center Policy (-)

Center Policy will look like in the
Access Control Policy Editor

Default - Data Center Policy (-)

»
»
;
b
>
»

Default - Global Policy (-)

Default Action

cisco éq/ /
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Policy Management - Multi-Domain Management

- Multitenancy for the Firepower management console
- Maximum of 50 (6.0+), 100 (6.5+) or 1024 domains (via expert mode in 6.5+)
- Maximum of 3 levels deep (2 child domains)
- Segments user access to devices, configurations and events
- Users can administer devices in that domain and below

- Devices are assigned to a domain Global Domain

EMEA

Americas Domain :
Domain

- Uses in the Enterprise:

- Force a policy to apply to all firewalls in a domain Edge DC
- Limit user visibility to only select devices and events Domain ]| Domain

- Delegate admin control while maintaining global visibility/control

cisco é@/ /
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Policy Management - Object Overrides

- Allows an object to be reused on multiple firewalls, but with different meanings

- Networks, Ports, VLAN Tags and URLs all support overrides

New Network Objects ? X
Example use cases: Name: ——

» Selectively override an object Description:
on the few devices that need a

Default value, can
different value — Eoron be left empty

* Create an e”.‘pty. ObjeCt.’ SO fg;?eaﬁﬂ;pgddﬂp%p;ddmmm Enable overrides
that an override is required for | Allowoverides: [

every firewall override (2)
. Overridden values
« Create a default value in the

global domain, but allow
subdomain administrators to
override the default value

FP2130-1 203.0.113.0/24 Network

ASA5515-FTD-1 198.51.100.0/24 Network
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Designing Your Access Control Policy

Prefilter Policy (no AVC/IPS/AMP) - Prefilter rules are the fastest
Layer 1-4 block rules * Any rules that are layer 1-4
and/or based and traffic that does not
Layer 1-4 allow rules for medium/long* lived flows (e.g. allow backups) need security inspection (e.g.
backup traffic) should be placed
. in the prefilter policy for best
ACCGSS ContrOI POI|cy performance
L 1-4 block rul .
= and,;)f b « Rule order in Access Control
Layer 1-4 allow rules for short lived** flows (e.g. allow Umbrella DNS) Policy is not strictly required
Layer 5 block rules (e.g. block servers with self signed certificates) ‘ Le_ads to the fastest blocking
and/or with the fewest number of
Layer 7 URL block rules (e.g. block URL category Adult) transmitted packets
Layer 7 application block rules (e.g. block Office 365) *length of flow does not matter on
ASA/FPR1000/FPR2100

Targeted layer 7 allow rules (e.g. allow HTTP with tailored AMP policy)

**length of flow only matters on
Generic layer 7 allow rules (e.g. allow all traffic with generic IPS policy) FPR4100/FPR9300

cisco M/
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Best Practices Docs

NGFW Policy Order of Operations

NGFW Basic Policy Creation for Firepower ol l Il l I Policy Management Table of Contents:
CiIsco. 1. Access Policies

]

CISCO. - Rationalizing

- Connection Logging

NGFW Policy Order of Operations  Blocking Bad Trafhc

- Determining What Needs Encryption

Basic Policy Creation for Firepower

2. IPS Policies
First Published: May 22, 2018 « Testing Policies
First Published: May 25, 2018 Last Updated: May 22, 2018 - Leveraging Firepower Recommendations

+ Deploying Strict Controls
- Leverage X-Forwarding
+ Fine-Tuning Rules

Last Updated: January 30, 2019

3. Malware Policies

Table of Contents 4. SSL Policies

Policy Order of Operations 2 i Identity Policies

Introduction: Purpose 2

Policy Firewall: Funnel Approach (Threat tornado) 2 6. Network Analysis Policies
Common Misconceptions 3
Table of Contents Firewall Funnel Model 3
Document Scope: Order of Operations Best Practices 4
Traffic Flow Overview Path of the packet and policy checkpoints 6
Security Intelligence: Best practices for policy ordering 7
Access Control Policy: Policy Inheritance 7

Building an access control policy:

Adding Rules to Access Control Policy 4

https://explore.cisco.com/ngfw_ftd_common-practices/ngfw-ftd-policy-mgmt
https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/Self-Help/Basic_Policy Creation _on_Cisco Firepower Devices.pdf
. / https://www.cisco.com/c/dam/en/us/td/docs/security/firepower/Self-Help/NGFW_Policy Order of Operations.pdf
cIsco 4’4{/&
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Firepower Threat Defense High Availability

Supported on all physical models and ESXi
Stateful Active/Standby failover only
All features are supported with failover

Both NGFWs in pair must be identical in

software, memory, interfaces and mode ?\Iaél;w
On FPR9300, failover is only supported (standby)

Across blades in different chassis
In non-cluster mode

Long distance LAN failover is supported if
latency is less than 250 ms
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Firepower Threat Defense High Availability (Part 2)

Two nodes connected by one or two
dedicated connections called “failover links”
* Failover and state

« (Can use the same link for both

« Best practice is to use a dedicated link for each

/)
if possible Primary ERC2M  Failover

. . . , . NGFW Kd
When first configured, Primary’s policies are (active) Eesss=s

synchronized to Secondary

Configuration/policy updates are sent to
current active node by FMC

Active unit replicates policies to standby

Backup
NGFW
(standby)

State

cisco ég/ /
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How Failover Works

Failover link passes hellos between active
and standby units every 15 seconds
(tunable from 200 msec - 15 seconds)

Failover

State

cisco é@/ /
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How Failover Works

cisco M/

Failover

State

After three missed hellos, local unit sends
hellos over all interfaces to check health of its
peer — whether a failover occurs depends on

the responses received

If no response...

BRKSEC-2020
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How Failover Works

Failover

State

cisco M/

Local unit

/L

Secondary
FTD
(active)

If no response...

becomes active

BRKSEC-2020 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public
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HA with Interface Redundancy

Before... After with redundant interfaces

-

Primary ( :) Failover =i Failover
FTD U 4
(active) State i
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HA with Interface Redundancy

Before... After with redundant interfaces
Failures @ @

. Still no FAILOVER

Port Channel feature makes this concept somewhat obsolete if switches support VSS/vPC

cisco é@/ /
&- BRKSEC-2020 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 129



Deploying Active/Standby Failover - Secondary [Ps

Required to send hellos between data interfaces

Edge-FW

Cisco ASAS506W-X Threat Defense

High Availability Configuration

Summary High Availability Devices Routing  Interfaces  Inline Sets DHCP

You have unsaved changes

High Availability Link

Interface
Logical Name
Primary IP
Secondary IP
Subnet Mask

IPsec Encryption

Monitored Interfaces

E byod

= redundant2
= prtdmz

E outside

E diversion

E pubdmz

cisco M/

10.255.255.254

10.151.100.254

128.107.1.128

10.2.1.254

10.150.1.254

Edit byod

Monitor this interface for failures

Edit interfaces to
? %] add standby IP
addresses for better

Interface Name: byod
Active IP Address:  10.255.255.254

Maslc: 24

Standby IP Address:fl 10.255.255.253

interface monitoring

172.31.1.6

255.255.255.252

QK | [ Cancel

X X X X X x
% R %R SN
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Deploying Active/Standby Failover - MAC Address

For stability, set virtual MAC address

Edit Sub Interface

Name: OUTSIDE Enabled
Security Zone: |OUTSIDE v

Description:

General w4 TPve

ARP  Security Configuration

Active Mac Address: 3a3a.aaaa.aaald

Standby Mac Address: aaaa.aaaa.aaad

DNS Lookup: [

Not required
functionally, but

best set for stability

cisco M/

Why? Traffic disruption due to MAC
address changes:

- If the secondary unit boots without
detecting the primary unit, the
secondary unit becomes the active
unit and uses its own MAC
addresses. When the primary unit
becomes available, the secondary
(active) unit changes the MAC
addresses to those of the primary.

- If the primary unit is replaced with
new hardware, the MAC addresses
from the new primary are used.
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FTD Clustering Overview



FTD Clustering Basics

- Designed to solve two critical issues with firewall HA:

- Aggregates firewall capacities for DC environments (bandwidth,
connections/sec, etc.)

- Provides dynamic N+1 stateful redundancy with zero packet loss
/RQUQAIQ
- Two types of clustering: H"“/ ~Sco.loble
. Intra-chassis clustering - Supported (9300 only) Availodle
- Inter-chassis clustering - Supported (4100 or 9300)
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FTD Clustering Types with FP9300

FTD Inter-Chassis Cluster
* Cluster of up to 6 modules (across 2 — 6 chassis)
* Off-chassis flow backup for complete redundancy

FPR9300 Chassis 1 \ / FPR9300 Chassis 2

Cluster
Cluster

FTD Intra-Chassis Cluster
* Modules can be clustered within chassis

* Bootstrap configuration is applied by Supervisor
cisco M/
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Inter-Chassis Clustering

- All NGFWs in cluster must be identical: Clustered |

« 9300 - modules must be the same type. Ex: SM40 with SM48
« 4100 - chassis must be the same model

Outside

. Domain Domain

-« Only Spagned EtherChannel mode (L2) is . i
SUppOrte ?ﬂa:é{ : - Sﬂ ‘I:gg;'r;gale

- Equal-Cost Multi-Path (ECMP) mode (L3)is W\ | e

not supported

- Requires at least FXOS 2.1.1 and FTD 6.2

- Not yet supported with Multi-Instance. Targeting
FTD 6.6 and FXOS 2.8.1 releases

293332

For practical purposes, use

FXOS 2.6.x and FTD 6.4.0.x

cisco M/
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Cluster Scalability = FTD 6.4.0.7 Example

54G ——y
30M YU -\ 108M
@_ L] '@-
=
-~

Sessions p) Sessions
L.~

m—
200K cps 2 6 + 600K cps

100% with no

Bandwidth

2 Firepower 9300s w/ 6 Total SM-44 Modules at 54 Gbps 2> 226 Gbps of throughput

Concurrent Sessions

2 Firepower 9300s w/ 6 Total SM-44 Modules at 30M - 108M concurrent sessions

New Connection Rate

2 Firepower 9300s w/ 6 Total SM-44 Modules at 300K > 900K connections/sec

70% Avg. R

Asymmetry*

cisco W /
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Correct Use of EtherChannels When Clustering
with VPCs

= Data Plane of Cluster MUST use
cLACP (Spanned Port-Channel)
VPC ldentifier on N7K must be
the same for channel
consistency

CL MASTER_-’ — CL SLAVE __' — . CLSLAVE I®_ FTD x Node Cluster

D Port-Channel 32

N7K VPC 32
Cluster Data Plane

Cluster Control Plan

= Control Plane [Cluster Control
Link] of Cluster MUST use
standard LACP (Local Port-

N7K VPC 41

Channel) N7K VPC 40
= Each VPC Identifier on Nexus 7K LACP - Local Port Channels
is unique
e — “» . FTD Port-Channel 48
= Port Channel |dentifier on FTD ©- - @-
defaults to 48 CLSLAVE = € S CESLAVE __'. — CL SLAVE __l. - FTD x Node Cluster

cisco W /
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Data Center - Cluster Connectivity Preferences

Same Model Switches Different Model Switches

 Single EtherChannel for - Two EtherChannels to - Two EtherChannels to
the inside and outside different switch pairs different switch pairs
« Same model switch - Different model switches

cisco W /
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Data Center - Using 2 Different Switches

Switch Port Numbers Matter
Ascending
Order

EtherChannel RBH values are sequentially allocated
in ascending order starting from the lowest
numeric line card and port ID.

For best cluster performance, keep traffic
symmetric and off the CCL:

- Use a symmetric hashing algorithm

. Use fixed RBH allocation for EtherChannels

e.g. port-channel hash-distribution fixed on
Nexus 7K and Catalyst 6500

- Links should be connected in matching
ascending order on each switch Ascending

Configuring Load Balancing Using Port Channels in Nexus 7000 Series NX-OS Interfaces Configuration Guide:
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/interfaces/configuration/guide/b-Cisco-Nexus-7000-Series-NX-

OS-Interfaces-Configuration-Guide-Book/configuring-port-channels.html
cisco M/
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PAT in Clustering for Internet Egress

PAT pool is uniformly distributed to all cluster members at IP level

Multiple app connections load- . _
balance to different cluster members PAT Pool: 192.168.1.200-201
with symmetric etherchannel hashes ’

TCP:192.168.1.201/24109

FTD Cluster

High Security
Web App

< —{©]

ERROR: multiple app connections come
from different source IP addresses

Use src-ip hashing on client side switch to keep NAT IPs consistent

Multiple app connections load-
balance to same cluster member
with src-ip etherchannel hashing

PAT Pool: 192.168.1.200-201
TCP:192.168.1.200/10001

TCP:192.168.1.200/10002

TCP:192.168.1.201/10001

FTD Cluster

High Security
Web App

~1¢]
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Other PAT with Cluster Best Practices

- Ensure there are as many or more IPs in the PAT pool as there are cluster

members or required for translations

« 4 cluster members = 4+ [Ps in PAT pool, 8+ is ideal
- 250k translations = 4+ IPs in PAT pool, 8+ is deal

- Use flat port range option

- Stops FTD from prematurely moving to next
PAT IP due to high low port range usage

- Helps keep PAT IP pool IP distribution even
across the cluster members (each unit owns
one or more IP)

1=511 1024-65535

Edit NAT Rule

NAT Rule: Manual NAT Rule v Insert:
Type: Dynamic v | Enable
Description:

Interface Objects  Translation FLESE-L0 08 Advanced

In Catego

Enable PAT Pool
PAT: Address ¥ | | Cluster-PAT-Pool

~ Use Round Robin Allocation
~ Extended PAT Table
Flat Port Range

~ Include Reserve Ports

v

512-1023 =65535

1024-65535 1024-65535

1024-65535

These ranges can fill up quickly if
NTP, NETBIOS, etc. is allowed

NAT Details: https://www.cisco.com/c/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-v64/network_address_translation__nat__for_firepower_threat_defense.html
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FMC Clustering Improvements with FTD 6.3

Discovery of cluster nodes is now automatic in FMC

FTD 6.2.3 - 6 Node Cluster Setup FTD 6.3+ - 6 Node Cluster Setup

Add Device #1 Add Device #5
in FMC in FMC

Add Device #1
in FMC

Add Device H2 Add Device H6
in FMC in FMC

Devices #2 - #6 Automatically

Added to Cluster in FMC

Add Device #4 Automatic discovery of nodes applies
in FMC to both initial setup and additions

cisco M/ _ i _ .
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Set Cluster Control Link (CCL) MTU

Avoids fragmentation after encapsulation on CCL

v Analysis Policies JEUCE Objects ==Rddi_lotolicons System Help v admin v

Edit Ether Channel Interface ? %

Device Management NAT VPN ¥ QoS Pla

FPR4K

Cisco Firepower 4110 Threat Defense

B (O]

Cluster Device Routing Inline

T @ srcoene | © sstices
C P e e

] Ethernet1/7 diag . e ] ciee - o100 &
e ¢ Port-channel3 - a8) &
e B Port-channel3.30 out 30.0.0.2/16(Static) |
e B Port-channel4 &
5] B Port-channel4.10 INS: 10.0.0.2/16(Static) 7 8
S FS—- Set MTU at 100 y

bytes above
highest data MTU

1-6 of 6 interfaces | < Page 1 of1 > M &

OK Close |

cisco M /
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Pro-Tip - Set Virtual MAC Addresses

For stability, set Active Mac address, especially if using non-interface NAT IPs

Edit Sub Interface ?

Mame: COUTSIDE

Enabled Management Only

w

Security Zone: | OQUTSIDE

Description:

General  IPv4  IPvb

x

ARP  Security Configuration

Active Mac Address: Iaaaa.aaaa.aaaB I

Standby Mac Address:

]

DNS Lookup:

Not required, but more
stable if set. For clustering,

only Active Mac Address
needs to be set.

| oK || cancel |

cIsco ég/&/

Why? Traffic disruption due to
MAC address changes:

« On boot, the MAC addresses of
the master unit are used across
the cluster. If the master unit
becomes unavailable, the MAC
addresses of the new master unit
are used across the cluster.

« Gratuitous ARP for interface IPs
partially mitigates this, but has no
effect on NAT IPs.
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FTD Multi-Instance Intro

Next generation replacement for ASA Multiple Context Mode

Create multiple logical devices on a single module or appliance
- Instances are truly virtual (unlike ASA contexts), leveraging Docker containers
- Dedicated resources allows for traffic processing and management isolation

Each container instance runs its own FTD software version

Physical, logical and VLAN separation provided by chassis supervisor
I

Internet Firewall DMZ Firewall DC Firewall
FTD 6.4 FTD 6.3.0.3 FTD 6.3.0.3
6 CPU 6 CPU 10 CPU

Firepower 4100 or Firepower 9300

cisco W /
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FTD Multi-Instance Key Details

- Requires FTD 6.3+
- Supported on Firepower 4100 and 9300 hardware only
-« Supports inter-chassis HA for high availability only

- Supports hardware crypto:
- 1 instance/module (FTD 6.4+)
- 16 instances/modules (FTD 6.5+)

FTD Docker Container

Snort Management
« Maximum of 54 instances per chassis

- Not yet supported, but planned: Firepower Module or Appliance

« Clustering
+ Flow Offload
- Overlapping IP addresses across instances managed by a single FMC

cisco M /
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Instance Counts by Platform

4110 22 3 4115 46 7
4120 46 3 4125 62 10
4140 70 7 4145 78 13
4150 86 7
9300 w/ 1 x SM-24 46 7 9300 w/ 1 x SM-40 78 13
9300 w/ 1 x SM-36 70 11 9300 w/ 1 x SM-48 94 15
9300 w/ 1 x SM-44 86 14 9300 w/ 1 x SM-56 110 18
9300 w/ 3 x SM-24 46 21 9300 w/ 3 x SM-40 78 39
9300 w/ 3 x SM-36 70 33 9300 w/ 3 x SM-48 94 45
9300 w/ 3 x SM-44 86 42 9300 w/ 3 x SM-56 110 54
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Network Interfaces

- Supervisor assigns physical, EtherChannel, and VLAN subinterfaces
« FXOS supports up to 500 total VLAN subinterfaces
- FTD can create VLAN subinterfaces on physical/Etherchannel interfaces

- Each instance can have a combination of different interface types

Data (Dedicated) Data-Sharing (Shared) Mgmt/Firepower-Eventing

FTD Instance A FTD Instance B FTD Instance A FTD Instance B

FTD Instance A FTD Instance B

Supported Firewall Modes: Supported Firewall Modes: Supported Firewall Modes:
Routed, Transparent Routed Routed, Transparent
Supported Usage: Supported Interface Usage: Supported Interface Usage:
Routed, Transparent, Inline, Passive, HA Routed (no BVI members), HA Management, Eventing
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Interface Scalability Best Practices

Max. 10 shared interfaces per instance

In order of preference: EthiA 12 18 14 15 16 17 18 19 1H0
T rY—‘ Max. 14 instances
per shared interface

Use non-shared interfaces or subinterfaces

&>

Share subinterfaces instead of
physical/port-channel interfaces

- e.g. Po1.100, P02.200, Po3.300
instead of Po1, Po2 and Po3

Share subinterfaces under a single
physical/port-channel interface

« e.g. Share Po4.100, Po4.200, Po4.300
instead of Po1, Po2 and Po3

Share physical ports or port-channels

Instance 1

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos261/cli-
guide/b_CLI_ConfigGuide_FXOS_261/interface_management.html
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Alternatives to
Multi-Instance
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Use Cases for Multi-Tenancy

Routing Table Resource
Separation Sharing

Independent and/or Oversubscription of
overlapping IP spaces firewall resources

Traffic Processing Policy Management Management
Isolation Simplification Separation

Compliance separation Smaller policy views that Independent
and tenant resource are managed by a single management of firewall
overflow protection administrator partitions
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Multi-Tenancy Use Case Mapping to FTD

Policy
Simplification Only

Routing
Separation Only

Independent Traffic Processing
Management Isolation

Resource Sharing

FMC Zones
& Categories

Future FTD Multi-
Release Instance Mode
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&' BRKSEC-2020 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 195



Zones and Categories for Policy Management
Migrate ASA contexts to FTD, without FTD Multi-Instance

Multi-Context Mode ASA

P05.301 Inside Context A = Outside = P05.302

P05.303 Inside Context B Outside = P05.304

P05.305 = Inside Context C = Outside = P05.306

P05.307 Inside Context D = Outside = P05.308

cisco M— BRKSEC-2020 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 196



Zones and Categories for Policy Management
Migrate ASA contexts to FTD, without FTD Multi-Instance

P05.301 Context A g Outside g P05.302

Define the context
interfaces as zone objects

h-_g Network
Port
i - i % Context-A-Insid Security Zone, Switched
Interface
4 = FPR4K08-3)
&7 Tunnel Zone W
- Po5.301
i Application Filters
< VLAN Tag ’l % Context-A-Outside ecurity Zone Switched
>4
;.l Security Group Tag 4 ‘il-_g FPR“KUE"}‘Y
@ urL ¥ pos.z02
@ Geolocation s % Context-B-Inside Security Zone Switched
&) Time Range i S8 Context-B-Outside Security Zone Switched
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Zones and Categories for Policy Management
Migrate ASA contexts to FTD, without FTD Multi-Instance

P05.301 Context A gg Outside g P05.302

Define the context
interfaces as zone objects

m Security Intelligence  HTTP Responses  Logging  Advanced
#R Filter by Device

Group the rules that
were in an ASA

ConteXt |n a Category w “andatory - Context Like Management (1-3)
l;.-_g Network
Forort Iv Context A (1-2) I
o
2 & Context-A-Inside Security Zone Switched " ) .
“ Interface 1 Permit HTTF B Context-A-Inside %y Context-A-Outside Any Any
: 4 =2 FPRAKO0E-3-A
27 Tunnel Zone - - e Ar
1:33. W Pos.301 2 Deny Any B4 Context-A-Inside B Context-A-Outside Any Any
Application Filters
4 Context-A-Outside Security Zone Switched
% VLAN Tag % ty w Context B (3-3)
‘ Security Group Tag 4 ‘i'l-_g FPR4KOS-3-A . . .
@ URL W pos.z02 3 Pemit All % Context-B-Inside % Context-B-Outside  Any Any
|§J Geolocation [ ?g Context-B-Inside Security Zone Switched » Context C (-)
@ Time Range i S8 Context-B-Outside Security Zone Switched » Context D (-)
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Zones and Categories for Policy Management
Migrate ASA contexts to FTD, without FTD Multi-Instance

Context A g Outside g P05.302

m Security Intelligence  HTTP Responses  Logging  Advanced
#8 Filter by Device

P05.301 Inside

Define the context
interfaces as zone objects

Group the rules that
were in an ASA

0 w Mandatory - Context Like Management (1-3)
v context in a category
l w Context A (1-2) I
& Port ; ' :
rl % Context-A-Inside Security Zone Switched " " "
“ Interface 1 Permit HTTP s Context-A-Insideflfy Context-A-Outside | Any Any
A% Tunnel Zone “ E'-_;l FPRAKOE-3-A ——— L
.ol W Fos.501 FDeny Any B Context-A-Insideflfs Context-A-Outside | 4ny Any
QApplicatian Filters

& VLAN Tag rl % Context-A-Outside Security Zone Switched

/

w Context B (3-3)

53:ﬁurit\r e ‘ Q:R:;U;Z_A 3 Pemit All /CDW:IE % Context-B-Outside  Any Any
Use the previously defined zones

[5] Geolocation > %8 Context-B-Inside
@Time Range

i 88 Context-B-Outside

as a source/destination in each rule

cisco M/
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Demo Scenario Logical Design

Edge DMZ Firewall

Internet Firewall DMZ Firewall
Inside
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Demo Scenario Logical Design

Edge DMZ Firewall

(Physical - L3)

Internet Firewall DMZ Firewall
(Instance - L3) (Instance - L3)
Inside

DC Firewall
(Instance - L2)
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Demo Scenario Logical Design

Edge DMZ Firewall

(Physical - L3)

Outside DMZ
Po3 Po4

Internet Firewall Inside DMZ Firewall
(Instance - L3) P05.100 (Instance - L3)
Inside
P05.301,P05.302

DC Firewall DC Servers
(Instance - L2) P05.303,P05.304
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Demo Scenario Multi-Instance Design

P05.301 P05.301
P05.302 P05.302
P05.303 P05.303
Po3 P05.100 Po4 P05.304 Po3 P05.100 Po4 P05.304

Internet Firewall DMZ Firewall DC Firewall Internet Firewall DMZ Firewall DC Firewall
FPR4K0O8-1-A FPR4K0O8-2-A FPR4K0O8-3-A FPR4K09-1-B FPR4K09-2-B FPR4K09-3-B

(Primary) (Primary) (Primary) (Secondary) (Secondary) (Secondary)

FPR4K08 FPR4K09

HA Link 1: Eth1/8.1001
HA Link 2: Eth1/8.1002
HA Link 3: Eth1/8.1003

cisco M/
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Steps Involved in Bringing up a Multi-Instance

Reinitialize Create Add

Upgrade FXOS Module in Instances in Instances to
DO DAON FMC

. W /
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Multi-Instance Setup - FXOS Upgrade

Upload and upgrade FXOS to 2.4.1+

Overview Interfaces Logical Devices Security Engine Platform Settings SO CON Tools Help  admin

Configuration Licensing Updates User Management

Available Updates | & Refiesh || Uploadimage | |Fiter.. X
fxos-k9.2.3.1.130.5PA platform-bundle 2.3(1.130) Installed 12/14/2018 \erified - Mon 28 1an 2019, 01 @6
cisco-ftd.6.2.3.83.csp ftd 6.2.3.83 Not-Installed 04/01/2018 @ 0
cisco-ftd.6.3.0.83.csp ftd 6.3.0.83 Not-Installed 12/01/2018 @6

Upload Image B The file is big (~1 GB) with no
Uploading ffxosko.2.4.1.214.5pA... | status bar. If you can, upload
Upload | |Clase..| from a local machine.

FXOS file on local machine
previously downloaded
from Cisco website

Pressing Close and staying
on the page does not stop
the upload. It will continue in
the background.

CISCO m/ BRKSEC-2020

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 206




Multi-Instance Setup - FXOS Upgrade

Upload and upgrade FXOS to 2.4.1+

If you uploaded via the CLI, use
Refresh to repoll for images

Success

i fxos-k0.2.4.1.214.5PA

Successfully Uploaded

Message will always appear when
upload is complete, even if you
pressed Close on the upload dialog

BRKSEC-2020 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 207



Multi-Instance Setup - FXOS Upgrade

Upload and upgrade FXOS to 2.4.1+

Upgrade/downgrade FXOS button

Update Bundle Image
] ) Please ensure Application
-

configuration is saved.All existing
sessions will be terminated and FCM will
not be accessible during the process.It
may take several minutes.Chassis will
reboot after upgrade, please re-login to
FCM after upgrade completes.

Selected version 2.4(1.214) will be
installed. Do you want to proceed?

Verify image integrity button

Yes Mo

After pressing Yes the upgrade process takes a while
(~15 min). Be patient and leave this page open.
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Multi-Instance Setup - FXOS Upgrade

Upload and upgrade FXOS to 2.4.1+ - If you are impatient

[l Interfaces Logical Devices Security Engine Platform Settings

F241T5-24-08-FPR4110-1 14.2.185.12

|:| Network Module 1
consoLe MamT  YUSE |!

FAULTS INTERFACES DEVICES
0(0) 18(18) 6 2 0
@ CRITICAL i, MAIOR @ pown @ ue @ cown

Severity ‘ Description

Y malor Power state on chassis 1 is redundancy-failed

|!||!||!| Network
POV L @i Power 2 |!||!||!||!|
Q _DNer Running E [ . _Dﬁer Unknown »

Y malor lan port-channel 4 on fabric interconnect A oper state: failed, reason: No operational mem...
v MAJOR lan port-channel 5 on fabric interconnect A oper state: failed, reason: No operational mem...

Y malor lan Member 1/6 of Port-Channel 5 on fabric interconnect A is down, membership: suspend...

Model:  Cisco Firepower 4110 Security Appliance Version: 2.3(1.130) Operational State: Power-problem

System Tools

Chassis Uptime 00:00:56:49

Expected version if you

refresh

the page before

the upgrade restart occurs

LICENSE INVENTORY
0 Smart Agent 1 6
@ ue @ UNREGISTERED | # Security Engine 2% Fans
‘ Cause ‘ Occurre... Time
power-problem 1 2018-01-25T20:39:51.821
operational-state-down 1 2019-01-26T22:17:32.651
operational-state-down 3 2019-01-28T12:43:35.587

membership-down

3

2019-01-28T12:44:29.727

Help admin

(OX>110]

2

#* Power Supplies

Acknowl...

no

no

no

no

cisco M/
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Multi-Instance Setup - FXOS Upgrade

Upload and upgrade FXOS to 2.4.1+ - If you are impatient

Validation Error

K) Error communicating with SSP
Backend

[6).4

Expected message if you
refresh the page before
the upgrade is complete
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Multi-Instance Setup - FXOS Upgrade

Upload and upgrade FXOSto 2.4.1+

L) Y ~ OOAAONAARRS [Fos.
..00..‘.‘.‘.‘.0 .‘0 .‘ .‘. Upgrade is complete
&) 0 ‘ when you are prompted to

“ ‘0 log in again.

s il
" Firepower
— Cha58|s l\/lana

re now s ssfully logged out
) ‘

cisco M /
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Multi-Instance Setup - Module Reinitialization

Required to support Container instances

Overview Interfaces Logical Devices RGNy @EiLILHN Platform Settings

System Tools Help admin

Hardware State Service State Power Application

9 up e online O on Cisco Firepower Threat Defen.. ™% Q%

[ Reinitialize Security Engine

Reinitialization required after FXOS
upgrade to support Multi-Instance.

Overview Interfaces Logical Devices giEailfis'#=ZLiILWGE Platform Settings System Tools Help admin

Hardware State Service State Power Application

@Up .Of‘ﬂine \ QOI‘I Cisco Firepower Threat Defense -i{}@.
Module is Multi-Instance ready when ‘ Reinitialization typically takes ~5 minutes
you Service State returns to Online ypIcally

Overview Interfaces Logical Devices JE{dll LGN Platform Settings System Tools Help admin
Hardware State rvice State Power Application
@ Up @ online QOI‘I Cisco Firepower Threat Defense -g{)@.

cisco M/
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Multi-Instance Setup - Configuring Interfaces
Adding Data-Sharing Interface for FPR4K08-1-A and FPR4K08-2-A

System Tools Help admin

Overview QEUIGIELNCEE Logical Devices Security Engine  Platform Settings

(VB G- Hardware Bypass

. Add Subinterface 7% |
pats [~

Data interfaces can be =
. M 0 3
used by a single instance N

Fiter.. x

failed

Data-Sharing interfaces

suspended
can be shared across Lo L cenel T epended
interfaces. Physical Pl " s s =
interfaces, port-channels New in 6.3 is the option to
and subinterfaces can all . . f‘dd sublnterfacei
be set to Data-Sharing "
suspended
(& Etherneti/e e
[@ ethernet1/7 mgmt 1gbps 1gbps Full Duplex no up &0 &
(i) Ethernetl/8 data 10gbps 10gbps Full Duplex no up @D &
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Multi-Instance Setup - Configuring Interfaces
Adding Data-Sharing Interface for FPR4K08-1-A and FPR4K08-2-A

Overview @iNGIar-lo-E8 Logical Devices Security Engine Platform Settings System Tools Help admin

[V 0 3 Hardware Bypass : :
Add Subinterface % ;
© Add ~ | |Filter.. Ed
Physical interface for the = pata-sharng ’ =
. Port-channels v
subinterface | - &0
Subinterface 1Dy ;
d hanne 10gbps 10gbps failed m i E
Subinterface ID used by - T supended
FXOS and FMC | LT svspenes
4 Udld ugups Full Duplex no failed (A ®) & &
External VLAN. Does not suspended
d to match Sepenee
- c nee_ Full Duplex no failed &0 el
Subinterface ID. o
@] Ethernetl/e suspended
@] Ethernet1/7 mgmt 1gbps 1gbps Full Duplex no up &0 &
@] Ethernetl/s data 10gbps 10gbps Full Duplex no up m f
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Multi-Instance Setup - Configuring Interfaces

Completed Interface Configuration

Overview QiNGIar-lo-E8 Logical Devices Security Engine Platform Settings

System Tools Help admin

—
=]

- . : Dedicated port-channel to s
MGMT anagemen
be used on FPR4K08-1-A
" W Part-channel3 data failed & & &
| Feorchenels  dee | ihhae e Dedicated port-channel to feled - s 8
moetces o e be used on FPR4K08-2-A  [ise o o
l Port-channel5.100 data-sharing < oo & &
PREEIEELE e Shared subinterface to be & @
Port-channel5.302  data used on FPR4K08-1-A and &8
Port-channel5.303  data FPR4K08_2_A &
Paort-channels.304 data & @
(@ ethernet/s Dedicated subinterfaces to suspended
@]Ethernetlfﬁ be used on FPR4KO8_3_A suspended
@]Ethernetlf? mamt 1gbps 1gbps o oape . up @& &
* Wetnernetys daia 109bps Semi-shared interface for - @D 4
Ethemett/8-1001 - data management of all instances <8
Ethernet1/8.1002 data & @
Ethernet1/8.1003  dats Dedicated subinterfaces for 4

cIsco M/

HA link for each instance
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Multi-Instance Setup - First Instance Creation

System Tools Help admin

Overview Interfaces QLIRS W=-8 Security Engine Platform Settings

& k] (- o

Logical Device List

Mo logical devices available. Click on Add Device to add a new logical device.

Device name used locally [l ?)x
within FXOS. Best practice t0 g - T 1
matCh FMC name. Template: Cisco Firepower Threat Defense hd
Image Version: 6.3.0.83 >
Instance Type: fative ¥
Native for standalone T [ tve
RN Ok T Cancel

Containers for Multi-Instance

cisco M /
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Multi-Instance Setup - First Instance Creation
FPR4KO8-1-A

O 3 Lo i " atto g o0 D d

Cancel

Provisioning - FPR4KD3-1-A
Standalone | Cisco Firepowe 9 9

Datakorts -

-

Dark grey text indicates the
interface is assigned

- Ethernetl/s

IEthernet]..-’S.lDD 1

Ethernet1/8.1001

Ethernet1/8.1002
Etherneti/8.1003

=

FTD - 6.3.0.83
Etherneti/7
Click to configure

IPurt-:ha nnel3
Port-

channel3

Port-channel4

- Port-channel5
IPurt-channelﬁ.].DD <:I

Fortchannals.301 t Port=_ port- These are the untagged (no
Poreen ez - VLAN tag) interfaces. Light
Port-channel5.203 . . . .
- grey indicates the interface is

not assigned to the instance.

6.3.0.83 14,2.185.37 14.2.185.1
Interface Name Type
@] Ethernet1/8.1001 data
@]PDr‘t-channelS data
@] Port-channel5.100 data-sharing
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Multi-Instance Setup - First Instance Creation

FPRAKO8-1-A

rErEeEr e
Overview

G EW Logical Devices E=ally

Provisioning - FPR4KD3-1-A
Standalone | Cisco Firepower Threat Defense | ﬁ_’T

- Etherneti/8
Ethernet1,/8.1001
Etherneti/8.1002

Ethernetl/8.1003
Port-channel3
Part-channel4

- Port-channel3

Port-channel5.100 4

Port-channel3.301

Port-channel5.202

Port-channel3.303

[ P IS 204

3 fo 6.3.0.83

Interface Name

E] Ethernet1/8.1001
E] Port-channel3

E] Port-channel5.100

Cisco Firepower Threat Defense - Bootstrap

Configuration

General Information Settings Agreement

SM 1 - 22 Caores Available

Resource Profile: IDeﬁult—Sm:-lII

v
Interface Information

Management Interface: IEthernEtlJ"? hd

Management

Address Type: IPv4 only v

IPva

Management IF: |14_2_135_37

Metwarle Mask: 255.255.255.0

Networle Gateway: 14.7.185.1

| oK

System Tools admin

Help

Controls the number of CPUs
assigned to the instance.
Default-Small is 6 CPUs.

Semi-shared management

interface. If empty, check that
interfaces of type Management
are defined under Interfaces.

Unique management IP for the
instance. Must be reachable
from the FMC.

oo

|| cancel |
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Multi-Instance Setup - First Instance Creation
FPR4K0O8-1-A
ARy 100\caI DEVICES [ Cisco Miepower Threat Defense - Bootstrap Registration key used only

Provisioning - FPR4K08-1-A General Information  Settings Agreement once When pall’lng W|th FMC
mm"m“m'“"’“‘“‘*fm'“—j' Doesn’t need to be complex.

et/ A Confirm Registration Key: Jesssss Admln password for FTD, nOt
Earmets/B.1008 ‘ Password: the password for FMC

Registration Key: ssssse

Etherneti/8.1002 Confirm Password: ITTYTTTYYY L]

Etherneti/8.1003

Firepower Management 14.2.185.40 COﬂtrOlS Whether enterlng
Center IP: expert mOde (LanX She”) IS

Fermit Expert mode for Inc-
FTD S5H sessions:

Port-channel3

Part-channel4

- Port-channel3

allowed via SSH.

Port-channel5.100
" < Search domains: zulu.biglab.co

Firewall Mode: IRc-L.Ited = Transparent or ROUted

Port-channel3.301

Port-channel5.202

Port-channel5.203 | DNS Servers: 18.108.43,172.18.108.34 Alphanumerlc Strlng tO aSSiSt
o0t Firepower Management .
| meslcation  Version  resowce T I setup w/ NAT. Must be unique
2 o SN Fully Qualified Hostname: | fpr4k08-1-a.zulu.biglab.co across all devices in FMC.
E] her /8. Ewventing Interface: w ) ) .
C— If a dedicated event interface is

[@] port-channels.100 | ok || canc desired
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Multi-Instance Setup - First Instance Creation
FPR4K0O8-1-A

Overview Interfaces REL{w1MSVTEE Security Engine  Platform Settings System Tools Help admin

If the Status is install-failed, the G Refesh | | Add Device
Logical Device List module was not reinitialized. Fix
is to reinitialize the module.

FPR4KOD8-1-A Standalone Status:ok | Q/" | |‘:| | Eﬂ | s |
Application Version Resource Profile Management IP Gateway Management Port Status
= -
¥ o 6.3.0.83 Default-Small 14.2.185.37 14.2.185.1 Ethernet1/7 @ inctallfailed ©@ O e ¢

Assuming everything is okay,

Status should move to installing
within ~1 min

FPR4KDS8-1-A Standalone Status:ok | ;s/') l |‘:| | Eﬂ | - |
Application Version Resource Profile Management IP Gateway Management Status
= -
¥ o £.3.0.83 Default-Small 14.2.185.37 14.2.185.1 Ethernet1/7 3¢ installing O Fe ¢
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Multi-Instance Setup - Modify Resource Profile
FPR4K08-3-A

Overview Interfaces QLIRS0 Security Engine  Platform Settings SECl Tools Help  admin
Configuration Licensing Updates User Management
@ Refresh | [EJ Add Device
I
Logical Device List (3 instances) 19% (4 of 22) Cores Available
In some cases, the Default-Small
EPRAKOS-1A cnioone Stoteik profile may not consume all the cores FEAFSISIES
Application Version Resource Profile Management IP Gateway Management Port Status
FTD 6.3.0.83 Default-Small 14.2.185.37 14.2.185.1 Ethernetl/7 @ oniine @GO F ¢
Standalone Status:ok | éj””ﬁ:“ Eﬂ | 1.|
Resource Profile Management IP Gateway Management Port Status
:
FTD 6.3.0.83 Default-Small 14.2.185.65 14.2.185.1 Ethernetl/7 @ ctorted @D F e
FPR4AKOB-3-A Stigdalons Status:ok | & l |‘:| | & | - |
Application Version gvource Profile Management IP Gateway Management Port Status
FTD 6.3.0.83 14.2.185.67 14.2.185.1 Ethernet1/7 @ ctorted @D FL ¢
Additional instances configured.
Steps in the hidden slides. Setup still running
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Multi-Instance Setup - Modify Resource Profile
FPR4K08-3-A

Overview Interfaces Logical Devices Security Engine AEhGinRTHailiE System Tools Help admin

PP P E— Default proﬁle
o of 6 CPUs

Syslog
DNS

i;:sa;rilii:ommoncﬁteﬁa i Add Resource Profile 2% | NeW prOfile to UnUSed
MAC Poo - — CPU capacity

* Resource Profiles

Auto-created application resource-profile with 6 cpu-cores

Chassis URL Description:
Number of Cores:*m Eangepl eltol22] MU'tlpleS Of 2,
@ Specify even value for number of cores. eXC| Ud I ng 8 .

| oK || Cancel | (eg 6, 10, 12, 14, 16)
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Multi-Instance Setup - Modify Resource Profile
FPR4K08-3-A

Overview Interfaces

BEl  Cisco Firepower Threat Defense - Bootstrap 7%

Configuration

Provisioning - FPR4KD8-3-A General Information Settings Agreement i
Standalone | Cisco Firepower Threat Defense | 6.3

SM 1 - 4 Cores Available

s " | Povliolsly @iseiie
esource Profile: afault-Sma w .
| v the profile could have
Interface Information .
+ Ethemet1/8 [Vedum e been selected during
Management Interface: Eth t1/7 w
+ Port-channels " . &me Setup- |t Can be
’ = changed after setup.
Address Type: 1Pv4 only w heml 2
IPv4 Click to configure
Management IF: 14.2.185.67
MNetwork Mask: 355.255.255.0 y.
MNetwork Gateway: 14.2.185.1

5 Fo 6.3.0.83
Interface Name
@] Port-channel5.301

@] Port-channels.302
@] Port-channel5.303

=

| oK || Cancel |
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Multi-Instance Setup - Modify Resource Profile
FPR4K08-3-A

With HA and increasing
resources, stateful
failover is supported.

Changing the resource profile will

& cause the instance to restart.

) ) With HA and
If new resource profile does not allocate
enough resources for current policies to decreasn‘]g resource
function, there may be deployment or 2

operational issues. stateful failover is not
guaranteed.
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Multi-Instance Setup - Completed FXOS Setup

Overview Interfaces QREGLGEINMAUTCEN Security Engine Platform Settings System Tools Help admin

¢ Refresh | |@ Add Device

[e)
_ - : — _ 100% of CPU resources
Logical Device List {3 instances) 0% (0 of 22) Cores Available j €
now consumed

FPRAKOB8-1-A Standalone Status:ok | é/" l |‘:| | Eﬂ | - |

Application Version Resource Profile Management IP Gateway Management Port Status
FTD 6.3.0.83 Default-Small 14.2.185.37 14.2.185.1 Ethernetl/7 @ online (a0l AN

FPRAKODSB-2-A Standalone Status:ok | 6/9 | |‘:| | Eﬂ | - |

Application Version Resource Profile Management Port Status

FTD 6.3.0.83 Default-Small New Resource Profile
BDra ay fa
. c O )
FPR4KOB-3-A Standalens Status:ok aSSlg ned
Application Version Management IP Gateway Management Port Status
FTD £5.3.0.83 14.2.185.67 14.2.185.1 Ethernet1/7 @ oniine @D F. ¢

Complete the same steps for FPR4K09, using different names/IPs
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Multi-Instance Setup - FMC Setup
Adding devices

Add Device

Host: T |14.2.135.3?

Display Name: |FPR4KUE—1—A

Registration Key:* |AE|Cl 23

Group: |Ncme

Access Control |Interr|3t
Palicy: *

Smart Licensing
Malware:

Threat:

URL Filtering:

Advanced
Unique NAT ID:t |

Transfer Packets:

Addl ng an Insta nce to @ oOn Firepower Threat Defense devices version 6.2.1 onwards, AnyConnect

VFN licenses can be enabled from smart license page

FMC is no different than
adding a physical firewall

[ Register J[ Cancel J

cisco ég/ /
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Multi-Instance Setup - FMC Setup
Adding devices

Overview Analysis Policies a8 Objects | AMP Intelligence System Help » admin v

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates

Device Management Separate versions, upgrades,
List of all the devices currently registered on the Firepower Management Center. pOI|C|eS per InStanCe

View By | Group | AN(6) | Error(0) | Warning (0) | Offline (0) | Normal (6) | Deployment Pe “I"ii.

4 ] Ungrouped (&)

| »

%, Search Device @ Add -

FPR4AKOS-1-A FTD on Firepower |ﬂ fprdakds.zulu.biglab.co Base, Threat (2 —
© 14.2.185.37 - Routed 4110 S Security Module - 1 (Container) more...) internet & B R
FPR4AKO8-2-A FTD on Firepower |ﬂ fprakos.zulu.biglab.co Base, Threat (2 —
@ 14.2.185.65 - Routed 4110 6.5.0 Security Module - 1 (Container) more...) DMz ‘3} ] 2‘% =
@ FPRAKODS3-3-A FTD on Firepower 6.3.0 |ﬂ fprakos.zulu.biglab.co Base, Threat (2
14.2.185.67 - Transparent 4110 - o =
Querview Interfaces Logical Devices Security Engine QyEl{dyinltaulilil
@ FPR4AKO9-1-B FTD on Firepower 6.3.0 |g fprak09.zulu.biglab.co e
14.2.185.38 - Routed 4110 - Security Module - 1 (Container) com Chassis Details
NP Specify the name and URL that Firepower Management Center should di
@ FPR4K09-2-B D on Firepower o |ﬂ fprako9.zulu.biglab.co i FE= RS SR
14.2.185.66 - Routed Ey Ty % Security Module - 1 (Container)
AAA
Chassis URL: https://fprak08.zulu.biglab.
& FPRAK09-3-B [E| fprako.zulu.biglab.co Syslog e psi/fortk08.zul-bigeb.co/ |
14.2.185.68 - Transparent ecurity Module - 1 (Container) Bas
FIPS and Common Criteria
Each Instance must be — Chassis name defined in
. . . MAC Pool
added individually. Device Resource Profiss FXOS
» Chassis URL
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Multi-Instance Licensing

Overview Analysis Policies Devices Objects AMP Intelligence System R ST TR

Configuration Users Domains Integration Updates Licenses » Smart Licenses Health = Monitoring v Tools

14.2.185.65 - Cisco Firepower 4110 Threat Defense - v6.3.0

] Base (2) @
No new feature license for
r ] Malware (2) @ .
Multi-Instance features
v J Threat (2) (~]
4 (] URL Filtering (2) © URL Filtering license #1
R . ] I — ws i
FPRAKOB-2-A (Container Instance; Security Module:1)(FLM2145057L) @ U_RI__ FI!Ferlng |IC_:?nse #2_ . N/A
©

FPR4K08-3-A (Container Instance; Security Module:1)(FLM2145057L)

14.2.185.67 - Cisco Firepower 4110 Threat Defense - v6.3.0 Cisco Firepower 4110 Thre

Instances on the same

T Lo e 15 Tt e g o) g SRR module share a feature

license when managed by
the same FMC.

m

Cizco Firepower 4110 Thre

FPRAK09-2-B (Container Instance; Security Module:1)(FLM214505KD) @
14.2.185.66 - Cisco Firepower 4110 Threat Defense - v6.3.0

FPR4K09-3-B (Container Instance; Security Module:1){FLM214505KD)
3.0

14,2.185.68 - Cisco Firepower 4110 Threat Defense - v6, Cisce Firepower 4110 Thre

MNaote: Container Instances of =ame blade share feature licenses P=7 6 Instances on 2 mOdU |eS

_ requires only 2 licenses
cisco M/
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Multi-Instance High Availability

- Container instances only support inter-chassis HA
- Configured exactly as you would physical appliances
- Multiple instances can share one HA Link, using one VLAN per instance

- An HA pair allows differently sized instances for seamless resizing
- Stateful HA is supported but not guaranteed when downsizing

Internet Firewall DMZ Firewall DC Firewall Internet Firewall DMZ Firewall DC Firewall
(Primary) (Primary) (Primary) (Secondary) (Secondary) (Secondary)

FPR4K08 FPR4K09

HA Link 1: Eth1/8.1001
HA Link 2: Eth1/8.1002

HA Link 3: Eth1/8.1003
cisco M/
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Multi-Instance Hardware Crypto Acceleration

- Applies to VPN (IPSec/SSL)
and TLS HW decryption

- In FP 6.4, only one instance
could use crypto hardware
- Manually enabled via CLI

- In FP 6.5, up to 16 instances
can share crypto hardware

- Enabled by default for new

instances

- Must be manually enabled for
existing instance after upgrade

- Can be disabled by editing the

General Information Settings Agreement

Firepower Management
Center IP:

Permit Expert mode for no
FTD SSH sessions:

Search domains:
Firewall Mode:
DNS Servers:

Firepower Management
Center NAT ID:

Fully Qualified Hostname:

Registration Key:
Confirm Registration Key:
Password:

Confirm Password:

Eventing Interface:

Cisco Firepower Threat Defense - Bootstrap 20X
Configuration

Cisco Firepower Threat Defense - Bootstrap

Configuration
General Information Settings Agreement

Firepower Management
Center IP:

Permit Expert mode for no
FTD SSH sessions:

Search domains:
Firewall Mode:
DNS Servers:

Firepower Management
Center NAT ID:

Fully Qualified Hostname:

Registration Key:

Confirm Registration Key:

Password:

V'

instance - will cause instance New instance J

reboot

cisco M/

Existing instance

BRKSEC-2020

= Confirm Password:

Eventing Interface:

Hardware Crypto: Enabled
Enabled
Disabled

© 2020 Cisco and/or its affiliates. All rights reserved.
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Managed Just Like A Physical Firewall

HA, Policies, Eventing, etc.

Overview Analysis Policies Ul Objects | AMP Intelligence
Device Management NAT VPN » | Qos Platform Settings FlexConfig Certificates

System Help » admin ¥

FPR4K08-1-A - | e [ O cancel |
Cisco Firepower 4110 Threat Defense Edit Sub Interface 7R

Device  Routing W Inline Sets IPv4 IPv6 Advanced D erraces are
Name: Enabled dNageol .

P . Description: & 2
&8 Ethernet1/s.1001 Security Zone: h e <
Port-channel3 MTU: (64 - 9184) E| &
&3 Port-channels.100
Sub-Interface 1D *: S e Everything else, except for
VLAN ID: (1 - 4054) subinterfaces, is managed
just like a physical firewall

| Ok || Cancel |
crispnayansg av s wuerfzces € € Page 1 ofl > M &
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Alternative Designs

cisco éq/&/



Interfaces Revisited: Optional Interface Modes

- By default, all interfaces are firewall interfaces (routed or transparent)

- Optionally, specific interfaces can be configured for use as IDS or IPS

- IDS Mode
- Inline Tap
- Passive
- ERSPAN

- IPS Mode

. Inline Pair

cmcoé;h@/

Edit Physical Interface

Mode: None
Name: PaSS|Ve
None

Security Zone: Erspan

|7 Enabled

BRKSEC-2020 © 2020 Cisco and/or its
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Optional FTD Interface Modes

Routed or Transparent
<« Interfaces
:'"Ea;;;(,'e"‘l Policy Tables
l l
‘\-------..-....’.l ----------------------------------------------------------------------------------

llllllll

i« Inline Set

3
-----------------------------------------------------------------------------------------------------

cisco M/
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Inline NGFW

Firewall without Routing or Bridging Interfaces

« Although not a “Firewall” interface,
L3/L4/L7 rules can be enforced when
using “IPS” interface types

- Useful when Routed or Transparent aren’t
possible/feasible

- No subinterfaces required for trunks, use
“VLAN Tags” in ACP instead:

Zones Networks B/FVUBET-C8 . Users  Applications  Ports

- Caveats:
* No NAT / No Routing
» No strict TCP state tracking

Configuration: https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200924-configuring-firepower-threat-defense-int.html

CISCO M/ BRKSEC-2020

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 246



Out-of-Band IDS - Multichassis SPAN

When a single Firepower appliance is not enough

Each device configured as a standalone device

On switch, SPAN destination configured as

EtherChannel

e EtherChannel set to mode of “On”

On firewall, each port configured as Passive

interface:

EtherChannel load balancing distributes traffic

Edit Physical Interface

Mode:

Pa ssive|

v ‘

to different Firepower chassis

cIsco éf,/&/

BRKSEC-2020

FW: Passive
INEREIES
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Inline IPS - Passthrough EtherChannel w/o HA

LACP EtherChannel through FTD

LAQP EtherChannel _formed between < SW Only. Port Channel L —>
switches on either side of FTD Not HA or

* FTD has no knowledge of EtherChannel ‘ Clustered
* Interfaces configured as Inline Pair on FW

* Enable link state propagation on NGIPS inline
pairs

 Useful for scaling IPS without Clustering
or scaling IPS with total fault isolation

Each FTD appliance configured as
standalone device in FMC

Failover of FTD handled by LACP on SW

EtherChannel MUST deliver symmetric
traffic for effective security

< _SWOnly: Port Channel 1__—>

cIsco ég/&/ _ N _ .
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Inline IPS - Passthrough EtherChannel w/ HA

LACP EtherChannel through FTD w/o Symmetric Traffic

Useful for IPS HA without Clustering

Same interface configuration as
Passthrough EtherChannel w/o HA

» Traffic is automatically symmetric through FTD,
since only 1 unit is ever active

Inline pair interfaces on Standby HA unit
are forced down when not active

On failure of Active unit, LACP on SW:
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Inline IPS - Passthrough EtherChannel w/ HA

LACP EtherChannel through FTD w/o Symmetric Traffic

Useful for IPS HA without Clustering

Same interface configuration as
Passthrough EtherChannel w/o HA

» Traffic is automatically symmetric through FTD,
since only 1 unit is ever active

Inline pair interfaces on Standby HA unit
are forced down when not active

On failure of Active unit, LACP on SW:

 Detects links on old Active unit are down and
removes those ports from use in EtherChannel

« Detects links to new Active unit are now up
and starts sending traffic across those links

cIsco ég/ /
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Inline IPS - Passthrough EtherChannel w/ HA

LACP EtherChannel through FTD w/o Symmetric Traffic

« Useful for IPS HA without Clustering = ://gg
or
- Same interface configuration as Orily—Port Channel T, _—=
Passthrough EtherChannel w/o HA / Disabled
» Traffic is automatically symmetric through FTD, " by LACP
since only 1 unit is ever active R—— _@
« Inline pair interfaces on Standby HA unit L4 HA Pair
are forced down when not active W
« On failure of Active unit, LACP on SW: Disabled
1 =1/
« Detects links on old Active unit are down and : annel 17 BRIATR\01
removes those ports from use in EtherChannel A pap— VSS
» Detects links to new Active unit are now up or VPC

and starts sending traffic across those links

cIsco ég/ /
&' BRKSEC-2020 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 251



Inline IPS - EtherChannel Termination w/ Cluster
LACP EtherChannel to FTD

Preferred method of scaling IPS w/ FTD
Unlike previous designs, LACP
EtherChannel terminates on FTD SW+FW: Port Channel 1

» Traffic is automatically symmetric through FTD,
since Cluster handles any asymmetry

Physical ports for both PC1and PC2 Cluster
configured in FXOS FCM ! |

PC1 and PC2 configured as Inline Pair SWIEW. Port Channel 3

within FMC i i

cIsco ég/&/ _ N _ .
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Continuing the Discussion - It's All About You

1 hour for questions Ask question in the

after the session WebEx Teams Room

Email me at

welchari@cisco.com
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Cisco Firepower Sessions: Focus Blocks

~

Tuesday || Wednesday || Thursday |

- -

BRKSEC-2020 BRKSEC-2494

BRKSEC-3035

FP platforms deep
dive

i - = Firepower NGFW in

. Maximizing Threat
* NGFW DC and Enterprise

Efficacy &
Performance

* AMP
' Management

BRKSEC-3328

Making FMC do
more

BRKSEC-3063

Decrypting the
Internet with
Firepower!

BRKSEC-3455

Dissecting FP
NGFW: Architecture
& Troubleshooting

11:00 | | 08:30

11:15] [ 08:30

BRKSEC-3300 BRKSEC-3032
Adv. Firepower IPS L FP NGFW

Deployment with FP Clustering Deep
NGFW Dive
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Complete your
online session
survey

o]

- Please complete your session survey

after each session. Your feedback
IS very important.

- Complete a minimum of 4 session

surveys and the Overall Conference
survey (starting on Thursday) to
receive your Cisco Live t-shirt.

- All surveys can be taken in the Cisco Events

Mobile App or by logging in to the Content
Catalog on ciscolive.com/emea.

Cisco Live sessions will be available for viewing on
demand after the event at ciscolive.com.
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https://www.ciscolive.com/emea.html
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Continue your education

cisco M/

Demos in the
Cisco Showcase

Meet the Engineer
1:1 meetings

Walk-In Labs

Related sessions

BRKSEC-2020 © 2020 Cisco and/or its
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SBG’s User Experience
(UX) team is running
collaborative Design
Thinking Sessions at
Cisco Live!

Your ideas =

Sharpies + Inner Picasso
9

Product Improvements!




Do you:

v use our NextGen FireWall
product(s)?

v wonder who you can bring
your experience pain points to?

v have ideas that keep you
up at night?

v want to improve product
experience for yourself?

Come talk to Security User
Experience (UX) Team!!

n ':..“—- i
[m] S

Come join our Design Thinking session on
Tuesday or Thursday! Signup using QR
code 1 (above).

Don’t have time at Cisco Live? Join our UX
participant database and we’ll be in touch
to showcase upcoming features and get
your feedback! Signup using QR code 2.
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