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Use Cisco Webex Teams to chat
with the speaker after the session

[ Nathan John Sowatskey
Cisco Systems, Inc. | PRINCIPAL ENG

y B Ivan Virchich
Cisco Systems, Inc. | Customer Succe.

| | O W SHOW LESS A

DESCRIPTION i
1 H H 1 1 H How to know when Cisco DNA Center is not working
‘ Find this session in the Cisco Events Mobile App gl o S o
targeted at partners and customers, deploying Cisco
H “« H H H » DNA Center based solutions, who need to be able to
‘ CIICk \JOI n the DISCUSSIOn fully understand, operationalise and maintain

complex deployments. The focus will be on hands-

on exercises, supported by extensive reference

‘ Install Webex Teams or go directly to the team space meteil an break-diagnose-f scenarios,

designed to help you understand and use a range of

. Enter messages/questions in the team space

( ' Join the Discussion

' W /
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Agenda

- Setting the Stage. What is Assurance?

- Introducing Rewe

- What did Rewe want to solve?

- Examples of what Rewe like about the solution?

- Tips for those planning to deploy Cisco DNA Assurance
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Cisco DNA Assurance is part of Cisco DNA Center

Automation
Provision

Assurance

e & 8
EE B8

* Global settings
+ Site profiles
» User access

* Device inventory

+ SWIM, PNP

» SDA Provisioning
» Device on-boarding

Virtual networks
ISE, AAA, Radius
Access control
Application control

* |ssues and trends

* Performance

* Proactive
troubleshooting

Planning, installation and migration

Proactive and predictive network, client and application assurance

cisco L{{/&/
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Network Quality is a Complex, End-to-End Problem

@ Affects Join/Roam

@ Affects Quality/Throughput
Client firmware ] . @ Affects Both*
WAN Uplink usage End-User services
Client density AP coverage

Configuration

Addressing

Authentication

WAN QoS, Routing, ...

RF Noise/Interf.

CUCM
avien
What is the problem?
There are ‘ P
100+ points _
of failure ‘ Where is the problem?

between user

and app

‘ How can | fix the problem fast?



In this Environment, Context is Key

Cisco Context

¢ o 360-degree Visibility

Network

Devices  Applications +
Data Granularity

.

Historical, Real-time, Future

Rich Context Increase Business Productivity and Frees Up IT Time

Location



Cisco DNA Assurance

From network data to business insights

Network telemetry Complex event Correlated Suggested

contextual data processing insights remediation

Traceroute “ Wi
01110101 10w . Complex
NetFlow 10110001110107 1. JRRTaPTIo
1010110011000"

111000111010”

: 10101100110 Metadata
Wireless CLI [REGGEIIRRER T axiEsin
1010110011
IPSLA =ITYCR 10110007 11C
11101011001
SNMP 1100110001110

0011101011001 (GSEEEEE]
2101100110
11010777

Over 150 actionable insights

Everythmg =5 El sl Clients | Applications | Wireless | Switching | Routing
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REWE International AG

- Hans Vasters
Senior Network Architect
Responsible for design, implementation and operation

Core networking, Security and WiFi

- 15 vyears

cisco L{{/&/
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REWE International AG

Present in 11 countries

Headquarter in Austria/Wiener Neudorf

~ 4,500 stores (grocery stores, drugstores)
~ 60 warehouses/production facilities

~ 92,000 employees

Revenue in 2018 ~ 17 Billlion €

Austria: ~ 2,600 stores with 1.9 Million customers each day

cisco M- PSOCRS-1102 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public




Rewe Brands
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REWE International AG Network
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REWE International AG Network

Network:
Austria is the Hub
Every country is a ,copy“ of Austria

VPNs (leased lines, Internet based VPN, xDSL, etc.) to remote locations/each country
Secured by FWs/IDS/IPS

Offices

VALY b b E B
: @ @ 3 Y .

Serverfarm . /——\ Warehouse @ E =
~ “-E REWE Intranet L Offices J
" Headquarter Wiener Neudorf/Austria
"
.
Warehouse

F
|\ a ﬁ E
Stores

cisco L{{@/
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REWE International AG Applications and services

Examples of Applications and Services
Enterprise Resource Planning (ERP)
Stock management software
SAP and BO
Web Services/Web Hosting
etc.

Services/Applications are very critical

Examples:
Ordering and inventory in stores
Goods in and out in warehouses
Finance/tax authority
Payment Services
Free WiFi Services for customers
etc.

cisco M- PSOCRS-1102 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



What did you want to
solve with
Cisco DNA Assurance?



Things we wanted to solve with Cisco DNA
Assurance

- Overall better user experience
Be proactive, fixing problems without the user ever seeing it

- Faster problem solving
Check different places to find the problem (Network Management, AAA, Logging, etc.)

- Free up resources in our team

Over the last decade the total number of tasks (design/implementation/operation) ,exploded*, did not
increase linearly but exponentially

Possible solution: more manpower

BUT: Get the approval for more headcounts, find the right skilled people on the job market, etc.

cisco M- PSOCRS-1102 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 18






Features that we like in Cisco DNA Assurance

Health Score

Time Traveling

,Drill down to the root cause of a problem®

Information about Client Roaming and Onboarding Times
The 360° view of clients and access points

Wireless Sensors

cisco M- PSOCRS-1102 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Health Score and Time Traveling

Cisco DNA Center DESIGN poLicy PROVISION ASSURANCE PLATFORM D a - s O

Dashboards Insights And Trends v Manage v

Client Health (D 24 Hours: Jan 14, 6:30 am — Jan 14, 6:50 am  Filter (1) Actions
6:30a_ _6:50a

J

10p s 2 5 Ga 0a 128 % A 80 ®

Location: Global Bln =show
SSID: INTRANET =
LATEST  TREND
Wireless Clients Wired Clients
7 2% (i} TOTAL: 41 TOTAL: 0
Active: 39 nactive: 2 | New:0o @ Connected: 0 | NoData:0 @ | New: 0 @
3 Not Onboarded I oHCR 7.69% I
Fair Connectivity 21 % |
39
Active i
36 Onboarded No data to display
Gients
’ Good Connectivity 7 2 %
View Details View Details

cIsco 'p//
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Health Score and Time Traveling

Cisco DNA Center DESIGN POLICY PROVISION ASSURANGE PLATFORM @ Q -] ] -
—
Dashboards v Insights - As of Jan 14, 2020 6:50 am X
Clients R 3
(L) 24 Hours TREND: Jan 14, 6:30 am - Jan 14, 6:50 am | 12 Global
o 3 . LATEST  TREND p
Client Health Wireless Clients LATEST T
T2%  zomen
[ri—— Active: 39 | Inactive: 2 | New: 0 @
(e, . - |
Fair Connectivity 21 % I
Location: Global 39
Active
Cliants 36 Onboarded
SSID: INTRANET % HooH Connattiviy /. 2: %
LATEST TREND
Wireless Clients %
7 20/ ) T Select a data type below to filter the proceeding table details.
Active: 39
Top DHCP Failure Reasons (Client Count) Top Locations (Client Count) Top Access Points (Client Count) Top Host Device Types (Client Count)
DHCP Server or Client Time Out (3) Global/Europtaza/BTG5 SW-Entwickiung/BTGS SW-Entwickiung (2) btgS-ap-03 (1) Microsoft-Workstation (2)
——
39 Giobal/ Sy Cs EDV/3rd Fk 1 brgS-ap-15 (1 N/A(1)
i iobal/System Gampus/EDV/3rd Fioor (1) 195-ap-15 (1) A (
Clients
edv-ap-35-n (1)
Show more

asco Loye!/
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Health Score and Time Traveling

Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM @ Q -] Q
—
Dashboards v Insights - As of Jan 14, 2020 6:50 am X
Clients N 2
@ 24 Hours TREND: Jan 14, 6:30 am - Jan 14, 6:50am | 1@ Global
C | ]e nt H ea |th Top DHGP Failure Reasons (Glient Count) Top Locations (Glient Count) Top Access Points (Client Gount) Top Host Device Types (Client Gount)
DHGP Server or Gilent Time Qut (3) Global/Euraplaza/BTGS SW-Entwickiung/BTGS SW-Entwicklung (2) brgs-ap-03 (1) Micrasoft-Workstation (2)
00 ——
A~ A~ Global/System Campus/EDV/3rd Foor (1) btg5-ap-15 (1) N/A (1)
a0 edv-ap-35-n (1)
2 0
100
Location: Global
Show more
SSID: INTRANET
Current data selected:  Health Status: Not Onboarded Failure Reason: DHGP SSID: INTRANET
LATEST  TREND
Wireless Clients
Y Filter
7 2% o TOTAL: 41
Active: 39 1Pva Onboarding GConnected .
- ]
Identifier @ Address Device Type Health Health © Health © Last Seen AP Name Location SSID i
= 1 L] L] Jan 14, 6:49 am big5-ap-15 2a/BTGS SW-Entwicklung/BTGS SW-Entwicklung INTRANET
A39 0.0.0.0 crosoft-Wor.. 1 ° °® Jan 14, 6:48 am big5-ap-03 -..2a/BTGS SW-Entwicklung/BTG5 SW-Entwickiung INTRANET
ctive
Glients
0.0.0.0 crosoft-Wor.. 1 . ° Jan 14, 6:46 am edv-ap. System Campus/EDV/3rd Floor INTRANET
“« ’
Showing 3 of 3 Show More »
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Wireless Sensors

Cisco DNA Center DESIGN poLicY PROVISION ASSURANCE PLATFORM
Manage v

Dashboards v Insights And Trends v

Wireless Sensor

7:16p

8 oo ns 2

Location: Global/EDV

Top Locations by Failure Count

Test Summary

TOTAL: 6720 tests

96%{5449) 4%(250) < 1 % (21)

Success Slow Failure
Top 5 Test Types by Failure

BN ——
oHcP  —
Onboarding NG
Outiook Server NI

0 50 100

Porcantage of Failure (%)

(© 24 hours: Jan 14, 7:16 pm — Jan 15, 7:16 pm

Top APs by Failure Count

All SSIDs »v AllBands v Actions

.&/

-

Cisco

PSOCRS-1102
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Wireless Sensors

Onboarding Tests

< 1% Failure of 1497 Tests
Top Impacted Site: Global/System
Campus/EDV/2nd Floor

Onboarding

Time (ms)

20,000

Network Tests

100% Success of 745 Tests
Top Impacted Site: -~

Time {ms)

Application Tests

100% Success of 745 Tests Web
Top Impacted Site: -~

Time (ms)

0p X I0p 6:00p 11n1s 3:00a 6:00a 9:00a 12:00p 3:00p 6:00p
5 g0 Time (hrs/day) Time (hrs/day)
Time (hrs/day)
®lop @ Boom ®lop @ Botiom
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Wireless Sensors

Cisco DNA Center DESIGN poLicy PROVISION ASSURANCE PLATFORM
Dashboards « Insights And Trends v Manage v
Performance Tests
Downlink Throughput (Avg) Uplink Throughput (Avg) Latency (Avg) Packet Loss (Avg)
36.46 Mbps 51.33 Mbps 0 ms 0%

Downlink Throughput

Threughsut (Mbps)

\/W

Total 738 Tests

Top Impacted Site: Global/System Campus/EDV/2nd Floor

Latency

Latency (ms)

Speed

Time (hrsfaay)

Uplink Throughput

Throughou (Mbps)

—_— e T A Y ———

TN~ A AN

Tine (brslday)

Time (hrsfaay)

Packet Loss

Percentage

Time (hrsfday)

.&./

Cisco
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© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public

26



Wireless Sensors

Test Results

W Fitter
Test Name - Location SSIDs
EDV-2nd Floor System Campus / EDV / 2nd Floor SMARTBUSINESS
EDV-2nd Floor-Mail Systemn Campus / EDV [ 2nd Floor INTRANET

Test Types

Onboarding

DNS

Host Reachability
Speed

Web Server

Onboarding
Outlook Server

=Q Fing

Test Results

cIsco 'p//
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Cisco DNA Center Al Network Analytics

« |ssues
« Al-Driven

«  Onboarding

- Insights
- Site Comparsion KPIs
- Network Heatmap KPIs

cisco M- PSOCRS-1102 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Issues Al-Driven

Cisco DNA Center DESIGN POLICY PROVISION ASSURANGE PLATFORM -3 o] E 4
Dashboards v Insights And Trends v Manage v
Open Issues Global > (D7 Days: Jan 08, 9:00 pm — Jan 15, 9:00 pm
Most Impacted Areas System Gampus REWE WRN Europlaza
By 1P1 7390 Open 2P3 38 Open 1P3 1 0pen
9:00p 2:00p
P ]
P2 |
P3&Pe - - [ - I - — [ - [ - [
T T T T T T T T T T T T T T T T T T T T T T T T T —
119 6a 12p &p 110 6a 12p 8p Rt 6a 6p "2 6a 12p p 113 6a 12p 6p. 174 6a 12p &p 115 8a 12p 6p @
Total Open: 7
ilter ( xport
7 Fil M Exp
Priority « Issue Type Device Role Category Issue Count Site Count (Area) Device Count Last Occurred Time
P3 e High dev WIRELESS ‘Onboarding 3 2 Jan 14, 2020 8:00 am
P3 xcessive time High deviation from b WIRELESS ‘Onboarding 2 1 Jan 12,2020 1:00 am
P3 o throuhgput ACCESS POINT Application 1 o Jan 11,2020 11:00 am
P3 ) throughput for Me 1S ACCESS POINT Application 1 o Jan 11, 2020 10:00 am

Cisco

PSOCRS-1102
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Issues Al-Driven

Dashboards Insights

Total Open: 7

All P1: 0

W Filter

Priority - Issue Type

P3
P3
P3

P3

Cisco DNA Center DESIGN PoLICY PROVISION ASSURANCE PLATFORM D a

Exce

t - High dev

m baseline ) Issue Instance X
Excessive failures to connect - At least 122% increase in failures on INTRANET in Global/System Campus/EDV.

Status: Open v

e 2 selected

® % Faied 6 Vaue ® Simiar Event @ lssue
g 30
H 20-0 3
3 N Failed: 18.03%
2 20 R Predicted Upper: 10.58%
< P Predicted Lower. 0.13%
2g 10 Tl |
53 /\/\ A 2020-01-14T13:30:00 -
=5 .
o . T . . . el i}
03:00 06:00 09:00 12:00 15:00 18:00 21:00 Jan15
- Similar Event ® lssue
8 Count: 8.00
3 s A 2020-01-14T13:30:00
o 4
3
= 2 =
0 . . : . . . geli]
03:00 06:00 00:00 12:00 15:00 18:00 21:00 Jan 15
© & AAA Auln Fad
1
§ < 05
=3 3
0 . . —| Gount: 0.00 L 4 A yol i)
03:00 06:00 09:00 | & 2020-01-14T13:30:00 15:00 18:00 21:00 Jan15

asco Loye!/
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Issues Al-Driven

Cisco DNA Center DESIGN poLicy PROVISION ASSURANCE PLATFORM
Dashboards Insights An{  Excessive failures to connect - High deviation from baseline ) Iss ce X

Open Issues Excessive failures to connect - At least 122% increase in failures on INTRANET in Global/System Campus/EDV.

Status: Open +

Most Impacted Areas Systs
By P
e Cisco Al This issue is triggered based on a deviation from a predicted baseline for your specific environment. Learn More X
9:00p e
P The network is experiencing excessive onboarding time compared to usual IMPACTED SUMMARY FOR THIS NETWORK. © s this issue hetpfuz 009 &)
P2 Clients are taking longer than the usual time to connect to SSID INTRANET.
Panpa -
Time: January 14, 2020 8:00 am - 5:30 pm 1 Impacted Sites 25  Impacted Clients
1110 6 12
Location: Global / System Campus / EDV
Total Open: 7
Bentm Suggested Actions
All P1: 0
Impact © DHCP and EAP ID timeouts
(R0 CEUSE LR ~ DHCP Verification
.
¥ Fitter
Suggested Actions
Verify that DHCP server is responsive
Priority ~ Issue Type Verify that DHCP clients are responsive
P3
\ AAA Verification
3 Verify the load on AAA server
P3 BiJoropin ot ~ GPU and Memory Usage
P3 ! Verify the CPU and memory load on the WLC

~ RF Conditions

Verify the RF conditions at clients location
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Issues Al-Driven

Site Comparsion: Average Onboarding Time

Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM @ Q -] o] -
Dashboards v Insights And Trends v Manage v
Clustering KPI Building 1 Building 2
Average Onboarding Time v BILLA AUT 0000226 Wien - BILLA AUT 0000411 Wien v
Cisco Al Groups of radios and devices are created in your network based on performance metrics over the past week. Learn More X

SUMMARY

In the week between Jan 08, 2020 and Jan 14, 2020 devices in buildings BILLA
AUT 0000226 Wien and BILLA AUT 0000411 Wien have been divided into 2 groups
based on Average Onboarding Time

89.99, the largest proportion of devices that
=y

the past week were in the lower Average
Onboarding Time group.

Average Onboarding Time groups over the past week in BILLA AUT 0000226 Wien and BILLA AUT 0000411 Wien

Lower Average
Onboarding Time
Medium Average
Onbaarding Time

Higher Average
Onboarding Time

o1/08 01/09. oi/1e o111 oz

of devices ©Onboarded in BILLA AUT 0000226 Wien in

95.4%

of devices

0113

the largest proportion of devices that
onboarded in BILLA AUT 0000411 Wien in
the past week were in the lower Average
Onboarding Time group.

# of onboardings

L]
3 =350

o114

Cisco

.&./

PSOCRS-1102
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Issues Al-Driven
Site Comparsion: Client RSSI

Cisco DNA Center DESIGN PoLICY PROVISION ASSURANCE PLATFORM o (<] -
Dashboards v Insights And Trends ~ Manage v
Clustering KPI Frequency band Building 1 Building 2

Clent RSS! .

MERKUR AUT 0800330 Wien .~ MERKUR AUT 0806150 Seiersberg v

Cisco Al Groups of radios and devices are created in your network based on performance metrics over the past week. Learn More x

SUMMARY

In the week between Jan 08, 2020 and Jan 14, 2020 radios width 2.4 GHz 50,59, the largest proportion of radios (2.4 GHz) in 63.5%, he largest proportion of radios (2.4 GHz2) in
frequency band in buildings MERKUR AUT 0800330 Wien and MERKUR AUT Sfredios  MERKUR AUT 0800330 Wien in the past Wi recios MERKUR AUT 0806150 Seiersberg in the
0806150 Seiersberg have been divided into 3 groups based on Client RSSI week were in the medium Client RSS| past week were in the medium Client RSSI

group. group.

Client RSSI groups over the past week in MERKUR AUT 0800330 Wien and MERKUR AUT 0806150 Seiersbherg

Lower Client RSSI ° ® - @ o e . . e Radio Client Count
oo
a . o a0
Medium Client RSSI oe o0 oe . -9 °oe® o0
# of radios
Higher Client RSSI . o e . @ - o ()
o108 01109 o110 o111 otz ot otns 1oz

cIsco 'p//

- PSOCRS-1102 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



Network Heatmap: Channel change count

Cisco

Cisco DNA Center DESIGN poLicY

Dashboards v Insights And Trends

Period

SUMMARY

December 21, 2018 was the busiest day in the

selected period

© s this issue helpful?

Showing radios
1-100 of 7178
-

PROVISION ASSURANCE PLATFORM
Manage v
KPI BAND
GChannel change count Al
3(Q  ToP AP experiencing channel change: 2 No. of APs undergoing more than 10 daily
btg5-testap-01 average channel changes
(&l
Network
daily max
Channel change count
0 a
Dec 23 Dec 30
s|MT WT F s s|MT AP daily average
Radios in | btg5-testap-01 1%
g P -

your network | anE09304_02
zloof-ap-06
zloof-ap-02
ap0807890_04
ap7802214_01
apJE09235_02
ap7802246_01
ap0803590_08
zloof-ap-03

an780; 01 2 4GHz

" btgs-testap-01 2.4GHz
Busiest radio

-
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Cisco DNA Center Next Steps

- Intelligent Capture

- Leverage Cisco DNA Center Platform for integration with existing tools

cisco M- PSOCRS-1102 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 35












Complete your
online session
survey

=[]

- Please complete your session survey

after each session. Your feedback
IS very important.

- Complete a minimum of 4 session

surveys and the Overall Conference
survey (starting on Thursday) to
receive your Cisco Live t-shirt.

- All surveys can be taken in the Cisco Events

Mobile App or by logging in to the Content
Catalog on ciscolive.com/emea.

Cisco Live sessions will be available for viewing on
demand after the event at ciscolive.com.

PSOCRS-1102 © 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public 39


https://www.ciscolive.com/emea.html
http://ciscolive.com/

Continue your education

cisco L{Kg‘/

Demos in the
Cisco Showcase

Meet the Engineer
1:1 meetings

Walk-In Labs

Related sessions
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