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Cisco Webex App

Questions?
Use Cisco Webex App to chat
with the speaker after the session

Intermediate (596)

Tracks
| I OW Networking (220)

Session Type
Breakout (453)

‘ Find this session in the Cisco Live Mobile App
‘ Click “Join the Discussion” |
‘ Install the Webex App or go directly to the Webex space
. Enter messages/questions in the Webex space

Webex spaces will be moderated
until February 24, 2023.
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RISINg expectations

demand a paradigm shift...

Digital Experiences Internet as primary connectivity
Automation & . :
Orchestration Hybrid Multicloud

Operations Intelligence

Lead with Cloud Principles

O
% DEVEDD CONTROL POINTS



Foundational Components of ANY Architecture
APl as the Primary Interface

Service as Code

E2E Automation & Orchestration

Leverage programmable infrastructure to
automate and orchestrate service intent to
provide optimized application experiences

Continuous X

cl/cp/cT

Integrated lifecycle management with
automated testing

Observability

Visibility & Insights

D G et Infrastructure and application stack real-time
CT - Continuous Testing intelligence to enable self-optimizing actions
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Automation / Orchestration

\: Automation Orchestration
" The ability to perform individual, The arrangement and coordination of automated
repetitive tasks. © ° ° " ® and non-automated tasks, ultimately resulting in a

. L . .. consolidated business/IT process or workflow.
Why do customers want to automate?) K

4 Why do customers want to orchestrate?

‘I need to deploy new services quicker; customer

demand is drowning me.” “ ‘I want to integrate my systems together
to achieve an end-to-end workflow that
reflects our service life-cycle - request,
implementation, sustainment, modification,
decommissioning.”

‘I have repetitive tasks we are doing manually - |

need to free up people to do other value-added
work”

‘I need to capture intent which can be converted into

“Vendors offer many management tools -
IP leveraging automated workflows.”

some do provisioning of services, others
o . . do monitoring - why can’t they be
‘I have to minimize operational risk” J y y

. A
\_ ’ \mtegrated together as a solution” )

cisco Lz/&/ BRKOLD-1444
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Workflow and Process Automation

Schedule

Change
&

Add to
Inventory
m ‘Q «— Process
Generate a
Report
e ®e
P‘-‘ﬂ /
Approval
Notify User

cisco L{%o/‘/

Cross Domain
m Orchestration

/ 2 User input
- Ly

][z

Pre/Post Checks

Get IP Address,

5 = E—
|

Update Ticket

BRKCLD-1444

Existing Cox Workflow
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Business Process Automation

cisco Business Process Automation

Dashboard

%

Service Center

E

Command Templates

Service Topology

q
LB

Migration

q
LB

Script Runner

Form Builder

E@

Template Manager

3

Network Topology

-

Service Catalog

E

Reports

Device Manager 2.0

Config Validator

Market Variances

5

Commit Manager

Golden Config Templates

admin admin ° o e

0OS Upgrade

£

Workflows

o

Device Activation

B£Za
[

Pre Post Check

)

Iy

@

Branch Migration

Umbrella

Workflow Use case

Single Pane of

Integrations

automation

Glass

Task Sequencing
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Multicloud
Nelvelgdgle
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Cloud Networking - Essentials

Hybrid cloud architectures require a more INTEGRATED

Public cloud

global .
SaaS network | %  Public cloud

regional | | A global <
global network| X network | Treea
Y vd

o ! P o

Mobile Users
' ' The need for
° e Consistent

Intent

Private DC
Enterprise R \

Users - Ve N

H local
| fabric

4

Branch / Campus /
Connectivity

------- » Consistent Intent

cisco Lg%o//
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SDWAN Multi-Controller Deployments with RBAC

Business Process
Automation

Regional Controller

Country Resources
Resource Groups
templates
policies
site id

Site Identifiers

WAN Edge Devices

cisco M/
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M

[ LDAP/AD

0

~N
Device Activation BPA * *
Golden Config Template . .
0S Upgrade [ [%] Orchestration and Automation 5 5 = =
Global and Market Variance M) M M M
Workflow Manager
Applications Controllers, Users and Groups )

germany spain
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Branch Activation Automation Flow

@ Migrate Import Device-,
: . Feature
configuration to
Tl Templates and
) WAN devices
Bring Up WAN
cEdge(s)
Migrate
@ configuration to Discover LAN
template or i
. . device
intend service
Bring Up LAN (SDA)

cisco Lz/&/

vManage

Attach Template
to WAN Device in
region instance

Multiple instances

Customer
Database

DNA Center

-

Assign Site and
provision
template / SDA

~

29
@1@

Multiple instances

Activate Wireless
WLC, AP
Onboarding, SSID

\_

(o

TN

WAN Edge

Branch SW

S

BRKCLD-1444

%
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Extend SDWAN into the Public Cloud

Terraform Cisco
vManage

AWS TGW
Network Manager

AWS
Transit

AWS VPC

Branch Site Data

N
E‘ "~...)

v Vv

WAN/Event Telemetry

CISCO AWS VPC
Branch site SDWAN
Fabric AWS VPC
adWs

cisco W/

BRKCLD-1444

Automated provisioning of SDWAN Transit
VPC and TGW, route exchange for site to
cloud and site to site traffic over AWS
backbone

Full Visibility into inter-regional
transit traffic and telemetry with TGW
Network Manager

Consistent Policy and Segmentation
across branch and cloud for enterprise
class security

Enhanced end-to-end visibility

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



Cloud OnRamp Automation
Seamless Access to ANY Cloud

SDWAN

vManage will do the following:
1. Bring up Transit VPC with two CSR & , VPN Attachment to TGW
| ! Standard IPSec + BGP
running SDWAN image From Service VPN
2. Create TGW ‘,:::::::::::.1\‘
Connect TGW and CSR ‘ |
4. Connect host VPCs

W

IGW

Host VPC

VPC
Attachment
Host VPC o
VGW Direct

Connect

Single Ul vManage Workflow: . : 5
1. have two CSR ready D P | - G EBR. ’

define AWS Account ‘ |

discover host VPCs

tag host VPCs as needed

enter TGW details

deploy and verify

ST L / Transit VPC

o Ok W

cisco W. BRKCLD-1444 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



Alternative to SDWAN extension into cloud:
Standard IPsec from Branch to AWS

. R Solution Overview
—_— Branch Site Data E——

* Management Plane Integration
between vManage and TGW-NM
Netops User vManage Management Plane Integration AWS TGW Network 1 Service
__________________________________________________________________________________________________________________________________________________________ * vManage shares branch device data

Data Plane with TGW-NM using APIs calls
Integration US-West-2 EU-West-1 * vManage orchestrates branch site

fbl‘ﬂ f}"ﬂ fbﬂ ET anage oresites branch

connection
AWS Global Backbone

Customer Benefits
/

*  Network Automation from branch to
AWS Cloud via Cloud OnRamp

e Cat8Kv virtual router for mutlicloud
networking with programmatic APIs

AWS TGW

@AWS Transit Gateway (TGW)@ Cisco WAN Edge Router—— IPsec VPN
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Hybrid Multicloud Networking - Deployment Model

Cisco Nexus
Dashboard (Orchestrator)

N4

Public Cloud Data |«

Public Cloud Data |«

Center Center

/AAzu re /LAzu re
aws <3 aws <3
ws & ws o K

Googe Cloud Google Cloud
==
Cisco Cloud &R EEE = EEE m Native Cloud
Router L Router
Cloud gateway Cloud gateway Cloud gateway Cloud gateway

On Premises Data

Qverlay Cisco Router Mode Center

Native Cloud Router Mode

Separating Connectivity from Cisco Router or Native Two Different Cloud
Security Policies Cloud Router Option Integration Modes

BRKCLD-1444 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



<—> BGP

Building Multi-Cloud Connectivity —

. . <—> BGP EVPN/VXLAN
Building Underlay

4 - - - - - - - - ~\
[ EastUS Cloud 1
@ Orchestrator ' C;(g}) Network |
1 = “*  Controlle
I = I
1 (i I
1 1
I
= |
I
Ve I
I
BR) ANEOR v
— I\ Azure
NDFC )
ASN: 65084 ASN: 65080
Border e— dws
Gateway ASN: 65091 Cloud ~
2820 Network
O
ek - “*  Controller
@ =
TGW
(i onnect
Leaf1 %
External fabric us-west-1 Infra VPC
VXLAN fabric

cisco W- BRKCLD-1444 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



<—> BGP

Building Multi-Cloud Connectivity o

Provision On-Prem to Cloud & Cloud to Cloud Connectivity <> BGPEVPNVMLAN

m Cloud 1
\'@'f Orchestrator 2% Network |
2% ]
Controlle }
1
@ !
I
1
1
1
/ NLB H
1
S e naey!
N Azure)
Border [l &€ ——————> g=fr=» 0 | 0\ A\ [ pmmmmemedgrmmmmm————— O\

\ W

Gateway Cloud 1 ?__E‘,
Network :
Controller
TGW ]
1
1
Leaf1 :
1
External fabric Infra VPC,'

VXLAN fabric /
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SASE




Cloud Experiences are driving major architecture shifts

Users, devices, and apps are everywhere

Remote users !: Cloud applications
Personal and - = 0l = .
mobile devices s ww = ) L Hybrid infrastructure

ea
e

Cloud infrastructure

o))

loT devices



Cisco+ Secure Connect High-level architecture

Customer edge Service edge Platform Customer
environments
Posture |dentity
o Sanctioned ~ Salesforce Oy
Clientless B > [ —
Access * o Dashboard Saas Microsoft office
End-User
o 3 Services — General internet
Client-based = ’3- ——5  Cloud Traffic P
Access End-User — AchiSition oua-control plane
® . B S Zero-trust proxy o Private applications
In branch/ % ] c c
twork Al > —> : =
onne End-User  €I15€0  mmme> —_— O Cloud security C
[0} [0}
_ _
- Cloud data plane | g HQ/branch
.. : Acquire traffic L :
Acquire information into the Cisco Secure Gather missing information
from th ; and authorize the flow
om the edge Cloud/SASE Fabric
@ 4

. Internet traffic Private traffic
CISCO &_/ < > < >
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Cisco SDWAN integrated with Umbrella

Cloud-delivered
firewall

. . Secure Web Cloud-delivered
- Automation: Deploy cloud security and Gateway ) securty broker (GAS)
connectivity across thousands of D
. ) et o
branches in minutes ONS-tayer e o
secuny inte
- Instant protection: defend against threats Cisco foo
at the branch with leading real-time threat Umb"e”a
intelligence 0
ANSIBLE
. Centralized management: Single paneof @ /B Terraform
glass across all offices and users v
- DevOps: Integrate into popular tools

Cisco SDWAN

Cisco SDWAN + Umbrella

cisco M. BRKCLD-1444 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Auto-Registration to Cisco Umbrella with SDWAN Edge

OpenDNS Dashboard
Cisco Umbrella Admin ®)

e ali]n
Based on Smart Account @sce APl Keys o
C re d e n t I a |S O n b Ot h U m b re | | a femn Cisco Umbrella generates authentication keys for several types of integrations. These include software, Umbrella-enabled devices, and Cisco
Accounts network hardware. Click Create, then specify the type of integration key you need.
and SDWAN

User Roles

Log Management

« Registration of Edge Devices to s
Umbrella is done automatically e What should this API do?

Bypass Codes

» Secure APl key is automatically g et st st T s e e it o o
provisioned on the Edge
Device through HTTPS session

Licensing

C

Legacy Network Devices

A Network Devices token enables hardware network devices such as Gisco Wireless Lan Controllers and Gisco Integrated Services Routers 4000
@ cEric Trolan series to integrate with Umbrella.

‘You can only generate one token. Refresh your current token to get a new token.

«  No need to add manual AP

(O Umbrella Reporting
Enables API access to query for Security Events and traffic to specific Destinations

keys

umbrella-support@cisco.com You can only generate one token. Refresh your current token to get a new token.

C

Umbrella Management

UMBRELLA

HTTPS
session

W / oo
Device
cisco &_ BRKCLD-1444 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 23
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Cisco SDWAN Interconnect

Remote Access Users connecting to Private Applications behind Viptela Fabric

@ vManage

~ Cisco+
”/.,,’.' ~ Secure Connect
5 //I ~
/// / \
2 \ P -
7
9 L \ @ o= @ *
mmo ‘[ ,' ,/ \ L\
b P Hub Site DNS CD L3/4/7 Secure web  Cloud-access

r security firewall gateway security broker

Brch l
M, (CASB) -
/—% | /, /' ‘ i

ooo * ,' I Lo | ——
ofm , . | AnyConnect
Branch ‘ II \/l pte | a ' I

\, F ' / S C MFA Device posture
abric ecure Connect
A / Dashboard and health

L1 Global Interconnect
Branch N\ V4

Viptela Branch
Sites

cisco Lz//&/
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SDCI Detall

Software Defined Cloud Interconnect (SDCI)

aws

S—=

/AAzure

A . TGW (? VWAN
5 Direct Express
Connect Route
Equinix
Colo
Scope of
automation %
SDWAN
Fabric
Access Provider
v

Customer Sites -

> Google Cloud

Cisco Service
Controllers

(il ;‘*: y

Q Virtual Cross-connect

° SDWAN Device

a SDWAN Hosted Gateway

BRKCLD-1444

EQUINIX

Use Cases:
e Site to Site
* Site to Cloud

e Backbone on Demand

Q Megaport

* Hosted SDWAN service at SDCI datacenters

* Regional Aggregation to Cloud and SaaS

* Provisioning of all Cloud direct connections in vManage

e Full-stack network automation

* Single portal for service creation

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Secure Connect Cloud Overview

-
Enables Auto VPN connectivity with Meraki SDWAN and IPSEC connectivity for private
access with Cisco SDWAN.

Dynamically handles bandwidth per Meraki SDWAN network integrating with Cisco+ Secure

LConnect

>
Streamlined region based SDWAN fabric integration. Organizations can connect to their
closet cloud regions

Eliminates the need for scaling horizontally deploying additional CloudHubs/Connectors.
.

f

Decreases the need for large configuration templates.
.

r

Supports both RFC 1918 and Public IPs for private access
.

cisco W-/ BRKCLD-1444 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



Data Center/Cloud
Orchestration

cisco M/



Cross-domain orchestration with workflow designer

il Intersight «ee > Orchestration > Server Provisioning Demo_Expedia > Edit

Customizable
General Designer Mapping Code Templates

MONITOR

OPERATE

< Tools
CONFIGURE o N\

Tasks Workflows Operations

Orchestration

Q. Search

Profiles

Accelerate Toenplates R B st
hybrld |T Invoke Ansible Playbook

Invoke SSH Commands . Deploy Server Profile
@

Policies

delivery with
ools Invoke Web API Request l
an !
. OPTIMIZE [ Compute . Operating System Install
eXte nsive Add Server Policies to Profile 4
H Overview
| I b ra ry Clear Server Storage Controller J_ &
f Plan Eoreign Configuation . Notify OS install success on W.. . Notify OS install failure on Web...
o) . :

Copy Server Profile
ready-to-use Delete Server Virua Drves |
tasks and More Deploy Server Profie i :
workflows @] ADMIN Dismount Server Virtual Media Device ? Sim ple

IFmpon Sgrvefr Stor(age Controller g New Hypervisor Host / d rag -a nd -
oreign Configuration
: ! drop workflow

Mount Server Virtual Media Device I
e T————— [ e [ e authoring
L ] =

New Server Profile I RS

Targets

UCS Director

Software Repository

Remove Server from Server Profile

J

Remove Server Policies from Profile

BRKCLD-1444 23 Cisco and/or its affiliates. All rights reserved. Cisco Public




Orchestrating Kubernetes Clusters Deployment

- Simplified workflows for K8s
cluster management

« Automate tasks

« Orchestration of complex
worklfows and accessible via
Intersight APIs

« Integration with DevOps tools
for release management
methodologies

cisco M. BRKCLD-1444 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Intersight Infrastructure Automation with Terraform

Create module

module "iks_example_k8s_network" {
source = "terraform-cisco-modules/iks/inte
version = "@.9.4"
# insert the 2 required variables here

Create Terraform execution plan

Validation in Intersight

Platform Type

UCS Server 114 HyperFlex Cluster 17

Kubernete:

cisco Lg/&/

An execution plan has been generated and is shown below.
Resource actions are indicated with the following symbols:

+ create

Terraform will perform the following actions:

# intersight_networkconfig_policy.network_configl will be created
+ resource "intersight_networkconfig_policy" "network_configl" {

+ alternate_ipvédns_server

"10

10.10.1"

+ alternate_ipvédns_server = C

+ appliance_account = (known after apply)

+ class_id = (known after apply)

+ description = "test policy"

+ enable_dynamic_dns = false

+ enable_ipvé4dns_from_dhcp = false

+ enable_ipvé = true

+ enable_ipvédns_from_dhcp = false

+ id = (known after apply)

+ moid = (known after apply)

+ name = "network_configl"

+ object_type = (known after apply)

+ organization = [

+ {
+ additional_properties = null
+ class_id = (known after apply)
+ moid = "default"
+ object_type = "organization.Organization"
+ selector = (known after apply)
},
]

+ preferred_ipvadns_server
preferred_ipvédns_server
profiles

+ +

"10.10.10.1"
e

(known after apply)

Plan: 1 to add, © to change, © to destroy.

BRKCLD-1444
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Hybrid multicloud with automation and app insights
4 )

\) APPDYNAMICS
e part of Cisco
=. learr:soﬂ Application Flow Map v Lo piE Qg o
sae =
mEHE G : 2 - . P
Y. ‘ &= .8
Tor e <Eies D
Terraform Q0" ) X
e - D=
N\ n e '
g O 0 gz WS @ | - P Y
EEEE 0 Q 2
o- y O o0
= 8L £0
o e
A o o B s Y o 5
as - a el . . QA_...A - L
e "8 aum \ EEBE Gj
SECURITY

Personalized service Infrastructure as code Governance and compliance
On-demand elastic
infrastructure provisioned

through portal and/or APIs for

Observability framework
Common automation and DevOps tools

Multicloud compliance and
used to safely and efficiently provision

self-service business
requirements

and manage service lifecycle with
proper release management

management to securely
provision any workflow to any
cloud with workload

optimization
BRKCLD-1444

Correlation of deep application
insights to infrastructure impact
to drive proactive remediation
by leveraging event-driven
actions



Multicloud Workload Orchestration

Collaboration of DevOps Tools PToTTTTT T I

|

@® Request for resource \ : 3 aws |

@ pull scripts from Git ® 6 : e — :
— —_

® Process Payloads .='Terraform - : @ :

I

@ Invokes Terraform scripts Wfrkafad : . |

and Ansible playbook | = :

@® Provision resource . | Lo - -

@ == ° | © e

® Deploy w » =1 o 6 I vmware |

ANSIBLE l'r-: 1

User Pipelines — > ‘ —> | vSphere |

\ 4 <— vmware ¢«— | — |

VMware : g_— |

\ . _/ workload I e p— :

A I

' | R

GitHub I :

Private Cloud
L -
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Orchestrate policy to other enforcement points

Absolute Policies ¥ Type / Sublype

«  Publish normalized micro-segmentation Dt Folcies e
) , @ sy
policy over the Kafka interface Prority Action  Goneumer Provider
100 (ALLOW Il hadoop-0- || [ hadoop-0*
* Updates to the policy are also sent —
through the same interface in real-time ctuster

« Northbound systems can consume this
policy and render it in other infrastructure
elements such as:

: D
«  Firewall orchestration platforms Message publish algosec
« Load balancers (F5/Citrix) Northbound
Kafka consumers
© & Kafka orok
_ roxer Northbound
consumers
Secure Workload s SkyBOX
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Workload and Security Analytics Workflow

‘ Attacker Finds Exposed
Credentials in Github and
breaches over-exposed EC2 VM

Attacker Begins Exfiltrating
Confidential Data from VM to

Secure Cloud Analytics
. Dropbox

Secure Cloud Analytics Triggers
Alert for Data Exfiltration & Notifies
SecureX

v
SecureX

\ :
\\ :
S . M SecureX Orchestrator Quarantines
the EC2 instance via Cisco Secure
Workload’s Multicloud Firewall with

Cisco Secure Workload One Click in Casebook.

cisco W- BRKCLD-1444 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



SecureX Orchestration Workflow Sequence

The orchestration engine runs workflows to execute atomics on the target systems, which returns
results and status, then the next step in the workflow begins.

®

Grchestration engin9—< Atomics >—< Target System }
| L)
Start
Orchestration  Response | workflow Sample workflow
ul > Invoke .
° > Run Activity on this Target
( Triggers ' Results
Update Status < ...................................
‘ n < ................................. [
Time
Schedules Email events e Invoke Socond At
> Run Activity on this Target -
Results
Update Stat
Webhook @ g e M B
J End 4 . s
workflow )
Execute until last
activity in a workflow
Atomic:

cisco Lz//&/

REST call, Run terminal,

Sen

Target System:
The host/endpoint that

d email ... etc.. executes an activity

BRKCLD-1444
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SecureX Orchestration Canvas for Developing Workflows

VIEW RUNS m B x

a PROPERTIES Validate &
* In Drag n’ Drop Ul - Q + o4 0010- PHISHING INVESTIGATION Runsgv:udit
* CORE OWNER
* AWS SERVICE EIXY DetailS adisanka+ctr-dcloud@cisco.com
C by e T Pane DESCRIPTION
. y

This workflow monitors a mailbox for incomming phishing
reports. When an email is received, the workflow investigates its
attachments and attempts to determine if anything in the email
(o its attachments) was suspicious or malicious. If anything

is found, the user is told to delete the

e s it bl ot Tt e P e -

* CISCO AMP FOR ENDPOINTS

CISCO DNA CENTER

X SEY THE ENVIROMMENT URLS
CISCO DEFENSE

ORCHESTRATOR iy DELETE WORKFLOW INSTANCE AFTER SUCCESSFUL EXECUTION @

p—— 2 pacocy 2 rRooarc = wr
» CISCO DUO SECURITY Creates
* CI5C0 FMe Setlocal environment Setlocal environment Set local environment Setlocal environment Atomic Action

variables variables variables variables GROUPNAME @

T CISCO ISE

ISE Create ANC Polic . -
e Atomic Action

- e aaier
(Activity)

ISE List ANC Policy CATEGORY

XS THIS ATTACHMENT AN EMAIY .
ATOMIC o€ hd
15E Quarantine Endoint : Tags Workflow
ISE - ERS - ANC Policy - !
Apply to Endpoint =5 R

ISE UnQuarantine Endpoint i LOglcal e _
Constructs - \
* CISCO ORBITAL « ik aQ? H Variables 1
. Stacked Activities Setlocal variable i |

i i 1 NAME TYPE SCOPE VALUE
, CISCO PROCESS indicates Atomic 1 i
RCHESTRATOR Action l I ConsolidatedH _
String Local 1
! eaders |
» CISCO STEALTHWATCH CLOUD ] : \
X DOES THE EMAIL HAVE AN EMAIL ATTACHMENT ) Hs EmallAtac o teun Local false !
, CISCO STEALTHWATCH . | hment 1
ENTERPRISE Variables g |
= wo NotificationEm _ bromide@cisco. |
[ String Local
* CISCO TETRATION I ail Addresses com 1
1
|
T Rk o 1 Nomber ofClen e Local o |
attachment 1
. /

cisco '&_/
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Secure Cloud Analytics with Auto-Remediation

Secure Cloud Analytics and AWS

Remediation Workflow
Mitigation of unauthorized access to EC2 instances
on AWS
Geographically Unusual Remote Access Alert

Secure Cloud

Analyti ~
nalytics C(_\ SecureX

Unauthorized user .0 }dA orchestration
NG N peetly
‘ sont . A Remote
D e AWS
70,7207, Monitoring = Automated AS:S admin
0707;0770;7g) SSH access Mitigation '
07’0%07 (7)27 0, - 44 4 \4 Revert ¥ 9
O 27,
077007, 44 4 v process
0;,0710,]’ 44 v
77 '
v Mitigation
Notification v v v
Amazon v \ 4 v
EC2 L A4
WebEx Teams

cisco M/

AMP and Secure Cloud Analytics

Integration Workflow
Create Forensic Incident Investigation Casebooks with
SecureX and Network Detection and Response (NDR)
data

SecureX
Secure Cloud (ﬁ\ orchest(ation
Analytics O . 8
Use AMP Pivot Workflow to
Query East-West Flows \\\\\\
oo o Build a casebook of all flows

Events to S B from the time the app was first
vents to SecureX threat response ssen.until it was isolated

H
Secure
Endpoint Retroactive Alarm l

'
\4

Unknown App Offline

—wers

Malicious App Blocked

Unknown App Possibly Spreading
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Trust Analytics for Continuous Trusted Access
Continuous evaluation of endpoint security posture

Low reputation IP
Connections

Unauthorized ports and [ 'i
weak credentials — Q ] ’ 3
----- Impersonation attacks ~

Secure authentication
and Posture

Supported

Continuously monitor
anomalies/ threats,
evaluate Trustworthiness
and restrict access
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Cisco Secure Cloud Native for DevSecOps

- - APl API- .
SE reputation data = ) ) ) o
53  &security . security | Z £ Security for various infrastructure ways of building an app -
- = i X 0o 2 om0 0 0 3
—> 8 i L i [ 1L %g < using traditional monolithic methods to cloud native methods
_& E>': In-app Container. : Serverless : : AppSec in 2"
= & security security | = security c1/cb o
; o e e Integration of security insights into the CI/CD pipelines
DevSecOps tooling
$ $ API-layer scoring, reputation and security, across any cloud
) . and internally consumable APIs
Naming Network-based Application Network-based
9 and User security and API insights é
Identity Networking

Elements of data security related to API-API and API-Data
accesses, Tokenization, and dependency graph visualization

Secure CN Control Center

Identity for Applications and Services and associate with
user identity and policies

Security insights at the App and API layer

O
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Optimize application experiences

Turn insights into action with Full-Stack Observability

cisco '.o/_/

1 Application
B2 Hehich

(Double Click to Drill
Down)

Business.
Transaction
Health

(Double Click to Drill
Down)
Tiers
and Nodes

Health

(Double Click to Dl
Down)

- 3rd Party
## Devices
Health

(Double Click to Orill
Down)
m VMWare

Server
Health

(Double Click to Drill
Down)

APPLI-A APPLI-B

Experience
utilisateur
Portail

Nodes
Health

AppServer

VM Server 1

116.23 Uptime (days)

00O

- E] -
Errors Errors Errors

APPLI-D APPLI-E APPLI-F APPLI-G

0 12,588

API Calls
Services
193

Very Slow Calls

Slow Calls

7ms

Very Slow Calls Average Response Time

Errors

Mobile Apps

842

Slow Calls

1,765ms

Average Response Time

Web Tier Health Mobile Tier Health

W 8 o

FrontEnd Application  Web Server Front-£nd

oracLE

8 Cores \ 4 Cores
" VM Server 2 )
11,33 Uptime (days)

CPUHealth  Memory Health  Uptime Memory Usage by VM CPUHealh MemoryHealtn  Uptime

BRKCLD-1444

O

Application Web Server

-

Memory Usage by VM
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Application Performance Optimization
Intersight and AppDynamics Integration

Intersight Workload Optimizer

(IWQO) provides the application
specific supply chain view based a2 Wy 4
on the data provided by
AppDynamics 0| e °
AppDynamics adds Business 571 g : g
Application, Business Transaction, . C— e
Service, Application Component,
and Database entities to the IWO hatid
supply chain srount >
170
Sop Actons Top Busness Trasactons ® -
WO recommends actions to T
improve application performance s st o i
(e.g suspend/provision VMs) s o e EE—

cisco L&V&_/ BRKCLD-1444
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Thousandkyes + AppDynamics Integration

Alerts Publish ThousandEyes M A | =
Alerts to AppDynamics ™ My
Embed ThousandEyes It 8
Dashboards widgets on AppDynamics
dashboards

Trigger ThousandEyes
snhapshots from AppD
alert policies

Snapshots

Make AppDynamics
Correlated Data aware of ThousandEyes
traffic for correlation
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Cisco VAnalytics and Thousandkyes WAN insights

B¥ Microsoft 365

2 webex .
by €15€0 salesforce
2 Google Cloud

1 Collect network telemetry
data through vAnalytics
center
==
il Enterprise
Data ot 8PPS 2  Analyze telemetry data
analysis (past 30 days) to produce
( E‘t\ﬁ predictive insights and
@ . optimal paths
ThousandEyes J _) VAnalythS /\\ recommendatlons
)7
%

Predictive data
modeling

e N automated in future)
N {F L F L

Branch Branch

W / offices offices
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Closed-Loop Integrated Actionable Alerting

Add New Integration x

Type  AppDynamics
AppDynamics Instance URL .. thousandeyessine. saas sppdynamics.com
Application Name  Must match the application name from AppDynamics
AppDynamics Usemame
‘AppDynamics Password
Severity  Info
Tier Optional
Node  Opiiona

Business Transaction  Oplional

Test AppDynamics Integration

Cancel ‘Add New Integration

Snapshot Sharing Export Data

anous v ofdata around v 1945PDT

Share this snapshot with

appops@acme.com

Take a look at this data. No network discrepancies observed. Global
reachability to the service front door is 100%.

& Link to this snapshot (anyone can view)

el .. |
cisco La//&/

Publish ThousandEyes Alerts
to AppDynamics dashboards

<

ThousandEyes

Trigger ThousandEyes snapshots to capture

incident and allow data sharing across teams

BRKCLD-1444

) APPDYNAMICS

Application Response Time + ThousandEyes Alerts
"

TH0A THISAM THM THAM

= Backend (MongaDB| - Response Time
— Fruntend - App Response Time
+ "Bent- Cifd”

il A

@N020 8413 AN
n Mt triggered for Appd) - customesagg - ateny - Latency > 100 ms.

B0 BI5AM B0 SN

Autentication ©

R s e e Yoo
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Application and Infrastructure Event Correlation

Application Insights

WAN/Internet Insights

cisco M/

Path Visualization @ Node

150.222.117.3
Showing: 1 0of 1 Test + 1 of 30 Agents ~ (Show 1 of 1 Server ~ Hide IP Address

All) Organization Early registration addresses

Grouping: Agents by Agent « Interfaces by IP Address ~ Destinations by Domain ~ | Istanbul, Turkey
Highlighting:  Forwarding Loss > 10 % (0 nodes ) +  Link Delay > 100 ms ( O links ) + DsScP Best Effort (DSCP 0)
Selecting: Click a node or link  Info (1) «

Avg. Response 10 ms

< Undo Show only agents using this node
/ N\
Application Flow Map ~ . T RS R N ]

Legend Not comparing against Baseline data
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Integrate with DevOps to accelerate application delivery

APl as the Leading Interface
@

servicenow ANSIBLE

Dev and Infra
DevOps teams and Ops

@ Jenkins Colo
"W Terraform Cloud

HashiCorp

Accelerate processes and and provide is a next-generation, hybrid
extend infrastructure as code (laC) end-to-end, cross domain coverage for the cloud operations platform that

workflows by integrating Intersight into management, orchestration and consumption visualizes, optimizes, and automates
your DevOps toolchains of your private and public cloud environments applications and infrastructure
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DevSecOps Pipelines for Service Release Management
Accelerate Infrastructure Lifecycle

Lab Infra

Matrix Network

‘Air-Gapped’ Environment

Configuration management (Device/App) - GitLab
iemet Any Code - GitLab
Image packaging (Platform + NED + SP) - Jenkins Pipeline

Compliance - Automate checks on open CVE(s) in package raises flag to tak
action

Monitoring and Alerting - Nagios, Prometheus, Grafana

User Environment Vulnerability Management - Scanning of container images in registries and
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Automated Pipeline for Device Software Upgrade
Example

Source Of Truth

/@ Dynamic Inventory

o Introduce Deploy Software
Change ) ) Change
Version Control System Cl/CD Engine Management ¥
User )
d Trigger
> ol Ol H||= |9,
: NE T O
Le—]
Templates ' »l| SAScan  Sec USD Tool o Trigger —>
* Trigger S65h Pipeline | Upgrade Execute
Scripts Pipeline Security Fetch Execution |« > A
Analysis Software VY Scripts/Playbooks/Jobs
Artifact Repository
Manager Test Automation
fenoract Publish runpreipost | |=] |=] 1=
epositories Artifacts Test Cases > Execute
Perform prechecks,
_/ post-checks, & change
validation checks

cisco M/
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Pipeline for Configuration Deployment
Example

Version Control System CI/CD Engine
ol [¢] @@ @LElZE]| |omes
hange ——
O o ] — | (netcon)
—> Templates »1| SA Scan Sec Scan Build
o+ * Trigger Pipeline
Scripts Pipeline Security Generate )
User Analysis Config Exe(iiltllrin 4
Artifact Repository
Manager Test Automation
. A{“f.aCt Publish Runvalidaon | (=] =] |=
CPOSIONeS)  Arifacts Test Cases Execute
Perform pre-checks,
/ post-checks, & change
validation checks
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Service Release Management Flow

Example

(=)

Notification
Message

9

Pipeline Deployment

O

_ . buildspec.yml

Variable file app:

for config repo:sdwanlac
tag: 5.6.3

Lull Request

Q
N

DEV

cisco Lz//&/

Deploy | Infra
Update|Config

Deploy | Infra
Update|Config
— s
» ~
Ansible or
Terraform
Script Login
Credentials

— &

On prem Datacenter

CYBERARK

CONJUR

Release

Production Deployment and Testing

Notification

Message

S ()

(=)

Deploy

Infra

Update| Config

Ansible or ~
Terraform
: —>
Scnpt Deploy | Infra
Add release Update] Config
metadata
Variable file 11111
for config buildspec.yml [T}
app:
Tag for repo:sdwanlac On prem Datacenter
i tag: 5.6.3->5.6.4
releasing g: Login
O O Credentials
DEV Devops e 6
CYBERARK
CONJUR
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Site Reliability Engineering

Meeting SLO

Q_

I

Test/Verify solution

cisco M/

@,
—
ﬁ

Signaling Alerting Observability

A—»—B
l
owr— 0 — 9

Run Automation Codify as needed Formulate workflow

BRKCLD-1444 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 53



Incident Remediation - Codify to Improve Resilience

] P .°
alllg 00 E I @
N '
Blcossadesnsa

e S —

# act = :

# Root Causes S— pm—
. Issue Postmortem Automation backlog

'-—’“m“

Po 1 orte

1O,

T Ticketing System e dp— isi
Incident & Problem Development
Management Tearr
. - Monitoring Applications V '
@ . Create Automation workflows
= T T T T 1 T T and operationalize
)

vability Points

Incident Management

“ Continuous improvements through codification to reduce I\/ITTR

W ZUzZ5 UISCO dnasor IS ditiidles. Al ngn

CIsCC



Incident Remediation - Codify to Improve Resilience

Example
Ol — -
Remediation e
HR‘GDI Cﬁu.ses .
Incident management team Identifies the issues User story for automation pushed to
and constructs Root Cause Analysis development backlog

TiZket O;;ened 82% 60% 30% b ! — =

SLO Latency Errors Out of Error Budget

v . ° °

O=» O
R EE
|

©

» Automation team identifies packet drop
metric for links
» Condition to trigger for switch over
) L » Automation for executing the switchover
Issue identification VNF

: SLO  Latenc Errors  Within Error Budget »  Conduct post-checks and push the
performance degradation y ¢ changes to respective systems

- 99% 1% 1%
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Key Takeaways

. Automation & Orchestration establish control points

‘ DevSecOps and CloudOps practices are embedded in service delivery

‘ Network intelligence enables visibility and insights for action

Cloud-First Mindset Speed with Safety Full-Stack Observability
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Complete your Session Survey

- Please complete your session survey
after each session. Your feedback
IS important.

- Complete a minimum of 4 session
surveys and the Overall Conference
survey (open from Thursday) to
receive your Cisco Live t-shirt.

- All surveys can be taken in the Cisco Events Mobile App or
by logging in to the Session Catalog and clicking the
"Attendee Dashboard” at

https://www.ciscolive.com/emea/learn/sessions/session-catalog.html
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Continue Your Education

Visit the Cisco Showcase for related demos.

Book your one-on-one Meet the Engineer meeting.

©0

Attend any of the related sessions at the DevNet,
Capture the Flag, and Walk-in Labs zones.

Visit the On-Demand Library for more sessions
at ciscolive.com/on-demand.
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The bridge to possible
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