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Enter your personal notes here

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
until February 24, 2023.
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2

3

4
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Cisco Webex App 
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Digital Experiences

Automation & 
Orchestration

Internet as primary connectivity

Hybrid Multicloud

Operations Intelligence

Rising expectations 
demand a paradigm shift…

Lead with Cloud Principles
to

Develop CONTROL POINTS
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Service as Code
E2E Automation & Orchestration

Leverage programmable infrastructure to 
automate and orchestrate service intent to 
provide optimized application experiences

Observability
Visibility & Insights

Infrastructure and application stack real-time 
intelligence to enable self-optimizing actions

Continuous X
CI/CD/CT

Integrated lifecycle management with 
automated testing

Apps Infra

CI  - Continuous Integration
CD - Continuous Delivery
CT - Continuous Testing

SECURITY

Foundational Components of ANY Architecture
API as the Primary Interface
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Automation / Orchestration
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Automation
The ability to perform individual,
repetitive tasks.

“I need to deploy new services quicker; customer 
demand is drowning me.”

“I have repetitive tasks we are doing manually – I 
need to free up people to do other value-added 
work”

“I need to capture intent which can be converted into 
IP leveraging automated workflows.”

“I have to minimize operational risk”

Why do customers want to orchestrate?

Orchestration
The arrangement and coordination of automated 
and non-automated tasks, ultimately resulting in a 
consolidated business/IT process or workflow.

“I want to integrate my systems together 
to achieve an end-to-end workflow that 
reflects our service life-cycle – request, 
implementation, sustainment, modification, 
decommissioning.”

“Vendors offer many management tools –
some do provisioning of services, others 
do monitoring – why can’t they be 
integrated together as a solution?”

Why do customers want to automate?
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Workflow and Process Automation

WorkflowsWorkflows

Existing Cox Workflow
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Business Process Automation

Workflow 

Task Sequencing
Integrations

Use case 

automation
Single Pane of 

Glass

BRKCLD-1444



Multicloud
Networking
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Public cloud

Public cloudSaaS

Mobile Users

Private DC

Private
DC

Enterprise
Users

Branch / Campus / 
Edge

regional | 
global network

global 
network

global 
network

lo
c
a
l

fa
b
ric

local
fabric

Hybrid cloud architectures require a more INTEGRATED 
approach

Connectivity

Consistent Intent

The need for
Consistent 

Intent

10

Cloud Networking – Essentials
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germany

1221

SDWAN Multi-Controller Deployments with RBAC

vManage

BPA
Orchestration and Automation

Applications

Site ID Range

1222

spain

2221

Site ID Range

2222

Country Resources
Resource Groups
templates
policies
site id

Regional Controller

Controllers, Users and Groups

usa

121

vManage

Site ID Range

122

canada

221

Site ID Range

222
Site Identifiers

WAN Edge Devices

Business Process 
Automation 

LDAP/AD

Device Activation
Golden Config Template
OS Upgrade
Global and Market Variance
Workflow Manager
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Branch Activation Automation Flow Transport

WAN Edge

Branch SW

Multiple instances

Multiple instances

1

2

Migrate 
configuration to 

Templates

Import Device-, 
Feature 

Templates and 
WAN devices

Attach Template 
to WAN Device in 
region instance

Migrate 
configuration to 

template or 
intend service 

(SDA)

Discover LAN 
device

Assign Site and 
provision 

template / SDA

Customer 
Database

Bring Up WAN

cEdge(s)

Bring Up LAN

vManage

DNA Center

Activate Wireless
WLC, AP 

Onboarding, SSID
AP
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Extend SDWAN into the Public Cloud

• Automated provisioning of SDWAN Transit 
VPC and TGW, route exchange for site to 
cloud and site to site traffic over AWS 
backbone

• Full Visibility into inter-regional 
transit traffic and telemetry with TGW 
Network Manager

• Consistent Policy and Segmentation 
across branch and cloud for enterprise 
class security

• Enhanced end-to-end visibility

Branch site

AWS 
Transit 

Gateway

Cisco SDWAN IPsec VPN AWS VPC

AWS VPC

AWS VPCCisco 
SDWAN 
Fabric

Cisco 
vManage

AWS TGW 
Network Manager

WAN/Event Telemetry

Branch Site Data

13BRKCLD-1444
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Cloud OnRamp Automation 
Seamless Access to ANY Cloud

BRKCLD-1444

AZ1

AZ2

Host VPC
VPC 

Attachment

AZ1

AZ2

Host VPC

INET

MPLS

SDWAN

TGW

VPN Attachment to TGW
Standard IPSec + BGP

From Service VPN

Single UI vManage Workflow:

1. have two CSR ready

2. define AWS Account

3. discover host VPCs

4. tag host VPCs as needed

5. enter TGW details

6. deploy and verify

vManage will do the following:

1. Bring up Transit VPC with two CSR 

running SDWAN image

2. Create TGW

3. Connect TGW and CSR

4. Connect host VPCs

Direct 
Connect

VGW

Cisco CSR

Transit VPC

IGW

Cisco CSR
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Alternative to SDWAN extension into cloud: 
Standard IPsec from Branch to AWS

Customer Benefits

• Network Automation from branch to 
AWS Cloud via Cloud OnRamp

• Cat8Kv virtual router for mutlicloud
networking with programmatic APIs

Solution Overview

• Management Plane Integration 
between vManage and TGW-NM 
Service

• vManage shares branch device data 
with TGW-NM using APIs calls

• vManage orchestrates branch site 
router to Transit Gateway (TGW) 
connection

IPsec VPNCisco WAN Edge RouterAWS Transit Gateway (TGW)

Branch Site Data

Management Plane IntegrationNetops User
vManage

1 2

US-West-2

AWS TGW

3 4

EU-West-1

AWS TGW

AWS Global Backbone

EU Branch SiteEU DCUS Branch Site

US DC

AWS 
Direct 

Connect 

SDWAN

SDWAN

Data Plane 
Integration

AWS TGW Network 
Manager

Cat8Kv
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On Premises Data 
Center

Public Cloud Data 
Center

User VPC 2 or 

VNet 2 instances

Cloud gateway Cloud gateway 

User VPC 1 or 
VNet 1 instances

Native Cloud Router Mode

User VPC 2 or 
VNet 2 instances

Cloud gateway Cloud gateway 

User VPC 1 or 
VNet 1 instances

Overlay Cisco Router Mode

Public Cloud Data 
Center

IP Network
(BGP and IPsec)

Overlay Network
(VXLAN and 

IPsec)Cisco Cloud 
Router

Native Cloud 
Router

Cisco Nexus 
Dashboard (Orchestrator)

Hybrid Multicloud Networking – Deployment Model

Separating Connectivity from 
Security Policies

Cisco Router or Native 
Cloud Router Option

Two Different Cloud 
Integration Modes
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ASN: 65091

TGW

us-west-1

NDFC

Cloud 
Network 
Controller

ASN: 65084 ASN: 65080

Leaf1 Leaf2

VXLAN fabric

External fabric

Infra VNetASN: 65092

Cloud 
Network 
Controlle
r

Orchestrator

TGW 
Connect

NLB

172.16.10.0/24

East US

Infra VPC

Building Multi-Cloud Connectivity
Building Underlay

C8KV

Border 
Gateway 

Spine
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ASN: 65091

TGW

us-west-1

NDFC

Cloud 
Network 
Controller

ASN: 65084 ASN: 65080

Leaf1 Leaf2

VXLAN fabric

External fabric

Infra VNet

Cloud 
Network 
Controlle
r

Orchestrator

TGW 
Connect

NLB

172.16.10.0/24

East US

Infra VPC

Building Multi-Cloud Connectivity
Provision On-Prem to Cloud & Cloud to Cloud Connectivity

ASN: 65092

C8KV

Border 
Gateway 

Spine
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SASE



Users, devices, and apps are everywhere

Remote users

Personal and 
mobile devices

IoT devices

Hybrid infrastructure

Cloud infrastructure

Cloud applications

Evolving

perimeter

Cloud Experiences are driving major architecture shifts
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Cisco+ Secure Connect High-level architecture

Acquire information
from the edge

1

Customer edge

Clientless
Access

End-User

Client-based 
Access

End-User

In branch/
on network

End-User

Acquire traffic 
into the Cisco Secure 
Cloud/SASE Fabric

2

Service edge

Cloud Traffic 
Acquisition

3

Gather missing information
and authorize the flow

Cloud-control plane

Cloud data plane

Zero-trust proxy

Cloud security

In
te

rc
o
n
n
e
c
t

Platform

Posture Identity

Dashboard

Connect to apps wherever 
they are: SaaS, Public Cloud, 

Data Center or Sites

4

Customer 
environments

Sanctioned 
SaaS

General internet

Private applications

HQ/branch

Microsoft office

Services

In
te

rc
o
n
n
e
c
t

Browser

Salesforce

Internet traffic Private traffic
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Cisco SDWAN integrated with Umbrella

Cisco SDWAN + Umbrella

Cisco SDWAN

DNS-layer 
security

Secure Web 
Gateway

Cloud-delivered 
firewall

Cloud-delivered 
security broker (CASB)

Interactive threat 
intel

• Automation: Deploy cloud security and 
connectivity across thousands of 
branches in minutes 

• Instant protection: defend against threats 
at the branch with leading real-time threat 
intelligence

• Centralized management: Single pane of 
glass across all offices and users

• DevOps: Integrate into popular tools

22BRKCLD-1444
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Auto-Registration to Cisco Umbrella with SDWAN Edge

Based on Smart Account 
credentials on both Umbrella 
and SDWAN

• Registration of Edge Devices to 
Umbrella is done automatically

• Secure API key is automatically 
provisioned on the Edge 
Device through HTTPS session

• No need to add manual API 
keys

UMBRELLA 

Edge 
Device

HTTPS 
session

BRKCLD-1444 23
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Cisco SDWAN Interconnect
Remote Access Users connecting to Private Applications behind Viptela Fabric

24BRKCLD-1444

Viptela 
Fabric

Branch

Branch

Branch

Viptela Branch 
Sites

vManage

Global Interconnect

Secure Connect 
Dashboard

MFA Device posture
and health

Secure web 
gateway

Cloud-access 
security broker 

(CASB)

CD L3/4/7 
firewall

DNS 
security

Hub Site

IPsec DTLS

AnyConnect 
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SDCI Detail
Software Defined Cloud Interconnect (SDCI)
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Customer Sites

Direct
Connect

Express
Route

GDI

Equinix
Colo

SDWAN
Fabric

VPC VPC VPC VNET VNET VNET VPC VPC VPC

Access Provider

TGW vWAN GCR

Cisco Service
Controllers

• Hosted SDWAN service at SDCI datacenters

• Regional Aggregation to Cloud and SaaS

• Provisioning of all Cloud direct connections in vManage

• Full-stack network automation

• Single portal for service creation

Virtual Cross-connect

SDWAN Device

SDWAN Hosted Gateway

Scope of
automation

Use Cases:

• Site to Site

• Site to Cloud

• Backbone on Demand
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Secure Connect Cloud Overview

Enables Auto VPN connectivity with Meraki SDWAN and IPSEC connectivity for private 
access with Cisco SDWAN.

Dynamically handles bandwidth per Meraki SDWAN network integrating with Cisco+ Secure 
Connect

Streamlined region based SDWAN fabric integration. Organizations can connect to their 
closet cloud regions

Eliminates the need for scaling horizontally deploying additional CloudHubs/Connectors.

Decreases the need for large configuration templates.

Supports both RFC 1918 and Public IPs for private access



Data Center/Cloud 
Orchestration
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Cross-domain orchestration with workflow designer

Simple 
drag-and-

drop workflow 
authoring

Customizable 

Templates

Create your 
own custom 
automation 

and 
integration 

tasks

Accelerate 
hybrid IT 

delivery with 
an 

extensive 
library 

of 
ready-to-use 

tasks and 
workflows

Out of the 

Box
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Orchestrating Kubernetes Clusters Deployment

• Simplified workflows for K8s 
cluster management

• Automate tasks 

• Orchestration of complex 
worklfows and accessible via  
Intersight APIs

• Integration with DevOps tools 
for release management 
methodologies

29BRKCLD-1444
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Intersight Infrastructure Automation with Terraform

Create module Create Terraform execution plan

Validation in Intersight

30BRKCLD-1444
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Hybrid multicloud with automation and app insights

BRKCLD-1444

NETWORK  

Common automation and DevOps tools 
used to safely and efficiently provision 

and manage service lifecycle with 
proper release management

Multicloud compliance and 
management to securely 

provision any workflow to any 
cloud with workload 

optimization

On-demand elastic 
infrastructure provisioned 

through portal and/or APIs for 
self-service business 

requirements

Infrastructure as code Governance and compliancePersonalized service Observability framework

Correlation of deep application 
insights to infrastructure impact 
to drive proactive remediation 

by leveraging event-driven 
actions

SECURITY

Segmentation

Application
components

Application
groups

Application
zones

App group

DB group

Web group

Dev zone

Test zone

Prod zone

Sales apps

HR apps

BRKCLD-1444
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Multicloud Workload Orchestration

User

Private Cloud

AWS 
workload

Forms TemplatesScripts

Collaboration of DevOps Tools

1

2

3

4
5 6

Request for resource1

Pull scripts from Git2

Process Payloads3

Invokes Terraform scripts 
and Ansible playbook

4

Provision resource5

Deploy6

5 6

VMware 
workload

32BRKCLD-1444



Cloud Security
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Orchestrate policy to other enforcement points

Kafka 
broker

Northbound 
consumers

Northbound 
consumers

Message publish

• Publish normalized micro-segmentation 
policy over the Kafka interface

• Updates to the policy are also sent 
through the same interface in real-time

• Northbound systems can consume this 
policy and render it in other infrastructure 
elements such as:

• Firewall orchestration platforms

• Load balancers (F5/Citrix)

Secure Workload

Kafka

34BRKCLD-1444
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Workload and Security Analytics Workflow

1

2

1
Attacker Finds Exposed 
Credentials in Github and 
breaches over-exposed EC2 VM

Attacker Begins Exfiltrating 
Confidential Data from VM to 
Dropbox

3

2

Secure Cloud Analytics Triggers 
Alert for Data Exfiltration & Notifies 
SecureX

3

4
SecureX Orchestrator Quarantines 
the EC2 instance via Cisco Secure 
Workload’s Multicloud Firewall with 
One Click in Casebook.

4

Cisco Secure Workload

35

Secure Cloud Analytics
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SecureX Orchestration Workflow Sequence

The orchestration engine runs workflows to execute atomics on the target systems, which returns 
results and status, then the next step in the workflow begins. 

Atomic: 
REST call, Run terminal,
Send email … etc..

Target System: 
The host/endpoint that 
executes an activity

Execute until last 
activity in a workflow

Orchestration engine Atomics Target System

Invoke
Run Activity on this Target

Results
Update Status

End 
workflow

Time

…

1

2

n

Client

Triggers

Start 
workflow

Results

Invoke

Update Status

ResponseOrchestration 
UI

Schedules Email events

Webhook

Run Activity on this Target

36BRKCLD-1444
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Activity Group

Atomic Action 
(Activity)

Drag n’ Drop UI

Logical 
Constructs

Details 
Pane

Validate & 
Save

Run & Audit

Variables

Creates 
Atomic Action

Drag n’ Drop UI

Tags Workflow

“Stacked Activities” 
indicates Atomic 

Action 

SecureX Orchestration Canvas for Developing Workflows

BRKCLD-1444 37
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Secure Cloud Analytics with Auto-Remediation

Remediation Workflow 
• Mitigation of unauthorized access to EC2 instances 

on AWS
• Geographically Unusual Remote Access Alert

Secure Cloud Analytics and AWS

Integration Workflow 
• Create Forensic Incident Investigation Casebooks with 

SecureX and Network Detection and Response (NDR) 
data

AMP and Secure Cloud Analytics 

38BRKCLD-1444
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Trust Analytics for Continuous Trusted Access
Continuous evaluation of endpoint security posture

3

Trust Score

Secure authentication 
and Posture 

Impersonation attacks

Low reputation IP 
Connections

Vulnerability / Threat Metrics 

Continuously monitor 
anomalies/ threats, 

evaluate Trustworthiness 
and restrict access

EA

Supported

Unauthorized ports and 
weak credentials

Embedded 
Machine 
Learning

Security 
Ecosystem

Future

BRKCLD-1444
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Cisco Secure Cloud Native for DevSecOps

Naming 
and User 
Identity

Network-based 
security

Container 
security

In-app 
security

Application 
and API 

Networking

Network-based 
insights

API 
reputation 
& security

Serverless 
security

AppSec in 
CI/CDA

p
p

lic
at

io
n

 a
n

d
 

Se
rv

ic
e

 Id
e

n
ti

ty
API-
data 

security

O
b

se
rv

ab
ili

ty
 &

 
In

si
gh

ts

DevSecOps tooling

Security for various infrastructure ways of building an app –
using traditional monolithic methods to cloud native methods

Integration of security insights into the CI/CD pipelines

API-layer scoring, reputation and security, across any cloud 
and internally consumable APIs

Security insights at the App and API layer

Secure CN Control Center
Elements of data security related to API-API and API-Data 
accesses, Tokenization, and dependency graph visualization

Identity for Applications and Services and associate with 
user identity and policies
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Optimize application experiences
Turn insights into action with Full-Stack Observability
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Application Performance Optimization
Intersight and AppDynamics Integration

• Intersight Workload Optimizer 
(IWO)  provides the application 
specific supply chain view based 
on the data provided by 
AppDynamics

• AppDynamics adds Business 
Application, Business Transaction, 
Service, Application Component, 
and Database entities to the IWO 
supply chain

• IWO recommends actions to 
improve application performance 
(e.g suspend/provision VMs)

IWO builds Application 
Supply Chain

IWO recommended 
Actions
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ThousandEyes + AppDynamics Integration

Alerts

Dashboards

Snapshots

Correlated Data

Publish ThousandEyes

Alerts to AppDynamics

Embed ThousandEyes

widgets on AppDynamics 

dashboards

Trigger ThousandEyes

snapshots from AppD

alert policies 

Make AppDynamics 

aware of ThousandEyes

traffic for correlation 

44BRKCLD-1444
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Cisco
SDWAN

Predictive data 
modeling

Cisco vAnalytics and ThousandEyes WAN insights 

Collect network telemetry 
data through vAnalytics

1

2 Analyze telemetry data 
(past 30 days) to produce 
predictive insights and
optimal paths 
recommendations

3 Feedback loop to update 
policy to optimize app 
experience (initially manual, 
automated in future)

vAnalytics

vManage

Policies

Telemetry

1
Ingest 

telemetry 

2
Data 

analysis

3
Feedback 

loop

Data 
center

Enterprise 
apps

Branch 
offices 

Internet

SaaS applications

Branch 
offices 

MPLS
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Closed-Loop Integrated Actionable Alerting

Publish ThousandEyes Alerts 

to AppDynamics dashboards 

Trigger ThousandEyes snapshots to capture 

incident and allow data sharing across teams

46BRKCLD-1444
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Application and Infrastructure Event Correlation

WAN/Internet Insights

Application Insights

47BRKCLD-1444
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Dev and 
DevOps teams

Infra 
and Ops

Data centerEdge

Colo

Integrate with DevOps to accelerate application delivery
API as the Leading Interface

48

Intersight and Terraform Cloud provide 
end-to-end, cross domain coverage for the 
management, orchestration and consumption 
of your private and public cloud environments 

Intersight is a next-generation, hybrid 
cloud operations platform that 
visualizes, optimizes, and automates 
applications and infrastructure

Accelerate CI/CD processes and 
extend infrastructure as code (IaC) 
workflows by integrating Intersight into 
your DevOps toolchains

BRKCLD-1444
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Management

User Environment

Internet

Client

‘Air-Gapped’ Environment

Cisco
BPA

Cisco
Matrix

• Configuration management (Device/App) – GitLab

• Any Code – GitLab

• Image packaging (Platform + NED + SP) – Jenkins Pipeline

• Compliance – Automate checks on open CVE(s) in package raises flag to take 

action

• Monitoring and Alerting – Nagios, Prometheus, Grafana

• Vulnerability Management – Scanning of container images in registries and 

servers
49

DevSecOps Pipelines for Service Release Management
Accelerate Infrastructure Lifecycle
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User

Introduce
Change Change

ManagementVersion Control System

Templates
+

Scripts

Trigger
Pipeline

Test Automation

SA Scan Sec 
Scan

Security
Analysis

Source Of Truth

Dynamic Inventory

Trigger 
Backup

Trigger 
Upgrade

Scripts/Playbooks/Jobs

Execute

USD Tool

Fetch
Software

CI/CD Engine

Execute

Artifact Repository 
Manager

Deploy Software

Pipeline
Execution

Run pre/post 
Test Cases

Perform prechecks, 
post-checks, & change 
validation checks

Publish
Artifacts

Artifact
Repositories

50

Automated Pipeline for Device Software Upgrade
Example
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User

Introduce
Change

Version Control System

Templates
+

Scripts
Trigger
Pipeline

Test Automation

SA Scan Sec Scan

Security
Analysis

Apply Config 
(netconf)

Generate
Config

CI/CD Engine

Execute

Artifact Repository 
Manager

Pipeline
Execution

Run Validation 
Test Cases

Perform pre-checks, 
post-checks, & change 
validation checks

Publish
Artifacts

Artifact
Repositories

Pipeline for Configuration Deployment
Example

Build
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Service Release Management Flow
Example

BRKCLD-1444 52

Build Lab deployment and Testing Release Production Deployment and Testing

DEV

Pull Request

Variable file 
for config Ansible or 

Terraform 
Script

Pipeline Deployment

buildspec.yml
app:
repo:sdwanIac
tag: 5.6.3 

Login 
Credentials

Deploy  Infra
Update Config

On prem Datacenter

Deploy  Infra
Update Config

DEV

Tag for 
releasing

Variable file 
for config

Ansible or 
Terraform 
Script

Add release 
metadata

buildspec.yml
app:
repo:sdwanIac
tag: 5.6.3->5.6.4 

Login 
Credentials

Deploy Infra
Update Config

On prem Datacenter

Deploy Infra
Update Config

Devops

Notification
Message

Notification
Message
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Site Reliability Engineering

Meeting SLO Signaling Alerting Observability

Formulate workflowCodify as neededRun AutomationTest/Verify solution 
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Incident Management

1

Ticketing System

2

Issue Postmortem

4

Automation backlog

5

Create Automation workflows 
and operationalize

6

Remediation

3

Incident Remediation – Codify to Improve Resilience
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Incident Remediation – Codify to Improve Resilience
Example

55

Issue identification VNF 
performance degradation

1

Ticket Opened

2

Incident management team Identifies the issues 
and constructs Root Cause Analysis 

4

User story for automation pushed to 
development backlog

5

• Automation team identifies packet drop 
metric for links

• Condition to trigger for switch over
• Automation for executing the switchover
• Conduct post-checks and push the 

changes to respective systems

6

Remediation

3

82% 60% 30%

SLO Latency Errors Out of Error Budget

99% 1% 1%

SLO Latency Errors Within Error Budget
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Key Takeaways
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Key Takeaways
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Automation & Orchestration establish control points 

Cloud-First Mindset Speed with Safety Full-Stack Observability

Network intelligence enables visibility and insights for action

DevSecOps and CloudOps practices are embedded in service delivery
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Complete your Session Survey

• Please complete your session survey 
after each session. Your feedback 
is important.

• Complete a minimum of 4 session 
surveys and the Overall Conference 
survey (open from Thursday) to 
receive your Cisco Live t-shirt. 

• All surveys can be taken in the Cisco Events Mobile App or 
by logging in to the Session Catalog and clicking the 
"Attendee Dashboard” at
https://www.ciscolive.com/emea/learn/sessions/session-catalog.html
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https://www.ciscolive.com/emea/learn/sessions/session-catalog.html
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Agenda
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Visit the On-Demand Library for more sessions 
at ciscolive.com/on-demand.

Attend any of the related sessions at the DevNet, 
Capture the Flag, and Walk-in Labs zones.

Visit the Cisco Showcase for related demos.

Book your one-on-one Meet the Engineer meeting.

Continue Your Education
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https://www.ciscolive.com/on-demand.html


Thank you
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