Cisco Sovereign Cloud

Delivered by Cisco Partner Providers

Abdel-moniem E. REZK, MSc, CCIE, Senior Architect - X-Architecture CTO Office
Chalon Duncan, Partner Managed Services Offer Manager

cisco Loy ! BRKCLD-2434



Cisco Webex App

Questions?
Use Cisco Webex App to chat
with the speaker after the session

Intermediate (596)

Tracks
| I OW Networking (220)

Session Type
Breakout (453)

‘ Find this session in the Cisco Live Mobile App
‘ Click “Join the Discussion” |
‘ Install the Webex App or go directly to the Webex space
. Enter messages/questions in the Webex space

Webex spaces will be moderated
until February 24, 2023.
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- Cisco Cloud Vision
- Cisco Sovereign Cloud overview

- Sovereign Cloud Service Delivery
- Cisco Partner Case Study

cisco W- BRKCLD-2434 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 3



\\::’I EU
IV CLOUD
gaia X s @ coc

Cisco Cloud Vision
Options including Sovereignty

Local
Presence

Standard SaaS with no
location guarantees

Improved Performance &
increased local market
commitment
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Data
Residency

Guaranteed location
for personal and user
generated content

International
Trusted Clouds

Guaranteed location for
personal and user generated
content built and operated
by approved Cisco personnel

Improved protection
of personal data, but
for certain customers
this is not enough

Min requirement for local
sovereign clouds, Cisco no
longer builds or operates, with
no higher-level services in
AWS public cloud

BRKCLD-2434

Sovereign
Clouds

Guaranteed location for
personal and user
generated content built and
operated by sovereign entity

Min requirement for local
sovereign clouds, Cisco no
longer builds or operates, with
no higher-level services in
AWS public cloud
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Tech Preview: Intersight EMEA
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Intersight Cloud Intersight Cloud Intersight Cloud
GLOBAL EMEA ON-PREM
Cisco's Hybrid Cloud Regional Hybrid Cloud Air-Gapped Hybrid Cloud
Operations Platform Operations Platform Operations Platform
- N\ ( Tech Preview )_/ - J
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A natural progression of multicloud
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Multi Cloud

Cisco Hybrid Cloud
xArchitecture for transitional
journey to Multicloud
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Trusted Cloud

Cisco Cloud SaaS Solutions
delivered by in-country by
Cloud Service Providers
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Sovereign Cloud

Cisco Private Cloud
xArchitecture for
controlled data residency
and operational
sovereignty
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Solving for on-prem sovereign cloud
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60% of [public sector] organizations expect

sovereign cloud to be a managed or shared service.
— Sovereign Private Cloud for the Public Sector, Global Data (prepared for Cisco), 2021
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Introducing Cisco Sovereign Cloud

Cisco Sovereign Cloud is a private cloud
offer for public and private sector
industries that meets local sovereignty
and jurisdiction compliance around data
privacy, access and control, by ensuring
that cloud infrastructure resides in country
and is managed by in-country citizens.

Deployed and operated by Cisco
Partner Providers in region or country

Highly secure to meet regulatory
compliance and data sovereignty

Integration with in-region regulated
public clouds when required

Air-Gapped model for the most
critical data hosting environments




Cisco Sovereign Cloud Framework

PARTNER OPERATING FRAMEWORK

SOVEREIGN

CiSCO COMPLIANCE
Sovereign -
Cloud
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Cisco Partner
Providers PARTNER MANAGED SERVICES
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BARE METAL INFRASTRUCTURE NETWORK DEVOPS PLATFORM CONTAINER
AS A SERVICE AS A SERVICE AS A SERVICE AS A SERVICE AS A SERVICE AS A SERVICE
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Cloud IT Operations
Where you need it




Simplity IT Operations
( Private Cloud ) ( Public Cloud )

¢ ;

CISCO INTERSIGHT E @ @
Visualize Automate Optimize
e )
Networking _
: Manage Cisco Nexus networks from the cloud Platform Services
SSO, RBAC, SDK/API, CLI
Computing
Operate UCS, HyperFlex, and converged infrastructure
o Ecosystem Integrations
Cloud Optimization
Optimize AWS, Azure, GCP, and on-premises workloads
i\ J
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Designed for Heterogeneous Environment

Cisco Converged Infrastructure
Solutions with UCS X-Series

Simplified private / cloud management
of solution components

Monitoring, orchestration, and workload
optimization for different layers of solutions

ServiceNow plugin

servicenow Incident management
Basic configuration

Inventory module

cisco W/

Storage plugins

@ HITACHI  See storage capacity, controllers,
configuration, snapshots, and replication
M NetApp
Automate storage management
o PURESTORAGE and orchestration

Use storage task library to create
and execute workflows

Third-party server support

p— 5 Dell PowerEdge/HPE ProLiant

See inventory and health

_i Add to automated workflows
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Cloud delivered SaaS Virtual Appliance
- Benefits of SaaS delivery and full - Benefits customers with data locality

lifecycle management of distributed or other requirements not met by SaaS

Intersight-connected servers and

third-party storage - Includes the services of SaaS version

wrapped up in a virtual machine
- Operation across data centers,
remote sites, branch offices,

Cloud managed operations

Cisco Infrastructure
Services Cloud SaaS

and edge environments
J g
Locally hosted operations
i e | Cisco Infrastructure
= Services Virtual Appliance

Flexibility and choice
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One console, consistent operator experience

‘b Intersight &% Infrastructure Service ~

Single point
of control

L)
Overview a.: Infrastructure Service

o orchestrator
Server HCL Status Summary Fabric Interconnect Health Summary
B Workioad Optimizer . °

22 10

B vy pashboard

FlexPod Fabric Interconnects Health Summary

B srtem

o

Explore Mare Services (7

Capacity Utilization

Top § HyperFlex Clusters by Starage Utilization HyperFlex Clusters Capacity Runway Top § FlexPod by Capacity Utilization

New  Gommand Palette

K
Help > Command Palette
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Start with Intersight Infrastructure Service

= U Intersight @ systom v © ®EE Qewr aw @ R

C O n n e Ct tO Sl Select Target Type
vCenter

@ Available for Claiming

Hypervisor

Categories
ssoft Hyper-V

Hyperconverged

’

Cloud Native

]

Kubernetes

Network
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Build with Intersight Cloud Orchestrator

P rOVl S | O n il Intersight Cloud Orchestrator: Edit Workflow

Provision a new ESXi Host ;...
New Hosts s s o

Tools

Tasks Workflows ~ Operations

* Executors

~ Invoke Ansible Playbook

~ Invoke PowerShell Script

invoke SSH Commands

~ Invoke Web API Request

* Compute
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Deliver repeatable services at

I Intersight ~ Cloud Orchestrator: View Workfiow

New Virtual Machine o

General Designer Mapping Code

oy Action
Workflows Deploy Actior

Custom
5 Workflow #

Workflow #2

Workflow #3

Provision —
New VMs

Copy Server Profile

Clones the selected server profile. Creates a

new profile
Outputs
Cloned Profiles
nputs

Source Profile*
Target Profile Name
Target Profile D
Target Profile N

Deploy Action

= Create New VM

Action 1

= Power On

Action 2

= Rsize

BRKCLD-2434

scale

Power On
General
Power On
1 (dafaul)
Viorkflon Task
Default Organization
Lorem ipsum dolor sit amet, consectetur

Workflow Detells

Workfiow for VM Ogerations to Power On the WM
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Let's look a little deeper into how the construct
WOrks

Start Workflow

.

Client
cJ ICO UI
e REST API
Triggers
4 N\
D Schedules

@ Events

R Webhooks

Orchestration Engine

Invoke

Update Status

Invoke

End Workflow <—
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Update Status

Execute until last
activity in a workflow

BRKCLD-2434

Task Target System
>
Run Activity
o Execute on this Target R
Results < 'I
______________ Results
Run Activity _
- Execute on this Target
Results _ _ __ ___ < Results >l
Task: Activity: Target System:
Integration with a target REST call, Run terminal, The host/endpoint that
system, provides actlyltles to Send email ... etc. executes an activity
perform task automation
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Manage the entire stack from hosts to VMs

et 3¢ Infrastructure Service @ {HEm Qoss @ @ 4

Intersight

@ There are ) Crtical, 1 Info slerts. Expand All

Virtual Machines

Datacenters  Clusters Hosts  Virtual Machine Templates Datastore Clusters

Manage
deployed VM

Provider/Platform Status Top 5 Used Instance Types os
Stopped 142 © Running 43 N
. N 6

Provid.

Virtualization

Status CPUUtliza.. Memo... 1P Address

Stopped

Stopped

Pending

Stopped

Stopped 1

Stopped 0 20

Stoppad
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Save money with Intersight Workload Optimizer

Quickly resize
or relocate
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Interactive API library with simplified automation

Simple
Push
Pre-Built,
Maintained, &
Open Source
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Cisco Sovereign Cloud Reference Architecture

D Cisco
D Partner 3rd party
D System integrators
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Cisco Partner Provider
Solution Case Study
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dCloud case study here
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https://dcloud-docs.cisco.com/c/dam/r/dcloud-docs/en_us/Business-Value-Demos/cisco_sovereign_cloud_demo/SovereignCloud_FINAL_2_0/index.html?_open=ext

Closing Summary | ® -
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What Cisco Sovereign Cloud delivers

« Ability to meet compliance requirements where you need it

» (Consistent IT operator experience regardless of location

« Full stack infrastructure resource lifecycle management

* Low code solution for highly repeatable service creation and delivery
* QOpen architecture for Cloud Management Platform integrations

» Offered by developing ecosystem of Cisco Partner Providers
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Call to action

Stop by the Managed
Services booth in the
World of Solutions to
speak to our team of
experts

cisco W/

— ae

Contact your account
team to help you find
the right Managed
Service Provider to get
exceptional outcomes

A

| earn more about
Cisco Sovereign Cloud
on Cisco.com

cisco.com/c/en/us/solutions/cloud/
sovereign-cloud.html

BRKCLD-2434
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Next steps

'

.

Want to learn more?

Visit our partner managed services booth (E06)
in the World of Solutions

Cisco Showcase

Ready to get started or have
additional questions?

Reach out to us at
PartnerManagedServices@cisco.com

J
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Partner Managed Services sessions
at Cisco Live Amsterdam!
( N\ 4
Mon. 6" Feb Tue. 7th Feb Wed. 8th Feb
14:20 - 14:50 13:00 - 13:30 9:40 - 10:10
Successful Managed The Journey into the Making Hybrid
Campus in the New Next Artificial Work...Work: Learn
Hybrid World Intelligence for IT How Managed Services
Operations (AIOPs) Make it Easier to
Optimize the Hybrid
Work Environment
(. J .
p
Fri 10th Feb
11:00 - 12:00
Cisco Sovereign Cloud Elevate your Managed How to Supercharge
Services Practices with your Next-Gen Network
the Fast and Furious with AlOps and
Velocity Managed Managed Services
Services Offers from
Cisco (For SPs)
A\
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Complete your Session Survey

- Please complete your session survey
after each session. Your feedback
IS important.

- Complete a minimum of 4 session
surveys and the Overall Conference
survey (open from Thursday) to
receive your Cisco Live t-shirt.

- All surveys can be taken in the Cisco Events Mobile App or
by logging in to the Session Catalog and clicking the
"Attendee Dashboard” at

https://www.ciscolive.com/emea/learn/sessions/session-catalog.html
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Continue Your Education

Visit the Cisco Showcase for related demos.

Book your one-on-one Meet the Engineer meeting.

©0

Attend any of the related sessions at the DevNet,
Capture the Flag, and Walk-in Labs zones.

Visit the On-Demand Library for more sessions
at ciscolive.com/on-demand.
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