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Cisco Webex App

Questions?
Use Cisco Webex App to chat
with the speaker after the session

Intermediate (596)

Tracks
| I OW Networking (220)

Session Type
Breakout (453)

‘ Find this session in the Cisco Live Mobile App
‘ Click “Join the Discussion” |
‘ Install the Webex App or go directly to the Webex space
. Enter messages/questions in the Webex space

Webex spaces will be moderated
until February 24, 2023.
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When it's time, join your Webex meeting here.

Join Webex

Meeting number (access code): 2575 129 3682
Meeting password: ePD2qfaZs57 (37327329 from phones)

Tap to join from a mobile device (attendees only)
+1-408-525-6800,,25751293682#37327329% Call-in toll number (US/Canada)
Some mobile devices may ask attendees to enter a numeric password.

No matches

Join by phene
+1-408-525-6800 Call-in toll number (US/Canada)
Global call-in numbers

Join from a video system or application
Dial 25751293682@webex.com
You can also dial 173.243.2.68 and enter your meeting number.

Cisco
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What is the Hybrid Calendar Service”

- Connect Microsoft Exchange, Office 365, or Google Calendar environment to Cisco Webex

- Integrate with on-premise connector, configure purely cloud-based connector or hybrid setup

Benefits Summary:

- Simple meeting scheduling
- Keywords in the location field auto-populate meeting information (@webex and @meet)

- View your meetings list on Webex registered applications and devices
- OBTP (One button to push) capability

- Ad-hoc booking from Room Devices

@B Exchange |:| Office 365

Google Calendar
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Benefits - Simple meeting scheduling

Type a keyword in the location field of the meeting invite:

= @webex - Populates meeting invite with Webex Personal Room details

= @meet - Creates a space in Webex App with meeting details, adds join information to the meeting invite

Title Hybrid Calendar Meeting with the webex keyword

B Required
Send
Update Optional
Start time Tue 17-Jan-23 [ 600pM
Eng time Tue 17-Jan-23 5| 630

Location @webex

Join my Webex Personal Room meeting.

Meeting link: https://cisco.webex.com/meet/radrabik
Meeting number (access code): -

Join by phone
Tap to call in from a mobile device (attendees only)

+1-408-525-6800 Call-in toll number (US/Canada)
Global call-in numbers

Join from a video system or

Dial radrabik cisco@webex.com
You can also dial 173.243.2.68 and enter your meeting number.

Cisco LQV&_/ -

[ Al day

O Make Recurring

Title Hybrid Calendar Meeting with the meet keyword

=

Required
Send — !
Update Optional
@ % Hybrid Calendar Meeting with the meet keyword # C]
Start time Sat 28-Jan-23 = [ 200pm ~| Oal
Endtime Sat 28-Jan-23 (= [ #30pm ~ oM

Messages = People (3)  Content  Meetings  +Apps 2 Q

Location meet

1 Let's start chatting £

Add or invite more people to get things done together.
When you're ready, start with a message, meeting, or even
afun GIF.

- Do not delete or change any of the following text. —

When it's time, join your Webex meeting here. This conversation is protected by strong encryption using a unique key. Click to

learn more.

(9 Share a file) ( Send a GIF) (B Add people)

eI g —. You 1213FM LU R
®) )

| Jan 28, 2023

Meeting number (access code). 2576 188 6348
Meeting password: N4exWMnPX28 (64399667 from phones)

400 PM - 430 PM Hybrid Calendar Meeting with the meet keyword

Tap to join from a mobile device (attendees only)
+1-408-525-6800,,25761886348#64399667# Call-in toll number (US/Canad;
‘Some mobile devices may ask attendees to enter a numeric password

Join by phone COHE =EE
+1-408-525-6800 Call-in toll number (US/Canada)
Global call-in numbers

Shift+Enter fora new line

a4 N\Jrite a message to Hybrid Calendar Meeting with the meet keyword

BRKCOL-2494 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 7



Benefits - Meetings List and Join Button

« On the devices, display Meeting list and green
Join Button (One Button To Push) just before

?. <+ Q Search, meet, and call ® Connect.. — 0O X

https://cisco.webex.com/meet/ @
a8 _ _

Calendar Meeting content < 28-Jan-23 > Today B List ~

Monday, January 30, 2023

fao) Y, y ‘
(@, Cisco Live 2023 Dry Run o Hybrid Calendar Training ... y
iz A® 500 4M- 830 AM 16:00 - 16:30 v
p— — I8

o Q3FY23 - Collab TAC workshop - Sync up ® (c] t | The Lat @
' @ 930 AM - 10:00 AM )

Meeting reminder x

-?. 1:00 PM - 2:00 PM - @ Meeting demo for TAC workshop e

Host: Rado Drabik
o In 5 minutes Hybrid Calendar Training - OBTP
340 PM - £10 PM 501690 n

% Call settings  (L1) TAC CSE-B0Cwmmm
(]

Ability to see Meeting list and Notifications
for the next 31 days in the Webex app ©00
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Benefits - Meetings List and Join Button

- Webex standard meeting, Webex Personal Room meeting, or Webex meeting
associated with a Webex space are natively supported

- The Hybrid Calendar Service can also parse a SIP URI or other video address from the

body of a calendar invitation.

Description Example

Standard SIP address sip:jdoe@company.com
sips:jdoe@company.com

Special-case URI - all number without sip: prefix 12345@company.com

- When the address matches a supported format, the Join/Start appears

cisco Lg%o//
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Benefits - Show When You're Out of Office

- Go to Microsoft Outlook or Google Calendar to set your automatic replies. Webex
automatically updates your profile picture within 20 minutes

People in your organization will see your status:
- In @mentions directed at the out-of-office user.
- In the People space for that user.
« In search results for that user's name.
- In the expanded people roster for a space

cisco W/ BRKCOL-2494

|:| Automatic Replies (Out of Office)
“~= Use automatic replies to notify others that you are out of office, on vacation, or
Automatic not available to respond to email messages.
Replies = Automatic replies are being sent.
Turn off x

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Benefits - Adhoc booking from Devices

000 Adhoc booking available for:
@ ey o  Desk Series (New)
« Board Series
 Room Series
 Room Navigator

RoomOS 11 update brings
in-room booking for Desk devices.

Home screen

Calendar app

cisco W. BRKCOL-2494 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 1
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Expressway Calendar Connector for Microsoft
Exchange

Microsoft 365*

HTTPS AN
(REST)

/I\rl;ternet ‘.
| 4

>33«

Calendar

Connector Cloud-registered

endpoints

* Deprecated as of Oct 2022 due to Basic Authentication
Deprecation in Exchange Online. More here

** OBTP for on-premises linked Webex devices (Webex Edge)
without TMS and TMS-XE

cisco W- BRKCOL-2494 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 13

User schedules meeting Microsoft On-prem registered
using keywords (@meet or Exchange endpoints**
@webex) or video address


https://help.webex.com/en-us/article/qtrehbb/Known-Issues-with-Hybrid-Calendar-Service#id_83208

Cloud-based Hybrid Calendar Service for Office

365 or Google

o

Microsoft 365

Graph API

nnnnnnn

User schedules meeting using

keywords (@meet or @webex) or
video address

cisco Lz//&/

Calendar event
notifications

}

Hybrid
Calendar
Service

Cloud-registered
endpoints

On-premise devices can retrieve OBTP if linked Webex
devices (Webex Edge) without TMS and TMS-XE.

BRKCOL-2494
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Cloud-based Hybrid Calendar Service for Office
365 or Google

Hybrid

REST API Calendar
Service

}

Webhook callback

Q
- :: gm Cloud-registered
I o endpoints
= B I U = = x i
)
User schedules meeting using
keywords (@meet or @webex) or On-premise devices can retrieve OBTP if linked Webex
devices (Webex Edge) without TMS and TMS-XE.

video address
cisco W-/ BRKCOL-2494 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Hybrid Exchange deployment

Office 365 users not in

resource group

(5]
Microsoft 365

Sy Hybrid
‘=== == B Calendar
Service

Exchange usersin a i
Resource Group 11

1 .

1 On-premise =S

| -

: Expressway-C SaL€

I Calendar

I I Connector

1 1

i I 1

' | Microsoft

| 1 Microso e

1 1 Exchange "
1 1

| 1 X I
1 1

1 1

1 1

1

cisco La{/&/ BRKCOL-2494

Cloud-registered
endpoints

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Configure - Cloud Calendar
Service with Office 365~ ° o
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Requirements & Considerations

w Webex

= A Webex organization with a paid subscription
= For @webex scheduling - Personal Room feature must be enabled. See how here

= Support for multiple Microsoft 365 tenants with a single Webex organization

G Microsoft

= Organization’s Microsoft 365 tenant Global administrator account login to the Microsoft 365 portal

» Users must have activated Cisco Webex accounts, with email addresses that are exact matches in Cisco

Webex Meetings, Webex, and Exchange Online (the Primary Email Address)

cisco M. BRKCOL-2494 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public


https://collaborationhelp.cisco.com/article/cvyza2

Configure - Cloud Calendar service with MS 365
@ Setup Up

Webex Control hub > under Services > Hybrid > Hybrid Calendar (Office 365) > click Set Up

SERVICES o

Hybrid Calendar Hybrid Calendar Setup B® Microsoft
(™ Updates & Migrations |:| Offi
ice 365 . . .
I Microsoft 365 set-up Sign in
() Nessaging Use @webex or @meet in a meeting The Hybrid Calendar Service needs permission to access Microsoft 365 on behalf ¢
[2] Meeting location to insert join details, show your users. Email address, phone number or Skype
upcoming meetings in the Webex app - Click Authorise to sign in to Microsoft and accept permissions for the service.
% Calling and provide One Button to Push {OBTF’) Choose your Microsoft 365 instance and then click Authorise to sign in to Microsol No account? Create onel
to join accept permissions for the service.
[> Vidcast ’ After you accept, your browser should redirect you back here. If you're not redirect Can't access your account?
shortly, return to admin.webex.com and start this process again.
Connected UC Microsoft 365 Instance Back S~
View Prerequisites [ Worldwide WV | -

| ¢ Hybrid

;- )

Organization’s Microsoft 365
tenant Global administrator
account login

|E| radrabik-1

cisco W- BRKCOL-2494 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Configure - Cloud Calendar service with MS 365

@ Setup Up (Cont.)

B2 Microsoft

Permissions requested

Review for your organisation

w Webex Calendar Service
App info

This application is not published by Microsoft or
your organisation.

This app would like to:
o Read and write all user mailbox settings

Allows the app to create, read, update, and delete user's
mailbex settings without a signed-in user. Does not include
permission to send mail.

Determine the user's language for localization purposes

Read out-of-office status

Set out-of-office status (feature is not available yet)

This is a permission requested to access your data in
ciscokr.

. Read and write calendars in all mailboxes .—>

Allows the app to create, read, update, and delete events of
all calendars without a signed-in user.

Update the meeting text with the join details

This is a permission requested to access your data in
ciscokr.

A Read domains o—> ° Read domaln propertles

Allows the app to read all domain properties without a
signed-in user.

This is a permission requested to access your data in
ciscokr.

A Signinand ead user prfil ——— .« Required for the other permissions listed. The Hybrid Calendar Service
Allows users to sign-in to the app, and allows the app to

o the profile of signed-in users. It alsa sllows the spp 10 i i
read basc company nformation of signed-in users, does not use it directly.

This is a permission requested to access your data in

ciscokrk.

cisco W. BRKCOL-2494 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Configure - Cloud Calendar service with MS 365

@ Setup Up (Cont.)

Hybrid Calendar Setup

Test Account

Enter the Office 365 account email that you want to use to test
the connection with Office 365 Calendar. The emall entered
must have an Office 365 licence. Cisco Webex will add a test
event to the calendar associated with the email, with the subject
line 'Test Event from Cisco Webex'.

-

radrabik@rd11.onmicrosoft.com |

Workspaces
My organisation needs to be able to schedule meetings from workspaces

Cancel

* Test button will be disabled if no Test
Account provided

» C(Click the test button to test the
integration

cisco Lz/&/

Hybrid Calendar

Hybrid Calendar Setup

Setup Complete

You're ready to enable the Hybrid Calendar Service for your Office 365 users:

« Enable them individually from the users page.
« Enable them in bulk using the CSV template.

For more information, go to Collaboration Help.

A
¢

e Test Event from Cisco Webex

Wed 09/06/2021 14:00 - 14:30 °

©
=] calendar

Test Event from Cisco Webex

& Edit i Delete

BRKCOL-2494

] Office 365

Users

Enable users

Service
Edit settings

=

Office 365 Instance
Worldwide

e Operational

Test event example found in the Test
Account email

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Configure - Cloud Calendar service with MS 365

@) (Optional) Configure options - Default Language, Keywords and Customize Email Templates

Under Services > Hybrid > on the Hybrid Calendar (Office 365) card select Edit Settings

Meeting Invitations

Default Language

Select the language that Hybrid Calendar Service uses for meeting join details and user email
notifications.

Default (Read from Invitation) AV \

+ Default (Read from Invitation)
- Office 365 - the service uses the language in the
"language":{"locale"} setting from the user's mailbox settings

+ Select language
- to use for join details for all meetings across your
organization

cisco Lg/&/

Keywords

@webex

Choose the default action when a user adds @webex to a meeting location field.

—Q Webex Personal Room (or @webex:myroom) AV .

@meet

Choose the default action when a user adds @meet to a meeting location field.

——¢ Webex one-time meeting & create a space (@meet:space) ‘

By default, when users add:

@+ @webex to a meeting location, the calendar service updates
the meeting with their Cisco Webex Personal Room details

—»+ @meet, by default the service updates the meeting with
Webex App space details

BRKCOL-2494 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Configure - Cloud Calendar service with MS 365

@) (Optional) Configure options - Default Language, Keywords and Customize Email Templates

Under Services > Meetings > Settings > Meeting join customisation

Join by Phone

This inserts Join by Phone information

Join by Phone @

Select the call-in information that should be included.

Global call-in numbers
Freephone calling restrictions

Join from an application or video conferencing device

This inserts information about how to join using an application such as
Webex Teams, or by using a video conferencing device.

Join from an application or video conferencing device (@——

Select the call-in information that should be included.

IP Address
Skype for Business

Localised header and footer

To edit the header and footer in each language, select the language in the
drop-down, edit the header and footer for that language in the text boxes,
and then click save.

Add a language L4

cisco Lz/&/

ir

- Do not delete or change any of the following text. -

Join my Webex Personal Room meeting.

Meeting link: https://cisco.webex.com/meet/radrabik
Meeting number (access code): 201 528 188

Join by phone

Tap to call in from a mobile device (attendees only)
+1-408-525-6800 Call-in toll number (US/Canada)
Global call-in numbers | Toll-free calling restrictions

Join from a video conferencing system or application
Dial radrabik.cisco@webex.com

You can also dial 173.243.2.68 and enter your meeting number.
Skype: 1868064 784@lync.webex.com

Seien Sie gewarnt, dass die Aufzeichnung vom Veranstalter aktiviert wird.

BRKCOL-2494 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Configure - Cloud Calendar service with MS 365

@)Enable Hybrid Calendar for Users in Control Hub - Per User

Under Management > Users > Select User

£ Alerts centre

;Q_‘ Rado Drabik
y

e Verified « radrabik@ciscokrk.pl
MONITORING

Webex Experience

i Anaiiice Profile General Meetings Calling Messaging Hybrid Services Devices Vidcast
i Analytics ——

\~ Troubleshooting

- Calendar Service To create a Webex meeting space, add @meet to the meeting invite. For
B Reports meetings in your personal Webex space, add @webex.

Allow calendar service X
MANAGEMENT
I 8 U Calendar Type o Microsoft Exchange/Office 365
sers
@ Google Calendar

&8 Workspaces

£ Devices Status off

Choose the user's assigned resource group. The Webex cloud will remove this
ount user and assign them to their Service resource group.

To create a Webex meeting space, add @meet to the meeting invite. For meetings in
your personal Webex space, add @webex.

Allow calendar service

Calendar Type o Microsoft Exchange/Office 365

() Google Calendar

Status Activated by admin on 20 Dec 2022 10:01 (CET) >

Choose the user's assigned resource group. The Webex cloud will remove this user and
assign them to their service resource group.

Resource Group

e 8 s Resource Group ( Default i ‘~
A 4
After the activation, the status changes from to
Default will use Cloud Activated. The length of time for this change depends on the
based service number of users that you're enabling the service for.

cisco Lz//&/
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Configure - Cloud Calendar service with MS 365

@Enable Hybrid Calendar for Users in Control Hub - in Bulk

Under Management > Users > Manage Users > select CSV Add or Modify Users

| exported_users.csv

Export

© Users in my organisation

() Users outside my
organisation

Import Options

/T\

Import

File ready for import 4—@—

EnableHybridCalendarService.csv

Remove File

Select CSV import behaviour. For either option, no changes are made for blank CSV cells.

© Add services only
Add services if cells are set to ‘TRUE". No services will be removed.

(@) Add and remove services

Add services if cells are set to 'TRUE' and remove services set to 'FALSE'.

cisco Lz/&/

Back

BRKCOL-2494

07/06/2021 13:29

Microsoft Excel Comma Separated Values File |

4

A A B C D E
1 First Name Last Name Display Name User ID/Email (Required) |Hybrid Calendar Service (Exchange)
2 Rado Drabik Rado Drabik  radrabik@ciscokrk.pl TRUE
3 Alice Smith Alice Smith asmith@ciscokrk.pl TRUE
Tasks X
Al Active Errors Impor‘t Status
Started at 10:27 on 20 Dec 2022 by cckrk (cckrk@ciscokrk.pl)
CSV Import 10:27 Ended at 10:27 on 20 Dec 2022
»| ©c status: @ completed

2

Added Updated Errors

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Configure - Cloud Calendar service with MS 365

@) Enable Hybrid Calendar for Devices/Workspaces

Under Management > Workspaces > Select Workspace

a () None
The workspace will be available without the following R .
MANAGEMENT < O ApO"O Room Schedullng @
© Calendar
(Q Users Calendar service enables One Button To Push for this
. Office 365
Oa Groups Scheduling Calendar provider . )
- 3 ® Activated - since last Tuesday at 12:47 See history
\ Microsoft Exchange/Office 365 |
&8 Workspaces E] J
‘ Resource Group . .
] Devices . . Email Address apolloroom@ciscokrk.pl
Choose scheduling | No resource group (default) v
==} g
e Apps Choose a calendar s.erwce or set up Email Address )
hot-desking for this workspace. ~ . In-room booking Off
[t Account —, apolloroom@ciscokrk.pl ‘ ‘
L J
§> Organisation settings Choose scheduling
() Hot Desking View scheduled meetings

Enable hot-desking to allow users to sign in and book

«  Webex Rooms in “shared mode” requires alresource mailbox* (Type: Room)
+  Webex Rooms in “personal mode” will sync with the device owner’s mailbox

* For Shared mode, make sure that you disable comment deletion for OBTP to work consistently:
Set-CalendarProcessing -identity "room" -DeleteComments Sfalse
cisco W/
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= Active poll

How can you increase User Capacity for Expressway Calendar Connector?

Increase Node count to 2

Increase Node count to 6

Join at

Slido.com Increase Node count and disable Web interface

#1536 160

Increase Node count and Node size




= Active poll

How can you increase User Capacity for Expressway Calendar Connector?

Increase Node count to 2
0%

Join at Increase Node count to 6
0%

slido.com

Increase Node count and disable Web interface
#1536 160 -

Increase Node count and Node size ®

@ 0%




General Troubleshooting® - . |
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Troubleshoot - General

Verify the status of users in Control Hub - Single user

Control Hub > under Management > Users > Select User

N Alerts centre

Q Rado Drabik

® Active + radrabik@ciscokrk.pl Error
MONITORING
) Webex Experience Time: 6 Jan 2023 12:46 (CET)
. Profile General Meetings Callin Messagin. Hybrid Services Devices Vidcast - R
0 Analytics & c Sy ApedEs Details: No operational connector found for the
-~ Troubleshooting user. Check the cluster configuration and
- n R Calendar Service To create a Webex meeting space, add @meet to the meeting invite. For meetings in then try again.
[ Reports your personal Webex space, add @webex. ‘ R
Service enabled
Allow calendar service
ANAGEMENT Time: 4 Jan 2023 21:29 (CET)
Calendar Type o Microsoft Exchange/Office 365 R _ N N
Q Users Description: Pending activation
() Google Calendar
& Workspaces Service disabled
3 Devices Status Error by admin on 6 Jan 2023 12:46 (CET) >
Time: 4 Jan 2023 21:27 (CET)
88 Apps Choose the user's assigned resource group. The Webex cloud will remove this user and
Lljﬂ Account assign them to their service resource group.

4 Organisation settings Resource Group Default g

cisco W- BRKCOL-2494 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



Troubleshoot - General

Verify the status of users in Control Hub - User Status Report

Under Services > Hybrid > Hybrid Calendar tab

88 Apps
B Account

{8 Organisation settings

SERVICES
() Updates & Migrations
(1) Messaging

2] Meeting

%, Calling

[> Vidcast

£2 Connected UC

¢ Hybrid

User
radrabik@ciscokrk.pl
Appollo Room 2

cisco Lg/&/

Hybrid

Hybrid Calendar
@8 Exchange

Users
17 users enabled
16 in error

Resources
View all

Service
Edit settings

@ Operational

Type
User
Cisco Webex Device Place

x
User Status Report
@ Hybnd Calendar @ The exported report will be a comma-separated list of users,
I:I Office 365 their state and related details.Select the type of information that
you want included in the report:
Users
I 2 users enabled = » Calendar
Service B
Edit settings Activated: 2
Pending Act
Note: The more users included, the longer the report takes to
generate.
Close
Events @ Operational
Cluster Resource Group Status Details 1D Service
Cisco Webex Cloud Activated 169db6d9-a764-4564-a6ee-9fl Hybrid Calendar (Microsoft 365)
Cisco Webex Cloud Activated 9ae6874c-850e-4e83-a765-21 Hybrid Calendar (Microsoft 365)
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Troubleshooting - What to collect?

Organization Name and ID / Webex Meetings site

What are the symptoms of the issue? (e.g., @webex not working)

Timestamp

) BEGIN: VCALENDAR
Users / Devices affected PRODID:—//Microsoft Corporation//Outlook 16.0 MIMEDIR//EN

VERSION:2.0

. . . METHOD: REQUEST
Meeting Invite export (.ics or .eml) = fest ventics » X-MS-OLK-FORCEINSPECTOROPEN : TRUE

BEGIN:VTIMEZONE

TZID:Central Europe Standard Time

Expressway Logs (if Exp Connector involved) BEGIN: STANDARD

DTSTART:16011028T030000
RRULE: FREQ=YEARLY; BYDAY=-15U; BYMONTH=10

cisco M. BRKCOL-2494 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 35
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Use Case #1 - Meeting List missing

Symptoms:
Jaime complains about missing meeting list on Webex application and his
Webex Desk Pro device.

| 1 Set. > + Q Search, meet, ®
| ® }
Meetings -
‘ - https:/ b.webex.com/meet/ (5]
| 8
| &
ta rsonal Room m eetil eeti
[:]
N
Calend: Meeting content ® L v
L g g
::?\.\ ~
RENN
7S
Wher re invited to
w up here.
aa
o
© o
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Use Case #1 - Meeting List missing

Review the status of the user on the Control Hub (User & Hybrid Section)

MONITORING Profile  General  Meetings  Calling  Messaging  Hybrid Services  Devices  Vidcast
) Webex Experience
ol Analytics Calendar Service To create a Webex meeting space, add @meet to the meeting invite. For meetings . B
= ) < Hybrid Services
in your personal Webex space, add @webex.
“~ Troubleshooting
Allow calendar service
9 Reports
Error
Calendar Type o Microsoft Exchange/Office 365
MANAGEMENT () Google Calendar - Time: 20 Dec 2022 14:52 (CET)
8 users B
Stat E b 20 Dec 2022 14:52 (CET. N H ' '
| atos fror by user on 20 Dec cen > Details: Received error 'Not Found' from O365.
Sa Groups . . . -
Choose the user's assigned resource group. The Webex cloud will remove this user Adm In aCthn 1S I’eqUII’ed -
&& Workspaces
and assign them to their service resource group.
] Devices
Resource Group Default v
85 Apps

. —> Received error ‘Not Found’ from O365.
Get the User Status Report CSV file

E F G H

Status  Details ID Service

Error Error: Received error 'Not Found' from 0365. Admin action is required. aed5b908-0e71-4b9f-ad5f-7492befelacl Hybrid Calendar Service

cisco W/
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Use Case #1 - Meeting List missing

O

Hybrid

Calendar
Graph API

Service

Microsoft 365

>

- OAuth App scope limit in Azure AD

* access all mailboxes in the org by default

*  Application Access Policy as per here

- No license on Exchange

- Email address with special characters such

(R}

as apostrophe

cisco Lz//&/

Calendar event
notifications

- Webex Email addresses don’t match with
Exchange Online Primary Address

- Missing Tenant

Hybrid Calendar (Microsoft 365)
71 Integration % Settings
Default tenant domain Tenant ID Status
ciscokrk.pl +3 more 3b33dfdf-6a1d-437a-bbee-fb60... ® Operational
rd11.onmicrosoft.com 1b8c4a05-cb14-4cfa-9e20-73a... ® Operational

Hybrid Calendar (Microsoft 365) tile > Edit Settings
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https://docs.microsoft.com/en-us/graph/auth-limit-mailbox-access

Use Case #2 - Missing JOIN button

Symptoms:
Hello TAC, We are using Office 365 Hybrid Calendar Service. We are experiencing an issue with

OBTP (one button to push) feature for MS meetings. The meetings show up on the Workspace
Calendar in the Control Hub and on the Webex Desk device, but some do not receive the OBTP

option.

Apollo Room > 1925 (W)

(=) Facts:

*  Green Join button not available

s s ” «  Office 365 with Hybrid Calendar
N «  VIMT/CVI meetings

/ ° . e Webex Desk in shared mode

Join Button is missing
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Use Case #2 - Missing JOIN button

Login to resource mailbox, check and export the invite (*.ics format)

Cisco

Test Meeting VIMT/CVI

Organizer Alice Smith <asmith@ciscokrkpl=
Location Apollo Room

Microsoft Teams meeting

Join on your computer, mobile app or room device
Click here to join the meeting

Meeting ID: 357 974 639 457
Passcode: 9gnoqS
Download Teams | Join on the web

Join with a video conferencing device

cckrk@m.webex.com
Video Conference ID: 128 120 028 1
Alternative VTC instructions

Learn more | Meeting options

User mailbox

Lae!

VS

Alice Smith
Organizer Alice Smith Sent Tue 10-Jan-23 7:20 PM
Location Apollo Room

DeleteComments Strue

4 G >
In Shared Folder ﬁ Calendar - Apollo Room

Resource mailbox

BRKCOL-2494 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Use Case #2 - Missing JOIN button

Issue #1 - Invite body is empty => “deleteComments” not configured - Default exchange settings
for resource mailbox is to strip message body from the incoming meeting invites. To retain it:

Change: Set-CalendarProcessing -identity "apolloroom@ciscokrk.pl" -DeleteComments Sfalse
Verify: Get-CalendarProcessing -ldentity "apolloroom@ciscokrk.pl" | Format-List

Recommended settings on the “shared device”:

Starting in 5 minutes Starting in 4 minutes

Alice Smith Test Meeting VIMT/CVI
Organized by Alice Smith Organized by Alice Smith
i 20:23 - 20:53 & 20:07 - 20:15

F 1
@ No more meetings today @ No more meetings today

Set-CalendarProcessing -identity "apolloroom@ciscokrk.pl" -DeleteComments Sfalse
Set-CalendarProcessing -identity "apolloroom@ciscokrk.pl" -DeleteSubject Sfalse
Set-CalendarProcessing -identity "apolloroom@ciscokrk.pl" ~AddOrganizerToSubject Sfalse
Set-CalendarProcessing -identity "apolloroom@ciscokrk.pl" -ProcessExternalMeetingMessages Strue

cisco Lz/&/ BRKCOL-2494
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Use Case #2 - Missing JOIN button

Problem still not resolved => OBTP still missing

Login to resource mailbox, check and export the invite (*.ics format)

M M 21 BEGIN:VEVENT

MlcrOSOH Teams meetlng 22 ATTENDEE; CN="Apollo Room";ROLE=CPT-PARTICIPANT;RSVP=TRUE:invalid:nomail

23 CLASS: PUBLIC
i . . 24 |CREATED:2023011071902472

Join on your computer, mobile app or room device 25 |DESCRIPTION:\n

Click here to join the meeting 26 \nMicrosoft Teams meeting \nJoin on your computer\, mo
27 bile app or room device \nClick here to join the meeting <https://us-east-
28 2.protection/?d=Microsoft.com&u=aHROcHMELy90ZWEftNyb23j1£23t?domain=webex.c

Meeting ID: 357 974 639 457 i) om> \nMeeting ID : 334 476 368 005 \nPasscode: ScJABu \nDownload Teams
30 <https://www.microsoft.com/en-us/microsoft-teams/download-app> | Join on t

Passcode: ggnoqs 31 he web <https://www. mcrosoft com/microsoft— tea,ms/]o:.n a-meet:.ng> \nJoin w

i g2 ith a video cog = H

Download Teams | Join on the web - R aaee o
34 n/?d=Microsoft.Comku-aHRUCHMELY SUZWILNYDZ3]

Join with a video CanererlCirlg device 35 rn more <https://aka.ms/JoinTeamsMeeting> | Meetlng options <htt25 //team
36 s.microsoft.com/meetingOptions/?organizerId=4a34811f-166b-4611-8bdf-47c8db

cckrk@m.webex.com 37 301cf5&tenantId=3b33df4£f-6ald-437a-bbes-fb60d35de99ftthreadId=15 mesting N

Video Conference ID: 128 120 028 1 38 DkzYTQwNDYtN]1ljMyOON2ViLTkzYmQtMThmOGY3NTI1MmMy@thread. v2émessageId=0&lang
39 =en-GB>

[Alternative VTC instructions } 40 gegementeEr An o

41 DTEND; TZID="Romance Standard Time":20230110T201500
42 DTSTAMP:20230110T190117z

Learn more | Meeting options

_ https://us-east-2.protection/?d=Microsoft.com&u=aHROcHM6Ly90ZWftNyb23jlf23t...
cisco Lz//&
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Use Case #2 - Missing JOIN button

Working URL Example

—>https://www.webex.com/msteams?confid=1274364627 domain=m.webex.com
Microsoft Teams ‘v ‘v ‘
Join on your computer, mobile|app or room device URL Conf ID Tenant Key Domain
Click here to join the meeting Must always start Same as in the Email domain of Should always be
with msteams email VCID the MS tenant m.Webex.com

Meeting ID: 357 974 639 457
Passcode: 9gnoqS
Download Teams | Join on the wdb

Non-Working URL Example

Join with a video conferencing |device . . _
cckik@mwebex.com — > https://us-east-2.protection/?d=Microsoft.com&u= aHROcHM6LWftNyb23jlf23t...
Video Conference ID: 128 120 028 1

IAItemative VTC instructions :

Learn more | Meeting options

Issue #2 - Invite URL malformed => Safe links whitelist enabled - a security
feature of Microsoft 365 Defender which scans URLs and rewrites them (more
here). Other Email Security features might be at fault as well.

cisco W. BRKCOL-2494 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 44


https://learn.microsoft.com/en-us/microsoft-365/security/office-365-security/safe-links-about?view=o365-worldwide

Configure - Expressway ..
Calendar Connector -




Requirements

w Webex

= A Webex organization with a paid subscription

» Cisco Expressway (free software connector license with hybrid services)

= Webex Meetings for @webex scheduling - Personal Room feature must be enabled. See how here

E Microsoft Exchange
= Exchange versions 2013, 2016, 2019

= Each user's email address in the Microsoft Exchange must match their Cisco Webex login address
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Configure - Expressway Calendar Connector

@ Setup Account on Exchange

a) Set Up an Impersonation Account on Exchange
- User which can act on behalf of other users

b) Configure a custom Throttling Policy
- Default policies tailored for single user usage

Microsoft
Exchange
E = EWS Padc
) Calendar
Connector
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Configure - Expressway Calendar Connector

@ Deploy Calendar Connector & Register with Cloud

Webex Control Hub > under Service > Hybrid > Click the Set Up button (Hybrid Calendar Exchange)

SeRviGES Hybrid Calendar Hybrid Calendar Service Setup Hybrid Calendar Service Setup
3 Depl E luster, lect isti .
(G Updates E' Exchange epioy 3 new Expressway ClUster, or selact an existing ene Enter a display name for the Expressway cluster
o Register a new Expressway with its Fully Qualified Domain
O Messaging Use @webex or @meet in a meeting Name (FQDN) EXP-Cluster1
&1 Meeting location to insert join details, show I exp-c.domain-1.com - The cluster name is used for display purposes in
upcoming meetings in the Webex app - Cisco Webex Control Hub.

d ide One B Push (OBTP Must match the value on the Expressway DNS settings
Q, Calling and provide One Button to Push ( ) (St host name] (Domain name!

to join.
& Connected UC

| &> Hybrid View Prerequisites

Set Up

radrabik.webexsandbox.co
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Configure - Expressway Calendar Connector

@ Deploy Calendar Connector & Register with Cloud (cont.)

Redirection to Expressway

Connector Management

Expressway

Allow Access to Expressway

You are here: Applications * Hybrid Services * Connector Management L

*I Welcome to Hybrid Services

}7

Requirements for registering Expressway for Hybrid Services

The Expressway must establish Certificate Authority trust with

| want Cisco to manage the Expressway CA certificates

The latest version of Management Connector must be downl

I Update software & verify connection |I

|

| want Cisco to manage the
Expressway CA certificates

=

Connector Management |

Welcome to Hybrid Services | Organization

The latest software was successfully installed and all the prerequisites are met for| FQDN or IP Address
Services.

Click Register to be redirected to the Cisco Webex Cloud for the final confirmation| | Allow Access to the Expressway

Register #

Connector Management

You are here: Applications * Hybrid Services ¥ Connector Management

required for this trust

‘ 1 Success Registered with Cisco Webex Cloud

- if not checked, manually upload
required certificates to Expressway’s

Connector management |

trust store

Click a connecfor name below to view or modify the connector details.

IMlanagement Connector

Calendar Connector

Status

Running 811-1.0.104 Enabled

Not configured 8.11-1.0.7998 Disabled Configure Microsoft Exchange Servers | Configure Cisco Conferencing Services

cisco Lz//&/
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Configure - Expressway Calendar Connector

@ Connect to Exchange (cont.)

Applications > Hybrid Services > Calendar Service > Microsoft Exchange Configuration > Click New

Microsoft Exchange Configuration

= | ._|—> * Impersonation Account

Service Account Username * ‘hybridca\endara@examp\e lab

i

| . Hybrid CalendarA Properties ? »
| + |username@domain.com |

Service Account Password * ‘ ------- i

- recommended: Hr“:nﬂ-lberoF | Dil:::l Deskt Er;“mnmer;mﬂ Sesé‘gas
_ . . _ ote control ote Desktop Services ile +
{s;rverdetails | N UserprlaglﬁalNﬁcme - User LOgOﬂ General Address Account Profile Telephones Organization
\ ame + Suffix
Display Name * ‘ms—exchange i ﬁ::r_::goln ndame: | =
ridcalendara i ~
e : * DOMAN\username ___| e
- DOMAIN is the NetBIOS domain, | | eeenreme bre-fincons 200
Need Proxy for Connection? No v | & . |II D |||‘rfbridc:a|endala
username is sAMAccountName
Enable this Exchange server? t
Logon Hours... Log On To...

~{ Connection }

N Adenicton : [ * TLS Verify Mode: On - make sure to upload the root
Basic Authentcation , - CA certificate  of the authority that signed the Exchange
TLS Verify Mode on v} server into the Expressway trust list

{ Scheduling |

» Authentication type - we recommend NTLM for on-
premises Exchange servers.

Scheduling Account Email Address i
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Configure - Expressway Calendar Connector

@ Connect to Exchange (cont.)

Continuation of the previous slide.. — « Use Autodisover to find Autodiscover URL

[ Discovery \ You MUST use autodiscovery. Use ‘Provide Exchange Address

! . i . .
_ directly’ only for troubleshooting or testing purposes. Learn more
Lt [Use Autodiscover ) o—r about Autodiscover here.
Enable SCP record lookup L
Example of Autodiscover URL:
Email Add asmith@example.com i ) )
e L o] httpSTlexample.com/Autodiscover/Autodiscover.xml
SRS 2 FEITESl LA Configure Trusi Lis | https://autodiscover.example.com/Autodiscover/Autodiscover.xml
M Cancel
Enable SCP record lookup i
R s | * Enable SCP record lookup
Clive Directory aomain # [CISCOKIK.pl [’ . . . . .
| Expressway-C uses Active Directory domain or Directory Site

L—) Active Directory site |

name to locate the AD. Connects to AD to find SCP records

e * which hold Autodiscover URL.
LDAP TLS Verily Mode i
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Configure - Expressway Calendar Connector
@ (Optional) Configure the Webex site

Applications > Hybrid Services > Calendar Service > Cisco Conferencing Services Configuration > Click New

Cisco Conferencing Services Configuration

{ Conferencing Service ‘

Type i

{ Configuration ‘

Add Each Webex Site where PMR is enabled
* sitel.webex.com
*  site2.webex.com

Fully Qualified Site Name * [S\teﬂ webex com

Usemame l

|
Password [ I L

Default Site i

Add| Cancel| Test Connection

Important for @webex to work!
» Check preferredWebExSite setting for each user:
- Admin via CH > Users > Manage Users
- User via Webex app > Settings > Meetings > Default Webex Site URL
» Make sure that Personal Room feature is enabled for Webex Meeting site & individual Users

cisco Lg/&/
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Configure - Expressway Calendar Connector

() Start the Calendar Connector

Expressway-C > Applications > Hybrid Services > Connector Management > Select Calendar Connector

Connector Management

«{ Calendar Connector }

e - After enabling the Calendar Connector the
Active l:,

status will change from Not Enabled to Running

Microsoft Exchange servers

-

Configure Microsoft Exchange Servers

Cisco Webex Meetings sites 2 Configure Cisco Conferencing Services

Calendar Connector Status Check Calendar Connector Status

Back to Hybrid Services v
Applications > Hybrid Services > Calendar Service > Calendar Connector Status

Calendar Connector Status You are here: Applications * Hybrid Services * Calendar Service * Calendar Connector Status

Connectivity to Cisco Webex cloud

Status Connected

Address/Display Name hitps://10.48 47 203/ews/exchange asmx
Status Connected

Calendar Connector User Subscription Status

Total Assigned Users 0

Successfully Subscribed Users 0

Users with Failed Subscription 0
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Configure - Expressway Calendar Connector

(@ (Optional) Default Language, Keywords and Customize Meeting Join Details
@ Enable Hybrid Calendar for Users - Per User

@ Enable Hybrid Calendar for Users - in Bulk

€) Enable Hybrid Calendar for Devices/Workspaces

cisco Lz/&/ BRKCOL-2494
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Join at
slido.com

#1536 160




= Active poll

Why applying a custom Throttling Policy to the Impersonation Exchange
account is important?

To prevent EWS from overloading your Exchange servers

Join at To prevent EWS account to expire

slido.com
#1536 160

Default throttling policies are tailored for single user only

Default throttling policies give to much power




= Active poll

Why applying a custom Throttling Policy to the Impersonation Exchange
account is important?

To prevent EWS from overloading your Exchange servers
0%

Join at

To prevent EWS account to expire

slido.com 0%
#1536 160

Default throttling policies are tailored for single user only ©®

@ 0%

Default throttling policies give to much power
0%




General Troubleshooting® - . |
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Troubleshoot - General

Check Hybrid Calendar status and Events

Control Hub > under Services > Hybrid > Hybrid Calendar tab > Events

88 Apps
[ty Account

{6 Organisation settings

SERVICES
(C Updates & Migrations
() Messaging

£ Meeting

%, Calling

[> Vidcast

£2 Connected UC

¢> Hybrid

cisco Lz//&/

Hybrid

Hybrid Calendar
@8 Exchange

Users
17 users enabled
16 in error

Resources
View all

Service
Edit settings

@ Operational

Hybrid Calendar
1] Office 365

Users
2 users enabled

Service
Edit settings

@ Operational

Cluster

Expressway

Event

Cisco Collabora...

Cisco Collabora...

Emails sent abo...

Emails sent abo.

Microsoft Excha..

< Hybrid Services Events History

Node
o All Nodes
Severity Type
Alarm
Alarm
[ 1nt | Alarm
[1nto ] Alarm
Alarm

BRKCOL-2494

Service (on selected resource)

Calendar

Since

Last 24 hours

Service Resource Performed By Time

Calendar Service exp-c.domain-1.... Automatic June 7, 2021 8...

Calendar Service exp-c.domain-1.... Automatic June 7, 2021 8...

Calendar Service exp-c.domain-1.... Automatic June 7, 2021 8...

Calendar Service exp-c.domain-1.... Automatic June 7, 2021 8.

Calendar Service exp-c.domain-1.... Automatic June 7, 2021 8...
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Troubleshoot - General
Verify the status of users in Control Hub - CSV Export

User Status Report

Under Services > Hybrid > Hybrid Calendar tab

The exported report will be a list of users, their state and related details. You can select

the type of information that you want included in the report:

oo .
55 Apps Hybrid
>
[ty Account
{6 Organisation settings Hybrid Calendar @ Hybrid Calendar @ Create Report User Status Report
GE Exchange I:I Office 365 The exported report will be a comma-separated list of users,
U U | their state and related details.Select the type of information that
SERVICES e sers you want included in the report:
—— 2 users enabled

Updates & Migrations gp'n chror
C v ¢ Service Calendar
D Messaging Resources Edit settings [ Activated: 1

View all . .
Pending Activation: O

Meetin
= < Service B Error: 16
%, Calling Edit settings Note: The more users included, the longer the report takes to

generate.
[> Vidcast
Close

£2 Connected UC

Hybrid ) A B C D E F
&) @ Operational User Type Cluster Statug] Details D Service

"M asmith@domain-1.coiUser exp-c.domaiError | Error: Exchange Server Error - Received b8e03a0f-ed68-4525-80b0-d8032bC Hybrid Calendar Service
"notSpecified: The request failed.
java.net. Tok ion: No route to host

(Host unreachable)" from Exchange Server:
""10.48.47.203". | Error: Assignment Failure - Failed
to assign user to the connector. The assignment
error is: "No service URL available.". Wait for the
service to try again. | Error: Subscription Failure -
The connector failed to subscribe the user to the

. Exchange Server. Wait for the connector to try again

e/

Cisco



Troubleshoot - Expressway Connector

Check Management & Calendar connector health

Expressway-C > Applications > Hybrid Services > Connector Management

Connector Management

{ Connector management

‘You are here: Applications * Hybrid Services * Connector Management I

Management Connector Running

Calendar Connector Running

» Overall health of all
Configuration yOUF COﬂﬂeCtOrS

Click a connector name below to view or modify the connector details.

8.11-1.0.423 Enabled

8.11-1.0.8443 Enabled  Configure Microsoft Exchange Servers | Configure Cisco Conferencing Services

e (Calendar connector
health

cisco M/

Applications > Hybrid Services > Calendar Service > Calendar Connector Status

Calendar Connector Status You are here: Applications » Hybrid Services » Calendar Service * Calendar Connector Status

Connectivity to Cisco Webex cloud
Status Connected

Collaboration On-Premises

Address/Display Name https://cloud-exchange.ciscokrk.pl/ews/exchange.asmx

Status Connected

Calendar Connector User Subscription Status

Total Assigned Users 14
Successfully Subscribed Users 14
Users with Failed Subscription 0
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Troubleshoot - Expressway Connector

Check Alarms and Events

Expressway-C > Status > Alarms

This system has 4 alarms

Status > System » Applications > Users > Maintenance > & 7 Help. 0% Logout

Alarms You are here: Status * Alarms

Calendar Connector
is not operational
since one or more
cloud and/or on-
premises services are
not operational. A
0 Calendar Connector  required cloud

not operational service surrently
cannot be reached.
Calendar Service
requests and
notifications will not
be processed until
this is resolved.

Check the Calendar
Raised  Critical Connector status for ~ 2023-01-13 17:04:09  2023-01-29 17:04:33 60180
details

Cisco Webex Hybrid Services are tagged
[Hybrid Services] and have IDs in the
60000-69999 range (601xx is from
Calendar Service)

Status > Logs > Event Log

Event Log

You are here: Status* Logs * Event Log.

Filter |

Contains all of the words:

| i) more options

Fiter| Reset

Resuits

2021-06-13720:34:12.707+02:00 alarm: Level="ERROR" Event="Alarm Lowered" |d="60050" UUID="ba883968-4b5a-4f83-9e71-50c7d7621b44" Severity="error" Detail="[Hybrid
services] Connectivity error: Could not reach Cisco Webex Cloud address: https://hercules-a.wbx2.com/vi/connectors" UTCTime="2021-06-1

318
2021-06-13720:33:45.963+02:00 alarm: Level=

18:33:45,963"
cisco M/

ERROR" Event="Alarm Raised" |d="60050" UUID="ba883968-4b5a-4f83-9e71-50c7d7621b44" Severity: " [Hy!
ervices] Connectivity error: Could not reach Cisco Webex Cloud address: https://hercules-a.wbx2.com/vi/connectors" UTC Time="2021-06-13

BRKCOL-2494

error" Detai brid s
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Troubleshoot - Expressway Connector
Logs - CONFIGURE

1. Set log levels to debug (Maintenance > Diagnostic > Hybrid Services Log Levels)

Hybrid Services Log Levels You are here: Maintenance » Diagnostics * Hybrid Services Log Levels

— — — «  hybridservices.c_cal for calendar logging
D hybridservices.managementconnector INFO View/Edit

Reset to info‘ Set to debug‘ Seleclall‘ Unselect all‘ ‘

2. Start Diagnostic logging (Maintenance > Diagnostic > Diagnostic logging)

Diagnostic logging You are here: Maintenance * Diagnostics * Diagnostic logging

Logging status }

Marker [Marker-‘] i
Add marker
Take tcpdump while logging L

Start new Iog‘ Stop Iogging‘ Collectlog‘ Analyze log|

3. Reproduce the issue

cisco Lz{/&/ BRKCOL-2494
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Troubleshoot - Expressway Connector
Logs - COLLECT

1. Stop Diagnostic Log and Collect (Maintenance > Diagnostic > Diagnostic logging)

Start newlog“ Stop \oggmg| Collect Iog|| Analyze Iog|

og collection status

Download log

2. Send Logs to the Cloud (Cloud Applications > Hybrid Services > Connector Logging)
Log bundle can be analyzed by the TAC engineer, provide Serial number of Expressway or Generated Search key

Send Logs to Cisco Webex Cloud  You are here: Applications * Hybrid Services * Connector Logging

\_i_: Success: Generated Search Key| ee182e67-c564-482f-9d38-7a314f96dd9 | Note:
Hybrid Services Log Search I e The EXpressway must be allowed to
* ; .
ool Mo HTTPs connect .clouddflve.com: TCP
port 443 (secure). More information here
Send

3. Log Snapshot for intermittent issues (Maintenance > Diagnostic > System Snapshot > Create logs snapshot)
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Common use cases o,

cisco M/



Use Case #1 - MS Autodiscover fails

Symptoms:

Administrator is unable to provision Microsoft Exchange configuration with
bellow error. SCP lookup is expected to work.

il & connector - - Google Chrome ..

A Not secure | hssps://172.17.2.25/exchangetestconn?popup

CISCO Cisco Expressway-C

Status > System> Applications > Users > Maintenance> Step Timestamp Description Step Result

" " 1l 2023-01-01 18:10:18.764 Created service record for Exchange2016 OK
L BT SR CE TR 2023-01-01 18:10:19.633 Cerificate file installed oK

| L} Failed: Exchange 16 failed tion test failed: Th senvice couldn't be located - For more defails. please se+esl connection events sequencal|  2023-01-01 18:10:22 559 All SCPs fried, no result Failed

ﬂ{ F— T 2023-01-01 18:10:22.560 SCP lookup failed, trying legacy auto-discovery. Failed
J 2023.01-01 18:10:22.654 Determining which endpaints are enabled for host ciscokrk.pl oK
ST o ol ‘ i 2023-01-01 18:10:23.057 Mo Autodiscover endpaints are available for host ciscokrk pl OK
2023-01-01 18:10:23.062 Determining which endpoints are enabled for host autodiscover ciscokrk pl OK
Senvics Account Password | 20230101 18:10:23.708 Ho Autodiscover endpoints are available for host autodiscaver ciscokrk pl oK
TR R Trying to get Autodiscaver redirection URL from . @
‘{ oy | 2023-01-01 18:10:23.829 Redirection URL found: utiook. r OK
] 2023-01-01 18:10:23.834 Determining which endpoints are enabled for host autodiscover-s outiook.com OK
e TR 2023-01-01 18:10:26.513 Request refurned status code 401 oK
2023-01-01 18:10:26.516 Ho Autodiscover endpoints are available for host aulodiscover-s.outiook. com oK
Display Name * 018 L 2023-01-01 18:10:26.519 Trying to get Autodiscover host from DNS SRV record for ciscokrk.pl OK
2023-01-01 18:10:26.652 0 SRV records were retumed. oK
Enable fhis Exchange server? L 2023-01-01 18:10:26 654 Mo appropriate SRV records were found. OK
| 2023.01-01 18:1026 654 Ho appropriate SRV record was found oK
2023-01-01 18:10:26.658 o matching Autodiscover DNS SRV records were found oK

2023-01-01 18:10:26.701 Legacy auto-discovery failed: The Aulodiscover service couldn't be located. Failed

2023-01-01 18:10:26.704 failed: The 't be located. Failed

https://Exp_IpAddress/exchangetestconn
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Use Case #1 - MS Autodiscover fails

How discover works?

Expressway DNS LDAP Exchange
=== ] |
SEMe J
) E E E

1. Resolve SRV _ldap._tcp.<domain>

Connect & Retrieve SCP N

GET https://<exchange_fqdn>/autodiscover/Autodiscover.xml

\4

2. Resolve A <user-domain>

»
»

GET https://<user-domain>/autodiscover/autodiscover.xml

3. Resolve A autodiscover.<user-domain>

»

GET https://autodiscover.<user-domain>/autodiscover/autodiscover.xml

4. Resolve SRV _autodiscover._tcp.<user-domain>

»

GET https://<srv—response>/autodiscovler/autodiscover.xml
|

A 4

\4

v
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Use Case #1 - MS Autodiscover fails
Use EWSEditor to Verify Autodiscover

EWSEditor > Tools > Discovery > Autodiscover Viewer

ﬂ EWSEditor 1.22.0.35204 - Autodiscover Viewer

Set proxy to what the

Use Autodiscover Expressway Connector is using

Enable SCP

Impersonation Account Details

Email address of a user to test

Collect and Analyse:

e HTTP Report

* Logs from
C:\Users\<username>\Documents\ew
seditor.log

» Log viewer: Tools > EWSEditor Log
Viewer

Set to Exchange2010_SP2

Output of query

See here on how to use EWSEditor here
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Use Case #1 - MS Autodiscover fails
Collect Diagnostic Logs
- Filter logs with "hybridservices.c_cal"

2023-01-01T15:40:28 localhost Module="hybridservices.c_cal" Level="INFO" Thread="hystrix-Idap-1"
Trackingld="" Detail="Attempting LDAP bind to dc1.ciscokrk.pl:636"

2023-01-01T15:40:28 localhost Module="hybridservices.c_cal" Level="ERROR" Thread="Connection reader for
connection 1 to dc1.ciscokrk.pl:636" Trackingld="" Detail="Failed to verify cert, subject DN = CN=dc1.ciscokrk.p!"

- Filter Capture with “dns” or “dns.gry.name contains <domain>“

172.17.2.25 172.17.2.18 DNS 82 Standard query ©x77de SRV _ldap._tcp.ciscokrk.pl
172.17.2.18 172.17.2.25 DNS 133 Standard query response ©x77de SRV _ldap._tcp.ciscokrk.pl SRV @ 18@ 389 dcl.ciscokrk.pl A 172.17.2.18

TCP 66 34692 » 636 [ACK] Seq=1 Ack=1 Win=64256 Len=0 TSval=1849219344 TSecr=3915254132
TLSv1.2 304 Client Hello
TLSv1.2 5634 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done

TCP 66 34692 -» 636 [ACK] Seq=239 Ack=5569 Win=60416 Len=@ TSval=1849219523 TSecr=3915254311
TLSv1.2 73 Alert (Level: Fatal, Description: Certificate Unknown)

66 636 » 34692 [ACK] Seq=5569 Ack=247 Win=532736 Len=0 TSval=3915254506 TSecr=1849219717
60 636 - 34692 [RST, ACK] Seq=5569 Ack=247 Win=0 Len=0@
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Use Case #1 - MS Autodiscover fails

Resolution

= | 2 possible solutions:
Autodiscover | Use Autodiscover v i
Enable SCP record lookup i « Set LDAP TLS Verify Mode: Off
Active Directory domain * [ciscokrk.pl i

' OR

Active Directory site I

Query Mode [ldaps v | 1 _

LDAP TLS Verify Mode on v] i - Upload AD certificate to Exp trust store
Email Address [radrabik@ciscokrk pl | G (Maintenance > Security > Trusted CA
Autoscover Rediroct URLs Configure TustLst certificates)
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Use Case #1 - MS Autodiscover fails IkERA |

Summary

Investigate “test connection events sequence”
Use the URL: https://<exp-c-fgdn>/exchangetestconn

« Use EWSEditor to confirm the failure

- Take Diagnostic logs along with Packet capture from Expressway
Filter logs with “hybridservices.c_cal”
Filter capture with “dns” or “dns.gry.name contains <domain>*“

- Verify:
a) DNS is properly configured
b) Certificate trust by Expressway - AD and Exchange certificates
c) If SCP not configured, fallback mechanism is configured:
1. https://<domain>/autodiscover/autodiscover
2. https://autodiscover.<domain>/autodiscover/autodiscover or http
3. DNS SRV _autodiscover._tcp.<domain>
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Use Case #2 - Specific user not working

Symptoms:
Activation fails for a subset of the users. We need to work on this asap.

@ Rado Drabik

e Active - radrabik@ciscokrk.pl

Profile General Mestings Calling Mezzaging Hybrid Services Devices Vidcast
< Hybrid Services
Calendar Service To create a Webex meeting space, add @meet to the meeting invite. For meetings in your
personal Webex space, add @webex Error
Allow calendar service Time: 6 Jan 2023 12:46 (CET)
Details .
Calendar Type © Microsoft Exchange/Office 365 No operational connector found for the user.

Check the cluster configuration and then try
(O Google Calendar

again.
Status Error by admin on 6 Jan 2023 12:46 (CET) > -
Choose the user's assigned resource group. The Webex cloud will remave this user and Service enabled
assign them to their service resource group. .
Time: 4 Jan 2023 21:29 (CET)
Resource Group g
exp-resource-group (Stable - y -
‘. P aroup { ) v ) Description: Pending activation
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Use Case #2

Check Ul

SERVICES
(™ Updates & Migrations

Messaging

[ Meeting
%, Calling
[> Vidcast

Connected UC

¢ Hybrid

A
User
radrabik@ciscokrk.pl

cckrk@kosowski.nazwa.pl User

cisco Lg/&/

Hybrid Calendar @
@8 Exchange

Users
18 users enabled
17 in error

Resources
View all

Service
Edit settings

@ Operational Events
B T D E
Type Cluster Resource Group Status

User exp-resource-group Error

exp-resource-group Errar

Expressway Clusters

25 Resources

Settings

User Status Summary

User Status Report

Details

Error: No operational connector found - No operational
connector found for the user. Check the cluster
configuration and then try again.

Error: No operational connector found - No operational
connector found for the user. Check the cluster
configuration and then try again.

BRKCOL-2494

2 Users

- Specific user not working

Calendar : 18 users enabled

Activated: 1 Pending: 0 Errors: 17

User Status Report

The exported report will be a list of users, their state and
related details. You can select the type of information that you

want included in the report:

Create Report

1D
169db6d9-a764-4564-a6ee-9fffc7e0475d

75d6a39e-dce7-4584-8685- 36696014099

Service
Hybrid Calendar Service

Hybrid Calendar Service
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Use Case #2 - Specific user not working
Logs

- Track using user ID, correlate with events with TrackinglD

2023-01-04T20:30:17 localhost Module="hybridservices.c_cal" Level="INFO" Thread="DiscoverykExecutor-1"
Trackingld="DAS_44903d94-21f9-4563-bae9-5e0bb8a385c0" Detail="DAS.core: Starting Discovery:
DiscoverMessage{discoveryld=a6448d45-b189-4072-b3e7-50e9ea9a7366} with trackingld ATLAS_29bc13de-4aab-4594-8f8a-
12a458f0e25d_t:6bd5f807_28"

2023-01-04T20:30:18 localhost Module="hybridservices.c_cal" Level="DEBUG" Thread="autodiscover-7"
Trackingld="ATLAS_29bc13de-4aab-4594-8f8a-12a458f0e25d_t:6bd5f807_28" Detail="AutodiscoverErrorCode for

user 169db6d9-a764-4564-abee-9fffc7e0475d: InvalidUser Invalid user
'sha256:4a1dba370fe59828ff38ef265abebad 1ab85aeeda’7c3317aad6 1afcdf2deffds' specified. ©

2023-01-04T20:30:18 localhost Module="hybridservices.c_cal" Level="INFO" Thread="DiscoveryExecutor-1"
Trackingld="ATLAS_29bc13de-4aab-4594-8f8a-12a458f0e25d_t:6bd5f807_28" Detail="Bulk autodiscovery of 1 users completed, O
successful, 1 unsuccessful, 0 not necessary
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Use Case #2 - Specific user not working
Use EWSEditor For Testing A Single User

EWSEditor > File > New Exchange Service

EWSEditor 1.23.1.23685 - Note: The X-AnchorMailbox header should always be set when EWS Impersenation or Delegate Access are used. Ca... n

Use Autodiscover or use Exchange Web Service URL directly:

Enter test email

® Autodi Emai:  [radrbik@ci ol
Target mailbox. Example: myus contoso.com
() Service URL: /Exchange asm

hitps://outlook office 365.com.

ser against out of ni
that only POX will be us

rling

as Bxchany &, you shoule
You can do this from the Global Options w

Check if using EWS Impersonation.

Default

Id Type: | SmipAddress i

[ " :
d: [radrabik ol

Set to mailbox being ac

for Impersonation.

Set X-AnchorMailox header.

Set to Exchange2010_SP2 —lr -

Set the version of the EWS Schema to use. This is not the same thing as the Exchange version.

EWS Schema Version: | Exchange2010_5P2

w

SMTP: [radrabik @ci pl

y set to the target mailbox wher

Impersonation Account Details —‘l

() Use Default Credentails
®) Use the following credentials instead of the default Windows credentials

User: Default

Domain:

bridcalendarA@ciscokrd

Password:

Suggestion: Use UPN/SMTP address and no domain for Outlook: 365.

() Use oAuth 2.0 (MSAL) Reqistration must have been completed firsth

Select Authertication Flow

n using
Impersonation and when ng a public folder.

[] Set ¥-PublicFolderMailbox header.

Set when ac

sing & public folder.

Mote: For delegate access: Log in as the delegate
then the tree menu select "Add Root Folder. . Use
one of the options to add the felder of the mailbox to

Mote: The ¥-AnchorMailbox header should always be
set when EWS Impersonation or Delegate Access are
used. Calle may fzil at any time if its not set.

0K Cancel

cisco Lz/&/
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Enter test email

See how to use EWSEditor here
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Use Case #2 - Specific user not working
EWSEditor - Collect logs

|| id- 105723167 -

EWSEditor 1.23.1.23685 - Exception

The Autodiscover service returned an error.

Microsoft. Exchange. WebServices Autodiscover AutodiscoverService IntemalGetLegacyUserSettings()

HResult (Hex): (80131500 °

HResutt: |-2146233088

Exception details:
Message: The Autodiscover service retumed an emor.
Type: Microsoft. Exchange Web Services Autodiscover AutodiscoverRemote Exception
Source: Microsoft Exchange WebServices
AutodiscoverEmor]

DebugData:

EmorCode: 500

Message: The email address cant be found. ||
[ Time U0 19 6A69098

2023-02-04T17:06:29 |Error|Application_ThreadException|Unhandled exception!|

Exception details:
Message: The Autodiscover service returned an error.
Type: Microsoft.Exchange.WebServices.Autodiscover.AutodiscoverRemoteException
Source: Microsoft.Exchange.WebServices
AutodiscoverError:
DebugData: {@}
ErrorCode: {©}500

. 5723167
Message: {@}The email address can't be found.l

Time: {©}08:06:29.6230775

cisco Lg/&/

BRKCOL-2494

HTTP Report

» Message: The email address can’t be found

Ewseditor.log from
C:\Users\<username>\Documents\
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Use Case #2 - Specific user not working
Verify Exchange @8

Each user's email address in the Microsoft Exchange must match their Cisco Webex login address

Impersonation account has access to affected mailbox

Management scope can limit that more here

Verify throttling policies

Get-ThrottlingPolicyAssociation -ldentity "impersonation account”

User must have mailbox on exchange

If multiple domains in use, enable autodiscover for all the domains
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Summary

Use Case #2 - Specific user not working ’T‘Kl:!(AEv‘I(Avsi

- Check for Status on the Webex Control hub
- Verify the End user status
- Export User Status report

- Collect Expressway logs

« Filter using User ID number
- Correlate with Trackingld

.+ Test with EWSEditor
« Collect HTTP report & ewseditor.log file

- Review common Exchange problems
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Conclusion

- Overview
- Deployments

- Configure
- Cloud-Based Hybrid Calendar Service
- Expressway Calendar Connector

« Troubleshoot & Common Use Cases
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Complete your Session Survey

- Please complete your session survey
after each session. Your feedback
iS very important.

- Complete a minimum of 4 session
surveys and the Overall Conference
survey (open from Thursday) to
receive your Cisco Live t-shirt.

- All surveys can be taken in the Cisco Events Mobile App or
by logging in to the Session Catalog and clicking the
"Attendee Dashboard” at

https://www.ciscolive.com/emea/learn/sessions/session-
catalog.html

cisco W- BRKCOL-2494 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 82


https://www.ciscolive.com/emea/learn/sessions/session-catalog.html

Continue Your Education

Visit the Cisco Showcase for related demos.

Book your one-on-one Meet the Engineer meeting.

©0

Attend any of the related sessions at the DevNet,
Capture the Flag, and Walk-in Labs zones.

Visit the On-Demand Library for more sessions
at ciscolive.com/on-demand.
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