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“Engineering is the art of making
the complex simple.”
- Unknown
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3 Pillars of User Experience

Simplicity Usability Time to Value
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Cisco Webex App

Questions?
Use Cisco Webex App to chat
with the speaker after the session

Intermediate (596)

Tracks
| I OW Networking (220)

Session Type
Breakout (453)

‘ Find this session in the Cisco Live Mobile App
‘ Click “Join the Discussion” |
‘ Install the Webex App or go directly to the Webex space
. Enter messages/questions in the Webex space

Webex spaces will be moderated
until February 24, 2023.
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Which version of ACI is running in
your Data Center or lab”

1) 4.x or older
2) b.x
3) Exploring ACI
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1. Onboarding

Cluster bring-up

Fabric Setup
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Current Onboarding Cluster bring-up

ould you like to edit the configuration? (ysm) [nl: y

luster configuration .

Enter the fabric name [ACI Fabricll:

Enter the fabric ID (1-128) (1]

Enter the number of active controllers in the fabric (1-9) [3]:

Enter the POD ID (1-9) [11]:

Is this a standby controller? [NOI: 6 form factors and 3 workflows
Enter the controller ID (1-3) [1]

Enter the controller name [apicl] ° H
Enter address pool for TEP -|f1<1r'v.’ ses [10.8.8.8/161): CLI based (13 queStlonS)

Note: The infra ULAN ID should not be used elsewhere in your environment

and should not overlap with any other reserved ULANs on other platforms ® More quest|ons added Wlth eaCh
Enter the ULAN ID for infra network (1-4894) [3967]:
Enter addre ool for BD multicast addresses (GIPD) [225.6.8.8/15]:
iter addr poo X Y \ re release
Jut-of -band management configuration . .
Enable IPvb for Out of Band Mgmt Interface? [NI]: ® Dynam|C user |nput
Enter the IPv4 address [192.168.18.1/24]
Enter the IPv4 address of the default gateway [192.168.18.2]:
Enter the interface speed/duplex mode [autol:

 Error prone

admin user configuration

Enable strong passwords? [Y]:

Cisco
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New Onboarding

Press Enter Or Input JSON string to bootstrap your APIC node.

admin user configuration ...
Enter the password for admin [None]: <
Reenter the password for admin [None]:
Out-of-band management configuration ...

Enter the IP Address [192.168.10.1/24]: 10.28.120.110/24 <
Enter the IP Address of default gateway [192.168.10.254]: 10.28.120.

Would you like to edit the configuration? (y/n) [n]: n

System pre-configured successfully. I

se: https://10.28.120.110 to complete the bootstrapping

Cisco

BRKDCN-2659

Cluster bring-up

Login to APIC Console
CLI based (3 questions)
Launch Ul

Available from *6.0.2
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New Onboarding Cluster bring-up

Press Enter Or Input JSON string to bootstrap your APIC node.

admin user configuration ...
Enter the password for admin [None] -
Reenter the password for admin [None]:
OQut-of-band management configuration ...

Enter the IP Address [192.168.10.1/24]: 10.28.120.110/24 <=

Enter the IP Address of default gateway [192.168.10.254]: 10.28.120.1
Would you like to edit the configuration? (y/n) [n]: n I
System pre-configured successfull

| https://10.28.120.110 to complete the bootstrapping

Press F9 to enable debug shell

cisco BRKDCN-2659 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 11



Let’s look at a quick Demo! Cluster bring-up

e APIC

APIC Cluster Bringup
k How are your APIC Controllers connected to your ACI Fabric?

Attached to Leaf % Remotely attached through
Switches = an L3 network

© 0 o0
é o GVG

XX 0o
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Onboarding

Cluster bring-up

Fabric Setup
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What is it? Fabric Setup

Cor_nmoh day-1 & Intent based
policies in one place.
Incorporate best

\/ oractices £ /A Re usable

cisco M. BRKDCN-2659 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



Fabric Setup

Tenants Fabric Virtual Networking Admin Operations Apps Integration

QuickStart Dashboard | Topology | Controllers | System Settings | Smart Licensing | Faults | History

Welcome to APIC

If you are new to ACI, the first-time setup wizard is a good place to start configuring essential elements.
You will also find a link to a collection of videos covering a wide range of ACI topics organized in a logical
sequence. We have also included several useful links that will help you make the most out of your ACI
experience.

What’s Next?

@ ACI Fabric Setup Access Policies Quickstart

o Inventory Quickstart Create Tenant

P Related L

[l ACIGettit., —oc oo oo
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Display discovered switch list
Discovered switch registration

Fabric Setup

Fabric Membership

Configure and register the leafs and spines detected by the ACI fabric

i @ ACI Fabric Setup

cisco M. BRKDCN-2659 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



Fabric Setup

i @ ACI Fabric Setup

cisco Li/&/

1. Two-click and one user input requested
2. Specify ASN for MP-BGP and select spines

BGP

Configure the spines to be used as BGP Route Reflector

BRKDCN-2659 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Fabric Setup

e ACI Fabric Setup . Redundancy
i . Consistency

Flexibility

vPC Pairs

Configure vPC Pairs

cisco M. BRKDCN-2659 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



Fabric Setup

Remote switch management
Two-clicks and one user input requested

ACI Fabric Setup Configure the management interface IP's for nodes to connect to the OOB Network

Management

cisco M. BRKDCN-2659 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Fabric Setup

i @ ACI Fabric Setup

Name resolution for external connectivity
Provide DNS and Ul will configure the rest

DNS

Configure the DNS servers to be used by leafs, spines and APICs

cisco Li/&/



Fabric Setup

System

QuickStart |

e ACI Fabric Setup

Fabric Membership

Edit
Configure and register the leafs and spines detected by the ACI fabric
Management

Edit
Configure the management interface IP's for nodes to connect to the OOB Network
vPC Pairs

Edit
Configure vPC Pairs
BGP

Edit
Configure the spines to be used as BGP Route Reflector
DNS

Edit

Configure the DNS servers to be used by leafs, spines and APICs

NTP



Fabric Setup

Clock synchronization across your fabric
e ACI Fabric Setup Provide NTP Server IP and you are done

NTP

Configure the NTP servers to be used by leafs, spines and APICs

Proceed To Summary

cisco M./ BRKDCN-2659 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Fabric Setup

ACI Fabric Setup

Configure if services require outside reachability

Proxy Optional

Configure the Proxy servers to be used by APICs

Proceed To Summary

cisco M. BRKDCN-2659 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



Fabric Setup

ACI Fabric Setup

IP Aging Administrative State

Enabling this policy allows ACI to track each IP individually and age out unused IPs efficiently. Otherwise, unused IPs
remain learned until the base MAC ages out. This does not affect remote endpoints. Highly recommended!

Enabled 1. Single place to review an_d configure
recommended best practices

Global Configurations Optional

Recommended best practices for the initial setup of the ACI Fabric

Proceed To Summary

cisco M. BRKDCN-2659 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ONBOARDING

Cluster Bring-up

Fabric Setup
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1 ONBOARDING

[ ) [ )
N Cluster Bring-up
) N\

U @ @

b Seus
[ ) ® )
@ @ @

APIC1 APIC 2 APIC 3
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What's Next?

Configure

Interface A ONBOARDING

Since you did necessary “ i | "

configuration, why not configure
interface and policies? Sounds
good? Let's go!

CONFIGURATION

Let's Get Started

You might also want to...

‘ Help Ce... ‘ SNMP ‘ SysLog

Learn, explore, Configure Configure

cisco M. BRKDCN-2659 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



CONFIGURATION

Setup vPC

Deploy Application

connectivity

Setup Security

e Setup external

BRKDCN-2659 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Setup vPC
System Tenants

Inventory | Fabric Policies

VLAN Pool

Virtual Networking Admin Operations Apps Integrations

Access Policies

Policies @I€J@) Create VLAN Pool

C» Quick Start

E Interface Configuration

E Switch Configuration

B Switches

B Modules

B Interfaces

B Policies

~ [ Physical and External Domains

> [ External Bridged Domains
> [ Fibre Channel Domains

> [ L3 Domains

> [ Physical Domains

> [ VSAN Attributes

o — R (WY

Name: | default

Description: | optional

Allocation Mode: ( Dynamic Allocation Static Allocation

Encap Blocks:

VLAN Description Allocation Mode
Range
I [1-100] Inherit allocMode from par...

Role

External or On the wire enc...

BRKDCN-2659 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

29



Setup vPC pomain

System Tenants Virtual Networking Admin Operations Apps Integrations

Inventory | Fabric Policies | Access Policies

Policies OO Create Physical Domain o

C» Quick Start Name: | physical-domain

Associated Attachaple default
Entity Profile:

Switch Configurati
Bl switch Configuration VLAN Pool: | default(static)|
> [ Switches

E Interface Configuration

Security Doméins: o+

> [ Modules
Select Name Description

= Interfaces —
= Policies

-~ [ Physical and External Domai

[ External Bridged Domains

infra

[ Fibre Channel Domains

> [ L3 Domains

> [ Physical Domains

- [ Pools

B VLAN
> [ Multicast Address

> [ VSAN

> [l VXLAN

cisco W. BRKDCN-2659 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



vPC Policy

Setup vPC up

@ Create PC/vPC Interface Policy Group

Name *

[ vpe 1.3 ] 0] Import Properties

Description

Settings
Attachable Access Entity Profile =
default X

CDP Interface Policy
Select CDP Interface Policy >

Link Level Policy
Select Link Level Policy >

Port Channel Policy
Select Port Channel Policy >

LLDP Interface Policy
Select LLDP Interface Policy >

cisco W. BRKDCN-2659 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



Setup vPC

"
e
et

—
—
—
—

cisco L{{@/

Node Type

Port Type

Interface Type

[ Ethernet | Fibre Channel ]

Interface Aggregation Type

[ Individual | PC | VPG ]

vPC Leaf Switch Pair* ()

101-102
Interfaces For All Switches* (O

113

PC/vPC Interface Policy Group *
vpc_1_3X

Select vPC Leaf Switch
Pair

Interface & Switches

Configuration Status

Port Channel Member Policy
Select Port Channel Member Policy >

K=

\ 4

vPC vPC Leaf

ID Switch 1
101- 0 102
102

Leaf
Switch 2

101

Interfaces (Leaf Interfaces (Leaf Configuration Status
Switch 1) Switch 2)
1/3 13 © No existing
configuration / ®

S
Cancal  Sava And Cantinua m



Setup vPC

cisco Q00T000
cisco APIC (scale) admin o
System Tenants Virtual Networking Admin Operations Apps Integrations

|

Interface Configuration

# Some of the interfaces are still configured using Selectors and Profiles. We can help you migrate them.
> [ Switches

B Modules

Filter by attributes

Configure Interfaces

P.. * Node % Interface % Port Type Admin State  Port Mode
Convert Interfaces —
1 Access ™ up Individual | & out
i Fabric Extender
1 Access T up Individual
Clear Interfaces Configuration
13k-temp-pc-grp
1 Access T up Port-Channel ! cmp F' 9k
Used by 2 interfaces
n3k-temp-pc-grp
1 Al u Port-Ch | -
ceess Tup or anne Used by 2 interfaces
N3k-ports
1 Access T up Individual . ¢ _')_or E‘

4 _ . Interface Policies

10 Rows ' \
(Config workflow;
cisco W-/ BRKDCN-2659 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



=) Spine1 Spine 2

VLAN Pool

Interface Policies

Interface & Switch

BRKDCN-2659 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



CONFIGURATION

Setup vPC

Deploy Application

connectivity

Setup Security

e Setup external
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Deploy Application

Create Tenant &
VRF

Create Bridge
Domain

Deploy Application

BRKDCN-2659 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Create Tenant &
VRF

ALL TENANTS | Add Tenant

cisco M/

Create Tenant
Name: cisco
Alias:

Description: optional

— @

Annotations: e Click to add a new annotation

GuID:

Provider

Monitoring Policy:  select a value

Security Domains:

Name

GUID Account Name

Description

VRF Name: [dev-VRF

Navigate on submit:

BRKDCN-2659 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Create Bridge Domain

cisco M/

Create Bridge Domain

2. L3 Configurations
— /

STEP 1> Main

Name:
Alias:

Description:

Annotations:

Type:

Advertise Host Routes:
VRF:

Forwarding:

Endpoint Retention Policy:

IGMP Snoop Policy:

MLD Snoop Policy:

optional

e Click to add a new annotation

regular

O

dev-VRF v
Optimize v
select a value v

This policy only applies to local L2 L3
and remote L3 entries

select a value ~

select a value v

BRKDCN-2659
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Create Bridge Domain

Create Subnet / [~
Gateway IP: [10.11.1/24

address/mask
Treat as virtual IP address: []
Make this IP address primary: [_]

Scope: Advertised Externally
[ shared between VRFs

Description: |optional

Subnet Control: [_| No Default SVI Gateway
[ Querier IP

- E=2D

L3 Out for Route Profile: | select a value v

Policy Tags: e Click to add a new tag

cisco W— BRKDCN-2659 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 39




Create Application

IEUERISl  FalCreate Application Profile Q
ALL TENANTS f Name: | dev-ap 4
Alias:

cisco
Description: |optional

Annotations: a Click to add a new annotation

Monitoring Policy: | select a value

EPGs
’ 4 w +
Name Alias BD Domain v  Switching Static Static Provided Consumed
Mode Path Path Contract Contract
VLAN
web-epg select an o) selectan o select an o

Cancel
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CONFIGURATION

Setup vPC

Deploy Application

connectivity

Setup Security

e Setup external
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Setup external
connectivity

Create L3 Domain

Configure Interface

Create L30ut

BRKDCN-2659 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



Create L3 Domain

Tenants

System

Policies

©Ro

C» Quick Start
E Interface Configuration
E Switch Configuration
. [l Switches
= Modules
> [ Interfaces
> [ Policies

- [l Physical and External Domains

> [ External Bridged Domains

> [l Fibre Channel Domains

> [l L3 Domains

> [ Physical Domains

> [ Pools

cisco W/

Virtual Networking Admin

Inventory | Fabric Policies | | Access Policies

Create L3 Domain

Name: | layer3-domain

Associated Attachaple default
Entity Profile:

VLAN Pool: | default(static)
Security Domains:

Select

Operations Apps Integrations
O +
Name Description
infra

BRKDCN-2659 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Configure Interface

@ Configure Interfaces

Node Type

Port Type

Interface Type

[ Ethernet | Fibre Channel ]

Interface Aggregation Type

[Individual | PC | VPC]

Node+ (O

103-104 Select Node

Interfaces For All Switches = ()

1/10-11

Leaf Access Port Policy Group *
default

Cancel Save And Continue @

cisco W. BRKDCN-2659 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 44



Create L3 Out

3. Protocols 4. External EPG

1. Identity 2. Nodes And Interfaces

° @ Route \°

Identity

A Layer 3 Outside (L30ut) network configuration defines how the ACI fabric connects to external layer 3 networks. The L30ut supports connecting to external
networks using static routing and dynamic routing protocols (BGP, OSPF, and EIGRP).
Prerequisites:

« Configure an L3 Domain and Fabric Access Policies for interfaces used in the L30ut (AAEP, VLAN pool, Interface selectors).
* Configure a BGP Route Reflector Policy for the fabric infra MP-BGP.

Name: | cisco-outside

VRF: | dev-VRF

L3 Domain: | layer3-domain

Use for GOLF: []

cisco éz{/&/

e

[scp OSPF

OSPF Area ID: |1

OSPF Area [¥| Send redistributed LSAs into NSSA area
Control: [4] originate summary LSA
O Suppress forwarding address in translated LSA

OSPF Area Type: Regular area ‘ Stub area )

OSPF Area Cost: |1 [&

BRKDCN-2659 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Create L3 Out

1. Identity 2. Nodes And Interfaces 3. Protocols 4. External EPG

The L30ut configuration consists of node profiles and interface profiles. An L30ut can span across multiple nodes in the fabric. All nodes used by the L30ut can be
included in a single node profile and is required for nodes that are part of a VPC pair. Interface profiles can include multiple interfaces. When configuring dual stack
interfaces a separate interface profile is required for the IPv4 and IPv6 configuration, that is automatically taken care of by this wizard.

Nodes and Interfaces

Use Default

Interfa ¥
Layer 3: Sub-Interface svi Floating SVI
Layer 2: Port Direct Port Channel

Nodes

Node ID / Router ID Loopback Address

leaf3 (Node-103) ~| 110.0.0.8 10.0.0.8 W ide Interfaces

Leave empty to not configure

/ any Loopback
Interface Encap MTU (bytes) IP Address

eth1/10 VLAN v inherit 10.0.8.0/31 & &

Ex: eth1/1 or topology/pod- ’ Integer Value address/mask
1/paths-101/pathep-[eth1/23]

Interface Encap MTU (bytes) IP Address
leth1/11 o [vean 9 [inherit 10.0.9.0/31 o +
Ex: eth1/1 or topology/pod- . Integer Value address/mask

1/paths-101/pathep-[eth1/23]

CIsco M‘/ BRKDCN-2659
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Create L3 Out

Create L30ut (]

1. Identity 2. Nodes And Interfaces 3. Protocols 4. External EPG

The L30ut Network or External EPG is used for traffic classification, contract associations, and route control policies. Classification is matching external networks to this
EPG for applying contracts. Route control policies are used for filtering dynamic routes exchanged between the ACI fabric and external devices, and leaked into other VRFs

in the fabric.
Name: dev-I13outepg /

Provided Contract: ' select a value v

Consumed Contract:  select a value e
Default EPG for all external networks: r‘f

External EPG

cisco M. BRKDCN-2659 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



Advertise Routes
System Fabric

ALLTENANTS | Add Tenant |

cisco

C» Quick Start

I Application Profiles
B Networking

> [ L20uts
» [ L30uts
B SR-MPLS VRF L3

= Dot1Q Tunnels

B Contracts
B Policies
B Services

= Security

cisco Lg/&/

©

Virtual Networking Admin Operations Apps Integrations

TenantSearr_h:\ common | cisco | tenantl | eurekall | mgmt

Bridge Domain - dev-BD 0
Summary Policy Operational Stats Health Faults History
General L3 Configurations Advanced/Troubleshooting
g X
Properties
~ Gateway Descriptior Scope Primary Virtual Subnet Matching Tag
Address P IP Control Selector
Address
10.1.1.1/... Adverti...  False False

EP Move Detection Mode: [ ] GARP based detection
Associated L3 Outs: m +

~ L3 Qut

‘dev-Bouls\de |

Show Usage

BRKDCN-2659 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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CONFIGURATION

Z5

!
il
i

Setup vPC

Deploy Application

connectivity

Setup Security

e Setup external

BRKDCN-2659 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 49




Setup Security

System RERERIE Fabric Virtual Networking Admin Operations Apps Integrations

ALL TENANTS | Add Tenant | Tenant Search: EMR R | common | cisco | tenant1 | eurekall | mgmt

EReS @ @ @ Application Profile - dev-ap 0

C» Quick Start
B cisco Configure Contract (]

~ [ Application Profiles Endpoint Group Type

@ dev-ap Group Type Endpoint Policy Group (EPG) Endpoint Security Group (ESG) /.‘

Endpoint Group Configuration ,

= Application EPGs
Configure an Intra-Endpoint

E uSeg EPGs Contract:
B Endpoint Security Groups

Consumer EPG / External Network: | cisco/dev-I3outside/dev-13outepg Provider EPG / Internal Network: | cisco/dev-ap/epg-dev-epg

= Networking

. . <
[—] Bridge Domains
Contract Information ]
= VRFs
Contract Type: Select Existing Contract /)
= L20uts >
Contract Name: |','pg-1_o-\3cpg -| n
= L30uts
No Filter (Allow All Traffic): [/
B SR-MPLS VRF L30uts Export Contract: []
= Dot1Q Tunnels
> [ Contracts
| |
B Policies
[ Services u

BRKDCN-2659 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



Setup Security

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

ALLTENANTS | AddTenant | TenantSearch: (BTN S | common | cisco | tenantl | eurekall | mgmt

ciseo @ @ @ Application Profile - dev-ap 0
» CP Quick Start

- ﬁ cisco

-~ [ Application Profiles Healthy O

e O06D [ JCS < (125 (s
[ Application EPGs (L2 (L3, @ 0 @ @ @

Contract EPG uSeg Any Baremetal VMware Microsoft Red Hat OpenStack Kubernetes Cloud OpenShift Layer 2 Layer 3 Layer 4-

Summary Topology Policy Stats Health Faults History

EPG EPG Foundr 7
[ uSeg EPGs Y i .
Relation Indicators
> [ Endpoint Security Groups - — -
Configured Operational
- [ Networking sov-elt
ev-c1-from-epg... - .
Show All On Click
B Bridge Domains (cisco)
Show VRF on EPG:
B VRFs « O
> [ L20uts Provider
|
- [l L30uts Consumer

& dev-13outside
Intra EPG/ESG
> [ SR-MPLS VRF L30uts

[ Dot1Q Tunnels e J Provider (from Master)

dev-I3outepg
(dev-I13outside)

~ [ Contracts dev-epg Consumer (From Master)

(dev-ap)

v Standard
= Intra EPG/ESG (from Master)

E dev-c1-from-epg-to-outside

Mactar EDRIEQR

B subject X

I Taboos



Q CONFIGURATION

Setup vPC

Deploy Application

Setup external
connectivity

Setup Security
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% CONFIGURATION

. e Setup vPC
m
o IV, o K ole ole e Deploy Application

Setup external
connectivity

Contract
TCP 443 =

Setup Security
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Virtual Networking Admin

System Tenants Fabric

QuickStart Topology | Controllers

Topology

Topology / pod-1

e

3 Spine Swit...

)

if3... scalel-leaf4... scalel-leaf4... scalel-leaf4... scalel-leaf4...

cisco La//&/

Operations Apps

Integrations

Smart Licensing | Faults | History

ONBOARDING

Leaf Switch
@ scalel-leaf637 10.0.112.83

Model Version
N9K-C9396PX n9000-16.0(1.348)

Uplink connections

CONFIGURATION

Local port - Remote (Port)
Eth1/50 & @ scalel-spine5 (Eth3/18)
Eth1/51 & @ scalei-spine6 (Eth3/20)

scalel-leaf5... scalel-leaf6... sC

-
G

VISIBILITY/MONITORING

BRKDCN-2659
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-
GO VISBILITY/MONITORING

Fabric Monitoring

Capacity Dashboard

Security

Smart Topology
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Fabric Monitoring | Health & Alerts

Notifications View Al
System Health Minor
Zoom All Notifications
- - - @ F1543
This fault occurs when a node is not reachable
+ 9 More

@ Intersight
Tenant - 10K_C_1_SET_1.T_2

Configure Intersight Device Connector to share usage statistics and Tech Support with the Intersight portal.

trv aaain later.

) @ | @ F2972
o @ O Q0O

This Fault usuallv occurs if some feature reauested the switch reboot.

Looks like we are unable to establish connection with the server. Please check DNS, proxy and OOB settings or

e Process Restarted

cisco W/

BRKDCN-2659
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System

Inventory

C» Quick Start

e@ Topology
Pod 1

Tenants

Inventory f

Fabric Policies |

OO

- M scalel-leaf301 (Node-301)

> [ Contrd
~ [ Protoc]

Launch SSH
Decommission
Maintenance (GIR)

Clear Rogue Endpoints

Clear Dampened Endpoints

Sync COOP Repositories

Save as ...

Post ...

Share

Open In Object Store Browser

Virtual Networking

Access Policies

Admin

Properties
Vrf Name:

BGP Version:
Remote Router Id:
BGP State:

Up For:

Remote As:
Update Source:

Restart Time Advertised
By Peer:

Hold Time:
Keepalive Interval:
Neighbor:

Link:

Peer Index:
Shutdown Reason:
State Reason:

Directly Attached
Interface:

Tep MdS Authentication:

Operations

Fabric I\/Ionitoring show ip bgp neighbors

Apps Integrations

BGP Peer Entry - 10.0.152.69

General Address Health
esravel Last Reset By Us:
BGP Version 4
150.1.1.1 Major Error Reset By Us:
Established Minor Error Reset By Us:
2023-01-20115:43:37.917-08:C Last Error Value By Us:
65001 Last Error Len By Us:
[e]0] Last Error Data By Us:
0 Last Reset By Peer:
180 Major Error Reset By Peer:
60 Minor Error Reset By Peer:
10.0.152.69 Last Error Value By Peer:
iBGP Last Error Len By Peer:
a4 Last Error Data By Peer:
Unspecified Capabilities Advertised:
none

unspecified

disabled

BRKDCN-2659

Q

Faults History

©

2023-01-20T15:26:57.014-
08:00

Holdtimer Expired
None

0

0

1969-12-31T16:00:00.000-
08:00

None
None
0
0

AS4
capable,Dynamic,Dynamic
graceful restart,Dynamic
multiprotocol,Dynamic
old,Dynamic refresh,Graceful
restart

helner.Refresh Refresh.IPv4
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Fabric MOﬂitOI’iﬂg show ip interface brief

System Tenants ric Virtual Networking Admin Operations Apps Integrations

Fabric Policies | Access Policies

Inventory @ @ @ Intarfarac A
' L1 Physical Interface Full Stats - eth1/2
> C» Quick Start Y / ©
(>} o 2 P

ea Topology

@ Pod 1 =8 Total Egress Bytes Rate =+ Total Egress Bytes
. o CRC Align Errors -4 Total Ingress Bytes Rate
-%- Total Ingress Bytes

Configure Statistics Policy

- M scalel-leaf301 (Node-301)
Wednesday, Feb 1, 11:39
8 f .y Total Egress Bytes Rate: 19 bytes-per-second (152 bit/s)
p E Chassis o Total Egress Bytes: 5730 bytes (45840 bits)

#————— CRC Align Errors: 0 percentage
Interfaces Total Ingress Bytes Rate: O bytes—per-second (0 bit/s)
25 Total Ingress Bytes: 0 bytes (0 bits) sk

-~ [ Physical Interfaces E
o 20 4k
v a8 o
Lt T T3
5 A
— eth1/2 j 15 3k @
s
E Error Counters 3 "
E Troubleshooting
5 1k

- Q eth1/3

- l;letmm & — % : : : Ol
11:35 11:36 11:37 11:38 11:39 11:40 11:41 11:42 11:43 11:44

Time

l;l ethl/5
‘ I;I eth1/6
‘ I%I ethl/7

= |
!

11:36 11:38 11:40 11:42 11:44

r m 0|

Page 1 of4 > > Objects Per Page: 15 Displaying Objects 1 - 15 Of 54
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@ Fabric Monitoring | Operational Tab

System Fabric Virtual Networking Admin Operations Apps Integrations

ALL TENANTS | AddTenant | Tenant Search: [ERUIOR oSl | common | 10K.CASETAT2 | 10KCISETATS | fchazel-ndo-ui |

10KClL ORO Tenant - 10K_C_1_SET_1_T_5 Q
> C» Quick Start

Summary Dashboard Policy Operational Stats Health Faults History
CA_SET_T5
< [ Application Profiles Endpoints Flows Packets Policy Tags Resource IDs
<@ ap
o ® © (@)
v [ Application E...
. % ctx 10.bd MAC/IP EPG Interface (learned) Encap
o 10_bd_...
> [ uSeg EPGs
Iv 00:22:01:00:01:99 10K _C 1 _SET 1T S:ap:ctx 9 _bd 1 _epg.1 Pod-1/Node-401/eth1/30 (learned) vlan-1409
> [ Endpoint Sec...
P [« 5.0.910
[ Networking
v 00:22:01:00:01:A0 10K C 1 SET 1 T S:ap:ctx 16 bd 1 epg. Pod-1/Node-401/eth1/30 (learned) vlan-1416
> [ Contracts
5.0.16.10
= Policies
2 00:22:01:00:01:A3 10K_C 1 _SET 1T 5:ap:ctx 19 _bd_1_epg. Pod-1/Node-401/eth1/30 (learned) vlan-1419
> [l Services
5.0.19.10
[ Security
v 00:22:01:00:01:A7 10K_C 1 _SET 1T S:ap:ctx_23_bd_1_epg, Pod-1/Node-401/eth1/30 (learned) vlan-1423
5.0.2310
v 00:22:01:00:01:AA 10K _C1 SET 1T S:ap:ctx_26_bd 1 _epg, Pod-1/Node-401/eth1/30 (learned) vlan-1426
| Page 1 of14 | > >l | Objects Per Page: 15 Displaying Objects 1 - 15 Of 200

cisco M. BRKDCN-2659 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 59



cisco M/

Fabric MOﬂitOI’iﬂg Initial Tab & Bookmarks

= Q) Q QO OO

ALL TENANTS | AddTenant | TenantSearch: [EERsIReErtg | common | 10KCASETAT2 | CSCwd01390 | 10K_CA_SETATSS | fchazel-ndo-ui

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

—~
10K.C.1.SET.1.T.2 ® @ @ Tenant - 10K_C_1_SET_1_T_2 O
C» Quick Start
Summary Dashboard Policy Operational *  Stats Health Faults History
B rox.
I Application Profiles Endpoints Flows Packets Policy Tags Resource IDs
—
B Networking
> [ Contracts ® © o
L= Bl MAC/IP EPG Interface (learned) Encap Learning
[ services I 00:22:01:00:00:8E 10K C 1 SET1T 2:ap:ctx 42 bd 1 epg, Pod-1/Node-401/eth1/30 (learned)  vlan-1142 learned
B Security b 04910
00:22:01:00:00:66 10K C 1 SET 1T 2:ap:ctx 2 bd 1 epg.] Pod-1/Node-401/eth1/30 (learned) vlan-1102 learned
I 2.0.2.10
00:22:01:00:00:68 10K C 1 SET 1T 2:ap:ctx 4 bd 1 epg_ ]l Pod-1/Node-401/eth1/30 (learned) vian-1104 learned
2.0.4.10
00:22:01:00:00:76 10K C 1 SET 1T 2:ap:ctx 18 bd 1 epg. Pod-1/Node-401/eth1/30 (learned)  vlan-1118 learned
2.018.10
00:22:01:00:00:84 10K C 1 SET 1 T 2:ap:ctx 32 bd 1 epg. Pod-1/Node-401/eth1/30 (learned) vlan-1132 learned
2.0.32.10
00:22:01:00:00:85 10K C 1 SET 1T 2:ap:ctx 33 bd 1 epg. Pod-1/Node-401/eth1/30 (learned) vlan-1133 learned
2.0.33.10
| Page 1 of14| > >l | Objects Per Page: 15 Displaying Objects 1 - 15 Of 200
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Fabric MOﬂitOI’iﬂg Initial Tab & Bookmarks

Tenants Fabric Virtual Ne
ALL TENANTS | Add Tenant | Tenant Search: i d d ml n o

10K C1SETAT.2 ()G © Te

C» Quick Start

Tenant - T_401 (uni/tn-T_401) Bookmarks

Duplicate IP Usage (root) Change My Password -

Remove All Bookmarks Change My SSH Keys

i 10k caSETAT 2

B Application Profiles
B Networking

B Contracts

B Policies

B Services I )
B Security

Change My X509 Certificate D

View My Permissions r

~ |P Address Settings

Change Deployment Settings

Logout

cisco W. BRKDCN-2659 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 61



i
cisco

APIC (scalel)

System Tenants Fabric

Capacity Dashboard

E IP Endpoints

75208

of 90000*

(83%)

@) Bridge Domains

20465

of 15000

(>100%)

cisco M/

Virtual Networking

Visibility & Troubleshooting

Admin Operations

Capacity Dashboard

E Proxy Database Entries

169869

of 180000*
(94%)
f Tenant
of 3000
(10%)

; @}
i QP O QDO OO

Apps

Integrations

EP Tracker | Visualization

Fabric Capacity Leaf Capacity
(@)
™ Leaf Switches
of 300
(30%)

& L3 Contexts

12407

of 10000

(>100%)

BRKDCN-2659

Capacity Dashboard
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Capacity Dashboard

Fabric Capacity Leaf Capacity

node-306 (N9K-C93180YC-EX) Detailed Usage (%] ®

Switch 4 Virtualization Ratio 0% ast Policy CAM
Bridge Domain Absolute: 5
Percentage: <1% Rules
8% 5654 of 65536
pod-1/node-304 EPG Absolute: 24 - ’
N9K-C93180YC-EX 100% Percentage: <1% 192 Labels
Configure Profile - oy Local: 6 0% 0
Remote: 11
Percentage: <1%
: 3% 2054 of 65536
pod-1/node-306 Percentage: 0% - °
N9K-.C931 80YC.-EX 50%  MAC Leeelk B 192 Labels
Configure Profile - Remote: 6 0% 0
Percentage: <1%
Multicast Absolute: 0
Percentage: 0% Rules
pod-1/node-311 rolley CAN :ﬂ:gizlfeorg:nta e: 3% Efﬁ .
NOK-C93180YC-EX 100% o emagE e 1192
Confi Profi -— abels: - Labels
onfigure Frofile @ Labels Percentage: 0% 0% 0

VRF Absolute: 406
Percentage: 50%
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Security

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

QuickStart | Dashboard | Controllers | System Settings | SmartLicensing | Faults | History | ConfigZones | Active Sessions | Security

Isecu rity by EPGs VI/ WiEw ot [ERE e e Last updated: O mins ago

Filter by attributes

Provider Consumer Provider Consumer
EPG Type BD VRF Vi nsum rovt onsum Actions
Contracts Contracts Filters Filters
-clrl -Ctrl ~Ctrl
e Application EPG oo cvere 0 0 0 0 View Resolved Paths
infra > ave-ctrl infra infra
buildvmblock1 L buildvmblock labvrf .
insbulab > buildvms Application EPG insbulab insbulab ! ! ! ! View Resolved Paths
buildvmblock?2 L buildvmblock? labvrf .
insbulab > buildvms Application EPG insbulab insbulab 1 1 1 1 View Resolved Paths
buildvmblock3 buildvmblock? labvrf
Application EPG 1 1 1 1 View Resolved Path
insbulab > buildvms ppiicat insbulab insbulab el Resolved raths

cisco W— BRKDCN-2659 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 64



@ Application EPG buildvmblock2

Provider

Filter by attributes

Consumer

Event Analytics

Security

Actions -+

O x

Consumer EPG Contract Filters Label Mismatch Consumed Provider Hits Last 15 Minutes Hits Last 15 Minutes
Labels Labels (Provider = Consumer) (Consumer — Provid
any
labgwout .
. insbulab X [N N N e 8729049255 N N I w101
insbulab > 1©1 Q0 © No Mismatches 0 0 i _
: > Last Hit: 2023-01-27T00:29:49.533+00:00 | ast Hit: 2023-01-27T00:29:4
buildvms .
buildvi
Total  Permit  Deny
an 1 1 0
buildvmblock3 . {) lab N N . 226 N N e e 871
insbulab > nebuiE 1©1 0 © No Mismatches 0 0 Last Hit: 2023-01- Last Hit: 2023-01-
>
buildvms ) 26T22:29:51.621+00:00 27700:29:49.533+00:00
buildvms

cisco Lz//&/

BRKDCN-2659
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Interactive

- Faster load time

- Scalability

- Near real time

- Easy to read and
understand

- Dazzling and delightful

cisco Lg/&/

Topology

Tenants  Fabric Virtual Networking Admin  Operations Apps Integrations

QuickStart | Dashboard | | Topology || Controllers | System Settings | Smart Licensing | Faults | History | ConfigZones | Active

Topology

Topology / pod-1

Leaf Switch
@ scalel-leaf637 10.0.112.83

e Model Version
9 N9K-C9396PX n9000-16.0(1.348)
2 Uplink connections
3 Spine Swit...
\' Local port - Remote (Port)
Eth1/50 & @ scalel-spine5 (Eth3/18)
o — |

Eth1/51 % @ scalel-spines (Eth3/20)

af3... scalel-leaf4... scalel-leaf4... scalel-leaf4... scalel-leaf4... scalel-leaf5... scalel-leaf6... scalel-leaft
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Topology

Node . E),' X
ifav41-leaf257
Topology / pod-1 ® CRITICAL & MAJOR MINOR © WARNING
0 241 75 241

pod-1 ACI ° Settings «

CPU I~

Average User CPU
2 Spine Swit... =

\ Average User CPU: 4%

Average Kernel CPU

Average Kernel CPU: 9%

ifav4d1-leaf2... ifav41-leaf2... ifav41-leaf2... ifav41-leaf2... ifav4d1-leaf2...
Memory A

Average Used Memory

CISCO L&V&_/ BRKDCN-2659
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Topology

Topology / pod-3 / scalel-pod3-leaf3

Endpoints

MAC Address IP Addresses

00:18:18:00:00:8A 62.102.7.81

Encap

vlan-2338 scalel-pod3-...

Uplink connections

& 1 Leaf Switch

53.102.1.81 61.104.1.81 62.102.7.81 73.104.7.81 78.104.4.81 50:87:89:41:... 175 More
00:18:18:00:... 00:18:18:00:... 00:18:18:00:... 00:18:18:00:... 00:18:18:00:... See All
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System BEERERE Fabric Virtual Networking Admin Operations Apps Integrations

ALL TENANTS | AddTenant | Tenant Search:l common |

10K_C_1.SET.1.T.2 ® @ @ Application Profile - ap 0

C» Quick Start

10K_CA_SETAT2 | 7401 | cCSCwd01390 | 10K_C1_SETIT.5

Summar Topolo Polic Stats Health Faults Histor
B 1ok casETAT.2 —_ polody Y /
~ [ Application Profiles @)
Create Application EPG 59 Application EPGs Endpoint Security Groups

o — ke Create uSeg EPG

> = 8] Create Endpoint Security Group
R Dciete 2 O O O

|
‘ Clone Application Profile 4

Save as ...

Post .

Go 100 @4

| Share

| Open In Object Store Browser - .
S uSeg EPGs &3 contracts Relations

0 200
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Virtual Networking Admin Operations Apps Integrations

dulers | Firmware | External Data Collectors | Config Rollbacks | Import/Export

Controllers

Setup Update

Firmware Updates Controller Summary Event Analytics

Last Firmware Update Status

Overall Status Status Breakdown Update Start Time

2023-01-20T15:50:09.545-08:00

) Completed m Failed 0
m Completed 5
Qthet

Controllers

Filter by attributes fel
ID 4 Controller Curn:ent Target Version Last Update Update Status
Name Version
1 apic1 6.0(1.205a) apic-6.0(1.205a) 2023-01-19T18:2 © Completed s
2 apic2 6.0(1.205a) apic-6.0(1.205a) 2023-01-19T20:1  © Completed s

cisco Lz//&/

BRKDCN-2659

ONBOARDING

CONFIGURATION

VISIBILITY/MONITORING

SOFTWARE UPGRADES
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=

APIC Upgrade (@ SOFTWARE UPGRADES

Install Workflow

-

@ Import Image Image Image
P Download Verification Distribution

(«, Firmware » Compatibility » Feature Protocol
Check Check Check » Check
System » . » Fault » Connectivity

S I~ N
Firmware Conversion Reboot

cisco W- BRKDCN-2659 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 71
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APIC Upgrade (@ SOFTWARE UPGRADES

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations
AAA \ Schedulers | External Data Collectors \ Config Rollbacks \ Import/Export

= Controllers

Dashboard . .
Firmware Updates Controller Summary Event Analytics
Switches Last Firmware Update Status
Images
Completed ® Failed 0 2023-01-20T15:50:09.545-08:00
m Completed 5
Othet
Controllers
Filter by attributes fel
Controller Current
ID - Hrre Target Version  Last Update Update Status
Name Version
1 apicl 6.0(1.205a) apic-6.0(1.205a) 2023-01-19T18:2 Completed s
2 apic2 6.0(1.205a) apic-6.0(1.205a) 2023-01-19T20:1 Completed s
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Pre-upgrade Check (@ SOFTWARE UPGRADES

System Fault @

OOB management [P @

vPC nodes | B

Route reflectors @

Check NTP status @

cisco Lz//&/

This validation checks if there is any fault existing before upgrade/downgrade

This validation checks the presence of nodes without OOB (Out-of-Band) management IP configuration to
ensure that you always have access to all nodes. During the upgrade/downgrade, nodes may not be reachable
via ACl infra. It is recommended to prepare console access to each node as well just in case.

Critical Issue Found A

Reason
Following nodes are not in vPC 1003, 1056, 1007, 1051, 1004, 1001, 1016, 1054, 1002, 1053, 1018, 1014, 1012,
1009, 1057, 1006, 1010, 1301, 1005, 1015, 1008, 1013, 1055.

Recommendation
Configure vPC for the listed leaf nodes to avoid traffic loss during the reboot of leaf nodes.

Critical Issue Found A~

Reason
Pod(s) 3 have fewer than two route reflectors for infra MP-BGP.

Recommendation
Configure spine nodes as route reflector for infra MP-BGP. Make sure that at least one route reflector spine is
always up by upgrading/downgrading them in separate groups.

This validation checks if Network Time Protocol (NTP) is configured for APICs.

BRKDCN-2659 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 73



=

Install Workflow

J Firmware » Compatibility » Feature Protocol

O Check Check Check ‘ Check
System . Fault Connectivity

v El-E>E-EE

Switch Image
& Download Verification FEHTEN S

o IR
—_— Firmware Switch

cisco W- BRKDCN-2659 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 74
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Image download

Fabric (Switches) Upgrade (@ SOFTWARE UPGRADES

Update Settings

Name
firmware-group-1

Target Version
n9000-16.0(1.356)

Selected Switches To Update)

Filter by attributes

Name Role

Selected Switches To

W Leafs 5

Model

-

Configured Advanced
Setting

+ No compatibility check
e Pause upon upgrade
failure

Version Last Update

Pod ID

1 306
1 415
1 402
1 401

scalel-leaf306 Leaf

scalel-leaf415 Leaf

scalel-leaf402 Leaf

scalel-leaf401 Leaf

AmAlAd LAAEAND | AAf

N9K-C93180Y(

N9OK-C93180Y(

N9K-C93180Y(

N9K-C93180Y(

NA. AODI0NN T

n9000-16.0(1.3 2023-01-20T71
n9000-16.0(1.3 2023-01-20TT1
n9000-16.0(1.3 2023-01-20T1"

n9000-16.0(1.3 2023-01-20T1"

“ONNN 12 N1 D ANNND N1 NNTAr

[ Cancel ] [ Previous ] Begin Download




ONBOARDING

CONFIGURATION

VISIBILITY/MONITORING

SOFTWARE UPGRADES
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Feedback

How do you feel about ACI?

GRRIEY

Make a suggestion
ACI Ul is awesome!!

Send us Feedback!!

Cisco may contact me about my feedback

Name

ﬂ Meena
- E

mrajvaid@cisco.com

D




sSummary

b VRN SRR
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sSummary
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o

BRKDCN-2659
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Complete your Session Survey

- Please complete your session survey
after each session. Your feedback
IS important.

- Complete a minimum of 4 session
surveys and the Overall Conference
survey (open from Thursday) to
receive your Cisco Live t-shirt.

- All surveys can be taken in the Cisco Events Mobile App or
by logging in to the Session Catalog and clicking the
"Attendee Dashboard” at

https://www.ciscolive.com/emea/learn/sessions/session-catalog.html

cisco W- BRKDCN-2659 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 81
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Continue Your Education

Visit the Cisco Showcase for related demos.

Book your one-on-one Meet the Engineer meeting.

©0

Attend any of the related sessions at the DevNet,
Capture the Flag, and Walk-in Labs zones.

Visit the On-Demand Library for more sessions
at ciscolive.com/on-demand.
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Appendix




Deploy EPG
cisco OERO EPG - web-epg

> C» Quick Start Create EPG Subnet

: olicy Operational
ﬁ cisco . o

Add VMM Domain Association

[ Application Profiles
Add Physical Domain Association

- @ web-epg-folder
Add L2 External Domain Association t
nts

, % Add Fibre Channel Domain Association
v o Web-epg

B Domair Deploy Static EPG on PC, VPC, or Interface

bl — REEAY: Add Taboo Contract ) O

Q

Stats Health Faults History

O

0 0

Rl /. Provided Contract ned Learned & VMM Others Total

[ Static
- [ Fibre C

Add Consumed Contract
Add Consumed Contract Interface

Add Intra-EPG Contract

B Static H

\ Create L4-L7 IP Address Pool
> [ Subnet
embers

[—QW.EWA Delete

= L4-L7 IR

- Bl uSeg EPGs Post O
cisco W/ BRKDCN-2659

B Dynamic EPG Members

0

- '

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Deploy EPG

Deploy Static EPG on PC, VPC, or Interface (%]

STEP 1> Static Link 2. Configure PTP

Direct Port Channel Virtual Port Channel
Path: | select an option v @

Port Encap (or Secondary VLAN for Micro-Seg): | VLAN |~ I:I Py

Integer Value

Deployment Immediacy: On Demand

Primary VLAN for Micro-Seg: |VLAN |~

Port

'

Path Type:

Integer Value

Mode: (ERITGIS Access (802.1P) ‘ Access (Untagged) )
IGMP Snoop Static Group: +
Group Address Source Address
MLD Snoop Static Group: 4
Group Address Source Address

Cancel
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Access Policies

System Tenants Fabric Virtual Networking

Inventory | Fabric Policies | Access Policies

Policies @@@ . .
O cuick st welc - To configure fabric access

E Interface Configuration

B switch Configuration Access p p a ra m ete rS

policies. ,
> [ Switches privileges

= leaf switc
Modules

I e - One place to see all
= s What's configured ports and
s B trtzce N switches

> [ Global
B Monitoring M

B Troubleshooting ° Workﬂow tO Conﬂgure aﬂd

| Physical and External Domains Br

> [ External Bridged Domains CO nve rt pO rtS a n d SWitC h
> [ Fibre Channel Domains
= L3 Domains e er COHtrOlS

[ Physical Domains

- [ Pools &P Relat

VLAN .
= i ACIF:
> [ Multicast Address

> @ VSAN
B VSAN Attributes
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Steps for configuring an interface

Switch Polices Select Switch(s)
LLDP Policy
Select
Interface(s)
CDP Policy

Interface Policies

Link Level Policy

Attachable Entity

Profile (AEP)

cisco M. BRKDCN-2659 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 89



Select nodel(s

@ Configure Interfaces

General

Select Nodes

Selection

[ Even Nodes Odd Nodes I Manual ]

Filter by attributes

Pod ID

Consistent node selection
with advance filters

() =

Name Role Version SMU Version
1 301 scalel-leaf301 Leaf n9000-16.0(1.348)-cs_64 -
1 302 scalel-leaf302 Leaf n9000-16.0(1.348)-cs_64 -
1 304 scalel-leaf304 Leaf n9000-16.0(1.348)-cs_64 -
1 306 scale1-leaf306 Leaf n9000-16.0(1.348)-cs_64 -
5 Rows Page 1 of 19 1-5 of 92 > >>

Select Leaf Access Port Policy Group >Required

cisco W/

BRKDCN-2659

Cancel m

Cancel Save And Continue
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Pre-login banner

maintenance is scheduled from 02/08/2023 from 8:00 pm PST to 10:00 pm PST

dsce APIC = QD Q O OO

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

QuickStart Dashboard | Topology | Controllers | System Settings | Smart Licensing | Faults | History | ConfigZones | Active Sessions Security

System Settings f@ @ @) System Alias and Banners 0
E BD Enforced Exception List . )
BGP Route Reflector Policy History
Control Plane MTU o X
OP Group Properties
Date and Time GUI Alias:
Endpoint Controls Controller CLI Banner:  Application Policy Infrastructure Controller
Fabric Security
Fabric-Wide Settings Switch CLI Banner:
Global AES Passphrase Encryption ... I
Global Endpoints (Beta) Show Application Banner: [#]
ISIS Policy Banner Message: maintenance is scheduled from 02/08/2023 from 8:00 pm PST to 10:00 pm PST

Load Balancer

Nexus Cloud and Intersight Connec... } i )
Banner Severity: critical warning

Port Tracking

Show Prelogin Banner: []
Proxy Policy

PTP and Latency Measurement

Quota

Remote Leaf POD Redundancy Policy Show Usage

System Alias and Banners
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Capacity Dashboard

Forward Scale Profile

Properties
Name: default

Description: | optional

Type: Dual Stack

Changes to the scale profile will take effect only after the impacted switches are reloaded.

node-406 (N9K-C93180YC-EX) Scalability Options

~ Type of VRF
Scale
Dual Stack 800

High Dual Stack 800

High LPM 800
High Policy 800
IPv4 Scale 800

cisco M/

BD

3500
3500
3500
3500

3500

EPG

3960
3960
3960
3960

3960

ESG

4000
4000
4000
4000

4000

ESG
Mac

5000
5000
5000
5000

5000

MAC
EPs

24576
65536
24576
16384

49152

IPv4
EPs

24576
65536
24576
16384

49152

IPv6
EPs

12288
24576
12288

8192

Multica: Policy

8192

512

8192

8192

8192

BRKDCN-2659

CAM
65536
8192
8192
1024...

65536

VLAN

3960
3960
3960
3960

3960

LPM

20480
38912
131072
8192

38912

/32
Routes

49152
65536
32768
24576

57344

/128
Routes

12288
24576
12288
8192

o]
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Cluster Management

- Expanding fabric for more scale / location
- Add standby nodes for redundancy
- Migration from one generation to another

- Troubleshooting

- No more CLI inputs, configure CIMC and start adding APICs in Ul

cisco Lz/@/



Cluster Management
didh APIC (scale) - QPO QRO OO

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations
QuickStart | Dashboard | Topology llers System Settings | Smart Licensing | Faults | History | ConfigZones | Active Sessions | Security
Controllers @)

C» Quick Start

€9 Topology Cluster As Seen By NOde

& Controliers

@ apic1 (Node-1)
General

[ Containers

) Fabric ID Fabric Domain Name Controller Time Deviation
[ Equipment Fans
1 scalel-testin
B Equipment Sensors 9 (msec)
[ Interfaces 37038
= Memory Slots . .
Current Size Target Size
[ NTP Detalls c c Add Node

B Power Supply Units
B Proce

E Server Response Time

Delete Nodes

Download All

Active Controllers

B SMU patch version Open In Object Store Browser

& Storage
X Filter by attributes
@ ap Node-2) o

@ apic3 (Node-3) . . . .

a Admin Operation... Health Failover Serial
© scaler-apica (Noce-2) b Name P State State State Status Numbe
@ scalel-apic5 (Node-5)

1 apicl 10.0.01 In Service @® Available Fully Fit No Appliance WZP23

E Controller Policies
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Event Analytics

History within the iast 24 hours

Fault Records Event Records AuditLogs SessionlLogs Health Records

Filter by attributes fol

Code Severity Cause Affected Description
E4204941 o Info transition topology/lsnode-C4:64:13:58:0A:E6/Is LooselLink topology/lsnode-C4:64:13:! =«
E4204938 ° Info transition topology/lsnode-C4:64:13:58:0A:E6  LooseNode topology/lsnode-C4:64:13 «**
i ig-mi - - i e
E4209330 e Major config-mismatch topology/pod-1/node-425/sys/lldp/ins L Change Severity
E4208077 o Info oper-state-change topology/pod-1/node-317/sys/ipv4/ins | Ignore Event i
E4208077 ° Info oper-state-change  topology/pod-1/node-316/sys/ipv4/ine | ©OPen In Object Store Browser <o
Save As
E4208077 o Info oper-state-change topology/pod-1/node-318/sys/ipv4/ins | -
E4205573 ° Info transition expcont/expstatus-tsod-TS/inst-2022 TechSupStatus 2 deleted ce
- an o . . A, - :
15~  Rows 1-15 of 65911 )
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Operation visibility

Fabric Policies

Inventory

©FO

I 'nterraces

= Control Plane Statistics

2 —

=
B &0
B scrp

E BGP for VRF-insbulab:labvrf
E BGP for VRF-management

E BGP for VRF-mgmt:inb

E BGP for VRF-overlay-1

~ [ Neighbors
- B 10.0.80.71
E Route target filter address fa...
E Vpnv4 unicast address family
E Vpnv6 unicast address family
> B 1008072
> | cop

Virtual Networking

Access Policies

Admin Operations
Neighbors
@
Name State
I v 10.0.80.71 established
Route t...
Vpnv4 ...
Vpnvé ...
10.0.80.72 established

| Page 1 0Of 1 |

Apps

Neighbor
Address Family

rtfilter-ucast

vpnv4-ucast

vpnv6-ucast

BRKDCN-2659

Integrations

Neighbor Address
Family Capability

First EOR Received
First EOR Received

First EOR Received

Objects Per Page: 25

Q
o

Accepted Up Since
Paths

2022-09-10T16:...
19

2022-09-10T16:...

Displaying Objects 1- 2 Of 2
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Show interface
Tenants

System

Inventory | Fabric Policies | Access Policies

Inventory

C» Quick Start

Topology
® Pod
® Pod2
® Pods

[ Pod Fabric Setup Policy
[ Fabric Membership
[ Disabled Interfaces and Decommissioned Switches

= Duplicate IP Usage

cisco Lg%o//

Virtual Networking

©0O

Admin Operations Apps Integrations
Topology
Summary Topology Global End-Points Interface Interfaces And Policies Troul >
=+ )
insbulab-leaffx2 (Node-1002) (] —
01Jo3fosfo7doo) 11 f3f15h17 ) 19) 2142325270200 31§33)35) 3739
02Joafoeflosliofi2f14l6f18l20022024 2628 308323 4§36 38§4 o a2iaal s 64 sl 5ol 52454 Conve
Interface Details E
Fabr
0 0 0 0 Mode
Interface: 1/18 Operational
Description:
Admin State: up @ Enabled
Switching State: enabled ®
- Enabled Erro
Oper State: up ®
Oper Mode: trunk Disabled
Locator LED: off Disabled Swi
Usage: epg
CDP Neighbor: bisableaitint
LLDP Neighbor: bc:26:c7:04:9f:28 Selected
0 port selected Q
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Interface Operational data rie

System  Tenants Fabric Virtual Networking Admin Operations Apps. Intearations

Inventory | Fabric Policies | Access Policies 1 . ShOW Usage ShOWS
Inventory @ @ @ Layer 1Physical Interface Configurati usa g e StatISUCS
C» Quick Start Operational Deployed EPGs \Y 2 o ng ht ClICk On |nterface

%Topology o
. © poat to deploy static EPG

v P scalel-leaf301 (Node-301)

Auto Negotiation: on
E Chassis Link Debounce Interval (msec): 100
- [l Interfaces Dot1Q Ether Type: 0%x8100

- [ Physical Interfaces Layer: switched
Q ethi/1 Policy Group: unifinfra/funcprof/accbundle-301_302_vpcl
4

Mode: trunk
- I eth1/2
Switching State: enabled

H Error Counters

Destination SPAN Mode: not-a-span-dest

E Troubleshooting Load Interval 1: 30

Q eth1/3 Load Interval 2: 300
3 Q eth1/4 Load Interval 3: O
) Q eth1/5 Eee Lat: variable

Q eth1/6 Eee Lpi: aggressive

\ I%I ethl/7 Show Usage
I;I eth1/8
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