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Why are you herefg?
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ACI - "just another network", or the foundation of an internal private cloud?

There are thousands of customers globally who have successfully deployed ACI fabrics and operate them as "just another networ k", but what if you could

operate your ACI fabric as programmable private cloud infrastructure?
In this session we will look at how you can operate your ACI fabric as the foundation of an internal private cloud. We will | ook at how to migrate services onto
an ACI fabric (network centric) and then implement segmentation (application centric). We will look at how to use Endpoint Se curity Groups to wrap security

around endpoints within a VRF. We will then see how we can block East / West traffic within a hypervisor, and finally we'lld ynamically add in firewalls to

provide targeted L7 control.
If you're thinking this might prove time consuming to implement from the Ul, we will show how all the configuration can be fu Ily automated using Terraform.

Consuming an ACI fabric as "just another cloud" allows organisations choice on where to place workloads. Whether workloads ar e hosted in a public cloud,

or on an on- premise private cloud, the consumption model should, and can, be the same.

cisco W. BRKDCN 2984 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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There are lots (and lots) of details In this presentation, please
download through the Ciscolive app.

We | | unl ess you have binocu
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The ACI reference applic
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The mythical three ti1er
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ACI Fabric

Applicatiyn Policy
Infrastructure Controller
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Our reference applicatio
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Online Boutique

https:// github.com/GoogleCloudPlatform/microservices - demo

Platform:
On-Premises
Customer name:
cisco-store
Vertical:

cisco

Build:

cisco / . &/

" (U
e mm .t

Free shipping with $75 purchase!

Hot Products

Cabana Shorts
$3999

Cable Knit Blanket
$59.99

e
cisco

(

Shipping

Total

Free shipping with $75 purchase!

=
( Empty Cart Continue Shopping
S e

Save the Bees Bottle

SKU #2ZYFJ3GM2N

Quantity: 1 $1379

Cabana Shorts

SKU #OLJCESPCTZ

Quantity: 1 $39.99

$8.99

$62.77

Shipping Address

E-mail Address

someone@example.com

Street Address

1600 Amphitheatre Parkway

Zip Code

94043

City

Mountain View

State Country

CA United States

Payment Method

Credit Card Number

4432-8015-6152-0454

Month Year cw

January 2023 ooe

v v

BRKDCN 2984
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Online Boutique

https:// github.com/GoogleCloudPlatform/microservices - demo

v

[ frontend

]b[ checkout

W,

. S
] [recommendation] ] : ’

[ adservice

.::',‘

[ product catalog } [ shipping

] [ currency

)

A 4

cisco Lz//&/

cart Redis cache TCP 6379
checkout cart TCP 7070
currency TCP 7000
email TCP 8080
payment TCP 50051
product catalog TCP 3550
shipping TCP 50051
frontend adservice TCP 9555
cart TCP 7070
checkout TCP 5050
currency TCP 7000
product catalog TCP 3550
recommendation TCP 8080
shipping TCP 50051
outside frontend TCP 80/8080
recommendation product catalog TCP 3550

BRKDCN 2984
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AWS reference architecture

https:// docs.aws.amazon.com/vpc/latest/ userguide/extend - intro.html

AWS Backbone

eu-west-1 @ Internet gateway eu- west- 2 @ Internet gateway

eu- west- 1- production eu- west- 2- production |

@l Public subnet @l Private subnet @ Public subnet @l Private subnet
E JETTIT juuiiiig N e N e |

| )it T ] Pz $3) et — et By ||

i 172.16.2.0 172.16.2.0 172.16.2.0 172.16.2.0 i
NAT gateway  Route table Route table NAT gateway  Route table Route table

D
|
D

Customer Site | Customer Site |
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Network Connectivity and Security are mandatory in the
cl oudt
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Different clouds run different hypervisors

AWS Nitro System

A combination of dedicated hardware and'lightweight hypervisor enabling faster innovation and enhanced security

Get Started with a Nitro-based Instance Today

The AWS Nitro System is the underlying platform for our next generation of EC2 instances that enables_

Google Cloud

Google Cloud: security in plaintext

January 25, 2017

AWS to innovate faster, further reduce cost for our customers, and deliver added benefits like increased

e hes Hypervisor security on the Azure fleet

AWS has ¢ letel: i ined our virtualization infrastructure. Traditionally, hypervisors protect the|

physical hardware and bios, virtualize the CPU, storage, networking, and provide a rich set of managem Article « 11/11/2022 « 3 minutes to read + 4 contributors 4 Feedback
capabilities. With the Nitro System, we are able to break apart those functions, offload them to dedicat]

hardware and software, and reduce costs by delivering practically all of the resources of a server to you|
instances.

In this article

Strongly defined security boundaries enforced by the hypervisor
Defense-in-depth exploit mitigations
Strong security assurance processes

Next steps

The Azure hypervisor system is based on Windows Hyper-V. The hypervisor system enables the computer administrator to
specify guest partitions that have separate address spaces. The separate address spaces allow you to load an operating
system and applications operating in parallel of the (host) operating system that executes in the root partition of the
computer. The host OS (also known as privileged root partition) has direct access to all the physical devices and
peripherals on the system (storage controllers, networking adaptions). The host OS allows guest partitions to share the
use of these physical devices by exposing "virtual devices” to each guest partition. Thus, an operating system executing in
a guest partition has access to virtualized peripheral devices that are provided by virtualization services executing in the
root partition.

The Azure hypervisor is built keeping the following security objectives in mind:

Objective  Source

Isolation A security policy mandates no information transfer between VMs. This constraint requires capabilities in the Virtual
Machine Manager (VMM) and hardware for isolation of memory, devices, the network, and managed resources such as
persisted data.

VMM To achieve overall system integrity, the integrity of individual hypervisor components is established and maintained.
integrity

Andy Honig Nelly Porter
Senior Product Manager Group Product Manager, Google Cloud

ble Cloud uses the open-source KVM hypervisor that has been validated by scores of researchers
e foundation of Google Compute Engine and Google Container Engine, and invests in additional
rity hardening and protection based on our research and testing experience. Then we contribute
our changes to the KVM project, benefiting the overall open-source community.

t follows is a list of the main ways we security harden KVM, to help improve the safety and security
ur applications.

bactive vulnerability search: There are multiple layers of security and isolation built into Google's
M (Kernel-based Virtual Machine), and we're always working to strengthen them. Google’s cloud
Eurity staff includes some of the world’s foremost experts in the world of KVM security, and has

covered multiple vulnerabilities in KVM, Xen and VMware hypervisors over the years. The Google

7 ways we harden our KVM hypervisor at

cisco / . &/

BRKDCN 2984
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A cloud operating model succeeds best when there Is a
new organizational cul
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Cloud operating models have changed the way that
security 1 s 1 mpl ement

cisco W- BRKDCN 2984 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



With a cloud operating model, security rules are typically
decl ared with the appl 1 c:

cisco W- BRKDCN 2984 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Conversely, within enterprise Data Centers security has
been implemented by network and/or security
administrators at a VRF

cisco W- BRKDCN 2984 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



Traditional Enterprise Security Model

cisco Lzﬁo//

=l : T : =
=~ Outside —> P Inside .
buntu-01 1 buntu- 02

permit ubuntu - 01 ubuntu - 02 tcp 5201

Traffic is routed to physical firewall which

typically becomes a throughput pinch point
with thousands of rules

BRKDCN 2984
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A CI 1 S t he

Day0O automation out- of- the-
box; physical fabric and
underlay

Hybrid cloud capability;
public cloud - like networking
constructs

cisco Lzﬁo//

f oundati on f or

Per- application
service- chaining

Single API Model for 100s of
switches and 1000s of ports;
cloud- like consumption model

BRKDCN 2984

Pervasive
Security Model

Infrastructure as Code with
Ansible and Terraform
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Network Centric vs Application Centric
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What does Googles a 'y

CISCO

.&‘/

Cisco ACI what is the difference between network centric and applica

Network Centric approach allows existing network
architecture and flows to remain the same, henceforth
allowing IT resources enough period to get acclimatized
with the new terminologies of ACI fabric. Application
Centric approach is comparatively a new approach model
where application tiers are defined by EPGs .

https://ipwithease.com g f

Cisco ACI Network Centric vs Application Centric approach

*]

People also ask
What is application centric infrastructure ACI?
hat is network centric application?
What are the 3 core components of ACI Architecture?

How Cisco application centric infrastructure ACl is related to SDN and how it differs?

https://community.cisco.com cat

Difference between ACI network centric mode and application ...

Application centric is another way of thinking. Instead of having the network lead the

application leads. This results into a network ‘bubble’ (for lack of

https://community.cisco.com
ACI network centric vs app centric - Cisco Community

Application-centric mode: Application-centric mode gives ACI users the highest level of
visibility and security. In this mode, we define groups and contracts ..

about 2

BRKDCN 2984

site:cisco.com Cisco ACI what is the difference between network cenl X

Difference between ACI network centric mode and application ...
another way of t g. Instead of having the network lead the

sco.com > applic

ACI network centric vs app centric - Cisco Community

Application-centric mode: Application-centric mode gives ACI users the highest level of

https://www.cisco.com 4 clo etwork

Cisco ACI - Application Centric Infrastructure

Configure, operate, and analyze everything connected to your data center and cloud networks,
all from one place. Connect to Cisco Nexus Dashboard

htt 1 enter-vir DF

Network Centric to ACI Centric Migration - Cisco
The Network-Centric model serves many customers well; it allows them to migrate their existing

lapplications/ network into ACI in a way that is familiar.

Solved: ACI Network Centric to Application Centric Migration
\ ( Solved: We are planning to migrate our existing infrastructure to ACI in few
First to a Network Centric setup (EPG=VLAN=BD) with a L2

https: ww.cisco.com » S r

Application Centric Infrastructure (ACI) - Data Center - Cisco
This solution provides automated network connectivity, consistent policy management, and

simplified operations for multicl nvironments. Unlock the full

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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What does Google say about migration from one mode
to anothertg?

Cisco ACI migrate from network centric mode to application centric mode

https://unofficialaciguide.com

Network Centric to ACI Centric M|grat|on - - Unofficial ACI Guide
— Map existing Vians into ACI in Network-Centric Mode (L2 only — no contracts) —
Create legacy EPGs and BDs on the ACI Fabric. - Create L3out for

https://ipwithease.com > Blog

Cisco ACI Network Centric vs Application Centric approach
Network Centric approach is considered a soft transition for customers from traditional

architecture to ACI architecture. - On the other hand, Application ...

https://www.youtube.com » watch
[HD] Cisco ACI Brownfield Network Centric to Application ..

In this video Ralph Carter discusses how to migrate into ACI fre
a legacy aka brownfield environment to a Cisco ACI fabric usin...

- 10 key moments in this video

https://www.linkedin.com ilse » cis

Cisco ACI — Network Centric vs. Applrcahon Centric Approach
Jur The network-centric approach is preferred when migrating the network from
legac ditional networking to SDN based model. This is to ensure .

https://www.wwt.com Dat.

Demystifying ACI Apphcanon Centric "Mode" Through ... - WW
De 202( Network Centric is simple and straightforward - VLAN, endpoint groups (EPG)
and bridge domains (BDs) are mapped in a 1-to-1 relationship, hence .

https://www.networkbachelor.com

Network vs Application Centric
In short, the approach is called application-centric if the policies are created based on
application details such as required port-for communication between

.&‘/

BRKDCN 2984

site:cisco.com Cisco ACI migrate from network centric mode to applic X

https://www.cisco.com

Network Centric to ACI Centric M|grat|on Cisco

The Network-Centric model serves many customers well; it allows them to migrate their existing

compute/applications/ network into ACI in a way that is familiar.

https://community.cisco.com

All About Migration: Network Centric to ACI Centric Model
Apr 12, 2019 — All legacy vlans that will be a part migrated to the ACI-Centric application exist
on the fabric (or will be operational prior to the migration ..

https://www.cisco.com Technical F
Migrating Existing Networks to Cisco ACI

Dec 23, 201¢ The recommended approach for a network centric migration consists of
associating each VLAN originally defined in the brownfield infrastructure

https://community.cisco.com

Difference between ACI network centric mode and application .
hai guys, | have deploy ACI infrastructure on my customer, currently using network centric
mode. Later, it will be converted to application centric mode.

https://www.cisco.com

Cisco ACI - Application Centric Infrastructure

Configure, operate, and analyze everything connected to your data center and cloud networks,
all from one place. Connect to Cisco Nexus Dashboard

%k ok ok ok

Read solution ow - W Cisco APIC * Simulator
https://community.cisco.com

ACI network centric vs app centric - Cisco Commumty

Or, if the network is left in zero-trust mode, the contracts used will be very open, allowing all

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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DeSign Pa,tterns VRFs and BDs iln scommon| VRFs in scom

: : with EPGs and ESGs in the BDs, EPGs and ESGs in
[ Everything in he scommon] suserf tenant the suser]J

Tenant is not typically seen / /
D tn - common N D tn - common D tn - common Lf

= common.vrf - 01 = common.vrf - 01 = common.vrf - 01
m subnet(s) m subnets) | | | L. > F subnet(s) F subnet(s) A
L

tn - demo

cro U -c pw— X X |
Network VLAN VLAN " :
Segments (Security isolation per (Security isolation per m subnet(s) m subnet(s)

Bridge Domain) Bridge Domain)

tn - demo
m VLAN m VLAN 4 A 4 Netwark m VLAN m VLAN
(Security isolation per (Security isolation per Netwark EPG VLAN EPG VLAN Segments (Security isolation per (Security isolation per
Bridge Domain) Bridge Domain) Segments (Security isolation per (Security isolation per Bridge Domain) Eridge|Domain)

Bridge Domain) Bridge Domain)

E VLAN m VLAN
lﬁa VLAN lﬁa VLAN (Security isolation per (Security isolation per

Apps (Security isolation per (Security isolation per Elidgelbomain) ElidoelBomain)
(g pti onal) Bridge Domain) Bridge Domain)
p Security isolation across Bridge Domains

=
I 1 Apps ESG

App§ (Optiohgx_l) Security isolation across Bridge Domains
Used for functions which are accessible (Oriorel..... sy et s Elge B
from any Tenant

Dedicated subnets for tenants with VRFs
that can be (optionally) shared by different
Tenants

Typically, fewer larger subnets which can
be (optionally) shared across Tenants

cisco L‘V&- BRKDCN 2984 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



Design Patterns

|

Network team controls
inbound/outbound routing

All networking constructs
contained within a Tenant

/

Large subnets can be
shared across Tenants

D tn - shared - services
B 1 -01

D tn - shared - services
= vrf -01

ﬂ tn - demo N
=

m subnet(s)

m subnet(s)

D tn - demo ﬂ tn - common

(Security isolation per (Security isolation per

Network m m \4 \ 4
VLAN VLAN

Segments (Security isolation per (Security isolation per == Bl common.vrf-01

Bridge Domain) Bridge Domain)

m subnet(s) m subnet(s) [ » subnet(s)
m VLAN m VLAN
(Security isolation per (Security isolation per m— m— A
Bridge Domain) Bridge Domain) Network VLAN VLAN
Segments

Bridge Domain) Bridge Domain)

ﬂ tn - demo

BEx ... |||BET . | ;
VLAN VLAN \ 4

VLAN
(Security isolation per
Bridge Domain)

Apps (Security isolation per (Security isolation per N etwi)rk EPG
Security isolation across Bridge Domains Bridge Domain)
a

E VLAN

(Security isolation per
Bridge Domain)

ptional)

Dedicated VRFs and subnets for each

(Optional) Bridge Domain) Segrients
11
- ’//
‘ Security isolation across Bridge Domains

Network
Segments

y

ERC VLAN

(Security isolation per
Bridge Domain)

E VLAN

(Security isolation per
Bridge Domain)

Tenant with Dedicated L3outs

||
Il
Each Tenant has one or more P pops
network security groups | Dediicated VRFs and subnets for each (°"“§’”§"">{ e e || | i
Tenant with Shared L3out
—

EPG and ESG in the gsuser
VRF in the scommonf] Tena

Each Tenant has one or more
endpoint security groups

cisco Lz{@/

BRKDCN 2984

L3out in shared- services
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Each Tenant has their own IP Range

Aol
cisco

APIC

System Tenants Fabric

ALLTENANTS | Add Tenant

All Tenants

Name

shared-service

aci-infrastructure

ardica

rwhitea

demo

fgandola
roxadiaz
ndsouzar
esx-infrastructure
adealdag
ssharman

mgmt

movaswan
adossant
fdagenha

yiouis

Page 1 of1

Last Login Time: 2022-11-26T07:06 UTC+00:00

| Tenant Search:

Virtual Networking

name or descr

Alias

Admin

Operations Apps

common

Integrations

| cis 0: rwhitear |

- Description

L3out and shared devices

Routable IP range 10.0.21-25.x
Routable IP range 10.0.31-35.x

Routable IP range 10.0.41-45.x

Routable IP .0.51-56 x

Routable IP range 10.0.61-65.x

e 10.0.71-75.x

Routable IP range 10.0.81-85.x

Routable IP range 192.168.0-5.x

Routable IP range 192.168.10-15.x

Routable IP range 192.168.151-158.x

Routable IP range 192.168,20-25.x

Routable IP range 192.168.40-45.x

Routable IP range 192.168.50-56.x

Routable IP range

Routable IP range 192.168.60-65.x
Routable IP range 192.168,70-75.x
Routable IP range 192.168.80-85.x

Routable IP range 192.168.90-95.x

Objects Per Page: | 100

All Tenants

Name Alias ~ Description

shared-services 3out and shared devices

IP range per Tenant

aci-infrastructure Nexus Dashboard, MSQO etc

ciscolive-01 Routable IP range 10.0.11-15.x

ciscolive-02 Routable IP range 10.0.21-25.x

ciscolive-03 Routable IP range 10.0.31-35.x

ciscolive-04 Routable IP range 10.0.41-45.x

ciscolive-05 Routable IP range 10.0.51-55.x

ciscolive-06 Routable IP range 10.0.61-65.x

ciscolive-07

ciscolive-08

Routable IP range 10.0.71-75.x

Routable IP range 10.0.81-85.x

ardica Routable IP range 192.168.0-5.x
rwhitear Routable IP range 192.168.10-15.x
ngorse Routable IP range 192.168.120-125.x
1 U Healthy
o © Healthy
T Healthy

Displaying Objects 1 - 32 Of 32

Current System Time: 2022-11-26107:58 UTC+00:00

CIscoO

.&/
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Convert Brownfield Network Centric
environment to Application Centric
environment

BRKDCN 2984 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 35
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<=

m 192.168.150.0_24

network - segments

m 192.168.151.0_24

192.168.150.0_24

m192.168.151.0_24

The s nestengomekn t

m 192.168.152.0_24

m 192.168.152.0_24

m 192.168.153.0_24

Workloads identified by IP and Mac address

Application Profile contains all
the EPGs which provide the
network backing

m 192.168.154.0_24

m 192.168.153.0_24

m 192.168.155.0_24

m 192.168.154.0_24

p 192.168.156.0_24

cisco Lz{@/

Typical

192.168.156.0_24

sNet wor K

deployment where thereis a 1:1
mapping between Bridge
Domains and EPGs

Centr

BRKDCN 2984
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What does the applicatilc
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DNS names, |IP addresses, Default Gateways, and
Security Rul est
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Online Boutique

https:// github.com/GoogleCloudPlatform/microservices - demo

Platform:
On-Premises
Customer name:
cisco-store
Vertical:

cisco

Build:

cisco / . &/

" (U
e mm .t

Free shipping with $75 purchase!

Hot Products

Cabana Shorts
$3999

Cable Knit Blanket
$59.99

e
cisco

(

Shipping

Total

Free shipping with $75 purchase!

=
( Empty Cart Continue Shopping
S e

Save the Bees Bottle

SKU #2ZYFJ3GM2N

Quantity: 1 $1379

Cabana Shorts

SKU #OLJCESPCTZ

Quantity: 1 $39.99

$8.99

$62.77

Shipping Address

E-mail Address

someone@example.com

Street Address

1600 Amphitheatre Parkway

Zip Code

94043

City

Mountain View

State Country

CA United States

Payment Method

Credit Card Number

4432-8015-6152-0454

Month Year cw

January 2023 ooe

v v

BRKDCN 2984
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Online Boutique

https:// github.com/GoogleCloudPlatform/microservices - demo

v

[ frontend

]b[ checkout

W,

. S
] [recommendation] ] : ’

[ adservice

.::',‘

[ product catalog } [ shipping

] [ currency

)

A 4

cisco Lz//&/

cart Redis cache TCP 6379
checkout cart TCP 7070
currency TCP 7000
email TCP 8080
payment TCP 50051
product catalog TCP 3550
shipping TCP 50051
frontend adservice TCP 9555
cart TCP 7070
checkout TCP 5050
currency TCP 7000
product catalog TCP 3550
recommendation TCP 8080
shipping TCP 50051
outside frontend TCP 80/8080
recommendation product catalog TCP 3550

BRKDCN 2984
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Endpoints span subnets

D tn - demo
<=

m 192.168.150.0_24

m 192.168.151.0_24

m 192.168.152.0_24

m 192.168.153.0_24

m 192.168.154.0_24

m 192.168.155.0_24

m 192.168.156.0_24

network - segments

m 192.168.150.0_24

m192.168.151.0_24

m 192.168.152.0_24

m 192.168.153.0_24

m 192.168.154.0_24

m 192.168.155.0_24

F 192.168.156.0_24

usi

ng svzAny/J

The application endpoints require
communication across different
subnets, which is typically achieved

or

-—

cisco Lz{@/

BRKDCN 2984
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Lety1s convert to SAppl 1 ca

D tn - demo
<=

m 192.168.150.0_24 m 192.168.151.0_24 m 192.168.152.0_24 m 192.168.153.0_24 m 192.168.154.0_24 m 192.168.155.0_24 m 192.168.156.0_24
Bl || | B | | Y| || | X emmon ]| | X r
192.168.150.0_24 192.168.151.0_24 192.168.152.0_24 192.168.153.0_24 192.168.154.0_24 192.168.155.0_24 192.168.156.0_24

network - segments

4 The application endpoints communicate

openly within the Endpoint Security Group

el ol eervces [ ) even though theyjre clor
) Bridge Domains

[l __— .

frontend

--------------- 1
.............. L checkout
P ‘ ke -, e ST — ol (X T N
[ adservice ] [recommendation] ........... shipping . T email

online - boutique

e "'_ [ payment
e Y | Q D

e 2
[ product catalog ] [ cart ] [ currency
J

New Application Profilecreared Y 1111 Il NI
for the application Endpoint
Security Group
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You can convert from Network Centric mode to
Application Centri c moc

cIsco Lzﬁo// BBBBBBBBBB



Step 1: Create Application Profiles and Security Groups

Application Profile for EPG

Yo 4\ mapped Egdpoint Security
. roups
= vt -ot { Contract aIIOW|ng Open or epg-matched-esg p -

restricted communication

network - segments

" si ngl e ssegmeomiks |
!E;! 192.168.151.0_24 !a! 192.168.152.0_24

o] Endpoint Security Group for all
dynamic (P,S) vlans
Intra EPG = Unenforced
[CCIH | H P |

EPG online - boutique v EndeInt GTOUpS
L Cl

192.168.151.0_24
dynamic (P,S) vians =S(el all - services

Intra EPG = Unenforced

192.168.150.0_24
dynamic (P,S) vlans
Intra EPG = Unenforced

network -
segments

[ | H P
\ New Application Profile and
Typical sNet wor Kk—€entricf—mode L Endpoint S_ecu”ty .GI'OUp for the
deployment where there is a 1:1 : sontbhoweti que[ appl
mapping between Bridge Ial Host: 10.237.98.145 F@I Host: 10.237.98.146 F@I Host: 10.237.98.147 3
Domains and EPGs 192.168.150.0_24 | dynami (7.) vians

Open communication between
all subnets through the
snet wsoeegkme nt s | ES(

E/W traffic controlled by Intra EPG Palicy

1 1 1 1 1
192.168.151.0_24 | dynamic (P,S) vlans

p—
=] = = =] = [=

E/W traffic controlled by Intra EPG Palicy

{ Cll‘lSSterhOf 4X ) 192.168.152A0_24|dlynami:: (P,S) vlans ! I I
ESXi hosts
| W B

E/W traffic controlled by Intra EPG Palicy

ESXi cluster with vmm integration
cisco Lq@/
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Step 2: Create ACI Tags to match vCenter Tags

P tn-demo-online-boutique Tags & Custom Attributes »| €2 Assign Tag...
v - - - M . . .
q Assign Tag tn-demo-online-boutique-frontend-service
v [ backend Add Permission... s : .
. vCenter Application Workload
- .
Lo tn-demo-online-bou Alarms § Tags ADD TAG
v P frontend ?
. . . Tag Name Category
d tn-demo-online-boutigue-frontend-service O @
v P middleware x E] tn-demo-online-boutique-product-catalog-service Function
@5 tn-demo-online-boutique-ad-service E] tn-demo-online-boutique-email-service Function
&% tn-demo-online-boutique-cart-service (] | tn-demo-online-boutique-ad-service Function
ﬁh‘ tn-demo-online-boutique-checkout-service (] tn-demo-online-boutique-recommendation-service Function
demo tn-demo-online-boutique-shipping-service Function
Tag Selectors U d PPINg
. C» Quick Start v tn-demo-online-boutique-frontend-service Function
E}é demo E] tn-demo-online-boutique-checkout-service Function
Tag Key Value Tag Value
- [ Application Profiles Operator E] tn-demo-online-boutique-payment-service Function
’ @ epg-matched-esg Function Equals tn-demo-online-boutique-email-service E] tn-demo-online-boutique-currency-service Function
g @ THRIET BRI 12 Function Equals tn-demo-online-boutique-frontend-service D tn-demo-online-boutique-redis-cart Function
v @ online-boutique A
» Function Equals tn-demo-online-boutique-redis-cart
ACI Appllcatlon Workload Function Equals tn-demo-online-boutique-currency-service
Tags ) ) _ _
7 I ENApOINt Security Gros Function Equals tn-demo-online-boutique-payment-service
v oc“f_ all-services Function Equals tn-demo-online-boutique-cart-service
[ Contracts Function Equals tn-demo-online-boutique-ad-service
- [l Selectors Function Equals tn-demo-online-boutique-product-catalog-service ACI Appllcatlon Workload Tags match
Tag Selectors i i
. Tag Function Equals tn-demo-online-boutique-recommendation-service Vcenter Appllcatlon Workload Tags
[ EPG Selectors
Function Equals tn-demo-online-boutique-shipping-service
[ |P Subnet Selectors
B Service EPG Selectors Function Equals tn-demo-online-boutique-checkout-service

cisco W- BRKDCN 2984 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



Endpoints automatically move to new Security Group

Application Profile for EPG

| ol P
= vrf -01

Network -

segments

o
3
-
o

moved

!ag 192.168.151.0_24

( Endpoint Security Policy

t o-stelh & i

L ESG based on vCenter Tags

!a! 192.168.152.0_24

192.168.150.0_24
dynamic (P,S) vlans
Intra EPG = Unenforced

| ClCCIH | H P |
EPG

192.168.151.0_24
dynamic (P,S) vlans
Intra EPG = Unenforced

| ClCCH | H P |
EPG

192.168.152.0_24
dynamic (P,S) vlans
Intra EPG = Unenforced

| CHCCIH | H P |

mapped Endpoint Security

=

epg- matched- esg

ESG

network - segments

online - boutique \

T HPF—
I=Slel all - services

\ 4

Groups
" si ngl e ssegmeomtks [
Endpoint Security Group for all
Endpoint Groups

— — = ==
= = = =

—

cisco Lq@/

Ial Host: 10.237.98.145 '@I Host: 10.237.98.146

'@I Host: 10.237.98.147

192.168.150.0_24 | dynamic (P,S) vlans

m Host: 10.237.98.148

= = = =18 = =R = =
E/W traffic controlled by Intra EPG Palicy
1 1 1 1 1 1
192.168.151.0_24 | dynamic (P,S) vlans
— — — —
[= [= - [=] [= - =] =] [=] =]

E/W traffic controlled by Intra EPG Palicy

192.168.152.0_24 | dynamic (P,S) vlans
—_— —=xX —_— —=xX

— —

E/W traffic controlled by Intra EPG Palicy

ESXi cluster with vmm integration

BRKDCN 2984

\

New Application Profile and
Endpoint Security Group for the

sonktbdomwt i que[] appl

Endpoints that are not matched
continue to communicate within

t he snetewaomrelnt sfj] ES
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Aut omat ed

convers

O N t o

s
clsco

APIC

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

ALL TENANTS | Add Tenant | Tenant Search: I common | demo | fgandola | ssharman |

shared-services

- I-X-X-X -]

Endpoints mapped to the
“network-segments” ESG
through EPG = ESG mapping

demo

©RO

» b Quicl

tion Profiles

v @ epg-matched-es:

B A THealthy & | T

ation EPGs

Summary

Client Endpoints

o

Policy Operational Health Faults History

Contracts Deployed Leaves Tag Selectors

© =

» B uSeq EPGs MAC/IP Endpoint Name Learning Hosting Server Interface (learned) Encap Base EPG Policy Tags
o . Source
~ [ Endpoint Security Gr
learned vian-1038(P) demo:network= 5
R 6 . g ad-servie 237.9 5 | 2 T LI LA e ~ -ad-
: 00:50:56:A1:1A:60 tn-demo-online-boutique-ad-service W 10.237.98.165 Pod-1/Node-101/eth1/29 (learned vian-1064(S) segments:192.168.150.0_24 tn-demo-ad-servic
L7 Py
e 00:50:56:A1:3F:2C tn-demo-online-boutique-frontend-service 10.237.98.168 Pod-1/Node-101/eth1/32 (learmed 'I"J%Cl‘F‘! B MO:NBtAIOMK= tn-demo-frontend-
» @ network-segments )0:50:56 > 8 3 / (St " 1021(S) segments:192,168.152.0_24
= Networking 197 5 demo:network-
’ 92.168.152.101 segments:192.168.152.0_24
= Contracts an-1017(P) demo:netn
).56:A1:7F n-demo-online-boutique- checkout- servic 10.237.98.168 d-1/Node-102/eth1/32 (leamed A : - -
00:50:56:A1;7F:0B tn-demo-online-boutique - checkout-service 0 98.168 Pod Mode-102/ 1/32 (learned \-1018(8) segments:192.168.151.0_24 tn-demo-checkout
EEE A 7R e e S SO 10.237.98.166 1/Node=-102/ath1/30 (learnac 1-1017(P) deme:network- - —redic-
B Services 00:50:56:A1:7F:A5 tn=demo=online=boutique-redis-cart 0.237.98.166 Pod=1/MNode=102/eth1/30 (learned.. vian-1018(S) tn-demo-redis-car
B Security 00:50:56:A1:8:08 tn-demo-online-boutique - paymeant-service 10.237.98.167 Pod-1/Node-101/ath1/31 (leamed..  “1an~1038(F) demo:network- tn-demo-payment:
: e = . ' ‘ : . vilan-1 segments:192.168.150.0 24
00:50:56:A1:8F:09 tn-demo-online-boutique-shipping-service 10.237.98.166 Pod-1/Node-101/eth1/30 (learned Rl 0205 i tn-demo-shipping-
)0:50:56 9 f ue-shipping-service 3296158 /Node=101/eth1/30 (leamed... .5 1021(s) segments:192.168.152.0 24 S
| Page |1 of1 | | Objects Per Page: 100 Displaying Objects 1 - 11 Of 11

Login Time: 2023-02-03T07:03 UTC+00:00

ping

CISCO

ssharman@ssharman-jumphost:~

BRKDCN 2984

Current System Time: 2023-02-03T08:07 UTC+00 UU_‘
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Allowing open communication ina
Brownfield envir
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There are four optilionst

https:// www.cisco.com /c/ en/us/solutions/collateral/data - center- virtualization/application- centric - infrastructure/white - paper- c11- 743951.html#Migrationexam ple

AvzAny
A Preferred Groups
AEPGs mapped Endpoint Security Groups

ADI sabl e security (not covered, b ec

cisco W- BRKDCN 2984 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



vZzAny operation I consumer and p

https://lwww.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/kb/b_KB_Use_vzAny_to_AutomaticallyApplyCommunicationRul

rovider

es_toEPGs.html

D demo
=

[Default contractgn the scommon|

tenant allows all traffic
common:default default

vzAny as a contract Provider and
Consumer means that all EPGs (inc

extEPG) are implicitly Providers
and Consumers of the contract

\ 4

default

unspecified

extEPG

All extEPGs

All ESGs

All EPGs

cisco Lz{@/

BRKDCN 2984
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Preferred Groups

https:// www.cisco.com /c/en/us/td/docs/switches/datacenter/aci/apic/sw/kb/b_KB_Use_vzAny_to_AutomaticallyApplyCommunicationRules_toEPGs.html

@ VRF - vrf-01

Yo
= vrf -01

There is only one
preferred group per VRF

Preferred Group

192.168.150.0_24 192.168.151.0_24

192.168.150.0_24

192.168.151.0_24
dynamic (P,S) vlans
Intra EPG = Unenforced

dynamic (P,S) vlans
Intra EPG = Unenforced

192.168.152.0_24

192.168.152.0_24
dynamic (P,S) vlans
Intra EPG = Unenforced

Typical
deployment where there is a 1:1

sNetworD Centri

cJ

2.168.150.0_24

mapping between Bridge
Domains and EPGs

plication Profiles

Name: vrf-01

Alias:
Description: | optional

Annotations: a
Global Alias:
Routing Domain ID: O
Segment: 2555904

Policy Control Enforcement Preference:

BD Enforcement Status: [ ]

Policy Control Enforcement Direction: Cm

I Preferred Group: ( Disabled

BGP Timers: |select a value

Enable Preferred Group
on VRF

Unenforced )

Mame: 19
Alias.

Description: O]

Annotations: ()

pcTag 49160

Global Alias:

pcTag(sclass): 4916

Contract Exception Tag
QoS class:

Custom QoS:

Data-Plane Policer:

intra EPG Isolation: (

Flood in Encapsulation:

Configuration Status:

Configuration
Label Match Criteria: | AtieastOne
Bridge Domain: | 192.168.150.0_24 i

Resalved Bridge Domain: demof192.168.150.0_24

Include EPG in
Preferred Group

demo

v EPG - 192.168.151.0_24

Mame: 19

Alias.

pcTag 49159

Description: 0

Annotat

- @

Global Alias:

Include EPG in
Preferred Group

peTag(sclass): 49159

Gantract Exception Tag
QoS class: | Level3 (Default)

Gustom QoS:

Data-Plane Policer.

intra EPG Isolation: {

n Encapsulation

Configuration Stat
Configuratic
Label Match Criteria: AtieastOne

Bridge Domain: |192,168.151.0_24 @ -

Resolved Bridge Domain: demo/192.168.151.0_24

BRKDCN 2984

v EPG-192.168.152.0_24

pcTag 16393

Include EPG in
Preferred Group

Gontract Exception Tag

QoS class: L

Gustom QoS

Data-Plane Policer s
intra EPG Isclation;
Preferred Group Membe
Flood in Encapsulation

Configuration Status: applied

Configuration

Label Match Criteria: AtieastOne

Bridge Domain: |192.168.152.0_24 @

Resolved Bridge Domain: demo/192.168.152.0_24

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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EPGs mapped to Endpoint Security Groups

[

| ol P
= vrf -01

epg- matched- esg

network -
segments

!ag 192.168.151.0_24

192.168.150.0_24
dynamic (P,S) vlans
Intra EPG = Unenforced

EPG

dynamic (P,S) vlans
Intra EPG = Unenforced

o
3
-
o

ICCIH | H P |

192.168.151.0_24

!a! 192.168.152.0_24

EPG

192.168.152.0_24
dynamic (P,S) vlans
Intra EPG = Unenforced

Typical sNetwork
deployment where there is a 1:1
mapping between Bridge
Domains and EPGs

cisco Lq@/

pu |
nmu u-c

network - segments

=

Application Profile for EPG
mapped Endpoint Security
Groups

N g

ngl e s:edg mveorr tks |
Endpoint Security Group for all

Endpoint Groups

Ial Host: 10.237.98.145
192.168.150.0_24 | dynamic (P,S) vlans

'@I Host: 10.237.98.146

'@I Host: 10.237.98.147

m Host: 10.237.98.148

E/W traffic controlled by Intra E

PG Palicy

192.168.151.0_24 | dynamic (P,S) vlans

E/W traffic controlled by Intra E

PG Palicy

N\

192.168.152.0_24 | dynamic (P,S) vlans

N\ —

E/W traffic controlled by Intra EPG Palicy

ESXi cluster with vmm integration

BRKDCN 2984

snhnet wsoergkme nt s

Open communication between

all subnets through the
ESC
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Let]1s step back and | ook at
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Bridge Domain to EPG Mapping

otk APIC (aci-d snamen () @O © O O

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

ALL TENANTS | AddTenant | Tenant Search: [EI | common | demo | ciscolive-08

| ciscolive-07 ssharman
demo
@ Application Profile - network-segments 0
Summary Topology Policy Stats Health Faults History

© Healthy & =
- R S v IO Mos < Jcr s JCORGOY'. 06000

Contract EPG  uSeg  Any Baremetal VMware Microsoft Red Hat OpenStack Kubemetes Cloud OpenShift Layer2 Layer3 Layer 4-7
EPG  EPG Foundry

Relation Indicators
Configured ) | Operational
Show All I On Click

Bridge Domain = EPG Show VRF on €76 (]

1:1 mapping

192.168.150.0_24 192.168.151.0_24 192.168.152.0_24 Provider (from Master)
(network-segments)  (network-segments) (network-segments)

om ?
[
i
5§ ¢
&

Consumer (From Master)

Intra EPG/ESG (from Master)

Master EPG/ESG

EPGs bound to VMM
Domain

Current System Time: 2022-11-21T07:17 UTC+00:00

Last Login Time: 2022-11-20T17:33 UTC+00:00
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Isolated groups of workloads

: vrf -01

!ag 192.168.151.0_24 !a! 192.168.152.0_24

192.168.150.0_24 192.168.151.0_24 192.168.152.0_24
dynamic (P,S) vlans dynamic (P,S) vlans dynamic (P,S) vlans
Intra EPG = Unenforced Intra EPG = Unenforced Intra EPG = Unenforced

network -
segments

I@I Host: 10.237.98.145 F@I Host: 10.237.98.146 F@I Host: 10.237.98.147 F@I Host: 10.237.98.148
192.168.150.0_24 | dynamic (P,S) vlans

No communication between
subnets 192.168.150.0,
192.168.151.0 and 192.168.152.0

E/W traffic controlled by Intra EPG Palicy

1 1 1 1 1 1
192.168.151.0_24 | dynamic (P,S) vlans

E/W traffic controlled by Intra EPG Palicy

1 1 1 1 1 1
192.168.152.0_24 | dynamic (P,S) vlans

E/W traffic controlled by Intra EPG Palicy

/ ESXi cluster with vmm integration

CIscoO
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Each EPG has a unique security Tag (pcTag)

demo

© EPG - 192.168.150.0_24

pcTag: 32771

&g 192

& 192

&g 192

> [ uSeg EPGs

Name: 192.168.1
Alias:

Description: |optional

B Endpoint Security Groups
Annotations: 0

Global Alias:

Networking

Contracts

uSeqg EPG: false
Policies
pcTag(sclass): 32771

Contract Exception Tag:

Prefarred Group Membar: \‘

Flood in Encapsulation:

Configuration Status: 3

Configuration Issues
Label Match Criteria: | AtieastOne
Bridge Domain: | 192.168.150.0_24 i)
Resolved Bridge Domain: demo/192.168.150.0_24

Monitoring Policy

FHS Trust Control Policy: | select a valu

EPG Contract Master:

Annlication FPGs

CIscoO

.&/

demo

© EPG - 192.168.151.0_24

pcTag: 49155

B Endpoint Security Groups

[— E
= Contracts
> [ Policies

= Services

Prefarred Group Membar:

Flood in Encapsulation:

Configuration Issues

Label Match Criteria
Bridge Domain:
Resolved Bridge Domain:

Monitoring Policy
FHS Trust Control Policy:
EPG Admin State:

EPG Contract Master:

Properti
Name: 192.168.1
Alias:

Description: | optional

Annotations: e

Global Alias:

uSeg EPG: false
I pcTag(sclass): 49155 I

Contract Exception Tag:

~

Include

Configuration Status: 3

AtleastOne

192.168.151.0_24 2

demo/192,168.151.0_24

Annlication FPGs

BRKDCN 2984

demo

Cr

192.168.152.0_24

pcTag: 16390

€ 192.168.1¢

Name: 192.168.1
& 192.168 )

Alias:
8 192.168.

> [l uSeg EPGs

Description: | optional

= Endpoint Security
Annotations: 6

Global Alias:

uSeq EPG: false
I pcTag(sclass): 16390 I

Contract Exception Tag:

I Networking
[ Contracts
[ Policies

> [ Services

~

Include

Prefarred Group Membar:

Flood in Encapsulation:
Configuration Status: app
Configuration Issues
Label Match Criteria: | AtieastOne

Bridge Domain: | 192.168.152.0_24 i)
Resolved Bridge Domain: demo/192,168.152.0_24

Monitoring Policy

FHS Trust Control Policy: | select a valu

EPG Contract Master:

Annlication FPGs

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 57



Enable Endpoint Security Group/

Primary/Port Encap VLANS not

required for directly attached hosts

demo Domains (VMs and Bare-Metals) 0
Eﬂg it O %
demo
" = Domain Type Deployment Resolution Allow Micro- Primary VLAN Port Encap Switching Mode Encap Mode Cos Value Enhanced Lag Custom EPG
Segmentation Policy Name
VMM [ Immediate True native Auto Cos0
e Domains (VMs and Bare-Metals) O
o * %
~ Domain Type Deployment Resolution Allow Micro- Primary VLAN Port Encap Switching Mode Encap Mode Cos Value hhanced Lag Custom EPG
Segmentation Policy ame
VM WMM Domain Immediate True native Auto
rtual IPs
demo Domains (VMs and Bare-Metals) 0
O %
= Domain Type Deployment Resolution Allow Micro- Primary VLAN Port Encap Switching Mode Encap Mode Cos Value Enhanced Lag Custom EPG
Segmentation Policy Name
VMware/ucse-c22.. VMM Domain On Demand Immediate True i native Auto Cos0
Static Primary / Encap VLANs are
required with intermediary
switching layer such as UCS Fls
B uSeg EPGs
B Endipoint
e - BRKDCN 2984 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 58



ESGs allow control E/W traffic within the Hyp

ervisor

alialie
cisco

APIC

Virtual Networking Admin Integrations

Tenants Operations  Apps

TENANTS | Add shared-services | demo |

permit -icmp

network -

segments

192.168.150.423
dynamic (P, &*Vians
Intra EPG ¢ Unenforced

9 EPG - 192.168.152.0_24

OHoaty @ O T

MAC/IP Endpoint Name Learning
Source

ubuntu - 03

192.168.152.21

00:50:56:A1:78:E4 ountu-03

—ﬂ 192.168.152.0_24

| Page 1| Of)

192.168.151.0_24
dynamic (P,S) vlans
Intra EPG = Unenforced

192.168.152.0_24
dynamic (P,S) vlans

Intra EPG = Unenforced

vzAny allows

ICMP

pinger

CIscoO

-

Hosting Server

Recent Tasks

Client Endpoints

Summary

Configured Access Policies

Reporting  Interface (learned)
Controller
hx-dav-01-yc... Pod-1/Node~101

Objects Por Page: | 100

mamt
st-connectivitylvmotion

wfrastructurelhost-connectivitylvsan

Alarms

demolnetwork-segments|192.168.152.0_24

Summary

ssharman e ° b o o o

Policy  Operational
Contracts
Encap €5G

Monitor

Configure

Stats  Health  Fauls  History
Controller End-Points  Deployed Leaves
(o}
Policy Tags
Disploryiog Ooeets 1 - 1011
2310723 UTC.0000

Permissions  Ports

Q

Hosts  VMs

&

Port binding
Port allocation
VLAN ID

Static binding
Elastic
1091

Ial Host: 10.237.98.145 Fal Host: 10.237.98.146

Host: 10.237.98.148

192.168.150.0_24 | dynamic (P,S) vlans

E/W traffic controlled by Intra EPG Policy

1 1 1 1 1 1 \

dropped

ge takes

Increase in latency from 0.21ms to
814ms whilst the chan
place I but zero packets are

192.168.151.0_24 | dynamic (P,S) vlans

E/W traffic controlled by Intra EPG Palicy

 —  —  —
192.168.152.0_24 | dynamic (P,S) vians
= = = = = = = =

E/W traffic controlled by Intra EPG Palicy

ESXi cluster with vmm integration

S SRR AP PP,

BRKDCN 2984

L SN R NP

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 59



Let1s create an EPG mat c
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Create EPG matched Security Group

Static EPG to
ESG mapping

epg- matched- esg

network - segments

Single security

Zone
ﬂ 192.168.151.0_24 ﬂ 192.168.152.0_24

192.168.151.0_24 192.168.152.0_24
dynamic (P,S) vlans dynamic (P,S) vlans

192.168.150.0_24
dynamic (P,S) vlans
Intra EPG = Unenforced

segments

Intra EPG = Unenforced Intra EPG = Unenforced

Ial Host: 10.237.98.145 '@I Host: 10.237.98.146 '@I Host: 10.237.98.147 '@I Host: 10.237.98.148

192.168.150.0_24 | dynamic (P,S) vians Open communication between
= == == E= W= subnets 192.168.150.0 and
- - - - . - . N 192.168.151.0

E/W traffic controlled by Intra EPG Palicy

1 1 1 1 1 1
192.168.151.0_24 | dynamic (P,S) vlans

E/W traffic controlled by Intra EPG Palicy

— - - No communication (other than
192.168.152.0_24 | ynamic (P.S) vians vzAny) to subnet 192.168.152.0

3 - = 3

E/W traffic controlled by Intra EPG Palicy

ESXi cluster with vmm integration
cisco L@/@/
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reate Application Profile for Security Groups

Aol
cisco

System

ALL TENANTS

demo

CIscoO

.&/

APIC

Tenants

Fabric

Virtual Networking Admin

Application Profiles

common |

Operations Apps Integrations

demo | ssharman |

| ciscolive-08

New Application Profile
for Security Groups

Create Application Profile

el
cisco

System Tenal

ALL TENANTS

demo

APIC

nts Fabric Virtual Networking Admin Operations Apps

Add Tenant. | Tenent Seorch: (ENIRIROREMMNNN | common | demo | ciscolve-07 | ciscole-08 | ssharman

Integrations

Application Profiles

Create Application Profile (%]

Name:J epg-matched-security-groups|

Alias:

Description

optional

Annotations:

epg- matched- security- groups }

Monitoring Policy: | select a valu
EPGs

+

Consumed
Contract

Alias BD Static Path Provided

Contract

Name Domain Switching Static
Mode

VLAN

Do not create EPGs

62
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Create new ESG for Network Segments

( Enter ESG name 1

Fabric Virtual Networking

Create Application EPG

Create uSeg EPG

Delete

Clone Appiication Profile

Admin Operations Apps

Integrations

Endpoint Security Groups

Create Endpoint Security Group S g r BOJ].pI (%]
STEP 1 > Identity 2. Selectors 3. Advanced (Optional)

Name: [ network-ségments.

Description: |optional

VRF:

vrf-01
demo

ESG Admin State:

common.vrf-01
common

select a value

Select the VRF for the ESG
to be applied against

Select one or more
EPGs

copy
common
O default
- T common
Create VRF
Open In Object Store Browser  jomaine
Create an EPG Selector [}

EPGs In ESG VRF:

s/epg-192.166.150.0_24
5} i iap g /epg-192.168.151.0_24
|l uni/tn-demo/ap-network-segments/epg-192.168.152.0_24

cisco Lz//&/

Description: | optional

BRKDCN 2984

Create Endpoint Security Group
STEP 2 > Selectors 1. Identity 3. Advanced (Optional)
Tag Selectors:
Tag Key Value Operator Tag Value Description
EPG Selectors:
EPG Description
IP Subnet Selectors:
IP Subnet Description

Allow Intra ESG traffic i.e.
permit traffic between EPGs

Finish

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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