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ACI ɺ
ʂnot just another networkʈʃ
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Agenda

ÅSetting the scene

ÅNetwork Centric vs Application Centric

ÅGreenfield vs Brownfield

ÅConverting from Network Centric to Application Centric

ÅAllowing open communication

ÅESGs under the covers

Å L4- L7 service integration

ÅExternal connectivity

Å Increasing security

ÅAutomated blueprints
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Why are you hereʈ?
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ACI - "just another network", or the foundation of an internal private cloud?

There are thousands of customers globally who have successfully deployed ACI fabrics and operate them as "just another networ k", but what if you could 

operate your ACI fabric as programmable private cloud infrastructure?

In this session we will look at how you can operate your ACI fabric as the foundation of an internal private cloud. We will l ook at how to migrate services onto 

an ACI fabric (network centric) and then implement segmentation (application centric). We will look at how to use Endpoint Se curity Groups to wrap security 

around endpoints within a VRF. We will then see how we can block East / West traffic within a hypervisor, and finally we'll d ynamically add in firewalls to 

provide targeted L7 control.

If you're thinking this might prove time consuming to implement from the UI, we will show how all the configuration can be fu lly automated using Terraform.

Consuming an ACI fabric as "just another cloud" allows organisations choice on where to place workloads. Whether workloads ar e hosted in a public cloud, 

or on an on- premise private cloud, the consumption model should, and can, be the same.
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Before we get startedʈ
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There are lots (and lots) of details in this presentation, please 
download through the Ciscolive app.

Well unless you have binoculars with youʈ!
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*arrows indicate expected direction of traffic flow i.e. from consumer to provider
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Icons - small
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The ACI reference application from circa 2014ʈ
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The mythical three tier applicationʈ!

ACI Fabric

App DBWeb

Outside

(Tenant VRF)

QoS

Filter

QoS

Service

QoS

Filter

Application Policy 

Infrastructure Controller

APIC
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Our reference application for this presentationʈ
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Online Boutique
https:// github.com/GoogleCloudPlatform/microservices - demo
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Online Boutique
https:// github.com/GoogleCloudPlatform/microservices - demo

Source/Consumer Target/Provider Target/Provider
Port

cart Redis cache TCP 6379

checkout cart 
currency
email
payment
product catalog
shipping

TCP 7070
TCP 7000
TCP 8080
TCP 50051
TCP 3550
TCP 50051

frontend adservice
cart
checkout
currency
product catalog
recommendation
shipping

TCP 9555
TCP 7070
TCP 5050
TCP 7000
TCP 3550
TCP 8080
TCP 50051

outside frontend TCP 80/8080

recommendation product catalog TCP 3550

frontend checkout

email

shipping currency

cart

product catalog

recommendationadservice

Redis cache

payment
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Who hasnɿt heard of ʂthe journey to the cloudʃʈ?
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AWS reference architecture
https:// docs.aws.amazon.com /vpc/latest/ userguide/extend - intro.html
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Customer Site

AWS Backbone

eu- west- 1

eu- west- 1- production

NAT gateway Route table

Public subnet Private subnet

Route table

Internet gateway eu- west- 2

eu- west- 2- production

NAT gateway Route table

Public subnet Private subnet

Route table

Internet gateway

Transit 

Gateway

Customer Site
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Network Connectivity and Security are mandatory in the 
cloudʈ

17BRKDCN- 2984



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Different clouds run different hypervisors
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Executive 
Sponsorship

New Culture

Evolution Instead 
of Revolution

New Talent 
Attraction

Partnerships 2.0

Scaling

Think Agile

Cross Functional
Teams
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A cloud operating model succeeds best when there is a 
new organizational cultureʈ
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Cloud operating models have changed the way that 
security is implementedʈ
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With a cloud operating model, security rules are typically 
declared with the application constructsʈ
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Conversely, within enterprise Data Centers security has 
been implemented by network and/or security 

administrators at a VRF boundaryʈ
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Traditional Enterprise Security Model

InsideOutside

ubuntu-01 ubuntu-02

permit ubuntu - 01 ubuntu - 02 tcp 5201

Traffic is routed to physical firewall which 
typically becomes a throughput pinch point 

with thousands of rules
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ACI is the foundation for an internal private cloudʈ!

Per- application 
service- chaining

Hybrid cloud capability; 
public cloud - like networking 

constructs

Single API Model for 100s of 
switches and 1000s of ports; 
cloud- like consumption model

Day0 automation out- of- the-
box; physical fabric and 

underlay

Infrastructure as Code with 
Ansible and Terraform

Pervasive 
Security Model
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Network Centric vs Application Centric
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What does Google say about the different modesʈ?
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What does Google say about migration from one mode 
to anotherʈ?
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Where should we startʈ?
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Design Considerationsʈ
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Design Patterns
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tn - common

common.vrf - 01

tn - demo

subnet(s)BD

VLAN
(Security isolation per 

Bridge Domain)

EPG

subnet(s)BD

VLAN
(Security isolation per 

Bridge Domain)

EPGNetwork
Segments

AP

Apps
(Optional)

AP

Security isolation across Bridge Domains

ESG

VLAN
(Security isolation per 

Bridge Domain)

EPG
VLAN

(Security isolation per 
Bridge Domain)

EPG

Dedicated subnets for tenants with VRFs 
that can be (optionally) shared by different 

Tenants

subnet(s)BD

tn - common

common.vrf - 01

subnet(s)BD

tn - demo

VLAN
(Security isolation per 

Bridge Domain)

EPG
VLAN

(Security isolation per 
Bridge Domain)

EPGNetwork
Segments

AP

Apps
(Optional)

AP

Security isolation across Bridge Domains

ESG

VLAN
(Security isolation per 

Bridge Domain)

EPG
VLAN

(Security isolation per 
Bridge Domain)

EPG

Typically, fewer larger subnets which can 
be (optionally) shared across Tenants

subnet(s)BD

tn - common

common.vrf - 01

VLAN
(Security isolation per 

Bridge Domain)

EPG

subnet(s)BD

VLAN
(Security isolation per 

Bridge Domain)

EPGNetwork
Segments

AP

Apps
(Optional)

AP

Security isolation across Bridge Domains

ESG

VLAN
(Security isolation per 

Bridge Domain)

EPG
VLAN

(Security isolation per 
Bridge Domain)

EPG

Used for functions which are accessible 
from any Tenant

Everything in the ʂcommonʃ 
Tenant is not typically seen

VRFs and BDs in ʂcommonʃ 
with EPGs and ESGs in the 

ʂuserʃ tenant

VRFs in ʂcommonʃ with 
BDs, EPGs and ESGs in 
the ʂuserʃ tenant



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Design Patterns

subnet(s)BD

tn - demo

vrf - 01

VLAN
(Security isolation per 

Bridge Domain)

EPG

subnet(s)BD

VLAN
(Security isolation per 

Bridge Domain)

EPGNetwork
Segments

AP

Apps
(Optional)

AP

Security isolation across Bridge Domains

ESG

VLAN
(Security isolation per 

Bridge Domain)

EPG
VLAN

(Security isolation per 
Bridge Domain)

EPG

Dedicated VRFs and subnets for each 
Tenant with Dedicated L3outs

tn - shared - services

vrf - 01

subnet(s)BD

tn - demo

vrf - 01

VLAN
(Security isolation per 

Bridge Domain)

EPG

subnet(s)BD

VLAN
(Security isolation per 

Bridge Domain)

EPGNetwork
Segments

AP

Apps
(Optional)

AP

Security isolation across Bridge Domains

ESG

VLAN
(Security isolation per 

Bridge Domain)

EPG
VLAN

(Security isolation per 
Bridge Domain)

EPG

Dedicated VRFs and subnets for each 
Tenant with Shared L3out

tn - demo

VLAN
(Security isolation per 

Bridge Domain)

EPGNetwork
Segments

AP

Apps
(Optional)

AP

Security isolation 
across Bridge Domains

ESG

VLAN
(Security isolation per 

Bridge Domain)

EPG

tn - test

VLAN
(Security isolation per 

Bridge Domain)

EPGNetwork
Segments

AP

Apps
(Optional)

AP

Security isolation 
across Bridge Domains

ESG

VLAN
(Security isolation per 

Bridge Domain)

EPG

subnet(s)BD

tn - common

common.vrf - 01

tn - shared - services

vrf - 01

EPG and ESG in the ʂuserʃ Tenant with the 
VRF in the ʂcommonʃ Tenant, and a Shared 

L3out in shared- services 
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Each Tenant has one or more 
network security groups

Network team controls 
inbound/outbound routing 

Each Tenant has one or more 
endpoint security groups

Large subnets can be 
shared across Tenants

All networking constructs 
contained within a Tenant
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Each Tenant has their own IP Range
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IP range per Tenant
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Convert Brownfield Network Centric 
environment to Application Centric 

environment
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Network engineers ʂviewʃ of their ACI environmentʈ
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Workloads identified by IP and Mac address

192.168.150.0_24BD

192.168.150.0_24EPG

192.168.151.0_24BD

192.168.151.0_24EPG

192.168.152.0_24BD

192.168.152.0_24EPG

192.168.153.0_24BD

192.168.153.0_24EPG

192.168.154.0_24BD

192.168.154.0_24EPG

192.168.155.0_24BD

192.168.155.0_24EPG

192.168.156.0_24BD

192.168.156.0_24EPG
AP

tn - demo

vrf - 01

network - segments
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Typical ʂNetwork Centricʃ mode 
deployment where there is a 1:1 

mapping between Bridge 
Domains and EPGs

The ʂnetwork-segmentsʃ
Application Profile contains all 
the EPGs which provide the 

network backing
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What does the application owner care aboutʈ?
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DNS names, IP addresses, Default Gateways, and 
Security Rulesʈ
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Online Boutique
https:// github.com/GoogleCloudPlatform/microservices - demo
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Online Boutique
https:// github.com/GoogleCloudPlatform/microservices - demo

Source/Consumer Target/Provider Target/Provider
Port

cart Redis cache TCP 6379

checkout cart 
currency
email
payment
product catalog
shipping

TCP 7070
TCP 7000
TCP 8080
TCP 50051
TCP 3550
TCP 50051

frontend adservice
cart
checkout
currency
product catalog
recommendation
shipping

TCP 9555
TCP 7070
TCP 5050
TCP 7000
TCP 3550
TCP 8080
TCP 50051

outside frontend TCP 80/8080

recommendation product catalog TCP 3550

frontend checkout

email

shipping currency

cart

product catalog

recommendationadservice

Redis cache

payment
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Endpoints span subnets

192.168.150.0_24BD 192.168.151.0_24BD 192.168.152.0_24BD 192.168.153.0_24BD 192.168.154.0_24BD 192.168.155.0_24BD 192.168.156.0_24BD

tn - demo

vrf - 01
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192.168.150.0_24EPG 192.168.151.0_24EPG 192.168.152.0_24EPG 192.168.153.0_24EPG 192.168.154.0_24EPG 192.168.155.0_24EPG 192.168.156.0_24EPG
AP

frontend

checkout

email

cartproduct catalog

adservice

Redis cache

currency

recommendation

payment

shipping

The application endpoints require 
communication across different 

subnets, which is typically achieved 
using ʂvzAnyʃ or ʂPreferred Groupsʃ

network - segments
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Letɿs convert to ʂApplication Centricʃ mode

192.168.150.0_24BD 192.168.151.0_24BD 192.168.152.0_24BD 192.168.153.0_24BD 192.168.154.0_24BD 192.168.155.0_24BD 192.168.156.0_24BD

tn - demo

vrf - 01
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192.168.150.0_24EPG 192.168.151.0_24EPG 192.168.152.0_24EPG 192.168.153.0_24EPG 192.168.154.0_24EPG 192.168.155.0_24EPG 192.168.156.0_24EPG
AP

frontend

checkout

email

cartproduct catalog

adservice

Redis cache

currency

recommendation

payment

shipping

network - segments

AP

AP

o
n
lin

e
-
b
o
u
tiq

u
e

all - servicesESG

The application endpoints communicate 
openly within the Endpoint Security Group 
even though theyɿre connected to different 

Bridge Domains

New Application Profile created 
for the application Endpoint 

Security Group
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You can convert from Network Centric mode to 
Application Centric mode in Two Stepsʈ
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vrf - 01
epg- matched- esgAP

Step 1: Create Application Profiles and Security Groups

45

demo

192.168.150.0_24BD 192.168.151.0_24BD 192.168.152.0_24BD

ESXi cluster with vmm integration

Host: 10.237.98.145ESXi Host: 10.237.98.146ESXi Host: 10.237.98.147ESXi Host: 10.237.98.148ESXi
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192.168.150.0_24
dynamic (P,S) vlans

Intra EPG = Unenforced

PC ICCI

EPG
PC ICCI

192.168.151.0_24
dynamic (P,S) vlans

Intra EPG = Unenforced

PC ICCI

EPG
PC ICCI

192.168.152.0_24
dynamic (P,S) vlans

Intra EPG = Unenforced

PC ICCI

EPG
PC ICCI

n
e
tw

o
rk

-
se

g
m

e
n
ts

AP

Typical ʂNetwork Centricʃ mode 
deployment where there is a 1:1 

mapping between Bridge 
Domains and EPGs

192.168.151.0_24 | dynamic (P,S) vlansPG

192.168.152.0_24 | dynamic (P,S) vlansPG

192.168.150.0_24 | dynamic (P,S) vlansPG

E/W traffic controlled by Intra EPG Policy

E/W traffic controlled by Intra EPG Policy

E/W traffic controlled by Intra EPG Policy

Cluster of 4x 
ESXi hosts

network - segments

PC ICCI

ESG

Single ʂnetwork-segmentsʃ 
Endpoint Security Group for all 

Endpoint Groups

Application Profile for EPG 
mapped Endpoint Security 

Groups

online - boutiqueAP

all - services
PC ICCI

ESG

New Application Profile and 
Endpoint Security Group for the 
ʂonline-boutiqueʃ application

Open communication between 
all subnets through the 
ʂnetwork-segmentsʃ ESG

Contract allowing open or 
restricted communication
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Step 2: Create ACI Tags to match vCenter Tags
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vCenter Application Workload 
Tags

ACI Application Workload 
Tags

ACI Application Workload Tags match 
vCenter Application Workload Tags
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ESG all - services
PC ICCI

ESG

Endpoints automatically move to new Security Group

47

demo

vrf - 01

192.168.150.0_24BD

192.168.150.0_24
dynamic (P,S) vlans

Intra EPG = Unenforced

PC ICCI

EPG
PC ICCI

192.168.151.0_24BD

192.168.151.0_24
dynamic (P,S) vlans

Intra EPG = Unenforced

PC ICCI

EPG
PC ICCI

192.168.152.0_24BD

192.168.152.0_24
dynamic (P,S) vlans

Intra EPG = Unenforced

PC ICCI

EPG
PC ICCI

network - segments

PC ICCI

ESG

ESXi cluster with vmm integration

Host: 10.237.98.145ESXi Host: 10.237.98.146ESXi Host: 10.237.98.147ESXi Host: 10.237.98.148ESXi

192.168.151.0_24 | dynamic (P,S) vlansPG

E/W traffic controlled by Intra EPG Policy

192.168.152.0_24 | dynamic (P,S) vlansPG

E/W traffic controlled by Intra EPG Policy

192.168.150.0_24 | dynamic (P,S) vlansPG

E/W traffic controlled by Intra EPG Policy

online - boutiqueAP

epg- matched- esgAP

N
e
tw

o
rk

-
se

g
m

e
n
ts

AP

Endpoint Security Policy 
moved to the ʂall-servicesʃ 
ESG based on vCenter Tags 
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Endpoints that are not matched 
continue to communicate within 
the ʂnetwork-segmentsʃ ESG

Single ʂnetwork-segmentsʃ 
Endpoint Security Group for all 

Endpoint Groups

Application Profile for EPG 
mapped Endpoint Security 

Groups

New Application Profile and 
Endpoint Security Group for the 
ʂonline-boutiqueʃ application
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Automated conversion to ʂApplication Centricʃ
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Allowing open communication in a 
Brownfield environmentʈ
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There are four optionsʈ

ÅvzAny

ÅPreferred Groups

ÅEPGs mapped Endpoint Security Groups

ÅDisable security (not covered, because why would youʈ?)

https:// www.cisco.com /c/ en/us/solutions/collateral/data - center- virtualization/application- centric - infrastructure/white - paper- c11 - 743951.html#Migrationexam ple
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vzAny operation ɺconsumer and provider
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/kb/b_KB_Use_vzAny_to_AutomaticallyApplyCommunicationRul es_toEPGs.html

demo

vrf - 01

vzAny

PC ICCI

EPG

PC ICCI

common:default

Cont

default

Subj

default

Filt

All EPGs

EPG

PC ICCI

All ESGs

ESG

PC ICCI

All extEPGs

extEPG

PC ICCI

unspecified

Entry
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vzAny as a contract Provider and 
Consumer means that all EPGs (inc 

extEPG) are implicitly Providers 
and Consumers of the contract

Default contract in the ʂcommonʃ 
tenant allows all traffic
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Preferred Group

Preferred Groups
https:// www.cisco.com /c/en/us/td/docs/switches/datacenter/aci/apic/sw/kb/b_KB_Use_vzAny_to_AutomaticallyApplyCommunicationRules_toEPGs.html

demo

vrf - 01

192.168.150.0_24BD

192.168.150.0_24
dynamic (P,S) vlans

Intra EPG = Unenforced

PC ICCI

EPG
PC ICCI

192.168.151.0_24BD

192.168.151.0_24
dynamic (P,S) vlans

Intra EPG = Unenforced

PC ICCI

EPG
PC ICCI

192.168.152.0_24BD

192.168.152.0_24
dynamic (P,S) vlans

Intra EPG = Unenforced

PC ICCI

EPG
PC ICCI

Enable Preferred Group 
on VRF

Include EPG in 
Preferred Group

Include EPG in 
Preferred Group

Include EPG in 
Preferred Group

52

There is only one 
preferred group per VRF
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pcTag 49160 pcTag 49159 pcTag 16393

Typical ʂNetwork Centricʃ mode 
deployment where there is a 1:1 

mapping between Bridge 
Domains and EPGs
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vrf - 01
epg- matched- esgAP

EPGs mapped to Endpoint Security Groups

53

demo

192.168.150.0_24BD 192.168.151.0_24BD 192.168.152.0_24BD

ESXi cluster with vmm integration

Host: 10.237.98.145ESXi Host: 10.237.98.146ESXi Host: 10.237.98.147ESXi Host: 10.237.98.148ESXi
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192.168.150.0_24
dynamic (P,S) vlans

Intra EPG = Unenforced

PC ICCI

EPG
PC ICCI

192.168.151.0_24
dynamic (P,S) vlans

Intra EPG = Unenforced

PC ICCI

EPG
PC ICCI

192.168.152.0_24
dynamic (P,S) vlans

Intra EPG = Unenforced

PC ICCI

EPG
PC ICCI

n
e
tw

o
rk

-
se

g
m

e
n
ts

AP

Typical ʂNetwork Centricʃ mode 
deployment where there is a 1:1 

mapping between Bridge 
Domains and EPGs

192.168.151.0_24 | dynamic (P,S) vlansPG

192.168.152.0_24 | dynamic (P,S) vlansPG

192.168.150.0_24 | dynamic (P,S) vlansPG

E/W traffic controlled by Intra EPG Policy

E/W traffic controlled by Intra EPG Policy

E/W traffic controlled by Intra EPG Policy

network - segments

PC ICCI

ESG

Single ʂnetwork-segmentsʃ 
Endpoint Security Group for all 

Endpoint Groups

Application Profile for EPG 
mapped Endpoint Security 

Groups

Open communication between 
all subnets through the 
ʂnetwork-segmentsʃ ESG
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Letɿs step back and look at the impact of the changesʈ
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Bridge Domain to EPG Mapping

EPGs bound to VMM 
Domain
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Bridge Domain = EPG
1:1 mapping
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Isolated groups of workloads

demo

vrf - 01

192.168.150.0_24BD

192.168.150.0_24
dynamic (P,S) vlans

Intra EPG = Unenforced

PC ICCI

EPG
PC ICCI

192.168.151.0_24BD

192.168.151.0_24
dynamic (P,S) vlans

Intra EPG = Unenforced

PC ICCI

EPG
PC ICCI

192.168.152.0_24BD

192.168.152.0_24
dynamic (P,S) vlans

Intra EPG = Unenforced

PC ICCI

EPG
PC ICCI

ESXi cluster with vmm integration

Host: 10.237.98.145ESXi Host: 10.237.98.146ESXi Host: 10.237.98.147ESXi Host: 10.237.98.148ESXi

192.168.151.0_24 | dynamic (P,S) vlansPG

E/W traffic controlled by Intra EPG Policy

192.168.152.0_24 | dynamic (P,S) vlansPG

E/W traffic controlled by Intra EPG Policy

192.168.150.0_24 | dynamic (P,S) vlansPG

E/W traffic controlled by Intra EPG Policy

No communication between 
subnets 192.168.150.0, 

192.168.151.0 and 192.168.152.0
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Each EPG has a unique security Tag (pcTag)

pcTag: 32771
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pcTag: 49155 pcTag: 16390
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Enable Endpoint Security Groups
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Static Primary / Encap VLANs are
required with intermediary 

switching layer such as UCS FIs

Primary/Port Encap VLANs not 
required for directly attached hosts
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ESGs allow control E/W traffic within the Hypervisor

demo

vrf - 01

192.168.150.0_24BD

192.168.150.0_24
dynamic (P,S) vlans

Intra EPG = Unenforced

PC ICCI

EPG
PC ICCI

192.168.151.0_24BD

192.168.151.0_24
dynamic (P,S) vlans

Intra EPG = Unenforced

PC ICCI

EPG
PC ICCI

192.168.152.0_24BD

192.168.152.0_24
dynamic (P,S) vlans

Intra EPG = Unenforced

PC ICCI

EPG
PC ICCI

ESXi cluster with vmm integration

Host: 10.237.98.145ESXi Host: 10.237.98.146ESXi Host: 10.237.98.147ESXi Host: 10.237.98.148ESXi

192.168.151.0_24 | dynamic (P,S) vlansPG

E/W traffic controlled by Intra EPG Policy

192.168.152.0_24 | dynamic (P,S) vlansPG

E/W traffic controlled by Intra EPG Policy

192.168.150.0_24 | dynamic (P,S) vlansPG

E/W traffic controlled by Intra EPG Policy

pinger

permit - icmp

Cont

vzAny
(allowing ICMP)

PC ICCI

EPG
PC ICCI

59BRKDCN- 2984

vzAny allows 
ICMP

ubuntu - 03

192.168.152.21

Increase in latency from 0.21ms to 
814ms whilst the change takes 

place ɺbut zero packets are 
dropped
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Letɿs create an EPG matched Security Groupʈ
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Single security 
zone

Create EPG matched Security Group

demo

vrf - 01

192.168.150.0_24BD

192.168.150.0_24
dynamic (P,S) vlans

Intra EPG = Unenforced

PC ICCI

EPG
PC ICCI

192.168.151.0_24BD

192.168.151.0_24
dynamic (P,S) vlans

Intra EPG = Unenforced

PC ICCI

EPG
PC ICCI

192.168.152.0_24BD

192.168.152.0_24
dynamic (P,S) vlans

Intra EPG = Unenforced

PC ICCI

EPG
PC ICCI

ESXi cluster with vmm integration

Host: 10.237.98.145ESXi Host: 10.237.98.146ESXi Host: 10.237.98.147ESXi Host: 10.237.98.148ESXi

192.168.151.0_24 | dynamic (P,S) vlansPG

E/W traffic controlled by Intra EPG Policy

192.168.152.0_24 | dynamic (P,S) vlansPG

E/W traffic controlled by Intra EPG Policy

192.168.150.0_24 | dynamic (P,S) vlansPG

E/W traffic controlled by Intra EPG Policy

vzAny
(allowing ICMP)

PC ICCI

EPG
PC ICCI

Open communication between 
subnets 192.168.150.0 and 

192.168.151.0

No communication (other than 
vzAny) to subnet 192.168.152.0

Static EPG to 
ESG mapping
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epg- matched- esgAP

network - segments

PC ICCI

ESG
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Create Application Profile for Security Groups

New Application Profile 
for Security Groups
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epg- matched- security- groups

Do not create EPGs
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Create new ESG for Network Segments

Allow Intra ESG traffic i.e. 
permit traffic between EPGs

Add EPGs

Enter ESG name 
ʂgroup-01ʃ

Create new 
ESG

Finish

Select one or more 
EPGs

Select the VRF for the ESG 
to be applied against


