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CISCO The bridge to possible

ACI -
“‘not just another network...

Steve Sharman, Technical Solutions Architect
@sps2101
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Agenda

- Setting the scene
Network Centric vs Application Centric
- Greenfield vs Brownfield
- Converting from Network Centric to Application Centric
- Allowing open communication
ESGs under the covers
L4-L7 service integration
External connectivity
Increasing security

- Automated blueprints
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Why are you here...”?
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ACI - " just another network" , or the foundation of an internal private cloud?

There are thousands of customers globally who have successfully deployed ACI fabrics and operate them as " just another network" , but what if you could

operate your ACI fabric as programmable private cloud infrastructure?
In this session we will look at how you can operate your ACI fabric as the foundation of an internal private cloud. We will look at how to migrate services onto
an ACI fabric (network centric) and then implement segmentation (application centric). We will look at how to use Endpoint Security Groups to wrap security

around endpoints within a VRF. We will then see how we can block East / West traffic within a hypervisor, and finally we'll dynamically add in firewalls to
provide targeted L7 control.

If you're thinking this might prove time consuming to implement from the Ul, we will show how all the configuration can be fully automated using Terraform.

Consuming an ACI fabric as " just another cloud" allows organisations choice on where to place workloads. Whether workloads are hosted in a public cloud,

or on an on-premise private cloud, the consumption model should, and can, be the same.

cisco W. BRKDCN-2984 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 4






There are lots (and lots) of details in this presentation, please
download through the Ciscolive app.

Well unless you have binoculars with you...!

)
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The ACI reference application from circa 2014...
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The mythical three tier application...!

( DB \
Outside _ \ N o
(Tenant VRF) ‘\ | Fiter, ] ‘
L \. /

ACI Fabric Applicatiyn Policy

Infrastructure Controller
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Qur reference application for this presentation...
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Online Boutique

https://github.com/GoogleCloudPlatform/microservices-demo

Platform:
On-Premises
Customer name:
cisco-store
Vertical:

cisco

Build:

" (U
e mm .t

Free shipping with $75 purchase!

Hot Products

Cabana Shorts
$3999

Cable Knit Blanket
$59.99

e
cisco

(

cisco / . &/

Shipping

Total

Free shipping with $75 purchase!

=
( Empty Cart Continue Shopping
S e

Save the Bees Bottle

SKU #2ZYFJ3GM2N

Quantity: 1 $1379

Cabana Shorts

SKU #OLJCESPCTZ

Quantity: 1 $39.99

$8.99

$62.77

Shipping Address

E-mail Address

someone@example.com

Street Address

1600 Amphitheatre Parkway

Zip Code

94043

City

Mountain View

State Country

CA United States

Payment Method

Credit Card Number

4432-8015-6152-0454

Month Year cw

January 2023 ooe

v v

BRKDCN-2984
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Online Boutigue

https://github.com/GoogleCloudPlatform/microservices-demo

v
e Jo e ) o/ Csmer e e o

N cart Redis cache TCP 6379
.................... checkout cart TCP 7070
........................... currency TCP 7000
A A : email TCP 8080
[ adservice ] [r@commendation] ?{ ] payment TCP 50051
o product catalog TCP 3550
shipping TCP 50051
i . 'E' ' Eh frontend adservice TCP 9555
[pr‘oduct catalog}y .~"': [ shipping ] [ currency ] cart TCP 7070
B checkout TCP 5050
7 currency TCP 7000
£ product catalog TCP 3550
> recommendation TCP 8080
[ cart ] shipping TCP 50051
outside frontend TCP 80/8080
Y

- recommendation product catalog TCP 3550

Redis cache
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Who hasn’t heard of “the journey to the cloud”...”?
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AWS reference architecture

https://docs.aws.amazon.com/vpc/latest/userguide/extend-intro.html

AWS Backbone

= [172.16.0.0

172.16.1.0

)

NAT gateway

172.16.2.0

Route table
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@ Internet gateway

eu-west-1-production

Lilll
TTTTT

172.16.0.0
T 172.16.1.0

172.16.2.0

Route table

______________________________________________________________________________

________________________________________________________________________

eu-west-2-production

NAT gateway

4
g}b TTTTT 172.16.1.0

@ Internet gateway

E 172.16.0.0 E E 172.16.0.0

- Y [216.70
172.16.2.0 172.16.2.0

Route table Route table

cisco Lq@/

Customer Site

D

Customer Site
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Network Connectivity and Security are mandatory in the
cloud...
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Different clouds run different hypervisors

AWS Nitro System

A combination of dedicated hardware and'lightweight hypervisor enabling faster innovation and enhanced security

Get Started with a Nitro-based Instance Today

The AWS Nitro System is the underlying platform for our next generation of EC2 instances that enables_

Google Cloud

Google Cloud: security in plaintext

January 25, 2017

AWS to innovate faster, further reduce cost for our customers, and deliver added benefits like increased

e hes Hypervisor security on the Azure fleet

AWS has ¢ i ined our virtualization infrastructure. Traditionally, hypervisors protect the|

physical hardware and bios, virtualize the CPU, storage, networking, and provide a rich set of managem Article « 11/11/2022 « 3 minutes to read + 4 contributors 4 Feedback
capabilities. With the Nitro System, we are able to break apart those functions, offload them to dedicat]

hardware and software, and reduce costs by delivering practically all of the resources of a server to you|
instances.

In this article

Strongly defined security boundaries enforced by the hypervisor
Defense-in-depth exploit mitigations

Strong security assurance processes

Next steps

The Azure hypervisor system is based on Windows Hyper-V. The hypervisor system enables the computer administrator to
specify guest partitions that have separate address spaces. The separate address spaces allow you to load an operating
system and applications operating in parallel of the (host) operating system that executes in the root partition of the
computer. The host OS (also known as privileged root partition) has direct access to all the physical devices and
peripherals on the system (storage controllers, networking adaptions). The host OS allows guest partitions to share the
use of these physical devices by exposing "virtual devices” to each guest partition. Thus, an operating system executing in
a guest partition has access to virtualized peripheral devices that are provided by virtualization services executing in the
root partition.

The Azure hypervisor is built keeping the following security objectives in mind:

Objective  Source

Isolation A security policy mandates no information transfer between VMs. This constraint requires capabilities in the Virtual
Machine Manager (VMM) and hardware for isolation of memory, devices, the network, and managed resources such as
persisted data.

VMM To achieve overall system integrity, the integrity of individual hypervisor components is established and maintained.
integrity

Andy Honig Nelly Porter
Senior Product Manager Group Product Manager, Google Cloud

ble Cloud uses the open-source KVM hypervisor that has been validated by scores of researchers
e foundation of Google Compute Engine and Google Container Engine, and invests in additional
rity hardening and protection based on our research and testing experience. Then we contribute
our changes to the KVM project, benefiting the overall open-source community.

t follows is a list of the main ways we security harden KVM, to help improve the safety and security
ur applications.

bactive vulnerability search: There are multiple layers of security and isolation built into Google's
M (Kernel-based Virtual Machine), and we're always working to strengthen them. Google’s cloud
Eurity staff includes some of the world’s foremost experts in the world of KVM security, and has

covered multiple vulnerabilities in KVM, Xen and VMware hypervisors over the years. The Google

7 ways we harden our KVM hypervisor at

cisco / . &_/
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of Revolution
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Scaling

Think Agile

G
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o0
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A cloud operating model succeeds best when there Is a
new organizational culture...
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Cloud operating models have changed the way that
security Is iImplemented...
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With a cloud operating model, security rules are typically
declared with the application constructs...
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Conversely, within enterprise Data Centers security has
been implemented by network and/or security
administrators at a VRF boundary...
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Traditional Enterprise Security Model

)

ubuntu-01 ubuntu- 02

Outside —» El: > Inside .

permit ubuntu-01 ubuntu-02 tcp 5201

Traffic is routed to physical firewall which
typically becomes a throughput pinch point
with thousands of rules
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ACI is the foundation for an internal private cloud...!

cisco Lz%o//

3

Day0 automation out-of-the-
box; physical fabric and
underlay

@

o

o

Hybrid cloud capability;
public cloud-like networking
constructs

0

Per-application
service-chaining

</

Single APl Model for 100s of
switches and 1000s of ports;
cloud-like consumption model

BRKDCN-2984

Pervasive
Security Model

&
7

Infrastructure as Code with
Ansible and Terraform
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Network Centric vs Application Centric
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What does Google say about the different modes...”?

CISCO

.&‘/

Cisco ACI what is the difference between network centric and applica

Network Centric approach allows existing network
architecture and flows to remain the same, henceforth
allowing IT resources enough period to get acclimatized
with the new terminologies of ACI fabric. Application
Centric approach is comparatively a new approach model
where application tiers are defined by EPGs .

https://ipwithease.com g f

Cisco ACI Network Centric vs Application Centric approach

*]

People also ask
What is application centric infrastructure ACI?
hat is network centric application?
What are the 3 core components of ACI Architecture?

How Cisco application centric infrastructure ACl is related to SDN and how it differs?

https://community.cisco.com cat

Difference between ACI network centric mode and application ...

Application centric is another way of thinking. Instead of having the network lead the

application leads. This results into a network ‘bubble’ (for lack of

https://community.cisco.com
ACI network centric vs app centric - Cisco Community

Application-centric mode: Application-centric mode gives ACI users the highest level of
visibility and security. In this mode, we define groups and contracts ..

BRKDCN-2984

site:cisco.com Cisco ACI what is the difference between network cenl X

Difference between ACI network centric mode and application ...
another way of t g. Instead of having the network lead the

sco.com > applic

ACI network centric vs app centric - Cisco Community

Application-centric mode: Application-centric mode gives ACI users the highest level of

https://www.cisco.com 4 clo etwork

Cisco ACI - Application Centric Infrastructure

Configure, operate, and analyze everything connected to your data center and cloud networks,
all from one place. Connect to Cisco Nexus Dashboard

htt 1 enter-vir DF

Network Centric to ACI Centric Migration - Cisco
The Network-Centric model serves many customers well; it allows them to migrate their existing

lapplications/ network into ACI in a way that is familiar.

Solved: ACI Network Centric to Application Centric Migration
\ ( Solved: We are planning to migrate our existing infrastructure to ACI in few
First to a Network Centric setup (EPG=VLAN=BD) with a L2

https: ww.cisco.com » S r

Application Centric Infrastructure (ACI) - Data Center - Cisco
This solution provides automated network connectivity, consistent policy management, and

simplified operations for multicl nvironments. Unlock the full

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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What does Google say about migrat

to another...”?

CISCO

.&‘/

Cisco ACI migrate from network centric mode to application centric mode

https://unofficialaciguide.com

Network Centric to ACI Centric M|grat|on - - Unofficial ACI Guide
— Map existing Vians into ACI in Network-Centric Mode (L2 only — no contracts) —
Create legacy EPGs and BDs on the ACI Fabric. - Create L3out for

https://ipwithease.com > Blog

Cisco ACI Network Centric vs Application Centric approach
Network Centric approach is considered a soft transition for customers from traditional

architecture to ACI architecture. - On the other hand, Application ...

https://www.youtube.com » watch
[HD] Cisco ACI Brownfield Network Centric to Application ..

In this video Ralph Carter discusses how to migrate into ACI fre
a legacy aka brownfield environment to a Cisco ACI fabric usin...

- 10 key moments in this video

https://www.linkedin.com ilse » cis

Cisco ACI — Network Centric vs. Applrcahon Centric Approach
Jur The network-centric approach is preferred when migrating the network from
legac ditional networking to SDN based model. This is to ensure .

https://www.wwt.com Dat.

Demystifying ACI Apphcanon Centric "Mode" Through ... - WW
De 202( Network Centric is simple and straightforward - VLAN, endpoint groups (EPG)
and bridge domains (BDs) are mapped in a 1-to-1 relationship, hence .

https://www.networkbachelor.com

Network vs Application Centric
In short, the approach is called application-centric if the policies are created based on
application details such as required port-for communication between

BRKDCN-2984

ion from one mode

site:cisco.com Cisco ACI migrate from network centric mode to applic X

https://www.cisco.com

Network Centric to ACI Centric M|grat|on Cisco

The Network-Centric model serves many customers well; it allows them to migrate their existing

compute/applications/ network into ACI in a way that is familiar.

https://community.cisco.com

All About Migration: Network Centric to ACI Centric Model
Apr 12, 2019 — All legacy vlans that will be a part migrated to the ACI-Centric application exist
on the fabric (or will be operational prior to the migration ..

https://www.cisco.com Technical F
Migrating Existing Networks to Cisco ACI

Dec 23, 201¢ The recommended approach for a network centric migration consists of
associating each VLAN originally defined in the brownfield infrastructure

https://community.cisco.com

Difference between ACI network centric mode and application .
hai guys, | have deploy ACI infrastructure on my customer, currently using network centric
mode. Later, it will be converted to application centric mode.

https://www.cisco.com

Cisco ACI - Application Centric Infrastructure

Configure, operate, and analyze everything connected to your data center and cloud networks,
all from one place. Connect to Cisco Nexus Dashboard

%k ok ok ok

Read solution ow - W Cisco APIC * Simulator

https://community.cisco.com

ACI network centric vs app centric - Cisco Commumty

Or, if the network is left in zero-trust mode, the contracts used will be very open, allowing all

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

28



VWhere should we start...”

N,
3
(o)

4

v



R
.‘

e
y‘;- -~ Y
2

¢
Ay
/a4

A% N
‘\.- Al
M

&



Design Considerations...
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Design Patterns

|

Everything in the “common”
Tenant is not typically seen

D tn-common

~X

Q common.vrf-01

ﬂ subnet(s)

ﬂ subnet(s)

Network
Segments

m VLAN

(Security isolation per
Bridge Domain)

m VLAN

(Security isolation per
Bridge Domain)

m VLAN

(Security isolation per
Bridge Domain)

m VLAN

(Security isolation per
Bridge Domain)

Apps
(Optional)

Security isolation across Bridge Domains

Used for functions which are accessible

from any Tenant

cisco Lz//&/

VRFs and BDs in “common”
with EPGs and ESGs in the
“user” tenant

/

D tn-common
Q common. vrf-01

...... » subnet(s) F subnet(s)

ﬂ tn-demo
=N v v

Network e VLAN ELC VLAN

Segmefts (Security isolation per (Security isolation per
Bridge Domain) Bridge Domain)

m VLAN m VLAN

(Security isolation per (Security isolation per
Bridge Domain) Bridge Domain)

Apps
(Optipnal).., Security isolation across Bridge Domains

Typically, fewer larger subnets which can
be (optionally) shared across Tenants

BRKDCN-2984

VRFs in “common” with
BDs, EPGs and ESGs in

the “user” tenant

D tn-common
Q common.vrf-01

/
L=

A
1

D tn-demo

A 4

y

ﬂ subnet(s)

ﬂ subnet(s)

Network
Segmehts

m VLAN

(Security isolation per
Bridge Domain)

m VLAN

(Security isolation per
Bridge Domain)

m VLAN

(Security isolation per
Bridge Domain)

m VLAN

(Security isolation per
Bridge Domain)

Apps
(Optibnal)

ESG

Security isolation across Bridge Domains

Dedicated subnets for tenants with VRFs

that can be (optionally) shared by different
Tenants
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inbound/outbound routing shared across Tenants

D eS | g N P d tte s { Network team controls J { Large subnets can be

All networking constructs
contained within a Tenant /

ﬂ tn-demo N D tn-shared-services ﬂ tn-shared-services

Q vrf-01 Q vrf-01 Q vrf-01
ﬂ subnet(s) ﬂ subnet(s)

] oo AT - — Y e Y <o-comon
Network VLAN VLAN \ 4 \ 4

Segments (Security isolation per (Security isolation per Q vrf-o1 Q common. vrf-@1

Bridge Domain) Bridge Domain)
“ subnet(s) ﬂ subnet(s) | | | » subnet(s)
m VLAN m VLAN n
(Security isolation per (Security isolation per
i i i i Network 4
Bridge Domain) Bridge Domain) VLAN VLAN

Segments (Security isolation per (Security isolation per

Bridge Domain) Bridge Domain)
ﬂ tn-demo D tn-test
B ... |||[EX . ] ]
VLAN VLAN \ 4 y

A

Agp; 1 (Security isolation per (Security isolation per Netwbrk EPG Network EPG
(Optional) Security isolation across Bridge Domains Bridge Domain) Bridge Domain) Segments YR Segments VLAN
r gme (Security isolation per 8 (Security isolation per
Bridge Domain) Bridge Domain)

. (Security isolation per (Security isolation per
Dedlcated \/RFS and SUbnetS for eaCh ptional) Security isolation across Bridge Domains Braliize Remzdn) Braliize Remzdn)
Tenant with Dedicated L3outs

||
Il n AP
Each Tenant has one or more o Fﬁ apps Fﬁ
network Securlty groups J Dedlcated VRFS and SUbnetS for eaCh (opti.qnq aCSr‘eocSuSriBtr?;digseolDa:miaoinnS epionet aCSr‘eocSuSri;ryidigs:lDa:miaoinns
Tenant with Shared L3out

EPG and ESG in the “user” Tenant with the
VRF in the “common” Tenant, and a Shared
L3out in shared-services

i

Each Tenant has one or more
endpoint security groups
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Each Tenant has their own IP Range

Aol
cisco

APIC

System Tenants Fabric Virtual Networking

ALLTENANTS | Add Tenant | Tenant Search: [ENIRGRcaaa]

All Tenants

Name Alias

aci-infrastructure

clscolive-01

rwhitear
ngorse
demo

fgandola

ndsouzar
esx-infrastructure
adealdag
ssharman

mgmt

movasw:

adossant
fagenha
yiouis

Page 1 of1

Last Login Time; 2022-11-26T07:06 UTC+00:00

Admin

Operations Apps

common

Integrations

| cis 0 rwhitear | shared-sei

~ Description

L3out and shared devices

SO etc
Routable IP range 10.0.11-15.x

Routable IP range 10.0.21-25.x

ige 10.0

IP range 10.0.41
Routable IP range 10.0.51-55.x

Routable IP range 10.0.61-65.x

Routable IP range 10.0.71-75.

Routable IP range 10.0.81-85.x

Routable IP range 192.168.0-5.x
Routable IP range 192.168.10-15.x
Routable IP range 192.168.120-125.x
Routable IP range 192.168.150-155.x
Routable IP range 192.168.151-158.x

Routable

IP range 192.168.20-25.x

Routable IP range 192.168.30-35.x
Routable IP range 192.168.4.x

Routable IP range 192.168.40-45.x

Routable IP range 192.168.50-56.x

Routable IP range 192.168,70-75.x
Routable IP range 192.168.80-85.x

Routable IP range 192.168.90-95.x

Bridge Domains

Objects Per Page: | 100

All Tenants

Name
shared-services
aci-infrastructure
ciscolive-01
ciscolive-02
ciscolive-03
ciscolive-04

ciscolive-05

ciscolive-06
ciscolive-07
Terraform

ciscolive-08

Terraform

ardica

rwhitear

ngorse

Alias

~ Description

IP range per Tenant

3out and shared devices

exus Dashboard, MSO etc
Routable IP range 10.0.11-15.x
Routable IP range 10.0.21-25.x
Routable IP range 10.0.31-35.x
Routable IP range 10.0.41-45.x
Routable IP range 10.0.51-55.x

Routable IP range 10.0.61-65.x

Routable IP range 10.0.71-75.x

Routable IP range 10.0.81-85.x

Routable IP range 192.168.0-5.x

Routable IP range 192.168.10-15.x

Routable IP range 192.168.120-125.x

T Healthy
@ Healthy
@ Healthy

¥ Healthy

Displaying Objects 1 - 32 Of 32

Current System Time: 2023-11-26T07:58 UTC+00:00

CIscoO

.&/
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Convert Brownfield Network Centric
environment to Application Centric
environment
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Network engineers “view” of their ACI environment...
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Workloads identified by IP and Mac address

D tn-demo
Q vrf-01

ﬂ 192.168.150.0_24 ﬂ 192.168.151.0_24 ﬂ 192.168.152.0_24 ﬂ 192.168.153.0_24 ﬂ 192.168.154.0_24 ﬂ 192.168.155.0_24 F 192.168.156.0_24
m192.168.151.0_24 m192.168.152.9_24 m192.168.153.0_24 m192.168.154.0_24

192.168.155.0_24 192.168.156.0_24

network-segments

The “network-segments” Typical “Network Centric” mode

Application Profile contains all deployment where there is a 1:1
the EPGs which provide the - - N - N mapping .between Bridge
network backing Domains and EPGs
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What does the application owner care about...”
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DNS names, |P addresses, Detault Gateways, and
Security Rules...
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Online Boutique

https://github.com/GoogleCloudPlatform/microservices-demo

Platform:
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cisco-store
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Free shipping with $75 purchase!

Hot Products
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$3999
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$59.99

e
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(
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Shipping

Total

Free shipping with $75 purchase!

=
( Empty Cart Continue Shopping
S e

Save the Bees Bottle

SKU #2ZYFJ3GM2N

Quantity: 1 $1379

Cabana Shorts
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Quantity: 1 $39.99

$8.99

$62.77

Shipping Address

E-mail Address

someone@example.com

Street Address

1600 Amphitheatre Parkway

Zip Code

94043

City

Mountain View

State Country

CA United States

Payment Method

Credit Card Number
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Month Year cw

January 2023 ooe
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Online Boutigue

https://github.com/GoogleCloudPlatform/microservices-demo

v
e Jo e ) o/ Csmer e e o

N cart Redis cache TCP 6379
.................... checkout cart TCP 7070
........................... currency TCP 7000
A A : email TCP 8080
[ adservice ] [r@commendation] ?{ ] payment TCP 50051
o product catalog TCP 3550
shipping TCP 50051
i . 'E' ' Eh frontend adservice TCP 9555
[pr‘oduct catalog}y .~"': [ shipping ] [ currency ] cart TCP 7070
B checkout TCP 5050
7 currency TCP 7000
£ product catalog TCP 3550
> recommendation TCP 8080
[ cart ] shipping TCP 50051
outside frontend TCP 80/8080
Y

- recommendation product catalog TCP 3550

Redis cache
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Endpoints span subnets

D tn-demo
Q vrf-01

ﬂ 192.168.150.0_24

ﬂ 192.168.151.0_24

ﬂ 192.168.152.0_24

“ 192.168.153.0_24 ﬂ 192.168.154.0_24

ﬂ 192.168.155.0_24

ﬂ 192.168.156.0_24

network-segments

m192.168.150.0_24

m 192.168.151.0_24

m192.168.152.9_24

m192.168.153.0_24 m192.168.154.0_24

ronten

|
B

m192.168.155.0_24

F192. 168.156.0_24

The application endpoints require
communication across different
subnets, which is typically achieved
using “vzAny” or “Preferred Groups”

-—

cisco Lz{@/

BRKDCN-2984
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Let’'s convert to “Application Centric” mode

D tn-demo
@ vrf-01

ﬂ 192.168.150.0_24 ﬂ 192.168.151.0_24 ﬂ 192.168.152.0_24 “ 192.168.153.0_24 ﬂ 192.168.154.0_24 ﬂ 192.168.155.0_24 ﬂ 192.168.156.0_24
Bl | || || |l | | e | | o Fﬁ
192.168.150.0_24 192.168.151.0_24 192.168.152.0_24 192.168.153.0_24 192.168.154.0_24 192.168.155.0_24 192.168.156.0_24

network-segments

~ . . :

The application endpoints communicate
openly within the Endpoint Security Group
il o services [ ) even though they’re connected to different

) Bridge Domains

frontend

N - /" |

checkout

FUPTR -0 7 /ot rrrrre N O Y

o shipping :“u.. ............... email
g G
= I I [ N [N N P N I I POCC o W (N N I [ I I N OO S T
'8 A
@ 3 R
= 1 & [ payment
5 3 ]
P L% 2l
cant ] [ currency
J

New Application Profile created
for the application Endpoint
Security Group
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You can convert from Network Centric mode to
Application Centric mode in Two Steps...
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Step 1: Create Application Profiles and Security Groups

Application Profile for EPG

Q vrf-01

Contract allowing open or
restricted communication

n epg-matched-esg 4\

192.168.150.0_24
dynamic (P,S) vlans
Intra EPG = Unenforced

network-
segments

!!g 192.168.151.0_24

Intra EPG = Unenforced

!g! 192.168.152.0_24

| C lCCIH T H P |

mapped Endpoint Security
Groups

network-segments

~ Single “network-segments”

Endpoint Security Group for all

EPG
192.168.151.0_24
dynamic (P,S) vlans

online-boutique

L C |

SOl all-services

192.168.152.0_24

dynamic (P,S) vlans
Intra EPG = Unenforced

| ¢ HCCIH 1 H P | | ¢ HCCIH 1 H P |

o

Typical “Network Centric” mode

CCIH I H P

Endpoint Groups

New Application Profile and

\ Endpoint Security Group for the

deployment where thereis a 1:1
mapping between Bridge
Domains and EPGs

Ial Host: 10.237.98.145 Fal Host: 10.237.98.146

F@I Host: 10.237.98.147

L “online-boutique” application

192.168.150.0_24 | dynamic (P,S) vlans

Fm Host: 10.237.98.148 |

Open communication between

E/W traffic controlled by Intra EPG Policy

all subnets through the

Cluster of 4x
ESXi hosts

192.168.151.0_24 | dynamic (P,S) vlans
— — —

“network-segments” ESG

E/W traffic controlled by Intra EPG Policy

) Jal

cisco Lq@/

— =
»

192.168.152.0_24 | dynamic (P,S) vlans

N\ —

E/W traffic controlled by Intra EPG Policy

ESXi cluster with vmm integration

BRKDCN-2984
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Step 2: Create ACI Tags to match vCenter Tags

P tn-demo-online-boutique Tags & Custom Attributes »| €2 Assign Tag...
v - - - M . . .
q Assign Tag tn-demo-online-boutique-frontend-service
v [ backend Add Permission... . .
N vCenter Application Workload
- .
Lo tn-demo-online-bou Alarms § Tags ADD TAG
v P frontend ‘i’
. . . Tag Name Category
d tn-demo-online-boutigue-frontend-service O @
v P middleware x E] tn-demo-online-boutique-product-catalog-service Function
ﬁﬂtn-demo-onIine-boutique-ad-service E] tn-demo-online-boutique-email-service Function
&% tn-demo-online-boutique-cart-service (] | tn-demo-online-boutique-ad-service Function
ﬁﬂtn-demo-onIine-boutique-checkout-service (] tn-demo-online-boutique-recommendation-service Function
demo tn-demo-online-boutique-shipping-service Function
Tag Selectors U d PPINg
. C» Quick Start v tn-demo-online-boutique-frontend-service Function
E}é demo E] tn-demo-online-boutique-checkout-service Function
Tag Key Value Tag Value
- [ Application Profiles Operator E] tn-demo-online-boutique-payment-service Function
’ @ epg-matched-esg Function Equals tn-demo-online-boutique-email-service E] tn-demo-online-boutique-currency-service Function
g @ THRIET BRI 12 Function Equals tn-demo-online-boutique-frontend-service D tn-demo-online-boutique-redis-cart Function
v @ online-boutique A
» Function Equals tn-demo-online-boutique-redis-cart
ACl Appllcatlon Workload Function Equals tn-demo-online-boutique-currency-service
Tags _ _ _ .
7 I ENApOINt Securily Grol Function Equals tn-demo-online-boutique-payment-service
v uff_ all-services Function Equals tn-demo-online-boutique-cart-service
[ Contracts Function Equals tn-demo-online-boutique-ad-service
- [l Selectors Function Equals tn-demo-online-boutique-product-catalog-service ACI Appllcatlon Workload TagS match
Tag Selectors i i
. Tag Function Equals tn-demo-online-boutique-recommendation-service Vcenter Appllcatlon Workload Tags
[ EPG Selectors
Function Equals tn-demo-online-boutique-shipping-service
[ |P Subnet Selectors
B Service EPG Selectors Function Equals tn-demo-online-boutique-checkout-service
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Endpoints automatically move to new Security Group

Application Profile for EPG

Q vrf-01

Network-

segments

( Endpoint Security Policy
moved to the “all-services”

!!g 192.168.151.0_24

192.168.150.0_24
dynamic (P,S) vlans
Intra EPG = Unenforced

L ESG based on vCenter Tags

!a! 192.168.152.0_24

| C plCCIH T H P |
EPG
192.168.151.0_24
dynamic (P,S) vlans
Intra EPG = Unenforced

| C HCCIH T H P

n epg-matched-esg /\

ESG

mapped Endpoint Security

network-segments

Groups

~ Single “network-segments”
Endpoint Security Group for all

online—boutique\

192.168.152.0_24

dynamic (P,S) vlans
Intra EPG = Unenforced

| C HCCIH T H P

SSCBY all-services

ICCIH T |

\ 4

o —

Endpoint Groups

New Application Profile and

cisco Lq@/

Ial Host: 10.237.98.145

Fal Host: 10.237.98.146

F@I Host: 10.237.98.147

192.168.150.0_24 | dynamic (P,S) vlans

Fm Host: 10.237.98.148 |

E/W traffic controlled by Intra EPG Policy

192.168.151.0_24 | dynamic (P,S) vlans

E/W traffic controlled by Intra EPG Policy

1 1 1 1 1
192.168.152.0_24 | dynamic (P,S) vlans

EI’ EI’

E/W traffic controlled by Intra EPG Policy

ESXi cluster with vmm integration

BRKDCN-2984

© 2023

\ Endpoint Security Group for the

L “online-boutique” application

Endpoints that are not matched
continue to communicate within
the “network-segments” ESG
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Automated conversion to “Application Centric”

'.':Ills'élé' APIC ssharman @ ° o o ° @

System

Tenants Fabric Virtual Networking Admin Operations Apps Integrations

ALL TENANTS | Add Tenant | Tenant Search: I common | demo | fgandola | ssharman | shared-services

Endpoints mapped to the
“network-segments” ESG
through EPG = ESG mapping

tion Profiles Client Endpoints Contracts Deployed Leaves Tag Selectors

v @ epg-matched-es:

demo @ @ @

» b Quicl

o

Summary Policy Operational Health Faults History

QHeathy @ ©O| Y o X

= ation EPGs

» Bl uSeq EPGs MAC/IP Endpoint Name Learning Hosting Server Interface (learned) Encap Base EPG Policy Tags
o - Source
~ [ Endpoint Security Gr
learned vian-1038(P) demo:network= 5
R G e g ad-servie 237.9 5 ! 2 T LI LA e ~ -ad-
: 00:50:56:A1:1A:60 tn-demo-online-boutique-ad-service W 10.237.98.165 Pod-1/Node-101/eth1/29 (learned. vian-1064(S) segments:192.168.150.0_24 tn-demo-ad-servic
v 1020(F) i twork
e - ! fi 1 217 02 168 1 o ] ) demo:network-
Bnts v :50:56:A1:3F:2C n-demo-online e-f service 0.237.9 3 /Nod leth1/ earned.. Syl — - - -
s @ network-segments 00:50:56:A1:3F:2C tn-demo-online-boutique-frontend- service 0.237.98.168 Pod-1/Node-101/eth1/32 (learned 1021(5) segments:192,168.152.0_24 tn-demo-frontend
= Networking 197 5 demo:network-
’ 92.168.152.101 segments:192.168.152.0_24
[ Contracts an-1017(P) demo:netw
).56:A1:7F n-demo-online-boutique- checkout- servic 10.237.98.168 d-1/Node-102/eth1/32 (leamed A : - -
00:50:56:A1;7F:0B tn-demo-online-boutique - checkout-service 0 98.168 Pod Mode-102/ 1/32 (learned \-1018(8) segments:192.168.151.0_24 tn-demo-checkout
EEE A 7R e e S SO 10.237.98.166 1/Node=-102/ath1/30 (learnac 1-1017(P) deme:network- - —redic-
B Services 00:50:56:A1:7F:A5 tn-demo-online-boutique-redis-cart 0.237.98.166 Pod-1/Node-102/eth1/30 (learned.. vian-1018(S) tn-demo-redis-car
Security EE-A1 i n-demo-online-boutiaue- pavment-service 10.237.98.167 Jd-1/Node-101/eth1/31 (learned vlan=1038(P) demo:network= _ - :
= y 00:50:56:A1:86:0B tn-demo-anline-boutique- payment-service 0 98.16 Pod-1/Node-101/eth1/31 (learned vian-1 segments:192,168.150.0_24 tn-demo-payment:
00:50:56:A1:8F:09 tn-demo-online-boutique-shipping-service 10.237.98.166 Pod-1/Node-101/eth1/30 (learned Rl 0205 i tn-demo-shipping-
)0:50:56 9 r ue-shipping-service 3296158 /Node=101/eth1/30 (leamed... .5 1021(s) segments:192.168.152.0 24 S
| Page |1 of1 | | Objects Per Page: 100 Displaying Objects 1 - 11 Of 11
Login Time: 2023-02-03T07:03 UTC+00:00 Current System Time: 2023-02-03T08:07 UTC+00 UU_‘

ssharman@ssharman-jumphost:~

ping
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Allowing open communication in a
Brownfield environment...
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There are tour options...

https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/white-paper-c11-74395 1. .html#Migrationexample

- VZANY
. Preferred Groups

- EPGs mapped Endpoint Security Groups

- Disable security (not covered, because why would you...?)

cisco W. BRKDCN-2984 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



vzANny operation — consumer and provider

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/kb/b_KB_Use_vzAny_to_AutomaticallyApplyCommunicationRules_toEPGs.html

Yo
G vrf-01

Default contract in the “common”
tenant allows all traffic

common:default default

vzAny as a contract Provider and
Consumer means that all EPGs (inc
extEPQG) are implicitly Providers
and Consumers of the contract

\ 4

default

unspecified

extEPG

All extEPGs

All EPGs

All ESGs

cisco Lz{@/

BRKDCN-2984
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Preferred Groups

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/kb/b_KB_Use_vzAny_to_AutomaticallyApplyCommunicationRules_toEPGs.html

Yo
u vrf-01

There is only one
preferred group per VRF

Preferred Group

192.168.150.0_24

192.168.150.0_24

dynamic (P,S) vlans
Intra EPG = Unenforced

192.168.152.0_24

192.168.151.0_24

192.168.152.0_24
dynamic (P,S) vlans
Intra EPG = Unenforced

192.168.151.0_24
dynamic (P,S) vlans
Intra EPG = Unenforced

Typical “Network Centric” mode
deployment where there is a 1:1

mapping between Bridge
Domains and EPGs

Mame: 19
Alias.

Description: O]

Annotations: ()

Global Alias:

pcTag(sclass): 4916
Contract Exception Tag
QoS class:

Custom QoS:

Data-Plane Policer:

Preferred Group Membe

Configuration Statu

Configuratio

Label Match Cri
Bridge Domain: 192.168,150.0_24

Resalved Bridge Domain: demof192.168.150.0_24

2.168.150.0_24

intra EPG Isolatio

Flood in Encapsulation:

demo

pclTag 49160

Include EPG in
Preferred Group

a AtieastOne

Q Tunnels

@ VRF - vrf-01

Name: vrf-01

Alias:

Description: | optional

Annotations: a

Global Alias:

Routing Domain ID: O

Policy Contral Enforcement Direction

Segment: 2555904

Policy Control Enforcement Preference:

BD Enforcement Status: [ ]

I Preferred Group: ( Disabled

BGP Timers: |select a value

Enable Preferred Group
on VRF

Unenforced )

v EPG - 192.168.151.0_24

Mame: 19
Alias.

Description: 0

Annotations: )

demo

Global Alias:

peTag(sclass): 49159
Gantract Exception Tag
QoS class:

Gustom QoS:

Data-Plane Policer.

ntra EPG Isolat

roup Member

Flood in Encapsulation:

Configuration Status:

Configuration

Label Match eria: AtleastOne
Bridge Domain: 192.168,151.0_24 @

Resolved Bridge Domain: demo/192.168.151.0_24

Include EPG in
Preferred Group

BRKDCN-2984

v EPG-192.168.152.0_24

Name: 1

Alias

pclTag 16393

Description

Annctations: ()

Global Alias:

peTag(sclass): 16303

Gontract Exception Tag

Include EPG in
Preferred Group

QoS class: Lavel3 (Default)

Custom QoS: | select a value

Data-Plane Policer

lect a value

ntra EPG Isalation: (

Preferred Group Membs

Flood in Encapsulation

Configuration Stat

Configuration

Label Match Criteria: AtieastOne

Bridge Domain: |192.168.152.0_24 @

Resolved Bridge Domain: demo/192.168.152.0_24

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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EPGs mapped to Endpoint Security Groups

Application Profile for EPG

@ vrf-01

mapped Endpoint Security
Groups

n epg-matched-esg /\

network-
segments

!!g 192.168.151.0_24 !al 192.168.152.0_24

192.168.150.0_24
dynamic (P,S) vlans
Intra EPG = Unenforced

| C lCCIH T H P |
EPG

192.168.151.0_24
dynamic (P,S) vlans
Intra EPG = Unenforced

| C HCCIH T H P

192.168.152.0_24
dynamic (P,S) vlans
Intra EPG = Unenforced

| C HCCIH T H P

Typical “Network Centric” mode

deployment where thereis a 1:1
mapping between Bridge
Domains and EPGs

network-segments

~ Single “network-segments”
Endpoint Security Group for all
Endpoint Groups

Ial Host: 10.237.98.145 Fal Host: 10.237.98.146 F@I Host: 10.237.98.147

cisco Lq@/

192.168.150.0_24 | dynamic (P,S) vlans

Fm Host: 10.237.98.148 |

Open communication between

E/W traffic controlled by Intra EPG Policy

all subnets through the

192.168.151.0_24 | dynamic (P,S) vlans

“network-segments” ESG

E/W traffic controlled by Intra EPG Policy
192.168.152.0_24 | dynamic (P,S) vlans

E/W traffic controlled by Intra EPG Policy

ESXi cluster with vmm integration

BRKDCN-2984
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Let’'s step back and look at the impact of the changes...
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Bridge Domain to EPG Mappin

otk APIC (aci-d snamen () @O © O O

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

ALL TENANTS | AddTenant | Tenant Search: [EI | common | demo | ciscolive-08

| ciscolive-07 ssharman
demo
@ Application Profile - network-segments 0
Summary Topology Policy Stats Health Faults History

© Healthy & =
- R S v IO Mos < Jcr s JCORGOY'. 06000

Contract EPG  uSeg  Any Baremetal VMware Microsoft Red Hat OpenStack Kubemetes Cloud OpenShift Layer2 Layer3 Layer 4-7
EPG  EPG Foundry

Relation Indicators
Configured ) | Operational
Show All I On Click

Bridge Domain = EPG Show VRF on €PG: []

1:1 mapping
& &®& ®

192.168.150.0_24 192.168.151.0_24 192.168.152.0_24 Provider (from Master)
(network-segments)  (network-segments) (network-segments)

om ?
[
i
5§ ¢
&

Consumer (From Master)

Intra EPG/ESG (from Master)

Master EPG/ESG

EPGs bound to VMM
Domain

Current System Time: 2022-11-21T07:17 UTC+00:00

Last Login Time: 2022-11-20T17:33 UTC+00:00
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Isolated groups of workloads

CIscoO

Y oo

network-

segments

192.168.150.0_24
dynamic (P,S) vlans
Intra EPG = Unenforced

!H! 192.168.151.0_24

192.168.151.0_24
dynamic (P,S) vlans
Intra EPG = Unenforced

!al 192.168.152.0_24

192.168.152.0_24
dynamic (P,S) vlans
Intra EPG = Unenforced

.&‘/

Ial Host: 10.237.98.145

F@I Host: 10.237.98.146

F@I Host: 10.237.98.147

Fal Host: 10.237.98.148

192.168.150.0_24 | dynamic (P,S) vlans

E/W traffic controlled by Intra EPG Policy

192.168.151.0_24 | dynamic (P,S) vlans

E/W traffic controlled by Intra EPG Policy

192.168.152.0_24 | dynamic (P,S) vlans

E/W traffic controlled by Intra EPG Policy

ESXi cluster with vmm integration

BRKDCN-2984

No communication between
subnets 192.168.150.0,
192.168.151.0 and 192.168.152.0
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Fach EPG has a unique security Tag

demo

© EPG - 192.168.150.0_24

pcTag: 32771

&g 192

& 192

&g 192

> [ uSeg EPGs

Name: 192.168.1
Alias:

Description: |optional

B Endpoint Security Groups
Annotations: 0

Global Alias:

uSeq EPG: false
I pcTag(sclass): 32771 I

Contract Exception Tag:

Networking

Contracts

Policies

Prefarred Group Membar: \‘

Flood in Encapsulation:

Configuration Status: 3

Configuration Issues
Label Match Criteria: | AtieastOne
Bridge Domain: | 192.168.150.0_24 i)
Resolved Bridge Domain: demo/192.168.150.0_24

Monitoring Policy

FHS Trust Control Policy: | select a valu

EPG Contract Master:

Annlication FPGs

CIscoO

.&/

demo

© EPG - 192.168.151.0_24

pcTag: 49155

B Endpoint Security Groups
[— E
= Contracts
> [ Policies
= Services
Preferrad Group Membaer:
Flood in Encapsulation:

Configuration Issues

Label Match Criteria
Bridge Domain:
Resolved Bridge Domain:

Monitoring Policy
FHS Trust Control Policy:
EPG Admin State:

EPG Contract Master:

Properti
Name: 192.168.1
Alias:

Description: | optional

Annotations: e

Global Alias:

uSeg EPG: false
I pcTag(sclass): 49155 I

Contract Exception Tag:

~

Include

Configuration Status: 3

AtleastOne

192.168.151.0_24 2

demo/192,168.151.0_24

Annlication FPGs

BRKDCN-2984

clag

demo

Cr

192.168.152.0_24

pcTag: 16390

€ 192.168.1¢

Name: 192.168.1
& 192.168 )

Alias:
8 192.168.

> [l uSeg EPGs

Description: | optional

= Endpoint Security
Annotations: 6

Global Alias:

uSeq EPG: false
I pcTag(sclass): 16390 I

Contract Exception Tag:

I Networking
[ Contracts
[ Policies

> [ Services

~

Include

Prefarred Group Membar:

Flood in Encapsulation:
Configuration Status: app
Configuration Issues
Label Match Criteria: | AtieastOne

Bridge Domain: | 192.168.152.0_24 i)
Resolved Bridge Domain: demo/192,168.152.0_24

Monitoring Policy

FHS Trust Control Policy: | select a valu

EPG Contract Master:

Annlication FPGs
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required for directly attached hosts

Enable Endpoint Security Group/ S

demo Domains (VMs and Bare-Metals) 0
» Quic 1
E:E Ji i O o+ e
d
= Domain Type Deployment Resolution Allow Micro- Primary VLAN Port Encap Switching Mode Encap Mode Cos Value Enhanced Lag Custom EPG

Segmentation Policy lame

WMware/ucsc-c22., VMM Domain On Demand Immediate True native Auto Cos0

e Domains (VMs and Bare-Metals) O
O + .
~ Domain Type Deployment Resolution Allow Micro- Primary VLAN Port Encap Switching Mode Encap Mode Cos Value hhanced Lag Custom EPG
Segmentation Policy Name
Vhiw VMM Domain On Demand Immediate True native Auto Cos0
Domains (VMs and Bare-Metals) 0
O %
= Domain Type Deployment Resolution Allow Micro- Primary VLAN Port Encap Switching Mode Encap Mode Cos Value Enhanced Lag Custom EPG
Segmentation Policy Name
Vhwan -c22.. VMM Domain On Demand Immediate True 7 native Auto Cos0

Static Primary / Encap VLANSs are
required with intermediary
switching layer such as UCS Fls

cisco / . p//
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ESGs allow control E/W traffic within the Hypervisor

cisco APIC Sahnenany @ °° o o 0

tworking Admin  Operations
LLTENANTS | A T | conon | shar

demc

Integrations

© EPG - 192.168.152.0_24

0

Summary  Policy  Operational  Stats  Health  Faults History
Client Endpoints  Configured Access Policies  Contracts  Controller End-Points  Deployed Leaves
QHeatty @ ©I Y (o}
MAC/IP Endpoint Name Learning Hosting Server Reporting  Interface (learned) Encap €SG Policy Tags
Source Controller
o
. 00:50:56:A178:4 woun-03 i 1023798168 hocdav-01-vc... Pod-1/Node-10V/eth1/32 (eam... vian-1001
192.168.152.21 L
68.152.0_24
| Page 1 | Of1 Obiects Por Page: | 100 Disphning Oblects 1~ 1 0f 1
permit-icmp
EPG o
.
_;cl_ 2 192.168.150,£24 192.168.151.0_24 192.168.152.0_24
o 5 dynamic (‘R,‘§) vlans dynamic (P,S) vlans dynamic (P,S) vlans
5 uED Intra §R0'= Unenforced Intra EPG = Unenforced Intra EPG = Unenforced
v v
cwn

demolnetwork-segments|192.168.152.0_24
A ” Summary  Monitor  Configure  Permissions  Ports  Hosts  VMs
VZAny allows ftyiost-mgmt
e R g Portbinding  Static binding
esxnfrastructurelhost-connectivitylvmotion oy e am
esx-infrastructurelhost-connectivitylvsan VLAN D 1091 —
siftd-managementltt
Recent Tasks Alarms ¥

Host: 10.237.98.148

Ial Host: 10.237.98.145 Fal Host: 10.237.98.146 Fal Host: 10.237.98.147

152.168.150.0.25 | nanic (¢,5) vios Increase in latency from 0.21ms to

- 814ms whilst the change takes
E/W traffic controlled by Intra EPG Policy place a bUt Zero paCKets are
— —I —I \ dropped

.168.151.0_24 | dynamic (P,S) vlans '

pinger

E/W traffic controlled by Intra EPG Policy

1 1 1 1 1 1
192.168.152.0_24 | dynamic (P,S) vlans
=] = = = = = = =
— . — ~

E/W traffic controlled by Intra EPG Policy

ESXi cluster with vmm integration

SR

cisco '&/
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Let's create an EPG matched Security Group...
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Create EPG matched Security Group

Static EPG to ]
ESG mapping

n epg-matched-esg

network-segments

Single security
zone

!al 192.168.151.0_24 !g! 192.168.152.0_24

192.168.150.0_24 192.168.151.0_24 192.168.152.0_24
dynamic (P,S) vlans dynamic (P,S) vlans dynamic (P,S) vlans
Intra EPG = Unenforced Intra EPG = Unenforced Intra EPG = Unenforced

segments

network-

Ial Host: 10.237.98.145 F@I Host: 10.237.98.146 F@I Host: 10.237.98.147 Fal Host: 10.237.98.148

192.168.150.0_24 | dynanic (P,5) vians Open communication between

subnets 192.168.150.0 and
ﬁ ﬁ ﬁ ﬁ ﬁ ﬁ ﬁ ﬁ N 192.168.151.0

E/W traffic controlled by Intra EPG Policy

192.168.151.0_24 | dynamic (P,S) vlans

E/W traffic controlled by Intra EPG Policy NO Communication (Other than

192.168.152.0_24 | dynamic (P,S) vlans VZAny) to SUbnet 1 92 1 681 520

E/W traffic controlled by Intra EPG Policy
1 1 1 1 1 1

L‘V / ESXi cluster with vmm integration
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Create Application Profile for Security Groups

b APC mae -
New Application Profile
| ccone-co for Security Groups

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

ALL TENANTS | Add Tenant | Tenant Search: jascr | common | demo | ssharman | cis

demo .
dem Application Profiles

Create Application Profile

el
CIsco AP‘C
System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

ALL TENAR | AddTenant | Tenant Search | common | demo | ciscolive-07 | ciscolive-08 | ssharman

demo

Application Profiles

Create Application Profile (%]

Name:J epg-matched-security-groups|

Alias:

Description: optiona

s @ epg-matched-security-groups J

Monitoring Policy: | select a value

EPGs

+

Name Alias BD Domain Switching Static Path ~ Static Provided Consumed
Mode Contract Contract
VLAN

Do not cr EP
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Create new ESG for Network Segments

( Enter ESG name ]

T [ —
cisco APIC

Tenants

Endpoint Security Groups common
copy
common
O default
common
Create VRF
**  )omains
Create an EPG Selector [}
EPGs In ESG VRF:
Name
7 uni/tn-demo/ap-network-segments/epg- 192.168.150.0_24

Create Endpoint Security Group

STEP 1 > Identity

Name:f networ

Description: | optional

ESG Admin State:

common.vrf-01

Select the VRF for the ESG
to be applied against

] Create Endpoint Security Group

“group-01~

STEP 2 > Selectors

Tag Selectors:

EPG Selectors:

IP Subnet Selectors:

Create Endpoint Security Group [x]

STEP 3 > Advanced (Optional) 3. Advanced (Optional)

©
Add EPGs

Previous Cancel

7] uni/tn-demofap-netw

Select one or more
EPGs

cisco Lz%o//

Description: | optional

Allow Intra ESG traffic i.e.
permit traffic between EPGs

Finish
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Matched EPGs now classified with a common pcTlag

demo

© EPG - 192.168.151.0_24 (Matg ec| © EPG - 192.168.152.0_24

pcTag: 31

© EPG - 192.168.150.0_24 (Matg] sec]

pcTag: 49157

; s
Name: Name: 192.168.151.0_2) Name: 192.168.152.0
Alias: Alias: Alias:
Description: | optional Description: | optional Description: al

Annotations: () e Annotations: () 4 Annotations: () it

Global Alias: Global Alias: Global Alias:
ct Exception T
QoS class: | Level3 (Default) QoS class: | Level3 (Default) QoS class:

Custom QoS: Custom QoS: | select a value

ect a value

Custom QoS: | select a value

Data-Plane Palicer: Data-Plane Palicer: Data-Plane Palicer:

Intra EPG Isolatic

Preferred Group Member.

Flood in Encapsulation: Flood in Encapsulation: Flood in Encapsulation:

Configuration Status: applied Configuration Status: applied Configuration Status: af

Configuration Issues: Configuration Issues: Configuration Issues:

Label Match Criteria: | AtleastOne Label Match Criteria: | AtleastOne Label Match Criteria: | AtleastOne

Bridge Domain: | 192.168.150.0_24 [l Bridge Domain: | 192.168.151.0_24 [l Bridge Domain: | 192.168.152.0_24 [l

Resolved Bridge Domain:

Resolved Bridge Domain: demo/192.168.15 Resolved Bridge Domain: demo/192.168.151.0_2

Manitoring Policy: |select a v Manitoring Policy: Manitoring Policy:

FHS Trust Control Policy: | select a value FHS Trust Control Policy: FHS Trust Control Policy:

EPG Admin State: EPG Admin State: EPG Admin State:

EPG Contract Master: EPG Contract Master: EPG Contract Master:

Annlication FPGs Annlication FPGs Annlication FPGs
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Let’s add the remaining EPG to the Security Group...
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Add remaining EPG to Single Security Zone

'
P vt -01

permit-icmp

EPG

X
192.168. 150;9124
dynamic (‘P,é‘) vlans
Intra E‘P,G‘= Unenforced

Ping from ubuntu-01 to ubuntu-03

S

R
“t ot = .
o ubuntu-03

192.168.152.21

BD 192.168.152.0_24

192.168.151.0_24
dynamic (P,S) vlans
Intra EPG = Unenforced

192.168.152.0_24
dynamic (P,S) vlans
Intra EPG = Unenforced

Add remaining EPG to
the “network-segments”
security zone

n epg-matched-esg

network-segments

Single security
zone

el
cisco Ap ‘C
System

ALLTENANTS | Add Ter

demo

pinger

Ial Host: 10.237.98.145

Host: 10.237.98.144

192.168.150.0_24 | dynamic (P,S) vlans

R
BE
|

E/W traffic controlled by Intra EPG Policy

192.168.151.0_24 | dynamic (P,S) vlans

=

N

E/W traffic controlled by Intra

i |

vzAny allows ICMP from
“pinger” to all machines

in VRF

///or.‘ﬂfa'_u | dynamic (P,S) vlans

— e

] = =
.

=]

E/W traffic controlled by Intra EPG Policy

Pinging from “pinger” to “ubuntu-01"

Ottty @ O] T
MAC/P

| Page. 1

Learning
Source

Endpoint Name

learned

ubuntu-02
vmm

ot

Pinging from “pinger” to “ubuntu-03"

cisco W/

ESXi cluster with vmm integration

BRKDCN-2984

Hosting Server

10.237.98.166

Summary Policy

Client Endpoints

Reporting  Interface (learned) Encap
Controlier

Name

hx-dav-01-_.  Pod~1/Node~101/eth1/30 (learned.vmm}

Objects Per Poge: 100

e @ OO © @ ©

0

Operational Health Faults History

Contracts Deployed Leaves  Tag Selectors

O

Base EPG Policy Tags

demo:network-

590monts:192 168,151,024

Pinging from “ubuntu-01~ to “ubuntu-03"

ICMP only permitted from ubuntu-01 to ubuntu-
03 after EPG 192.168.152.0_24 is added to the

“network-segments” security zone
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All EPGs now classified with a common pcTlag

© EPG - 192.168.150.0_24 (Matg]

Name:

Alias:

Description: | optional

Annotations: () e

Global Alias:

ct Exception T
QoS class: | Level3 (Default)
Custom QoS: | select a value

Data-Plane Palicer:

Flood in Encapsulation:

Configuration Status: applied
Configuration Issues:
Label Match Criteria: | AtieastOne

Bridge Domain: | 192.168.150.0_24 [l

Resolved Bridge Domain: demo/192.168.15

Manitoring Policy: | select a v

FHS Trust Control Policy: | select a value

EPG Admin State:

EPG Contract Master:

Annlication FPGs

EPG - 192.168.151.0_24 (Matg

Name:

Alias:

Description:

pcTag: 31

192.168.151.0_2)

optional

Global Alias:

QoS class:
Custom QoS:

Data-Plane Palicer:

Flood in Encapsulation:

Configuration Status:
Configuration Issues:

Label Match Criteria
Bridge Domain:

Resolved Bridge Domain:

Manitoring Policy:
FHS Trust Control Policy:
EPG Admin State:

EPG Contract Master:

ect a value

applied

AtleastOne
192.168.151.0_24 [l

demo/192.168.151.0_:

Annlication FPGs

cisco 2

BRKDCN-2984

demo

Alias:

Description:

Global Alias:

QoS class:
Custom QoS:

Data-Plane Palicer:

Flood in Encapsulation:

Configuration Issues:
Label Match Criteria

Bridge Domain:

Resolved Bridge Domain:

Manitoring Policy:
FHS Trust Control Policy:
EPG Admin State:

EPG Contract Master:

© EPG - 192.168.152.0_24 (Mat

pcTag: 31

Name: 192.168.152.0,

Configuration Status: af

AtleastOne

192.168.152.0_24 [l

Annlication FPGs
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What if there is an intermediary switch layer...”
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Define static PVLANSs for VMM Domains

dsco APIC

casco. UCS Manager

System Tenants Fabric

| t Fabric Polici
nventory | abric Policies | Al ) LAN / LAN Cloud / VLANS
Policies
Add PVLANSs to VLANSs
C» Quick Start v LAN UCSM
Spine-201 Spine-202 B Interface Configuration v LAN Cloud Y, Advanced Filter 4 Export % Print
B Switches » Fabric A Name ID
Modules .
- » Fabric B VLAN aci-vds-pvlan-primary-1217 (1217) 1217
B Interfaces
B Policies * QoS System Class VLAN aci-vds-pvlan-isolated-1218 (1218) 1218
— & | and External Domai '
Nysical and external bomains
Leaf-101 Leaf-102

— GRS

Intermediary switch
layer

. 1 ! \
hx-prod-fi-a m m hx-prod-fi-b

p: all-vlans

Descriptioh: | optional

Static PVLAN pairs [
matched on UCS Fls |dk: Dynamic Allocation

) ocks:
. VLAN Range Description Allocation Mode Role
- I I - | | _ I I - | [1217] hx-dev-01-vds-01 primary vlan Static Allocation External or On the wire encapsulations
Hyperflex nodes (hX-dEV-@l-VdS-@l) ? [1218] hx-dev-01-vds-01 isolated vlan Static Allocation External or On the wire encapsulations
[1219] hx-dev-01-vds-01 primary vilan » Static Allocation External or On the wire encapsulations
Domains: + Name v Type
VMware/ucsc-c220m5-vds-01 VMM Domain

Map VLANSs to \7 VMware/hx-dev-01-vds-01 VMM Domain

. VMM Domain(s)
e/ )

CIscoO
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Specity PVLANs for VMM domain

Spine-201

Leaf-101

o ‘ Spine-202
L

Leaf-102

demo

> C» Quick Start

ﬁ demo

- [ Application Profiles
@ epg-matched-security-groups
@ network-segments
- [ Application EPGs
v 8 10.237.99.160_28
B Domains (VMs and Bare-Metals)

> Il EPG Memkbers

/ Y

hx-prod-fi-a m

)

m hx-prod-fi-b

Intermediary switch

layer

> [ Static Ports

Add VMM Domain Association
VMM Domain Profile: | hx-dev-01-vds-01
On Demand

Deploy Immediacy: Immediate

N/

Delimiter:

Enhanced Lag Policy: | select an option

P
Specify static VLANs
for VMM domain

Allow Micro-Segmentation:
Untagged VLAN Access: [

Static

VLAN Mode: Dynamic

Primary VLAN for Micro-Seg: vlan-1217

For example, vlian-1

Secondary VLAN for Micro- vlan-1218

e oo

Hyperflex nodes (hx-dev-01-vds-01)

cisco Lz%o//

Seg: For example, vian-1
Port Binding: ( Dynamic Binding Ephemeral Default Static Binding
2 demolnetwork-segments|10.237.99.160_28 ACTIONS v
Netflow: Disable Enable
Summary Monitor Configure Permissions Ports Hosts VMs Allow Promiscuous: | Rejeft
Port binding  Static binding Forged Transmits: Rejeft
Port allocation Elastic < e

£

Private VLAN Isolated (1217, 1218)

Active Uplinks Order:
Enter IDs of uplinks separated by comma

BRKDCN-2984
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Security across Bridge Domains with ESGSs
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EPG Security vs ESG Security

{ Bridge Domain with 1x Bridge Domain with 1 Bridge Domain with multiple
AC| foundational building blocks: subnet and 1x EPG/vlan subnet and mult|ple subnets and multiple
A Tenant provides an RBAC boundary typically linked to a business s EPGS/VlanS

function o \
« A Is mapped to a single Tenant g}&
e A Brldge Domain is mapped to a Single [ = PERTERT ﬂ 192.168.2.1/24 ﬂ 192.168.3.1/24
« A Bridge Domain provides one or more IP gateways (IP secondary) —
« An EPG is mapped to a single Bridge Domain egnents E bath 161/1/1 - vian-16 E bath 162/1/1 — vian-26 E path 163/1/1 - vlan-30
« An EPG provides network backing and maps to:
« VMM domains + static or dynamic VLAN(s) F P F g
° StatIC path(S) + StaUC \/LAN(S) [ EPG provides Security AR il
« An EPG defines a security boundary on a Bridge Domain across a BD ﬁam!""ﬂ;‘n"fﬁlcatmn
« An EPG allows open communication for endpoints in the EPG, or 1 A
(optionally) blocked communication for endpoints in the EPG ]
» Inter EPG communication requires contracts (typically not required | [z F Sy AeTleien aErees Brdae BeiEdie
when using ESGs) X
« An ESG forms a security boundary on a N
« An ESG allows open communication for endpoints in the ESG, or
(optionally) blocked communication for endpoints in the ESG [ ESGs provides security }
. Inter ESG communication requires contracts gelosirehis

« ESG contracts supersede EPG contracts
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How do you map Endpoints into an ESG...7

cisc W /
o &- BBBBBB -2984 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Select a Design Pattern, then enable Proxy ARP and
map your Endpoints to the ESG...
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Design Patterns

cisco Lq@/

D tn-demo

g vrf-01
ﬂ subnet(s)

ﬂ subnet(s)

Network
Segments

m VLAN

(Security isolation per
Bridge Domain)

m VLAN

(Security isolation per
Bridge Domain)

m VLAN

(Security isolation per

Bridge Domain)

m VLAN

(Security isolation per
Bridge Domain)

Apps
(Optional)

Security isolation across Bridge Domains

EPG and ESG in the “user” Tenant with a

dedicated L3out

ﬂ tn-shared-services
c vrf-01

ﬂ tn-demo

Q vrf-01
ﬂ subnet(s)

ﬂ subnet(s)

Network team controls
inbound/outbound routing

Network
Segments

m VLAN

(Security isolation per
Bridge Domain)

m VLAN

(Security isolation per
Bridge Domain)

m VLAN

(Security isolation per
Bridge Domain)

m VLAN

(Security isolation per
Bridge Domain)

Apps
(Optional)

Security isolation across Bridge Domains

EPG and ESG in the “user” Tenant with a

BRKDCN-2984

Shared L3out
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Design Patterns

{ Network team controls

inbound/outbound routing

ﬂ tn-common
] g common.vrf-01

tn-shared-services

@ vrf-e1 (

ﬂ tn-common

Large subnets can be
| shared across Tenants

/ Network m VLAN

ﬂ subnet(s) ﬂ subnet(s)
m VLAN

(Security isolation per
Bridge Domain)

ﬂ tn-demo ﬂ tn-common
v v
@ common.vrf-01

ﬂ subnet(s) “ subnet(s)
7

Segments (Security isolation per
""" > Bridge Domain)

subnet(s)
Network m VLAN

Segments (Security isolation per
Bridge Domain)

m VLAN

(Security isolation per
Bridge Domain)

m VLAN

(Security isolation per

m VLAN

(Security isolation per
Bridge Domain)

m VLAN

(Security isolation per
Bridge Domain)

m VLAN

(Security isolation per
Bridge Domain)

D tn-test

D tn-demo

m VLAN

(Security isolation per
Bridge Domain)

Bridge Domain)

Network i m VLAN Network
Segmentsg (Security isolation per Segments
Bridge Domain)

=
Apps m—
VLAN

Security isolation across Bridge Domains
(Security isolation per

A 4

Apps

(Optiéanal)
l!u vian g ERRER

(Security isolation per
Bridge Domain)

Security isolation across Bridge Domains
(Endpoints grouped by IP address*)

Bridge Domain)

gy
i EPG in the “common” Tenant with ESG in
“user” Tenant

q E Apps
. Security isolation (Optional) Security isolation ||
across Bridge Domains across Bridge Domaigs
”\\\\

Each Tenant has one or more
endpoint security groups

EPG and ESG in the “user” Tenant with the
VRF in the “common” Tenant

network security groups

{ Each Tenant has one or more

EPG and ESG in the “user” Tenant with the
VRF in the “common” Tenant, and a Shared
L3out in shared-services
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How do you enable Proxy ARP on the Leat Switches...”

Enab“ng “Allow Micro- Segmenta“on Edit VMM Domain Association - VMware/ucsc-c220m5-vds-01

automatically enables Proxy ARP. Depioy mmedicy:
Option in a 100% virtual deployment, use

with or without Intra EPG isolation e Ercettaghocy s s

] Allow Micro-Segmentation: (]
Untagged VLAN Access: []

Immediate

demo vean woce: (R s )

& demolnetwork-segments|192.168.150.0_24 ACTIONS v

Port Binding: ( Dynamic Binding | Ephemeral Static Binding jl
> C» Quick Start Netflow Erable ) Summary  Monitor  Configure  Permissions  Ports  Hosts  VMs
. Allow Promiscuous: | Reject
ﬁ demo Port binding Static binding
Forged Transmits:  Reject
Port allocation Elastic
v [ Application Profiles MAG Ghanges: | Reject VLAN ID 1046
Active Uplinks Order:
@ epg-matched-security-groups Standby Uplinks: : - [ ----------
@ network-segments Custom EPG Name

~ [l Application EPGs

& demolnetwork-seghnents|192.168.150.0_24 ACTIONS v

Name: 192
Alias Summary Monitor Configgre Permissions Ports Hosts VMs
A 4
Port binding Static binding

> 8§ 192.168.150.0_24

> 8 192.168.151.0_24

Description:

> 8 192.168.152.0_24

Port allocation Elastic
Annotations: 9 Private VLAN Isolated (1094, 1095)

Global Alias: @
uSeg EPG: false ¥ | |sssssie /

> [ uSeg EPGs

Enable Intra EPG isolation with

> |l Endpoint Security G

pcTag(sclass): 1639

Proxy ARP if you have a mixed
virtual and physical environment

xception Tag:

Enabling Intra EPG isolation / Allow Micro-

QoS class: Level3 (Default

GCustom Qos: | select a val Segmentation configures PVLANs on the
Data-Plane Policer: | select a value Or-t rou
h Intra EPG Isolation: nenforce p g p
yrwarding Control: b proxy-arg

Proxy ARP is only available
when Intra ESG isolation is
enabled

Flood in

Encapsulatio

- Ol ) Add an Intra EPG ]

Contract

Name Tenant « Contract Type

=l Contract Type: Intra EPG Contract

W / I f permit-any demo Intra EPG Contract]
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Tag vs Static Mapping

requires VRF mapping

MAC Policy Tag

192.168.150.1/24 Q vrf-ol g vrf-ol 192.168.150.0_24
Policy Tag applied to BD Subnet A
(fvSubnet) (optional)

192.168.150.11

00:50:56:95:52:57 | path | vlan

vCenter Tag mapping

Function = ad-service
Tag applied to VM on vCenter
(fvEpVmmMacTagDef)

VM Name = ad-service
VM names read from vCenter
(fvEpVmmMacTagDef)

Policy Tag: Function = ad-service

7 ('FvEpIpTag)

Policy Tag: Function = ad-service
00:50:56:95:52:57 (fvStCEp)
Policy Tag: Function = ad-service >

(fvEpMacTag)

Tag based ESG mapping
uses Key / Value pair

[ Silent hosts Policy Tag
requires EPG mapping

Virtual machine name
mapping

IP Policy Tag requires
VRF mapping

-.--.--.--.--.--.--.--.----f.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.--.lm,--.--.--.--.--.--.--.--.

192.168.150.0_24 Service EPG

192.168.150.11
(fvEPSelector)

Static ESG mapping

cisco Lq@/
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Dynamic Policy Tag matching from vCenter

- @) online-boutique
> [l Application EPGs

System Tenants Fabric Virtual Networking

Kubernetes | Rancher RKE | OpenShift |

OpenStack |

©

VMware

- [ VMware
> @ hx-dev-01-vds-01
@ hx-dev-01-vds-02
| ™ @ ucsc-c220m5-vds-01
= Controllers

[ Custom Trunk Port Groups

- . e s . [ uSeg EPGs
& ubuntu-01| O & @ ACTIONS v
~ [l Endpoint Security Groups
Summary Monitor Configure Permissions Datastores Networks Snapshots , & ad-service
Guest OS: Ubuntu Linux (64-bit) = Contracts
Compatibility: ESXi 6.7 and later (VM version 14
patibfity . ) ¢ ) v [ Selectors
VMware Tools: Running, version:11360 (Guest Managed)
MORE INFO [ Tag Selectors
DNS Name: ubuntu-01 E EPG Selectors
IP Addresses: 192.168.150.21
[ |P Subnet Selectors
L] R L EENE VIEW ALL 2 IP ADDRESSES
Host: 10.237.98.168 [ Service EPG Selectors
LAUNCH REMOTE consoLe @
A & Create ACI Tags to

[ Trunk Port Groups

( Tag Collection runs
every 5 min

Encapsulation: VLAN

Configure Infra Port Groups: [_]

Delimiter:

En: g Collection:

Enable VM folder Data Retrieval O
(Beta):

match vCenter Tags

Access Mode: Read Write Mode

Endpoint Retention Time (seconds): 0

VLAN Pool: | all-vlans(dynamic) 3

Tenant - Policies = Endpoint Tags

I Endpoint Tags

~ [ Endpoint MAC
Bl 00:50:56:41:73:47 - 192.168.151.0_24 (VMM)
E 00:50:56:A1:78:E4 - 192.168.152.0_24 (VMM)

B oo:

:56:A1:83:A5 - 192.168.150.0_24 (VMM)

= Endpoint IP

cisco Lz%a//

on the assigned Category / Tag in vCenter

demo:network-
segments:192.168.150.0_24

J
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Tags “+ee-cey®] Function I '
n order to match a VM Name, please use key __vmm::vmname
Assigned Tag Category Description
I ad-service Function ::
| &
© ESG - ad-service 0
Summary Policy Operational Health Faults History
Client Endpoints Contracts Deployed Leaves Tag Selectors
——
QHeathy & O| T [N
MAC/IP Endpoint Name Learning Hosting Server Interface (learned) Encap Base EPG Policy Tags
Source
' i - learned - 5 : vian-1053(P) demo:network- ubuntu-02
I ~ 00:50:56:A1:73:47 ubuntu-02 e 10.237.98.166 Pod-1/Node-101/eth1/30 (learne vian-1054(S) segments:192.168.151.0 24 ad-service
. demo:network-
192.168.151.21 segments:192.168.151.0_24
learned 5 vian-1017(P) demo:network- ubuntu-03
) 6 -03 ) [} -1/l e~ fi /32 ( 3 / Lol Lo, 1o i s !
" 00:50:56:A1:78:E4 ubuntu-0: i 0.237.98.168 Pod-1/Node-101/eth1/32 (learne vian-1018(S) segments:192.168.152.0 24 S
o demo:network-
192.168.152.21 segments:192.168.152.0_24
L " o
10 o - B = vlan-1081(P) demo:network- ubuntu-01
0.237.98.168 Pod-1/Node-101/eth1/32 (leame... ). _;0ga(s) segments:192.168.150.0 24 ad-service
APIC creates dynamic VMM MAC Tags based




Static Mapping of EPGs to ESGs

ESG Selectors provide similar
functionality to vzAny / Preferred & 210 EPG Selector () demo

Groups EPGs In ESG VRF:
> C» Quick Start > C» Quick Start
Name
I - ﬁ demo FRREEE > I ﬁ demo

- [ Application Profiles uni/tn-demo/ap-network-segments/epg-192.168.151.0_24 - [l Application Profiles

|
™ uni/tn-demo/ap-network-segments/epg-192.168.150.0_24
v

v

uni/tn-demo/ap-network-segments/epg-192.168.152.0_24

> @ epg-matched-security-groups

ESG tied to either the “user” groups

tenant VRF or a VRF in “common” ’/ IP/subnet Selectors can select
3 : endpoints from either the “user”

. Create an IP Subnet Selector /\ tenant VRF or a VRF in “common”
v &3% group-01 : . [ uSeg EPGs

: IP Subnet: [192.168.150.21 |

value

[ Contracts -~ [ Endpoint Security Groups

Description: | optional  LCETTY »
- [l Selectors H W sl ad-service
[ Tag Selectors : : [ Contracts
[ EPG Selectors s : -~ [l Selectors
[ |P Subnet Selectors : [ Tag Selectors
[ Service EPG Selectors - : [ EPG Selectors
Create a Service EPG Selector (<] H
> @ network-segments H [ IP Subnet Selectors
Service EPG: | select an option v @ b .

[ Service EPG Selectors

> @ online-boutique

Description: fedyE1111-1¢
demo/c-any-g-redirect-to-ftdv-04-gig-0-4-n-N1

provider
demo/c-any-g-redirect-to-ftdv-04-gig-0-4-n-N1
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demo “ [ Application EPGs

P 8 s rson Static Policy Tags on APIC

[ Domains (VMs and Bare-Metals)

% demo
I ﬁ > [ EPG Members ) -
~ [l Application Profiles » B Static Ports : l ane
> @ epg-matched-security-groups B Static Leafs ad-service

b @ network-segments Static EndeintS = Fibre Channel (Paths)

> @ online-boutique [ Contracts

~ [ Networking B Static Endpoint

g @ online-boutique

> Application EPGs
> [ Bridge Domains > [ Subnets |

> [l VRFs B L4-L7 Virtual IPs > Il uSeg EPGs
> [l L20uts i L4-L7 IP Address Pool ~ fml Endpoint Security Groups

> [l L30uts v (@) 192.168.150.0_24 v &% ad-service
14

> [ SR-MPLS VRF L30uts DHCP Relay Labels

IP address ranges [ Contracts
> [ Dot1Q Tunnels ND Proxy Subnets
v [ Selectors

> fml Contracts B Subnets
v [ Policies @& 192.168.150.1/24 lm Tag Selectors

> [l Protocol - [ Endpoint MAC B EPG Selectors

Stats Health Faults History
> [ Troubleshooting MAC addresses 00:50:56:A1:73:47 - *

[ P Subnet Selectors

Bckets Policy Tags Resource IDs

> [ Host Protection 00:50:56:A1:73:47 - 192.168.151.0_24 (VMM)

[ Service EPG Selectors
> [ Monitoring 00:50:56:A1:78:E4 - *

AN
Associated Object
> = NetFlow I 00:50:56:A1:78:E4 - 192.168.152.0_24 (VMM)

uni/tn-demo/BD-192.168.151.0_24/subnet-[192.168.151.1/24]
> i VMM

[ Endpoint Tags
> [ Endpoint MAC IP addresses

00:50:56:A1:83:A5 - * :
uni/tn-demo/BD-192.168.150.0_24/subnet-[192.168.150.1/24]

00:50:56:A1:83:A5 - 192.168.150.0_24 (VMM) uni/tn-demo/BD-192.168.152.0_24/subnet-[192.168.152.1/24]
X = Endpoint IP uni/tn-demo/eptags/epiptag-[192.168.150.21]-vrf-01
> [ Endpoint IP . E 192 168.150.21 uni/tn-demo/eptags/epiptag-[192.168.151.21]-vrf-01

> [ Services uni/tn-demo/eptags/epiptag=[192.168.152.21]-vrf-01

B 192.168.151.21

. uni/tn-demo/eptags/epmactag-00:50:56:A1:73:47-(*]
= Security Bl 192.168.152.21

uni/tn-demo/eptags/epmactag-00:50:56:A1:83:A5-[*]

° / uni/tn-demo/eptags/epmactag-00:50:56:A1:78:E4-[*]
CIsco (4 . — - . .
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Selector Precedence

For Switched Traffic:

Precedence Order

Selector

T

Tag Selector (Endpoint MAC Tag)
Tag Selector (Static Endpoint)

Tag Selector (VMM Endpoint MAC Tag)
EPG Selector

For Routed Traffic:

cisco W/

Precedence Order

Selector

T

Tag Selector (Endpoint IP Tag)
IP Subnet Selector (host IP)

Tag Selector (BD Subnet)
IP Subnet Selector (subnet)

Tag Selector (Endpoint MAC Tag)
Tag Selector (Static Endpoint)

Tag Selector (VMM Endpoint MAC Tag)
EPG Selector

BRKDCN-2984 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ESG Contract Matrix

cisco Lz%a//

Source/Destination Source/Destination* Supported
ESG ESG Yes
ESG EPG No**
ESG L3out extEPG Yes
ESG Shared L3out extEPG Yes
ESG Preferred Group No
ESG vzAny Yes

BRKDCN-2984

*includes L4-L7 Service Graphs
**use EPG - ESG mapping
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Policy Tags on BD Subnets (subset of a subnet)

« If only a subset of the BD subnet needs to be A subset of the subnet to ESG A
classified to an ESG, you can configure a BD 1 )
smaller subnet in the same BD with “No . 192.168.1.254/24 Policy Tag

Owner: DevOps

Default SVI Gateway” option.
* No Default SVI Gateway J

Then attach a policy tag to the smaller subnet.

[ EPG ] [ EPG ]
« “No Default SVI Gateway” prevents the 1-1 1-2
additional subnet with this config from being — 1
deployed as an SVI on leaf nodes. __ MAC AT MAC B
. . MAC A2
NQTE' o . . 192.168.1.11
this config still deploys a BD route pointing to spine-
proxy for 192.168.1.0/30. Although this itself doesn’t T_ag Selector
impact any forwarding behavior, it consumes an LPM (K)%ye-rgt‘(’)"rr?%rquals
table entry. | _ | [ ESG A Value: DevOps ]
If many of such configs are expected, consider using IP
subnet selectors instead which doesn’t deploy any < >
routes, hence no impact to the LPM table. A range of IP addresses (_1 _2)

belong to ESG A.
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Tag selector (with BD subnets) or IP Subnet selector?

Tag selector (new) IP Subnet selector (existing)
When non-IP based classifications need to be used When the BD is under tenant common while the
together. EPGs and ESGs are in a user tenant.
» One tag selector can manage endpoints through » Tag selectors match policy tags only within the
different types of criteria (objects) same tenant. Use IP subnet selectors instead.
Policy Tag
Owner: DevOps ~
[ BD 1 JL BD 2 ][ 303 ] [ BD 1 (tn-common) Policy Tag
Owner: DevOps
[EPG][EPG] [EPG][EPG] [EPGW [EPGM (m_OrgA)]
Policy T
1:1 1 I2 271 212 :EI Own%f%ei%ps | ' |
192.168.1.1 192.168.1.11
Tag Selector Tag Selector
[ Key: O f Key: O
L ESG A Operator: Equals L ESG A (tn-OrgA) ' opirator Equals
~ Value: DevOps A Value: DevOps
192.168.1.x, .2.x and MAC A No endpoints from BD 1 (tn-common)
belong to ESG A with one selector. match ESG A (tn-OrgA) via policy tags.
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Policy Tags on endpoint [Ps

« |tis difficult to assign a policy tag on each endpoint directly
because endpoints are dynamically learned and aged out.

BD 1 BD 2
« APIC 5.2(1) introduced a new object (Endpoint IP Tag) to [ 192.168.1.254/24 | [ 192.168.2.254/24 J
represent an endpoint IP address so that policy tags can be 2
assigned and maintained even when the endpoint is not learned [ EPG ] [ EPG [ FPG 2 ]
yet, or even after the endpoint ages out. 1-1 1 ?2 v ,
« By matching a policy tag assigned to an endpoint IP tag, a tag MAC AT ?A9A2?1B68,1_2 e e
selector can classify the specific endpoint IP address to an ESG .
i . MAC A2 Policy Tag
in the same VRF. 192 168.1.11 Owner: DevOps
Guidelines: Kegf%vsvifftor
 The Endpoint IP Tag must be in the same tenant and the same [ £SG A Operator: Equals ]
VRF as the ESG. Value: DevOps
==
Limitations: Only specific IPs (.1.1 and .2.1)
« This only classifies IP addresses, not MAC addresses. See the belong to ESG A.

L2 Traffic Limitation with IP-based selector slide for its impact.
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Policy Tags on endpoint MACSs

« |tis difficult to assign a policy tag on each endpoint directly
because endpoints are dynamically learned and aged out.

BD 1 BD 2
« APIC 5.2(1) introduced a new object (Endpoint MAC Tag) to [ 192.168.1.254/24 J [ 192.168.2.254/24 ]
represent an endpoint MAC address so that policy tags can be e —
assigned and maintained even when the endpoint is not Policy Tag EPG 2
. 1-1 Owne& DevOps
learned yet, or even after the endpoint ages out.
. . . . MAC B
« By matching a policy tag assigned to an endpoint MAC tag, a 192 168.1.2
tag selector can classify the entire endpoint (MAC and VIAG A2
associated IPs) to a given ESG in the same VRF. — em Ea 1
URT . Tag Selector
Guidelines: | Key: Owner
 The Endpoint MAC Tag must be in the same tenant and the [ £SG A Operator: Equals j
same VRF as the ESG. Value: DevOps
==

Endpoint A1 and C along with
their IPs belong to ESG A.
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Policy Tags on VMM endpoint MACSs

« APIC 5.2(1) introduced a new object (VMM Endpoint MAC Tag) to
represent an endpoint MAC address discovered through VMM [ BD 1 J

Integration. 192.168.1.254/24

« APIC will translate some information of VMs through VMM integration [ EPG ] [ EPG ] [ EPG |
into ACI policy tags. 1-1 1-2 1-3 Policy Tag
Supported on 5.2(1): o o i DRI

«  VMware VM name | ’;/'9A2C1B68 -
o (key: __vmm:vmname, value: <VM name>) B
 VMware Tag . MAC A2
« (key: <category>, value: <tag name>) 192.168.1.11
Tag Selector
« By matching a policy tag assigned to a VMM endpoint MAC tag, a tag (K)eyéraot‘(’)"r’?%rquals
selector can classify the entire endpoint (MAC and associated IPs) to [ ESG A v§|ue: DevOps
a given ESG in the same VRF. ~
Guidelines: Endpoint A1 and C along with
« The VMM Endpoint MAC Tag must be in the same tenant and the their IPs belong 10 ESG A,

same VRF as the ESG.
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Policy Tags on Static Endpoint

Essentially the same as Endpoint MAC tags.

APIC allows users to configure policy tags directly on an
existing static endpoint instead of configuring another object
(Endpoint MAC tag) for the same MAC.

If you prefer managing all policy tags for static and non-static
endpoints in one location (Endpoint MAC tag), you can
configure an Endpoint Mac tag for the static endpoint MAC
iInstead of assigning policy tags on static endpoint config.

Guidelines:

The static endpoint with policy tags must be in the same tenant
and the same VRF as the ESG.

Only type silent host is supported.

Configuring policy tags on both static endpoint and Endpoint
MAC tag for the same MAC is not allowed.

cisco Lz%o//

[

BD T BD 2
192.168.1.254/24

192.168.2.254/24

]

EPG EPG | (.
1-1 1-2 Policy Tag 32
r Owner: DevOps

— 1
MAC A1 MAC B
192.168.1.1 192.168.1.2
. MAC A2
192.168.1.11

Tag Selector
Key: Owner

ESG A Operator: Equals

|

BRKDCN-2984

Value: DevOps
=
Endpoint C along with their

IPs belong to ESG A.
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L2 Traffic Limitation with IP-based selectors

« Scenario 1:

- MAC_A is matched by a selector of ESG 1
- IP_A'is _not_ matched by any ESG

. Result:
. Both MAC_A and IP_A are classified to ESG 1

v- Scenario 2:

- MAC_A is matched by a selector of ESG 1
.- IP_Ais matched by a selector of ESG 2

. Result:
. MAC_A is classified to ESG 1
. IP_Ais classified to ESG 2

cisco Lz%o//

. Scenario 3:
- MAC_A is _not_ matched by any ESG
. IP_A is matched by a selector of ESG 2

- Result:

- MAC_Ais _not_ classified to any ESG, and still
belongs to the original EPG.

. IP_A is classified to ESG 2

T

When only IP-based selectors are used, MAC addresses are
not classified to ESGs.

Switching traffic (i.e. within the same subnet) will not use
ESG contracts even if its payload has the IP address
classified to an ESG.

If the two IPs in the same subnet from the same EPG are
classified to different ESGs, those two endpoints can still
talk freely through the MAC and its original EPG.
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Workarounds for L2 Traffic Limitation
Proxy ARP (on all original EPGs)

Proxy ARP makes sure that all traffic from the EPGs will be handled as a routing traffic. This means that all
traffic uses the pcTag of IP. It does no longer matter whether the MAC still belongs to the original EPG.

How to enable Proxy ARP:

« Flood in Encapsulation

There is no functional difference if there is only one VLAN/EPG per BD.
Proxy ARP is enabled automatically when Flood in Encapsulation is enabled.

- Intra EPG Isolation

when all endpoints are classified to ESGs, or when any endpoints that are still in original EPGs should not talk with anyone
even in the same EPG.
Proxy ARP needs to be explicitly enabled on top of Intra EPG Isolation.

- Intra EPG contract

- If you want to set a default rule for communications between any endpoints that are still in original EPGs. If you want to
allow such communications, use permit all contract.
Proxy ARP is enabled automatically when an intra EPG contract is configured for an EPG.

- Allow Microsegmentation for VMM integration
Proxy ARP is enabled automatically when Allow Microsegmentation is enabled on VMM domain association.
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Prepare the fabric for L4-7 Service
nsertion
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ACI| Endpoint Update App (optional

https://dcappcenter.cisco.com/aci-endpoint-update.html

dsco APIC (e

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

Installed Apps | Faults | Downloads

Apps

ELAM Assistant = ACI Endpoint q Nexus Insights Cloud
by Cisct PoN  Update Connector
.‘." s — bv Cise
[Iel? yzu Terfor:ﬂw E;?M(Em;g?de;i Puslhes dynamic endpoint information Nexus Insights Cloud Connector (3.x or
oaie Analyzer Io 8 e)Kon nodes d froth APIC to Secure Firewall ASA and higher) implements Direct Streaming
to capture a single packet at a time an Sequre Firewall Management Center and Nexus Cloud capable telemetry
analyze where the packet goes. functionality. These services perform
backend functions only and do not have
@ @ ‘ ‘ Flrewa"‘lMa’nigerT’]‘erlt Center Overview Analysis Policies Devices Objects Integration ~ Deploy Q_ °€D £+ @ ssharmanv vl cecRE
Objects / Object Managemer
Oo Oo E—
AAA Server . .
Dynamic Objects @ demo X
Access List
Address Pools Name Description Number of Mapped IPs
Application Filters APIC_DEMO_EPG-MATCHED-SECURITY-GROUPS_ESG-... 3 & 7lu
AS Path APIC_DEMO_NETWORK-SEGMENTS_192.168.150.0_24 1 & 7 ;
Cipher Suite List APIC_DEMO_NETWORK-SEGMENTS_192.168.151.0_24 1 A ]
Sommuniyi st APIC_DEMO_NETWORK-SEGMENTS_192.168.152.0_24 1 & 7|

Distinguished Name

DNS Server Group

External Attributes

Dynamic Object

Security Group Tag
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Where should you place your L4~/ devices...”

cisc W /
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‘common” tenant, “shared-services” tenant, or
“workload/user” tenant...
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Virtual firewall deployment

N
cisco AP|C afa]n AP|C
clsco
System Tenants Fabric Virtual Networking
System Tenants Fabric Virtual Networking
ALL TENANTS | AddTenant | Tenant Search: [EINIReIge[eETel ﬂ tn-shared-services . .
tn-ciscolive ALL TENANTS | Add Tenant | Tenant Search: [Elnlelelgelst ol
shared-services
demo
I C» Quick Start I q
» Quick Start
ﬁ shared-services \\b ﬁ
2 demao
B Application Profiles ftdv-04-eth5 'glg'e'z .
vrf: tn-ciscolive ftdv-04-eth5-gig-0-2 Application Profiles
= Networking . q
vrf: tn-ciscolive

= Contracts

= — 4

B Services Imported firewall

Y e
= L4-L7 - =
a Service Graph Templates N -Ftdv-04-eth6-g1g-0- 3 ﬂ tn-demo
v 4 vrf: tn-ssharman ce Graph Templates

= Router configurations

figurations
[ Devices
Bl ftdv-01-eth5-gig-0-2 _F-t d @4
V- >

Bl ftdv-01-eth6-gig-0-3 R
Bl ftdv-01-eth7-gig-0-4 ftdv-e4-eth7-gig-0-4 : Ofeneeo
ftdv-04-eth7-gig-0-4 vrf: tn-demo “olici

vrf: tn-demo

Bl ftdv-02-eths-gig-0-2

B ftdv-02-eth6-gig-0-3

B fiov-02-eth7-gig-0-4 . _ p Imported firewall
B fidv-03-eth5-gig-0-2 VRF aware firewalls defined in “shared-

B ov-03-ethe-gig-0-3 services” and exported to “user” tenants

Bl ftdv-03-eth7-gig-0-4

ver Groups (Beta)

Bl ftdv-04-eths-gig-0-2

B ftdv-04-eth6-gig-0-3

Benefits of virtual firewall / IPS

E ftdv-04-eth7-gig-0-4

e *  One or more virtual firewalls exported to “user” tenants as required
&l Devices Selection Policies « Virtual firewalls used for targeted service insertion
80 Dopioyed Graph Instances « Firewall throughput matches application requirements
[ DNS Server Groups (Beta) . . . .
e « Firewall ruleset reduced to application requirements
B Security «  Firewall security group members pushed/pulled from APIC (where available)
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Step 1: Define the Policy Based Redirect Target

alrae
Cisco

APIC (aci-dev-01)

Tenants

System

Fabric Virtual Networking

| Add Tenant | Tenant Search:

ALL TENANTS

demo ®

Name of redirect
policy

cisco W/ |

» C» Quick Start
ﬁ demo
> [ Application Profiles
> [ Networking
[ Contracts
- [ Policies
- [ Protocol

. B BFD
> [ BFD Multihop
> [ ND RA Prefix
. [ BGP
> [ Custom QoS
> [ Data Plane Policing
> [ DHCP
. [ EIGRP
> [ End Point Retention
> [ External Bridge Group Profiles
> [ First Hop Security
. [ HSRP
> [ IGMP Interface
- [ IGMP Snoop
- [ 1P SLA

[ L4-L7 Policy-Based Redirect

Bl ftav-04-eth7-gig-0-4

Properties

IName

: frdv—o4—eth7—gxg—o—4|

Oper Status:

Enable Pod ID Aware Redirection

Hashing Algorithm

Anvcast Fndgoint

IP address of L4-7
device

Description:

Destination Type:

Rewrite source MAC:
IP SLA Monitoring Policy:

optional

>

O

select an option

: Enabled

Source IP, Destination IP and Protocol number

O
: ( Destination IP Source IP
O
O

-~ P Destination MAC
Name

MAC address of
L4-7 device

eal

I 192.168.156.10

00:50:56:A1:5C:36 I

BRKDCN-2984
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Step 2: Define Service Graph Template and Device

Selection Policy

(
L

Firewall interface a

Domain for the Consumer

nd Bridge

afrafe. (m interface
cisco APIC (a nnector Name: consumer
Al ‘l Cluster Interface: | gig-0-
clsco AP|C (aci-dev-( System Tenants Fabric Virtual Networking \ uster Interface: | gig-0-4 [Y
System Tenants Fabric Virtual Networking ALL TENANTS | AddTenant | Tenant Search: Associated Network: Bridge Domain
ALL TENANTS | AddTenant | Tenant Search: demo T\ Bridge Domain: [192.168.156.0_24 i
aleiE C» Quick Start PBR ta rget Preferred Contract Group: Exclude
a B demo Permit Logging: [_]
» Quick Start
e . B Application Profiles L3 Destination (VIP):
v demo
B Networking L4-L7 Policy-Based Redirect: | ftdv-04-eth7-gig-0-4 2
» [ Application Profiles )
— : Contracts L4-L7 Service EPG Policy: | select an option
Policies
Ba Contracts - Custom QoS Policy: | select a value
Services
B Policies :
q = L4-L7
Se_;-_VICe lGraph & Service Graph Templates F|rewa” |nterface and B”dge
em ate 1 1 outer configuratiol i i
S o Device Selection |t Domain for the Provider
v @ redirect-to-ftdv-04-gig-0-4 Interface nnector Name: provider
@l Imported Devices =, ‘l .
Function Node - N1
Bliee el \ Cluster Interface: | gig-0-4 g
E consumer
04-gig-0-4-N1 . : p
B provider Associated Network: (RElgle[slNBlelnEMN]
E consumer
- Bridge Domain: | 192.168.156.0_24
Consumer Provider E AEULL g - =
e . = . e > Preferred Contract Group: Exclude
ftdv-04-eth... Permit Logging: []
L3 Destination (VIP):
'l‘ L4-L7 Policy-Based Redirect: | ftdv-04-eth7-gig-0-4 =
ftdv-04-eth7-gig-0-4 Information L4-L7 Service EPG Policy: | select an option
Firewall: Routed PBR target Custom QoS Policy: | select a value

Route Redirect: true

cisco M/

BRKDCN-2984
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Step 3: Apply Service Graph to Contract Subject

ﬂ tn-demo

“ ] vrf-01

ad-service

‘ online-
boutique
Service Graph

applied to contract
subject

,—l

permit-to-ad-service

Redirect
(L4-L7 Service Graph)

permit-any

A

E vrf: tn-demo

Any ... :
(unspecified)

ESG provides a contract
“permit-to-ad-service”

| ftdv-04-eth7-gig-0-4

Service Graph is deployed
once the contract is
consumed

Name: redirect
Alias:

All ports specified by the

filter entries are redirected to

the firewall

Description: | optional

Contract Scope }

Global Alias

Global Alias

Apply Both Directions: true
Reverse Filter Ports:

IScope

Name: permit-to-ad-service
Alias:
Filters
: VRF I

Name

Contract Subject
and Filter

Tenant Action

v g3 permit-to-ad-service

B redirect

3

:: permit-any

demo I Permit

redirect

Contract and
Subject

ILA*L? Service Graph: | redirect-to-ftdv-04-gig I 2

BRKDCN-2984

Service Graph }
¥

demo

(C» Quick Start

4 ﬁ demo

> [ Application Profiles

> [l Networking
» [ Contracts
> [l Policies
v [ Services

- [ L4-L7

> [ Service Graph Templates

- [ Router configurations

» [ Devices

> [ Imported Devices

» [ Devices Selection Policies

v [l Deployed Graph Instances

> @ permit-to-ad-service-redirect-to-ftdv-04-gig-0-4-vrf-01
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Each Tenant has their own IP Range

All Tenants

Uk APC

Name Alias ~ Description
System Tenants Fabric Virtual Networking Admin Operations Apps Integrations
ALLTENANTS | Add Tenant rwhitear | sha shared-services L3out and shared devices
All Tenants 3 7
enants aci-infrastructure Nexus Dashboard, MSQO etc
Name Alias - Description Bridge Domains VRFs ciscolive-01 Routable IP range 10.0.11-15.x
sha v L3out and shared devices 0 1

aci-infrastructure

SO etc 1

ciscolive-02 Routable IP range 10.0.21-25.x

ciscolive-01 Routable IP range 10.0.11-15.x 5 1

Routable IP range 10.0.21-25.x 0 y ciscolive-03 Routable IP range 10.0.31-35.x

ige 10.0

IP range 10.0.41

0 ! ciscolive-04 Routable IP range 10.0.41-45.x

Routable IP range 10.0.51-55 x a 1

Routable IP range 10.0.61-65.x 0 1 ciscolive-05 Routable IP range 10.0.51-55.x

Routable IP range 10.0.71-75.x 5 1 . .

ciscolive-06 Routable IP range 10.0.61-65.x
Routable IP range 10.0.81-85.x 5 1
ciscolive-07

Foutebia [P range 192.165.0-5.¢ o ! — Routable IP range 10.0.71-75.x
rwhitear Routable IP range 192.168.10-15.x 6 1 Elulelinl
ngorse Routable IP range 192.168.120-125.x 1 . .

e : ciscolive-08

demo Routable IP range 192.168.150-155.x 3 1 ROutabLS‘ IP range WOOS-I '85.)(
. ) - , N Terraform
fgandola Routable IP range 192.168.151-158.x 1 2

Routable IP range 192.168.20-25.x 6 1
ndsouzar Reutable P range 192.168.30-35.x 6 : ardica Routable IP range 192.168.0-5.x
esx-infrastructure Routable IP range 192.168.4.x 1 0
adealdag Routable IP range 192.168.40-45.x 6 1 I'Whlteal’ ROUtable IP raﬁge 1 921 68 1 O- 1 5.)(
ssharman Routable IP range 192.168.50-56.x 7 1
ot . s ngorse Routable IP range 192.168.120-125.x
movasw: 6 1 1 ¥ Healthy
adossant Routable IP range 192.168.70-75.x [ 1 0 ¥ Healthy
fdagenha Routable IP range 192.168.80-85.x 0 1 0 ¥ Healthy
ylouis Routable IP range 192.168.90-95.x a 1 V] ¥ Healthy

Page 1 of1 Objects Per Page: 100 Displaying Objects 1 - 32 Of 32
Last Login Time: 2022-11-26T07:06 UTC+00:00 Current System Time: 2023-11-26T07:59 UTC+00:00
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Where should you place your L3outs...”
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‘common” tenant, “shared-services” tenant, or
“workload/user” tenant...
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External Connect

D tn-demo

Q vrf-01

ﬂ subnet(s)

ﬂ subnet(s)

Network
Segments

m VLAN

(Security isolation per
Bridge Domain)

m VLAN

(Security isolation per
Bridge Domain)

m VLAN

(Security isolation per
Bridge Domain)

m VLAN

(Security isolation per
Bridge Domain)

Apps
(Optional)

Security isolation across Bridge Domains

Dedicated VRFs and subnets for each
Tenant with Dedicated L3outs

CIscoO

.&/

Vity

ﬂ tn-demo

Q vrf-01

ﬂ subnet(s)

“ subnet(s)

Network
Segments

m VLAN

(Security isolation per
Bridge Domain)

m VLAN

(Security isolation per
Bridge Domain)

m VLAN

(Security isolation per
Bridge Domain)

m VLAN

(Security isolation per
Bridge Domain)

Apps
(Optional)

Security isolation across Bridge Domains

Dedicated VRFs and subnets for each
Tenant with Shared L3out

BRKDCN-2984

NN NN SN NN NS SN NN NS SN N NN EEENENNEEEEEEEEEEEEEEEEEEEEEEEEEER

ﬂ tn-shared-services
Q vrf-01

P NN NN NSNS E NN NN SN E NN NN NN NN NS NN NN NN NN NN NN SN NN NN NN NN NEENEENEEEEEEEEEE

D tn-common
Q common.vrf-01

ﬂ subnet(s)

ﬂ subnet(s)

Network
Segments

m VLAN

(Security isolation per
Bridge Domain)

m VLAN

(Security isolation per
Bridge Domain)

m VLAN

(Security isolation per
Bridge Domain)

m VLAN

(Security isolation per
Bridge Domain)

D tn-demo

Apps
(Optional)

Security isolation across Bridge Domains
(Endpoints grouped by IP address*)

Shared networking with isolated security

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

105




Or even a combined solution...!

Large subnets can be
shared across Tenants

ﬂ tn-shared-services
{ Route leaking between ] - ot
VRFs -
ﬂ tn-common
\ 4
Q common.vrf-01
.......... > subnet(s) P
A
ﬂ tn-demo D tn-test
[ | v v
Networ: 3¢ VLAN Network EPG VLAN
Segmenits (Security isolation per Segments (Security isolation per
Bridge Domain) Bridge Domain)
AEEE LT S
wos © [EH Apps. Workloads can be reassigning to an EPG in
(PR Security isolation (Gpeional) | security dsolation a different tenant, thus allowing workloads
to move between tenants without changing
— _ — _ their IP addresses
EPG and ESG in the “user” Tenant with the
Each Tenant has one or VRF in th?_ commorr]w T(ejnant, and a Shared
more endpoint security 3out in shared-services

. / groups
CISCO e
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Option 1 - Dedicated L3out per Tenant
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De:dicated I__30ut

External Device E E External Device E
/'y /'y ( Bridge Domains set to
L advertise subnet
ﬂ tn-demo
Q vrf-01
\ 4 ﬂ 192.168.150.0_24 ﬂ 192.168.151.0_24 n 192.168.152.0_24
101/1/7 102/1/7 advertise=yes, shared=no advertise=yes, shared=no advertise=yes, shared=no
10.237.99.233/30 10.237.99.237/30
~ 5
55 192.168.150.0_24 192.168.151.0_24 192.168.152.0_24
:5
v O
cwv
< I I |
vrf-01-ospf-area—0.0.0.1
Bridge Domains online-boutique

mapped to L3out

vrf-01-all-ext-subnets

all-services

Contract Consumer

-

IP Address: 0.0.0.0/0

Cont
Scope: External Subnets for the extEPG -

> permit-to-ad-service
(scope = vrf)

I

Contract Provider

Any external
subnet

*arrows indicates direction of traffic flow i.e. from consumer to provider

cisco Lz//&/
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Option 2 - Shared L3out
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Shared L3out Route Leaking

External Device é é External Device :
/'y /'y ( Bridge Domains set to
 alh [EI— Yo | advertise and share subnet

==y == p—-— /
\ 4 ﬂ 192.168.150.0_24 ﬂ 192.168.151.0_24 n 192.168.152.0_24

101/1/7 102/1/7 advertise=yes, shared=yes| |advertise=yes, shared=yes| |advertise=yes, shared=yes
10.237.99.233/30 10.237.99.237/30

192.168.150.0_24 192.168.151.0_24 192.168.152.0_24

0
X
C C
o v
2= =
4+ o
v U
cwn

Route leak

vrf-01-ospf-area—0.0.0.1
between VRFs

online-boutique

vrf-01-all-ext-subnets

all-services

IP Address: 0.0.0.0/1
128.0.0.0/1

Scope: External Subnets for the extEPG
Shared Route Control Subnet

Shared Security Import Subnet
=

Classifier 0.0.0.0/1
and 128.0.0.0/1

*arrows indicates direction of traffic flow i.e. from consumer to provider
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Shared L3out Route Leaking

External Device External Device
A A
ﬂ tn—shar‘ed»ser‘vicefs ﬂ tn-demo
G vrf-01 g vrf-01 ]
. p.168.151.0_24 192.168.152.0_24
shared-services Ext | Pref
Xternal Fremxes es, shared=yes| |advertise=yes, shared=yes
> C» Quick Start
v ﬁ shared-services
> [ Application Profiles 68.151.0_24 192.168.152.0_24
- [l Networking -~ IP Description Greater Tha Target VRF(s)
i Equal (Prefi
. B Bridge Domains Prefix to leak qual ( Target Tenants
ciscolive-07/vrf-01
v [ VRFs common/common.vrf-01
. & vrt-01 SR Unspecified fgandolart-o1
. rwhitear/vrf-01 ne-boutique
[ Multicast ssharman/vrf-01
= Multicast IPv6
ropmmyeagl  Cxternal Prefixes EPG/BD Subnets
> C» Quick Start
> [ External Prefixes ) ﬁ B
€\ EPGIESG Collection for VRF B Application Profiles
- [l Networking ~ P Description oz | 200t Advuerticemen Target VRF(s)
> [ Bridge Domains Subnets to leak 192.168.150.0/24 Target Tenants shared-services/vrf-01
IP Address: 0.0.0.0/1
128.0.0.0/1 v [ VRFs 192.168.151.0/24 True shared-services/vrf-01
v &9 vrf-01 )
Scope: External Subnets for the extEPG B Mutiosst 192.168.152.0/24 True shared-services/vrf-01
Shared Route Control Subnet uiticas
Shared Security Import Subnet [ Multicast IPv6
~ [ Inter-VRF Leaked Routes for ESG
= EPG/BD Subnets ; .
= External Prefixes Brldge Domaln I
&\g EPGIESG Collection for VRF Subnets

*arrows indicates direction of traffic flow i.e. from consumer to provider
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Shared L3out External Contracts

External Device

External Device

A A
ﬂ tn-shared-service

— -0l -—

A 4

101/1/7 102/1/7
10.237.99.233/30 10.237.99.237/30

~
<
o
=2
s
[}
<

vrf-01-ospf-area—0.0.0.1

ﬂ tn-demo

vrf-01

wn
s}
c
[
£
oo
)
)

192.168.150.0_24

advertise=yes, shared=yes

ﬂ 192.168.151.0_24

advertise=yes, shared=yes

n 192.168.152.0_24

advertise=yes, shared=yes

192.168.150.0_24

192.168.151.0_24

192.168.152.0_24

Route leak
between VRFs

Consumed
Contract Interface

Shared Security Import Subnet
=

vrf-01-all-ext-subnets

C

Fprrr e,
"y
LE
-
]
L]

Exported

ontract

]

online-boutique

all-services

Classifier 0.0.0.0/1
and 128.0.0.0/1

IP Address: 0.0.0.0/1 4
128.0.0.0/1
Scope: External Subnets for the extEPG > permit-to-tn-demo-online-boutique >
Shared Route Control Subnet (scope = global, exported = yes)

(scope =

permit-to-tn-demo-online-boutique
global, exported = yes)

Contract Provider

*arrows indicates direction of traffic flow i.e. from consumer to provider

cisco Lz{@/
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Why are we classitying with 0.0.0.0/1 and
128.0.0.0/1..7
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Non dedicated border Leafs

Upstream
network

ACI ) f ACI ACI |

. ) L
7““--T,4,. : ‘..EFEE!!SEESiEFf'-\

: N | :

ACI

L3outs to
external routers

Hyperflex nodes UCS C series servers

Workloads attached
| to border Leafs
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aci-dev-01-apic-01# fabric 101 show ip route vrf ssharman:vrf-01

External Device é é External Device { | ——
i i 0.0.0.0/0, ubest/mbest: 1/0
b 1} *via 10.237.99.234%shared-services:vrf-01, ethl/7, ... rwVnid: vxlan-2129920
H 4 tn-demo 4
-shared- ices™ HENAS 1 .
D tn-share ser'v1cess 3 i .., loutput truncated w Default rOUte via Shared_
% o, Q vrf-e1 (2555904) T .
| vrf-ol (2120920] %, services:vrf-01
i o"' i '.......
101/1/7 102/1/7
10.237.99.233/30 “z 10.237.99.237/30 '"-n..“
’.. Bk T shared services.vrf-01-all-ext-subnets (e Lpdaies)
| .."l | (gtope.f,global, imported = yes) —
e . il B B
vrf-01-ospf- area—e 0.9 1

.
.....
0
e,
L
"
"
-.....
Ly
L

Route leak
between VRFs

<f Traffic routed via the external network
allows communication between

IP Address: 0.0.0.0/0

Scope: External Subnets for the extEPG
Shared Route Control Subnet

shared-services.vrf-81-all-ext-subnets|$

(scope = global, exported =

yes) shared-services.vrf-01-all-ext-subnets

Shared Security Import Subnet

. D tn-ssharman
L

-— ..v'r'f'-éi'(soum_

\____horoutes or contracts in place

workloads in different Tenants despite

global, imported = yes)

aci-dev-01-apic-01# fabric 101 show ip route vrf shared-services:vrf-01

0.0.0.0/0, ubest/mbest: 1/0
*via 10.237.99.234, ethl/7, ... ospf-default, type-2, tag 1
10.237.99.160/28, ubest/mbest: 1/0, attached, direct, pervasive

0.0.0.0/0, ubest/mbest: 1/0
*via 10.237.99.234%shared-services:vrf-01, ethl/7, ... rwVnid: vxlan-2129920

foutput truncated —~ Default route via shared-

*via 10.1.176.66%overlay-1, ... static, tag 4294967292, rwVnid: vxlan-2555904
10.237.99.176/28, ubest/mbest: 1/0, attached, direct, pervasive
*via 10.1.176.66%overlay-1, ... static, tag 4294967292, rwVnid: vxlan-3047426
L‘-{/ / Default route to external network,
cisco (A4 routes to Tenant subnets via overlay-1

services:vrf-01
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External Device E

aci-dev-01-apic-01# fabric 101 show ip route vrf ssharman:vrf-01

0.0.0.0/0, ubest/mbest: 1/0

*via 10.237.99.234%shared-services:vrf-01, ethl/7, . rwVnid: vxlan-2129920

[ T

loutput truncated

Default route via shared-

services:vrf-01

K A
_.‘ “’ D tn-demo !
D tn—shar‘ed—ser‘vice:s'-‘ HEAS
Y - W | vrf-o1 (2555904)
Q vrf-e1 (2129920] .,
101/1/7 ", 102/1/7
10.237.99.233/30 - 10.237.99.237/30 .'"-..“ |

hEL e g

permit-to-tn-demo

| "4

(gtope.f,global

exported =

Route leak
between VRFs

<f Traffic routed via the external network
allows communication between

workloads in different Tenants despite

LY
“y
o,
ay
........
“y
..-.,_.. D tn-ssharman
b,

\_ no routes or contracts in place

-— P (3047426,
IP Address: 0.0.0.0/0 permit-to-tn-demo
(scope = global, imported = yes)
Scope: External Subnets for the extEPG | > permit-to-tn-ssharman
S:areg Route.Control SubnEt permit-to-tn-ssharman (scope = global, exported = yes)
Shared Security Import Subnet (scope = global, imported = yes)

aci-dev-01-apic-01# fabric 101 show ip route vrf shared-services:vrf-01

0.0.0.0/0, ubest/mbest: 1/0
*via 10.237.99.234, ethl/7,

*via 10.1.176.66%overlay-1,

*via 10.1.176.66%overlay-1,

. ospf-default, type-2, tag 1
10.237.99.160/28, ubest/mbest: 1/0, attached, direct, pervasive

. static, tag 4294967292, rwVnid: vxlan-2555904
10.237.99.176/28, ubest/mbest: 1/0, attached, direct, pervasive

. static, tag 4294967292, rwVnid: vxlan-3047426

cisco Lz{@/

0.0.0.0/0, ubest/mbest: 1/0
*via 10.237.99.234%shared-services:vrf-01, ethl/7,

. rwVnid: vxlan-2129920

!
loutput truncated

Default route via shared-

Default route to external network,

routes to Tenant subnets via overlay-1

BRKDCN-2984

services:vrf-01

~=
\

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 116



Let’s understand what’'s happening...
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First, we need the ClassID or pcTag of the extEPG...
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Get Class ID of the External EPG

aci-dev-01-apic-01# moq

uery -c 13extInstP -f 'l3ext.InstP.name=="all-external-subnets"' | egrep "“name|~pcTag|~dn|~scope"

|

in the GUI

name : all-external-subnets
dn : uni/tn-shared-services/out-shared-services.vrf-01l-ospf-area-0.0.0.1/instP-all-external-subnets
nameAlias : PcTag Category Name PcTag Range
pcTag : 41
pcTagAllocSrc : idmanager : _
scope 212990 | ———__—  shared-services:vrf-01 Sysiem s
extEPG uses VXLAN Encap Global 16-16385
2129920 and pcTag 41
Local (to VRF) X~ 16386-65535
extEPG uses a pcTag from
the Global range
Summary Dashboard Policy Operational Stats Health Faults History
Endpoints Flows Packets Policy Tags Resource IDs
Bridge Domains VRFs EPGs ESGs L30uts External Netwo| s (Bridged)
© Healthy o
~ EPG Name EPG Alias Class ID Scope
P| all-external-subnets 41 2129920 ( Resource lDS are VlSIble
N

cisco W/

BRKDCN-2984
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Get VRF scopes and Class IDs

aci-dev-01-apic-01# show vrf vrf-01 detail | grep shared- -B 4 -A 1

VRF Information:

Tenant VRF VXLAN Encap Policy Enforced Policy Tag | Consumed Contracts Provided Contracts Description
shared- vrf-01 2129920 enforced -
services- shared-services:vrf-01 uses

VXLAN Encap 2129920 and
pcTag 46

aci-dev-01-apic-01# show vrf vrf-01 detail | grep demo -B 4 -A 1

VRF Information:
Tenant VRF

VXLAN Encap Policy Enforced Policy Tag | Consumed Contracts Provided Contracts

2555904

Description

enforced

demo:vrf-01 uses VXLAN
Encap 2555904 and

aci-dev-0l-apic-01# show vrf vrf-01 detail | grep ssharman -B 4 A 1

PcTag Category Name PcTag Range

System 1-15

Global

Local (to VRF) \

16-16385
16386-65535

a pcTag from the Global

shared-services:vrf-01 uses

pcTag 49153 fangde
VRF Information:
Tenant VRF VXLAN Encap Policy Enforced Policy Tag | Consumed Contracts Provided Contracts Description
ssharman vrf-01 3047426 enforced 49153 = 7 ™
— demo:vrf-01 uses VXLAN
T— Encap 3047426 and
Summary Dashboh pcTag 49153 /) Stats Health Faults History
Endpoints Flows Packets Policy Tags Resource IDs
Bridge Domains VRFs * EPGs ESGs L30uts External Networks
Class ID Segment ID Scope . .
R 9 P Resource IDs are visible
46 2129920 2129920 in the GUI

cisco M/
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Let’'s check the VRF zoning-rules...
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Check the zoning rules for the shared VRF extEPG

aci-dev-01-apic-01# fabric 101 show zoning-rule scope 2129920 src-epg 41

"""""""""""""""""""""""""""""""""" SrcEPG /DstEPG 41 = VRF extEPG ClassID
+---mmm - +-------- +-------- e e L E T e Fo-mmm - +
| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operst | Scope |
e +-------- +-------- e L e +---mm - +
e +-------- +-------- e L e +---mm - +

Hmmmmmmm o Hmmmmm - Hmmmm e Hmmmmmmm - fmmmmmmm e Hmmmmmmm o Hmmmm - +
| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operSt | Scope |
Hmmmmmm o Hmmmmmm-- Hmmmm - Hmmmmmm—m-- Hmmmmmmmmmm—m— e Hmmmmmmmm Hmmmmmm +
Hmmmmmm o Hmmmmmm-- Hmmmm - Hmmmmmm—m-- Hmmmmmmmmmm—m— e +

There are no zoning rules to the
extEPG, so how is anything
communicating...?
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Check the zoning rules for the shared VRF

aci-dev-01-apic-01# fabric 101 show zoning-rule scope 2129920 src-epg 46

+ - ommmmmmm o +
| Rule ID | SrcEPG | DstEPG | FilterID | Dir operSt | Scope |
ommm mmmmmmm - oo - ommmm o +
| 4359 | 46 | 14 | implicit | uni-dir | enabled | 2129920 |
| 4293 | 46 0 | default | uni-dir | enabled | 2129920

ommm mmmmmmm - oo - ommmm o +

SrcEPG /DstEPG 46 = VRF ClassID

There are zoning rules

to the VRF

---------------------------------------------------------------- (Output truncated)

Node 101 (aci-dev-01-leaf-101)

Hmmmmm o Hmmm - Hmmmm - Hmmm - - Hmmm - Hmmm - - Hmmmm - Hmmmmmmm e +

| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operSt | Scope | Name | Action | Priority |

Hmmmmm o Hmmm - Hmmmm - Hmmm - - Hmmm - Hmmm - - Hmmmm - Hmmmmmmm e +

Hmmmmm o Hmmm - Hmmmm - Hmmm - - Hmmm - Hmmm - - Hmmmm - Hmmmmmmm e +

cisco W-/ BRKDCN-2984 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Check the zoning rules for the shared VRF and extEPG

aci-dev-01-apic-01# fabric 101 show zoning-rule scope 2129920 src-epg 46 .
-------------------------------------------------------- DstEPG 14 = all EPGs/ESGs which

Node 101 i-dov-01-loaf_-101) .

Node 101 (aci ) are consumers of shared services

o -] SICEPG /DStEPG 46 = VRF ClassiD |~ T e — .

| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operSt | Scope | Action | Priority |
dmmmmmmme Ao Ao 4o mm e dmmmmmmme e 4o m T s P - T o e +

| 4359 | 46 | 14 | implicit | uni-dir | enabled | 2129920 | permit_override | src_dst_any(9) |

| 4293 | 46 | o | default | uni-dir | enabled | 2129920 | permit | shsrc_any_any perm(11) |
dmmmmmmme e e e dmmmmmmme e o m T T e s e +
aci-dev-01-apic-01# fabric 101 show zoning-rule scope 2129920 dst-epg 46

Node 101 (aci-dev-01-leaf-101)

dmmmmmmme e e e - e 4 4 4o Hmmmm e +

| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operSt | Scope | Name | Action | Priority |

dmmmmmmme e e e - e 4 4 4o Hmmmm e +

dmmmmmmme e e e - e 4 4 4o Hmmmm e +

aci-dev-0l1-apic-01# fabric 101 show zoning-rule scope 2129920 src-epg 41

Node 101 (aci-dev-@1-leaf-1021)
o o | SICEPG /DStEPG 41 = extEPG [~ , e e e .
| Rule ID | SrcEPG | DstEPG | FilterID | Dir [operst | Scope | Name Action Priority
ommmmmm - e 4 Hmmmmmm o T T 4o Hommmm e m e e o o m e +
ommmmmm - e 4 Hmmmmmm o T T 4o Hommmm e m e e o o m e +
aci-dev-0l1-apic-01# fabric 101 show zoning-rule scope 2129920 dst-epg 41

Node 101 (aci-dev-01-leaf-101)
ommmmmm - e 4 Hmmmmmm o T T 4o Hommmm e m e e 4o oo +

| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operst | Scope | Name | Action | Priority
ommmmmm - e 4 Hmmmmmm o T T 4o Hommmm e m e e 4o oo +
ommmmmm - e 4 Hmmmmmm o T T 4o Hommmm e m e e 4o oo +

BRKDCN-2984
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Why are there no zoning rules for the extEPG...7

cIsco W / . R |
s BRKDCN -2984 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 125



Setting a scope of 0.0.0.0/0 triggers “system” pcTag 15

aci-dev-01-apic-01# fabric 101 show zoning-rule scope 2129920 src-epg 15

SrcEPG /DstEPG 15 = system classifier ]
Hommmmmmes M I b N Hommmmmes . Hommmo Hommmmms N for all remote subnets
| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operSt | Scope | Name | Action | Prrorrey—
Hmmmmmmmm - tmmmm - tmmm - Hommmmm - +--m-- - m - - +mmm-- - Hmmmmm - +
Hmmmmmmmm - tmmmm - tmmm - Hommmmm - +--m-- - m - - +mmm-- - Hmmmmm - +

Hmmmmmmm o Hmmmmm - Hmmmm e Hmmmmmmm - Hmmmmmmm o Hmmmmmmm o Hmmmmmmm o +
| Rule ID | SrcEPG | DstEPG | FilterID | Dir operSt | Scope |
Hmmmmmm o Hmmmmmm-- Hmmmm - Hmmmmmm—m-- Hmmmmmm——- Hmmmmmmmm- Fmmmmmmmm- +
| 4370 | o | 15 | default | uni-dir | enabled | 2129920 |
| 4498 | o | 15 | implicit | uni-dir | enabled |
Hmmmmmm o Hmmmmmm-- Hmmmm - Hmmmmmm—m-- Hmmmmmm——- Hmmmmmmmm- +

2129920 | X
————————— +
| Output truncated

cisco W/

BRKDCN-2984

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

126



Setting a scope of 0.

0.0.0/0 triggers “system” pclTag 15

aci-dev-01-apic-01# fabric 101 show zoning-rule scope 2129920 src-epg 15

4ommmmmee Hmmmmmme- Hmmmmmme Hmmmmmmmee- 4omme- Hmmmmmme Hmmmmm e Hmmmm - +--
| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operSt | Scope | Name | Action | Priority |
4ommmmmee Hmmmmmme- Hmmmmmme Hmmmmmmmee- 4omme- Hmmmmmme Hmmmmm e Hmmmm - +--
4ommmmmee Hmmmmmme- Hmmmmmme Hmmmmmmmee- 4omme- Hmmmmmme Hmmmmm e Hmmmm - +--

15 | default
| implicit | uni-dir | enabled | 2129920 |

| uni-dir | enabled | 2129920 |

pcTag 15 is a “system” pcTag which is triggered when 0.0.0.0/0 is used
for the external subnet classifier.

When 0.0.0.0/0 is configured, the source class is set to the VRF Class ID

shared-services:shared-services.vrf-01-all-ext-subnets | permit | any_dest_any(16) |
| deny,log | any_vrf_any deny(22) |

cisco Lzﬁo//
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Let’s check the target tenants zoning rules...

cIsco W / . _—
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Check the zoning rules for the demo VRF

aci-dev-@1-apic-01# fabric 101 show zoning-rule scope 2555904 src-epg 46 SrcEPG = shared services VRF
---------------------------------------------------------------- DstEPG = all EPGs/ESGs which are consumers of shared services
Node 101 (aci-dev-01-leaf-101)

4ommmmmee Hmmmmmme- Hmmmmmme Hmmmmmmmee- e Hmmmmmmme Hmmmmmmme Lt T T LT TPy Hmmmm e +

| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operSt | Scope | Name Priority |

4ommmmmee Hmmmmmm e Hmmmmmm e Hmmmmmmme e Hmmmmmmme Hmmmmmmm m e 4mmmmmm - Hmmmm e +

| 4263 | 46 | @ | default

SrcEPG = shared services VRF

dmmmmmmme e e e - e 4 4 4o Hmmmm e +
| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operSt | Scope | Name | Action | Priority | DstEPG = all EPGs/ESGs (vzAny)
dmmmmmmme e e e - e 4 4 4o Hmmmm e +
dmmmmmmme e e e - e 4 4 4o Hmmmm e +
aci-dev-01-apic-01# fabric 101 show zoning-rule scope 2555904 src-epg 15
Node 101 (aci-dev-01-leaf-101)
dmmmmmmmee s e Hmmmmmmm o ----- 4 4 4o 4o 4o +
| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operSt | Scope | Name | Action | Priority |
dmmmmmmmee s e Hmmmmmmm o ----- 4 4 4o 4o 4o +
dmmmmmmmee s e Hmmmmmmm o ----- 4 4 4o 4o 4o +
aci-dev-@1-apic-01# fabric 101 show zoning-rule scope 2555904 dst-epg 15 SrcEPG = vzAny

---------------------------------------------------------------- DStEPG = all extEPGs with 0.0.0.0/0

0 | 15 | default | uni-dir | enabled | 2555904 | shared-services:shared-services.vrf-01-all-ext-subnets | permit | any_dest_any(16) |
| 15 | implicit | uni-dir | enabled | 2555904 | | deny,log | any_vrf_any_deny(22)

aci-dev-0l-apic-01#

ci1sco / &‘/
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Check the zoning rules for the demo VRF

aci-dev-01-apic-01# fabric 101 show zoning-rule scope 2555904 dst-epg 14

4ommmmmee Hmmmmmme- Hmmmmmme Hmmmmmmmee- 4omme- Hmmmmmme Hmmmmm e +
| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operSt | Scope |
4ommmmmee Hmmmmmme- Hmmmmmme Hmmmmmmmee- 4omme- Hmmmmmme Hmmmmm e +
4ommmmmee Hmmmmmme- Hmmmmmme Hmmmmmmmee- 4omme- Hmmmmmme Hmmmmm e +

There is no zoning rule for DstEPG 14 in
---------------------------------------------------------------- the consumer tenant, instead the zoning
rules reflect the correct DstEPG

4oimmimoimio- doimimimimimoi Hoimimmimimioi- ommimimimimi=i=i= 4-o-c S S S R S S S S S 4oimoimi= i 4 i=mimimimimimimimimlmimimimimmimi=m == = +
| Rule ID | SrcEPG | DstEPG | Filt operSt | Scope | Name | Action | Priority |
4oimmimoimio- doimimimimi=oi= R —crr 4ommimmoimo omimisisimi=i=s doimisi=ii=i=i=i= e e S e S S 4oimmmimi= i 4 i=mi=imi=imimimimi=l=i=i=i=i=i=i=i=i= == = = +
| 4263 | 46 | o | default | uni-dir | enabled | 2555904 | shared-services:shared-services.vrf-@1-all-ext-subnets | permit | shsrc_any_any perm(11) |
4oimmimoimio- doimimimimimoi Homimmimioioi- ommimimimimi=i=i= 4ommooimo ooioisisimimio dhoisimimisimi=i=i= =/ ol ol Sl e oo oo oo oo o oo s il =il =il = 4oimmimi= i 4 immimimimimimimimimlmimimimimmimmm == = +

4oimmimoimio- doimimimimimoi Hoimimmimimioi- ommimimimimi=i=i= 4o Hoimmoimiooi 4omoimimi 4omimimio doimimisimimi=i= 4 oisimisisimimi=i=is 4
| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operSt | Scope | Name | Action | Priority |
4ocmimmoimo- doimmimimimoi 4ommoimioo oimoimimoimimi=s 4o oo 4omoimimo 4omimimims doimimisimi=i=i= 4 oimimimimimimi=i=is 4
fomommmme= fommmmee- fommmome= fommmmmooe= oo fomommme= fomomme= fommme= focmooees fommmmeo=eo +

ci1sco / &‘/
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How should we resolve the unexpected
communication...”
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External Device E

aci-dev-01-apic-01# fabric 101 show ip route vrf ssharman:vrf-01

"
LL o

(software updates)

0.0.0.0/0, ubest/mbest: 1/0
b 1{ *via 10.237.99.234%shared-services:vrf-01, ethl/7, . rwVnid: vxlan-2129920
D = L D tn-demo :
-shared- ices™ HENAS :
tn-shared-services?, R (BUREPLE e A w Default route via shared-
% o, Q vrf-e1 (2555904) T .
Nl vr-o1 (2120920] L services:vrf-01
i o"' i '.......
101/1/7 102/1/7
10.237.99.233/30 - 10.237.99.237/30 .""-..“

| 03

| "4

shared services.vrf-01-all-ext-subnets
] (gtope.f,global, imported =

yes)

M vl Bl B

Change the mask
in the extEPG

Route leak
between VRFs

Communication blocked between
workloads in different Tenants

",
.
.
........
..
Traal ) D tn-ssharman

IP Address: 0.0.0.0/1

vay

-— ..v'r'f'-éi'(soum_

128.0.0.0/1

Scope:

External Subnets for the extEPG
Shared Route Control Subnet

(scope

global, exported

shared-services.vrf-01-all-ext-subnets|¥
= yes)

shared-services.vrf-01-all-ext-subnets

Shared Security Import Subnet

(scope =

global, imported

= yes)

aci-dev-01-apic-01# fabric 101 show ip route vrf shared-services:vrf-01

0.0.0.0/0, ubest/mbest: 1/0
*via 10.237.99.234, ethl/7, . ospf-default, type-2, tag 1
10.237.99.160/28, ubest/mbest: 1/0, attached, direct, pervasive

*via 10.1.176.66%overlay-1, . static, tag 4294967292, rwVnid: vxlan-2555904
10.237.99.176/28, ubest/mbest: 1/0, attached, direct, pervasive

*via 10.1.176.66%overlay-1, . static, tag 4294967292, rwVnid: vxlan-3047426

cisco Lz{@/

Default route to external network,
routes to Tenant subnets via overlay-1

0.0.0.0/0, ubest/mbest: 1/0
*via 10.237.99.234%shared-services:vrf-01, ethl/7,

. rwVnid: vxlan-2129920

loutput truncated

Default route via shared-
services:vrf-01

~=
\
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External Device E

aci-dev-01-apic-01# fabric 101 show ip route vrf ssharman:vrf-01

0.0.0.0/0, ubest/mbest: 1/0
*via 10.237.99.234%shared-services:vrf-01, ethl/7,

. rwVnid: vxlan-2129920

loutput truncated

Default route via shared-
services:vrf-01

permit-to-tn-demo

exported =

Change the mask
in the extEPG

K A
_.‘ “’ D tn-demo
D tn—shar‘ed—ser‘vice:s'-‘ HEAS
Y - W | vrf-o1 (2555904)
W vrf-e1 (2129920] *, e,
101/1/7 ", 102/1/7
10.237.99.233/30 10.237.99.237/30 .'"'n.__ |
* o "-.I
I u,..l | (gtope.f.global
vrf-01-ospf- area—e 0.9 1
Route leak

between VRFs

Communication blocked between
workloads in different Tenants

LY
“y
o,
ay
........
“y
..-.,_.. D tn-ssharman
b,

N -— P (3047426,
IP Address: 0.0.0.0/1 permit-to-tn-demo
128.0.0.0/1 (scope = global, imported = yes)
Scope: External Subnets for the extEPG | >
S:areg Route.Control SUbnEt permit-to-tn-ssharman (scope =
Shared Security Import Subnet (scope = global, imported = yes)

permit-to-tn-ssharman
global, exported = yes)

aci-dev-01-apic-01# fabric 101 show ip route vrf shared-services:vrf-01

0.0.0.0/0, ubest/mbest: 1/0
10.237.99.160/28, ubest/mbest:

10.237.99.176/28, ubest/mbest:

*via 10.237.99.234, ethl/7,
*via 10.1.176.66%overlay-1,

*via 10.1.176.66%overlay-1,

. ospf-default, type-2, tag 1
1/0, attached, direct, pervasive

. static, tag 4294967292, rwVnid: vxlan-2555904
1/0, attached, direct, pervasive

. static, tag 4294967292, rwVnid: vxlan-3047426

cisco Lz{@/

Default route to external network,
routes to Tenant subnets via overlay-1

0.0.0.0/0, ubest/mbest: 1/0
*via 10.237.99.234%shared-services:vrf-01, ethl/7,

. rwVnid: vxlan-2129920

loutput truncated

Default route via shared-
services:vrf-01

~=
\
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S0, what's changed...”
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Get VRF scopes and Class IDs

aci-dev-01-apic-01# show vrf vrf-01 detail | grep shared- -B 4 -A 1

VRF Information:
Tenant VRF VXLAN Encap Policy Enforced Policy Tag | Consumed Contracts Provided Contracts Description PcTag Category Name PcTag Range
shar‘?d- vrf-01 2129920 enforced 16386 - System 1-15
services-
Removing 0.0.0.0/0 from Global 16-16385
aci-dev-01-apic-01# show vrf vrf-01 detail | grep demo -B 4 -A 1 h
xtEPG chan h
£l @R elelgs i Local (to VRF) 16386-65535
VRF Information: pcTag to a local value
Tenant VRF VXLAN Encap Policy Enforced Policy Tag | Consumé Description
demo vrf-01 2555904 enforced 49153 - -
aci-dev-0l-apic-01# show vrf vrf-01 detail | grep ssharman -B 4 A 1
VRF Information:
Tenant VRF VXLAN Encap Policy Enforced Policy Tag | Consumed Contracts Provided Contracts Description
ssharman vrf-01 3047426 enforced 49153 = =
Summary Dashboard Policy Operational Stats Health Faults History
Endpoints Flows Packets Policy Tags Resource IDs
Bridge Domains VRFs EPGs ESGs L30uts External Networks (Bridged)
o x X
Class ID Segment ID Scope
16386 2129920 2129920

cisco W/
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Get Class ID of the External EPG

aci-dev-01-apic-01# moq

uery -c 13extInstP -f 'l3ext.InstP.name=="all-external-subnets"' | egrep "“name|~pcTag|~dn|~scope"

|

in the GUI

name : all-external-subnets
dn : uni/tn-shared-services/out-shared-services.vrf-01l-ospf-area-0.0.0.1/instP-all-external-subnets
nameAlias : PcTag Category Name PcTag Range
pcTag : 41
pcTagAllocSrc : idmanager : _
scope 212990 | ———__—  shared-services:vrf-01 Sysiem s
extEPG uses VXLAN Encap Global 16-16385
2129920 and pcTag 41
Local (to VRF) X~ 16386-65535
extEPG uses a pcTag from
the Global range
Summary Dashboard Policy Operational Stats Health Faults History
Endpoints Flows Packets Policy Tags Resource IDs
Bridge Domains VRFs EPGs ESGs L30uts External Netwo| s (Bridged)
© Healthy o
~ EPG Name EPG Alias Class ID Scope
P| all-external-subnets 41 2129920 ( Resource lDS are VlSIble
N

cisco W/
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Check the zoning rules for the shared VRF

aci-dev-01-apic-01# fabric 101 show zoning-rule scope 2129920 src-epg 16386

SrcEPG /DstEPG 16386 = VRF ClassID

>
There are now no
L zoning rules to the VRF
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Check the zoning rules for the shared VRF extEPG

aci-dev-01-apic-01# fabric 101 show zoning-rule scope 2129920 src-epg 41

+ + Hmmmmmmm o Hmmmm - +
| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operst | Scope |
Hmmmmmm o Hmmmmmm-- Hmmmmm Hmmmmmmmm - Hmmmmmmmmmm—m—m - Hmmmmmmmm Hmmmmmm +
| 4301 | 41 | 14 | implicit | uni-dir | enabled | 2129920 |
| 4466 | 41 0 | default | uni-dir-ignore | enabled | 2129920 |
Hmmmmmm o Hmmmmmm-- Hmmmmm Hmmmmmmmm - Hmmmmmmmmmm—m—m - Hmmmmmmmm Hmmmmmm
aci-dev-01-apic-01# fabric 101 show zoning-rule scope 2129920 dst-epg 41

Node 101 (aci-dev-01-leaf-101)
Hmmmmmm o Hmmmmmm-- Hmmmm - Hmmmmmm—m-- Hmmmmmmmmmm—m— e Hmmmmmmmm Hmmmmmm +
| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operSt | Scope |
Hmmmmmm o Hmmmmmm-- Hmmmm - Hmmmmmm—m-- Hmmmmmmmmmm—m— e Hmmmmmmmm Hmmmmmm +
| 4487 | o | 41 | default | bi-dir | enabled | 2129920
Hmmmmmm o Hmmmmmm-- Hmmmm - Hmmmmmm—m-- Hmmmmmmmmmm—m— e Hmmmmmmmm Hmmmmmm +

SrcEPG /DstEPG 41 = VRF extEPG ClassID

Output truncated

BRKDCN-2984

There are now zoning rules to the
extePG
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Do not use 0.0.0.0/0 in route leaking design...!

cIsco W / . _—
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Check the zoning rules for the shared VRF and extEPG

aci-dev-01-apic-01# fabric 101 show zoning-rule scope 2129920 src-epg 16386

4ommmmmee Hmmmmmme- Hmmmmmme Hmmmmmmmee- e Hmmmmmmme Hmmmmmmme T T T T DT P PP Hmmmmmmmmmeeeeee Hmmmm e +
| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operSt | Scope | Name Action Priority

4ommmmmee Hmmmmmme- Hmmmmmme Hmmmmmmmee- e Hmmmmmmme Hmmmmmmme T T T T DT P PP Hmmmmmmmmmeeeeee Hmmmm e +
4ommmmmee Hmmmmmme- Hmmmmmme Hmmmmmmmee- e Hmmmmmmme Hmmmmmmme Hmmmmme e e +

SrcEPG = extEPG
DstEPG = all EPGs/ESGs which are consumers of shared services

pcTag 14 allows traffic from the provider to the
consumer without the “policy applied bit” set

---------------------------------------------------- T e T
| Action | Priority |
--------- T T Lt TP
| 4301 | 41 | 14 | implicit | uni-dir | enabled | 2129920 | | permit_override | src_dst_any(9) |
| 4466 | 41 | o | default | uni-dir-ignore | enabled | 2129920 | shared-services:shared-services.vrf-01-all-ext-subnets | permit | shsrc_any_any perm(11) |
dmmmmmmmee s e Hmmmmmmm o o 4o Hommmmm e T T T e T Hommm e LT T TP +
aci-dev-01-apic-01# fabric 101 show zoning-rule scope 2129920 dst-epg 41
Node 101 (aci-dev-01-leaf-101)
dmmmmmmmee s e Hmmmmmmm o o 4o Hommmmm e T T T e T oo LT PR +
| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operst | Scope | Name | Action | Priority |
ommmmm - 4o e Hommmmmm e o 4o 4o mm e e e 4o oo +
| 4487 | o | 41 | default | bi-dir | enabled | 2129920 | shared-services:shared-services.vrf-01-all-ext-subnets | permit | shsrc_any_any_perm(11)
ommmmmm - 4o - Hmmmmmm o o 4o Hommmm e T L 4o oo +
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Let’s check the target tenants zoning rules...
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Check the zoning rules for the demo VRF

aci-dev-@1-apic-01# fabric 101 show zoning-rule scope 2555904 src-epg 41 SrcEPG = shared services extEPG
---------------------------------------------------------------- DstEPG = vsAny

41 | o | default | uni-dir-ignore | enabled | 2555904 | shared-services:shared-services.vrf-@1-all-ext-subnets | permit | shsrc_any_any perm(11) |
41 0 | implicit | uni-dir | enabled | 2555904 | | deny,log | shsrc_any any deny(12) |

| Rule ID | SrcEPG | DstEPG | FilterID | Dir operSt | Scope Name | Action | Priority |
4ommmmeee- Hmmmmmme- Hmmmmmme Hmmmmmmme- dommmme- Hmmmmmmme- 4mmmmmmmn- e Hmmmmmme- 4mmmm e +
| 4339 | o | 41 | default | bi-dir | enabled | 2555904 | shared-services:shared-services.vrf-01-all-ext-subnets | permit | shsrc_any any perm(11)

aci-dev-01-apic-01#

SrcEPG = shared services VRF
DstEPG = all EPGS/ESGs (vzAny)
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External Device

E External Device E

D tn-shared-service
Q vrf-01 (2129920

1e01/1/7
10.237.99.233/30

102/1/7
10.237.99.237/30

Inbound to all tenants:
10.237.99.160/28 via demo:vrf-01

10.237.99.176/28 via ssharman:vrf-01
= 41 | dclass =

Route:
Route:

Policy: sclass

14

(scope = global, exported = yes)

D tn-demo
@ vrf-o1 (2555904)

vzAny

(software updates)

Inbound to tenant demo:
Route: 10.237.99.160/28 via demo:vrf-01
Policy: sclass = 41 | dclass = @ (vzAny)

Outbound from all tenants:
Route:

Policy: sclass

0.0.0.0/0 via shared-services:vrf-01
= @ (vzAny) | dclass

= 41

D tn-ssharman

shared-services.vrf-01-all-ext-subnets[®

cisco Lq@/

W vrf-e1 (3047426)

vzAny
(software updates)

Inbound to tenant ssharman:
Route: 10.237.99.176/28 via demo:vrf-01
Policy: sclass = 41 | dclass = @ (vzAny)

BRKDCN-2984 © 2023
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Scenario 1 - Provider and multiple Consumer VRFEs are
on the same Leaf with /0 mask

1. The packet from the source consumer VRF hits the contract for source EPG/ESG to pcTag 15 (extEPG with 0.0.0.0/0)

2. Since the leaf knows the egress port and destination VRF (shared), the packet will be sent out from that port without going through another lookup on the
destination VRF (shared)

3. The packet comes back from the external router
4. The packet gets the sclass of VRF and dclass 14
5. The packet is allowed in the shared VRF because there are contracts between the VRF pcTag and 14 in the shared VRF

6. Just like step 2, the packet is sent out to the destination endpoint without going through another lookup in the destination consumer VRF because the leaf knows
the egress port and its destination VRF
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Scenario 2 - Provider and multiple Consumer VRFEs are
on different Leafs with /O mask

1. The packet from the source consumer VRF hits the contract for vzAny to 15
2. The packet reaches the shared VRF leaf. Another lookup happens. The forwarding points another leaf

3. The packet gets dropped because of a internal TCAM ACL rule (not a contract) that prevents traffic bouncing back to spines without a bounce entry
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Scenario 1 - Provider and multiple Consumer VRFEs are
on the same Leaf with /1T mask

1. The packet from the source consumer VRF hits the contract for source EPG/ESG to pcTag of extEPG with 0.0.0.0/1 and 128.0.0.0./1 mask

2. Since the leaf knows the egress port and destination VRF (shared), the packet will be sent out from that port without going through another lookup on the
destination VRF (shared)

3. The packet comes back from the external router
4. The packet gets the sclass of the extEPG and dclass 14
5. The packet is allowed in the shared VRF because there are contracts between the VRF pcTag and 14 in the shared VRF

6. Just like step 2, the packet is sent out to the destination endpoint without going through another lookup in the destination consumer VRF because the leaf knows
the egress port and its destination VRF
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Scenario 2 - Provider and multiple Consumer VRFEs are
on different Leafs with /1 mask

1. The packet from the source consumer VRF hits the contract for source EPG/ESG to pcTag of extEPG with 0.0.0.0/1 and 128.0.0.0./1 mask
2. The packet reaches the shared VRF leaf. Another lookup happens. The forwarding points another leaf

3. The packet gets dropped because of a internal TCAM ACL rule (not a contract) that prevents traffic bouncing back to spines without a bounce entry
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Tightening Security...




Let’s tighten the contract to our online-boutique
application...
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Tighten the contract to our online-boutique application...

Tighten the
contract rules

Application Profile for EPG

mapped Endpoint Security
%\ Groups

epg-matched-esg

ESG

( Endpoint Security Policy
moved to the “all-services”
L ESG based on vCenter Tags

!!g 192.168.151.0_24 !a! 192.168.152.0_24

| P |
EPG
192.168.151.0_24
dynamic (P,S) vlans
Intra EPG = Unenforced

| ¢ HCCIH 1 H P |

network-segments

~ Single “network-segments”
Endpoint Security Group for all

online—boutique\ v EndeInt GI’OUDS
THr}— |
SSCBY all-services

192.168.150.0_24
dynamic (P,S) vlans
Intra EPG = Unenforced

192.168.152.0_24
dynamic (P,S) vlans
Intra EPG = Unenforced

| ¢ HCCIH 1 H P |

Network-
segments

\ New Application Profile and
Endpoint Security Group for the

L “online-boutique” application

Ial Host: 10.237.98.145 'al Host: 10.237.98.146 '@I Host: 10.237.98.147 'al Host: 10.237.98.148 :
192.168.150.0_24 | dynamic (P,S) vlans

E/W traffic controlled by Intra EPG Policy

Endpoints that are not matched
continue to communicate within
the “network-segments” ESG

192.168.151.0_24 | dynamic (P,S) vlans

E/W traffic controlled by Intra EPG Policy

192.168.152.0_24 | dynamic (P,S) vlans

E/W traffic controlled by Intra EPG Policy

L‘V / ESXi cluster with vmm integration
cisco &- BRKDCN-2984
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Before we do that, let’'s check our understanding on
how contracts work...

i W /
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ubuntu-01

ubuntu-01
192.168.150.21

ow do contracts work...”

; -—
Outside —_ B
-+—

permit ubuntu-01 ubuntu-02 tcp 5201 |

ubuntu-01
192.168.150.21

n
»

permit-to-vlan-11

ubuntu-02

EPG Security applied
at VLAN boundary

ubuntu-02
192.168.151.21

*arrows indicates direction of traffic flow i.e. from consumer to provider

cisco Lq@/

B
»

permit-to-cart-svc

BRKDCN-2984

ESG Security applied
at VRF boundary

ubuntu-02
192.168.151.21

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Consumer and Provider relationships are there to help you visualize the traffic

flow direction
i.e. (typically) from the consumer to the provider

Consumer and Provider relationships do not (by default) prevent TCP
connections being established from the Provider to the Consumer
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Contract structure...

ubuntu-01
192.168.150.21

permit-to-cart-svc

iiii
cart-svc
<

tcp

e

tcp-src-any-dst-7070

ubuntu-02
192.168.151.21

4’@ tcp-src-any-dst-443

tcp-src-any-dst-7070

udp

udp-src-any-dst-53

tcp-src-any-dst-443

icmp

BEE B

redirect

cisco Lz//&/

tcp-src-any-dst-80

st
st

icmp

BRKDCN-2984

tcp-src-any-dst-80

=m udp-src-any-dst-53

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Veritying Contract operation with netcat - Stateful = No

Dtn—demo
vrf-o1
permit-to-ubuntu-02
ubuntu-02 :ﬁ
ubuntu-01 ubunut-02
192.168.150.21 tep 192.168.151.21

|

Communication to and from

“any” port is allowed

ubuntu-01
192.168.150.21

—

m tcp-src-any-dst-7070

Communication to and from
port “7070” is allowed

A 4

Stateful: No

# netcat -p [any] ubuntu-02 7070

‘ﬂ tcp-src-any-dst-7070
i (Stateful: No)

v

# netcat -p [any] ubuntu-02 7070

# netcat -1 5000 F

# netcat -p 7070 ubuntu-01 5009

# netcat -1 7070 | ﬁ
# netcat -1 7071 |

ubunut-02
192.168.151.21

v

# netcat -1 5000 F

# netcat -p 7071 ubuntu-01 5000

Incorrect Provider side port

cisco Lq@/

Z Provider to Consumer connections

are allowed when the Provider side

BRKDCN-2984

k port is specified as the source port
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Veritying Contract operation with netcat - Stateful = Yes

Dtn—demo
vrf-o1
permit-to-ubuntu-02
ubuntu-02 :ﬁ
ubuntu-01 ubunut-02
192.168.150.21 tep 192.168.151.21

|

Communication to and from

“any” port is allowed

ubuntu-01
192.168.150.21

—

m tcp-src-any-dst-7070

Communication to and from
port “7070” is allowed

A 4

Stateful: Yes

# netcat -p [any] ubuntu-02 7070

‘ﬂ tcp-src-any-dst-7070
i (Stateful: Yes)

v

# netcat -p [any] ubuntu-02 7070

v

# netcat -1 5000 i:

# netcat -p 7070 ubuntu-01 5000 | 192.168.151.21

# netcat -1 7070 | ﬁ
# netcat -1 7071 |

ubunut-02

# netcat -1 5000 i:

# netcat -p 7071 ubuntu-01 5000

Incorrect Provider side port

cisco Lq@/

are blocked as the contract is a

/ [ Provider to Consumer connections

“stateful” contract

BRKDCN-2984
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@
Ke Hﬂ{&gj

permit-to-ubuntu-02

Filter Entry source port =
port opened on the consumer EPG/ESG

B | B

tcp

Filter Entry destination port =

tcp-spc-ar:y-dst_m port opened on the provider EPG/ESG

B

src=any | dst=7070

3
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Reversing the Filter ports - Stateful = No

Dtn—demo
vrf-o1
permit-to-ubuntu-02
ubuntu-02 :ﬁ
ubuntu-01 ubunut-02
192.168.150.21 tep 192.168.151.21

|

Communication to and from
port “7070” is allowed

—

m tcp-src-7070-dst-any :

Communication to and from
“any” port is allowed

! Stateful: No
§
Source port must be :ﬂ tcp-src-7070-dst-any
“7070”" (Stateful: No)
T~
ﬁ # netcat -p 7070 ubuntu-02 7070 i » # netcat -1 7070 | ﬁ
# netcat -p 7070 ubuntu-02 5000 } > # netcat -1 5000 |

ubuntu-01
192.168.150.21

# netcat -1 7070 i:

ubunut-02
# netcat -p [any] ubuntu-01 7070

# netcat -1 5000 i:

192.168.151.21

# netcat -p 7071 ubuntu-01 5000

(ﬁect()onsumer side port

Provider to Consumer connections
are allowed when the Provider side

cisco Lq@/

k port is specified as the source port
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Why would you want to reverse the Consumer
and Provider Filters...”?
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vzANny as a contract Provider

ﬂ shared-services
Q vrf-01

Requirement is to permit ssh from core-
services to all endpoints in a given

core-services

Name: permit-from-core-services
Subject: tcp
Filter: tcp-src-any-dst-22
Exported: Yes
ﬂ Tenant-01 ﬂ Tenant-02 ﬂ Tenant-03
el o = p— = p—
v ) 4 v
Name: permit-from-core-services Name: permit-from-core-services Name: permit-from-core-services
Subject: tcp Subject: tcp Subject: tcp
Filter: tcp-src-any-dst-22 Filter: tcp-src-any-dst-22 Filter: tcp-src-any-dst-22
Imported: Yes Imported: Yes Imported: Yes

Use vzAny to allow ( Use vzAny to allow ( Use vzAny to allow
SSH to all EPGs/ESGs | | SSH to all EPGs/ESGs | | SSH to all EPGs/ESGs |
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vzANny as a contract Provider

D shared-services
Q vrf-01

, Requirement is to permit ssh from core-
core-services . . . .
services to all endpoints in a given

tenant
Name: permit-from-core-services

1
demo

> C» Quick Start
ﬁ demo
> [l Application

= Networking

Policy

vzAny cannot be a provider for
Shared Services unless combined
with a Service Graph

General

> [l Bridge Domains

B VRFs Properties 1
vrf-01
o Status [
B Multicast
. Error: 400 - vzAny is a provider for Contract uni/tn-demo/brc-permit-to-tn-demo, and the Contract is QoS Class ES
B Multicast IPv6 used as Shared Service. vzAny cannot be used as provider for Shared Services unless used in

, Bl Inter-VRF Leaked Routes for ESG combination with PBR Service Graph

€\ EPGIESG Collection for VRF

> [ L20uts

- [ L30uts

2 been found.
reate a new item.

VZITY

| i o
Use vzAny to allow Use vzAny to allow
SSH to all EPGs/ESGs |

SSH to all EPGs/ESGs | | SSH to all EPGS/ESGs |
cisco Lq@/
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vzANny as a contract Consumer - Filters Reversed

D shared-services
Q vrf-e1
. . . Requirement is to permit ssh from core-
Reverse the Filter ports in core-services . I q ints | .
Provide the tenant
N sk Contract
~\ Name: permit-from-core-services| N
"| Subject: tcp N
Filter: tcp-src-22-dst-any
Exported: Yes
A
ﬂ Tenant-01 ﬂ Tenant-02 ﬂ Tenant-03
Q vrf-e1 Q vrf-e1 @ vrf-o1
Name: permit-from-core-services Name: permit-from-core-services Name: permit-from-core-services
Subject: tcp Subject: tcp Subject: tcp
Filter: tcp-src-22-dst-any Filter: tcp-src-22-dst-any ( Filter: tcp-src-22-dst-any
Imported: Yes Imported: Yes Consume the Imported: Yes
Contract
\ 1 1
Use vzAny to allow ( Use vzAny to allow ( Use vzAny to allow
SSH to all EPGS/ESGs | | SSH to all EPGS/ESGs | | SSH to all EPGS/ESGs |
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vzANny as a contract Consumer - Filters Reversed

D shared-services
Q vrf-01

( N E , Requirement is to permit ssh from core-

N .
GIEIC) vzAny g ven
Policy Operational
General Subject Labels
e Domains
roperties
Match Type: | AtleastOne
- &% vrf-01
Provided Contracts:
= Multicast
B Multicast 1PV Name Tenant Type Qos Class Match Type State
= n }F Leaked Routes for E
&5 EPGIESG Co
1]
] APLS VRF L30uts
Q Tunnels
Consumed Contracts:
Name Tenant Type QoS Class State
[«
Consume the
exported contract(s)
Contract Inte |
Name Tenant Type QoS Class State
permit-from-core-services demo Contract Interface Unspecified formed
permit-to-core-services demo Contract Interface Unspecified formed
Use vzAny 10 &
SSH to all EPGS/ESGs | | SSH to all EPGS/ESGs |

| SSH to all EPGs/ESGs |

cisco Lz%a//
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Let’s tighten the contract to our online-boutique
application...

cIsco Lz%o/ / . R |
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Tighten access to our online-boutigue application...

4 A cart Redis cache TCP 6379
D tn-shared-services
ﬁ o1 : v checkout cart TCP 7070
vrf-e 0 - currency TCP 7000
IP Address: ?ig.g.glzll Cont email TCP 5000
R Name: permit-to-tn-demo-online-boutique payment TCP 50051
Scope: External Subnets for the extEPG Imported: yes (from tn-demo) pr?du?t catalog TCP 3550
Shared Route Control Subnet > Subject: shipping TCP 58051
Shared Security Import Subnet ubject: P
Stateful: yes frontend adservice TCP 9555
Filter: tcp-src-any-dst-80 cart TCP 7078
tcp-src-any-dst-8080 checkout TCP 5858
currency TCP 7008
product catalog TCP 3558
recommendation TCP 8ese
g, : Route |eak shipping TCP SpBE1
D tn-demo between VRFS outside frontend TCP 80/8088
ﬁ vrf-01 i
recommendation product catalog CP 3550
Name: permit-to-core-services Name: permit-from-core-services
Imported: yes (from tn-shared-services) Imported: yes (from tn-shared-services) ContraCt Exported
Subject: udp Subject: tcp
Stateful: no Stateful: no « . » . .
Filter: udp-src-any-dst-53 Filter:  tcp-src-22-dst-any “epg-matched-esg k4 OUtSIde tO app“Catlon
e requires ports TCP
Name: permit-to-tn-demo-online-boutique
Exported: yes (to tn-shared-services) 80/8080

network-segments

\ 4

Subject: tcp

Stateful: yes

Filter: tcp-src-any-dst-80
tcp-src-any-dst-8080

Contracts exported from
“shared-services”

B Tighten access to our
: y

application

vzAny allows access

t /f “ — 5 » % ﬂ 192.168.150.0_24 192.168.151.0_24 192.168.152.0_24 .
o rom Core Ser\llces §& dynamic (P,S) vlans dynamic (P,S) vlans dynamic (P,S) vlans IO all-services
E |59 Intra EPG = Unenforced Intra EPG = Unenforced Intra EPG = Unenforced R —
L9 = = =
—
: L~

......................................... s -
=

tn-demo:online-boutique

cisco / . &_/
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Contracts: The hidden detalls




Contract Scope

- The scope of a contract defines where a contract is relevant, there are four options:
- Application Profile- used to control traffic within an Application Profile
- VRF - used to control traffic between EPG/ESG within a VRF
- Tenant - used to control traffic between EPG/ESG across VRFs within a Tenant
Global - used to control traffic between EPG/ESG in different Tenants/VRFs

- Contract definitions can be reused allowing you define once and reference many times
Note: Exercise caution when reusing contract definitions at this can lead to unexpected communication
- Recommendation: define explicit contracts rather then n:1 reference
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What are the components of a contract...”

Options:

per'mit-to-ser‘vice ............................ Name and r\elevancy OFf the contract [ ... >

Scope, Qos, DSCP, Tag

Options:

Apply Both Directions

- - Reverse Filter Ports
........................................................................... Collection of one or more Filters |l

3

tcp

Service Graph

QoS

DSCP

Options:
.............................................................. Collection of one or more Filter Entries |l

8

tcp-src-any-dst-22

Tag

Options:

Src / Dst ports

............................................. Identification of an individual pPOtOCOl and popt AT

B

src=any | dst=22

Flags

Stateful
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Contract Scope = Application, Contract re-use = yes

D tn-demo
w01
online-boutique-v1l

»
»

permit-to-cart-svc

frontend-svc-vm cart-svc-vm

online-boutique-v2

»
»

permit-to-cart-svc

frontend-svc-vm cart-svc-vm
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Contract Scope = VRE, Contract re-use = yes

D tn-demo
w01
online-boutique-v1l

»
»

permit-to-cart-svc

frontend-svc-vm cart-svc-vm

Unexpected cross
communication

online-boutique-v2

EEEEEEEEEEEEEEEEnhEnnnnnnnnnnnnnnnnfsnnnnnnnnnnnnnnnnnnhannnny

»
»

permit-to-cart-svc

cart-svc-vm

frontend-svc-vm
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Contract Scope = Tenant, Contract re-use = yes

ﬂ tn-demo
w01
online-boutique-v1l

»
»

permit-to-cart-svc

frontend-svc-vm cart-svc-vm

Unexpected cross

=
online-boutique-v2

( communication

»
»

permit-to-cart-svc

cart-svc-vm

frontend-svc-vm
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Contract Scope = Global, Contract re-use = yes

ﬂ tn-demo

a1

online-boutique-v1l

frontend-svc-vm

»
»

permit-to-cart-svc

cart-svc-vm

ﬂ tn-test

Unexpected cross
communication

g test.vrf-01

‘7

online-boutique-v2

frontend-svc-vm

»
»

permit-to-cart-svc

cart-svc-vm

cisco Lz//&/

BRKDCN-2984
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Option 1: Apply in both directions, reverse ports

cIsco W / . _—
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Option 1: Apply in both directions, reverse ports (default)

ﬂ tn-demo

a1

frontend-vm

permit-to-cart-svc

tep

tcp-src-any-dst-7070

Y

L

tcp-src-any-dst-7070

m
=

cart-svc

I

cart-svc-vm

# netcat -p [any] cart-svc 7070

# netcat -1 5000 ¢

frontend-vm N

» # netcat -1 7070 |

LISTEN 7070

# netcat -p 7070 ubuntu-01 5000

cart-svc-vm

LISTEN 7070

cisco Lz//&/

BRKDCN-2984
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Option 1: Apply in both directions, reverse ports (default)

D tn-demo
w01

la permit-to-cart-svc

frontend-svc | cart-svc B
frontend-vm IIContraCt Subject - thl 0 cart-svc-vm
LISTEN 7070
Policy Faults History
General Subject Exception Label
o * %
Property
- Alias:
Apply the rules in both T : :
directions Description: optiol  Aytomatically reverse the filter
\ ports
\\ Global Alias:
Apply Both Directions: true
Reverse Filter Ports: [/] 4 Reference the required Filters ]
Filters: O N
Name Tenant Action Priority Directives ~ State
frontend-vm Itcp—src-any-dst-7070 I demo Permit default level formed cart-svc-vm
LISTEN 7070
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Option 1: Apply in both directions, reverse ports (default)

ﬂ tn-demo

a1

frontend-vm

frontend-vm

permit-to-cart-svc

cart-svc

[ source port = consumer port

Name:llcp—src—any—dst—7070'

Alias:

Description: | optional

Global Alias:
EtherType: IP v
IP Protocol: tcp v

Match Only Fragments: [_]

\Match DSCP: |unspecified
Source Port:} Unspecified ~ -  Unspecified

# netcat -p [any] cart-svc 7070

From To
Destination Port:} 7070 ~ - |7070
From To
TCP Flags:
Stateful: []

destination port = provider port ]

L

» # netcat -1 7070 |

# netcat -1 5000 i:

# netcat -p 7070 ubuntu-01 5000

I

cart-svc-vm

LISTEN 7070

cart-svc-vm

LISTEN 7070

cisco Lz//&/

BRKDCN-2984
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Option 2: Apply In both directions, reverse ports,
stateful

cIsco W / . _—
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Option 2: Apply in both directions, reverse ports, stateful/ack check

D tn-demo
w01

permit-to-cart-svc

I

cart-svc-vm

cart-svc

frontend-vm

LISTEN 7070
tep

Prevents provider to consumer
session establishment by
checking the “ack” flag is set

tcp-src-any-dst-7070

A 4

tcp-src-any-dst-7070
(Stateful: Yes)

Eﬂ

# netcat -p [any] cart-svc 7070 i » # netcat -1 7070 |

# netcat -1 5000 i: # netcat -p 7078 ubuntu-01 5000 |

frontend-vm cart-svc-vm

Traffic dropped due to the initial LISTEN 7070

packet of the three way handshake
not containing the ack flag

/

Ltl/ / \
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Option 2: Apply in both directions, reverse ports, stateful/ack check

D tn-demo
==

la permit-to-cart-svc

frontend-svc | cart-svc B
frontend-vm IContract Subject - thl 0 cart-svc-vm
LISTEN 7070
Policy Faults History
General Subject Exception Label
o * %
Property
- Alias:
Apply the rules in both T : :
directions Description: optiol  Aytomatically reverse the filter
\ ports
\\\ Global Alias:
Apply Both Directions: true
Reverse Filter Ports: [/] 4 Reference the required Filters ]
Filters: O N
Name Tenant Action Priority Directives ~ State
frontend-vm Itcp—src-any-dst-7070 I demo Permit default level formed cart-svc-vm
LISTEN 7070
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Option 2: Apply in both directions, reverse ports, stateful/ack check

D tn-demo
==

permit-to-cart-svc

I

cart-svc-vm

cart-svc

Name:llcp—src—any—dst—7070'

Alias:

frontend-vm
LISTEN 7070

Description: |optional

source port = consumer port Global Allas: destination port = provider port ]
EtherType: | IP v
IP Protocol: |tcp v

Match Only Fragments: [_]

\Match DSCP: |unspecified
Source Port:} Unspecified |~ - Unspecified

From To
Destination Port:} 7070 ~ = 7070
From To
Stater' TCP Flags: v
l Stateful:
# netcat -p [any] cart-svc 7070 i » # netcat -1 7070 |
# netcat -1 5000 ¢ # netcat -p 7070 ubuntu-01 5000 | cart-sve-vm

I‘

frontend-vm

LISTEN 7070
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Option 3: Apply in single direction

cIsco Lzﬁo/ / . _—
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Option 3: Apply in single direction - requires you to specify the return ports in the

same or different contract

ﬂ tn-demo

a1

frontend-vm

permit-to-cart-svc

A

y

tep

m tcp-src-any-dst-7070

A

y

A 4

cart-svc

m tcp-src-7070-dst-any

ﬁ

cart-svc-vm

LISTEN 7070

:m tcp-src-any-dst-7070

filter definitions ]

Separate
required for return flows

A 4

L

m tcp-src-7070-dst-any

# netcat -1 5000 ¢

ﬁ # netcat -p [any] cart-svc 7070

frontend-vm N

» # netcat -1 7070 | ﬁ

# netcat -p 7070 ubuntu-01 5000 |

cart-svc-vm

LISTEN 7070

cisco Lz//&/

BRKDCN-2984
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Option 3: Apply in single direction - requires you to specify the return ports in the

same or different contract

D tn-demo

a1

frontend-vm

permit-to-cart-svc

Filter Chain For Consumer to Provider

L4-L7 Service Graph:

QoS Priority:

Target DSCP:

Reverse filters could be in a Filters:
different contract

select a value
Unspecified

Unspecified

Name

I clemo[tcp—src—any—dst—?ﬂ?oI

Irl\ter Chain For Provider to C[:nf—zume'l

L4-L7 Service Graph:

QoS Priority:
Target DSCP:
# netcat -p [any] cart Filters:
frontend-vm # netcat -1 5000 Iq—

select a value
Unspecified

Unspecified

Name

I demoitcp-src-?O?O-dst-anyI

Action

Permit

Consumer to Provider

Source and Destination Ports

J

Priority

default level

Action

Permit

Provider to Consumer

Source and Destination Ports

J

Priority

default level

cart-svc

I

cart-svc-vm

LISTEN 7070

—p # netcat -1 7070 |

_p 7670 ubuntu-01 5000 |

cart-svc-vm

LISTEN 7070

cisco Lz//&/
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Option 3: Apply in single direction - requires you to specify the return ports in the
same or different contract

D tn-demo

] o1

frontend-svc

permit-to-cart-svc

‘ cart-svc —I—

frontend-vm

Name:ltcp—src—any—dst—7070'

Alias:

Description: |optional

Name:ltcp—src—7070—dsl—anﬂ

Alias:

Description: |optional

[ source port = consumer port

Global Alias: [

lobal Alias:

source port = provider port
EtherType: |IP

EtherType: | IP

IP Protocol: |tcp v

IP Protocol: |tcp

cart-svc-vm

LISTEN 7070

. |unspecified unspecified

Source Port; T.lnspeciﬁed ~| = Unspecified A 7070 ~ - 7070

From To From To
- i 7070 - i . .

Destination Port:} 7070 - 7070 Destination Port:§ Unspecified - |Unspecified
From To From To
TCP Flags: | | TCP Flags: .
Stateful: [] Stateful: []
——_—
~

# netcat -p [any] cart-svc 7070

frontend-vm

destination port = provider port

# netcat -1 5000 i:

# netcat -p 7070 ubuntu-01 5000

destination port = consumer ]

port
| |

cart-svc-vm

# net

LISTEN 7070

cisco Lz//&/

BRKDCN-2984
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Option 4: Apply In both directions, reverse ports,
“flipped” - (this might hurt a little bit)
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Option 4: Consumer and Provider Flipped

ﬂ tn-demo
w01

source port = consumer port
destination port = provider port

permit-to-cart-svc

cart-svc —I—

cart-svc-vm

frontend-vm

A LISTEN 7070
tep

|_¢

tcp-src-7070-dst-any

Y

tcp-src-7070-dst-any |«

i B8

# netcat -p [any] cart-svc 7070 i » # netcat -1 7070 |
# netcat -1 5000 <& # netcat -p 7070 ubuntu-01 5000
frontend-vm | cart-svc-vm

LISTEN 7070
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Option 4: Consumer and Provider Flipped

D tn-demo

a1

frontend-vm

Bl

frontend-svc

source port = consumer port
destination port = provider port

permit-to-cart-svc

cart-svc —I—

|Contract Subject - tcpl

Apply the rules in both
directions

frontend-vm

Policy Faults History
General Subject Exception Label
o X %K.
Property
Alias:
Description: | optiol  Aytomatically reverse the filter
\ ports
\ Global Alias:
Apply Both Directions: true
Reverse Filter Ports: [/] 4 Reference the required Filters ]
Filters: O o+
Name Tenant Action Priority Directives ~ State
Itcp—src—7070—d5t—any I demo Permit default level formed

cart-svc-vm

LISTEN 7070

cart-svc-vm

LISTEN 7070

cisco Lz//&/
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Option 4: Consumer and Provider Flipped

ﬂ tn-demo
w01

source port = consumer port
destination port = provider port

permit-to-cart-svc

I

cart-svc-vm

cart-svc

Name:llcp—src—7070—dsl—an\-/l

Alias:

frontend-vm

LISTEN 7070

Description: | optional

Global Allas: source port = consumer port ]

EtherType: IP v
g

IP Protocol: tcp v
Match Only Fragments: [_]

Match DSCP: unspecified

[ destination port = provider port

Source Port:} 7070 | - 7070
\ From To
Destination Port:}] Unspecified -~ - |Unspecified
From To
TCP Flags: v
Stateful: []
! » # netcat -1 7070 |

# netcat -p [any] cart-svc 7070

# netcat -p 7070 ubuntu-01 5000 | cart-svc-vm

_ L
frontend-vm # netcat -1 5000 i

LISTEN 7070
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Option 5: Apply in both directions
(not recommended)
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Option 5: Apply in both directions (no reverse ports) - requires you to specify the

return ports

D tn-demo

a1

frontend-vm

frontend-vm

permit-to-cart-svc

A

y

tep

m tcp-src-any-dst-7070

A

y

A 4

cart-svc

m tcp-src-7070-dst-any

ﬁ

cart-svc-vm

LISTEN 7070

Separate

:m tcp-src-any-dst-7070

filter definitions ]

required for return flows

A 4

# netcat -p [any] cart-svc 7070

L

m tcp-src-7070-dst-any

# netcat -1 5000 ¢

» # netcat -1 7070 | ﬁ

# netcat -p 7070 ubuntu-01 5000 |

cart-svc-vm

LISTEN 7070

cisco Lz//&/
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Option 5: Apply in both directions (no reverse ports) - requires you to specify the
return ports

D tn-demo
w01

= permit-to-cart-svc
frontend-svc I cart-svc B
Y

frontend-vm Contract Subject - tcp I cart-svc-vm
y LISTEN 7070

Policy Faults History

General Subject Exception Label

Property

Alias: Separate filter definitions ]

Description: | optional required for return flows

Global Alias:

Apply Both Directions: true
Reverse Filter Ports: [ ]

Filters: @) +
4 Name Tenant Action Priority Diri « State o
—] tcp-src-any-dst-7070 demo Permit default level formed
# tcp-src-7070-dst-any demo Permit default level formed
frontend-vm cart-svc-vm

LISTEN 7070
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Option 5: Apply in both directions (no

return ports

reverse ports) - requires you to specify the

ﬂ tn-demo

a1

permit-to-cart-svc

cart-svc

Name: tcp
Alias:

frontend-vm

A Description: optional

Global Alias:

Apply Both Directions: true
Reverse Filter Ports: [_]

Filters:
Name Tenant Action
tcp-src-7070-dst-any demo Permit
tcp-sre-any-dst-7070 demo Permit

L4-L7 Service Graph: | select a value
QoS Priority:  Unspecified
Target DSCP: | Unspecified

arget Marking works only if the QoS Priority
is 56t or QoS Class is set on the Convract

Wan SLA Policy:  select an option

ﬁ # netcat -p [any] cart-svc 7070 IL

# netcat -1 5000 ¢

frontend-vm N

ﬁ

cart-svc-vm

LISTEN 7070

» # netcat -1 7070 | ﬁ

# netcat -p 7070 ubuntu-01 5000

cart-svc-vm

LISTEN 7070

CiIsco W./ BRKDCN-2984
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Verifying contracts...
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Veritying Contract Operation

D tn-demo
@ vrf-01

ubuntu-01
192.168.150.21

»
»

permit-to-ubuntu-02

pcTag: 5474

ubuntu-02

ubunut-02
192.168.151.21

Endpoint Security Group Data:
Tenant

Application

ESg

VRF

Intra ESG Isolation

Policy Tag

Consumed Contracts

Provided Contracts

Qos Class

Tag List

IP Selectors:
Name

loutput truncated

aci-dev-01-apic-01# show esg ubuntu-01 detail

: demo

: endpoint-matched-security-groups
¢ ubuntu-01

: vrf-01

: unenforced

: 38

: permit-to-ubuntu-02

Consumed Contracts Interface :

: unspecified

Match Expression

ip=='192.168.150.21’

aci-dev-01-apic-01# show esg ubuntu-02 detail

Endpoint Security Group Data:

Tenant

Application

ESg

VRF

Intra ESG Isolation
Policy Tag

Consumed Contracts
Provided Contracts

Qos Class
Tag List

IP Selectors:
Name

: demo

: endpoint-matched-security-groups
: ubuntu-02

: vrf-01

: unenforced

. 5474

: permit-to-ubuntu-02
Consumed Contracts Interface :
¢ unspecified

Match Expression

ip=="192.168.151.21’

loutput truncated

cisco Lz{@/
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Veritying Contract Operation

D tn-demo
@ vrf-01

pcTag: 5474

fr——

permit-to-ubuntu-02

»
»

ubuntu-02

ubuntu-01 ubunut-02

192.168.150.21 192.168.151.21

aci-dev-01-apic-01# show contract permit-to-ubuntu-02
Tenant Contract Type Qos Class Scope Subject Access-group Dir  Description

demo permit-to-ubuntu-02 permit unspecified vrf icmp icmp both
demo permit-to-ubuntu-02 permit unspecified vrf tcp tcp-src-any-dst-7070 both

Subject: icmp
Subject: tcp

aci-dev-01-apic-01# show access-list tcp-src-any-dst-7070
Tenant : demo
Access-List : tcp-src-any-dst-7070

match tcp dest 7070 \Q::i?\\\\\
Access Control Entry ]

cisco L‘V&. BRKDCN-2984 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 195



Veritying Contract Operation

D tn-demo
@ vrf-01

»
»

permit-to-ubuntu-02

ubuntu-01
192.168.150.21

pcTag: 5474

=N
ubuntu-02 I

ubunut-02

192.168.151.21

~
SrcEPG: 38 Node 101 (aci-dev-01-leaf-101)
DStEPG: 5474 || | ---mmm e

FilterlD: 5 Hommmm-oe- S RREEEEEE Hommmmoo-
: N\ | Rule ID | SrcEPG | DstEPG

| 4516

| 4431 12 | bi-dir | enabled |

""""""""""""""""""""" SrcEPG: 38
DstEPG: 5474
FilterID: 12

Hmmmmm - Hmmmm e mmmmm - Hmmmmm - +- oo Fommmmmm Hommmmmmm - +
| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operSt | Scope | Name | Action | Priority |
Hmmmmm - Hmmmm e mmmmm - Hmmmmm - omm-- Fommmmmm Hommmmm- ommmm - Fommmmmm Hommmmmmm - +
Hmmmmm - Hmmmm e mmmmm - Hmmmmm - omm-- Fommmmmm Hommmmm- ommmm - Fommmmmm Hommmmmmm - +

5 | bi-dir | enabled | 2555904 | demo:permit-to-ubuntu-@2 | permit | fully_qual(7) |
2555904 | demo:permit-to-ubuntu-02 | permit | fully qual(7) |

CiIsco L&V&./ BRKDCN-2984
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Veritying Contract Operation

D tn-demo
G vrf-01
pcTag: 5474
= ” permit-to-ubuntu-02 =
ubuntu-02 —
ubuntu-01 ubunut-02
192.168.150.21 192.168.151.21

aci-dev-01l-apic-01# fabric 101-102 show zoning-filter filter 12

Node 101 (aci-dev-01-leaf-101)
mmmmme oo Hmmm - Hmmmmm e dommmm e Hmmm - Hmmmmm e dmmmmmmmmo dmmmmmmm e dmmmm e Hmmmmm e Hmmm - 4ommmm e Hmmmmm e dmmmmmmmeoo- mmmmme oo +
| FilterId | Name | EtherT | ArpOpc | Prot | ApplyToFrag | Stateful | SFromPort | SToPort | DFromPort | DToPort | Prio | IcmpvdT | IcmpveT | TcpRules |
mmmmmmme Hmm - Hmmmmmmm dmmmm e Hmmm - Hmmmmm e dmmmmmmmo dmmmmmmm e dmmmmmme e Hmmmmmmmm e Hmmm - 4ommmm e Hmmmmm e dmmmmmmmeoo- mmmmme oo +
| 12 | 12.0 | ip unspecified | tcp | no | no | unspecified | unspecified | 7070 | 7070 | dport | unspecified | unspecified | |
mmmmmmmme Hmmmm - Hmmmmm 4mmmm e Hmmmm - Hmmmmmmm e 4mmmmmmmmo 4o 4ommmmmm e Hmmmmmmmmm e Hmmmmmmme - 4mmmmmm Hmmmmm - oo ommmmmmma +
Node 102 (aci-dev-01-leaf-102)
mmmmmmmme Hmmmm - Hmmmmm 4mmmm e Hmmmm - Hmmmmmmm e 4mmmmmmmmo 4o 4ommmmmm e Hmmmmmmmmm e Hmmmmmmme - 4mmmmmm Hmmmmm - oo ommmmmmma +
| FilterId | Name | EtherT | ArpOpc | Prot | ApplyToFrag | Stateful | SFromPort | SToPort | DFromPort | DToPort | Prio | Icmpv4T |  IcmpveT | TcpRules |
ommmmmmme Hmmmm - Hmmmmm 4mmmmmm e Hmmmm - Hmmmmmmm e 4mmmmmmmmo 4mmmmmmm e 4ommmmmm e Hmmmmm e Hmmmmm - 4mmmmme Hmmmmm - oo ommmmmmma +
| 12 | 12.0 | ip unspecified | tcp | no | no | unspecified | unspecified | 7070 | 7070 | dport | unspecified | unspecified | |
mmmmmmmme Hmmmm - Hmmmmm 4mmmm e Hmmmm - Hmmmmmmm e 4mmmmmmmmo 4o 4ommmmmm e Hmmmmmmmmm e Hmmmmmmme - 4mmmmmm Hmmmmm - oo ommmmmmma +

cisco W. BRKDCN-2984 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 197




Slueprints
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Example Internal Private Cloud Design - shared subnet(s)

External Device External Device
A 1 ( Bridge Domain in the
P Y o shared-services Y <-common “‘common” tenant can be
= p— v v W conmon.vr-e1 shared across multiple tenants
IP Address: 0.0.0.0/1 T
: ﬁ 128.0.0.0/1 ROUte |eak -
Tenant VRF not required as h Scope: External Subnets for the extEPG between VRFs Sotanay: 16.1.5.1/16
the “landing zone” EPG is Shared Security Tnport. Suet P A e e
mapped to the BD in CHIHE +
“‘common” -

: Endpoints security policy
Contracts exported to ] moved to application ESGs

"« T » .

shared-services | based on tag policy
permit-to-core-services permit-from-core-services

(exported from shared-services)| | (exported from shared-services) -9 permit-to-tn-demo-application-1

(exported to shared-services)

n network-segments

e Y e N N e e

Contracts exported from
“shared-services”

permit-to-tn-demo-application-2
(exported to shared-services)

— /= [/ T s —— ——

to/from “core-services”

[ vzAny allows access

permit-to-tn-demo-application-3 g — —
(exported to shared-services) i ﬁ ﬁ i

Application endpoints deployed to an EPG h
“landing zone” in “enforced” mode to
prevent E/W traffic inside both the
hypervisor and the network Y.
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Application tiers across subnets

Application Centric Blueprint #1 - ESG “wrapper” for all services e
D tn-demo cart Redis cache TCP 6379

| checkout cart TCP 7070

_ currency TCP 7000

Q vrf-61 email TCP 5008
. payment TCP 50851

Consumers : product catalog TCP 3550
. 0 H shipping TCP 50051

Single security zone for

° . . H cart TCP 7070

all appllcatlon services checkout TP 5050

: currency TCP 7000

product catalog TCP 3558

1i bouti recommendation TCP 8088
online-boutique ‘\ C -CCI -I ) shipping TCP 50051

=G all-services outside frontend TCP 80/8080

recommendation product catalog TCP 3550

[ frontend

checkout

[ payment
" s i!‘ ey ‘
[ product catalog ] [ cart ] [ currency
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Application tiers across subnets

Application Centric Blueprint #2 - Intra ESG Isolation e
D tn-demo cart Redis cache TCP 6379

| checkout cart TCP 7070

TCP 7600

— it
Consumers . payment TCP 58051
—— _ Firewall/IPS e g5

S|ng|e Isolated Secur|ty zone ......... I » — eorvice .

. . . H : cart TCP 7070

for all application services \ hockaut Tl

: H currency TCP 7000

H H product catalog TCP 3550

all-services - outside frontend TCP 8e/8e80
Intra ESG contract with
[ frontend Service Graph redirect to
) Firewall/IPS

recommendation product catalog TCP 3558

online-boutique recommendation TCP 8080
F \ C P { shipping TCP 50051

Protect against application
vulnerabilities such as Log4;

T~ : ............... checkout

[ adservice ] """" shipping

e _.-":. [ payment

% 5 .4"”0
h 4 .
[ cart ] [ currency
J
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Application tiers across subnets

Application Centric Blueprint #3 - Dedicated AP/ESG for backend database

cart Redis cache TCP 6379
Y enedero
| checkout cart TCP 7070
_ currency TCP 7008
Q vrf-e1 email TCP 5008
payment TCP 50851
Consumers product catalog TCP 3558
shipping TCP 50051
: frontend adservice TCP 9555
: cart TCP 7070
: checkout TCP 5050
: currency TCP 7000
H product catalog TCP 3558
Tine-bouti recommendation TCP 8086
online-boutique C P shipping TCP 50051
| all-services outside frontend TcP 80/8080
N recommendation product catalog TCP 3550
[ frontend
J

RGO

checkout

[ adservice ] [recommendation] _______ l email
T ey S e T A \
.............. payment
..... "".‘ .
[ product catalog ] [ currency

n databases

S redis

Dedicated Application Profile
and ESG (with contract) for
database services

cisco Lz{@/
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Application tiers across subnets

Application Centric Blueprint #4 - Inbound firewall/IPS + backend contract

cart

D tn-demo
Q vrf-01

| checkout

frontend

Consumeps ..............
s Elt\ﬁ Inbound firewall/IPS
Inbound Firewall between
[ ) Consumers and Application
frontend

checkout

[ adservice ] [recommendation] i shipping
................ a K [ payment
‘*" ' :,," .
product catalog ] [ cart ] [ currency

outside

recommendation

Redis cache

cart

currency

email

payment

product catalog
shipping

adservice

cart

checkout
currency
product catalog
recommendation
shipping

frontend

product catalog

n databases

S redis

Dedicated Application Profile
and ESG (with contract) for
database services

cisco Lz{@/

BRKDCN-2984

TCP 6379

TCP 7070
TCP 7000
TCP 5eee
TCP 50051
TCP 3550
TCP 50051

TCP 9555
TCP 7070
TCP 5050
TCP 7008
TCP 3558
TCP 8088
TCP 50851

TCP 8e/8e80e

TCP 3558

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 203



Application tiers across subnets

Application Centric Blueprint #5 - Inbound firewall/IPS + backend firewall/IPS

D tn-demo

cart
| checkout
Q vrf-e1
(:()r1 SUMENS e
H Inbound firewall
L. .> ..... .,_ \ romtend
online-boutique |
I35 all-services . outside
Inbound Firewall between
[ N Consumers and Apphcanon recommendation
frontend

checkout

shipping

payment

e
.
e,
“A

N
] [ currency
J

Redis cache

cart

currency

email

payment

product catalog
shipping

adservice

cart

checkout
currency
product catalog
recommendation
shipping

frontend

product catalog

n databases

S redis

Databa

Backend Firewall between
Application and Database

se firewall

cisco Lz{@/
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TCP 7000
TCP 5eee
TCP 50051
TCP 3550
TCP 50051

TCP 9555
TCP 7070
TCP 5050
TCP 7008
TCP 3558
TCP 8088
TCP 50851

TCP 8e/8e80e

TCP 3558
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Application tiers across subnets

L . . ~ L : Requires application
Application Centric Blueprint #6 - ESG per application tier dependency map e

cart Redis cache TCP 6379

! I tn-demo \
checkout cart TCP 7070
- _ currency TCP 7000
I- vrf-e1 email TCP 5000
................. payment TCP 50851
Consumer‘s product catalog TCP 3558
. . shipping TCP 50051
Single security zone for frontend adservice
- . . cart TCP 7070
each application service checkout Top sese
currency TCP 7000
product catalog TCP 3558
Tine-bouti recommendation TCP 8086
online-boutique shipping TCP 50051
outside frontend TCP 80/8080
recommendation product catalog TCP 3550

product
catalogue
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Application tiers across subnets

Application Centric Blueprint #7 - Dedicated AP/ESG for backend database e
ﬂ tn-demo cart Redis cache TCP 6379

checkout cart TCP 7070

=== _ currency TCP 7000

Iﬁ vrf-e1 email TCP 5000

................. payment TCP 50851

Consumer‘s product catalog TCP 3558

. . shipping TCP 50051

Single security zone for frontend adservice

- . . cart TCP 7070

each application service checkout Tcr sose

currency TCP 7000

product catalog TCP 3558

R R recommendation TCP 8080

online-boutique shipping TCP 50051
outside frontend TCP 80/8080

recommendation product catalog TCP 3550

product
catalogue

n databases

Dedicated Application Profile
and ESG (with contract) for
database services
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Application tiers across subnets

Application Centric Blueprint #8 - ESG per application tier + frontend firewall/IPS [ e
ﬂ tn-demo cart Redis cache TCP 6379

| checkout cart TCP 7070
_ ol
Consumer\s ............. . . payment TCP 50851
) : Frontend firewall/IPS Trimping T F Tep shes1
Single security zone for Rt B I frontend adservice
9 9 9 . C| 078
each application service Inbound Firewall between checkout Tep sos0
. . currency TCP 7000
Consumers and application product catalog  TCP 3550
1' b : recommendation TCP 8688
online-boutique L “frontend” shipping TCP 50051
outside frontend TCP 8e/8e80

recommendation product catalog TCP 3550

product
catalogue

n databases

Dedicated Application Profile
and ESG (with contract) for
database services

cisco L‘V&. BRKDCN-2984 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 207



Application tiers across subnets

Application Centric Blueprint #9 - ESG per application tier + frontend firewall/IPS + backend firewall/IPS [ e
ﬂ tn-demo cart Redis cache TCP 6379

| checkout cart TCP 7070
e o
Consumer\s ............. : . payment TCP 50851
: : Inbound firewall Sipping " Tch saest
Single security zone for R b
: : 0 . t TCP 7070
each application service Inbound Firewall between checkout Tcp sese
. . currency TCP 7000
Consumers and application product catalog  TCP 3550
online-boutique « ” recommendation TCP 8080
frontend shipping TCP 50051
outside frontend TCP 80/8080

recommendation product catalog TCP 3550

product
catalogue

n databases

Backend Firewall between
Application and Database

Database firewall
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Application tiers across subnets

Application Centric Blueprint #10 - ESG per application tier + frontend, backend, and payment firewall/IPS [ e
ﬂ tn-demo cart Redis cache TCP 6379

| checkout cart TCP 7070
- o e o
Consumer\s ............. : . payment TCP 50851
) : Inbound firewall hipping . Ter soest
Single security zone for R I
2 ] H = t TCP 7070
each application service Inbound Firewall between checkout Tcp sese
H . . currency TCP 7000
: Consumers and application product catalog  TCP 3550
online-boutique H . « ” re?omr[\endatmn TCP 8080
frontend shipping TCP 50051
outside frontend TCP 80/8080

recommendation product catalog TCP 3550
jj;) ——

: Payment firewall Firewall between
“checkout” and “payment”

product
catalogue

n databases

Backend Firewall between
Application and Database

Database firewall
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Wrapping up...




Select one or more Design Patterns...

Carefully consider the use of:
- The “common” tenant

- Using a “shared services” tenant

- vZANny

. Dedicated border Leafs (recommended)

- External EPG with the classifier 0.0.0.0/0

cisco Lzﬁo//
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Implement ESG “wrappers”...

Wrapping applications into ESGs provides the following benefits tfor
both virtual and physical workloads:

- Improved application visibility

- Improved auditing capabilities

- Improved troubleshooting

- Intelligent service insertion

- Security tied applications rather than network segments

- Reduce the reliance on monolithic physical security devices
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Benefits of Shared Service model...

- Looks and feels like a Public Cloud model of working

- Network team maintains control of North / South route peering
- Network team maintains control of Inter VRF route leaking

- Each Tenant can control their own CIDR range

- Each Tenant can control their own security rules

. Each Tenant can have private (non routable subnets)

.« Security services can be easily inserted in the Tenants

- Do not use 0.0.0.0/0 as the extEPG classifier
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Automation Considerations...

- A simple consumption model is everything

- Single API for all networking functions

- Application security requirements should be declared to the infrastructure
- Add virtual application firewalls to deployments if required

- Large physical monolithic firewalls are useful at network boundaries, however they should
only provide broad security rules

- Remove unnecessary overlay networks that add layers of complexity

CiIsco W‘/ BRKDCN-2984
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Now available on dCloud

Getting Started with Cisco ACI 6.0 V1 Schedule

Information Resources

Overview

Cisco Application Centric Infrastructure (ACI) is a software-defined networking (SDN) solution designed for data centers, the cloud and hybrid-cloud. Cisco ACI allows
network infrastructure to be defined based upon network policies - simplifying, optimizing, and accelerating the application deployment lifecycle

The Cisco Application Policy Infrastructure Controller (Cisco APIC) is the unifying point of automation and management for the Cisco Application Centric Infrastructure
(Cisco ACI) fabric. The Cisco APIC provides centralized access to all fabric information, optimizes the application lifecycle for scale and performance, supporting
flexible application provisioning across physical and virtual resources.

Cisco ACI virtual machine networking provides hypervisors from multiple vendors programmable and automated access to high-performance, scalable, virtualized data
center infrastructure. Programmability and automation are critical features of scalable data center virtualization infrastructure. The ACI open REST API enables virtual
machine (VM) integration with and orchestration of the policy-model-based ACI fabric. ACl VM networking enables consistent enforcement of policies across both
virtual and physical workloads that are managed by hypervisors from multiple vendors.

This lab provides an introduction to Cisco ACI, taking the user through the initial setup process and configuring integration with a VMware vSphere. Then the user
reviews the the ACI security model, and how to implement it, learning about Tenants, Application Profiles, Endpoint Groups, Endpoint Security Groups, and Contracts
and Filters.

For additional information, visit www.cisco.com/go/apic.

cisco W. BRKDCN-2984 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 215



Cisco Webex App

8197 W (F -

< Catalyst 9000 Series Switching Family =...

Questions? y
Use Cisco Webex App to chat
with the speaker after the session

Intermediate (596)

H OW ::ct:orking (220)
@ Find this session in the Cisco Live Mobile App T
@ Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space

@ Enter messages/questions in the Webex space

Webex spaces will be moderated
until February 24, 2023.
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Complete your Session Survey

- Please complete your session survey
after each session. Your feedback
IS very important.

- Complete a minimum of 4 session
surveys and the Overall Conference
survey (open from Thursday) to
receive your Cisco Live t-shirt.

- All surveys can be taken in the Cisco Events Mobile App or
by logging in to the Session Catalog and clicking the
" Attendee Dashboard” at
https://www.ciscolive.com/emea/learn/sessions/session-

catalog.html|
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Continue Your Education

Visit the Cisco Showcase for related demos.

Book your one-on-one Meet the Engineer meeting.

Attend any of the related sessions at the DevNet, Capture the Flag,
and Walk-in Labs zones.

Visit the On-Demand Library for more sessions at
ciscolive.com/on-demand.
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