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This session provides an overview of the programmability and automation
features that are supported on the Cisco I0S XE Catalyst 9800 platforms.

An overview of the YANG based API's and the associated YANG Suite tooling
will be used extensively throughout this session, in addition to gRPC and gNMI.

The Model Driven Telemetry capabilities will also be discussed and the
example Docker container for collection and visualization will be demonstrated
as well as example dashboards from Grafana for Client and AP visibility.

Let's not forget Guest Shell, EEM, the Python and NETCONF API, and other
innovations around Zero Touch Provisioning that enable WLCs to be deployed,
managed, and configured with ease at scale.



1. Introduction to WLC API| P&A
2. YANG, YANG Suite, YANG Tooling

3. Model Driven Telemetry, TIG_MDT,
Dashboards

4.  On-Box Automation, ZTP, EEM,
Python/NETCONF API

5.  Conclusion and Resources
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About Jeremy WxT/jcohoe@cisco.com

From Vancouver, BC, Canada

Amateur Radio Operator, VA7NSA

Canadian Forces Army - Signals Operator - 4 yrs

UBC - Wireless Infrastructure - 7 yrs

Cisco - Enterprise Networks - 5 yrs
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Cisco’s Next-gen Wireless Stack

Enabling next-generation mobility powered for Wi-Fi 6

Cisco Catalyst 9800
Wireless Controllers

Managed by
Cisco DNA Center

Translate business intent into network policy
and capture actionable insights

Resiient | 9)

Secure

IE———

Cisco Catalyst 91 00
Access Points

Digitized by
== | Cisco DNA Spaces
A 4

Digitize people, spaces and things

® Intelligent




Cisco New Wi-Fi 6k Portfolio

Cisco

BRKEWN-2730

MR and C series APs are not

convertible

MR57

4x4 + 4x4, 4x4 (XOR 5/6)

Dual 5 Gbps mGig with
failover

Power Options: PoE, DC
Power

loT ready + Bluetooth 5.x
Scanning Radio

XOR Architecture
(High/Low band)

Standard Bracket

C9136

Ax4 + 8x8 + 4x4 or
AXA+AXA+AX4+4Xx4

Dual 5 Gbps mGig with
failover

Power Options: PoE, DC
Power

|oT ready + Bluetooth 5.x
Scanning Radio
Environmental Sensor

XOR Architecture
(macro/meso)

Standard Bracket
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WLC API
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Cisco I0S XE Programmability & Automation Lifecycle

Pre-boot Execution

Provisioning
Environment (iPXE)

Automation

Zero Touch Provisioning ﬁ

VM Automation

Onboarding

gNOI cert/os/reset proto

Device
Optimization

Guest Shell + NETCONF

python o
y

CentOS 8 Python 3

Software Image
Management

®

Application Hosting with Docker

CLI to XML

cisco M/

Network Configuration Protocol
(NETCONF), RESTCONF, gNMI

Model Driven
Device Programmability
COEnEa

==

YANG Data Models, OpenConfig,
and YANG Suite tooling

| Terraform, Ansible, pyATS

Device
L Configuration

INTENT CONTEXT

S

TIG_MDT container + examples

o Model Driven
Telemetry

Device NS4V

Monitoring

YANG On-Change support

gRPC Dial-Out + DNS + TLS

gNMI/NETCONF Dial-In
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Wireless feature support matrix

ZTP / Guest Shell N/A N/A 17.8 17.3.2a
177~
(data port only)
NETCONF 16.12 16.10 16.12 16.10
RESTCONF 16.12 16.11 16.12 16.11
gNMI N/A 17.8 Enabled 17.8
gNOl cert.proto N/A Enabled Enabled Enabled
gNOl factory reset N/A N/A N/A 17.7.1
NETCONF Dial-In MDT 16.12 * Enabled Enabled Enabled
gRPC Dial-Out MDT N/A Enabled Enabled 17.1
gNMI Dial-In MDT N/A Enabled Enabled Enabled
* NETCONF EWG MDT @ hitps /1y oller/ewc/16 ¢ cq 16 12/network monitoring.him N/A, Not Available Enabled, not TAC or Supported since

Confirmed accurate per https://ww

os/prog/configuration/17

J/b_1710_programmability _cg.html

BU supported feature

release 17.11.1

BRKEWN-2730
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https://www.cisco.com/c/en/us/td/docs/wireless/controller/ewc/16-12/config-guide/ewc_cg_16_12/network_monitoring.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/1710/b_1710_programmability_cg.html

Programmable Interfaces ( =

CLl

The NETCONF, RETCONF and gNMI are programmatic interfaces that provide additional
methods for interfacing with the 10S XE device - Just like the CLI, SNMP, and WebUI is

used for configuration changes and operational metrics so can the programmatic interfaces
of NETCONF, RESTCONF and gNMI

YANG data models define the data

that is available for configuration S

{OPENCONFIG
Intent-based
Network Infrastructure Configuration and Operation @IEEE
e 7 |

st rat] s
: CISCO

SNMP

T

cisco W- BRKEWN-2730 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 1




Model Driven Programmability Interface Comparison

Network
architecture,
security posture
and policy,
YANG data
modules, tools
and language
preferences are
some
considerations
when leveraging
the various MDP
interfaces

cisco Lzﬁo//

Minimum [0S XE Version
Recommended Version
Default Port

Operations
Encoding

Security

Transport Protocol

Tooling

Content

NETCONF
16.6

17.6

830

<get>,<get-config>,<edit-

config>,<establish-subscription>

XML

SSH + PKI

certificate or password
SSH

YANG Suite, ncclient,
Netconf-console

YANG

RESTCONF
16.7
17.6

443

GET, POST, PUT, PATCH,
DELETE

XML or JSON

HTTPS user/pass

HTTPS

YANG Suite*, Postman,
python

YANG

gNMI
16.8
17.7

9339
GET, SET, SUBSCRIBE

RFC7951 JSON_IETF

TLS certificate
with user authentication

HTTP/2
YANG Suite*, gnmic,
gnmi_cli

YANG + Protobuf

BRKEWN-2730
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OS5 XE - YANG Model Coverage on )

= YangModels [ yang £\ Notifications ¥¥ Star s90
RFC7950 states that “YANG is a <>cose I Y Cisco-10S-XE-bgp-route-operyang
data modeling language used to i master = | [ Cisco-10S-XE-bgp-rpeyang S0 to e

model configuration data, state data,
Remote Procedure Calls, and -
notifications for network (3 Cisco-I08-XE-boot-integrity-oper.
management pl’OtOCOlS” [ Cisco-10S-XE-breakout-port-oper. (5 cisco-10S-XE-install-rpcyang 2 years age

3 years ago

apoorvash bse Yang Models (#982) .. @e3bcla 16 days ago ¥R History

D Cisco-10S-XE-bgp.yang

[} Cisco-10S-XE-install-events.yang

2 years ago

B Cisco-10S-XE-interface-common.yang

T ] Cisco-10S-XE-bridge-domain.yand 3 years aso
YANG module name.yang Description ) 3 years ago
[} Cisco-10S-XE-interfaces-oper.yang

3 years ago

D Cisco-105-XE-bridge-operyang

Cisco-10S-XE-native running-config 3 years ago
Cisco-10S-XE-{feature}-cfg Feature configuration [ Cisco-10S-XE-cable-diag-oper.yar D Cisco-105-XE-interfaces yang 2 vears age

3 years age
Cisco-10S-XE-{feature}-oper Feature operational data B Cisco-10S-XE-cable-diag-rpc.yand B Cisco-10S-XE-ios-common-operyang 3 years ago
Cisco-10S-XE-{feature}-rpc Actions roa 1o xe 1 L) Cisco-l0S-XE-ios-events-operyang ::: :::
Cisco-evpn-service EVPN service abstraction ::::: j:;: [ Cisco-I0S-XE-ip-sla-events.yang 1? :::: ::
OpenConfig-{feature} abstraction for config & oper reded@Eeetol 1y Cisco-10S-XE-ip-sla-operyang * menths 2se

Added Cisco-10

4 months ago

Added Cisco-I0S-XE-17.5.1 Release Yang Models (#982) 16 days ago

—_—

https://github.com/YangModels/yang/tree/master/vendor/cisco/xe

cisco M. BRKEWN-2730 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



https://github.com/YangModels/yang/tree/master/vendor/cisco/xe

RFC7950 states that “YANG is a
data modeling language used to
model configuration data, state data,

Remote Procedure Calls, and
notifications for network
management protocols”

Cisco-10S-XE-wireless-access-point- cfg rpc.yang

. . . £\ Motifications 7 Star 290 % Fork 874
Cisco-10S-XE-wireless-access-point-cmd-rpc.yang
Ets &) security |~ Insights
Cisco-10S-XE-wireless-access-point-operyang
Go to file
Cisco_|OS_XE_wire|ess_action5_rpc.yang ly Models (#982) Bedbcla 16 days ago (5 History

Cisco-10S-XE-wireless-ap-cfg.yang @

Cisco-10S-XE-wireless-ap-global-operyang

YANG module name.yang

Description

Cisco-10S-XE-wireless-ap-types.yang u

Cisco-l0S-XE-native
Cisco-10S-XE-{feature}-cfg
Cisco-10S-XE-{feature}-oper
Cisco-10S-XE-{feature}-rpc
Cisco-evpn-service

OpenConfig-{feature}

running-config
Feature configuration
Feature operational data

Actions

EVPN service abstraction

abstraction for config & oper

0 0D DD O E O

Cisco-10S-XE-wireless-apf-cfg.yang

1671 minor issues fixed

1681 Added backwards compatibility che:
1691 Added tailf-cli-extensions model to
1693 Added 1I0S XE 16.9.3 yang models a
171 Added Cisco-10S-XE-17.1.1 Release
1721 Added updated CATOK device capal
1731 Added Cisco-10S-XE-17.3.1 Release
1741 Added Cisco-l0S-XE-17.4.1 Release

cisco Lg/&/

1751 Added Cisco-I0S-XE-17.5.1 Release

O

e IR e R e R i R o R e A A

(P

Cisco-10S-XE-wireless-general-oper.yang

Cisco-10S-XE-wireless-geolocation-oper.yang

Cisco-10S-XE-wireless-geolocation-types.yang

Cisco-10S-XE-wireless-hotspot-cfg.yang

Cisco-10S-XE-wireless-hyperlocation-operyang

Cisco-10S-XE-wireless-image-download-cfg.yang

Cisco-10S-XE-wireless-lisp-agent-oper.yang

Cisco-10S-XE-wireless-location-cfg.yang

Cisco-10S-XE-wireless-location-oper.yang

Cisco-10S-XE-wireless-mcast-oper.yang

https://github.com/YangModels/yang/tree/master/vendor/cisco/xe

BRKEWN-2730 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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https://github.com/YangModels/yang/tree/master/vendor/cisco/xe

Provisioning
Automation

A

python

SO o RPC Network Operations Interface

1. gRPC Network Operations Interface, or gNQOI, is a set of gRPC-based microservices,
used for executing operational commands on network devices

2. gNOI operations are executed against the gNMI API interface
3. gNOl is defined and implemented on a per proto basis
4. There are many protos defined - some are more mature and evolve and different pace
Protobuf RPC Use Related CLI Release ) sechormoto. Pulls Issug
Cert.proto TLS Certificate management crypto pki .. : & openconfig / gnoi
. , <> Code (1) Issues 9 i1 Pullrequests 5 ®
Os.proto Network Operating System install add
management file ..
) ¥ master ~ Go to file
Reset.proto Factory Reset and wipe factory-reset
g aashaikh Updates to cert service. (#41) ..
File.proto Not implemented copy, delete N/A B b M docs W mpls
[ [ factory_reset B o
System.proto Not implemented reload, set N/A file
boot W common M otdr
= ™

diag system

]
m interface
]

layer2

https://aithub.com/openconfig/gnoi

cisco L‘V&-/ BRKEWN-2730 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 15


https://github.com/openconfig/gnoi

F1-17.10
IPv6 support for gNM|

Along with IPv4 support for gNMI, now Cisco |I0OS XE also supports IPv6 for gNMI,

YANG Suite Subscriptions

Fields marked with * are required.

Responses

General Info

Profile Name * jcohoe-c9300-ipv6

Description
I Address * 2002:2 I
Username admin
Password =~ sssssssssssss

(" oveck sotaton dovess et )
I Check selected device's reachability J =

ping
e

NETCONF/RESTCONF also have IPv6 support

BRKEWN-2730 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



AAA Method List e

RESTCONF

The “default” AAA method list was required for programmatic operations
Now support for additional method lists is being introduced
In addition to default login, now we can specify additional AAA mechanisms

This makes programmatic access more resilient by enabling multiple authentication options

XE-LAB-TORZ(config)#aca authentication login ? netconf-yang

WORD Named authentication list (max 255 characters, longer will be rejected). no aaa authentication login default local

default The default authentication list. no aaa authorization exec default local
tacacs server ISE-2
address ipv4 10.10.11.12
key Ciscol23
aaa group server tacacs+ ise
group Use Server-group SEEVEr HiSie IS}::_z

_ ip vrf forwarding Mgmt-vrf
line Use line password for authentication. . . ) )
N X ip tacacs source-interface GigabitEthernet0/0

Local Use local USEfngme authentication. . aaa authentication login netconf-authn group ise local
local-case Use case-sensitive local username authentication. aaa authorization exec netconf-authz group ise local
none NO authentication. aaa new-model
passwd-expiry enable the login list to provide password aging support aaa session-id common
radius Use RADIUS authentication. yang-interfaces aaa authentication method-list netconf-authn
tacacs+ Use TACACS+ authentication. yang-interfaces aaa authorization method-list netconf-authz

XE-LAB-TORZ(config)#aaa authentication login new-netconf-ml 7
cache Use Cached-group
enable Use enable password for authentication.

What are Method lists? Method lists for authorization define the ways that authorization is performed and the sequence in which these methods are performed. A method list is
simply a named list describing the authorization methods to be queried (such as LDAP, RADIUS, or TACACS+), in sequence. Method lists enable one or more security protocols
to be used for authorization, thus ensuring a backup system in case the initial method fails. Cisco I0S software uses the first method listed to authorize users for specific network
services; if that method fails to respond, the Cisco IOS software selects the next method listed in the method list. This process continues until there is successful communication

with a listed authorization method, or all methods defined are exhausted.

and

cisco BRKEWN-2730 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 17


https://github.com/jeremycohoe/netconf-tacacs-aaa
https://github.com/jeremycohoe/netconf-tacacs-aaa/blob/main/custom-method-list.txt
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/178/b_178_programmability_cg/m_178_prog_model_based_aaa.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_usr_aaa/configuration/15-mt/sec-usr-aaa-15-mt-book/configuring_authorization.html

AP provisioning example

CLI

ap 188b.9dbe.6eac
policy-tag policty222
site-tag site-tag-name
rf-tag rf-tag-name

ap @@aa.bbcc.dd22
policy-tag policyl
rf-tag myrftag
site-tag site-1

policy-tag
rf-tag myrftag?
site-tag site-1
dc75.bdbl. e664
policy-tag AP@C75.BDB1.E664%pt
rf-tag APOC75.BDB1.E664%r
site-tag AP@C75.BDB1.EG
1.0df2.2924
-tag Lab-AP-1%pt
rf-tag Lab-AP-1%rt
site-tag Lab-AP-1%s
trapflags ap crash
trapflags ap noradiocards
rapflags ap register
JHOE-(984@#sh run | s ap]]

policty222

YANG model @ https://github.com/YangModels/vang/blob/main/vendor/cisco/xe/1791/Cisco-10S-XE-wireless-ap-cfg.vang

cisco M— BRKEWN-2730 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



https://github.com/YangModels/yang/blob/main/vendor/cisco/xe/1791/Cisco-IOS-XE-wireless-ap-cfg.yang

AP provisioning example

4. &g Cisco-I0S-XE-wireless-ap-cfg
4.~ ap-cfg-data
[~ location-entr
[ tag-source-priority-configs

ap-filter-configs

= ap-filter-priority-cfg-entries

[:‘7;1:) rule-priority-cfg-entries

4-.[~ ap-tags

4-.2= ap-tag

% ap-mac
policy
site-tag
rf-tag

priming-profile

CLI:

ap 188b.9dbe.6eac
policy-tag policy222
site-tag site-tag-name
rf-tag rf~-tag-name

Name rf-tag

Nodetype leaf

Datatype string

Description Configuration of rf tag

Module Cisco-10S-XE-wireless-ap-cfg
Revision 2022-07-01

Xpath Jap-cfg-data/ap-tags/ap-tag/rf-tag
Prefix wireless-ap-cfg

Namespace http://cisco.com/ns/yang/Cisco-10S-XE-wireless-ap-cfg
Schema Node Id Jap-cfg-data/ap-tags/ap-tag/rf-tag
Default default-rf-tag

Access read-write

Operations « "edit-config"

« "get-config”
. "get”

4 & Cisco-10S-XE-wireless-ap-cfg
4= ap-cfg-data running
location-entries ’
tag-source-priority-configs
ap-filter-configs

[ ap-filter-priority-cfg-entries b
ap-rule-priority-cfg-entries
ap-tags SOy trrliy

’ ap-tag

4 3p-mac
policy-tag
site-tag
rf-tag yrita p-tag

4-i=ap-tag
3p-mac cc:dd:22 t licty222
policy-tag
site-tag tac
rf-tag yrita
4 1= ap-tag
pap-mac
policy-tag
site-tag
rf-tag yrfta

YANG model @

Cisco

BRKEWN-2730

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<edit-config>
<target>
<running/>
</target>
<config>
<ap-cfg-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-wireless-ap-cfg">
<ap-tags>
<ap-tag>
<ap-mac>00:aa:bb:cc:dd:11</ap-mac>
<policy-tag>policyl</policy-tag>
<site-tag>site-1</site-tag>
<rf-tag>myrftag</rf-tag>
</ap-tag>
<ap-tag>
<ap-mac>00:aa:bb:cc:dd:22</ap-mac>
<policy-tag>policyl</policy-tag>
<site-tag>site-1</site-tag>
<rf-tag>myrftag</rf-tag>
</ap-tag>
<ap-tag>
<ap-mac>00:aa:bb:cc:dd:33</ap-mac>
<policy-tag>policty222</policy-tag>
<site-tag>site-1</site-tag>
<rf-tag>myrftag2</rf-tag>
</ap-tag>
</ap-tags>
</ap-cfg-data>
</config>
</edit-config>
</rpc>

ap @0aa.bbcc.dd22
policy-tag policyl
rf-tag myrftag

. site-tag site-1
ap @@aa.bbcc.dd33
policy-tag
ang XE-wirelg f rf-tag myrftag2
site-tag site-1
ap @c75.bdbl.e6b4
policy-tag AP@C75.BDB1.E664%pt
rf-tag AP@C75.BDB1.E6G64%rt
site-tag AP@C75.BDB1.E6G4%st
ap 6¢71.0df2.2924
policy-tag Lab-AP-1%pt
rf-tag Lab-AP-1%rt
site-tag Lab-AP-1%st
trapflags ap crash
trapflags ap noradiocards
trapflags ap register
JCOHOE-(C984@#sh run | s apl

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



https://github.com/YangModels/yang/blob/main/vendor/cisco/xe/1791/Cisco-IOS-XE-wireless-ap-cfg.yang

AP rename example

Fxec CLE I

ap name

<default_name> ]

name <new_name>

YANG: https://github.com/YangModels/yang/blob/main/vendor/cisco/xe/1791/Cisco-10S-XE-wireless-access-point-cfg-rpc.yang

Cisco &. BRKEWN-2730 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 20


https://github.com/YangModels/yang/blob/main/vendor/cisco/xe/1791/Cisco-IOS-XE-wireless-access-point-cfg-rpc.yang

AP rename example

Exec CLI: ap name <default_name> name <new_name>

YANG Set  justins-wlc-default-yangset

NETCONF Operation (other RPC) ~ Device

& YANG Tree

Nodes

As & Cisco-10S-XE-wireless-access-point-cfg-rpc
-4 set-ap-vlan-tag
- [ set-ap-vlan-tag-all

-2 = o de-chnl-optimi
-4 set-ap-mode
- [ set-Irad-led-state
-4 set-Irad-led-flash
-4 set-ap-location
-4 set-ap-name
: [ output
B =] input
i g name
g alternative-choice
4-- =3 ap-identifier-name
it &7 ap-name
{-- 3 ap-identifier-mac-address
[ set-ap-antenna-band-mode
[ set-ap-country
[ set-11-hphy-ofdm-chan
[ set-ap-slot-ext-antenna-gain

v Modulafs)

| Cisco-10S-XE-wirel poi

Ta-1po x]

T

justin_9800CL_229_199 v

SITE1-9120-12

ce Open Device Window

<rpc xmins="urn:ietf:params:xml:ns:|
<set-ap-name xmins="http://ciscol
<name> </name>
<ap-name>SITE1-9120-12</ap-|
</set-ap-name>

<frpc>

Before

1 | justloo 9800CL#sh ap summary

2 | Number of APs: 7

3

4 €C = Country Code

5 RD = Regulatory Domain

6

7 | AP Name Slots AP Model Ethernet MAC Radio MAC CC RD IP Address

8

9 | SITE3-9120-1 2 C9120AXI-B a453.0eb4.b848 084f.f92e.dbe0 US -B  10.10.120.51

10 | SITE4-9120-1 2 C9120AXI-B 2cf8.9b5f.a26c 084f.f982.e500 US -B  10.10.110.51

11 | SITE2-9120-2 2 C9120AXI-B 2cf8.9b21.2d84 10b3.c623.0420 US -B  10.10.110.53

12 | SITE2-9166-1 3 CW9166I-B cc9c.3efd.d0f0 10£9.20fd.bacd US -B  10.10.110.52

13 | SITE1-9164-1 3 CW9164I-B cc9c.3ef1.3960 10£f9.20fe.cl40 US -B 10.10.110.58

14 | SITE1-9120-12 2 C9120AXE-B a00£.379c.3248 a00£.3704.9fa0 US -B  10.10.110.55

15 | SITE2-9120-1 2 C9120AXI-B f4bd.9e9b.21c0 fd4bd.9eal.c7a0 US -B  10.10.110.54

T
After

1 | justloo 9800CL#sh ap summary

2 | Number of APs: 7

3

4 | CC = Country Code

5 | RD = Regulatory Domain

6

7 | AP Name Slots AP Model Ethernet MAC Radic MAC CC RD IP Address

8

9 | SITE3-9120-1 2 C9120AXI-B ad53.0eb4.b848 084f.f92e.dbed US -B  10.10.120.51

10 | SITE4-9120-1 2 C9120AXI-B 2c£8.9b5f.a26c 084£.£982.e500 US -B  10.10.110.51
2 C9120AXI-B 2cf8.9b21.2d84 10b3.c623.0420 US -B  10.10.110.53
3 CW9166I-B cc9c.3efd.d0f0 10£9.20fd.bac0d US -B 10.10.110.52
3 CW91641I-B cc9c.3ef1.3960 10£9.20fe.c140 US -B  10.10.110.58
2 C9120AXE-B a00£.379c.3248 a00£.3704.9fa0 US -B  10.10.110.55
2 C9120AXI-B f4bd.9e9b.21c0 f4bd.9eal.c7al US -B  10.10.110.54

YANG: https://github.com/YangModels/yang/blob/main/vendor/cisco/xe/1791/Cisco-10S-XE-wireless-access-point-cfg-rpc.vang

cisco M/
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https://github.com/YangModels/yang/blob/main/vendor/cisco/xe/1791/Cisco-IOS-XE-wireless-access-point-cfg-rpc.yang
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Innovations in wireless YANG

Cisco I0S XE wireless mesh exec RPC

© oupat

) input
[T

|- 9 pkt-per-ses
|- pit-size

&
2 set-rad
L. 3 set-rad-

2 sot-rad-
3 set-rac
3 set-rad-
2 set-rad
2 set-rag-
D set-rad-
2 set-rad
2 set-rad-
2 set
2 set-rac

cisco Ld/y_/

-mesh-e

sst-ap-max

Itemative
mesh-sec
mesh-pred
mesh-dai
mesh-daid
mesh-biod
mesh-bhal
mesh-bhal
mesh-trun
mesh-trun

mesh-ethe

Cisco

Access Point Oper Data: YANG improvements

Cortainer/leaf name TYPE
SSIDrame string
SSIDstate Boolean

number of associated clients

BSSID

i & Cisco-l0S-XE-wireless-access-point-o|

43 access-point-oper-data
i
i

— 1= ap-radio-audit-info
i= ap-wlan-audit-info

— 1= ap-audit-summary-info

= ap-mac-ssid-info

= ssid-counters

P sslobid
| /@ Wlan-id
I

/7 num-assoc-clients

On Change telemetry: AP oper

@ vp-mac
4 ap-sntenna-band-mode
3 link-encryption-enabled
ap-ip-data

£ ap-prime-info

£ ap-mgmt

i~ 2p-pow
B ap-sys-stats
(- B> ipvd-tep-mss

|- persistent-ssid
£ ap-ntp-server-info-cfg
~ & ap-udplite-info
£ accounting

cisco Ltl/&/

Gather Point

Jaccess- point- oper- da
data/phy- ht- cfg/cfg- dal

laccess- point- oper- dat

Jaccess- point- oper- dat

access- point- oper- datg

30s Periodic telemetry: AP and Client oper

i & Cisco-10S-XE-wireless-client-oper

Geather Point

/ap- global- oper- data/ap- join- stats

-5 client-oper-data
- &= common-oper-data
1= dot11-oper-data

mobility-oper-data
(- &= mm-if-client-stats
mm-if-client-history
trafic-stats
3m<—m):~nﬂmk‘<s
— 4 bytes-rx

o bytes-tx

& pkts-rx

& pts-tx
— 4 data-retries
& mic-mismatch
%) mic-missing
& most-recent-rssi

.
1]

=~ 4 most-recent-snr
o tx-retries
o speed

— 4 spatial-stream

— 7 glan-stats-update-timestamp
4 glan-idle-update-timestamp

cisco L(,V&_/

Iclient- oper- data/traffic- stats

#CiscolLive

Xpath

/ap- global- oper- data/ap- join- stats/wtp- mac

lap- global- oper- data/ap- join- stats/ap- join- info/ap- ethernet-
mac

/ap- global- oper- data/ap- join- stats/ap- join- info/ap- name

/ap- global- oper- data/ap- join- stats/ap- join- info/ap- ip- addr
/ap- global- oper- data/ap- join- stats/ap- join- info/is- joined
:ap- global- oper- data/ap- join- stats/ap- join- info/last- error-
ype

/ap- global- oper- data/ap- join- stats/ap- disconnect- reason

Iclient- oper- data/traffic- stats/rx- group- counter

© 2022 Cisco and/or its affliates. Al rights reserved. Cisco Public
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Wi-fi 6k Capable ?

Wireless Radio Distribution

for Entire CiscoLive

Total Wireless Clients: 12658
Wi-Fi 6E Capable

Wi-Fi BE (6 GHz) [only Hall 7] s
Wi-Fi 6 (5 GHz)
Wi-Fi 5 (5 GHz)
Wi-Fi 4 (5 GHz)

2.4 GHz Protocols (Limited deployments)

Wi-Fi 6 (2.4 GHz) Name daot11-6ghz-cap
Wi-Fi 4 (2.4 GHz) Nodetype lasf
Datatype boolean
802119 Description Indicates whether this client is 6Ghz capable
802.11a Module Cisco-10S-XE-wireless-client-oper
802.11b Revision 2022-07-01
Xpath [client-oper-data/dot11-oper-data/dot11-6ghz-cap
Prefix wireless-client-oper
Namespace http://cisco.com/ns/yang/Cisco-10S-XE-wireless-client-oper
Schema Node Id [client-oper-data/dot11-oper-data/dot11-6ghz-cap
Access read-only

BRKEWN-2730 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 24


https://github.com/YangModels/yang/blob/main/vendor/cisco/xe/17101/Cisco-IOS-XE-wireless-client-oper.yang

YANG 1.0 to 1.1 transition - YANG advertisement

sending:
#275
<nc:rpc xmlns:nc="urn:ietf:params:xal:ns:netconf:base:1.0" message-id="urn:uuid:b966c2ff-a59b-46a3-aa3l-cblccS5e9Teds">
tion of publi from encoded data will be <nc:get>
point has been deprecated on Ellipti ublicNumbers and will by aciHuee

<modules-state xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-library"/>
</nc:filter>
</ne:get>
</nc:rpe>

"
Received message from host

<?xml version="1.0" 7>
<rpc-reply message-id="urn:uuid:b966c2f{-a59b-46a3-aa31- chlccSesTedd"
<data>
<modules-state xalns="urn:ietf:params:xml:ns:yang:ietf-yang-library*>
<nodule-set-id>4762f66e3d4acbOcdTccf523dcatbad7</nodule- set-id>
<nodule>
<name>BGP4-MIB</name>
<revision>1994-05-05</revision>
2 2018 ity <schema>http://localhost:9938/restconf/tailf/modules/BGP4-HIB/1994-05-05</schena>
capability: / om/ns etf-ro d 7mo: c e-i revisi, s <namespace>urn:ietf:params:xml:ns:yang: smiv2:BGP4-MIB</namespace>
c:capabilityshttp. o : le onfig-c ; > <conformance- type>implement</conformance-type>
o </module>
<nodule>
<name>BRIDGE-MIB</name>
% p de’ ¢ i tis </n Y <revision>2005-89-19</revision>
capability>! 15¢0. ¢ ci: anag t-d 3 \C <schema>http://localhost: 9938/ restconf/tailf/modules/BRIDGE-MIB/2005-09-19</schema>
<namespace>urn:ietf:params:xml:ns:yang: smiv2:BRIDGE-MIB</namespace>
<conformance-type>implesent</conformance- type>
</module>

If the desired application previously parsed the NETCONF "hello" message to retrieve the
supported YANG models, the parsing must be modified to reflect how version 1.1
advertises via "ietf-yang-library" instead of the NETCONF "hello" message.

cisco M/

BRKEWN-2730 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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{OPENCONFIC
OC wireless: YANG model end of support 179

17.9 will be the last release supporting OC wifi YANG
https://github.com/openconfig/public/tree/master/release/models/wifi

) ) ) ) . . fig- -Doi L _ _
+ The YANG for OpenConfig Wireless including OpenConfig- ?g:g:;f:;::s P - & openconfig-ap-manager
access-points and OpenConfig-ap-manager YANG are no longer i = uccuss-point 4.-.[=, provision-aps
being supported after 17.9 -~ /g hostname D — -
| o racios 4. +— provision-ap
* The constructs within OC Wireless support only flex deployments - = radio = g mac
and direct AP management. There is no modelled concept of any B
. . 1= config + E C'Dl'lflg
CAPWAP tunnels or centralized controller infrastructure i -
s [ state |_ mac
i [= neighbors
» All or nothing: OC Wifi leverages a hostname centric view and -3 ssids ' hostname
does not use the MAC address. All config and operations must be 4 i ssid trv-cod
via OC-wifi.YANG as the traditional YANG/CLI uses MAC centric I~ A name country-coae
view ;—E config 15 state
£ [ state i
- | I — mac
* Most deployment are controller based/local mode, so the OC Wifi L= doti r i
model is not applicable and not usable for most deployments LB dot11v hostname
|-E= clients .. =4 country-code
»  OC Model version drift: the initial version implemented of 0.1.0 or = dotix-timers i oined
0.2.0 is not current with GitHub version of 1.0.0 so there are b S band stearing = joined-aps
many mapping gaps making it even less usable
W / Image source: https://www.openconfig.net/img/oc-masthead.png
Cisco &. BRKEWN-2730 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 26


https://github.com/openconfig/public/tree/master/release/models/wifi

| a7
YANG model for Syslog generation

This YANG model can be used to programmatically generate syslog messages.
This ensures the network devices are securely connected to the remote syslog receiver.

Crypto TLS certificates
trustpoint / trustpool

Crypto TLS
certificates

’g facility

*g mnemonics

- & message
cisco &. BRKEWN-2730 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



YANG model for CLI| execution 79

Any configure CLI can now be sent within the YANG payload 4— & Cisco-10S-XE-cli-rpc

4[4 config-ios-cli-rpc
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" <rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" .
message-id="101"> message-id="101"> ® *:] |r'|put
<config-ios-cli-rpc <config-ios-cli-trans i
xmlns=http://cisco.com/ns/yang/Cisco-I0S-XE-cli-rpc> xmlns=http://cisco.com/ns/yvang/Cisco-I0S-XE-cli-rpc> i ...... a Cﬂnﬁg-clis
<config-clis> <clis> I
interface Loopbacklll interface Loopbacklll E__,# timEDUt
description configured-via-CLI-YANG description configured-via-CONFD-YANG |
no shutdown no shutdown - —
</config-clis> </clis> T —— Eerr-patternﬁ
</config-ios-cli-rpc> </config-ios-cli-trans>
</rpc>11>11> </rpc>11>11> [fomen E* output

4. kA config-ios-cli-trans

a clis “clirpc” sends CLI to the |OS parser 4 uy] input
This is similar to configuring CLI on the VTY i .
Directly into running—config then synchronized to ConfD é‘ """ ﬂ clis
a config-clis  “transitional cli rpc” sends a list of CLI to ConfD ,ﬂ do-commit
This is similar to sending edit-config RPCs corresponding to the CLI’s.
Synchronized from ConfD into the CLI running-config i (#p output

cisco L‘V&. BRKEWN-2730 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 28
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YANG model for CLI execution: Demo

Cisco YANG Suite

YANG Suite / Exploring YANG / YANG set *jcohoe-c8300-default-yangset” / Modules

@ Explore YANG Models i @) @ @

Admin Select a YANG set  jcohoe-c9300-default-yangset ~ | Select YANG | Cisco-I0S-XE-cli-rpe %

up © icon legend Q_ search XPaths Q_ Search nodes (®) Display schema nodes only

4. &, Cisco-10S-XE-cli-rpc

Display all nodes

T 482 config-ios-ci-roe Getting Started:
Explore b input
- g7 config-clis
Protoc i 2 timeout 1. Select a YANG set from the dropdown menu at left.

rror-patterns
gNMI

2. Select one or more YANG modules from this set above, then click the "Load module(s)" button.

(= output
gRPC y 4--F config-ios-cli-trans 3. In the tree that appears to the left, you can explore the model(s) by expanding the tree.
1_ =) input
| ﬂ - 4. Click on any of the nodes in the tree to view its properties and relevant RFC information in this space.
=R 5. You can also right-click on any node for a context menu with additional options.
(@ output

cisco '&‘/

BRKEWN-2730 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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VANG Sute | Exploning YANG / YANG set "C3300" | Modules

H YANG e -
YANG Suite e sure Explore YANG Models ysadmin ' o °
Select s YANG st | C9300 Select YANG module(s) || C1560-10S-XE+interfaces-oper X

@ Display schema nodes only Display all nodes

Cisco YANG Suite

& Cisco-l0S-XE-interfaces-oper Node Propemes
. Birier(aCEs Name statistics
- interface Nodetype container
[~A$nome Description A collection of interface -related statistics objects
/@ interface-type Module Cisco-I0S-XE-interfaces-oper
; & admin-status Revision 2020-07-01
/& oper-status Xpath [interfaces/interface/statistics
i~ 4 tast-change Prefix Interfaces-ios-xe-oper

o if-index i

P

WANG Suite /| NETCONF | YANG set “C9300" | Modules

-10:
© ¥ NETCONF e @) € @

YANG Set  C9300 Module(s) | LClaco-1OS-XE-interfaces-oper X Load Module(s)
NETCONF Operation  get Device  JGOHOE-DMZ-C9300 (&% EditDevice ) Open Device Window
/ANG Tree —— ¢ ) D] G °C(s —
# YANG Tree \ RPC Options... ) @® Clear RPC(s)
<[> Build RPC
Nodes Value <rpc xmins="um:i ml:ns:netconf-base:1.0" message-id="101">
4 & Cisco-I0S-XE-interfaces-oper e
4= interfaces <interfaces xmins="http://cisco.com/ns/yang/Cisco-10S-XE-interfaces-
4 1= interface oper">

<interface>

YANG API Testing and Validation Environment S s

| dmin- <finterface>
/& admin-status <finterfaces>

- & oper-status </filter>
[ nd
Construct and test YANG based APIs over G

- ; lower-layer-if

NETCONF, RESTCONF, gRPC and gNMI s

{— [ slatistics

. 10S XE / 10S XR / NX OS platforms Now Generally Available !

developer.cisco.com/yangsuite

github.com/CiscoDevNet/yangsuite

cisco W- BRKEWN-2730 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 30




Cisco YANG Suite

Admin

What'’s Included
« Initial Release: Core plugins
* Plugin Manager
*  YANG File Manager
« Device Manager =
« NETCONF (Python), gRPC Telemetry
« Docker install support with HTTPS

Device profiles

Analytics

Datasets and diffs

 Second Release: AR A
¢ RESTCO NF Protocols
° gNI\/II gNMI
« Python Integrations Additional plugins N

 Third Release:
« gRPC Telemetry with TLS Support
«  SNMP OID to YANG Xpath Mapping

* Ansible Integrations Explore
YANG

* Pip install support
cisco L‘V&-/ BRKEWN-2730 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 31
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gRPC Dial-Out with TLS Support

Cisco YANG Suite » Server Certificate and Key can now be provided within the Device Profile

These certificates are used to secure the model driven telemetry data between YANG Suite and I0S XE
ciin Additional telemetry data outputs to file and Elasticsearch

Multiple receivers are supported

YANG Suite /| gRPC Telemetry

© @ JreC Telemetry

Listen at IP address

yangsuite-developer e ° 0

Listen at port

IP address TCP port (Optional) TLS receiver | (S IEPRa Y
> [ Telemetry Receivers x YANG Sulte /| gRPC Telemetry
TLS Root Certificate: Choose Flle | No file chosen e . gRPC Telematny
rootCA.pem utpt He. ® ® @ clearlog
" ’ = {Users/miott/tmp/telemetry.log Listen at IP address
Explore \ TLS Client Certificate: [ Ghoose File | No file chosen Elasti Output URI Py Vnode": *172.27.265.22",
) i “path?: *Cisco-TOS-KE~ —cpu-oper : cpu— /epu-utilization®,
client.crt rh'";‘" ‘ZDDt. address : ,(nu})— process—cpu-oper:cpu-usage/cpu-utilization
YANG . Set Output R “noma*: */five-seconds’,
YANG TLS Client Key: client.key Choose File | No file chosen [ Set Output | tinestamp: 202110 WPVl
1P Address Port  TLS subscription: 222
Protocols TLS Server Certificate: Choose File | No file chosen ,—| node: 172.27.255. "timestamp®: "2021 Oct 29 22:@8:32%,
10.19.198.133 || 50070 |[ true || | Stoj A i TOS.: " tion": "1%,
server.cert [(see]] path: (Cisco-10S-X§ ,SCTIRon) vssi22
name: /five-secc Cisco-TOS-XE-process—cpu-oper:epu—usage/cpu-utilization®,
ghMI TLS Server K:v: Choose File | No file chosen @ | valve: 1 ey
server.key

“value®: 1

-_— ¥ }
subscription: 222 ¢
Choose device with certificate/key x

"timestapp®: "2021 Det 29 22:88:52%,
Putnut file node: 172.27.255.  wsunscripriont: "1,
: Cisco-I0S- "node*: *172.27.266.22%,
s . . . E Dutput URI path: Cmc? 10S-XE "path': *Cisco-T0S-XE-process—cpu-oper:cpu-usage/cpu-utilization®,
Select device with server certificate/key = ddmi-9500-2 name: /five-secd  “fields®: {
= value: 1 “nome*: */five-seconds’,
RESTCONF Set Output L

“value®: 1

}
).
S ana Start TLS telemetry reciever P P {
est Manager e Address ort  TLS

“timestamp®: "2021 Oct 29 22:89:12°,
10.19.198.133 || 50070 || true Stop )

"subscription”
“node": *172.27.255. P
[10.19.198.133 | 57344 | faise ||| Stop || “path*: *Cisco-TOS-XE-process—cpu-oper:cpu-usage/cpu-utilization®,
Help ntields*: {

“name”: */five-saconds®,
“value*: 1
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SNMP to YANG migration mapping

Cisco YANG Suite

Ease the transition from SNMP OID to YANG Xpath and easily verify the responses from both.

OID: .1.3.6.1.4.1.9.9.109.1.1.1.1.6.19

Admin
Setup
ol 19.9.109.
Analytics Selectadevice  [cohoe-c9300 Community y blan s
T ik P — SN G105 o |
SNMP to YANG Mapping
YANG coverage
Explore \ MIB Path Es0.0rg.dod intemet.private.enterprises.9.9.276.1,6.1.1,2.7.84,101.48.47.48.47.52
=3 ]
YANG Path fepu-usage/cpu-utilization/fve-seconds
. s
YANG [
Protocols YANG Suite =
swpceT:
.iso.org.dod. internet . private.enterprises.9.9.276.1.6.1.1.2.7.84.101.49.47.46.47.52 = INTEGER: 12
ghNMI
YANG GET:
Lization/ti
gRPC telemetry VALUES:

[}

NETCONF

RESTCONF

Test Manager

Right click > Run to retrieve from SNMP and
NETCONF simultaneously.

This solution utilizes the Python library for
“fuzzy matching” of OID and XPATH values
to identify most accurate match.

Please share any SNMP OID’s to help validate the mapping and tooling

Help https://app.smartsheet.com/b/form/f45486e0a3dadcb5905d3a7/d788388a0

cisco Lz/&/

BRKEWN-2730
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YANG Suite + Ansible integrations
using NETCONF, RESTCONF & gNMI OpenConfig

Cisco YANG Suite

Admin

Setup

Analytics

Datasets and diffs

SNMP to YANG Mapping

YANG coverage

Explore

YANG

Protocols

ghM

gRPC telemetry

NETCONF

RESTCONF

Test Manager

Help

Quickly and easily generate Ansible playbook for deployments to be used with the inventory,
similar to the “Generate Python script” button.

o
© @ neTcone

YANG Set Madule(s)

NETCONF Operation  get-config Device (none selected)

I ) I G

e

Ansible Playbook Settings L

Ansible file name  ansibie.yami

X Load Replay

& Save as New Replay...

[#' Edit Replay Information
Ansible playbook name  NETCONF playbook

[®) save Changes

Ansible task name  NETCONF RPC

@ Generate Python script

@ Generate Ansible playbook

YY)

Open Device Window

[ © cear rocis)

Download Playbook

30 lines (20 sloc)  1.86 KB

establish subscriptien
rig:
s |
<nc:config wnins: :ietf:parans:unlins:netconf :base: 1,0%
1 <ndt-config-dat ="http://cisco, con/ns/yang/Cisco-105-XE-mdt-cfg">
ndt-subs
1 <subscription-id=581</subscription-ids
<bases
16 <streamyang-pushe/streams
>encode-kugpbe/encoding
18 <source-adiress>18,50.8. 19</source-address>
1 <source-urfsMgni-vrl=/source-vri>

20 <perind>20Bb</period>
1 <xpathe/process-cpu-ios-xe-oper cpu-usage/cpu-utilization/five-secands</xpath>

Restrictions for gNMI

For OpenConfig YANG only
Using 3™ party plugin to Ansible from Nokia

$ ansible-galaxy collection install nokia.grpc

BRKEWN-2730 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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RESTCONF + Ansible

SETET © @ risicon YY)

Admin
Selecta Select YANG
VANG set £9300-default-yangset module(s) Cisco-10S-XE-interfaces X
Selecta Select depth o
device C9300 Jirmit No lirnit
Explore
LEN ]
Protocols
ghNMI
default ~
aRPC telemetry -
L ULl fdata/Cisco-I0S-XE-native:native/hostname o~ W
NETCONF :l
Parameters ‘ Cancel Reset

RESTCONF

No parameters
Request body applicationiyang-datasjson
Set systam’s network name

"hostname’: “restconf-test”

Result

cisco W- BRKEWN-2730 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



gNMI + Ansible demo

® % gNMimodule(s) "openconfig- X  + v

< c

A Not Secure | 10.85.134.103:848 i dmin+1711-c9 6% @*»0@ :

YANG Suite / gNMI / YANG set “* | Modules

Cisco YANG Suite © © JRrPC Network Management Interface (gNMI) ann @) @ @

Admin

Setup

Analytics

Explore

Protocols

Test Manager

Help

YANG Set  1711-c9300 v Module(s)

[openconfig-system x| ‘ e
Device  (none selected) ~ ( Capabilities ) gNMI Operation m Set | Subscribe [ Prefix path

GET type: Origin: Encoding type:
@ Al () config () State () Operational  (8) Openconfig () RFC 7951 () Module name () Other (&) JSON_IETF (") JSON (") PROTO () ASCII

Search XPaths C'Replays Build RPC Clear Values Run RPC(s) | @ Clear RPC(S)

Nodes Value Operation
- o openconfig-system

36



Pip Install support

Requirements:
*  64-bit Windows10, Mac, Ubuntu, CentOS, or FreeBSD support

+ 8 GB Memory Requirement, Python 3
* Prerequisite: pip3 in Linux and Windows

pip3 install yangsuilte
p g t h 0 n Ensure pre-requisites are installed
p

Ubuntu Linux example:
$ apt-get install git openssh-client iputils-ping python3.6 python3-pip sglite3 snmp

. Windows:
| install python3 and python3-pip from python.org

Installation Mac

Make sure python3 is installed
L]

The Python Package Index (PyPl) is a repository of software for Python
https://pvypi.org/project/yangsuite/

cisco M- BRKEWN-2730 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 37
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YANG Suite Resources

Blogs YouTube Videos

Devslopsr = ————= = = —
YANG Suite updates and e —— - = - . Ty l o S —

new features: A sneak - 2 ) ——

peek [

Developer
The Wait Is Over: Cisco YANG
Suite Is Here!

Jaremy Cohoe

https://youtu.be https://www.youtub https://www.youtube. Dttps:/Jwww.youtube.c NUPS://Www.youtub
om/watch?v=PkbAOzZ e.com/watch?v=3z

https://blogs.cisco.com/developer/2 [smrhjl 5Ayz0 e.com/watch?v=dT com/watch?v=soyWP
022yangsuiteupdatesfeatures01 un33611JA rofJos Tk mNDfn8b38

https://blogs.cisco.com/devel
oper/363-yangsuite-01

Additional Resources

} https://github.com/CiscoDevNet/yangsuite/
https://developer.cisco.com/yangsuite/
https://eurl.io/#MaW78CelS YANG Suite General (external)

https://blogs.cisco.com/develop
er/leverageyangsuite01?7dtid=0s
scdc000283
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Terraform




Terraform is...

Open-source Infrastructure as Code (laC) Software Tool
providing a consistent CLI workflow to manage hundreds
of cloud services. Terraform codifies cloud APIs into
declarative configuration files.

» Cloud Native Tooling circa 2014 from
HashiCorp

+ Agentless, single binary file

» Zero server-side dependencies

Resources:

Ask I0S XE Terraform Provider Webex space: hitps://eurl.io/#PtsT8eJk|

GitHub Provider Examples: https://github.com/CiscoDevNet/terraform-provider-iosxe/
Provider Binary: https://reqgistry.terraform.io/search/providers?namespace=CiscoDevNet
Go Client: https://github.com/CiscoDevNet/iosxe-go-client

Blogs at https://blogs.cisco.com/tag/terraform

cisco La//&/

Terraform uses the RESTCONF AP|

gNMI

.

BRKEWN-2730

Configuration and Operation

Device Features

YANG Data Models

SNMP

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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https://eurl.io/#PtsT8eJFl
https://github.com/CiscoDevNet/terraform-provider-iosxe/
https://registry.terraform.io/search/providers?namespace=CiscoDevNet
https://github.com/CiscoDevNet/iosxe-go-client
https://blogs.cisco.com/tag/terraform

Terraform Terminology

Terraform uses an execution plan file with a provider and resource definitions

An execution plan file defines the
provider and resources. It is written in
HashiCorp Configuration Language
(HCL), similar to JSON, and stored
with a .tf extension

A provider is a plugin to make a
collection of resources accessible

A resource (or infrastructure resource)
describes one or more infrastructure
objects managed by Terraform. With
the 10S XE Terraform provider,
resources can be considered the
same as a configurable feature

Cisco

Execution Plan File:
terraform.tf

Provider: iosxe

Resource:
vian_put

Resource:

auto@pod29-xelab:

ter'r'afor'm {
required_providers {

iosxe = {
source = "local.plugin/ciscodevnet/iosxe"

$ cat terraform.tf

}
}
i

provider "iosxe"
host = "https://10.1.1.5"
insecure = true
device_username
device_password =

i

Device to
Configure

r'esour'ce "iosxe_rest" "vlan_example_put" {

method = "PUT"

path = "/data/Cisco-I0S-XE-native:native/vlan/vlan-list=511"

payload = jsonencode(
"Cisco-I0S-XE-vlan:vlan-list": {
"id": "s511",
"name": "VLAN511-flag8838384747"

vian_get \
resource "iosxe_rest" "vlan_example_get" {

method = "GET"

RESTCONF
Payload

path = "/data/Cisco-I0S-XE-native:native/vlan"

i

BRKEWN-2730
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Evolution of Terraform Provider

?

o
March 2022 Current August 2022 October 2022 Coming Soon Coming Soon
Imperative Declarative  BGP EVPN App Hosting  Model Driven | Providers you
RESTCONF Feature Providers Provider Telemetry recommend
support Providers Provider
[ () (] (] @ (J
Phase 3
https://reqistry.terr https://registry.terraf  https://reqistry.ter https://github.com/
aform.io/providers orm.io/providers/rob  raform.io/provider robertcsapo/terrafo
/CiscoDevNet/iosx ertcsapo/ciscoevpn/  s/netascode/iosx rm-provider-
e/latest 1.01 gllatest/docs ciscoapphosting/tre
ovv*w;\usxofcv n/foxam le o e(ma|n/

Declarative providers leverage the SDK from the Phase 1 imperative provider
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https://registry.terraform.io/providers/CiscoDevNet/iosxe/latest
https://registry.terraform.io/providers/robertcsapo/ciscoevpn/1.0.1
https://registry.terraform.io/providers/netascode/iosxe/latest/docs
https://github.com/netascode/terraform-iosxe-evpn-example
https://github.com/robertcsapo/terraform-provider-ciscoapphosting/tree/main/

Terratform use and adoption

We continue to see increased adoption of the I0S XE terraform resources

Providers CiscoDevNet iosxe Version 0.1.1 v | Latest Version

iosxe =
Provider Downloads All versions v
. Downloads this week 140
10SXe
Downloads this month 476

== Partner  by:CiscoDevNet

Downloads this year

Networking

VERSION (® PUBLISHED <> SOURCE CODE
011 7 months ago ©) CiscoDevNet/terraform-provider-iosxe

Downloads over all time

https://reqistry.terraform.io/providers/CiscoDevNet/iosxe/0.1.1

cisco W. BRKEWN-2730 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Model Driven Telemetry
Telegraf, InfluxDB and ?
Grafana (TIG) Docker

cisco M/



Grafana Demo Dashboard: C9800 Wireless

88 General / C9800 WLC MDT Dashboard # <&
Clients  6:69:13:48:9e:ea WLAN  @TME-DNAC-_Global_NF_24053044 v
~WLC

Client Count WLC: c9800-40-TMEDNAC AP Count

W B 2
Client Count WLAN: @TME-DNAC-_Global_NF_2... 1

> AP
~ CLIENT

Apple Fast Lane ssiD

false @TME_DNAC_LAN

Client RSS! SNR for 16:69:13:48:9e:ea

35 d8m

40 dBm

45 dBm

50 dBm

55 dBm e

60 dBm 3548

56dBm -38dBm -45dBm  -45dBm

40d8  S53dB  48dB 5048

©9800-40-TMEDNAC

10:b3:c6:24:07:40

Client Count WLC: c9800-40-TMEDNAC

o o B

1013 10015

s_count Swian_profile == curr_clients_count $wlan_profile

802.11v DMS

false

Data Rate for f6:69:13:48:9ezea

Spatial Streams

Current Ch

Tt

State

AP Name

client-status-delete-in- SJC1 4-F1-9166-

progress

bytes RX & TX for f6:69:13:48:9¢:ea

150 MB

100 MB

Client Info for f6:69:13:48:9e:ea

tx retries

TMB 83kB 3kB 23MB

110MB  1MB 9178 366MB

data retries
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— data_retries

DATA RETRIES per client

data rate
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Model Driven Telemetry Interfaces

“ Dial In: Collector establishes a connection to the device then subscribes to telemetry (pub/sub)

_ Dial Out: Telemetry is pushed from the device to the collector based off configuration (push)

Publication / Subscription

NN\

YANG Data Models
Intent-based

Network Infrastructure
On-change event and time-

based publication options
SNMP
asco Loye! - Joor fas frct] |

XML, JSON, proto and
kvGPB encoding

Consistent YANG data
models between interfaces




Innovations in wireless Telemetry

Source: https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/178/b_178_programmability_cga/m_178_prog_ietf_telemetry.html

Wireless Telemetry Full Scale
Six SSIDs at Scale Phaea

Wireless Telemetry Reduced Scale

Six SSIDs at Scale Phase 1

Gathering Point Records

Recommended

Recommended

Interval (Seconds) Interval (Seconds)

One Collector

Two Collectors

30 seconds is recommended periodic
update interval for wireless metrics

cisco Lz//&/

Joined

AAA

Radio

Client RF
Client CNTR
Client CONN
BSSID

Gathering Point Records
Wireless Telemetry Full Scale
Four SSIDs at Scale Phase 1
Joined 2,000
Gathering Point Records Recommende
AAA 2,000 Interval (Seco
Radio 4,000 One Collector]
Client RF 30,000 Joined 2,000 30
Client CNTR 30,000 AAA 2,000 30
Client CONN 30,000 Radio 4,000 30
BSSID 24,000 Client RF 30,000 30
Neighbor 288,000 Client CNTR 30,000 30
Client CONN 30,000 60
BSSID 16,000 90
Neighbor 192,000 180
cisco M_/

Neighbor

1,000
1,000
2,000
15,000
15,000
15,000
12,000

144,000

30
30
30
30
30
30
120
180

30
30
30
30
30
30
120
180

<D -
@ dients

Physical neighbors per AP

¢ Neighbors per AP
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gNMI D|a|'|n/Dyn-am|Ct gRPC Dlal_Out/COnflgured ~ ANSIBLE 9 Tetraform
NETCONF Dial-In

Collector/Receiver -
Decodes to text @ telegraf ﬂiffoih»|u;|\|’|‘n|||u
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e S | [ 111T1TITHI e
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https://hub.docker.com/r/jeremycohoe/tig_mdt
https://github.com/jeremycohoe/cisco-ios-xe-mdt
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/179/b_179_programmability_cg/m_179_prog_ietf_telemetry.html

Updates to the TIG_MDT container

Upgrade coming to Telegraf, Influx, and Grafana Model Driven Telemetry
(TIG_MDT) Docker container
Making it easier to consume telemetry in production

Upgraded Telegraf, InlfuxDB, and Grafana tools

Additional dashboards for

Device Health, Wireless Client, Wireless AP, RF etc
Examples for device CLI configuration for telemetry
Details of scale and data storage requirements

docker pull jeremycohoe/tig mdt
docker run -ti -p 3000:3000 -p 57500:57500 jeremycohoe/tig mdt

Collector/Receiver @ te Iegra f .

Decodes to text

St 30 5
Tir?wre?%eeries Database {i’g};‘g IanUXDB
Monitoring

and Visualizations A G ra fq gleo

2020-03-04 12:19:06 Fan1/1

ALY
Fan1/2
[ATARATARAAAR

Fan1/3

AN - ===



https://hub.docker.com/r/jeremycohoe/tig_mdt
https://github.com/jeremycohoe/cisco-ios-xe-mdt
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/179/b_179_programmability_cg/m_179_prog_ietf_telemetry.html

Cisco Telemetry Data Broker (Telegraf)

Cisco Telemetry Broker provides many benefits include brokering, filtering, and transforming data.
It provides the ability to replicate telemetry data.

« Cisco Secure Network Analytics (Stealthwatch) UDP Director (UDPD) replicates UDP
traffic to multiple destinations.
» Cisco Telemetry Broker
» Builds upon UDPD
* Optimizes telemetry pipelines for the hybrid cloud
» Simplifies the consumption of telemetry data for customers’ business-critical
tools by brokering hybrid cloud data, filtering unneeded data, and transforming
data to a usable format

> Brokering Data: P Filtering Data: P Transforming Data:
The ability to route and replicate telemetry The ability to filter data that is being replicated The ability to transform data protocols
data from a source location to multiple to consumers for fine grain control over what from the exporter to the consumer’s
destination consumers. consumers are able to see and analyze. protocol of choice.
Quickly onboard new telemetry-based tools! Save money sending data to expensive tools! Enable tools to consume multiple data formats!

https://cs.co/telemetrybroker aka https://www.cisco.com/c/en/us/products/security/telemetry-broker/index.html
https://blogs.cisco.com/security/taking-full-control-of-your-telemetry-with-the-intelligent-telemetry-plane
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Model Driven Telemetry Interface Comparison

NETCONF gRPC Dial-Out gNMI Dial-In gNMI Dial-Out
Minimum 10S XE 16.6 16.10 16.12 17.11
Version
Recommended 17.9 17.9 17.9 17.11
Version
Telemetry Direction Dial-In, Dial-Out Dial-In Dial-Out
IOS XE is server |IOS XE is client IOS XE is server
Configuration Dynamic Static Dynamic Static
per session per configuration per session
Telemetry Collector  Client Server Client Server
Encoding XML KV GPB JSONL_IETF PROTO + Json_EeTF
Security SSH + PKI TLS or plain-text  TLS certificate Same
certificate or with user
password authentication
Transport Protocol SSH HTTP2 HTTP2 Same
Data Models YANG YANG YANG YANG

cisco Lzﬁo//

BRKEWN-2730

Network
architecture,
security posture
and policy,
YANG data
modules, tools
and language
preferences are
some
considerations
when leveraging
the various MDT
interfaces
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- TIG_MDT update
- gRPC feature HA
- DNS resolver HA
- Cloud Collection HA

Cisco
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gRPC Dial-Out: High Availability

Connecting Flow state

Disconnected  Resolving Transport Subchannel Connecting Connected
requested requested

Disconnecting Flow state

m) =)

Connected Disconnecting Subchannel Disconnected IJ

released

cisco M./ BRKEWN-2730 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 53



gRPC Dial-Out: FQDN DNS Resolver HA

Resolving
Each telemetry subscription resolves the DNS name then connects to the server by IP
When DNS entry has multiple IP’s the RFC will be followed and subscriptions will be established to any IP
Sub1 = xpath1 _ FQDN DNS o113 Sub1 resolves yangsuite and connects to 10.1.1.3
Sub?2 = xpath?2 DNS resolution Named receiver 128.107.223.215 Sub? resolves yangsuite and connects to 128.107.223.215
yang
Sub3 = xpath3 “vanasuite” 126107223216 Sub3 resolves yangsuite and connects to 128.107.223.216
yang
SubN = xpathN yangsuite-telemetry.cisco.com SubN =ip1, ip2, or ip3
. . telemetry protocol grpc profile mtlsyangsuite

In th|_s example there isno Telemetry Subscription ca-trustpoint myCA

receiver or collector ||Sten|ng xpath, named receiver, protocol e

at ‘] 28 ‘] 0722321 5 telemetry receiver protocol yang§uite

Named Receiver host name yangsulte—te}emetry.clsco.?om 57500
FQDN DNS name, protocol grpc-tls profile mtlsyangsuite
Some subscriptions will TCP port, crypto telemetry dets subscription 1010
reSO|V6 DNS to th|S |P aﬂd be protocol definition fe?coding e;codefkvgpb
ilter xpath /uwireless-ble-ltx-oper:ble-ltx-oper-data/ble-ltx-ap-stream

unable to connect Protocol Sourcesaddrcss 10.85.134.63

These SUbSCI’IptIOﬂS V\/|” I’e— Cr\/ptg;\rlésltgoints: updatefgflgi}cl; periodii 6000

resolve the DNS name to find receiver name yaRgemLEs

another IP and connect
successfully

There is no limit to the number of IP addresses that telemetry will connect to:
if the DNS entry has 100 IPs defined it will be treated the same as if it has 2 or 4

When using DNS to find the telemetry collector on the internetwork
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gRPC Dial-Out with TLS

+ NETCONF and gNMI use PKIl or TLS certificates for
securing the telemetry session

* The Dial-Out gRPC telemetry interface can now be
configured to use TLS certificates

+ Tooling is available to receive the secured data

» Feature can be configured with up to 100 subscriptions
with a mix of secure and plaintext

conf t
telemetry ietf subscription 1

encoding encode-kvgpb

filter xpath /process-cpu-ios-xe-oper:cpu-usage/cpu-utilization/five-
seconds

source-address 10.60.0.19

source-vrf Mgmt-vrf gRPC Dla|—OUt + TI_S
stream yang-push

update-policy periodic 2000

receiver ip address 10.1.1.3 57501 protocol grpc-tls profile myca

Profile: create the certificate trustpoint profile ‘crypto pki P PUthOﬂ @ te’egraf_:m

trustpoint myca’ CLI or YANG or use gNOI cert.proto
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gRPC Dial-Out with mutual TLS (mTLS)

» Enhancement to gRPC Dial-Out TLS
secure telemetry to include mTLS

* Previously the client secured the Q
telemetry connection to the server

* Now the server can also validate that
the client has the correct certificates

What is mutual TLS (mTLS)? -

Mutual TLS, or mTLS for short, is a method for mutual gRPC Dial- OUt i mTLS

authentication. mTLS ensures that the parties at each end of a
network connection are who they claim to be by verifying that they
both have the correct private key. The information within their

respective TLS certificates provides additional verification.

mTLS is often used in a Zero Trust security framework to verify ﬁ pgthon te’egraf_G ’

users, devices, and servers within an organization - it can also help
keep APIs secure

https://ww access-management/what-is-mutual-ts/
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Choosing a routing policy

vor | uss

Wihen you create 3 record, you choose 3 routing pokcy, which
determines how Amazon Route 53 responds to queries:

« simple routing policy - Use for a single resource that
‘performs 3 given function for your domain,for example.
2 web server that serves content for the example com
website.

Case Study: Telemetry in production e

route traffc based on the location of your users.

. roating pelicy - Use when you wan to
route traffc based on the focation of your resaurces and,
‘optionally, shift trafic from resources in one location to

resources in ancther.

C9300#show run | i domain / i name-server
ip name-server 208.67.222.222
ip domain lookup

DNS Load Balancing is used to distribute the
connections across a group of servers

C9300#show run | sec telemetry . ’ » " .
telemetry ietf subscription 101 dlg +short cisco.com mx

30 aer-mx-@1.cisco.com.

encoding encode-kvgpb
filter xpath /access-point-oper-data/capwap-data

ESEEEE S0 jPEoHeEel 10 alln-mx-@1.cisco.com.
source-address 10.4.20.188 . .

source-vrf Mgmt-intf 20 rcdn-mx-@1.cisco.com.
stream yang-push

update-policy PeriOdi,z 6000 DNS Geo-location uses the geographic
r 1iver nams n 1 . .
Seetver nane raggsuics location of the client and the server resource

telemetry receiver protocol yangsuite
host name yangsuite-telemetry.cisco.com 443
protocol grpc-tls profile yangsuite

1 | labB-co-wlc-1#show telemetry connection all
2 Telemetry connections
telemetry protocol grpc profile yangsuite 3
ca-trustpoint CAforMDTserver 4 | Index Peer Address Port VRF Source Address State State Description
q q : 5 | ===== m=m—= =aa
id-trustpoint CAforWLCclient 6 49182 52. 443 0 10. Active Connection up

https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing -policy.html
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Cloud-based HA Telemetry Architecture in AWS™

—)

—

—

Cisco Catalyst:

C9300 The Ul into the Real Time Database provides value
g;’ggg in charts & graphs to a variety of business users
C9800

* example is AWS components but applies to any cloud

W / service provider, regions are not considered here
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Sustainability

powered by
telemetry
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BE General / Cisco Catalyst I0S XE - POE - SmartBuilding #% =3 thi¥
Interface  All ~ switch  SB-Salone1-C9324H ~
Total Power Allocated - POE + System Itime POE Power C
a0z Min Max Last* 220W
= Salone 240W  936W  928W
950 W = Stack] 1.86kW 207kW 2.86 kW
200W
s il
e J 180 W
Kb o | S
800 W
160W
O e el wl
700 W 140w | J‘
650 W
120W
500 W
550 W 100W
500 W
sow |
450w
400 W 60 W
350W
40W
300 W
20w | 20W
200W
| | |
01/26 01/28 01/30 02/01 01/26 0000 01/2700:00 01/2800:00 01/2900:00  01/3000:00  01/31 00:00
Per interface power consumption -
100 W
0w
[} — r—r
aow
20W
— r r = r w i
ow
01/26 00:00 01/26 12:00 01/27 00:00 01/27 12:00 01/28 00:00 01/2812:00 01/29 00:00 01/29 12:00 01/30 00:00 01/2012:00 01/21 00:00

B ® O Last7days ~

Max  Last*

== GigabitEthernet1/0/10 Mean: 0W == GigabitEthernet1/0/12 Mean:1.75W == GigabitEthemet1/0/13 Mean:47.1W == GigabitEthernet1/0/15 Mean:0W == GigabitEthernet1/0/16 Mean:1.09W == GigabitEthernet1/0/18 Mean: 0W == GigabitEthernet1/0/19 Mean:0W

GigabitEthernet1/0/20 Mean: 1.24 W - GigabitFthemet1/0/21 Mean:0W == Gi

GigabitEthernet1/0/6 Mean: 1.05 W

GigabitEthernet1/0/7 Mean: 1.90 W == GigabitFthemet1/0/8 Mean:483W == Gi

abitEthemet1/0/22 Mean:0W - GigabitFthernet1/0/23 Mean: 451 W - GigabitEthernet1/0/24 Mean: 8.87 W
itEthernet1/0/9 Mean: 86.1 W

GigabitEthernet1/0/3 Mean: 5.70 W

GigabitEthernet1/0/5 Mean: 14.1 W

== Salone 196 W 165 W
== Stack] 43.0W 67.1W 438BW
L
02/01 00:00
11
01/311200 02707 00:00 02/0112:00




AP Power Save

https://wirelessisfun.wordpress.com/2023/02/05/cisco-ap-power-save-how-much-do-vou-really-save/

TG

Cisco AP Power-Save — How much do you
really save?

The AP power-save mode was created to force power hungry APs into low-power
mode to reduce how much power they use. Since every company needs to give
something back to the environment, while at the same time having APs with an
ridiculous amount of radios to support the ever growing crazy standards like Wi-
Fi7 with support for 16 spatial-streams and multi link operation.

We also have APs with a lot of sensors and multiple radios, more radios than
you will ever need (But we all love it).

PoE - Power Consumption PoE - Average Power Value Consu.

14.4w

BRKEWN-2730
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Catalyst 9800 WLC Calendar Template

scheduling

To enable power save mode on Cisco Catalyst Access Points

# % ABSTOC C = S
AP Join Edit AP Join Profile x

' Calendar Profile - Power Profile Map

O s » wireless profile calen
(ST E—— day monday
Y Recurnce Y S T v v

O ofwek Daty 00:0000 233000 Off Work Hours

Cisco

BRKEWN-2730

»rk 5PM to Midnight"

ofile name "Off Work Midnight to

08:00:00

"Off Work Hou

"Off Work Hou
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Embedded Event Manager - Applet Flow

Cisco I0S XE Embedded Event Manager (EEM) is a powerful and flexible subsystem
It provides real-time network event detection and onboard automation.
It provides the ability to adapt the behavior of the network devices to better align with business needs.

EEM Triggers
‘show Power Inline'
Uses Regex and looks for interfaces
Config interface
‘power inline never’
‘Generates Syslog’

PPN

GOTO line 2 and repeat

EEM Triggers

‘show power inline’

Looks for Interface names

learn interface ID

Configure Interface with
‘power inline auto’
end

WP

cisco Lz/&/
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POE power management with EEM
EEM is used to toggle the power inline auto / never at 9 PM and 6 AM

Power on/off POE ports on a once daily time schedule

Trigger manually by setting event to none and sending CLI:
C9300-SB# event manager run SelectivePowerOn
C9300-SB# event manager run SelectivePowerOff

Examples @ https://github.com/jeremycohoe/cisco-catalyst-eem-examples
Source: https://glennmatthys.wordpress.com/2014/08/24/intermediary-eem-scripting-more-fun-with-power-over-ethernet/
https://www.cisco.com/c/en/us/support/docs/ios-nx-0s-software/ios-xe-16/216091-best-practices-and-useful-scripts-for-ee.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/eem/command/eem-cr-book/eem-cr-e2.html
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https://github.com/jeremycohoe/cisco-catalyst-eem-examples
https://glennmatthys.wordpress.com/2014/08/24/intermediary-eem-scripting-more-fun-with-power-over-ethernet/
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/ios-xe-16/216091-best-practices-and-useful-scripts-for-ee.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/eem/command/eem-cr-book/eem-cr-e2.html

Telemetry for POE

EE poe-port-detail Name poe-port-detail
g intf-name Nodetype list
/@ power-used Description List of PoE interfaces, keyed by interface name
H . . 0 Module Cisco-10S-XE-poe-oper
This CLI telemetry configuration defines a “Ml po-class
o o . “"“gde"ice_detec‘ed |Xpath /poe-oper-data/poe-port-detail I
30 second periodic update interval ~ & device-name prox
/@ police Namespace http://cisco.com/ns/yang/Cisco-I0S-XE-poe-oper
no telemetry ietf subscription 69001 g Sowar adminmex icherna Node Id J'Kmﬂe.':}DEr-dafa,'Dne-Dorl-detall
telemetry ietf subscription 69001 S . 12 power-from-pse A:::ss read'i'ml”a'”"
filter xpath /poe-oper-data/poe-port-detail y
receiver ip address 10.85.134.66 57508 protocol grpc-tcp ot poweriozed Operations - ot
source-address 10.85.134.70 poe-switch fans poe-switch
source-vrf Mgmt-vrf - /& switch-num LD L . _
stream yang—push ‘‘‘‘‘‘ ;@ bower-bidgst Description Llét of PoE switches, keyed by switch number
update—policy periodic 3000 Module Cisco-10S-XE-poe-oper
encoding encode-kvgpb - 24 power-allocated  Revision 2022-07-01
,,,,, /@ low-port-priority IXpath /poe-oper-data/poe-switch I
no telemetry ietf subscription 69002 .. 29 high-port-priority Prefix poeiosieraper ‘
telemetry ietf subscription 69002 @ stich-prioty Namespace hﬂp.Hc\sco‘camfns!yang;fC\sco-IOS-XE-pae-oper
filter xpath /poe—oper—data/poe—switch Schema Node Id /poe-oper-data/poe-switch
receiver ip address 10.85.134.66 57508 protocol grpc-tcp /@ port-one-status  Keys o “lEi=y
source-address 10.85.134.70 . =9 port-two-status 2““:'_ ’“I‘I""":"-’
= o perations - "ge
;OrléraCni y\/;'ggﬂ_ng;th‘f \#= poe-stack Name p.me-stack
update-policy periodic 3000 - /g Power-stack-name N°de'_VPf "f‘
encoding encode—kvgpb 5 Hode Description List of PoE stacks, keyed by stack name
e Module Cisco-10S-XE-poe-oper
no telemetry ietf subscription 69003 — /A topolay Revision 2022-11-01
telemetry ietf subscription 69003 — /& total-power [xpath Ipoe-oper-data/poe-stack _|
filter xpath /poe-oper-data/poe-stack - /& rsvd-power Prefix poe-ios-xe-oper
receiver ip address 10.85.134.66 57508 protocol grpc-tcp — 72 alloc-power Namespace http://cisco.com/ns/yang/Cisco-10S-XE-poe-oper
source-address 10.85.134.70 &) unused-power Schema Node Id /poe-oper-data/poe-stack
source-vrf Mgmtfvrf Keys « "power-stack-name"
stream yang-push ~ /& num-sw Access read-only
- /@ num-ps Operations « "get"

update-policy periodic 3000
encoding encode-kvgpb

Lﬂ// https://github.com/YangModels/yang/blob/main/vendor/cisco/xe/1791/Cisco-10S-XE-poe-oper.yang
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Github.com and Grafana.com documentation

https://github.com/jeremycohoe/cisco-mdt-poe/
https://grafana.com/grafana/dashboards/17238-catalyst-poe-dashboard/

Products Open source Solutions Learn Company

= README.md 7
+ All dashboards

Cisco Catalyst POE

-
Details about monitoring the POE and power consumption and utilization on Cisco Catalyst 10S XE. C I Sco C at a Iyst P O E

This use case relies on the TIG_MDT Docker container which has the Telegraf, InfluxDB, and Grafana toolset
available from The cisco-ios-xe-mdt repository on Github Cisco Catalyst Model Driven Telemetry (MDT) Power Over Ethernet (POE) dashboard

Prerequisites Overview Revisions Reviews  Edit —

You need Cisco Catalyst 9300 POE
Some POE devices connected too

Minimum IOS XE Software release: ?

POE YANG

The YANG module that has details about Power Over Etherner operational data is the Cisco-I0S-XE-poe-
oper.YANG which has contains a lot of information about the feature.

There are two specific containers that have data that is relevant to POE and power monitoring: poe-switch which
models port specific details, and the poe-port-detail container which models device level power information.

The poe-switch container has ...

4= poe-switch Name poe-switch
» switch-num Nodetype list
power-budget Description List of PoE switches, keyed by switch number

M / See details at https://github.com/jeremycohoe/cisco-mdt-poe/
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On-Box Automation o

/TP - Zero Touch Provisioning .
EEM - Embedded Event Manager
Python & NETCONF API
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Config Diff

Config diff on box with Guest Shell
Show run before + after change = run linux diff tools on-box

On-box EEM Automation can be used to create config deltas

Configuration Change Alert!
e ° i Wednesday, A import o8
To: 0 Charies Liowsllyn (chsowsl) 1 from cllimport i

2 import time

3 import difflib

4

5 importre

6

7

8 #ip ssh logging events

9

:? def save_config():

#Does a show run and saves the current running config to the file "new_cfg_shrun*

I‘I‘he network device - Insert-Hostname-Here - has experienced a 12 output = clishow rum) & & S
[configuration change! Cisco 10S Device mwwmm :i filename = “/bootflash/guest-share/new_cfg_shrun*
Configuration Difference Below: 15t - open(filename,"w")

16 f.write{output)
4Building configuration... :; f.close

T 19 - open(/bootflash/guest-share/current_config_name','w’)
S :? f write(filename)

L = = f.close

23 return filename
b 10g contig B 24

25 def compare_configs(cfg1,cfg2):
+ logging enable 26 # Compares each file line by line and adds a +' for new lines

27 #and a - for lines that no longer exist
vevent manager applet email_config_change g d = difflib. unified_diff(cfg1, cfg2)

https://aithub.com/jeremycohoe/gve devnet eem python configuration tracking
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Guest Shell Application

Linux Shell Environment On Your Switch or Router

Maintain I0S-XE system integrity
* |solated User Space
* Fault Isolation

_ Linux
* Resource Isolation applications

On-box rapid prototyping
» Device-level API Integration

* Scripting (Python) Open Application Container
* Linux Commands

Guest Shell

Application Hosting

Integrate into your Linux workflow

Integrated with I0S-XE

cisco M&. BRKEWN-2730 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 69



17.9

Guest Shell High Availability: Folder Sync 1764

Files within the Guest-share folder are now maintained during HA switchover
Use case: Customer has a script running in Guest Shell to collect and parse custom statistics needed for
security auditing requirements. After HA event the script and log files are maintained

. Improvements to Guest Shell storage
and file handling means there is now a
dedicated folder within the flash: that is
shared with the Guest Shell

. All files from |IOS XE flash are no longer
shared with the Guest Shell and must
be explicitly shared within the guest-
share folder

. The Guest Shell state is maintained
during a High Availability switchover

. 1+1 Stack Mode is not the default and
must be set to specify the Standby
switch to Linux inotify sync the files of
up to 50 MB

CiIsco

(9300-Stack#show switch stack-mode
Switch# Role Mac Address Version Mode Configured State

Member @46c.9d1f.3300 Member
Standby 7486.0bc5.1e00 Standby Ready
*3 Active a@f8.490f.b280 Active Ready

(9300-5tack#guestshell

[guestshell@guestshell ~]%

[guestshell@guestshell ~]$ cd /bootflash/guest-share/
[guestshell@guestshell guest-share]$ ls

log.txt script.sh
[guestshell@guestshell guest-share]$ I
C9300-Stack#show iox-service

I0x Infrastructure Summary:

I0x service (CAF) : Running

I0x service (HA) : Running

I0x service (IOxman) : Running

I0x service (Sec storage) : Running

Libvirtd 5.5.0 : Running

Dockerd v19.@3.13-ce : Running

Redundancy Status : Ready

Sync status : Successful

Last abplication s i + 2022-03-21 22:20:17.141802




Day 0 Guest Shell DNS Enhancement Example

DNS has always been supported to find the Python file.
DNS from the DHCP service can now be used within the Python file.

This enhancement makes the DNS servers available for use
within the Guest Shell — this makes using cloud-based

services like Vault etc easier

19 lines (16 sloc) 529 Bytes

O @ N oW s W N e

10
11
12
13
14
15
16
17
18
19

https://github.com/jeremycohoe/IOSXE-Zero-Touch-Provisioning/blob/master/ztp-dns.p

#!/usr/bin/python3

# Import urllib and request module
import urllib
import urllib.request

# Use hostname in URL directly, instead of having to use IP address of server
target = urllib.request.urlopen("http://cisco.com")
print(target.read())

# import os module for system command
import os
#
# Ping hostname directly instead of having to use IP address of server
ping_check = os.system("ping -c 6 cisco.com")
if ping_check:
print("Pings failed to http://cisco.com")
else :
print("Pings successful to http://cisco.com")

This can be useful for credential management.
And to access other online resources via DNS name

Secrets Management (H) Hashicorp

Centrally store, access, and distribute secrets like APl keys, AWS |AM /STS credentials,

SQL/NoSQL databases, X.509 certificates, SSH credentials, and more.

Vault

Get Whitepaper Get Started



https://github.com/jeremycohoe/IOSXE-Zero-Touch-Provisioning/blob/master/ztp-dns.py

Python Automation Test System @ PUATS

print(network.profile)

ATS rov|des Sanlt extends: base_tb_config.yaml "e“i‘f:’t B
ott-tbl-n H
PRS2 Ys T
. et leTesthed st devi
feature, solution, system, L Totesametestes stias: device-3
.. . credentials: default:
and scale test & verification L e i S,
t t f d t password: C[5C012345% enable: -
ble: password:
au Oma lon Or pro UC S - p:sswnrﬂr "sASK{user specified prompt}" CG""::UG"S:
ranging from routers and e eavrs
g g . : e:::wr: ott2lab-tftpl ;E;t:%i:isﬂl-ﬁﬂ
switches, to access points, erhr- R ¥ protocals telnet

credentials: ip: 18.85.84.88

firewalls and cable CPEs.

username: Fcpuser )
password: 123rcp! protocol: telnet
’ ) ip: 5.19.27.5

sfep: credentials:
username: sftpuser default:
|t a”OWS the deV|Ce password: "SENC{wEDDms0UwE fDgs00wSbDig==}" username: mgtuser
ftp: password: mgtpw
username: ftpuser clean:

COﬂnchons password: "SASK{}" Pr‘-flaa”=s‘|ﬂ"hmn weelf)

license grace—period

via CLI, NETCONF " e iarrce e
, 5 server: 182.9.8.182 interface mgnt@

custom: ip addr %{self.connections.vty.ip}/24
RESTCONF awners John -
Or . contacts: mai@domain.com wrf context management
mobile: "#ASK{enter owner mobile phone number}” ip reute 101.9.9.0/24 5.19.27.251

ip route 102.0.0.0/24 5.19.27.251

post_clean: |
switchname %{self}
license grace—period
feature telnet
interface mgmtd

https://developer.cisco.com/pyats/ ip addr Mael . comections.viy.ip) /28

no shut

https://developer.cisco.com/docs/pvats/api/ T e rerte ToT e e 4/24 5.19.27.251

ip route 102.0.0.0/24 5.19.27.251

custom:
SUP1: Supervisor Module-1X

SUP2: Supervisor Module-1X
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RFC8572 (SZTP)

Secure Zero
louch
Provisioning
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Classic ZTP Overview

Cisco Blogs

Cisco Blog > Developer

afraln
Cisco

Automate Device
Provisioning with Cisco
|OS XE Zero Touch

SANDBOX LABS ~ RESERVATIONS

DEVNET

i INSTRUCTIONS P COMMANDS  <f NAVIGATOR

INSTRUCTIONS

108 XE on CSR (Latest) VPN Access DevBox Info

The 10S XE on CSR Latest Code Sandbox offers developers access
to an 10S XE device running the latest I0S XE code release (currently
17.3.1). This lab allows you to provision and test a programmability
feature, ZTP (Zero Touch Provisioning). A Devbox (running KVM)
provides serial interface to a CSR1000v for validation and testing ZTP.
In addition, a standalone CSR1000v with SSH access has been
provided to validate other features.

Provisioning
‘\ Jeremy Cohoe
April 15, 2019 - 1 Comment

H and it arrives on site, it's an exciting time. New hardware!
lenges too! But the age-old challenge of getting new devices
p be one of them. Sitting in the lab pre-provisioning devices is
Ing Cisco IOS XE, because of features like Cisco Network Plug-
Provisioning (ZTP). PnP is the premium solution made possible
Zero Touch Provisioning (ZTP) is for the do-it-yourself

psting more time in configuring and maintaining the

trap devices. |OS XE runs on the enterprise hardware and

BRKEWN-2730

Cisco 10x
Application

Linux

Cisco-ll(-)s

Guest Shell
CentOS 8

Python / YANG / CLI/ EEM APIs

%> CentOS
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https://devnetsandbox.cisco.com/RM/Diagram/Index/f2e2c0ad-844f-4a73-8085-00b5b28347a1?diagramType=Topology

7
RFC8572 Secure ZTP

RFC details: https://www.rfc-editor.org/rfc/rfc8572.html

1. Conveyed Information: used to encode the redirect information and onboarding information (switch config)
2. Ownership Certificate: used by a device to verify the signature over the conveyed information

3.  Ownership Voucher: used to verify a device owner as defined by the manufacturer (from the MASA)

Classic Zero Touch Provisioning Secure Zero Touch Provisioning

Device
. o
Device =1 Turnon
e ) o DHCP Server .
g Turn on DHCP Discovery Bootstrapping
DHCP Server . © (RESTCONF)
- DHCP Discovery Option 143 (136), URL LlISt Server
Option 67 Python script (+ option 150 URL list) @ HTTP/TFTP Server TLS Handshake; SUDI Client Certificate Valic_iatestl:JIiSFt
Server Certificate using

Python Script

get- bootstrapping- data using YANG- modeled RPC POST Request

—_— -_Guestshell —— Download and U
Bootstrapping Artifacts:
« Ownership Voucher

(o

Run the script

* Owner Certificate
« Conveyed Information

Some security requirements for classic ZTP are resolved using Secure ZTP: =

8 — — @ — & || Update Image Information |
. . N
* Management system needs to validate the device o Ownership  Ownership | [ configuration Scripts |

; ; i = C d - -
» Device needs to validate the server Device Trust ourer Certificate ooy | [_NETCONF Configuration |
+  Device must validate the data is what server sent e [ Guestshel|

As part of the SZTP RFC, the device supports image upgrade as part of the conveyed information
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MASA and Certificate Signing for OV

(Manufacturer Authorized Signing Authority) = https://masa.cisco.com

The Secure ZTP feature on Cisco IOS XE is available in == > (@O0 ) “i e
L] —

release 17.11 e

Ownership Ownership  conveyed
The upstream cloud-based certificate verification Voucher Certificate  |rformation
(masa.cisco.com) is being developed for IOS XE (RFC 8366) ey ket
Ownership Voucher (OV) signing workflows information

# masa.cisco.com

bl MASA
MASA Home
A v Active i (& PDC Organization 3 [ 3 vouchers J E4 Select A Date Range +F ( Date Requested &
B Serial Number Requested By Requested Expires Assertion Status Request ID Voucher ID PDC Organization Actions
FOC22362ENG  kmuthus2@cisco.com A"gji’g g:ﬂzz, J'{"z‘:gfg::' 8 LOGGED MPLETED  7f1c8b26-28b9-11.  7£27d080-2809-11.  Cisco Systemsinc. @ [/
FOC2549R1U7  mbreneis@cisco.com A"g:gg i&zz, A“géé i&za, & LOGGED MPLETED  6b42b7d4-23a9-11.  6bd8bc7e-23a9-11 c'scolz‘éSTEMs o n

Jun 2 2022, Jun 2 2023, 8 LOGGED

7 kmuthus2@cisco. 40a-e2¢0-11.- dfa2c-e2c0- i 2
FOC2237RONK  kmuthus2@cisco.com st 1255 PAl 9272640a-82c0-11 927dfa2c-e2c0-11 Cisco Systems Inc. O m

Details @ https://xrdocs.io/automation/tutorials/setting-up-crosswork-for-sztp/

cisco Lg/&/
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Examples to set DHCP option 143

Once the device starts in the auto-install mode, the DHCP will be started automatically and if the
DHCP server sends Option 143, SZTP will be executed. No device configuration is needed.

DHCPv4
Configure the generic option under DHCP address pool. DHCPv4 or DHCPvV6
Refer to RFC8572, Section 8 for DHCP Options to configure Use open-source ISC-DHCP server and configure it to send option 143.

a valid option 143

<instance-number> <option-data>
subnet 105.1.1.0 netm

Cisco DHCP Guide: option routers 1

option domain-na

authoritative;
option sztp-redirect code 143 = text;

default ase-time 7200;
max-lease-time 7200;

https://www.cisco.com/c/en/us/td/docs/ios- option domain-na 171.70.168.183;

xml/ios/ipaddr_dhcp/configuration/15-sy/dhcp-15-sy-book/config-dhcp- T ol

server htrﬂ|#GU‘D,/\722GCF3,66F5,4603,B90'\ ,CgAC/\/\BQFCDD 3 option sztp-redirect "https://105.1.2.100:30617/restconf/operations/ietf-sztp-bootstrap-server:get-bootstrap-data";
- }

Same DHCP infra workflow as classic ZTP: set the DHCP option to point to the server
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Day O device onboarding workflow

Secure protocols preferred

Q. What happens when multiple Day O DHCP
options are presented to the device?

A. 43/143 -> 67/150 -> TFTP Broadcast
If 43/143 fails for any reason, then 67/150
will be tried

Day 0 Workflow:
1. Secure options are preferred: 43

(DNAC PNP) and 143 (Secure ZTP)
If unsuccessful, attempt secure
option for a total of 4 retries before
moving to the next option
2. Classic ZTP using options 67 or 150
3. Legacy DHCP auto-install with TFTP
broadcast
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Conclusion & o
Resources -

cisco M/



Cisco

Videos and Automation and Learning and Community and

Certifications Study Groups

Start Now Tutorials Ealidbox Code Exchange

Learning Lab

developer.cisco.com
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Cisco |0S XE Programmability — booksprint Book

http://cs.co/programmabilitybook OR https://www.cisco.com/c/dam/en/us/products/collateral/enterprise-networks/nb-06-ios-xe-prog-ebook-cte-en.pdf

Cisco 10S XE
Programmability
Automating Device
Lifecycle Managemen

Intent Context

B
=

Cisco I0S XE

o]
CIsco

cisco W/

Table of Contents
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Why Programmability Matters
Lifecycle of Network Device Operations
Use Cases
Operational Approaches
Next Steps
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Cisco 10S XE
What is Programmability?
Application Programming Interfaces (APIs)
Programming Languages
Structured Data
Data Encoding Formats
Day 0 Device Onboarding
Introduction
Zero-Touch Provisioning (ZTP) Scenarios
Basic ZTP Workow
Advanced ZTP Workows
Considerations
Next Steps
YANG
Overview
YANG Concepts
YANG Native vs Open Data Models
YANG Data Model Highlights
YANG Tools
Network Device APIs
Overview
NETCONF
RESTCONF
Comparison of NETCONF and
RESTCONF
Next Steps

Telemetry
Overview
Operational Data
Flow Data
Use Cases
Subscription Tools
Data Collectors
Python
Overview
Python WebUI Sandbox
On-Box Python
Advanced On-Box Python
Common Issues
Guest Shell
Introduction
Security
Confuration and Updates
Resource Allocation
Use Cases
Next Steps
Application Hosting
Introduction
Cisco Application-Hosting Framework
Containers and Virtual Machines
Use Case
Next Steps
Controllers
Introduction
Common Controllers
Why Use a Controller?
DevOps and NetDevOps
Introduction
Continuous Integration and Delivery
DevOps Tools
Next Steps
Appendices
Additional Resources
Acronyms
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Enterprise Networks booksprints

http://cs.co/cat9000book
http://cs.co/sdabook
http://cs.co/wirelessbook
http://cs.co/programmabilitybook
http://cs.co/assurancebook
http://cs.co/sdwanbook

Cisco Enterprise Wireless
Intuitive Wi-Fi starts here

Cisco Catalyst 9000 Switches Cisco Software-Defined Access Cisco SD-WAN

A new era of networking Enabling intent-based networking
2nd adtion
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Programmability Configuration Guide

Preface

New and Changed Information

~ Provisioning

Zero-Touch Provisioning

iPXE
~ Shells and Scripting .;
Guest Shell z
3
Python API =z
=

EEM Python Module
“ Model-Driven Programmability
NETCONF Protocol
RESTCONF Protocol
NETCONF and RESTCONF Service-Level ACLs
gNMI Protocol
gRPC Network Operations Interface
Model Based AAA

Model-Driven Telemetry

In-Service Model Update
- Programmability Configuration Guide, Cisco 10S XE Dublin 17.10.x
~ OpenFlow

OpenFlow

High Awailability in OpenFlow Mode

CISCO L&V&_/ BRKEWN-2730
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Learning Lab and Blog: I0S XE MDT

(Choose & laming lab to start leaming
Introduction to Telemetry on 105 XE

Enabling Telemetry On I0S XE

ang Explorer

Buikling Grafans with Increase Telemetry

main

Developer
Explore Model-Driven
Telemetry

Stuart Clark

New learning labs and sandbox

As our journey through network automation grows, so does the need for our network tools. Network
Engineers have always been considered the absolute escalation point for any performance difficulties and
problems, irrespective whether the root cause is really the network, server, or application. Network
Engineers are expected to have the knowledge and tools to isolate and identify the issue, collaborating with
other teams such as SRE / AppDev to bring it to resolution and often present this in an RCA (root cause
analysis).

One of these great tools which can really help is telemetry. In software, telemetry is used to gather data on
the use and performance of applications and application components, e.g. how often certain features are
used, measurements of start-up time and processing time, hardware, application crashes, and general
usage statistics and/or user behavior.

Cisco Blogs
CISCO

Cisco Blog > Developer

Developer

Enterprise Streaming
Telemetry and You: Getting
Started with Model Driven
Telemetry

Jeremy Cohoe
! July 8, 2019 - 3 Comments

Cisco 108 XE is the Network Operating System for the Enterprise. It runs on switches like the
Catalyst 8000, routers like the ASR 1000, CSR1000v, and ISR 1000 and 4000’s, Catalyst
9800 Wireless LAN controllers, as well as a few other devices in loT and Cable product lines.
Since the 10S XE 16.6 release there has been support for model driven telemetry, which
provides network operators with additional options for getting information from their network.

Why Streaming Telemetry?

cisco W/
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https://developer.cisco.com/learning/modules/iosxe_telemetry
https://blogs.cisco.com/developer/model-driven-telemetry-sandbox
https://blogs.cisco.com/developer/getting-started-with-model-driven-telemetry
https://youtu.be/QwwZakkWBng

Questions? Join the Ask

Terraform blog and resources IOS XE Terraform Provider

Webex space:
https://eurl.io/#PtsT8eJFI

Introducing

Terraform with
I0S XE

Code Included

Developer
Automation with Any Tooling on Any
Interface

Story DeWeese

alnaln
Cisco  The bridge to possible

Terraform expands into the extensive Cisco I0S XE
programmability and automation ecosystem

Terraform with 10S XE

Demo Create a Crypto Tunnel Video:
ww.youtube.com/watch?v=bPS0bhPacDw

I0S XE’s vast, programmable feature set

Intro to I0S XE Terraform Provider Video:

https

/W.youtube c(mmﬁ'wato 1?2v=GEY_hyXimbA The Cisco I0S XE ecosystem is programmatically managed and supports a variety of
tooling. This includes Ansible to YANG Suite, pyATS over NETCONF, RESTCONF, gNxI,
and even with legacy CLIs. With the addition of the new Cisco 10S XE Terraform
provider, we add an additional tool into the I0S XE configuration management toolbox.

https://blogs.cisco.com/developer/terraformiosxe01
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Complete your Session Survey

- Please complete your session survey
after each session. Your feedback
IS important.

- Complete a minimum of 4 session
surveys and the Overall Conference
survey (open from Thursday) to
receive your Cisco Live t-shirt.

- All surveys can be taken in the Cisco Events Mobile App or
by logging in to the Session Catalog and clicking the
"Attendee Dashboard” at

https://www.ciscolive.com/emea/learn/sessions/session-catalog.html
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Continue Your Education

Visit the Cisco Showcase for related demos.

Book your one-on-one Meet the Engineer meeting.

©0

Attend any of the related sessions at the DevNet,
Capture the Flag, and Walk-in Labs zones.

Visit the On-Demand Library for more sessions
at ciscolive.com/on-demand.
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