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Cisco Webex App

Questions?
Use Cisco Webex App to chat
with the speaker after the session

Intermediate (596)

Tracks
| I OW Networking (220)

Session Type
Breakout (453)

‘ Find this session in the Cisco Live Mobile App
‘ Click “Join the Discussion” |
‘ Install the Webex App or go directly to the Webex space
. Enter messages/questions in the Webex space

Webex spaces will be moderated
until February 24, 2023.
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Agenda

- Why migrate to Cisco DNA Center?
- Planning migration

- Assess Cisco DNA Center Readiness based on current Cisco Prime
Infrastructure deployment

- Automate the data migration into Cisco DNA Center
- "Doing Prime things the new way”

- Deployment options
- Call to Action

cisco M/
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Why migrate to
Cisco DNA
Center”




Why migrate to Cisco DNA Center

Day O

Day N Day 1

Day 2
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Planning
migration
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X

Understanding DNA Center

Learn about DNAC Capabilities, extent of
Prime Parity and differentiated use cases
compared to Prime

Initiate Data Migration

Use Data Migration Tool (co-existence
tool) within Prime to easily and
securely port your network from Prime
to DNAC

cisco W/

Assess Prime Usage and
DNA Center Compatibility

PDART Tool provides a comprehensive
summary of Prime Usage, DNAC
compatibility of network devices, use cases,
network scale and other relevant details

Complete Data Migration

Verify on DNAC that the necessary network
elements, sites, maps, templates and
credentials have been ported from Prime

BRKOPS-2077

Seqguential Approach to Prime Migration

v

Prepare for Data Migration

Follow recommendations from PDART report. If

required, upgrade Prime, optimize network
hierarchy, onboard DNAC appliance etc.

Adopt DNA Center

DNAC offers superior automation, vastly
greater visibility, complete with Al driven

analytics that help keep your network healthy

and reduce your operational expenditure

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Assess CIsco
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Prime to DNA Center Readiness Assessment

PDART Tool

Cisco PDART - A Cisco DNA Center Readiness tool for the Cisco Prime Infrastructure

@ Translations E Download ﬁ Print

Updated: August 8, 2021 Document ID: 217059

Contents

Introduction
Prerequisites
Requirements
Components Used
Tool Requirements
How to Execute the Tool
Option 1: Execute the PDART executable from CLI
Option 2: Execute the PDART via Updated Bundle File (UBF patch)
Sample Report
Issues with the tool

Introduction
The Cisco PDART (Cisco Prime Infrastructure Cisco DNA Center Assessment & Readiness Tool) analyzes a Cisco Prime Infrastructure deployment and assesses whether Cisco DNA Center
supports the current deployment.

The PDART assesses the Cisco Prime Infrastructure from the following perspectives:

© — [

Cisco DNA Center Ready

Current Cisco Prime Infrastructure Version : 3.9.0

Recommended Cisco DNA Center Version : 2.1.2.6

Devices
518 517 0 1
Total Supported Requires SW Upgrade Unsupported
Use Cases
48 26 8 13
Used / In Use Supported Unsupported Roadmap
Reports
0 0 0 0
Used / In Use Supported Unsupported Roadmap
Scale
Professional DN2-HW-APL
Appliance in Use Recommended Appliance
Platform
csg-bgl18-00a-pi01 7
Hostname Total Checks Run

https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/prime-infrastructure/217059-cisco-

cisco Lz//&/
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pdart-a-cisco-dna-center-readine. htm\
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PDART Installation

T e e
e aisco. Prime Infrastructure

M Administration / Licenses and Software Updates / Software Update

Use this page to install the latest published updates. You can download the latest updates from cisco.com or upload an update file to your server.

v Status of Updates
Updates Files

Name

P1 3.10 DNA Center Assessment and Readine...

Type

Critical Fixes

cisco Lg/&/

Version Status Date User

3.00 Installed 2022-09-22 07:30 EDT root

e il Prime Infrastructure

A Administration / Licenses and Software Updates / Software Update

Use this page to install the latest published updates. You can download the latest updates from cisco.com or upload an update file to your server.

v Status of Updates

Updates Files

Software Update Files

FileName In Use Corresponding Updates

Out of Box User Error

| DNACAssessmentReadiness_3_10_Upda... Yes Pl 3.10 DNA Center Assessment and Readiness ... No root

BRKOPS-2077
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Running PDART

<« C a No:SecureImps://was.49.185/webacs/pdan,jsp I %« 0@ :

siltals, Cisco Prime Infrastructure
€ISCO  PDART Tool

Prime Infrastructure - Cisco DNA Center Assessment & Readiness Tool

‘Thank you for running the Cisco PDART (Cisco Prime DNA Center A & i Tool). This tool analyzes your Cisco Prime Infrastructure and assesses whether Cisco DNA Center
supports the current deployment.

PLEASE NOTE : The PDART Tool does not capture any sensitive information or make any changes to the existing Cisco Prime Infrastructure server. Only Read operations are performed.

RUN PDART TOOL

stliils,  Cisco Prime Infrastructure
€IS€0 PDART Tool

Prime Infrastructure - Cisco DNA Center Assessment & Readiness Tool

Download PDART Report Download PDART TarBall Back to Main Page

https://10.85.48.185/webacs/pdart.jsp

cisco W- BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 1



For your reference

AR —

CLI installation reference slide

[root@pi31 ~]# wget https://github.com/CiscoDevNet/PDART/raw/main/pdart

--2022-12-08 09:09:35-- https://github.com/CiscoDevNet/PDART/raw/main/pdart

Resolving github.com (github.com)... 192.30.255.112

Connecting to github.com (github.com)|192.30.255.112:443... connected.

HTTP request sent, awaiting response... 302 Found

Location: https://raw.githubusercontent.com/CiscoDevNet/PDART/main/pdart [following]

--2022-12-08 09:09:41-- https://raw.githubusercontent.com/CiscoDevNet/PDART/main/pdart

Resolving raw.githubusercontent.com (raw.githubusercontent.com)... 185.199.110.133, 185.199.108.133, 185.199.109.133, ...
Connecting to raw.githubusercontent.com (raw.githubusercontent.com)|185.199.110.133:443... connected.
HTTP request sent, awaiting response... 200 OK

Length: 14562800 (14M) [application/octet-stream]

Saving to: ‘pdart.1’

100%| >] 14,562,800 --.-K/s in 0.1s

2022-12-08 09:09:43 (96.9 MB/s) - ‘pdart’ saved [14562800/14562800]

[root@pi31 ~]# chmod 755 pdart
[root@pi31 ~]# ./pdart
< execution begins>

cisco M./ BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



PDART Demo
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Automate the data
migration INto
Cisco DNA Center




Deployment with Cisco Prime and Cisco DNA
Center

Full Migration

Cisco Prime and DNA Center Cisco DNA Center
Managed Network Managed Network

* Run Cisco DNA Center and Prime * One-time migration from
together in the network Prime to Cisco DNA Center
» Cisco DNA Center is used for » Cisco DNA Center is used
Automation or Assurance or both for for Day O and Day N.
parts of the network

The network administrator needs to

make sure that only one system makes
changes to the network

cisco M— BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



Co-Existence model examples

Migration for Assurance all locations

,
X

DNA Center

| ocations:

Amsterdam
Barcelona
Paris
Lisbon

Migrate for Assurance only

cisco W- BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



Co-Existence model examples

Migration for Assurance all locations

Migrate for |} ﬂ'
Assurance only i

DNAC Read-0Only
for Automation

Prime Automation

Amsterdam Amsterdam
Barcelona Barcelona
Paris Paris
Lisbon Lisbon

cisco W- BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



Co-Existence model examples

Migration for Assurance per location

,
X

DNA Center

| ocations:

Amsterdam
Barcelona
Paris
Lisbon

Migrate for Assurance only

cisco W- BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



Co-Existence model examples

Migration for Assurance per location

Migrate for |} ﬂ'
Assurance only i

DNAC Read-Only for

Prime Automation Automation
Amsterdam Amsterdam
Barcelona Barcelona
Paris
Lisbon

cisco W- BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Co-Existence model examples

Migration for Automation & Assurance per location

,
X

DNA Center

| ocations:

Amsterdam
Barcelona
Paris
Lisbon

Migrate for Automation & Assurance

cisco W- BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Co-Existence model examples

Migration for Automation & Assurance per location

Migrate for e
Automation & N
Assurance DNA Cerer
Prime Read-Only for DNAC Automation
Automation
Amsterdam Amsterdam
Barcelona Barcelona
Prime Automation
Paris
Lisbon

cisco '&‘/
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Deployment with Cisco Prime and Cisco DNA

Full Migration

Center

Cisco DNA Center
Managed Network

Cisco Prime and DNA Center
Managed Network

Qter and Prime

* Run Cisco DNA/

The network administrator needs to

make sure that only one system makes

changes to the network

cisco M/

One-time migration from
Prime to Cisco DNA Center

Cisco DNA Center is used
for Day O and Day N.

BRKOPS-2077
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Prime Data Migration Tool (PDMT

Import Groups.

Device Name.

Export Groups

# AddruaONS.

e
1aass
a8
nase
1as1810
toa5250
a8

Derice Type

i Cayw 28 Sk i Eihemat S
s Caty 350 Swch Stk

s Cataystias ch-ale e stch
[ ——
o Catatys 1300 S

o Ctays 540X Swtch

it Catays S900..C Woelss Conmotar

Davice Groups

Edit

“Group Name | Miphas

Group Deseription
Locaton Group for SO

Gouptipe | Compus |

* Paren Greap | Al Locatom

9 Goographical Locasion
Migaas L Uniad 81 ¥ | View Mop
O6Ps tat. 1tang) l
* Add Devices Dynamically @
Dewce Name cortain - =l &

» Add Devices Manually @

Cisco

.&‘/

DNA Center

BRKOPS-2077

Tomplates / My Ter
CLI Templates (User Defined)

Import

InF_descrip

test1

4 Foature Category Folder

1) My Tomplates/CLI Templates (User Defined)
7 My Templates/CLI Tomplates (User Defined)

bl nfr
cisco

A Administration / Sel

o Server Address.

10.126.244.19

A Services / Mobilly Se

/Eat X Diete 4 Add

B Deviee Hame

caem
O cmcn

Import Mog o CMK

AP Address.

18104118213
1B15TT1 8T

Export Map from P

0637

Soltware Version

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



PDMT Demo

cisco Lz/&

Prime Infi

Settings / Getting Started

Homep: Setup

You can change your homepage by using €3 Settings > Set Current Page s Homepage
; - Your current homepage: Getting Started.

Network Summary Dashboard  New,
oard optimized for p
Administration
Save and Launch Homepage
Prirr

view Dashboard

displaying a large variety of ne

ve and Launch Ho




Question #1 - Do | need to configure the device

for DNA Center Assurance”

telemetry ietf subscription 1011

encoding encode-tdl

filter tdl-uri /services;serviceName=ewlc/wlan_config

source-address 10.4.174.40

stream native

update-policy on-chpage

receiver ip addre5525103 protocol tls-native profile sdn-network-infra-iwan
telemetry ietf subscription 10

encoding encode-tdl

filter tdl-uri /services;serviceName=ewlc/wlanpolicies

source—address 10.4.174.40
stream native

update—-policy on-chgaga

receiver ip address
telemetry ietf subscrIpPtro
encoding encode-tdl

filter tdl-uri /services;serviceName=ewlc/wlanpolicies;policy_profile_name=temp_policy_profile/atfpolicymap
source-address 10.4.174.40
stream native

update-policy on-chzaga

receiver ip address
telemetry ietf subscrIPtro v
encoding encode-tdl

filter nested-uri /services;serviceName=ewlc/policylist
source—address 10.4.174.40

5103 protocol tls-native profile sdn-network-infra-iwan

D5103 protocol tls-native profile sdn-network-infra—iwan

stream native

update-policy on-chzaga

receiver ip address
telemetry ietf subscrIptio
encoding encode-tdl

filter tdl-uri /services;serviceName=ewlc/site_tag_config
source—address 10.4.174.40

stream native

snmp-server
snmp-server
snmp-server
snmp-server
snmp-server
! snmp-server
snmp-server
snmp-server

5103 protocol tls-native profile sdn-network-infra-iwan

trap-source Vlanl74

packetsize 5000

enable traps snmp authentication linkdown linkup coldstart warmstart
enable traps wireless AP wireless_mobility

enable traps config

enable traps rf

hos isco
host§ 10.4.48.171 fersion 2c cisco

update—policy on-chaagsa
receiver ip address|10.4.48.171§25103 protocol tls-native profile
telemetry ietf subscTIptio
encoding encode-tdl
filter tdl-uri /services;serviceName=ewlc/wlan_config
source-address 10.4.174.40
stream native
update-policy periog
receiver ip addressf10.4.48.17125103 protocol tls-native profile
telemetry ietf subscpPete
encoding encode-tdl
filter tdl-uri /services;serviceName=ewlc/wlanpolicies

—address 10.4.174,40

sdn-network-infra-iwan

sdn-network-infra-iwan

~bB
) S
>
drpbP

cisco &_/ BRKOPS-2077
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Question #2 - Is the device removed from Prime
after migration”

il drirma Infrac
© i Prime Infras

A Inventory / Device Management / Network Devices
. Device Groups / ... / All Locations / Milpitas / SJC 23
Device Groups
Network Devices Unified AP
= 4+
Floor 1
O\
+ v Admin State ¥ Groups & Sites ¥
ALL
v Device Type (; ‘7 Reachability Admin Status Device Name A IP Address Di
» Switches and Hubs
» Unified AP -
J Managed AD1-2960XR-1.cisco.lo... 10.4.15.8 () 1(
» Wireless Controller
o Fsonlih 13 L] Managed AD1-3650.cisco.local 10.4.15.7 @ 14
v All Locations (; O Managed AD1-3850-1.cisco.local 10.4.15.5 @ 10
v Milpitas (7 (] Managed AD1-3850-2.cisco.local 10.4.15.6 @ 10
v SJC23 (; (] Managed D1-6840.cisco.local 10.4.15.254 @ 10
Floor 1 ] Managed HQ-9800-L 10.4.174.40 @ 10
Lor

cisco L‘V&. BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



Question #2 - Is the device
after migration”

removed from Prime

telemetry ietf subscription 27799734

encoding encode-tdl

filter tdl-uri /services;serviceName=ewlcevent/ewlcclientevent
stream native

update-policy on—ch‘n e

receiver ip address|10.4.48.162 20830 protocol cntp-tcp
telemetry ietf subsci 588

encoding encode-tdl

filter tdl-uri /services;serviceName=ewlc_oper/mesh_sec_stats
stream native

update-policy periodic 180000

receiver ip address [10.4.48.162 20830 protocol cntp-tcp
telemetry ietf subscription 9941

encoding encode-tdl

filter tdl-uri /services;serviceName=ewlc_oper/mesh_qg_stats
stream native
update-policy periog
receiver ip address 20830 protocol cntp-tcp
telemetry ietf subscription 509015629

encoding encode-tdl

filter tdl-transform ApBleBeacon

stream native

update-policy on-change

receiver ip address |10.4.48.162)20830 protocol cntp-tcp
telemetry ietf subscription 527712612

encoding encode-tdl

filter tdl-transform LradIfChannelInterference

stream native
update-policy period
receiver ip address 20830 protocol cntp-tcp
telemetry ietf subscription 589334059

encoding encode-tdl

filter tdl-transform LradIfPhyTxPower

stream native

update-policy on-change

1
[
he]
[
o
=

00
>
o0 |
>
NS

00
S
o0 |
S
NS

Ensure either
Prime or
DNAC
configures the
devices, not
both

snmp-server trap-source Vlanl74
snmp-server packetsize 5000
snmp-server enable traps snmp authentication linkdown linkup coldstart warmstart
snmp-server enable traps wireless AP wireless_mobility
snmp-server enable traps config

! snmp-server S
snmp-server
snmp-server

isco
Version 2c cisco

Cisco

Lae!

BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



Question #3 - How to automate coexistence?

et Prime Infrastructure - Prime Data Migration Tool

1 Add Cisco DNA Center Server -~ 2 Sync Settings

Enables automatic synchronization of data integrated with Cisco DNA Center

Include newly added data during dynamic synchronization K

Enable CMX settings O
| Enable ISE settings Q

| Migrate User Defined CLI Templates @

Supported / Available Limits

Recommended Scale Available
Site Groups / Site Maps 500 Exceeds by 43
Devices 1000 999

Synchronizes the migrated groups and
Tdevices from Prime to DNA Center
automatically post-migration

Migrates newly created groups and
devices using dynamic synchronization
automatically post-migration

Ensure that you don't exceed the recomme
cisco W/
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Question #3 - How to automate coexistence?

Auto Sync is an incremental:
Dynamic synchronization of the data

Bkl sibopiiles st o o A i 9 from Pl to DNAC based on the earlier
] :::::-T.ZI:::: na: aaaaa g dynamic s ynchronization (7] S e | e C‘tl O n

i Any changes to groups association
and device credentials will be synced

Site Groups / Site Maps 500
Devices 1000 999

CMX, ISE, CLI Templates and Maps are not
In scope of auto sync and need to
triggered via the Force Sync option

cisco W-/ BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Co-Existence model examples

) [

DNA Center

D]

| ocations:

Amsterdam
Barcelona
Paris
Lisbon

Migrate for Assurance only

cisco W— BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Co-Existence model examples

Prime Automation

Migrate for | ﬁ'
Assurance only 7/

DNA Center

Amsterdam PDMT with Amsterdam
Barcelona coexistence Barcelona
Paris check

I—IS bo N Enables automatic synchronization of data integrated with Cisco DNA Center @

Include newly added data during dynamic synchronization 9

cisco Lz//&/
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Co-Existence model examples

) [

DNA Center

D]

| ocations:

Amsterdam
Barcelona
Paris
Lisbon

Migrate for Automation & Assurance

cisco W— BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



Co-Existence model examples

Migrate for ; /l-
- INI
Automation & Y
ASSU rance DNA Center
Prime RO Automation DNAC Automation
Amsterdam PDMT without Amsterdam
Barcelona coexistence Barcelona
Prime Automation check
Pa rlS E\ Enables automatic synchronization of data integrated with Cisco DNA Center @
Cclsco Wl_‘/leon Include newly added data during (IynnBl::Kl(:;—y;chronizmlon 0

Cisco Public
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Question #4 - Is Geo Location mandatory for
migration?

DNA Center requires a valid Geo location,
& [EiE T Prime Groups with empty/invalid/Null can’t
" be migrated

A Inventory / Group Management / Network Device Groups

Bative Grouns Device Groups / Location / All Locations / Portugal / Azores
P Promineral
Edit Location Group

. Edit Preview
o,
All Devices (; *Group Name | Promineral * Parent Group | Azores v
» Device Type (i Group Description _
Location Group for SD
v Location (;

v All Locations (/

» France (;

Group type | Building b
v Portugal (;
v Azores (; | | Geographical Location
» Promineral (;

v Add Devices Dynamically @

» Lisboa (;

cisco L‘V&. BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Question #4 - Is Geo Location mandatory for
migration?

PDMTv4 provides a pop-up window to
enter a valid Geo location - mandatory to
proceed with the migration

Update Civic Location

Pl Group Hierarchy

*Enter Geo locations to proceed with migration

Group Name

X

Address Latitude Longitude

Er Tambores 10, 9675-032 Fumnas,» ¥ 37.771904 -25.297799

cisco Lz/&/
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Question #5 - What happens it the building
already exists in DNA Center?

= Cisco DNA Center Design - Network Hierarchy
Q e e i e Add Site ) Import N, Export Q_ Find Build
ind Hierarchy b =
Serra Center
v & Global Days Inn by
Wyndham San
X Jose Airport W
B Milpi San Jose Bldg 23 X
Mlolias Los Esteros Critical 9
< Energy Facility
@@ San Jose Bldg 23 o I L
Building Name San Jose Bldg 23 %
> & Pleasanton Hierarchy Global > Milpitas > San Jose G
Bldg 23
> & San Jose
Address 560 Mccarthy Boulevard,
Milpitas, California 95035,
United States
Geolocation Lat 37.41953 o\"““q‘
. Long -121.91872 ol
guu\“‘m s pet
et
o of Delete Building  View Devic
cof Floor Tom Evall
D\OMOV t Map
<™
Jose Bldg 2
DEVICES (1)
v & Global Focus: Inventory
© Unassigned Devices Filter | © Add Device Tag Device Actions v Take a Tour As of: 2:12 P
< & Miloi
D Device Name ~ IP Address Device Family (0] ® Ci i ® Health Score MAC Address Device Role Image
I @ San Jose Bldg 23
> & Pleasanton O pnp-9800-40.cisco.local @ 0.4.174.46  Wireless Controller @ Reachable @ Managed @ compliant 10 80:2d:bf:91:c6:0b < ACCESS 17.§
> & San Jose

cisco W. BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Question #5 - What happens if the building
already exists in DNA Center?

e 'l e Infrastructure

M Inventory / Group Management / Network Device Groups

Device Groups / Location / All Locations / Milpitas

Device G|

i San Jose Bldg 23

— Edit Location Group

= +

Edit Preview
O\
All Devices “Group Name | San Jose Bldg 23 * Parent Group | Milpitas v
» Device Type (i Group Description
Location Group for SD

v Location

v All Locations (7

v Milpitas (7 Grouply
roup type

Floor 1 (; (] Geographical Location ﬂqﬂ DNAC Site Build:
ite Bullaer

o (® Civic Location 560 Mccarthy Boulevard, Milpitas, California 95035, Unit. v | View Map
» System Campus
Unassigned (7) O GPS (Lat. / Long.) !
[ Replicate Parent Hierarchy Group Movement Log
Prime Infrastructure Location Groups Pl Group Hierarchy DNAC Group Hierarchy Status

v~ All Locations

v Milpitas - Marked for migration!

v 3 San Jose Bldg 23 - Marked for migration! L ion/All Locations/Milpitas/: Jose Bldg ... Global/Milpitas/San Jose Bldg 23/Floor 2 Marked for migration
Floor 1 - Marked for migration! Location/All Locations/Milpi Jose Bldg ... Global/Milpitas/San Jose Bldg 23/Floor 1 Marked for migration
Floor:2eMarked formigrationt Location/All Locations/Milpitas Global/Milpitas Marked for migration

» () System Campus

Jose Bldg 23 Global/Milpitas/San Jose Bldg 23 Marked for migration

Location/All Locations/Milp

cisco W. BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Question #5 - \What happens if the building
already exists in DNA Center?

v & Global
O Unassigned Devices (1)
v & Milpitas
v [# San Jose Bldg 23
£ Floor 1
£ Floor 2
> & Pleasanton

> & San Jose

Focus: Inventory v

Filter ‘ © Add Device Tag Device Actions v (D

D Device Name ~ IP Address Device Family

O AD1-3650.cisco.local @ 0.4.15.7 Switches and Hubs
O AD1-3850-2.cisco.local @ 0.4.15.6 Switches and Hubs
O APOCDO0.F894.2824 0.4.8.20 Unified AP

D AP005D.7344.5DEE @ 0.4.2.23 Unified AP

(] AP28AC.9EDC.2370 & 0.4.72.21 Unified AP

O AP7069.5AEC.41B6 0.4.2.24 Unified AP

O D1-6840.cisco.local @ 0.4.15.254  Switches and Hubs
O HQ-9800-L.cisco.local & 0.4.174.40 Wireless Controller
D I pnp-9800-40.cisco.local I\O.4.174A46 Wireless Controller

Take a Tour

© © o ©
@ Reachable @ Managed @ Non-Compliant
@ Reachable ® Managed @ Non-Compliant
@ Reachable @® Managed N/A

@ Reachable © Managed N/A

@ Reachable @ Managed N/A

@ Reachable @® Managed N/A

@ Reachable © Managed @ Compliant

@ Reachable (] Managed @ Non-Compliant
@ Reachable © Managed @ Compliant

Health Score

NA

MAC Address

00:35:1a:1d:f5:80

bc:c4:93:b2:87:00

0c:d0:f8:95:a7:80

4c:77:6d:ca:14:60

70:79:b3:2b:fd:e0

70:79:b3:1d:18:¢c0

be:f1:f2:60:8f:2f

f4:bd:9e:56:0d:cb

80:2d:bf:91:c6:0b

As of: 2:27 PM

Device Role

# ACCESS

< ACCESS

Z ACCESS

& ACCESS

7 ACCESS

< ACCESS

7 DISTRIBUTION

< ACCESS

& ACCESS

Export

Image Version

16.9.6

16.9.5

17.6.1.13

17.6.1.13

17.6.1.13

17.6.1.13

15.5(1)SY6

17.6.1

17.6.2

=~ Refresh

299 d

299d

62 da

62 da

21da

62 da

299 d

28 da

103¢

cisco Lz//&/
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Question #6 - Can | migrate Prime Templates?

R R e .  SUpported: User
5[5 swacums || Defined CLI

1 Add Cisco DNA Center Server - 2 Sync Settings ‘ -> 3 Select Groups >
------ templates with
Non-Migrated Templates Migrated Templates Va rl a b | e S a n d

Following are the templates available in Prime Infrastructure to be migrated to Cisco DNA Center. C O I | I p OS ite
™ templates

[ Name Type Description
Test_Chad_temp (10S) CLI
Test_Chad_temp (I0S-XE) CLI .

-  Not Supported

WLC9880-1 (I0S-XE) CcL! Template for Cisco WLC9800 -

S (ped System Defined CLI
Loopbck10 (10S-XE) CLI y

templates

« User can select the templates which they want to migrate to DNA Center

« Templates will be migrated to DNA Center under the template project named "Prime Migrated
Templates”
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Question #6 - Can | migrate Prime Templates?
Trick to Migrate System Defined CLI Templates

Save Template

*Folder | CLI Templates (User Defined) v |

CCCCCC

IR g 1

Step 1) Save as “New”

Step 2) Provision the template in
devices to migrate
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Question #/ - How does ISE migration work?

<« C A Notsecure | 10.104.119.145/webacs/loginAction.do?action=login&product=wcs&selectedCategory=en#pageld=con_nav_cPMViewServerGeneralAction_page.

© !ul Prime Infrastructure

M Administration / Servers / ISE Servers

* R 2
AQ10 root - ROOT-DOMAIN  §3
e ow[]

-- Select a command -- v | Go

O Server Address Port Retries Version Status Role
10.126.244.19 443 1 2.7.0.356 Reachable Secondary
0 10.126.244.18 443 1 2.7.0.356 Reachable Primary
I
. . Center System . Settings ®
» |SE is Migrated as
14 - . . Settings / External Services
Authentication and Policy o _
” Authentication and Policy Servers
Servers”.
ption Use this form to specify the servers that authenticate Cisco DNA Center users. Cisco
Identity Services Engine (ISE) servers can also supply policy and user information.
v
* Only one ISE server can be | ..
: ® Add Vv T, Export As of: Jun 7, 2021 8:07 PM
migrated s
IP Address Protocol Type Status Actions
° Not aSSlgned to any Slte |n 10.126.244.18 RADIUS ISE ACTIVE

the Network Settings.

cisco Lz/&/
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Question #/ - How does ISE migration work?

ISE CMX

Server Status Server IP Port FQDN Username Shared secret Timeout Retries

10.197.71.145 443 pi-system-145.cisco.com admin (e 20 1

Before Migration:

» Activate PXGrid on ISE

* Enable ERS on ISE

* ISE's CLI and GUI password must be the same

Note: Please ensure the following on the ISE server prior to migration

1. PXGrid needs to be activated on ISE
2. ERS needs to be enabled on ISE

3. ISE CLI and GUI password needs to be the same D u ri n g M ig rati O n
* The FQDN, Username & Shared Secret Key

values shouldn’t be empty
* Timeout value shouldn’t exceed 20 sec
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Question #8 - How does CMX migration work

‘asee’ Prime Infrastructure - Prime Data Migration Tool

1 Add Cisco DNA Center Server - 2 Sync Settings -~ 3 Sselect Groups = ‘ 4 ISE & CMX Server - 5 Select CLI Templates

ISE CMX

CMX Servers

You can integrate CMX server with Cisco DNA Center. Once integrated, the CMX for the selected site maps will not be managed by Prime Infrastructure.

Credential Status Server IP Server Name Username Owner SSH Username SSH Password

] 10.104.119.145 qacmx admin cmxadmin  teeessess
&

« CMX migration is a “move”

* Prime will lose its sync with CMX once migrated to DNAC

« Changes in Prime will not be updated if CMX is migrated

« After migration, DNA Center will track the location data for assigned
groups.

» Best Practice: CMX migration to be done at last

cisco W./ BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Question #9 - Does DNA Center supports legacy

devices?

Cisco Prime Legacy Device Compatibility Matrix

Device Series Device Model Compatible Release

CCCCCCCCCCCC
Services Routers G2

Cisco 2921 Integrated Services CISC02921/K9

CISC02951/K9

Cisco 3750 Stackable Switches ©3750

CIsco3825
Router C3825-35UC/K9

C3825-BIAB-24/K9

Adding Legacy

Device Support

... Cisco Prime Legacy

Device Compatibility
Matrix:

https://www.cisco.com/c/dam/en/us

/td/docs/\Website/enterprise/prime |

egacy_device compatibility _matrix/i

BRKOPS-2077

ndex.html

DNA Center Compatibility
Matrix:
https://www.cisco.com/c/dam/en/us

/td/docs/Website/enterprise/dnac_c
ompatibility _matrix/index.htm|

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 44


https://www.cisco.com/c/dam/en/us/td/docs/Website/enterprise/prime_legacy_device_compatibility_matrix/index.html
https://www.cisco.com/c/dam/en/us/td/docs/Website/enterprise/dnac_compatibility_matrix/index.html

Question #10 - What is the difference between

imited and fully supported devices?

Support Type Shows the device support level:

« Supported: The device pack is tested for all applications on Cisco DNA Center. You can open a service
request if any of the Cisco DNA Center functionalities for these devices do not work.

« Limited: The device pack for legacy devices is tested only for the following features on Cisco DNA Center.

« Discovery

« Topology

* Device Reachability
+ Config Change Audit
* Inventory

« Software Image Management (Software images may not be available for EOL devices on cisco.com. Not
recommended for EOL devices.)

« Template Provisioning (Applicable only for switches.)

For more information, see the Cisco DNA Center Compatibility Matrix.

« Unsupported: All remaining Cisco and third-party devices that are not tested and certified on Cisco DNA
Center. You can try out various functionalities on Cisco DNA Center for these devices, as a best effort.
However, you cannot raise a service request or a bug if Cisco DNA Center features do not work as
expected.

Device Support Explanation:

Cisco Prime Legacy Device
Compatibility Matrix

https://www.cisco.com/c/dam/en/us/t
d/docs/Website/enterprise/prime_lega
cy_device_compatibility_matrix/index.
html

DNA Center Compatibility
Matrix

https://www.cisco.com/c/dam/en/us/t
d/docs/Website/enterprise/dnac_com
patibility _matrix/index.htm|

https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-

center/2-3-4/user_qguide/b _cisco_dna _center ug 2 3 4/b cisco _dna center ug 2 3 4 chapter 011.html

»

BRKOPS-2077
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Question #10 - What is the difference between
imited and fully supported devices?

Devices (12)

= Q@ Global

Focus: Select Vv

Q Filter devices

Provision / Inventory

All Routers v/ Switches Wireless Controllers

Access Points Sensors

0 Selected Actions Vv ®
D - Device Name IP Address Device Family Platform Support Type
SF-A3850-1 @
O & 3850WLC 10.0.100.103 Switches and Hubs WS-C3850-12X48U-S Supported
O C3560C.cisco.com @ 192.168.157.130 Switches and Hubs WS-C3560C-8PC-S Limited
D C9200L-1.cisco.com @ 192.168.159.131 Switches and Hubs C9200L-24P-4G Supported
[:] C9300_PLS.cisco.com & 192.168.158.130 Switches and Hubs C9300-24U Supported

BRKOPS-2077
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"Doing Prime things
the new way”




#1 Alarms vs Health/Issues

Cisco Prime Infrastructure

Overview Incidents Client Summary

v Metrics
ICMP Reachability Status

¢ oo I SR

Site Summary

+

SNMP Reachability Status

| 888

Alarm Summary

Al Reachable  Unreachable All Reachable  Unreachable Critical Major Minor
A Monitor / Moaitaring Tools | Alerms and Events ecwn
AL
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m
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b Mt Ol Apemea  Netwenk Saniest

o acen

Notwark Daviews

Wired Cliants

Cisco D‘_I\I‘I‘A‘Qenter

o 925 100% s comasrens
G A e [P 1) P—
Notwerk Servicas

Alarms sent via email or upstream SNMP

trap

Cisco

.&‘/

Health is primary abstraction:

- Ekvents
- |ssues
- Notifications

BRKOPS-2077
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Client | Gliert 360
= Cisco DNA Center Assurance | Dashboards / Issues and Events Qeo
1000% cuenr oerans
Issues o Events
Davica: Sensor-Chent-18008 S Fortinet or 3108 frewal MAC: TOFISATCART  [Pva: 192.168.200.210 (PG 1eBOL7215:5aftfe7eiE
Status: Connected  Capabiity 113¢  Last séen: Jun 8, 2022 310:00 M Cannected Network Device: 1800-colo  SSID: 9800 View Al Details o A, B )
T ciobsl i (D 24 Hours - Dec 7. 2022 7:30 AM - Dac B, 2022 7:30 AM &
’ . - 7:30a 7302
Issuas Onboarding Path Trace Application Experience Devica Info Connectivity i~ — 0
Swiich <
L — L —_— —
> lssues [ r—
5 i = & a 10p 1218 = 4 &
> Onboarding s 200 512 0m Events (2870) ()
Catsgory Type endpoints | ([CERGEIN Svitch: 2092 Wireless Controller: 228 AP: 171
Ty Export &
- .
Event Viewer
Q) Filter Table 7
Filter Export =Q Fino
0 Selected
Jun 9, 2022
O Eventbiame Status Severity Timestamp + Device Name Event Type Device 1P
> ® Onboarding 308:15.117 PM - 3:09:15.157 P AP:1800-colo | WLAN:8B00
. ® oHep 0852718 P AP BO0D-cole | WLAN B00 O DEVICE_AVAILABILITY:REAGHABLE [ ] Warning Dec B, 2022 7:05:53.095 AM - esr1000K.adamlab.cisco.com Device Event 10.10.10.115
- @ Authenticating 3:05:22.318 PM - 3:05:32.320 PM Dug to Group Key Update Timeout | AP:pnp1852 | WLAN:S800 [0 DEVICE_AVAILABILITY-REAGHABLE [ ] Warning Dec B, 2022 7:00:03.871 AM <t trad-4331.adamiab.cisco.com Device Event 10.10.5.2
@ Dolsted 3:05:32.320 PM Group Key Update Timeout = - . N " . e
@ Authenticating 3:05:32.320 PM Client Gonnect Timeaut
® Authenticating 305:22.318 PM Key Exchange
5 ® DHCP 3:04:21.073 M AP:pnp1852 | WLAN:2800

Events are syslog/trap/telemetry data sent to Cisco DNA Center
* Viewable in context for device/user 360 or globally.
» Client events are filterable in 2.3.4.x
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Cisco DNA Center Issues

Issues Events
() Global @ 24
—

Hours -~

Most Impacted Areas by Issue Priority: Global

db AUS

2P1 | 5 Open

Total Open: 7

Q  Search Table

Priority =

P1

P1

P3

P3

P3

@b PIM

1P3

1 Open

BORDER ROUTER

WLC

ACCESS

ACCESS POINT

ACCESS

m Cisco DNA Cente! UNKNOWN

Catego y

Availability

Utilization

Device

Availability

Device

Device

An issue represents a problem condition that was
detected

Based on events or other metrics

Example: memory/CPU

Customizable (trigger, severity, location)
Can be generated by Al tools

Can leverage MRE for root cause
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Cisco DNA Center Issues .

Issues Can leverage MRE

Device 360

Switch C9K-BRANCH-STACK

for root cause analysis

24 Hours Run Commands
: Device 360 v
: Switch C9K-BRA Interface " GigabitEthernet1/0/24" (Interface description: ******** |p|ink #1 to C3650 DISTRI ********) j5 down on network
device " C9K-BRANCH-STACK"
24 Hours
8 . 4 Open Vv Issue Profile: Test-lila = Edit Issue Se!
CBOUU LA ] = CRISURCURAIISL 17 UT 4%, FOST VU, | VU= § DRRIVUIUL FLLU-LUAI {FY3-UIUDU=a0r 3] = SRJSUREUIRsTIR 1 /0r%7
Model: C9300-24P Management 1P 10.85.54.54 L Giobal / Canada| 3 Last Occurred: Sep 2, 2022 4:13 PM
Reachability Stat Reachabie A t
Issues Physical Neighbor Topology Path|
Q Root Cause Analysis View All Network Reasoner Tools Last Run By User: Sep 2, 202 0
Issues (1 ) Sep 2, 2022 4:18 PM €9300-24P Reasoning Activity  Conclusions (2)
Re 1ot Reachable
Connectivity & The interface GigabitEthernet1/0/47 on the device 10.85.54.17 is in an administratively down state
P] Issues PH
. te) Suggested Action: L3
Instance Count

1 Records

Cisco

.&‘/

Issues (1) se2

Connectivity

P1

1 Records

Please re-enable the interface using " no shutdown” . Then retry automated Root Cause Analysis.

The TDR cable for the interface 1/0/24 on device 10.85.54.54 does not indicate any physical cable error(s) as the cause for interface down. Please investigate
further to determine why the link went down or contact Cisco TAC for further assistance
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Custom Issues - 2.3.5.x

— o c o
= Cisco DNA Cente Try Naw Foaturs - User Assurance | Settings / Issue Settings Q@& ol
Defined Issue

Global Profile Custom Pr
System User Defined

Create an user defined issue based of syslog details.

Issue Mame®

User Defined Issue

Create an Issue Name

Description*

Add description here

Syslog Detail O

Saverity®

4 - Warning ~

Facillty*
cop

Mnamonic*
NATIVE_VLAN_MISMATCH

Create an Issue X

Custom issues from Syslog messages
Occurrences/Duration to trigger

cisco La{/&/ BRKOPS-2077

Create an Issue

Message Pattern ©©

Syslog Message*
31130: 031134: Dec 5 19:29:36.939:

Preview:

31130: 031134: Dec 5 19:29:36.939: Native VLAN mismatch
discovered on GigabitEthernet1/0/47 (100), with 3650-patch-panel
GigabitEthernet1/0/4 (8).

Number of Occurrences & Duration

Occurrences*
1

Duration*
0 min ~

Enabled C. Priority P1 Notification C.

Please configure/subscribe to ‘User Defined Issus Notification’ in Manage Subscription (7

Enabling Notification in current page alone will not be sufficient to receive notification

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco DNA Center Notifications

Step 2 - Select Channels

Choose the notification channels

= @ p 0 0 % @ = @ W

=
EMAIL PAGERDUTY REST SNMP SYSLOG WEBEX
Send an Email notification POST Cisco DNA Center Event Send the data via HTTP push API Send data via an SNMP trap Send data to a Syslog server POST Cisco DNA Center Event
Notifications to Pagerduty Notifications to WEBEX
Supported Events (192/209) Supported Events (208/209) Supported Events (23/209) Supported Events (205/209)

Supported Events (209/209) Supported Events (209/209)

209 issues (2.3.5.x) can be sent to different channels as a notification

cisco Lz{/&/ BRKOPS-2077
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Cisco DNA Center

= Cisco DNA Center Network Devices / Inventory / Provision Devices

] ] 2 | el | I plates VS | I Itel It nventory / Provision Devices
o Assign Site @ Configuration @ Model Configuration @ Advanced Configuration @ Summary

Sarlal Number Devices

Cisco Prime Infrastructure o

- LIsLU

A Configuration / Templates / Features & Technologies
Tomplates Templates / CLI Templates
System Templates - CLI
a
Import >
o, Profile Name:pnp-wireless
] MName A Feature Category Folder
¥ Features and Technologies Site: 2 sites
» App Visibility & Control
N r—— ) Profile Type: wlan
i Viekiiy & Camtral ] B02.1X Change of Authorization-I0S ~ (7)  CLI 7 CUI Templates/System Templates - CLI
» Interfaces (] AP Primary Sec Ter Controller Config (i)  CLI (i) CLI Templates/System Templates - GLI SSIDs AP Zones Model Configs Templates Advanced Settings
> Network Analysis Module (]  APIC Bootstrap oocu 7} CLITemplates/System Templates - CLI e
> Securit
mid (] APIC-TS-Bootstrap @ ol ) CLITemplates/System Templates - GLI
> WAN Optimization
| Access Layer-I0S 0ocu ) CLI Templates/System Templates - CLI
v CLiTemplates
] Authentication Priority @ cu i) CLITemplates/System Templates - GLI b4
- ] Authentication Proxy-1I0S el ) CLI Templates/System Templates - CLI Ssib
. B : hk v
» Composite Templates T]  Authentication Proxy-I0S For I0S Ver... (7)  CLI (i) CLITemplates/System Templates - CLI
» Fealure Templates (] Banner Configuration-I0S oocu ) CLITemplates/System Templates - LI
Fabric
» My Tags T] Best Practice_Access 2k i)  CLITemplates/System Templates - CLI
. Yes No
» My Templates (; ] Besi_Practice_Access_3k Ooocu (i) CLITemplates/System Templates - GLI @) o
1 oent o S o Temotntes rid
TRAFFIC SWITCHING
Interface Name*
© Interface
hk_ssid v
(O VLAN Group
Do you need Anchor for this SSID?
OYes © No
(0 Flex Connect Local Switching

cisco '&/
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y Intent”?

1600 lines of configuration on a 9800:
- One SSID on one AP in one site.

- Full telemetry and management
- Only "cli" config was 7-line template - to configure the OBM interface + routes
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H3 Compliance Cisco DNA Center

View Preference

Cisco Prime Infrastructure

Next Compliance check is scheduled on September 16, 2022 6:25 PM Run Compliance Check

Tab Tab Area Field Value
Rule Information Rule Title snmp-server community having non-standard entries & EoX - End of Life G @ Startup vs Running Configuration @ Network Profiles
Platform Selection Cisco 0S Devices, Cisco I0S-XE Devices Complias t run on: Sep 16th, 2022, 01:20:45 PM Compliance last run on: Sep 16th, 2022, 01:20:44 PM Non-Compliant s e Sep 16th, 2022, 03:08:31 PM
Compliance last run on: Sep 2022, 01:20:46 PM
Condition 1 Module : & .] day Lines added: 1
Condition Details Condition Scope Details Condition Scape Configuratian Eoiwies S @Comailart snce ot o e Lines removed: 2 ‘| STE—
Lines modified: 0 Open Violations
Block Options Block Start Expression ~snmp-server community .* Hardware : @ Co
(This field will be enabled only
when Parse as Blocks
checkbox s selected)
Condition Match Criteria | opgrator Matches the expression @ Application Visibility ® @ Software Image ® @ Critical Security Advisories
Value snmp-server community (.*) 4, 2022, 03:53:28 PM Compli ce May 7th PM
Action Details Select Match Action Select Action Continue Sep 1 2022, 01:20:44 PM Compliance last run on. 2022, C
Select Does Not Match Select Action Does Not Raise a Violation Running Version: 17.8.1 O
Action Stack Member Status: Up to
Date
Condition Detalls | Condition Scope Details | 5ondition Scope Previously Matched Blocks Compliance Summary / Network Profiles
Block Options Block Start Expression Asnmp-server community .* ‘
) CLI Template (1) Wireless (2)
(This field will be enabled only
when Parse as Blocks
checkbox is selected) CLI Deviations As of: Jun 9, 2022 6:40 PM . S
Condition Match Gritert Realize Template: pnp1-config ©
ondition s i Operator Matches the expression
Value snmp-server community {(public RO)|(private RW)) v ; ’_‘ :ddlthe (2% CEREENCNE STEEER,
int g
Action Detalls Select Match Action L
Select Action Continue 3 1 no switchport
Select Does Not Match Select Action Raise a Violation Template 4 #ip address 10.66.184.98 255.255.255.192
Action s
Violation Message Type User Defined Violation Message : N A CEEEEE Lo, e il 2enla 2,
Violation Text Detected unauthorized community string <7.17>, N (-] pnp1-config 7 3 ip route 9.0.0.0 0.0.0.9 10.66.104.65

Manually define the compliance policy Native compliance based on DNA
rules and these are platform specific Center capabilities
Raw parsing of entire CLI (1600 lines)
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Compliance: Network Profiles - ®
Switches - —

= Cisco L

For your reference

C9K-BRANCH-STACK

5] C9K-BRANCH-STACK

Or © Mana

P Address: 10.85.54.54 Device Model: Cisco Catalyst 9300 Switch Role: ACCESS Uptime: 122 days 23 hrs 9 mins Site: Global/Canada/Ontario/Toronto/TBRANCH

Interfaces v Compliance Summary

Hardware & Software © Startup vs Running Configuratior © Network Profile © Software Ima

Configuration 2nd, 2022 N X 2nd, 2024 50 Moy 2nd, 2022 28 PM

R 3 V n: 17.8.1

SFP Modules

User Defined Fields
Config Drift

Stack

Advisories

cisco M/ BRKOPS-2077
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COmp“aﬂCe NetWOrk . For your reference

AR —

Config pushed by DNA Center via templates:
interface GigabitEthernetl/0/7

description Description pushed by DNAC Template -- lan
|

interface GigabitEthernetl1/0/8
description Description pushed by DNAC Template -- lan

Out of band changes:

CI9K-BRANCH-STACK#conf t

Enter configuration commands, one per line. End with CNTL/Z.
C9K-BRANCH-STACK (config) #int gig 1/0/8

COK-BRANCH-STACK (config-if) #no description
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Compliance: Network

Config pushed by DNA Center via templates:
interface GigabitEthernetl/0/7
description Description pushed by DNAC Template -- lan

interface GigabitEthernetl1/0/8
description Description pushed by DNAC Template -- lan

Out of band changes:
C9K-BRANCH-STACK#conf t
Enter configuration comm
CO9K-BRANCH-STACK (confiq)
CO9K-BRANCH-STACK (config-

cwcoé%h@/

For your reference

AR —

C9K-BRANCH-STACK

() C9K-BRANCH-STACK Run Commands

© Reachable | @ Managed

Hardware & Software

P Address: 10.85.54.54 ce Model: Cisco Catalyst 9300 Switch

Network Profiles

CLI Template (1)

CLI Deviations As of: May 26, 2022 2:25 PM

dated: 2:25 PM

Role: ACCESS Uptime: 23 days 22 hrs 30 mins Site: Global/Canada/Ontario/Toronto/TBRANCH

The highlighted
text in red are the
missing CLIs.

Realize Template: PDESCRIPTION

description Description pushed by DNAC Temp

Configuration Q  Search Table ot
Power i /
Template 4 interface GigabitEthernet1/8/8
Fans 5 description Description pushed by DNAC Temp
late 1
SFP Modules ©  PDESCRIPTION .
7

User Defined Fields — . < ; . . .
Config Drift o
Stack
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Compliance: Network Profiles — Wireless

= Cisco DNA Center

All C ces / STLO1-C9800-CL.dlab.local

() STLO1-C9800-CL.dlab.local

} Run Commands

DETAILS
Interfaces
Ethernet Ports
Virtual Ports
Hardware & Software
User Defined Fields
Config Drift
Wireless Info

Mobility

SECURITY

Advisories

COMPLIANCE

I Summary

@ Reachable | @ Managed IP Address: 172.16.255.35

Compliance Summary

No events detected to trigger compliance check

@ Startup vs Running Configuration ®

Compiiance |

t run on: Apr 2nd, 2022, 11:16:36 AM

1h Lines added: 2
[ Lines removed: 2

since out of sync  Lines modified: 0

@ Software Image 0)
at since Feb 3rd, 2022, 05:10:45 PM
Compliance fast run on: Apr 2nd, 2022, 11:16:36 AM

17.07.01 Running Version: 12.7.1

Golden Image Version

7 View 360

Device Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud

Run Compliance Check

Qoo b

Last updated: 11:16 AM ; Refresh

Role: ACCESS Uptime: 22 hrs 56 mins Site: Global/Canada/Quebec/Saint-Lambert/STLO1

@ Network Profiles

Non-Compliant since Feb 9th, 2022, 02:38:20 AM
Compliance last run on: Apr 2nd, 2022, 11:16:36 AM

2 Model Config: 1
Wireless: 1

Changes *1 more

(0} @ Application Visibility ®
e Apr 2nd, 2022, 11:16:54 AM
Compliance last run on: Apr 2nd, 2022, 11:16:54 AM

0

Changes

Compliant si

Q Critical Security Advisories

Compliant since Feb 8th, 2022, 07:00:11 PM

wpliance last run on: Apr 2nd, 2022, 11:16:36 AM

0

(0]

Cisco

.&/
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Compliance: Network Profiles -
Wireless

= Cisco DN

STLO1-C9800-CL.dlab.local

() STLOT-C9800-CL.dlab.local Run Command

@ Reachable (/] IP Address: 172.16.255.35 Device Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud Role: ACCESS Uptime: 22 hrs 56 mins Site: Global/Canada/Quebec/Saint-Lambert/STLO1
DETAILS
interfaces v | Network Profiles

Ethernet Ports CLI Template (1) Model Config (1) Wireless (1)

Virtual Ports

Q Search Table
Hardware & Software

User Defined Fields

Model Name = Attribute Status Intended Value Actual Value
Config Drift
Wireless Info
Mobility Wilan/BestCorpWi_Global_NF_e5f0c407 FT Adaptive Changed Adaptive Disabled

SECURITY

Showing 1 of 1

Advisories

COMPLIANCE

Summary
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Compliance: Network Profiles -

Wireless

O
AR —

For your reference

= Cisco D

/ STLO1-C9800-CL.dlab.local

@ Managed

DETAILS
Interfaces N
Ethernet Ports

Virtual Ports
Hardware & Software
User Defined Fields
Config Drift
Wireless Info

Mobility

SECURITY

Advisories

COMPLIA

Summary

[+ STLO1-C9800-CL.dlab.local Run Co

IP Address: 172.16.255.35

/ Network Profiles

CLI Template (1) Model Config (1)

Q Search Table

Model Name ~

Policy_Profile/BestCorpWi_Global_NF_e5f0c407

Device Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud

Wireless (1)

Role: ACCESS Uptime

Attribute Status

IPv4 DHCP Required Changed

Showing 1 of 1

22 hrs 56 mins Site: Global/Canada/Quebec/Saint-Lambert/STLO1

Intended Value

~
®

~
{

(

AM Refresh

Actual Value

NO

cisco M/

BRKOPS-2077
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CQmp”aﬂce: Network Profiles - ® For your reference
Wireless

AR —

= Cisco DNA Center Q@ ¢ O
/ STLO1-C9800-CL dlab.local
(% STLO1-C9800-CL.dlab.local Run Commands T View 3¢ Last updated: 11:16 AM Refrest
@ Reachable @ Managed IP Address: 172.16.255.35 Device Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud Role: ACCESS Uptime: 22 hrs 56 mins Site: Global/Canada/Quebec/Saint-Lambert/STLO1
DETAILS
Interfaces v / Network Profiles
Ethernet Ports Model Config (1) Wireless (1)
Virtual Ports P
As of: Apr 2, 2022 11:18 AM S ¢
CLI Deviations & Realize Template: Enabling SI
Hardware & Software
) 1 1 ap dotll 24ghz SI
User Defined Fields Q  Search Table 2 ap dotll 5ghz SI
Config Drift
Template
Wireless Info
Mobility (o] Enabling S|
SEGURITS Records Show Records 1-1 (1]
SECURITY
Advisories

COMPLIANCE

I Summary
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Config Drift

Ethernet Ports
VLANs
Hardware & Software

Configuration

Total config drifts being saved: 15

A R e e e

Total labelled configs: 1

v Change History (Running Config)

Configuration changes on your device will be saved on the internal Cisco DNA Center server. The number of configuration drifts saved (as set in System > Settings > Device Settings > Configuration

Archive) will include labelled configs and config drift versions.

17 switch 1 provision c93@e-24p
18 switch 2 provision c93ee-24p
19 ip routing

20 ip name-server 64.102.6.247 173.37.137.85
21 ip domain lookup source-interface Loopbacke
22 login on-success log
23 vtp mode transparent

Rower Start Date End Date
Fans Config Drift Date Range: Sep 30, 2022 Oct 15, 2022
SFP Modules
o
User Defined Fields g -
=
I I Config Drift I g ® Out-of-band Config Drift
= LA
REP Rings . t - r — Config version with changes made
Hep 1380 Qi e e t1a8 WE outside of Cisco DNA Center since it's
- Config Drift Days previous version
I """"""""""""""""""" M Lines Added: 322
1:39 " Oct 14 11:42 Oct 14 11:45 Oct 14 1 R
SECURITY Lines Removeé. 0
@ In-band Config Drift @ Out-of-band Config Drift @ Labelled Config Lines Modified: 0
Advisories Triggered By: Config Change
Config Drift Version Config Drift Version Event
CCA_C9K-TBRANCH-Std-Config v || Remove Label 4 October 14, 2022 11:48 AM Terminal Name vty2
COMPLIANCE Login IP 10.24.150.225
R ing Config (461 Lil R ing Config (784 Li Hsemdms fia
Summary unning Config ( ines) unning Config (784 Lines) Config Method console

switch 1 provision c9308-24p
switch 2 provision c9380-24p
ip routing

October 14, 2022 11:48 AM

ip nbar http-services

ip name-server 64.102.6.247 173.37.137.85
ip domain lookup source-interface Loopback@
login on-success log

avc sd-service

segment AppRecognition

controller

address 10.85.54.177

destination-ports sensor-exporter 21730

Cisco

.&‘/

BRKOPS-2077

© 2023 Cisco and/or its affiliates. All rights reserved.

Cisco Public

64



#H4 Reports

Cisco Prime Infrastructure

Cisco DNA Center

A Reports / Reports / Report Launch Pad

Autorens A8 Summary Autororous AR Memary and CPU Utikzaton @) W

Aokt AP s P per
Ao 8 Ui - -
Aaserenous AP Uikzaton Autoromons AP Utiizason @
A —
e 5 Cloantie .
et 3 ArGuaityvs Tme @
Complisnce. »
Composite » “:
o : [r—
= L e =
= . Network Summary
e ;
T T
Pertermance >
o et ;
Security. »
S onsorng >

Thruspes @

Unicye G a Users Summary @

Compliance
Change fuct @

Sto Summary @

Tresur

Generated Reports  Report Templates

Al

Al Endpeint Analytics

Access Point

Client

Complisnce

Configuration Archive

£ox

Executive Summary

Group Communication Summary
Group Pair Communication Analytics
Inventory

Licensing

Network Devices

Rague and aWIPS

S

Security Advisories

Telemetry

Usage Insights

All Data All Data AP AP - ge And
Client Breakdown

Ganarats — Genarmts Ganarate Generste

AP P AP Radio Busiest Client Channel Char Client Detail

Report Count

@
[
0
[

Client Session Client Summary Client Trend

=)
== [ )

More reports in Cisco Prime than DNA
Center but...

What data is used?
How is data used?
Is a report really needed or is it really

a dashboard?
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#H4 - Reports -
ther places to get data...

2 )

i o as a2 1.02 AN Applications
Annecnwy RSSI » 22 100 A X PP
24 Hours TREND: Jun 8. 1062 AM - A 9, 1002 AM | 10 G
o el 8- cOmla 71 #en T2 Mathod Name PrR—— s Resions
2 it of apphcations for &
GeT At dovica's MAC sddress. Fo heaiin
of a specific agpiication witn
Select a data type below to fiter the proceedng table cetails. "
Top Lacation Top Aceass Paint Top Hoat Bavica Type. Tap SSID Clients
el Mathoa wame. Deszrgtien R Actions
— P Rturns Qverall Cllent Haa! Y I
and Wireless) for sy giver o
preimity information for &
Cilent Prasimity "™ ity s defined 88 prssenca anthe  fclient-proximity
as
o fcllem-sarichmant-deras.
Curm ast seiscioa: | Sun', 20221205 Al - 1240 AM
QET Gat Cliant Detai eved by Mac Address Aclignt-datsil
Q Compliance
Vovontir Devca Tyoe st ey w5 A 5s1 Loction Lot Sown s
v " Muthod Nama. Owrerigtion (T8 Actions
* 1800 Sensar-Client- 18005 10 anp18s2 -18 dBm -13 gBm AUSIPERSIFA Jung, 12:10 AN s800 :
a1 Compisnce Detsd Count= ety Compliance Count Deta:
+ newtsovs Sensar-Cliant- 18005 ) 1800-cale 25 48 24 @B AUSIPERS/FA 09, 12:00 AM o800
GET Rsturn compian o for a device
® brad RaspberryPi-Device 10 popigg2 20 dbm 19 abm AUS/PERSF4 Jun s, 12:08 A dort
cer Devics Campliance Siatus Rsturn compianc stalus of & devica foampiancals(dayicelii)

Most Dashlets in assurance Use API directly to get some
can be downloaded data
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#H4 Reports

For your reference

Prime Parity related reports added to DNA Center Examples ... not an exhaustive list

Network Compliance Report

EoX Data Report

Port Reclaim report

Worst Interferers Report

AP Detail Report

AP Report (Traffic and Client Breakdown)
Busiest Clients Report

Client Detail Report

Client Sessions Report

DRENEERE EgEERE @
0 e 00 N OO0 g 00 pE 00 | 00 N 00 N 00 g 00 M 00

Client Trend Report

cisco '&_/

juim|

EREpEgEpE
M N (0 g 00 e 00 |0

AlEgEpE G e
M § 'O M 00 g 00 g 00 .00

Detailed VLAN Report

Device CPU and Memory Utilization Report
Executive Summary Report

Network Devices Availability Report

PoE and Power Budget Report

Port Capacity Report - Network Interface utilization
Report

Reports - 12-month data retention
Rogue reporting

Schedule Reports as email attachment
Channel Change Count Report

Transmit Power Change Count Report



Custom Reports DNAC 2.3.5.x

= Cisco DNA Center Flexible Report

Name Your Report and Select a Time Range f
Let's give your report a meaningful name and target time range.

Report Name*
Flexible Report - Dec 07 2022 at 07:40

TIME RANGE

(O Last 3 Hours
(O Last 24 Hours
() Last 7 Days
© Last 30 Days

() Custom

Create a Subreport

Compose the content of this report one subreport at a ti
report type, click on the info icon to learn more about thg

Subreport Name*

Sub report 1

Select an entity .

cisco Lz/&/

Q|
AP
Client
Client

Network Device

Create a Subreport

Compose the content of this report one subreport at a time. Start by gi
report type, click on the info icon to learn more about the difference be

Subreport Name*
Sub report 1

Select an entity

Client v

A\ Client entity data available for past 360 days.

Report Type (1)

O Trend (O Summary @ Top N (O Distribution

Top N* v

Attributes available for this report type (43)
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#5 Accessing Client Information

4 Trend: Shows all clients for the window: 24h/7d
= Cisco DNA Center 1 Assurance / Dashboards / Health EXpOI’t dump a“ ﬂelds, a” data Iﬂ csv
Overall Network Client Ngfwork Services v Applications SD-Access Al Analytics v F|e|ds Add addltlonal ”’]form a‘“on

Client Devices (4) * Tracked Clients © Excluded clients
LATEST
TYPE m Wired OVERALL HEALTH m Poor Fair Good Inactive No Data (D
L
DATA Onboarding Time >= 10s Association >= 5s DHCP >= 5s Authentication >= 5s RSSI <= -72 dBm SNR <= 9 dB /
T, Export {@* |

Q Search Table .
0 Selected
D Identifier IPv4 Address Device Type Health Tracked Usage AP Name Band RSSI Location Last Seen ~ Capability
[:] = brad 192.168.200.216 RaspberryPi-Device 10 No 3.98 kB pnp1852 5 GHz -18 dBm AUS/PER5/F4 Nov 22, 10:25 AM 11ac
O = new1800s 192.168.200.211 Sensor-Client-1800S 10 No -- pnp1852 5 GHz -24 dBm AUS/PERS/F4 Nov 22, 10:24 AM 11ac
D < 1800s 192.168.200.210 Sensor-Client-1800S 10 No 7.78 kB pnp3802 5 GHz -26 dBm AUS/PER5/F4 Nov 22, 10:23 AM T1ac
O = pi3 192.168.200.214 Linux-Workstation 10 No 2.74 kB pnp3802 2.4 GHz -17 dBm AUS/PER5/F4 Nov 22, 10:23 AM 1lac
4 Records Show Records: 10 1-4 (1]
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Extra client fields

Table Settings
Inactive No Data
Table Appearance
on>= 55 RSS! <10 cit Table Columns
Tracked Usage
c1sco e/

Select which columns to display.

Hostname

UserlD

MAC Address
IPv4 Address
IPv6 Address
Device Type
Health

Tracked
Onboarding Heailth
Connected Health
Usage

AP Name

AP Mode

AP IP Address
AP MAC

WLC Name

Connection Status

T Y

Band

RSSI

Avg RSSI

SNR

Avg SNR
Location

Last Seen

AP Group

SSID

0os

Auth Type

VLAN ID

VNID

Last Onboarded
Onboarding Time
Last Associated
Association Time
Last Auth Time

Authentication Time

T T

Last Auth Time
Authentication Time
Authentication Server
Last DHCP Request
DHCP Response Time
DHCP Server
Roaming Time
Session Duration

Tx

Rx

Data Rate
Association

Retries

Capability

STy

Bridge-Mode Virtual Machine

Don’t forget to apply when changing

BRKOPS-2077
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#Ho Network settings and credentials

Add Servers

@ AAA
(O Image Distribution
NTP

(O Stealthwatch Flow Destination
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#/ DNAC + Pl telemetry in 9800 WLC

Telemetry streams supported:
- 100 streams < 17.6, 128 streams in 1/.6+

WLC#function removeall () {

for id in "sh run | grep telemetry | cut -f4 -d' '~
do

conf t

no telemetry ietf subscription $id

exit

done

}
WLC#removeall

Be careful, this removes all streams

https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/guide-c07-743627.htm
https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/214286-managing-catalyst-9800-wireless-
controll.htmll

cisco '&_/
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Deployment
Options




Cisco DNA Center Form Factors

Physical appliance

IT managed aws
' ~—-
Cloud virtual appliance

Catalyst devices Customer managed or XSP

vmware

On-prem virtual appliance )

_____

(*) Future

cisco M— BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 74



Features, scale, device support

DN2-HW-APL Cloud
(44 core appliance) virtual appliance
@ \/‘7

Feature
On prem
Scale virtual appliance

Device support
vimware
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Features, scale, device support

DN2-HW-APL Cloud
(44 core appliance) virtual appliance
@ \/‘7

Automation
On prem
Assurance . .
virtual appliance
SD-Access

Integrations

25K End points mwa re

5K Devices
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Physical Appliance Scale Considerations - 2.3.3

DN2-HW- DN2-HW-
Attribute DN2-HW=-APL APL-L APL-XL DN2-HW=-APL-XL
44 cores (3-node)
56 cores 112 cores
Devices (routers, 24,000 overall
switches, WLC’s) 1,000 2,000 5,000 10K non-APs + 6K
AP’s or 6K non-AP’s
AP’s 4,000 6,000 13,000 + 18K APs
Number of elements
in hierarchy (areas, 1500 3000 6000 6000
buildings, and
floors)
Endpoints 25.000 40,000 100,000 300,000
(concurrent)

(*) Scale for non-fabric deployments
(*) For all attributes related to scale check the DNA Center Datasheet:
https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/dna-center/nb-06-dna-center-data-sheet-cte-en.html
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Virtual Appliance specifications

VA Form Factor

Specifications

Features and Scale

DNAC Virtual
Appliance on AWS

Type: AMI

CPU: 32vCPU

Mem: 256GB

Storage: 4TB

Storage Bandwidth: 180Mbps (bi-directional
max)

IOPS: 2000-2500

Instance Type: rba.8xlarge

Feature Parity from 2.3.3.x release and above

across:

o Automation, Assurance, System, SPA, SDA
and integrations

Scale parity with current DN2-HW-APL(44

core appliance):

o 25K End points

o 5K Devices

o 1500 sites

DNAC Virtual
Appliance On
premise

Type: OVA

CPU: 32vCPU

Mem: 256GB

Storage: 4TB

Storage Bandwidth: 180Mbps (bi-directional
max)

IOPS: 2000-2500

Feature Parity from 2.3.5.x release and above

across:

o Automation, Assurance, System, SPA, SDA
and integrations

Scale parity with current DN2-HW-APL(44

core appliance):

o 25K End points

o 5K Devices

o 1500 sites

cisco Lu/&/
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Cisco DNA Center Virtual Appliance - AWS

@ No additional CAPEX associated, OPEX-based costs

@ Quicker time to value

@ Attractive for Prime to DNA Center migration

No cluster deployment option: High availability using AWS
features
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- For your reference
—

Deployment models

Cisco

DNAC physical Capex

. 3 X sizes
Appliance hardware

DNAC VA

1 X size
Cloud Hosted

GA: Mar '23**

DNAC VA On Customer

_ 1 x size
premise hardware

GA: H2CY23**

Cisco DNAC Virtual Appliance will be a SO PID

** Dates subject to change
cisco Lz//&/
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Call to Action




Call to action

 |earn more about DNA Center:

« Sign up for The Cisco DNA Center Demo Series
* ¢s.co/CiscoDNACDemo

« Check out the comprehensive YouTube video library:
* CS.co/dnac-youtube

 Run the PDART Tool to understand their readiness to migrate

« Work on the migration plan including device compatibility, form factor, use
case analysis, co-existence plan, etc.

« When ready for migration, engage Cisco or Partner SE for support
« Share the success stories

cisco M./ BRKOPS-2077 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 82


http://cs.co/dnac-youtube

To Learn More ...

ol lal ]l
Cll SCIO °V0UT“he Ié||lslé|oll Cisco Community

cisco.com/go/dnacenter cs.co/dnac-youtube cs.co/dnac-resources

Al 4Cloud

CISCO

dcloud.cisco.com

cs.co/CiscoDNACDemo
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Complete your Session Survey

- Please complete your session survey
after each session. Your feedback
IS important.

- Complete a minimum of 4 session
surveys and the Overall Conference
survey (open from Thursday) to
receive your Cisco Live t-shirt.

- All surveys can be taken in the Cisco Events Mobile App or
by logging in to the Session Catalog and clicking the
"Attendee Dashboard” at

https://www.ciscolive.com/emea/learn/sessions/session-catalog.html
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Continue Your Education

Visit the Cisco Showcase for related demos.

Book your one-on-one Meet the Engineer meeting.

©0

Attend any of the related sessions at the DevNet,
Capture the Flag, and Walk-in Labs zones.

Visit the On-Demand Library for more sessions
at ciscolive.com/on-demand.
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