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Cisco Webex App

Questions?
Use Cisco Webex App to chat
with the speaker after the session

Intermediate (596)

Tracks
| I OW Networking (220)

Session Type
Breakout (453)

‘ Find this session in the Cisco Live Mobile App
‘ Click “Join the Discussion” |
‘ Install the Webex App or go directly to the Webex space
. Enter messages/questions in the Webex space

Webex spaces will be moderated
until February 24, 2023.
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Habit ...

... a thing that you do often and almost

without thinking, especially something
that is hard to stop doing.

cisco M. BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Agenda

- Habit #1 - Understanding device controllability

- Habit #2 - Find issues before your users with telemetry

- Habit #3 - Compliance and Configuration management

- Habit #4 - Agile operations with software image management
- Habit #5 - Proactive insights with Al/ML

- Habit #6 - APIs and other integrations

- Habit #/7 - Minimizing upgrade risk with AURA tool

cisco W-/ BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 4



Habit #1 - Understanding .
(and embracing) device
controllability

cisco M/



Device Controllability

Monitoring Settings

reallylongName2.adamlab.cisco.com

Management IP  10.10.10.146
Device Type Cisco Catalyst 9800-CL Wireless Controller for Cloud @
Device Role ACCESS

Deployment of Wireless AP Join Certificate SUCCESS @
* Certificate already exists on the device.
* Deployment of Wireless AP Join Certificate setting initiated

® Deployment of syslog setting SUCCESS @
* Deployment of syslog setting initiated Deployment of PKCS12 certificate SUCCESS @
« COMPLETED: Configuring new Syslog Server Configurations Settings IP: [10.10.10.144] on the device: 10.10.10.146 completed ® « Started process: Pkcs12 Internal Certificate Configure
successfully. * Reachable DNAC IP:10.10.10.144
* PKI C pushed
° Deployment of snmp setting SUCCESS @ * PKCS12 Certificate was pushed successfully

« Deployment of snmp setting initiated

« COMPLETED: Configuring new SNMP Trap Server Configurations Settings IP: [10.10.10.144] on the device: 10.10.10.146 completed
successfully. ° Deployment of I0S WLC NA Certificate configuration SUCCESS @

* Setting does not apply to device, so no operation was performed

® Deployment of dns setting SUCCESS @
* DNS Configurations pushed successfully ° Deployment of 10S Telemetry Subscriptions configuration SUCCESS @
« Process success on all devices. « Configuring Assurance Telemetry Receiver Information
* Co i Telemetry ipti
= e _ * Ce Telemetry iption Receiver on the device with Receiver as 10.10.10.144
e e Deployment o netfow settiog rtistsd oopen. : T psnene o Sieeess
« COMPLETED: Configuring new Netflow Collector Server Configuration Settings IP: [10.10.10.144] and Port: [6007] on the device: C G S“bs°"""::sdc"“"g‘"a"°“ SEEREE
. ‘was pushe

10.10.10.146 completed successfully. y i
* App Based Telemetry Subscriptions Configuration Success

° Application telemetry SUCCESS @
« Configuration of application telemetry is only i upon i i telemetry action, so no operation ° of AP SUCCESS @
was performed * AP pushed
« Deployment of AP Impersonation setting initiated
° Install of Swim Certificate SUCCESS @
« SWIM Certificate was pushed successfully % Deployment of Terminal Width SUCCESS @
= Setting does not apply to device, so no operation was performed
° Deplav;g-;; of vrv‘sA cdanmcm = oliod SUCCESS @
. port an WSA pu
= WSA Certificate was pushed successful ° Deployment of IPOT SUCCESS @
L Iy « Cannot push IPDT Configuration on the device with IpAddress: 10.10.10.146 for Product Family: wireless controller (Not
Applicable)

cisco '&_/
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What happens when a C9K switch is added to
Cisco DNA Center?

T
o
Push PKI,
IPDT, HTTP SNMP Poll
—— Server, SNMP and CLI
crypto pki trustpoint DNAC-CA . i
enrollment modgra Conﬂguraﬂon, telemetry
enrollment'termlnal . SyS|Og
usage ssI—cIlehnt o Netconf—yang, CO||eCtIOﬂ ’
revocation-check cr
crypto pki certificate chain DNAC-CA tele metry S N M P Tra p
P Streaming
device-tracking tracking Te | e m etry

!

device-tracking policy IPDT_MAX_10
limit address-count 10

no protocol udp

| }
T - T T =
& Hi

interface <ACCESS-INTERFACES> - -
device-tracking attach-policy IPDT_MAX_10 o n--“ﬂ?:!?!:ﬂ:,..-.'-:::::::-:'

ip http client source-interface LoopbackO

snmp-server community <RO-COMMUNITY> RO
snmp-server community <KRW-COMMUNITY> RW

Example of configuration pushed by DNAC
Ccisco

BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 7



What happens when an C9800 WLC is
added to Cisco DNA Center?

Centereg

vCisco DNA

Download |=——
NA Cert =

Streaming Telemetry

Automation (NETCONF) data (TDL) using TLS

Script to enable WSA
m\\\ i
~I (&) vmware ||

Taws  aKVM

)#aaa authorization exec default local
(config)#netconf-yang // Enable Netconf from WLC CLI

cisco L‘V&. BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Full device on-boarding process into DNA Center

Discovered

Added to Inventory

Assigned to Site

Wventory  Piug and Play
oewcesTars T
P evica(s) n your network where new telometry SuDSipton for S8IAGo G318 6645 10 b3 ansbled nd 30me of he et
o~ o - - o be aptimized for performance. Do you want 10 take an sction to proyision these subscripticns? Apply Foc o Voo € n "
 aioba -
- Unassigned Davices (5) o Q@ Globsl > Unassigned Devices
Dt
-
b O oevcaname Bhdses  Dekcafamly  Meschabmy D Mnageosiy®  Comphance
" R arwian Coumpia Py
otai o - ) “ o2z ° - wA
Nene nane o
s Toranta 0 United AP @ Unosctunie & Mo niA
5 econalsl Tossses-t0sssen 8 BRANCH-AM
P i TNy
wene pe— w2z untedar woochatle i "t ®
W% RoLlo-Home e e @ Foon)
& TBRANCH ) 108 Swvtchus amd thos @ Seachabie © Hanszed ° ar e o e
@ Foon 5 -
auieg ] 10 meochatle @t WA -
TR g
8 VBRANCH-ENFY
Inventory  Plug and Play Iventory  Plug and Play
= y 8 oSt 05K ) ot ok s s i for assrance dats neec o be ensied and zome of the exNG SberpEon needs o We detected 105-XE
D e e e s  etigorditosweoaig ssloes
& Giotal & Gobs
Usaibgned Deovcss () ° Toronto > TBRANGH (= B stk Do
o Focus: Inventory et I roous: Inventary
P e
o | @Add Device TagDevos  Actions Take & Tour " 1 Y N Act " ) p
& Canadn & Consca
e B Owkoneme - Comptmea ) MesmhScors  Site ' B owkenmme- Rk ) Munsguebtity ) Comptanca ) Wosniore S |
& Beitish Columbla @) ea '™ TBRANCH i @ Beiish Conrmbis N @ prre—
& onaro
* A " Provisian 2 - A A ITBRANCH/FI
& Torrso
elarmetry >
o " " " e
8 BRANGHAMA L] Enati Anoi b 5 BRANCH-AAA L] e
@ Rotio-Home a ° W Rolio-Home: a ATERA
o @ TaRANCH
@ TBRANGH = °
pr— & roan
=) AN " L " . rrormiToAn
W VBRANCH-ENFV. W TRNG
P o Tosssa P -~ 5 VBRANCH-ENEY s St
@ Saskatchewan a] 1005541 © Miniges ° P — Quebes 0 10.655¢
e—
0 fssa Huties © Fucoe @ Mamages ° Toruens TERAN 1egsses

Cisco

BRKOPS-2416
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Adding a switch to DNA Center - Assign to Site

= Cisco DNA Center

Provision / Network Devices / Inventory

Preview New Page

Qe o

Inventory Plug and Play Inventory Insights ¢ . .
Assign Device to Site
e A Two (2) Warning Alerts on this page. Expand to see detail.
ind H ,
& Fn Hieraichi TBRANCH-C9200-1
GLOBAL/CANADA/ONTARIO/TORONTO/BRA | The following settings will be deployed during
v & Global AXA assignment to site.
I © Unassigned Devices (8) DEV 5) I TBRANCH-C9200-1
Focus: Inventory Syslog Server Cisco DNA Center
> & APJC 3
s Netflow Collector Cisco DNA Center
Filter © Add Device Tag Device Actions v (D Ta
> & Canada IP Device Tracking Yes
> & RBC-Canada-Ontario ] Device Name « IP Address Devic Cisco DNA Center,
SNMP Trap Receiver
10.10.10.10
& US [:] AP70F3.5A7E.0870 10.85.61.2 Wirel|
Cisco TrustSec (CTS) No
Credentials
0O prime-access-01.cisco.com (@  10.195.180.210  Swit Syslog Level 6 - Information Messages
Controller Certificates Yes
[:] prime-access-02.cisco.com @ 10.195.180.211  Swit
O prime-access-03.cisco.com @  10.195.180.212  Swit
C] prime-access-04.cisco.com @ 10.195.180.213  Switd
g prime-core-01.cisco.com ( 10.195.180.209  Switd
2 TBRANCH-C9200-1 @ 10.85.54.23 Switd
() TRS-E2.cisco.com @ 10.85.51.69 Swit " —
Device Controllability is Enabled. Learn
Cancel Back Next
More | Disable
Shaw 50 V_ antriae

e
cisco Lz//&/

BRKOPS-2416
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Adding a switch to DNA Center - Assign to Site

| ”

= Cisco DNA Center

Inventory Plug and Play

Q Find Hierarchy

Global

© Unassigned Devices (7)

> & APJC

= Fiter | @ Add Device Tag Def
v & Canada 9

> & Alberta -] Device Name ~

Provision / Network Devices / Inventory

Inventory Insights

A\ Two (2) Warning Alerts on this page. Expand to see detail.

O Now

DEVICE Task Name*
EVICES (41)

Focus: Inventory

Assign Device to Site

Preview New Page

QO &

QO Later

© Generate configuration preview
Creates preview which can be later used to deploy on selected devices.

Configuration preview: Assign 1 Device(s) to ¢

Cisco

.&/

Q_ Search by description

E] SITE ASSIGNMENT

Activities / Work Items

SITE ASSIGNMENT

Qo oL

Configuration preview: Assign/Unassign 1 Device(s) to/from Site

Dec 23, 2022 11:46 AM

Status: @ Success

Last updated: 11:47:08 AM £~ Refresh

Q_ Search Configuration Preview
lita 5 S o
= . z ! Device IP : 10.85.54.24 CD  showin tree vie
Configuration preview: Assig i .
DEVICES 1 !SysloglistConfigs
Dec 23, 2022 11:40 AM Stz 2 1logging host 10.85.54.177 transport udp port 514
I TBRANCH-C9200L-2 3 logging source-interface Vl1an4l9
4 logging trap 6
SITE ASSIGNMENT 5 tdone
6 !SysloglistConfigs
@ 7 tdone
& lia 8 snmp-server enable traps
Configuration preview: Assig 9 snmp-server host 10.85.54.177 traps version 2¢c ****** udp-port 162
10 snmp-server source-interface traps Vlandl9
Dec 23, 2022 11:38 AM St 11 !NetflowConfigs
12 flow exporter 10.85.54.177
13 destination 10.85.54.177
SITE ASSIGNMENT 14 transport udp 6007
15 exit
Qlila 16 tdone
17 !NetflowConfigs
Configuration preview: Assig 18 t!done
19 no crypto pki trustpoint DNAC-CA
Dec 23, 2022 11:46 AM Stz 20 crypto key *¥**** rsa DNAC-CA
21+ <mdt-config-data xmlns= "http://cisco.com/ns/yang/Cisco-IOS-XE-mdt-cfg" >
22~ <mdt-subscription nc:operation= "remove" >
23+ <subscription-id>
24 <![CDATA[553]]>
25 </subscription-id>
26 </mdt-subscription>
20 o fia o N v : L : Sl g
BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 1




DeV|Ce CO ﬂ’[l’O| | d bl | |ty Telemetry Configuration:

+ SYSLOG Server

«  SNMP Trap Server

SNMP Polling

* NetFlow

Network  Device Credentials P Address Pools ~ SP Profiles ~ Wireless | Telemetry | Security and Trust . Wired Client Data Collection

Q adia X Configure Syslog, Traps and NetFlow properties for your devices. The system will deploy these settings wh
are assigned to a site or provisioned

s i ' DNA C ' fi d
Cisco DNA Center is your default SNMP collector. It polls network devices to gather telemetry data. View d CISCO e nter IS CO n |g U re aS

v & Global metrics gathered and the frequency with which they are collected.

< dican Syslog server, SNMP Trap Server and
i % SHMP T Netflow collector server by default

v & Toronto Choose Cisco DNA Center to be your SNMP trap server, and/or add any external SNMP trap
servers. These are the destination servers for SNMP traps and messages from network devices

Site-level customization

= Cisco DNA Center Design / Network Settings

I [ BRANCH-AAA

Use Cisco DNA Center as SNMP trap server
Add an external SNMP trap server

IP Address

10.10.10.10 -4

v Syslogs

Choose Cisco DNA Center to be your syslog server, and/or add any external syslog servers
Devices will be provisioned with syslog severity level 6 (information messages) when they are
assigned to a site and/or provisioned.

Use Cisco DNA Center as syslog server

C] Add an external syslog server

cisco W- BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



Device Controllability

Site-level customization

Cisco

= Cisco DNA Center

Network Device Credentials

Q, aaa X

Search Help
v & Global
v & Canada
v & Ontario
v & Toronto

@ BRANCH-AAA

IP Address Pools SP Profiles

Configure Syslog, Traps and NetFlow properties for your devices. The system will deploy these settings when devices

are assigned to a site or provisioned.

Cisco DNA Center is your default SNMP collector. It polls network devices to gather telemetry data. View details on the

Wireless

Design / Network Settings

Telemetry

Security and Trust

metrics gathered and the frequency with which they are collected.

v NetFlow

Choose Cisco DNA Center to be your NetFlow collector server, and/or add any external NetFlow
collector server. This is the destination server for NetFlow export from network devices. Cisco
DNA Center will only push the first NetFlow collector server for Wireless Controller as it has a
restriction on the number of flow exporters.

© Use Cisco DNA Center as NetFlow collector server

INTERFACES FOR APPLICATION TELEMETRY

To enable telemetry on a device , select the device from the Provision table and choose
“Actions->Enable Application Telemetry” By default, All access interfaces on a switch OR all
LAN-facing interfaces on a router will be provisioned. To override this default behavior, tag
specific interfaces to be designated as LAN interface, by putting the keyword “lan” in the
interface description.

Once specific interfaces are tagged those interfaces will be monitored.

(O Add Cisco Telemetry Broker (CTB)

Cisco DNA Center should be configured as a destination in CTB to receive Netflow records.

.&‘/

BRKOPS-2416
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Device Controllability

Site-level customization

Cisco

= Cisco DNA Center

Network Device Credentials
Q_ aaa X
Search Help
v & Global
v & Canada
v & Ontario

v & Toronto

@ BRANCH-AAA

IP Address Pools

SP Profiles

Configure Syslog, Traps and NetFlow properties for your devices. The system will deploy these settings when devices

are assigned to a site or provisioned.

Cisco DNA Center is your default SNMP collector. It polls network devices to gather telemetry data. View details on the
metrics gathered and the frequency with which they are collected.

Design / Network Settings

Wireless

Telemetry

Security and Trust

v Wired Endpoint Data Collection

The primary function of this feature is to track the presence, location, and movement of wired
endpoints in the network. Traffic received from endpoints is used to extract and store their
identity information (MAC address and IP address). Other features, such as IEEE 802.1X, web
authentication, Cisco Security Groups (formerly TrustSec), SD-Access, and Assurance,

depend on this identity information to operate properly.

Wired Endpoint Data Collection enables Device Tracking policies on devices assigned to the

Access role in Inventory.

© Enable Cisco DNA Center Wired Endpoint Data Collection At This Site
(O Disable Cisco DNA Center Wired Endpoint Data Collection At This Site ©

v Wireless Controller, Access Point and Wireless Clients Health

Enables Streaming Telemetry on your wireless controllers in order to determine the health of your

wireless controller, access points and wireless clients.

Enable Wireless Telemetry

.&‘/

BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

14



Device Controllability allows devices to interact with DNA Center efficiently

Cisco DNA Center now provides comprehensive visibility and customizations
into Device Controllability configurations

Controllability is safe and
easy to troubleshoot

Recommended to keep
Device Controllability
enabled and send configs
to DNA Center

cisco Lg/&/

— Monitoring - Settings | Telemetry -

0 TakeaT

9200-L-1 o . er History v
| ' DEVICE STATUS V
Device Nome Status ICMP « SNMP  CU  NETCONF i

......

BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



Habit #2 - Find issues before -
your users with telemetry °

cisco M/



Benefits of Telemetry data captured via DNA
Center

Push PKl,
IPDT, HTTP

Server, SNMP
configuration,

Netconf-yang,

telemetry

=i Clsco DNA Center i =

R |

SNMP Poll
and CL|

telemetry
collection

Syslog,
SNMP Trap
Streaming
Telemetry

BRKOPS-2416

Monitor Network Network
and Client Health

Monitor Application Health
Monitor Network Services
View and Manage Issues
Monitor Wi-Fi 6 Readiness
Monitor Power over Ethernet
EoX Insights

Observe Network Trends
and Gain Insights

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



Wi-Fi 6 Readiness Dashboard

= Cisco DNA Center

Q) Global 3 (% 24 Haurs ~ Y Filter [0) +

Assurance [ Dashboards / Wi-Fi 6

Key Use Cases:

22.22% cof clients in the network are Wi-Fi 6E capable. 15.38% of your AP Infrastructure is Wi-Fi 6E ready.

Insights

66.67% of clients in the network are Wi-Fi & capable. 100% of your AP Infrastructure is Wi-Fi & ready.

Gliant Distribution by Capability @

LATEST  TREND

50% of Wi-Fi GE clients are assosiated to a Wi-Fi 6E network

liant Depabiliy
® Wi FiGE

. WiFiE

® Mac

aclans

Wi-Fi 6E Dliants Status

® WiFi GE Assacimed
o WiFi 6 Associsted

Staws: Wi-FiGE

Network Readiness @

Stws

Vaur netwaork is 50% Wi-Fi 6E enabled

.

* Hatarork

® Wi-FiGE 4Ps
® Wi-FiG AP
13 Aps Wi-Fi BE Status
® Enakid
Dizabled

Wi-FiBE

Understanding Wi-Fi 6 and Wi-Fi 6E
readiness of clients & network
iINnfrastructure.

® Wi-Fi BE

13 APs ® WiFi B

cisco Lz//&/
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Wi-Fi 6 Readiness Dashboard

= Cisco DNA Center

Q) Global 3 (% 24 Haurs ~ Y Filter [0) +

Assurance [ Dashboards / Wi-Fi 6

Key Use Cases:

Insights

Gliant Distribution by Capability @

LATEST  TREND

50% of Wi-Fi GE clients are assosiated to a Wi-Fi 6E network

liant Depabiliy
® Wi FiGE

. WiFiE

® Mac

aclans

Wi-Fi 6E Dliants Status

® WiFi GE Assacimed
o WiFi 6 Associsted

Staws: Wi-FiGE

Network Readiness @

Vaur netwaork is 50% Wi-Fi 6E enabled

.

22.22% cof clients in the network are Wi-Fi 6E capable. 15.38% of your AP Infrastructure is Wi-Fi 6E ready.
66.67% of clients in the network are Wi-Fi & capable. 100% of your AP Infrastructure is Wi-Fi & ready.

—y

Understanding Wi-Fi 6 and Wi-Fi 6E
readiness of clients & network
iINnfrastructure.

Visualizing the benefits of an existing
Wi-Fi 6 and Wi-Fi 6E Network.

Hatwork

® Wi-FiGE 4Ps
® Wi-FiG AP
® ViiFiGE

cisco La//&/

Airtime Efficiency (MBytes/sec)

Wireless Airtime Efficiency BETA

LATEST

20

Wireless Latency by Client Count BETA

TREND View : Voice v LATEST TREND View : Voice v
_. 600
z
E
g 400
o
s
g
® 200 I
S
e
3
2
< 0 = DN s == e Shay
11010 Mo 2110 310 4110 50+
20 30 40 50

Active Clients Count (#) per Radio

@ Wi-Fi 6E Traffic @ Wi-Fi 6 Traffic ® Non Wi-Fi 6 Traffic @ Wi-Fi 6E Traffic ® Wi-Fi 6 Traffic ® Non Wi-Fi 6 Traffic

View Details View Details

BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 19




WIi-FI 6 Readiness Dashboard

For your

o
[ ] reference

Wi-Fi 6 clients

_ _ Percentage of
associated with

AP’s Wi-Fi 6

Percentage of Wi-Fi version
AP’s Wi-Fi 6 distribution
capable

Wi-Fi 6 network enabled

AP Distribution by Protocol

Client Distribution by Capgpility Wi-Fi 6 Network Readine

LATEST  TREND LATEST  TREND

84% of Wi-Fi 6 clients are associated to a Wi-Fi 6 network Your network is 60.53% Wi-Fi 6 enabled 5
60.53% of APs are Wi-Fi 6 fapable

Client Capability { y
® Wi-Fi 6 Network
® 1lac ® Wi-Fi 6 APs

® Wi-Fi 6

11abg ® Non Wi-Fi 6 APs
® llac
65 Clients 1
n

Wi-Fi 6 Clients Status Wi-Fi 6 Status
@ Wi-Fi 6 Associated ® Enabled

Non Wi-Fi 6 Associated

cisco W-/ BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Power over Ethernet Analytics

Assurance - Dashboards - PoE

= Cisco DNA Center

PoE Telemetry is available on Cisco Catalyst 9200, 9200/L, 9300, 9300/L, 9400, and 3850 platforms with minimum |0S-XE 16.12.3s and 17.3 software versions. To enable PoE subscription on these platforms, make sure

that the Netconf port is enabled when you discover these devices.

PoE Operational State Distribution PoE Powered Device Distribution PoE Insights
LATEST TREND Allocated Power v Perpetual PoE v

LATEST TREND
591/675 (88%) of powered devices are not enabled for Perpetual PO

4

803

Total Powered Devices

Power Allocation Load Distribution PoE Power Allocation

LATEST  TREND

LATEST  TREND

1/30 {3%) of switches have >80% load.

Key Use Cases:

Full Visibility on PoE infrastructure

149kW

Total Power Budget

n Load (%)

B Dedicated PoE Issue Types

A|

cisco &. BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Povver over Ethernet Analytlcs

= Cisco DNA Center Assurance / Dashbo T Q ® & O

Percentage of the devices

using PoE and configured Type type of devices
with: Perpetual PoE, Fast PoE, and their power 00 oiattorme it Allocated &
IEEE Compliant or UPOE+ ' consumption. Remaining Power

PoE Insights PoE Powered Device Distribution PoE Power Allocation
Perpetual PoE v LATEST  TREND Allocated Power v LATEST  TREND

633/717 (88%) of powered devices are not enabled for Perpetual PoE

Total Power Budget

26 0
VIDEO_SURVEILLANCE_IP_CAMERA -
. 2 z
Apple-Macbook-Pro . I

cisco W. BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 22




Power over

Ethernet Analvytics

PoE Powered Device Distribution

LATEST TREND

300
=
E
3

8 200
[0]
O
=
)
a

5 100
o
(]
=
(o]
a

0

0-4 >4-15,

Allocated Power v

Allo

PoE Powered Device Distribution

24 hours: Apr 26, 1:03 PM - Apr 27, 1:03 PM

@ Global

LATEST  TREND

Cisco

.&‘/

PoE Powered Device Distribution

Q  Search Table

Identifier

Powered Device Model

AIR-AP3802I-B-K9

IP Phone 6961

IP Phone 6961

IEEE PD

AIR-AP2802I-B-K9

IP Phone 6961

Powered Device Type

unknown

unknown

unknown

unknown

unknown

unknown

Connected Switch

pl.edgel-
sdal.local

SJC06-C9300-01

SJC06-C9300-01

SJC06-C9300-01

SJC06-C9300-02

SJC06-C9300-02

Switch Interface

GigabitEthernet1/0/15

GigabitEthernet1/0/1

GigabitEthernet1/0/3

GigabitEthernet1/0/16

GigabitEthernet1/0/3

GigabitEthernet1/0/24

IEEE Compliant

Yes

Yes

24 hours: Apr 26, 1:03 PM - Apr 27, 1:03 PM

Location

Global/North
America/USA/California/San
Jose/SJCO1

Global/North
America/USA/California/San
Jose/SJCO6

Global/North
America/USA/California/San
Jose/SJCO6

Global/North
America/USA/California/San
Jose/SJCO6

Global/North
America/USA/California/San
Jose/SJCO6

Global/North
America/USA/California/San
Jose/SJCO6

X
@ Global

Allocated Power

90

90

90

90

90

90

jce Types (PD Count)

[e_1p_CaMERA (32)

Show more

BRKOPS-2416
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Power over

Ethernet Analvytics

PoE Power Allocation

LATEST TREND

156kW

Total Power Budget

@ Allocated Power (39152) @ Remaining Power (116

.&‘/

Cisco

Select a data type below to filter the proceeding table details

Top Location (Switch Count) Top Power Allocation Load (Switch Count)

Top Switch Type (Switch Count)

Global/North Am SA/California/San Jose/SJCO1 (12) 0-20% (12 Gisco Catatyst 9300 Switch (26)
Global/North AmericalUSA/CaliforniarSsn Jose/SICOS (4) 20-40% (14) Gisco Catalyst WS-C 12X48U-S Switch (1)
—
iWfornia/San Jose/SICO8 (4) 40-60% (2) sco Cataiyst 0404R Switch (3)
Jose/s4C23 (1) 60-80% (0)

Current data selected:  Power Usage
Switch Table (32)

Q  Search Table v
Identifier ~ Switch Type IP Address Location Total Power Budget Power Allocation Load (%) Module Count Chassis Count
BLD1-FLR1-DST1 Cisco Catalyst 9300 Switch 10.201.80.68 lobal/North USA/C: Jose/SJCO 4411.0W 231 1 0
BLD1-FLR2-ACCESS Cisco Catalyst 9300 Switch 10.41.54.173 lobal/North USA/Calift Jose/SJCO 2727.3W 89 1 0
BLD1-FLR2-DST1 Cisco Catalyst 9300 Switch 10.201.80.69 lobal/North USA/California/ Jose/SJCO 6157.4W 18 1 0
BLD2-FLR1-DST1 Cisco Catalyst 9300 Switch 10.201.80.70 lobal/North USA/Cali San Jose/SJCO 7998.9W 226 1 0
BLD2-FLR2-ACCESS Cisco Catalyst 9300 Switch 10.41.54.175 lobal/North USA/California/ Jose/SJCO 4038.1W 7.9 1 )
BLD2-FLR2-DST1 Cisco Catalyst 9300 Switch 10.201.80.71 lobal/North USA/C: Jose/SJCO 4739.6W 33.3 1 0
BLD3-FLR1-ACCESS Cisco Catalyst 9300 Switch 10.41.54.176 Global/North America/USA/California/San Jose/SJCO! 6230.2wW 15.1 1 [}
BLD3-FLR1-DST1 Cisco Catalyst 9300 Switch 10.201.80.72 USA/C: Jose/SJCO:! 3258.6W 11.5 1 0
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Power over Ethernet Analytics

= Cisco DNA Center Assurance
PoE AP Power Mode Distribution PoE Operational State Distribution
T _" Count of devices based
on whether they are
being supplied with PokE
or not. | not, a reason is
provided

Distribution of fully

powered vs partially
powered APs.

Power Allocation Load Distribution PoE Port Availability
T e —— - Number of ports available
based on their power
Power Allocation “ load for PoE.

load and insights

cisco M. BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Network Services Analytics

- Network Services
Analytics to improve
user Onboarding
experience

« Quickly view and
monitor AAA and
DHCP transactions

cisco Lz//&/

= Cisco DNA Center

Overall Network

Network Devices

wisr S8% ooy

TOTAL: 113

B Nz 3133

4

a1

Assurance - Dashboards - Health Qo 8 o
Client  Application  Network Services v SD-Access
M 5,00 AM - May 24, 2022 M
Wired Clients
LATEST 96% Hoalthy CONNECTED: 55

..:- P = Wireless Clients
Router Core Distribution Access Wireless Access
Conyrolisk Ralnt LATEST 90‘70 Healthy ACTIVE: 249
-
Network Services
{\ AAA (8 SERVERS) &> DHCP (6 SERVERS)
Successful Falled Successful Failed
| I
85% (25 15% (45) 89% 11% (6)
ard HCP D
BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 26




Network Services Analytics

DHCP SUMMARY DHCP TRANSACTIONS
6 210ms 53 +sa55% 47 4 6
Servers Average Latency Total Success ful Failed

Top Sites by Highest Latency

San Francisco/SFO10/FIr-SFO10-1 (9ms)

San Jose/SJCO1/Fir-SJC1-1 (8ms)

San Jose/SJC22/FIr-SJC22-1 (7ms)

DHCP Server Transactions

B oo Successes

saction Count (#)

Time

©192.168.152.1 ® 100.30.189.51 4.194.73.167 4 2.148.249

S RPN A A R
O A L e R S S TR

DHCP Server Latency

ST ocooOfer  Reauest-Ack

Top Sites by Transaction Failures (i

San Jose/SJCO1/Fir-SJC1-1 (9)

Avg Latency (ms)

San Francisco/SFO10/FIr-SFO10-1 (8)

San Jose/SJC22/Fir-SJC22-1 (6) f u“ ‘I ;‘ | | ‘ SI\ “ ‘ ; \ -A\ “ A v“ ) ‘4““? Al
A A T AR ot WA

Time

ldentify sites with potential AAA/DHCP issues
using dashlets’ details for highest latency

and highest number of transaction
failures

cisco L ije 7
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Network Services Analytics

« See mapping of WLCs to corresponding AAA/DHCP servers

AAA Servers By WLC (8) Export
Q  Search Table
AAA Server IP WLC Name WLC Location Transactions ~  Failures Avg Latency (ms) MAC Auth Latency (ms) EAP Latency (ms) MAC Auth i EAP i MAC Auth Failures EAP Faily
106.235.200.202 WLC-9800 Global/North America/USA/California/San Jose/SJCO1 238 28 150 = 150 ] 238 0 28
109.7.150.69 SWLC-FABRIC-01 ica/USA/California/San Jose/SJCO1 13 a4 5 &= 5 ] 13 0 4
14.10.181.87 SJCO6-vWLC-9800 Global/North America/USA/California/San Jose/SJC06 9 2 6 o 6 0 9 0 2
140.102.148.249 Campus_WLC3 ica/USA/California/San Jose/SJC05S 6 2 4 = 4 0 6 0 2
158.128.154.123 Campus_WLC4 Global/North ica/USA/ i ISE1 8 4 6 - 6 0 8 0 4
DHCP Servers By WLC (6) Exp
Q  Search Table

DHCP Server IP WLC Name WLC Location Transactions ~ Failures Avg Latency (ms) Discover-Offer Latency (ms) Request-Ack Latency (ms)

192.168.152.1 WLC-9800 Global/North America/USA/California/San Jose/SJCO1 14 0 45 45 1

100.30.189.51 SWLC-FABRIC-01 Global/North America/USA/California/San Jose/SJCO1 7 1 36 36 9

104.194.73.167 SJC06-vWLC-9800 Global/North America/USA/California/San Jose/SJC06 15 2 28 28 4

140.102.148.249 Campus_WLC3 Global/North America/USA/California/San Jose/SJC05 10 1 43 43 6

116.140.161.52 Campus_WLC4 Global/North America/USA/Washington/Seattle/SE1 3 0 54 54 7

118.130.12.121 SJC06-WLC-ISSU Global/North America/USA/California/San Jose/SJC06 4 2 4 4 3

cisco W— BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Network Services Analytics

Supported for wireless only

IOS-XE 17.6.1 version or
higher

Not supported for AireOs
controllers

Local DHCP on 9800 not
supported

All transaction and server
information is provided by the
WLC directly

WLC TDL subscriptions:

« AAA -> 4321

 DHCP -> 4322

cisco W/

= Cisco DNA Cent Assurance - Dashboards - Health <]
Overall Network Client Application Network Services SD-Access

AAA SUMMARY AAA TRANSACTIONS

54 31ms 270 162 108

rrrrrrrrrrrrrrrrrrrr Tatal Successful  Failed

Top Sites by Highest Latency Top Sites by Transaction Failures AAA Server Latency

. ] 1 “

San Francisco (82ms) Sacremento (2)

| I —— -

Santa Barbra (67ms) Santa Barbra (2) £

| I —— g

Los Angeles (67ms) Los Angeles (2)

.| 1

Santa Barbra (67ms) Qakland (2)

San Jose (67ms) Santa Barbra (2)

AAA Server Transac tions

BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 29




New in 2.3.5: Network Services DNS

Monitor DNS server transactions
reported by wireless controllers,
switches, and routers

Servers and Average Latency

View all Successful and Failed

Transactions

Enable via Application Telemetry

Wirele

flow monitor avc_ipv4_assurance_dns
exporter avc_exporter

exporter avc_local_exporter

cache timeout active 6¢

record wireless avc ipv4 assurance-dns
!

!

flow monitor ave_ipvé_assurance_dns
exporter avc_exporter

exporter avc_local_exporter

cache timeout active 66

record wireless avc ipv4 assurance-dns

|
flow exporter avc_exporter
destination 10.79.59.28

source Vlanl3

transport udp 6607

export-protocol ipfix

option vrf-table timeout 300

option ssid-table timeout 300
option application-table timeout 300

option application-attributes timeout 300

!

Assurance / Dashboards [/ Health

ns SD-Access Al Analytics v

Wireless Clients

I )
4 —
7\ =

(&) DNS (22 SERVERS)
- 3

LATEST 1 OO% Healih ACTIVE: 4
e - AP AR Sy g N A

View Client Health

£ DHCP (2 SERVERS)

cisco Lz//&/

Successful Failed Successful Failed
[ [EE————
63.41% (230434) 36.59% (132966) 97.1% (134) 2.9% (4)
View DNS Dashboard View DHCP Dashboard
BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Network Services DNS

o
AR

For your
reference

Count of DNS servers
and average latency
(in ms) of your
network.

Percentage of total number of
DNS transactions, successful
transactions, and failed
transactions

Top DNS server
transaction failure types,
servers, and sites

cisco Lg%o//

202k 48.9k 153k
Total Successful  Failed

Insight There is no insight information available at this time

Top Transaction Failures ©

R sorvers  Sites

Average DNS latency for
each DNS server.

DNS Server Latency ©

The chart displays the average DNS

server transactions status for each DNS

server reported by wireless controllers.

BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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o For your

Network Services - DNS Dashboard Y e

DNS Servers By Device (28) Export
Q, Search Table
DNS Server IP Device Name Device Location Device Family - Transactions Failures Avg Latency (ms)
8.8.8.8 C8300-79-59-5.assuraffce.com Global/San Jose/BLD10/2F Switches and Hubs 99808 99808 0.00
10.79.46.85 C9300-79-59-5.assurance.com Global/San Jose/BLD10/2F s and Hubs 12412 12412 0.00
1.14.61.51 eWLC-179.assurance.com Global/eWLC-Area/eWLC-Building/eWLC-Floor Wireless Controller o} 0.00
8.8.44 eWLC-1181303 Global/Shanghai/SHN15/4F Wireless Controller 3 0 0.00
114,114,114,114 Global/eWLC-Area/eWLC-Building/eWLC-Floor Wireless Controller 36 0 0,00
114.67.102.75 eWLC-179.assurance.com Global/eWLC-Area/eWLC-Building/eWLC-Floor Wireless Controller 1 0 0.00
202.12.97.45 eWLC-179.assurance.com Global/eWLC-Area/eWLC-Building/eWLC-Floor Wireless Controller 1 0 0.00

View DNS servers by location, failures, and latency for a specific device.
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Application Visibility vs Application Experience

How Much = quantitative

« Supported on C9k switches
 17.3.1 supported with ETA
« AIrOS WLC

« 9800 WLC - flex

How Good = qualitative (health)
« Supported on routers |0S-XE
« 9800 WLC- local mode

Application Usage

Top 10 Busi Rel t Applications by
Usage
Total Usage ssh 17.97%
180.55MB ipfix 20.87%
pop3 0.62%
smtp 051%
cisco-sd-ave 0.11%
elevant 1%
0.01
0.01%
log
ir

snmp

o # of FAIR Health Applications: 1
Applications Application Name Healthscore ( )
1 2 cisco-sd-avc

DNA Center 2.1.2 supports auto interface/WLAN selection

cisco Lz/&/

BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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[ For your

Telemetry cheat sheet ) coronce

How Much = quantitative How Good = qualitative (health)

APV - application performance visibility APM - application performance monitor

Switches 16.10 or 17.3 for ETA+ Routers. 17.3 optimized APM

AireOS WLC 8.8.114 - central Appliance 17.3 optimized APM

9800 WLC 16.12.1 - central 9800 WLC 17.3 optimized APM central
(with DNAC 2.1.2)

Note: Optimized APM increases performance. no DSCP marking - observed and
expected values

#3 SWIM to do software upgrades

cisco M. BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



[ For your

Configuration pushed (1/2) = Q-

flow exporter avc exporter

destination 10.10.10.181

source Vl1anlO

transport udp 6007

export-protocol ipfix

option vrf-table timeout 300

option ssid-table timeout 300

option application-table timeout 300
option application-attributes timeout 300
exit

flow exporter avc local exporter
destination local wlc
exit

flow monitor avc ipv4 assurance
exporter avc exporter

exporter avc local exporter
cache timeout active 60
default cache entries

record wireless avc 1ipv4 assurance
exit

flow monitor avc ipv6_ assurance
exporter avc exporter

exporter avc local exporter

cache timeout active 60

default cache entries

record wireless avc 1pv6 assurance
exit

flow monitor avc ipvé4 assurance rtp
exporter avc exporter

cache timeout active 60

default cache entries

record wireless avc 1ipv4 assurance-rtp
exit

flow monitor avc 1ipv6 assurance rtp
exporter avc exporter

cache timeout active 60

default cache entries

record wireless avc 1pv6 assurance-rtp
exit

BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



Configuration pushed (2/2)

[ For your

AR reference

wireless profile policy hk Global NF a38f7lcl
shutdown

ipvé
ipvé
ipvé
ipvé
ipv6
ipv6
ipv6
ipv6

flow
flow
flow
flow
flow
flow
flow
flow

monitor
monitor
monitor
monitor
monitor
monitor
monitor
monitor

no shutdown

exit

avc_ipv4 assurance input
avc_ipv4 assurance output
avc_ipv4 assurance rtp input
avc_1pv4 assurance rtp output
avc_1ipv6 assurance input
avc_1ipv6 assurance output
avc_1ipvé6 assurance rtp input
avc_1ipv6 assurance rtp output

wireless profile policy default-policy-profile
shutdown

ipv4
ipv4
ipv4
ipv4
ipv6
ipv6
ipv6
ipv6

flow
flow
flow
flow
flow
flow
flow
flow

monitor
monitor
monitor
monitor
monitor
monitor
monitor
monitor

no shutdown

exit

avc_1ipv4 assurance input
avc_1ipv4 assurance output
avc _1ipv4 assurance rtp input
avc_1ipv4 assurance rtp output
avc_1pv6 assurance input
avc_1pvé6 assurance output
avc _1pv6 assurance rtp input
avc_1pv6 assurance rtp output

cisco Lg%o//

BRKOPS-2416
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Habit #3 - Compliance and
Configuration management *

cisco M/



Cisco DNA Center Compliance Landscape

= Cisco DNA Center Q ® @ O

CIK-STACK

(3) C9K-STACK Run Comm4

End of Sale & ldentify whether the Violation of intent
End of Life alerts startup and running @ provisioned to a
configurations of a @ device through DNA
device are in sync. Center

Difference in network

settings compared to

“Network Settings” in
Design

User Defined Fields
Config Drift

REP Rings

Violation of

application
V|S|_b|_||ty intent A A ORI O SO N o Check whether the
provisioned to a 0 BEEd devices are running

device through without critical security
CBAR and NBAR

See if the tagged golden image is vulnerabilities.

cIsco W‘/ running on the device.

BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Compliance: Software Image - Switches

Stack SW version mismatch

Detect SW version
mismatch among
switch stack

Compare image
version between
master and
members

cisco Lz/&/

) C9300-24P

jdress: 8.18.19.13 Device Model: Cisco Catalyst 9300 Switch

Compliance Summary

1 day .. g A

Role: ACCESS Jptime: 2 days 19 hrs 38 mins

12.6.1

GOLDEN IMAGE
17.07.01.5PA.bin

DEVICE IMAGE
sxe.17.07.01.5PA.bin

nnnnnn

Versior 17.07.00

BRKOPS-2416

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Compliance: Network Profiles - Switches

= Cisco DNA Center

C9K-BRANCH-STACK

(&) C9K-BRANCH-STACK

Run Commands

@ Reachable (-] Managed
DETAILS
Interfaces v

Ethernet Ports
Native VLANs
Hardware & Software
Configuration
Power
Fans
SFP Modules
User Defined Fields
Config Drift

Stack

SECURITY

Advisories

IP Address: 10.85.54.54

Compliance Summary

No events detected to trigger compliance check

@ Startup vs Running Configuration ®

Compiiance fast run on: Sep 2nd, 20

Lines added: 0

4 MINS s remove: 1

Lines modified: 0

Device Model: Cisco Catalyst 9300 Switch

Run

Role: ACCESS

Uptime: 122 days 23 hrs 9 mins Site: Global/Canada/Ontario/Toronto/TBRANCH

@ Network Profiles

Last updated: 3:01 PM

© Software Image ®

Running Version: 17.8.1

@ Critical Security Advisories ®

1:30 PM

Cisco

.&‘/

BRKOPS-2416
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Compliance: Network Profiles - Switches
Config pushed by DNA Center via templates:

interface GigabitEthernetl/0/7

description Description pushed by DNAC Template -- lan
|

interface GigabitEthernetl1/0/8
description Description pushed by DNAC Template -- lan

Out of band changes:

COK-BRANCH-STACK#CONE T | [ Cok-BRANCH-STACK = funcommmse  encs
Enter configuration COMM{ @rcwse | @wvasses | v acess 10855656 | Deice Model CiscoCatalyst 5300 Switch | Roles AGGESS | Upime: 23 days 22 s 30 mins | Sie: GlobaliCanada/OntariofToronto/ TBRANCH
C9K-BRANCH-STACK (config)i

CO9K-BRANCH-STACK (config—| e v ! Neswors rtis —

Ethernet Ports CLI Template (1) le.xl fn red are the
missing CLIs.
Native VLANs =
As of: May 26, 2022 2:25 PM
CL|.Deviations 5 Realize Template: PDESCRIPTION
Hardware & Software
2 2 description Description pushed by DNAC Temp
Configuration Q  Search Table ’ late -- lan
P 3 &
ower ) o s
Template 4 interface GigabitEthernet1/6/8
Fans 5 description Description pushed by DNAC Temp
late 1
SFP Modules ©  PDESCRIPTION - .
7 6
User.Datlnod Fleids Show Records: 10 1-1 8 7 alias exec showntp show nto status
1 Records
Config Drift 'Y

Stack

cisco W. BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 41



Config Drift

Ethernet Ports
VLANs
Hardware & Software

Configuration

Total config drifts being saved: 15

A R e e e

Total labelled configs: 1

v Change History (Running Config)

Configuration changes on your device will be saved on the internal Cisco DNA Center server. The number of configuration drifts saved (as set in System > Settings > Device Settings > Configuration

Archive) will include labelled configs and config drift versions.

17 switch 1 provision c93@e-24p
18 switch 2 provision c93ee-24p
19 ip routing

20 ip name-server 64.102.6.247 173.37.137.85
21 ip domain lookup source-interface Loopbacke
22 login on-success log
23 vtp mode transparent

Rower Start Date End Date
Fans Config Drift Date Range: Sep 30, 2022 Oct 15, 2022
SFP Modules
o
User Defined Fields g -
=
I I Config Drift I g ® Out-of-band Config Drift
= LA
REP Rings . t - r — Config version with changes made
Hep 1380 Qi e e t1a8 WE outside of Cisco DNA Center since it's
- Config Drift Days previous version
I """"""""""""""""""" M Lines Added: 322
1:39 " Oct 14 11:42 Oct 14 11:45 Oct 14 1 R
SECURITY Lines Removeé. 0
@ In-band Config Drift @ Out-of-band Config Drift @ Labelled Config Lines Modified: 0
Advisories Triggered By: Config Change
Config Drift Version Config Drift Version Event
CCA_C9K-TBRANCH-Std-Config v || Remove Label 4 October 14, 2022 11:48 AM Terminal Name vty2
COMPLIANCE Login IP 10.24.150.225
R ing Config (461 Lil R ing Config (784 Li Hsemdms fia
Summary unning Config ( ines) unning Config (784 Lines) Config Method console

switch 1 provision c9308-24p
switch 2 provision c9380-24p
ip routing

October 14, 2022 11:48 AM

ip nbar http-services

ip name-server 64.102.6.247 173.37.137.85
ip domain lookup source-interface Loopback@
login on-success log

avc sd-service

segment AppRecognition

controller

address 10.85.54.177

destination-ports sensor-exporter 21730

Cisco

.&‘/

BRKOPS-2416
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Compliance: Network Profiles - Wireless

= Cisco DNA Center

All Devices / STLO1-C9800-CL.dlab.local

() STLO1-C9800-CL.dlab.local

4 Run Commands

DETAILS
Interfaces
Ethernet Ports
Virtual Ports
Hardware & Software
User Defined Fields
Config Drift
Wireless Info

Mobility

SECURITY

Advisories

COMPLIANCE

I Summary

@ Reachable | @ Managed IP Address: 172.16.255.35

Compliance Summary

No events detected to trigger compliance check

@ Startup vs Running Configuration (0}

Compliance last run on: Apr 2nd, 2022, 11:16:36 AM

1h Lines added: 2
[ Lines removed: 2

since out of sync  Lines modified: 0

@ Software Image 0)
at since Feb 3rd, 2022, 05:10:45 PM
Compliance fast run on: Apr 2nd, 2022, 11:16:36 AM

17.07.01

Golden Image Version

Running Version: 17.7.1

7 View 360

Device Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud

Run Compliance Check

Qoo b

Last updated: 11:16 AM ; Refresh

Role: ACCESS Uptime: 22 hrs 56 mins Site: Global/Canada/Quebec/Saint-Lambert/STLO1

@ Network Profiles

Non-Compliant since Feb 9th, 2022, 02:38:20 AM
Compliance last run on: Apr 2nd, 2022, 11:16:36 AM

2 Model Config: 1
Wireless: 1

Changes *1 more

@ @ Application Visibility @

e Apr 2nd, 2022, 11:16:54 AM
Compliance last run on: Apr 2nd, 2022, 11:16:54 AM

0

Changes

Compliant si

@ Critical Security Advisories
Compliant since Feb 8th, 2022, 07:00:11 PM
wpliance last run on: Apr 2nd, 2022, 11:16:36 AM

0

(0]

Cisco

.&/
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Compliance: Network Profiles - Wireless

= Cisco DNA Center

All Devices [ STLO1-C9800-CL.dlab.local

(%) STLO1-C9800-CL.dlab.local

1 Run Commands

@ Reachable (/] Managed | |IP Address: 172.16.255.35
DETAILS
Interfaces v Complian nmary / Network Profiles

Ethernet Ports Model Config (1)

Virtual Ports

CLI Deviations

Hardware & Software

User Defined Fields Q Search Table

Config Drift
Template
Wireless Info

Mobility ©  Enabling SI

1 Records Show Records: 10

SECURITY

Advisories

COMPLIANCE

I Summary

Device Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud

7 View 360

Role: ACCESS

Wireless (1)

As of: Apr 2, 2022 11:18 AM s ¥ ~
S Realize Template: Enabling SI ©

1 1
L 2

ap dotll 24ghz SI
ap dotll 5ghz SI

Qoo b

Last updated: 11:16 AM £5 Refresh

Uptime: 22 hrs 56 mins Site: Global/Canada/Quebec/Saint-Lambert/STLO1

Cisco

.&/

BRKOPS-2416
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Compliance: Networ

k Profiles - Wireless

= Cisco DNA Center

All De / STLO1-C9800-CL.dlab.local

@ STLO1-C9800-CL.dlab.local } Run Commands 7 View 360

Last updated: 11:16 AM

@ Reachable | @ Managed | IP Address: 172.16.255.35 Device Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud Role: ACCESS Uptime: 22 hrs 56 mins
DETAILS
Interfaces v Compli y | Network Profiles
Ethernet Ports CLI Template (1) Model Config (1) Wireless (1)
Virtual Ports
Q  Search Table
Hardware & Software
User Defined Fields
Model Name = Attribute Status (1) Intended Value (1)
Config Drift
Wireless Info
Mobility Wian/BestCorpWi_Global_NF_e5f0c407 FT Adaptive Changed Adaptive
SECURITY
Showing 1 of 1
Advisories

COMPLIANCE

Summary

Actual Value (1)

Disabled

Qo ob

£ Refresh

Site: Global/Canada/Quebec/Saint-Lambert/STLO1

Cisco

.&/

BRKOPS-2416
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Compliance: Network Profiles - Wireless

= Cisco

(& STLO1

@ Reachable

DETAILS

Interfaces

Virtual Ports

Config Drift
Wireless Info

Mobility

SECURITY

Advisories

COMPLIANCE

I Summary

DNA Center

All L C / STLO1-C9800-CL.dlab.local

-C9800-CL.dlab.local { Run Commands 7 View 360

Qoo b

Last updated: 11:16 AM £ Refresh

| @ Managed | IP Address: 172.16.255.35 Device Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud Role: ACCESS Uptime: 22 hrs 56 mins Site: Global/Canada/Quebec/Saint-Lambert/STLO1

v Compli Summary [ Network Profiles

Ethernet Ports CLI Template (1) Model Config (1) Wireless (1)

Q  Search Table

Hardware & Software

User Defined Fields

Model Name ~

Policy_Profile/BestCorpWi_Global_NF_e5f0c407

Attribute Status (1)

IPv4 DHCP Required Changed

Showing 1 of 1

Intended Value (1) Actual Value (1)

YES NO

Cisco

.&/

BRKOPS-2416
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New In

DNA Center 2.3.5

Network Setting Compliance

[ es | C9K-STACK

(&) C9K-STACK

% Run Comn

@ Reachable

'COK-STACK#show run | i name-server

ip name-server 64.102.6.247 173.37.137.85
CO9K-STACK#conf t

Enter configuration commands, one per line.
'C9K-STACK(config)#no ip name-server 64.102.

End with CNTL/Z.
6.247 173.37.137.85

s on this device. You will be able to review before the fix is applied. Fix All Configuration Compliance Issues

mary / Network Settings

@Managed IP Address
DETAILS
Interfaces You
Hardware & Software
Configuration
Power
Féfia General (2)
SFP Modules =
Q

User Defined Fields

Search Table

Config Drift Open Violations (2) Acknowledged Violations (0)
REP Rings 0 Selected
Stack -

() Model Name ~ Attribute Status (0) Intended Value (1)
SECURITY

DNS NR Settings nameServers Changed 64.102.6.247

Advisories

O DNS NR Settings nameServers Changed 173.37.137.85

COMPLIANCE

Actual Value (1)

cisco W/

BRKOPS-2416
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New in 2.3.5

Fix Config Compliance Issues

o Mail - Lila Rousseaux (Irousse: X ] X Cisco DNA Center X X Cisco DNA Center x +
C A NotSecure | hitps://10.85.54.180, isi icesfi y/devi i i 2284 262-4¢9c-af33-a7f3e524d97e

Cisco DNA Center

All Devices /| C9K-STACK

C9K-STACK

PORT_SECURITY

&3 Run Commands [ View 360

@ Reachable \ °Managed IP Address: 10.85.54.54 Device Model: Cisco Catalyst 9300 Switch Device Role: ACCESS
DETAILS
Interfaces >

Hardware & Software

Configuration

Compliance Summary

Power
Fans Next Compliance check is scheduled on Jan 17, 2023 02:50 PM Run Compliance Check
SFP Modules
User Defined Fields A\ EoX - End of Life [6) © Network Settings ®
Config Drift Compliance last run on: Jan 17th, 2023, 02:55:23 PM Non-Compliant since Jan 17th, 2023, 02:55:23 PM
Compliance last run on: Jan 17th, 2023, 02:55:23 PM

Module : & Compliant
REP Rings

Software : @ Compliant 2

General: 2
Stack Hardware : @ Compliant
Open Violations

SECURITY
Advigories © Network Profiles ® @ Application Visibility ®

Non-Compliant since Oct 14th, 2022, 01:23:01 PM
Compliance last run on: Jan 17th, 2023, 02:55:24 PM

Compliant since Jan 17th, 2023, 02:56:06 PM
COMPLIANCE Compliance fast run on: Jan 17th, 2023, 02:56:06 PM

Summary ‘I CLI Template: 1 0

Open Violations Open Violations

o Al o

Uptime: 61 d:

You can now fix all configuration compliance issues on this device. You will be able to review before the fix is applie:

@ st

Compl|

s
Compl
Compl

cisco La//&/

Fix Configuration Compliance Issues

3 compliance issues are listed to be fixed. Review and schedule the fix.

Note: Routing, HA Remediation, Software Image, Securities Advisories and Workflow related compliance issues

will not be addressed in this fix. You can address these separately by following the actions in their respective sections.

v Summary of Issues to be Fixed ©
Following are the different violations selected to be fixed. Click on the issues identified to view details in the

respective compliance sections.

Compliance Type ~ Issues Identified (1)

Network Profiles 1

Network Settings 2

v Schedule the Fix

When would you like to apply the fix?

© Now
QO Later

(O Generate Preview
Creates preview which can be later used to deploy on selected devices. View status in Work Items

Task Name*
C9K-STACK - Compliance Fix

Cancel

Apply
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Compliance Tips

- Event-based archive takes at least 5 minutes to
update after traps are received. For accurate
results, we recommend that you wait for at least 5
minutes before running compliance manually after a
configuration change.

- Network Profile and Network Settings
- Device has to be provisioned by Cisco DNA Center

cisco Lzﬁo//



Device Configuration Management

DNA Center stores device configurations
in the DNAC DB

Device configurations are available via

the Ul
E TBRANCH-CO200L-2.CISCO.COM % fun Commands v S—— For security reasons, sensitive data is
o d;;;}Cmmago‘;x;r‘:o'/.ro\ronxo/lf[:w;x:r;l'cu 10.85.54.24 evice Model: Cisco Catalyst 9200L Switch Stack | Role: ACCESS ptime: 2 days 8 hrs masked

Blosis: | Bikood CLI output can be exported from this
o same window, but it will be done using
. the masked config as well. What this

means is that we don’t expose sensitive
data via the Ul or Ul export.

But it also means that we can’t directly
used this device config to restore a
device.
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Device Configuration Management

API’s to retrieve device configuration

P T 03_0ct_2020_20_33.12_._RUNNINGCONFIG(1).cfg  Today at 5:53 AM
eve 03_Oct_2020_20_33_12_684_RUNNINGCONFIG(1).cfg
3_0et_2020_20_33.12_684_RUNNINGCONFIG(1) efg

I
! Last configuration change at 13:51:05 UTC sat oct 3 2020 by cisco

version 15.2
no service pad
service tinestasps debug datetine msec
service timestasps log datetime msec show-timezone year
service password-encryption

| service interna

service compress-config

hns(name CAMPUS-Accessl
boor start-marker
system switch all flash;cat3k caa-universalkd,spa,03.06,04.,152-2,€4,bin
nbeo( end-marker
vrf definition Mgat-vrf

| address fau11¥ ipvé
ex\( address-family

address-Family ipve
| exit-address-family

no logging console
enah]e password 7 151102150725

username cisco privilege 15 password 7 094F471A140A
o aaa new-mode

switch 1 provision ws=c3850-48y

!

|

i

| ip routing
|

Date Created

Today at 9:53 AM

| 1o host test 00 o0 00 00
{

ip device tracking probe auto-source override
| ip device tracking probe delay 60

05 queue-softmax-multiplier 100
il

crynw pki_trustpoint TP-self- ﬂqned 4149928277
enrollment selfsigned

cisco M/

The API’s available in DNAC allows you
to retrieve raw startup, running configs
and VLAN DB.

API details:

POST /network-device-
archive/cleartext

A zip file is generated which
contains raw running-config,
startup-config and VLAN DB
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Device Configuration Management
Configuration Archive

= Cisco DNA Center System / Settings Q ® <

=Q  search Settings Settings / Device Settings

_| Configuration Archive SFTP server can be
PnP Connect Cisco DNA Center internal server will periodically back up your device's running CO nfl g u red to expo rt raW

configuration. You can select the day and time for the backup and select the total number

Clsca.coim Brodentiale of config drifts being backed up (note: total config drifts being saved included all the CO nfl g S to a n eXte rn a |
labelled configs for the device). To archive all the device's running configurations, you can
Smart Account configure an external server.

repository

Smart Licensing

SSM Connection Mode Internal External

2 3 v " F
Device Settings External Repository As of: Feb 10, 2022 2:03 PM

Device Controllability

Network Resync Interval Q  Search Table Vv
SNMP
Host Protocol User Name Backup Format Backup Cycle Connectivity Action
ICMP Ping
Image Distribution Servers () Daily =
Mage SStbEton Severs 10.85.54.179 SFTP netadmin RAW Time  01:04 PM @ Connected w ¢

Device EULA Acceptance
PnP Device Authorization
Device Prompts

Configuration Archive

cisco W. BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 52



Device Configuration Management

Configuration Archive

Favourites
Dropbox
lila
Applications
Pictures
Box Sync

Documents

cursos-presen...

cursos-presen...

QA-MEFTING.

Downloads =

Name

' Export_Configs-10_Feb_2022_18_04_00_353-0WF.zip

Pt

@ Archive Utility

S OOILDNAMIOLL OTAN AN AL S A A ANIANANS anrag

<

Date Modified

l Favourites

Please enter the password for
“Export_Configs-10_Feb_2022_18_04_00_353-
OWF.zip".

32 Dropbox
B} lila

Password: |eeesecses|

I ) Gal Pictures

Cancel m

3 Box Sync
v

_ InventoryReportAllDataFeb022022at0437pm_1643837894841.csv

A Applications

[ Documents
B3 cursos-presen...

B3 cursos-presen...

<2 Export_Configs-10... =
Back/Forward New Folder
Name

> [ 10.85.51.69-TRS-E2.cisco.com

> [ 10.85.54.17-TRN6-TBRANCH-DIST.cisco.com
> [ 10.85.54.20-TRN6_TBRANCH_WLC

> [ 10.85.54.23-TBRANCH-C9200-1.lila.com

> [ 10.85.54.24-TBRANCH-C9200L-2.cisco.com
> [ 10.85.54.25-TBRANCH-C9200L-3.cisco.com
> [ 10.85.54.51-TRN6-TBRANCH-FUSION

> [ 10.85.54.53-TRNG-TBRANCH-C3650-S1.cisco.com
> [ 10.85.54.54-COK-BRANCH-STACK

> [ 10.85.54.99-wic01

> [ 10.86.54.102-wic02

[ BN
Favourites

33 Dropbox
@t lila

A Applications
(Ea) Pictures

B9 Box Sync

< 7 10.85.54.54-COK-... &

Back/Forward New Folder
Name ~
10_Feb_2022_18_04_00_353_RUNNINGCONFIG.cfg

10_Feb_2022_18_04_00_353_STARTUPCONFIG.cfg
10_Feb_2022_18_04_00_353_vlan.dat.bat

Sl
= v

@ v
View Action

Date Modified
Today at 6:04 PM

Today at 6:04 PM
Today at 6:04 PM

- ) b-tcp
58 v 1 » Q| ravricwie
Group Search  JMPUS-FUSION.cirrus.cloud

SI\MPUS' B1.cirrus.cloud

=¢ ©v
View Action
Date Modified

Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM

o
Bl
3

|

v

9|
gl
o

Group

Date Created

Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM

»

Q

Search

Date Created

Today at 2:07 PM
Today at 2:07 PM
Today at 2:07 PM

Cisco

.&/
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Device Configuration Management

Configuration Archive

'XK | 10_Feb_2022_18_04_00_353_RUNNINGCONFIG.cfg

10_Feb_2022_18_04_00_353_RUNNINGCONFIG.cfg

1
! Last configuration change at 21:55:47 UTC Mon Feb 7 2022 by n
5 NVRAM config last updated at 21:55:49 UTC Mon Feb 7 2022 by ne

min

version 17.3

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

! call-home is enabled by Smart-Licensing.
service call-home

?Iatform punt-keepalive disable-kernel-core

hostname CIK-BRANCH-STACK
1

1
ny definition Mgmt-vrf

address-family ipv4
exit-address-family
1

éddress-fami1y ipv6
exit-address-family

switch 1 provision c9300-24p
?witch 2 provision c9300-24p

1
1
!
i
!
1

ip nbar attribute-map BR2

_attribute business-relevance default

ip nbar attr1bute—ma€ TC3
a

p routing

att[1bute treffic—c ss multimedia-streaming
a Ao so . Tl nnl

cisco Lg/&/
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Habit #4 - Maintain network

iNnfrastructure code up to
date with SWIM

cisco M/
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Intent Based Network Upgrades

Golden-image driven to
automate process and
drive consistency

What you need to know about SWIM

Trustworthiness Integration
Assures that device

@ Images are not
compromised in any way.

Streamlined Upgrade Process
Upgrade base image,

&f\ patches, ROMMON in one

single flow. ISSU supported

cisco La//&/

Upgrade Checks

Pre/Post check ensures
updates do not have
adverse effects on network

BRKOPS-2416

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

57



Uncover software potential security vulnerabilities

= Cisco DNA Center

(i) Click here to access customized security advisories based on your dg

ADVISORIES

8 100 71

Critical  High Medium

Devices Advisories

SUMMARY
> Scan Criteria

> Scan Status

> Device Family (6)
> Image Version (24)
> Sites (54)

> Advisory Impact

Y Filter Tag

SCAN CRITERIA ©

24 0 0

Software Version  Custom  Ad

Devices (43)

D Device Name

TRN6-SDA-CAMPUS-I1.cirrus.clof
TRN6-TBRANCH-C3650-S1.cisco
TRN6-TBRANCH-FUSION ©

TRN6_C9800CL _Fabric.cirrus.cloy|

MTL2-SDA-BRANCH2-E.cirrus.clof

0O O 0O O O O

prime-access-04.cisco.com ©

Tools / Security Advisories

TRN6_C9800CL_Fabric.cirrus.cloud (10.85.54.170)

[ © Reachable Uptime: 412 days 13 hrs 41 mins

% Run Commands [Z View 360
Details Advisories
Advisories (101)  [EEEE svovressec |
Filter 0 Selected
D Advisory ID Advisory Title CVSS Score ~ Impact
Cisco 10S XE Software
for Catalyst 9000
cisco-sa-ewlc- Family Wireless
1 itical
o capwap-rce-LYgj8Kf 7 Controllers CAPWAP 4 @ Criticy
Remote Code
Execution Vulnerability
Cisco 10x for I0S XE
cisco-sa-ioxPE- Software Privilege
3§ itical
o KgGvCAf9 (7 Escalation 98 @ Gritioa
Vulnerability
Cisco 10S XE Software
S sy NETCONF and
O 4 RESTCONF 9.8 @ Critical
Yx47Z78Q 4 A
Authentication Bvbass

Qo ®
Last updated: 8:26 AM [ Refresh
Fixed Versions CVE H

16.12.1w
16.12.5

N/A

16.12.6
16.12.122

CVE-2021-34770

CVE-2020-3227

CVE-2021-1619

cisco Lz !/
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Golden Images & Security Advisories

Q Find Hierarchy

v & Global

> & APJC

v

& Canada

v

&% RBC-Canada-Ontario

& US

V) Import ) Update Devices = Show Tasks Take a Tour
: & Up L Physical Virtual
Filter = Refresh Last updated: 12:36 PM Cisco.com ID Iroussea@cisco.com (!
Family Image Name Device(s) Version Advisory Golden Image Device Role Action
AIR-CT3504-K9-8-10-105-0.aes 20 0
> Cisco 3504 Wireless LAN ... : 1 (Latest) < : ALL
J Verified Add On Critical High
(N/A)
17.03.0
3
17.03.03.SPA St )
v Cisco Catalyst 9300 Switch ! S 0 (Sugge ALL
@ Verified sted) Higt Medi
Add On
(N/A)
17.02.0
1
9k_iosxe.17.02.01.SPA.bin . 2 A 5
2 (Latest) w 1%
@ Verified Add On Critical High
(N/A) View Advisory Details
16.9.25 3
Install Mode (16.9.2s.0.18) 2 Add On » A
) Critical High
16.12.1
Install M (16.12.15.0.639) 1 : 2 L -
Add On High
(N/A)
16.11.1

Cisco

.&/

BRKOPS-2416
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Golden Images Recommendations

QU Find Hierarchy by Import | @ update bef IMage Advisory

# Global

> & APJC Filter =~ Refresh La Family Name Cisco Catalyst 9300 Switch
Version 17.02.01
> & Canada
Famly, Advisories 2 22 0
> & RBC-Canada-Ontario ¢ figh Medium L t
> Cisco 3504 Wireless LAN
& Us
CRITICAL (2) HIGH (32) MEDIUM (22)

cisco-sa-aaa-Yx472T8Q

g RESTCONF Authentication Bypass

1619

Image Update

Seluct an Image to update the devices, this will mark the below image as Golden, which can then updated
from Image Update. Recommended images not available in the repository can be downloaded from CCO. 1

cat9k_iosxe_npe.17.03.0..0

Amsterdam-17.3.3 (import Image
Needed)

D00 Family Wireless Controllers,
erability

Critical Advisory
High Advisary SYEETN
Medium Advisory

Low Advisory
Cancel

Image Recommendations
based on published PSIRT
advisory
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Golden Image Tagging

= Q@ TBRANCH Design / Image Repository / Image Family Qe el
< Image Repository 5 .
Assign Device Roles & Tags
3 Cisco Catalyst 9300 Switch
Image Name: cat9k_iosxe.17.08.01.SPA.bin
SUMMARY
Images (31
9 (3 ) In the following, manage the assignments of roles and tags for the
> Roles & Tags (6) selected image.
Q  Search Table
> Major Versions (24) SELECTED DEVICE ROLES (0)
> Golden Images (2) Select the roles to assign below
Image Name = Veision Devices Advisoriss Role: Unknown Role: Access Role: Border Router
Catyk_I0sxe. | /.UD.U4.DFA.DIN (Suggestea) v Critical  Higt Role: Core Role: Distribution Role: All
Add On (1) Ghlol '9
SELECTED DEVICE TAGS (0)
cat9k_iosxe.17.08.01.SPA.bin 17.08.01.0.1490 0 0 *
@ Verifi A N/A| Critical  High
g Verified 4d.On{N/A) Cntilcal o Note: If any 'Device-tag' is selected for an image, it would take
< precedence over 'Role’ across image versions for the same role.
catok_iosxe.17.09.02.SPA bin 17.99:02.0:3040. 0
P (Latest) 0 2% &
7 Verified Add On (N/A) Critical  HigF Select from Avallable Tags
t I lag v
Gibraltar-16.12.8 3
cat9k_iosxe_npe.16.12.08.SPA.bin (Latest) 0 tii e =q
Add On (N/A) igh i = k Devices
(D FabricBorder
Amsterdam-17.3.5 0 ;
cat9k_iosxe_npe.17.03.05.SPA.bin (Suggested) 0 e I it (O FabricEdge i
Add On (N/A) I d
(0 MyNewTag
Amsterdam-17.3.6
0 PORT. RITY
cat9k_iosxe_npe.17.03.06.SPA.bin (Latest) 0 .. O PoRT_SECU
Add On (1) eveal: |HS O rsc
31 Records [ Stack priority

cisco &. BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Outdated Software Images

FILTERED BY

Outdated Software Im...

DEVICE WORK ITEMS
(O Unreachable
(O Unassigned
(O Failed Provision

(O Non Compliant

Focus: Select Vv

Devices (18)

Outdated Software Image <

(O No Golden Image

(O Under Maintenance

(O security Advisories

(O Marked for Replacement

(O System Beacon Enabled

x Q Filter devices
0 Selected © Add Device Tag Actions Vv

O - Device Name
TRN6-SDA-CAMPUS-B1.cirrus.cloud

O 4 FabricBorder
TRN6-SDA-CAMPUS-B2.cirrus.cloud

O 4 FabricBorder
TRN6-SDA-CAMPUS-E1 cirrus.cloud

O L4 FabricEdge

() % CLG2-SDABRANCH-B.cirrus.cloud

[:] ‘ CLG2-SDABRANCH-E.cirrus.cloud

O &) EDM02-SDABRANCH-B.cirrus.cloud

(0]

IP Address

10.85.62.102

10.85.62.103

10.85.62.106

10.85.62.186

10.85.62.187

10.85.58.215

Device Family

Switches and Hubs

Switches and Hubs

Switches and Hubs
(WLC Capable)

Switches and Hubs
(WLC Capable)

Switches and Hubs

Switches and Hubs
(WLC Capable)

Site

.../TRN6/TRN6-28-SELab

.../TRN6/TRN6-28-SELab

.../TRN6/TRN6-28-SELab

.../CLG2/CLG2-3

.../CLG2/CLG2-3

.../EDM02/EDM02-8

Go to old page

Take a tour T Export

As of: Dec 8, 2022 10:42

Software Image

cat9k_iosxe.16.09....
v) Needs Update

cat9k_iosxe.16.09....
Needs Update

cat9k_iosxe.16.12....
Needs Update

cat9k_iosxe.16.12....
® Needs Update

cat3k_caa-univers...
® Needs Update

cat9k_iosxe.17.02....
@ Needs Update

Image Version

16.9.2s

16.9.2s

16.12.3a

16.12.1s

16.9.4

12:2:1

Cisco

.&‘/
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Visibility into Non-Compliant Devices Inventory

Device Dashboard
helps in creating a
filter for “Outdated
Software Images”

Inventory provides
a filter to show
devices which are
Non-complaint

cisco Lg/&/

= @ Global

Provision / Inventory

Q@ @0

To provision subscriptions on devices that have not been discovered with NETCONF, rediscover the devices with NETCONF, and update the Telemetry Settings with the @ Force Configuration Push option.

EQE%- 0 @

FILTERED BY

Outdated Software Im... ~ x

Security Advisories x

DEVICE WORK ITEMS
() Unreachable
() Unassigned
() Failed Provision

(O Non Compliant

| Outdated Software Image |

([ No Golden Image
() Under Maintenance
() Marked for Replacement

() System Beacon Enabled

Devices (1)

0 Selected

Q

v Al Routers  Switches  Wireless Controllers  Access Points  Sensors

Focus: Inventory v

@ Add Device Tag Actions v @

Device Name IP Address

Cat9300-Stack-Switch 192.168.120.10

BRKOPS-2416

Device Family Reachability (5

Switches and Hubs

Reachable
(WLC Capable) ®

EoX Status (1)

1 alert

Go to old page  Take atour 1, Export

Manageability (O

@ Managed

As of: Oct 1, 2022 5:03PM (J

Compliance

@ Non-Compliant

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 63
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Control SWIM- Golden Image Tagging

|mage Re pOSItO ry E Design / Image Repository / Image Family rees
provides options to —

mark devices as Cisco Catalyst 9300 Switch
golden based on :

SUMMARY Images (16) = Show Tasks  GiscocomID  vasnagar (Not me?)

> Roles & Tags (6)

« Device Role P e A )

X > Golden Images (2) As of: Sep 30,2022 1:14 AM (3
.
° D eVl C e a g S H Image Name = Version Devices Advisories Golden Image (0 Device Roles & Tags (D
| .
.
f catgk_iosxe.16.12.03a.SPA.bin 16.12.32.0.4 o 1 % Vi
= 8 @ Verified Add On (N/A) Gritical High
. .
.
o Sites : :
M Gibraltar-16.12.8 3
= catgk_iosxe.16.12.08.SPA.bin (Latest) 0 Lioh Med L ®
. Add On (N/A) 9
-
. cat9k_iosxe.17.03.05.SPA.bin 17.03.05.0.6600 0 X
. R B (Suggested) 0 . 7 Role: All
| R t . @ Verified Add On (1) Critical High
mage Repository :
.

Amsterdam-17.3.6

also provides visibility ‘ —— e
into advisories :

impacting a particular

software version

&
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Define relevant pre & post checks

Update Image

1 device(s)

@ Distribute @ Activate e Checks Vi

Following are a set of available validators or checks to run for each stages of operation represented in each

Confirm

tab. You may un-check the validators you would not like to run for the current workflow.

Distribution (1)

Activation (5)

Flash check (1) SYSTEM PRE

Not able to see the check vou would like to run? You can add a new check

Update Image

1 device(s)

Add a New Custom Check
Name*

show route

Test commands

how §n rout

w text are;

When*

Pre X Post X v

ke command runner to ¢

v, Use Q+T command tc

Select a Test Device*

C9K-STACK.cisco.com

Update Image

1 device(s)

@ Distribute @ Activate e Checks

Following are a set of available validators or checks to run for each stages of operation represented in each

4 Confirm

tab. You may un-check the validators you would not like to run for the current workflow.

Distribution (2) Activation (6)

i Flash check (D SYSTEM PRE [ em=]
i show route (D) CUSTOM PRE POST [ =)

Not able to see the check you would like to run? You can add a new check

cisco La//&/

TBRANCH-C9200L-3.cisco.com (10.85.54.25) Image Update X

Date: May 2, 2022 3:34 PM Duration: 13 minutes 22 seconds

Operations Checks

Q  Search Table

Scripts Operation
Spanning Tree Summary Check Activate
CDP neighbors Check Activate
Interface Check Activate
Fabric Device Upgrade Check Activate
Config register check Activate
ShowlplintBrief Activate
Showintf Activate

Status: @ Successfully Activated cat9k_lite_iosxe.17.08.01.SPA.bin

Pre Check Post Check Differences

o e 2 Differences
[} o 2 Differences
[ (] No Differences
o N/A No Differences
o N/A No Differences
o [ No Differences
(] (] No Differences

BRKOPS-2416
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Software Upgrade Recommendations

- To reduce the network downtime, it’s recommended to perform
distribution and activation job separately

- Maintenance window is required for activation
- Wireless

. Start with ISSU, AP Pre-Image Download

. Use Rolling AP upgrades where ISSU not available
- Consider external file servers for remote sites

- [nstall Mode is recommended mode
- “Bundle”/”Install” mode conversion is not supported

cisco LLV&/ BRKOPS-2416
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Control over SWIM- ISSU

ISSU supports both
Wired & Wireless
devices

ISSU support for
C9800 controller
starting 17.3

Helps reduce

downtime for wireless

Infrastructure

ISSU requires
controllers in HA SSO
or N+1

cisco Lu/&/

Image Update

o Analyze Selection 2 Distribute 3 Activate
Analyze Selection
Before you proceed for the Update, analyze your selection.
Devices to Update: 1 Device Family: 1

Q, Search Table

1 Selected Update v ISSU ~

Device = Enable ISSU Update @3¢

WLC1 (172.100.1.5

BRKOPS-2416

4 Schedule and Clean Up 5
Sites: 1
To Image (D

C9800-CL-universalk9.17.06.04.SP
A.bin
ISSU

‘L-universalk9.17.06.03.SP

Summary

Comment

& ISSU Validation Successful
Update Readiness Report

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



Control SWIM- AP Pre-Image Download/Rolling AP
Upgrade

« |ISSU together with

AP P I = Cisco DNA Center Provision / Inventory / Image Update Status Q@ @4
D | R ” d 9800_SWIM (172.100.1.54) Image Update x
O\Nn O a d a n d O I n g Date: Sep 27, 2022 4:20 PM Duration: 27 minutes 7 seconds Status: @ Successfully Activated C9800-CL-universalk9.16.12.05.SPA.bin

SUMMARY Devices Updates
AP Upgrade helps > Task Names (4)
0 Selected Upcoming 7| Operations Checks
d |< > Image Versions (7) N
re u C e n etWO r @] Device Name Dev| > @ Image Checksum Verification On Device
40 seconds

ovev.zyy un:

downtime

> ° Unpack Images

New-Cat9300-St @ De 2 minutes 30 seconds
@] ack-Switch (192 Fan|
168.120.20) Un:

v @ AP Pre-Image Download

& minutes 6 seconds

 (Controllers needs to

.. o 9800_SWIM (17 & Wir|
2.100.1.54
be prOV|S|Oﬂed for ) oo Task Name AP Pre-image Download
Task Status  Success (
R | | A - AP Image Predownload Status : Total number of APs = 1, initiated = 0, downloading = 0,
O | n g p pg ra e New-Cat9300-St & s predownloading = 0, completed predownloading = 1, not supported = 0, failed to predownload = 0.)
0 ack-Switch (192 i
168.120.20) and
e« AP Pre-image so0swM(7 ©  wi -
= N .
| O 2100150 o @ Activation 13 minutes 15 seconds
< >

download by default
available starting
DNAC 2.3.3.x

15 Records
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Habit #5 - Proactive .
insights with Al/ML -

cisco M/



Cisco Al Network Analytics Architecture

Anomalies and Insights Time Series Models

Graphical Models

Deep Learning

NLP/NLG
Public Broker
- >
Anonymized
Data Mut
Ill i 2 Batch Pipelines
Datab:
Cisco Al Cloud
Cisco DNAC Appliance I
Protocals & APIs (SNMP. JSON_NetFlow. pxGrid. CLL
e
inllm m = EEEE
Office Site Network Services DC Prlvacy

Network Infrastructure
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Al Driven Baseline Issues
“

Use case:

What are the expected KPI performance across AP’s and
SSID’s? How can | effectively identify, isolate and mitigate
deviations from the baseline performance.

Key Benefits:

View Dynamic baselines and deviations for 12
(onboarding + throughput) KPI's

Accelerated troubleshooting with end-2-end
workflow complete with impact and potential root
cause details

Active feedback loop (thumps up/down) to integrate
SME expertise to further refine baselines over period
of time

cisco La//&/

b

Issue Instance

Excessive failures to connect - At least 12% increase in failures on SSID-RUpA in Global/SITE-6Zc_/BLD-

5deA.

Open v
Time: October 17, 2019 5:00 pm - 10:00 pm

Location: SITE-rOPQ/BLD-G6Zc/FLR-5deA

()15 this Issue helpfui? 1 5

Problem
Impact
Root Cause Analysis

Suggested Actions

1 Impacted Sites 1 ?47 Impacted Clients

Problem Details

% Falled

High Percentage of Onboarding Failures: A large percentage of clients are failing to join the netwark. This is higher than the normal
failure fractions for the network. The green baseline shows the narmal bounds of client connection failure fractions given the current
state of the network. The occurence of higher than normal failure fractions is highlighted in red.

@ Add kPl

@ % Failed Onboarding Sessions @ Predicied Vaive ® Similar Event @ lssus
100

Onboarding Sessions

0
1000 1200 1300 1400 1500 1600 17:00 1800 1900 2000 21:00 2200 2300 Oct18 0100 0200 (0300 0400

BRKOPS-2416
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Al Analytics — AP Family & Endpoint Comparison

= Cisco DNA Center Assurance - Trends And Insights - Network Comparison a ® &
\ Comepare APs ~ by Radio Throughput ~
Use case: '
View and evaluate AP and client performance across R v rim I
. X K @ (11} Y I *00 Ll re®
different sites through dynamic performance clusters B coe
identified based on selected KPI T M
Lower Throughput ( 0-890Kbps ) Medium P s ) Higher 510-20Mbps )
® 18% (90 APsin 3 Buildings ) @ 30% (150 APs in & Buildings ) @52% (260 APsin 17 Bulidings )
- = Cisco DNA Center Assurance - Trends And Insights - Network Comparison Q@
Key Benefits: o
° Comepare Endpoints v ty Onboarding Time ~
Encpon a1 (U
Endocin ey 2 (U
Compare AP performance across traffic classes. B
§ ONBOARDING TIME GROUPS OVER THE WEEK o onb 2 o2501-500 Q
et agive ook i+ @ o eee  see es  -ee
in omily Apple Pho Y L] <00 (L} 0 e 00
. . than i Family Apple Tablet e Va2 Mor3 ar & M
Flexibility to compare both on-boarding and throughput Mar 4
KPI's
Slower Onboarding (31-120s ) Medium Onboarding ( 6-30s ) Faster Onboarding ( 0-55 )
® 18% (2620 ontowdes) #30% (4285 onbanrcings ) @52% (7,307 onsourtiogs )
View and compare dynamic performance clusters for a $
selected KPI and AP families.
View and compare onboarding KPIs for specific device ®41% (stcmion)
types for days of a week.. 5 -
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Al Endpoint Analytics on Cisco DNA Center

Rapidly reducing the unknowns by aggregating data from different sources

_____
e S

ML Analytics
\

Endpoint
Profilin !
1nng ) \ |J

Data o N
. 7/
P d
CMDB
Connector

Easy Onboarding

: DPl-based i  Network
: Fingerprint/ : Telemetry Tools
~,.Behavior Probes CMDB: Configuration Management Database
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%%sl)siﬂcation based on Deep Packet Inspection

-

~

: D
jel
®
9O -
H(T_)
. %
©
S
DPI g -
2
inspection @
ML analytics >
Cisco® Catalyst® 9000
Series Switch - powered by ‘S\\
Probes NBAR
P N DHCP N e e e e T T T i i T T T T T T T T T T T T T T T T T T T T T T W
CMDB Class-ID:
connector Globex Ultima MSFT
CT scanner (Windows 7) _ _ . .
\ Options to support non-Cisco devices available.
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For your

Reducing Unknowns with Machine reference
Learning

Doy
ML groups Creates Admin labels Al learns

= endpoints rules endpoints from new
DPI S IPhones labels
VA These are
. . Bosch
SN
A Cluster 2 Coffee New labels
Machines
ML analytics Bosch
m wh = Coffee
‘ ‘ 2 Cluster 1 Machine
-]
Endpoint l e fo These are )
Analytics Unknown << Apple New labels
Watches. [ ] ; k m  Apple
CMDB ® o > m- Watch
connector [ X ) Attribute A N———

M / b - o in cloud
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Trust Scores an

d Remedia

tion

= Cisco DNA Center

Overview  Endpoint Inventory  Profiling Rules

Total Endpoints
5

@ Unknown 0 (0%)
@ Partially Profiled 2 (40%)
® Fully Profiled 3 (60%)

View Partially Profiled Labels

Policy / Al Endpoint Analytics

Hierarchy

Trust Score PREVIEW Manage sources

3
Endpoints
® Low(1-3) 1(33%)
@ Medium (4-6) 1(33%)
® High (7-10) 1(33%)

Qo ®H

3 Configuration

Al Proposals
Last Proposed: Jun 13, 2022 07:14 AM
Using crowdsourcing data, we were able to

put together some rule proposals that could
improve your profile outcomes:

0 New rule(s) for profiling
endpoints that may be similar

0 Modification proposal(s) for
previously accepted rule(s)

0  Profiling Rule(s) is/are no longer
needed

Adaptive Network Control - ANC
Remediate the host via ldentity Services

Engine - ISE

.&‘/

Cisco

Policy / Al Endpoint Analytics

Details A Trust Score Attributes

Trust Score Total: @ 5

> Authentication Method
sture

» Posture

Endpoint Anomaly Detection

» Al Spoofing Detection

Changed Profile Labels

Concurrent MAC Address

NAT Mode Detection

Talos IP Reputation

Unauthorized Ports

Credential Vulnerability

Endpoint Authentication and Compli;

@ Detected

Q@ @ L
K
Mot Detectad
Not Detected

Nat Detectad

Nat Detected

Nat Detected

Nat Detected

Globally Disabled

Last Scored:Jun 12, 2022 11:56 PM

MNat Detected

Reset Trust Score

Apply ANC Palicy

BRKOPS-2416
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Why radio resource management

sl Cisco Catalyst 9800-CL Wireless Convroler welcar)
Gonfiguratian~ > Radia Congurations - > RRM
SGHiBand 214G Bad  FRA
Qewral  Coage  DCA PG RFGumphg  Spalslfeuse
Prote Twashok For Toga = —
obal > Floor Selector
[ — 0
Clerss® 2 < d aribalay
okset 0 > @81 v KPIs
Utitzatcr: Percertare” ) > w482 Heatmap Metrics
> rss IR
— o > 8 iy o[RS
o @ San Jose Heatmap Type
v — v 822 IEEEERY osurtace  Scanner
M Nesgroar Discaver Type Transparenc & Warehouse Heatmap Opacity
> @ B23 50.00
[T —
) ¥ SJC04
-
Telemetry
)
R servors-APs AP Nelghbors
)
Telemetry Opacity
50.00
« 10min worth of data
RF Mods!
FSPL
n n
* No "busy hour(s
Clioping Planes

100

* No building segmentation
* No visibility

» Lots of tuning knobs

* No simulation mode **
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Dashboard

Assurance | Al Network Analytics / Enhanced RRM Q@ @ J
() 24 Hours ~ Band  5GHz Al RF Profile: baseAIRF~ Next RRM Run ():12m 33 s Jun 11, 2022 3:07 AM - Jun 12, 2022 3:07 AM
1) Enhanced RRM supports 2.4 GHz and 5 GHz bands for Al RF Profiles. 6 GHz support is coming soon.
SUMMARY RF PERFORMANCE SUMMARY RF COVERAGE SUMMARY
3 0 51 /100 0% 1 Low N/A
Total AP Count  Total Clients RRM Performance () APs with High CCI ) RRM Changes AP Density  Connectivity
Our Al Insights Engine is getting familiar with your PERS's wireless environment.
Please stay tuned, it will recommend tailor made wireless configs and thresholds once it gets to know your environment!
~ RF Perfermance
RRM Changes (0 RRM Performance (O Co-Channel Interference (0
LATEST TREND LATEST TREND LATEST TREND
Total APs Optimized Total Access Points Total Access Paints

Cisco

.&‘/

BRKOPS-2416
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Habit #6 - APIs and other.
INntegrations
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=

DRIVE FOR

SHOW
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PUTT FOR
DOUGH

CCCCC Lg/&/
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GUI FOR
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Why API?

AUTOMATION  INTEGRATION  INNOVATION

cisco L{V&/



SDK

>>> from dnacentersdk import DNACenterAPI

>>> api = DNACenterAPI()

cisco W/

&« C @ dnacentersdk.readthedocs.io/en/latest/

# dnacentersdk

Search docs

Installation

Introduction

Quickstart

Contributor Covenant Code of Conduct

Contributing

mongoDB.

MongoDB Atlas is the cloud DBaa$ built
by the engineers behind MongoDB. Try

Docs » dnacentersdk © Edit on GitHub

dnacentersdk

Simple, lightweight, scalable Python API wrapper for the DNA Center APls

Welcome to the docs! dnacentersdk is a community developed Pythonic wrapping of the DNA
Center APIs (for API versions: 1.2.10, 1.3.0). The package represents all of the Cisco DNA Center
API interactions via native Python tools. Making working with the Cisco DNA Center APls in
Python a native and natural experience.

dnacentersdk helps you get things done faster. We take care of the APl semantics, and you can
focus on writing your code.

With dnacentersdk, you can easily:
+ Interact with the DNA Center APIs in an interactive Python session
+ Quickly create code that enables you get something done in DNA Center
» Leverage the AP| wrapper to cleanly add DNA Center functionality to your project without

having to write the boilerplate code for working with the DNA Center APIs

To dive in and see how dnacentersdk makes your life better, check out the Quickstart!
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Go/Ansible/Terraform

B cisco-en-programmability / dnacenter-go-sdk  fublic

<> Code (O Issues 1 Pullrequests 1 ( Actions [[] Projects [0 Wiki

¥ main ~ P 8branches © 28 tags

@ tmunozmiranda Update README.md

B githud

W examples Update module version

M scripts Add workflow and scripts
| sk Changed ‘RequestConfigurationTe
0O gitignore Initial SDK commit

[ CHANGELOG.md
[ UCENSE

[) Makefile Add Makefile
[ README.md Update README.md
[ go.mod Update module version

0O go.sum Update dependencies

© Security

Update issue templates

- Changed ‘RequestConfigurationT

Included LICENSE, more details to

1 Insights

v 53926 17 daysago O 179 commits

W Community Authors» cisco> dnac

T dnac

Arsitie Modules for Cca DIA Center

aluali
€i5co

Content

@ info

Installation $ ansible-galaxy col

ction install cisco.dnac g

NOTE: Installing collections with ansible-galaxy is anly supported

https://github.com/cisco-en-
programmability/dnacenter-go-sdk

cisco W/

& Dom ball

Install Version

sue ...]

Ansible Collection - cisco.dnac

Ansible Modules for DNA Center
The dnacenter-ansible project provides an Ansitle collection for managing and automating you
consists of a set of modules and roles for performing tasks related to DNA Center.

This collection has been tested and supports Cisco ONA Center 2.2.3.3,

Note: Th s with versions of vZ&.

Other versians of this collection have Suppart for previus Cisca DNA Center versions. The recol
the .

https://galaxy.ansible.com/cisco/dnac

W Terraform | Registry

@ Search Providers and Modules

Version 0.3.0-beta ~

Providers i progi ability Latest Version

dnacenter

dnacenter

by:cisco-en-programmaility.

RSION © PUBLISHED
2 months ago

< SOURCE CODE

0.3.0-beta

© cisco-en-programmabilityfterraform-provider-dnacenter

BRKOPS-2416

https://registry.terraform.io/providers/cisco-en-programmability/dnacenter/latest
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Native Webex Issue Integration

& v¢ dnac_webex ¢
DNAC-BOT

Messages People (2) Content Meetings + Apps

dnac_test_bot 29/4/2022, 5:22 pm

Cisco DNA Center Notification

Source DNA 10.66.104.121

Center IP:

Severity: 2

Category: ERROR

Timestamp: 2022-04-29 07:22:17
Issue Name: AP disconnected from WLC

Issue Description: The AP is CAPWAP disconnected
from WLC and is no longer joined to
it. The WLC has missed the AP's
CAPWAP heartbeat message. At the
time, AP was connected to switch -
port

Cisco DNA Center Issue Details

cisco W/ BRKOPS-2416
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Habit #7 - Minimizing upgrade -
risk with AURA tool '

cisco M/



AURA

Focus Areas for Automation

Cisco DNA Center AURA
(Audit & Upgrade Readiness

Analyzer)

* AURA is a tool that covers health, scale & upgrade readiness checks
across the DNAC Use Cases

*  Simple & Straight Forward:

Copy one executable file to the DNAC and execute it on the DNAC
Using existing pre-installed libraries/software ONLY
Only input required - DNA Center passwords

Automatically generated PDF report & Zipped Log file that can be
automatically uploaded to Cisco SR

Not Intrusive - only DB reads, show commands and API calls
Works with 1.2.8/10/12, 1.3.x, 2.1.X, 2.2.X, 2.3.X

« Execution time: DNAC node <15mins. SDA=depends on scale (approx.
30min for 30 SDA Devices)
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Sample (32-page) report

Cisco

.&/

Cisco DNA Center AURA Results - v1.6.4

The Cisco DNA Center AURA (Audit & Upgrade Readiness) tool performs a variety of health, scale & upgrade readiness
checks across the Cisco DNA Center and the rest of the Fabric network without affecting any of the devices. This report is auto
generated by the script and documents all the checks and logs performed by the script.

Thank you for running it, please reach out to dnac_sda_audit_tool@ecisco.com for any feedback.

A total of 171 checks were executed on the setup, found 10 errors and 24 warnings. Please evaluate the Warnings & Errors,
ensure the Errors are eliminated prior to proceeding with an upgrade.

Summary of the Results
Cisco DNA Center Device Details:
Model Serial Number Software Version Node IP Address
DNI1-HW-APL FCH2127Vv008 2234 10.10.10.144
Script Execution Time:
Start Time End Time
2022-04-27_22:39:56 2022-04-27_22:50:10

Cisco DNA Center Infra Health Results:
Checks Executed Errors Found Warnings Found
90 5

Cisco DNA Center & Device Assurance Results:

Checks Executed Errors Found Warnings Found
17 0
Cisco DNA Center & Device Upgrade Readiness Results:
Checks Executed Errors Found Warnings Found
37 5

BRKOPS-2416

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

87



Download from git

¥ master ~ ¥ 1branch O 0tags

adam radford Version:1.6.4

run_remote
ChangelLog.md
LICENSE
README.md

captureFile.yaml

0D DO oonR

dnac_aura

README.md

DNAC-AURA

Version:1.6.3

Update ChangeLog.md
license

Update README.md
Version:1.2.5

Version:1.6.4

Go to file

4abf881 on 28 Apr  \®) 181 commits

3 months ago
2 months ago
2 years ago
3 months ago
2 years ago

2 months ago

cisco Lz/&/

The Cisco DNA Center AURA (Audit & Upgrade Readiness) command line tool performs a variety of health, scale &
upgrade readiness checks for the DNA Center and the rest of the Fabric network. The tool is extremely simple to
run and is executed on the DNA Center. The tool uses API calls, DB reads & show commands (read only
operations) and hence, doesn't affect performance or cause impact to the DNA Center or the networking devices.

Note about remote execution (session timeout)

Lot i (A4, 4990.\ ok ORA Fantar b b idla & 4 Thi H 4 ALIDA bai £

https://github.com/CiscoDevNet/DNAC-AURA

BRKOPS-2416 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

88



Restricted Shell

In Cisco DNA Center 2.3.3 there is a restricted shell by default
- Can be access unrestricted shell using the command _shell

In Cisco DNA Center 2.3.4 and above the restricted shell cannot be disabled
- Need to get a consent token from tac (4 days)
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Validation Too

= Cisco DNA Center
System Health | Valigation Tool

Validation Runs (1)

QU Search Tabie
@ agd 0 Selected
O Hame Description

O AuRainteral

1 Records

Selected Setis)

Appliance
Infrastructure
Status +4

Status

© critical

Start Time ~

Oct 11, 2022 3:32 PM

Qeacd

As of: Dec 8, 2022 9:03 AM [

Duration Actions
5 min View Status
Show Records: 10 v -1 A

cisco '&_/

New Validation Run

Triggering a Validation &un can ba & combination of multisle validation sets
or at laast ona validation set

Nams®

wvalidation

Description

Validation Set(s) Selection*

> @ Appliance Infrastructure Status

> @ Applience Seale

> @ Assurance Hoalth

> @ Giseo ISE Health and Gisea DNA Center Role

v @ Upgrade Readiness Status

» System software update mode (online/offline)

« Catalog server settings

+ Catalog server repository settings

» Catalog override default repository settings

= HTTP proxy configuration settings

+ Catalog server connectivity status

« HTTP proxy reachability status

« Backup status (backup success < than 1 week)
* Service(s) - Operational status

« Service(s) - Restart counts for the past 24 hours
« Pods - Operational status

« Disk storage available - root directory

» Disk storage available - data directory

« Exited pod(s) count

« System certificate status

= Authentication and Policy servers configuration and status
+ Workflow status

* Release status

Cancal “

> @Uparade Readiness Status

BRKOPS-2416

Built into DNA Center
Number of checks will grow over time

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 90




Take aways

Device Controllability to maximize value
Telemetry for network/application/user insights
Software Image management to keep up to date
Compliance and Configuration management
Al/ML for Alops

API for automation/integration/innovation

AURA - Automated Upgrade Readiness Assessment (and operational health)
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Complete your Session Survey

- Please complete your session survey
after each session. Your feedback
IS important.

- Complete a minimum of 4 session
surveys and the Overall Conference
survey (open from Thursday) to
receive your Cisco Live t-shirt.

- All surveys can be taken in the Cisco Events Mobile App or
by logging in to the Session Catalog and clicking the
"Attendee Dashboard” at

https://www.ciscolive.com/emea/learn/sessions/session-catalog.html
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Continue Your Education

Visit the Cisco Showcase for related demos.

Book your one-on-one Meet the Engineer meeting.

©0

Attend any of the related sessions at the DevNet,
Capture the Flag, and Walk-in Labs zones.

Visit the On-Demand Library for more sessions
at ciscolive.com/on-demand.
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