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Enter your personal notes here

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
until February 24, 2023.
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Cisco Webex App 
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We need that …
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Into that…
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Keeping coherent and consitent Security
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AWS Identity & Access 
Management (IAM)

AWS Organizations

AWS Cognito

AWS Directory Service

AWS Single Sign-On

AWS Secrets Manager

AWS Security Hub

AWS CloudTrail

AWS Config

Amazon
CloudWatch

Amazon GuardDuty

VPC Flow Logs

AWS Control Tower

Amazon EC2
Systems Manager

AWS Shield

AWS Web Application 
Firewall (WAF)

Amazon Inspector

Amazon Virtual Private 
Cloud (VPC)

AWS Key Management 
Service (KMS)

AWS CloudHSM

Amazon Macie

Certificate Manager

Server Side Encryption

AWS Config Rules

AWS Lambda

Identity
Detective

control
Infrastructure

security
Incident
response

Data
protection

AWS Security Solutions 
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• No deep dive AWS

• No deep dive in Cisco Security

• No all scenarios (little about remote)

• Very little configuration

• No troubleshooting

What to expect and not to expect ?

• Introduction to key concepts of AWS

• Questions related to security to 
deploy an application in AWS

• Some Cisco security services useful

BRKSEC-1831 8
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• Security Challenges in public cloud

• What type of service and architecture to deploy  my 
application ?

• How do I perform access control and Segmentation ?

• How do I insert NGFW ?

• What about Remote Access ?

• Increasing Visibility

• Conclusion
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What type of service and 
architecture to deploy  my 
application ?

- Infrastructure as a Service

- Platform as a Service

- Serverless
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IaaS compared to PaaS Compared to SaaS
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IaaS compared to PaaS Compared to SaaS

Manage :
- Network services
- Operating Systems
- Framework
- Applications

Manage :
- Network limited
- Applications

Manage :
- Nothing
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What do all the XaaS options mean?
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#1 #2

#3#4

Visibility & Threat 
Detection

Identity

Network Segmentation

Cloud Security Posture Management

Securing the Cloud
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FabAstro Application in AWS
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VpcClusterVPNrouters
10.204.0.0/16

TransitGatewaySolar

VpcClusterRAVPN
10.200.0.0/16

Remote
User

VpcClusterAPP
10.201.0.0/16

Us-east-1bUs-east-1a

IGClusterAPP

webAPPAZa
10.201.11.0/24

webAPPAZb
10.201.12.0/24

tgAPPAZa
10.201.31.0/24

tgAPPAZb
10.201.32.0/24

IGClusterRAVPN

tgRAVPNAZa
10.200.31.0/24

mgntRAVPNAZa
10.200.91.0/24

outsideRAVPNAZa
10.200.11.0/24

insideRAVPNAZa
10.200.21.0/24

tgRAVPNAZb
10.200.32.0/24

mgntRAVPNAZb
10.200.92.0/24

insideRAVPNAZb
10.200.22.0/24

outsideRAVPNAZb
10.200.12.0/24

FTD-RAVPN-A FTD-RAVPN-B

VpcClusterNGFW
10.202.0.0/16

IGClusterNGFW

tgNGFWAZa
10.202.31.0/24

mgntNGFWAZa
10.202.91.0/24

data1NGFWAZa
10.202.11.0/24

data2NGFWAZa
10.202.21.0/24

tgRAVPNAZb
10.202.32.0/24

mgntNGFWAZb
10.202.92.0/24

data2NGFWAZb
10.202.22.0/24

data1NGFWAZb
10.202.12.0/24

FTD-NGFW-A FTD-NGFW-B

VpcClustermgnt
10.203.0.0/16

Us-east-1bUs-east-1a

mgntMGNTAZa
10.203.11.0/24

mgntMGNTAZa
10.203.12.0/24

Bastion-A Bastion-B

IGClusterAPP

NATgw4websolarA

NATgw4websolarB

tgROUTERAZa
10.204.31.0/24

IGClusterVPNrouters

inROUTERZa
10.204.21.0/24

outROUTERZa
10.204.11.0/24

tgROUTERAZb
10.204.32.0/24

inROUTERZb
10.204.22.0/24

outROUTERZb
10.204.12.0/24

router-A router-B
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IAM, EC2 and VPC
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AAA with AWS

Authenticate

IAM Username/Password
Access Key

(+ MFA)
Federation

Authorize

IAM Policies

Audit

CloudTrail
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AWS Identity Authentication

22

AWS Management Console API access

Login with Username/Password with 
optional MFA (Cisco Secure Access)

Access API using Access Key + 
Secret Key, with optional MFA

ACCESS KEY ID 

Ex: AKIAIOSFODNN7EXAMPLE

SECRET KEY  

Ex: UtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

For time-limited access: Call the AWS Security Token 
Service (STS) to get a temporary AccessKey + 
SecretKey + session token

For time-limited access: a Signed URL can provide 
temporary access to the Console

BRKSEC-1831
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My VRF… VPC sort of ( actually Route Tables)
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In AWS IaaS… my workloads = Instances
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HA with multiple AZ and LB
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How do I perform access 
control and Segmentation ?

- AWS security Groups at Instance level

- AWS ACLs at Subnet level

- Network Firewall

- Host Security 
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But first : WHY access control ?
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CSW Vulnerability Assessment
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AWS Segmentation solutions
Security Groups and Network Access list
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Network ACL and Security Groups

31BRKSEC-1831

Network ACLs Security Groups

Scope All the instances of a subnet The instance it is attached

State Stateless Stateful

Rules action Allow/Deny Allow

Rule Process Order Order matters.
First match applied

All rules evaluated before 
decision

Occurence Only 1 per Subnet Multiple per Instance
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Use security group as Source winthin VPC
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Security Groups in CDO
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Quick Overview

• Network ACL

• Use security group

• EC2
• VPC
• S3
• IAM
• Cloudformation
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How do we address this with Secure Workload?

Identify behavior anomalies

Process and communication

Reduce attack surface

Software vulnerability

Continuously track
security compliance

Policy compliance

Contain lateral movement

Microsegmentation

BRKSEC-1831 35
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Analytics Engine 
based on Big DataSecurity Policy

Enforcement

Server 
workload

Data Collection

Streaming Telemetry

Public

Process Behaviour

Infrastructure

End user

Data Collection

Context

Data Collection

Context

Network Load Balancer vCenter CMDB Kubernetes

Public

Cloud Connector

Secure Workload Architecture
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Rich visibility and workload behavior baseline

Telemetry

Primary

Bare Metal

Containers

Virtual Machine

Cloud Instances

NSEL

IPFIX

Supplementary

Clients

Network

ADCs

Firewalls

Cloud

IPFIX

Flow 
Logs

NVM

• Visibility of all communications
• Detailed machine/process info
• Any environment, any cloud
• Construct inventory of every endpoint

BRKSEC-1831 37
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TYPE

Different Data Sources provide different value

VALUE

Processes

Network

Meta-data

Vulnerability

Security

Behavior

OS

Network Network Network Network

Meta-data

IPFIX
F5

Citrix
ERSPAN

Netflow
IPFIX

AWS
Cloudwatch

Software
Agent

AnyConnect
Agent

Processes

Network

User Info

URL / DNS

Behavior

OS
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Software sensors

NIC

Driver

Network Stack

Application

libpcap / npcap

Tetration Sensor
1. Minimum impact

Sits in User Space
Low CPU (< 3%)
Designed by Kernel Developers

2. Secure
Code Signed

3. Internal SLA enforcement 
with smart QoS

CPU protection

4. No latency effect

BRKSEC-1831 39
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Relationship among application components
Secure Workload provides the blueprint for 
communication dependencies between 
application components as well as other IT 
services

• How are the different application tiers 
communicating?

• Are there direct connections coming to 
database servers?

• Which communication is going through load 
balancers?

• How are users connecting to the application?

• Are there connections going out that should not 
be allowed? For example, a production 
database talking 
to a nonproduction database?

BRKSEC-1831 40
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Unfiltered data collection results Application Dependency Map provided by ML & AI

Application Dependency Mapping
Artificial Intelligence & Machine Learning

BRKSEC-1831 41
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Baseline workload 
protection posture

Network 

communications

Process 

behaviour

Labels

Cisco Tetration Application 

Insights

Automated Application Policy Discovery
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Web SQL

Processing

App

Fund Mgmt

Baseline workload 
protection posture

Network 

communications

Process 

behaviour

Labels

Cisco Tetration Application 

Insights

Automated Application Policy Discovery
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Management

NTP

Authentication

Users

DNS

TCP 443

TCP 

443

TCP 443

Shared Database

Web SQL

Processing

App

Fund Mgmt

Baseline workload 
protection posture

Network 

communications

Process 

behaviour

Labels

Cisco Tetration Application 

Insights

Automated Application Policy Discovery
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• “Absolute” Policies take precedent and are evaluated first

• “Default” policies represent the policies Secure Workload has 
discovered and recommended. 

• Catch All Policy is applied when neither an absolute or default policy 
applies. 

Application Policy Discovery Review

BRKSEC-1831 45
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Tuning ADM
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Auto-generated Policies
Initial Relational Graph
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Auto-generated policies
Policy list view
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Auto-generated policies
Canvas App view
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Another segmentation point? 

NACLs Security 
Group

Micro-segmentation 

Dynamic segmentation

Application discovery

No scaling issues

BRKSEC-1831 50
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Deploy Enforcement Agent using AWS Launch 
Config or CloudFormation

BRKSEC-1831 51



But Fabien, if in AWS i might not 
be able to install an agent ???
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VPC
Flow Logs

Cisco Secure 
Workload

AWS 
Connector VPC

Cisco Secure Workload Cloud-Based Sources

AWS Connector consolidates:

- VPC flow logs ingestion

- Context gathering (AWS tags and labels)

- AWS cloud-managed Kubernetes 
orchestration (Kubernetes object labels 
and annotations)

BRKSEC-1831 53
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Enable cloud connector and 
select the required 
capabilities

Download and deploy the 
CloudFormation, add the AWS API 
credentials to Secure Workload.

Ingesting cloud telemetry – VPC flow logs and AWS tags/labels

Select the AWS VPCs and 
refine the required 
capabilities for each VPC. 

AWS Connector

1 32

BRKSEC-1831 54



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public

AWS Connector – Select Capabilities

Enable and configure the connector capabilities1
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AWS Connector - IAM

• Secure Workload automatically generates  a 
CloudFormation template with the required 
IAM policy

• Users can download and deploy the 
CloudFormation template.

• Proxy and AWS Security Groups limits can be 
configured

2
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AWS Connector – Select VPCs

• Multiple VPCs can be selected

• Capabilities can be customized 
and refined for each VPC 
individually

3
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Kubernetes support

Amazon Elastic 

Kubernetes Service 

(EKS)

Azure

Kubernetes Service

(AKS)

Google

Kubernetes Engine

(GKE)

Common Kubernetes Foundation

OpenShift 3.[5-11]
OpenShift 4.[1-9]

Supported

Kubernetes 1.[12-18]
Supported

Kubernetes 1.[12-18]
Supported

As supported by OpenShift
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Cisco Secure Workload Agents as Daemonset
Daemonset pods run on all schedulable nodes in the container cluster

Tetration 
Agent Pod

Container Host Node

Workload 
PodsWorkload 

PodsWorkload 
Pod

Tetration 
Agent Pod

Container Host Node

Workload 
PodsWorkload 

PodsWorkload 
Pod

Tetration 
Agent Pod

Container Host Node

Workload 
PodsWorkload 

PodsWorkload 
Pod
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Kubernetes Metadata Ingest

• Kubernetes applies metadata to objects through labels and annotations.  

• Integration with Kubernetes is mandatory for container policy generation and enforcement through 
label-based grouping.  

• Kubernetes metadata is ingested through an orchestrator which delivers rich context to the Secure 
Workload Inventory for dynamic policy enforcement

• Orchestrator connects via Read-Only service account to ingest metadata from all Nodes, Pods and 

Services to apply as inventory labels.

Kubernetes
Orchestrator

Optional
Secure

Connector
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Canvas view of my policy
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List view of the policy
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Enforce your policy in one click
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Bare metal

Process

Network infrastructure

Network interface

Cloud

Process

Cloud infrastructure

Virtual interface

Virtual

Process

Hypervisor virtual network

Virtual interface

Containers

Container networking interface

Network infrastructure

Pods

Denies Allows Denies AllowsDenies Allows

Denies Allows

Container host OS

Intent is rendered as security rules in native environment

• IP sets on Linux servers

• Windows Advanced Firewall or Windows Filtering Platform on Windows servers 

• Public cloud:   AWS  with Security Group  and   Azure with Network Security Group

• IP sets on EKS with daemon Set Deployment

How does CSW enforce the Policy ?
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AWS FW 
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Cisco Secure Firewall - NGFWv

Firewall

Stateful firewall
NAT
Static and dynamic routing

AVC 

NGIPS

AMP

URL

VPN
IPSEC 

(S2S & RAVPN)AVC - Application Visibility and Control
NGIPS – Next-Generation Intrusion Prevention System 
AMP – Advanced Malware Protection
VPN – Virtual Private Network
URL – URL filtering
SI – Security Intelligence 

SI

NGFWvFTD Appliance
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Multi-cloud and Hybrid Cloud Environments

68BRKSEC-1831

Private Cloud Public Cloud

New New

New Features

• Clustering 

• Dynamic Policy 

• Better integration with public cloud infrastructure

• Infrastructure as Code and Automation

• Integration with GuardDuty

• Gateway Load balancer integration 

• Auto Scaling

• Snapshot support



Basic FTD insertion
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Firewall in front of the “Application” VPC
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FTD insertion with HA

71BRKSEC-1831



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public

New Firewall pair for each 
applications 

Limits of this design

72BRKSEC-1831

Double inspection for inter-VPC
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Ingress Service VPC

73BRKSEC-1831



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Service VPC with FTD
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North/South and East/West Service VPC
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FTD AWS Insertion Configuration

• Create Ingress VPC

• Create Subnets (Outside, Inside, Management, TransitGateway)

• Create Interfaces (Outside, Inside, Management, Diagnostic)

• Create Security group policies for FTD interfaces

• Create FTD instances with 4 interfaces

• Create Network load-balancer 

76BRKSEC-1831
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What to configure on FTD ?

• Interface outside and Inside

• Static route to DG outside and for the web server LB inside

• NAT Twice : 

• Destination NAT from Outside interface to destination web servers LB

• Source NAT using FTD inside interface (for stickiness of the sessions)

• Access policy to allow web traffic

77BRKSEC-1831
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AWS Gateway Load Balancer

Source:https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/getting-started.html

ASAvs or FTDvs
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Traffic Flow Between the GWLBe, GWLB, and Firewalls

Cisco
Secure

Firewalls

Outside

GWLB GWLBe
AWS PrivateLink

GENEVE Tunnel

Inside

1. Traffic is forwarded from the GWLBe 
to the GWLB across PrivateLink

2. Traffic is forwarded to one of the 
Firewalls in the GWLB Target Group

3. Traffic is processed by the firewall and 
returned to the load balancer

4. Traffic is returned to the GWLBe







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Gateway Load Balancer Endpoint (GWLBe)

• Gateway Load Balancer Endpoint is a next hop type in a VPC route table

• Intercepts traffic transparently

• Forwards traffic transparently to the Gateway Load Balancer

• Associated with a single subnet

• Associated with a single Availability Zone

• AWS delivers packets to this subnet after the GWLBe
received the packets from the GLWB

• Has a private IP address on a subnet that is
not referenced in any configuration

BRKSEC-1831 81



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Gateway Load Balancer (GWLB)

• Forwards traffic to the firewalls inside a GENEVE tunnel

• Load  balances between firewalls in a Target Group

• Does not modify packets or packet headers

• Forwards all packets associated with a particular connection to the same firewall

• Associate with one or more subnets

• Can load balance across multiple Availability Zones
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Outside

GWLB

Inside

Service VPC
Application VPC

Applications

Application VPC

Applications

Transit
Gateway
(TGW)

TGW
subnet

TGW subnet

GWLBe

GWLBe
subnet

TGW subnet

AWS
PrivateLink

East West Traffic – Required Subnets
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Routing East-WestTraffic

1. Application subnet (in source VPC)
next hop is TGW attachment

2. TGW route table (for source VPC
attachment) forwards traffic to
Service VPC

3. TGW subnet in Service VPC next hop is GWLBe

4. GWLBe forwards traffic to GLWB, traffic is inspected and returned to GWLBe

5. GWLBe subnet next hop is TGW attachment

6. TGW route table (for Service VPC attachment) forwards traffic to destination VPC

7. TGW subnet in destination VPC is local











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Cluster_VPN-routers
10.204.0.0/16

TGW-Solar

Cluster_RAVPN
10.200.0.0/16

Cluster_APP
10.201.0.0/16

Solar High level design

Remote
User

FTDv
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Cluster_VPN-routers
10.204.0.0/16

TGW-Solar

Cluster_RAVPN
10.200.0.0/16

Cluster_APP
10.201.0.0/16

Solar Security Insertion

Remote
User

Cluster_NGFW
10.202.0.0/16

Cluster_mgnt
10.203.0.0/16
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Cluster_VPN-routers
10.204.0.0/16

TGW-Solar

Cluster_RAVPN
10.200.0.0/16

Cluster_APP
10.201.0.0/16

Fastest TGW Introduction ever…

Cluster_NGFW
10.202.0.0/16

Cluster_mgnt
10.203.0.0/16

TGW rt SPOKE
0.0.0.0/0 → ngfwtgtVPCattachment

10.203.0.0/16 → mgnytgtVPCattachment

TGW rt Inspection
10.199.0.0/16 → ravpntgtVPCattachment

10.200.0.0/16 → ravpntgtVPCattachment

10.201.0.0/16 → apptgtVPCattachment

10.203.0.0/16 → mgnytgtVPCattachment

tgRAVPNAZb
10.200.32.0/24

tgAPPAZa
10.201.31.0/24

ravpntgtVPC

attachment

apptgtVPC

attachment

ngfwtgtVPC

attachment

Tg-NGFW-AZa
10.202.31.0/24

insBRouteTableRAVPN
10.201.0.0/16 → TGW-attach-VPC-ravpn

10.204.0.0/16 → TGW-attach-VPC-ravpn
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TransitGateway
Solar

Cluster_RAVPN
vpc-0bb0e7dc4edfa6848

10.200.0.0/16

Cluster_APP
vpc-03970f4882f78640d

10.201.0.0/16

Us-east-1bUs-east-1a

IGClusterAPP

webAPPAZa
10.201.11.0/24

webAPPAZb
10.201.12.0/24

tgAPPAZa
10.201.31.0/24

tgAPPAZb
10.201.32.0/24

IGClusterRAVPN

tgRAVPNAZa
10.200.31.0/24

mgntRAVPNAZa
10.200.91.0/24

outsideRAVPNAZa
10.200.11.0/24

insideRAVPNAZa
10.200.21.0/24

tgRAVPNAZb
10.200.32.0/24

mgntRAVPNAZb
10.200.92.0/24

insideRAVPNAZb
10.200.22.0/24

outsideRAVPNAZb
10.200.12.0/24

FTD-RAVPN-A FTD-RAVPN-B

Cluster_NGFW
vpc-031a746e4abb1b2ed

10.202.0.0/16

IGClusterNGFW

Tg-NGFW-AZa
10.202.31.0/24

Mgnt-NGFW-AZa
10.202.91.0/24

Data1-NGFW-AZa
10.202.11.0/24

Data2-NGFW-AZa
10.202.21.0/24

Tg-RAVPN-AZb
10.202.32.0/24

Mgnt-NGFW-AZb
10.202.92.0/24

Data2-NGFW-AZb
10.202.22.0/24

Data1-NGFW-AZb
10.202.12.0/24

FTD-NGFW-A FTD-NGFW-B

NATgw4websolarA
NATgw4websolarB

Egwlb-NGFW-AZa
10.202.101.0/24

insARouteTableRAVPN
10.201.0.0/16 → TGW-attach-VPC-ravpn

10.204.0.0/16 → TGW-attach-VPC-ravpn

insBRouteTableRAVPN
10.201.0.0/16 → TGW-attach-VPC-ravpn

10.204.0.0/16 → TGW-attach-VPC-ravpn

tgAPPAZaRouteTableAPP
0.0.0.0 → IGClusterAPP

APP rt web Aza
10.199.0.0/16 → TGW-attach-VPC-APP
10.200.0.0/16 → TGW-attach-VPC-APP
10.201.0.0/16 → LOCAL
10.203.0.0/16 → TGW-attach-VPC-APP
10.204.0.0/16 → TGW-attach-VPC-APP
0.0.0.0/0 → NATgw4websolarA

APP rt web Azb
10.199.0.0/16 → TGW-attach-VPC-APP
10.200.0.0/16 → TGW-attach-VPC-APP
10.201.0.0/16 → LOCAL
10.203.0.0/16 → TGW-attach-VPC-APP
10.204.0.0/16 → TGW-attach-VPC-APP
0.0.0.0/0 → NATgw4websolarA

Egwlb-NGFW-AZb
10.202.102.0/24

tgAZa RouteNGFW
10.202.0.0/16 → LOCAL

0.0.0.0/0 → egwlbNGFWendpointa

10.203.0.0/16 → ngfwtgtVPCattachment

TGW rt SPOKE
0.0.0.0/0 → ngfwtgtVPCattachment

10.203.0.0/16 → mgnytgtVPCattachment

TGW rt Inspection
10.199.0.0/16 → ravpntgtVPCattachment

10.200.0.0/16 → ravpntgtVPCattachment

10.201.0.0/16 → apptgtVPCattachment

10.203.0.0/16 → mgnytgtVPCattachment

ravpntgtVPCattachment

apptgtVPCattachment

ngfwtgtVPCattachment

egwlbNGFWendpointa
egwlbNGFWendpointb

tgAZb RouteNGFW
10.202.0.0/16 → LOCAL

0.0.0.0/0 → egwlbNGFWendpointb

10.203.0.0/16 → ngfwtgtVPCattachment

egwlbendpointRouteNGFW
10.202.101.0/24 → LOCAL

0.0.0.0. → ngfwtgtVPCattachment

outsideAZa TableRAVPN
0.0.0.0/0 → IGClusterRAVPN

mgntTableMGNT
10.201.0.0/16 → mgnytgtVPCattachment

10.202.0.0/16 → mgnytgtVPCattachment

10.204.0.0/16 → mgnytgtVPCattachment

10.200.0.0/16 → mgnytgtVPCattachment

0.0.0.0/0 → IGClusterAPP

Cluster_mgnt
vpc-0884c73ab1840747e

10.203.0.0/16

Us-east-1bUs-east-1a

mgntMGNTAZa
10.203.11.0/24

mgntMGNTAZa
10.203.12.0/24

Bastion-A Bastion-B

IGClusterAPP

mgntTableNGFW
10.203.0.0/16 → mgnytgtVPCattachment

0.0.0.0/0 → IGClusterAPP

mgntRouteTableRAVPN
0.0.0.0/0 → IGClusterRAVPN
10.203.0.0/16 → TGW-attach-VPC-ravpn

tgwrouteRAVPN
10.199.1.0/24 → insideRAVPNENIA

10.199.2.0/24 → insideRAVPNENIB

0.0.0.0/0 → ravpntgtVPCattachment

TGW rt MGNT
10.202.0.0/16 → ngfwtgtVPCattachment

10.200.0.0/16 → ravpntgtVPCattachment

10.201.0.0/16 → apptgtVPCattachment

10.204.0.0/16 → vpnroutertgtVPCattachment

mgnytgtVPCattachment

BRKSEC-1831 91



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Cluster_RAVPN
vpc-0bb0e7dc4edfa6848

10.200.0.0/16

IGClusterRAVPN

tgRAVPNAZa
10.200.31.0/24

mgntRAVPNAZa
10.200.91.0/24

outsideRAVPNAZa
10.200.11.0/24

insideRAVPNAZa
10.200.21.0/24

tgRAVPNAZb
10.200.32.0/24

mgntRAVPNAZb
10.200.92.0/24

insideRAVPNAZb
10.200.22.0/24

outsideRAVPNAZb
10.200.12.0/24

FTD-RAVPN-A FTD-RAVPN-B

outsideAZa TableRAVPN
0.0.0.0/0 → IGClusterRAVPN

Establish Tunnel
RAvpnPool:
10.199.1.0/24
10.199.2.0/24
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Cluster_RAVPN
vpc-0bb0e7dc4edfa6848

10.200.0.0/16

Cluster_APP
vpc-03970f4882f78640d

10.201.0.0/16

Us-east-1bUs-east-1a

IGClusterAPP

webAPPAZa
10.201.11.0/24

webAPPAZb
10.201.12.0/24

tgAPPAZa
10.201.31.0/24

tgAPPAZb
10.201.32.0/24

IGClusterRAVPN

tgRAVPNAZa
10.200.31.0/24

mgntRAVPNAZa
10.200.91.0/24

outsideRAVPNAZa
10.200.11.0/24

insideRAVPNAZa
10.200.21.0/24

tgRAVPNAZb
10.200.32.0/24

mgntRAVPNAZb
10.200.92.0/24

insideRAVPNAZb
10.200.22.0/24

outsideRAVPNAZb
10.200.12.0/24

FTD-RAVPN-A FTD-RAVPN-B

Cluster_NGFW
vpc-031a746e4abb1b2ed

10.202.0.0/16

IGClusterNGFW

Tg-NGFW-AZa
10.202.31.0/24

Mgnt-NGFW-AZa
10.202.91.0/24

Data1-NGFW-AZa
10.202.11.0/24

Data2-NGFW-AZa
10.202.21.0/24

Tg-RAVPN-AZb
10.202.32.0/24

Mgnt-NGFW-AZb
10.202.92.0/24

Data2-NGFW-AZb
10.202.22.0/24

Data1-NGFW-AZb
10.202.12.0/24

FTD-NGFW-A FTD-NGFW-B

NATgw4websolarA

NATgw4websolarB

Egwlb-NGFW-AZa
10.202.101.0/24

insARouteTableRAVPN
10.201.0.0/16 → TGW-attach-VPC-ravpn

Egwlb-NGFW-AZb
10.202.102.0/24

tgAZa RouteNGFW
10.202.0.0/16 → LOCAL

0.0.0.0/0 → egwlbNGFWendpointa

TGW rt SPOKE
0.0.0.0/0 → ngfwtgtVPCattachment

ravpntgtVPC

attachment

ngfwtgtVPC

attachment

egwlbNGFWendpointa egwlbNGFWendpointb

Access Fabastro Web page

TransitGateway
Solar

RAvpnPool:
10.199.1.0/24
10.199.2.0/24
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Cluster_RAVPN
vpc-0bb0e7dc4edfa6848

10.200.0.0/16

Cluster_APP
vpc-03970f4882f78640d

10.201.0.0/16

Us-east-1bUs-east-1a

IGClusterAPP

webAPPAZa
10.201.11.0/24

webAPPAZb
10.201.12.0/24

tgAPPAZa
10.201.31.0/24

tgAPPAZb
10.201.32.0/24

IGClusterRAVPN

tgRAVPNAZa
10.200.31.0/24

mgntRAVPNAZa
10.200.91.0/24

outsideRAVPNAZa
10.200.11.0/24

insideRAVPNAZa
10.200.21.0/24

tgRAVPNAZb
10.200.32.0/24

mgntRAVPNAZb
10.200.92.0/24

insideRAVPNAZb
10.200.22.0/24

outsideRAVPNAZb
10.200.12.0/24

FTD-RAVPN-A FTD-RAVPN-B

Cluster_NGFW
vpc-031a746e4abb1b2ed

10.202.0.0/16

IGClusterNGFW

Tg-NGFW-AZa
10.202.31.0/24

Mgnt-NGFW-AZa
10.202.91.0/24

Data1-NGFW-AZa
10.202.11.0/24

Data2-NGFW-AZa
10.202.21.0/24

Tg-RAVPN-AZb
10.202.32.0/24

Mgnt-NGFW-AZb
10.202.92.0/24

Data2-NGFW-AZb
10.202.22.0/24

Data1-NGFW-AZb
10.202.12.0/24

FTD-NGFW-A FTD-NGFW-B

NATgw4websolarA
NATgw4websolarB

Egwlb-NGFW-AZa
10.202.101.0/24

insARouteTableRAVPN
10.201.0.0/16 → TGW-attach-VPC-ravpn

tgAPPAZaRouteTableAPP
0.0.0.0 → IGClusterAPP
10.201.0.0/16 → LOCAL

APP rt web Aza
10.199.0.0/16 → TGW-attach-VPC-APP
10.200.0.0/16 → TGW-attach-VPC-APP
10.201.0.0/16 → LOCAL

Egwlb-NGFW-AZb
10.202.102.0/24

tgAZa RouteNGFW
10.202.0.0/16 → LOCAL

0.0.0.0/0 → egwlbNGFWendpointa

TGW rt SPOKE
0.0.0.0/0 → ngfwtgtVPCattachment

TGW rt Inspection
10.199.0.0/16 → ravpntgtVPCattachment

10.200.0.0/16 → ravpntgtVPCattachment

10.201.0.0/16 → apptgtVPCattachment

ravpntgtVPC

attachment

apptgtVPC

attachment

ngfwtgtVPC

attachment

egwlbNGFWendpointa egwlbNGFWendpointb

egwlbendpointRouteNGFW
10.202.101.0/24 → LOCAL

0.0.0.0. → ngfwtgtVPCattachment

outsideAZa TableRAVPN
0.0.0.0/0 → IGClusterRAVPN

tgwrouteRAVPN
10.199.1.0/24 → insideRAVPNENIA

10.199.2.0/24 → insideRAVPNENIB

0.0.0.0/0 → ravpntgtVPCattachment

Access Fabastro Web page

TransitGateway
Solar

RAvpnPool:
10.199.1.0/24
10.199.2.0/24
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Handling High Availability
and Scallability
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Autoscalling

Working Together

Loadbalancing
Several

independant
FTDv
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Autoscalling

Working Together

Loadbalancing
Several

independant
FTDv

FTDv
Clustering
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Autoscalling

No AutoScalling with Clustering YET

Loadbalancing
Several

independant
FTDv

FTDv
Clustering
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AutoScaling or Clustering ?

100BRKSEC-1831

Autoscalling

TODAY SOMEDAY

FTDv
Clustering



But WHY ????

- AutoScaling more relevant ?
- Usefull Stateful HA ?
- Only Single Availability Zone

1

0
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GWLB did not support Stateful Failover until…

This attribute allows you to choose 
how the Gateway Load Balancer 
handles existing traffic flows after a 
target becomes unhealthy or is 
deregistered. The possible values 
are rebalance and no_rebalance.
The default option (no_rebalance) 
continues to send existing flows to 
failed or drained targets. However, 
new flows are sent to healthy 
targets.
When you turn Rebalance 
flows on, the load balancer sends 
new and existing flows to healthy 
targets.
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Time to redirect traffic can be … long
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Differences Between Physical and Virtual Cluster
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Public Cloud Workflow – AWS and GCP
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Day0 Config Overview

106BRKSEC-1831

• Supports Day0 configuration on AWS and GCP platform. The cluster bootstrap 
configuration can be included in the Day0 config to create each node in the cluster.

• Two different options of Day0 supported for cluster creation.
• Option 1: deploys FTDv cluster with fixed set of commands.

• Option 2: deploys FTDv cluster with user configurable commands.
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Day0 optio-1
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Day0 option-2
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Day0 Option-2: run_config on AWS
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Auto-Registering FTD Cluster to FMC – Step 1

1. Once the 
AWS cluster is 
created, it can 
be managed 
by FMC by 
just registering 
a node in the 
cluster.

2. The Add 
device option 
present under 
Add -> Add 
Device section 
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Auto-Registering FTD Cluster to FMC – Step 2

1. Manager details are 
to be added manually 
to one node of the 
cluster which is been 
discovered. 

2. The auto-registration 
process will 
automatically take 
care of adding 
managers to all the 
other nodes and 
register them into the 
FMC and represent 
them a s a cluster
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Clustering in AWS

https://www.cisco.com/c/en/us/td/docs/security/secure-
firewall/management-center/cluster/ftdv-cluster-public.html
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AUTO-SCALING
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What about auto-scaling ?
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But how FTDs get configured
and register to FMC ?
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Introducing CloudWatch and Lamda Function

Lambda Function

• Serverless architecture of AWS

• No servers to manage for the code

• Built-in fault tolerance

• Automatic-scaling

• Lambda code can interact with AWS 

infrastructure natively

• Support different languages: Python, 

Node.js, Ruby, Java, Go, .NET…

CloudWatch

• Observability on a single platform 

across applications and infrastructure

• Easiest way to collect metrics in AWS 

and on-premises

• Improve operational performance and 

resource optimization

• Get operational visibility and insight

• Derive actionable insights from logs
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How it works?

- CloudWatch monitors metrics
- Based on policies new instance is

started
- Lambda functions triggered to:

- Attach interfaces
- Add instance to Target group 
- Register to FMC
- Push config from FMC to FTDv
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In my lab

BRKSEC-1831 118



That seems
complicated to 
deploy…
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How to deploy GWLB with AutoScaling ?

• Clone repository
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How to deploy GWLB with AutoScaling ?

• Clone repository

• Create autoscale_layer.zip

121BRKSEC-1831
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How to deploy GWLB with AutoScaling ?

• Clone repository

• Create autoscale_layer.zip

• Tune configuration.json file
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Configuration.json

123BRKSEC-1831

IP@ of FMC, must be
routable to Lambda 
network and FTDv
mgnt subnets

MUST match 
the names in 
FMC

Change to TenGig if 
you use C5.xLarge 

DO NOT set a gateway, 
trust me !
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How to deploy GWLB with AutoScaling ?

• Clone repository

• Create autoscale_layer.zip

• Tune configuration.json file

• Pre-configure FMC

124BRKSEC-1831

Outside-sz

Intside-sz
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How to deploy GWLB with AutoScaling ?

• Clone repository

• Create autoscale_layer.zip

• Tune configuration.json file

• Pre-configure FMC

• Deploy in CloudFormation infrastructure_gwlb.yaml
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How to deploy GWLB with AutoScaling ?

• Clone repository

• Create autoscale_layer.zip

• Tune configuration.json file

• Pre-configure FMC

• Deploy in CloudFormation infrastructure_gwlb.yaml

• Use « python3 make.py build » to create all ZIP file needed in Target
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How to deploy GWLB with AutoScaling ?

• Clone repository

• Create autoscale_layer.zip

• Tune configuration.json file

• Pre-configure FMC

• Deploy stack in CloudFormation infrastructure_gwlb.yaml

• Use « python3 make.py build » to create all ZIP file needed in Target

• Copy all files in S3 bucket created by infrastructure_gwlb.yaml
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How to deploy GWLB with AutoScaling ?

• Clone repository

• Create autoscale_layer.zip

• Tune configuration.json file

• Pre-configure FMC

• Deploy stack in CloudFormation infrastructure_gwlb.yaml

• Use « python3 make.py build » to create all ZIP file needed in Target

• Copy all files in S3 bucket created by infrastructure_gwlb.yaml

• Deploy stack in CloudFormation deploy_ngfw_autoscale_with_gwlb.yaml
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SNAPSHOT



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public

What about auto-scaling ?
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Time to start Instances in Average

131BRKSEC-1831

FTDv FIRST start : 15 mins

FTDv other starts : 5 mins

FTDv snapshot starts : 5 mins
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Deploy FTDv Instance For Snapshot
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Prepare Deployed FTDv For Snapshot:
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Prepare Deployed FTDv For Snapshot: (Contd…)



DEMO



Cisco Secure Dynamic 
Attribute Connector and 
FTD Dynamic Groups
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Problem Statement

• Application/workload changes happen
more often

• Multiple Security domains
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Dynamic Objects in Action

Managed 
Firewall

FMC

10.0.0.4

Workload A

Dynamic Object Content:

Workload_A:
10.0.0.4

SFtunnel Update

(Automatic Without policy deployment)

10.0.0.5

10.0.0.5

Dynamic Feed Update

Automatic Without policy deployment
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Campus Network

Physical DC

Public Cloud

Public Cloud

SaaS Applications

Attribute-Based 
Policy

How do I ingest all those different attributes to build 
firewall Policies ?
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Cisco Secure Dynamic Attribute Connector

Consumers

FMC

{REST}

Azure 
Connector

AWS 
Connector

vCenter / NSX
Connector

FMC
Adapter

Connectors

Dynamic 
Object

Mappings

Linux-

Servers

172.16.0.1

172.16.0.3

Windows-

Servers

10.0.1.11

10.0.1.14

10.0.1.20

Powered-On 10.0.1.14

FMC

Dynamic Attributes FiltersAdapters

Name Connector Query

Linux-
Servers

vCenter

os = 'RHEL 7 (64-bit)’ 
OR
os = 'CentOS 7 (64-bit)’ 

Windows-
Servers

vCenter

os = 'MS Windows Server 2016 (64-bit)’
AND
network=‘PROD_NETW’
AND
Power=‘running’

Powered-
On

vCenter
Power=‘running’
AND
(network=‘PROD_NETW’ OR host=‘NODE1’)

CSDAC (Container)

Providers

o365
Connector

GCP
Connector
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Attribute Based Policy – CSDAC Attributes

vCenter / NSX 
Dynamic Objects

o365 Public Feeds

Public Cloud Tags
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Attribute Based Policy 
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The New Cloud Form Factor

Standalone 

CSDAC
(Linux Machine)

Cloud Delivered

CSDAC in CDO’s 
Tools & Services

Built In

CSDAC in FMC

Coming Fall 2023No separate VM 
required!!
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Provide Remote Access

• FTDv with Anyconnect

• DUO Network Gateway
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Cisco Secure Remote Worker Validated Design 

Remote 
Worker

DNS 
Request

DNS
Reply

1 2

VPN user 
connects to 

firewall

3

Transit 
Gateway

Internet 
Gateway

VPN Load balancing using Route53

AWS Route 53 maintains host record
for each firewall

TTL is defined on AWS Route 53

AWS Route53 health check to monitor
firewall

Each AZ may have multiple firewalls

Cisco ASAv or NGFWv acts as a VPN
concentrator

Transit Gateway connects VPC using
VPC attachment

Transit Gateway connects to Data
Center using VPN attachment

outside
10.0.1.0/24

inside
10.0.2.0/24

outside
10.0.4.0/24

inside
10.0.5.0/24

outside
10.0.7.0/24

inside
10.0.8.0/24

Web
10.1.1.0/24

Web
10.2.1.0/24

Spoke1-WebServer
10.1.1.100

Spoke2-WebServer
10.2.1.100
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Cluster_RAVPN
vpc-0bb0e7dc4edfa6848

10.200.0.0/16

Cluster_APP
vpc-03970f4882f78640d

10.201.0.0/16

Us-east-1bUs-east-1a

IGClusterAPP

webAPPAZa
10.201.11.0/24

webAPPAZb
10.201.12.0/24

tgAPPAZa
10.201.31.0/24

tgAPPAZb
10.201.32.0/24

IGClusterRAVPN

tgRAVPNAZa
10.200.31.0/24

mgntRAVPNAZa
10.200.91.0/24

outsideRAVPNAZa
10.200.11.0/24

insideRAVPNAZa
10.200.21.0/24

tgRAVPNAZb
10.200.32.0/24

mgntRAVPNAZb
10.200.92.0/24

insideRAVPNAZb
10.200.22.0/24

outsideRAVPNAZb
10.200.12.0/24

FTD-RAVPN-A FTD-RAVPN-B

Solar-AS-1-vpc
vpc-0d85434e80e9f5ed7

10.198.0.0/16

IGClusterNGFW

AS-1-Tgw-1
10.198.30.0/24

AS-1-Mgmt-1
10.198.250.0/24

AS-1-Inside-1
10.198.100.0/24

AS-1-Outside-1
10.198.200.0/24

AS-1-Tgw-2
10.198.31.0/24

AS-1-Mgmt-2
10.198.251.0/24

AS-1-Outside-2
10.198.201.0/24

AS-1-Inside-2
10.198.101.0/24

FTD-NGFW FTD-NGFW

NATgw4websolarA
NATgw4websolarB

AS-1-Lambda-1
10.198.50.0/24

insARouteTableRAVPN
10.201.0.0/16 → TGW-attach-VPC-ravpn

10.204.0.0/16 → TGW-attach-VPC-ravpn

insBRouteTableRAVPN
10.201.0.0/16 → TGW-attach-VPC-ravpn

10.204.0.0/16 → TGW-attach-VPC-ravpn

tgAPPAZaRouteTableAPP
0.0.0.0 → IGClusterAPP

APP rt web Aza
10.199.0.0/16 → TGW-attach-VPC-APP
10.200.0.0/16 → TGW-attach-VPC-APP
10.201.0.0/16 → LOCAL
10.203.0.0/16 → TGW-attach-VPC-APP
10.204.0.0/16 → TGW-attach-VPC-APP
0.0.0.0/0 → NATgw4websolarA

APP rt web Azb
10.199.0.0/16 → TGW-attach-VPC-APP
10.200.0.0/16 → TGW-attach-VPC-APP
10.201.0.0/16 → LOCAL
10.203.0.0/16 → TGW-attach-VPC-APP
10.204.0.0/16 → TGW-attach-VPC-APP
0.0.0.0/0 → NATgw4websolarA

AS-1-Lambda-2
10.198.51.0/24

tgAZa RouteNGFW
10.202.0.0/16 → LOCAL

0.0.0.0/0 → egwlbNGFWendpointa

10.203.0.0/16 → ngfwtgtVPCattachment

TGW SPOKE
0.0.0.0/0 → ngfwtgtVPCattachment

10.203.0.0/16 → mgnytgtVPCattachment

TGW_sec
10.199.0.0/16 → ravpntgtVPCattachment

10.200.0.0/16 → ravpntgtVPCattachment

10.201.0.0/16 → apptgtVPCattachment

10.203.0.0/16 → mgnytgtVPCattachment

ravpntgtVPCattachment

apptgtVPCattachment

ngfwtgtVPCattachment

egwlbNGFWendpointa egwlbNGFWendpointb

tgAZb RouteNGFW
10.202.0.0/16 → LOCAL

0.0.0.0/0 → egwlbNGFWendpointb

10.203.0.0/16 → ngfwtgtVPCattachment

egwlbendpointRouteNGFW
10.202.101.0/24 → LOCAL

0.0.0.0. → ngfwtgtVPCattachment

outsideAZa TableRAVPN
0.0.0.0/0 → IGClusterRAVPN

mgntTableMGNT
10.201.0.0/16 → mgnytgtVPCattachment

10.202.0.0/16 → mgnytgtVPCattachment

10.204.0.0/16 → mgnytgtVPCattachment

10.200.0.0/16 → mgnytgtVPCattachment

0.0.0.0/0 → IGClusterAPP

POD1-AutoScaleFMC
vpc-0f1b9a1aa941b1fcf

10.197.0.0/16

Us-east-1bUs-east-1a

mgntMGNTAZa
10.203.11.0/24

mgntMGNTAZa
10.203.12.0/24

Bastion-A Bastion-B

POD1-VPC-
AutoScale-FMC-IGW

mgntTableNGFW
10.203.0.0/16 → mgnytgtVPCattachment

0.0.0.0/0 → IGClusterAPP

mgntRouteTableRAVPN
0.0.0.0/0 → IGClusterRAVPN
10.203.0.0/16 → TGW-attach-VPC-ravpn

tgwrouteRAVPN
10.199.1.0/24 → insideRAVPNENIA

10.199.2.0/24 → insideRAVPNENIB

0.0.0.0/0 → ravpntgtVPCattachment

TGW MGN
10.202.0.0/16 → ngfwtgtVPCattachment

10.200.0.0/16 → ravpntgtVPCattachment

10.201.0.0/16 → apptgtVPCattachment

10.204.0.0/16 → vpnroutertgtVPCattachment

mgnytgtVPCattachment

AS-1-Egwlb-NGFW-1
10.198.150.0/24

AS-1-Egwlb-NGFW-
2
10.198.151.0/24
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What is Duo Network Gateway ?

The Duo Network Gateway 
enables organizations to 
provide Zero Trust Remote 
Access to web applications, 
Remote Desktop or SSH 
servers without the 
requirement of a VPN. 
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DNG Use Cases for FabAstro…or else

• An Accountant requires access to the on-premises Confluence instance to 
view internal documentation.

• A Software Engineer needs to push code to their internal repository.

• A Support Engineer needs access to a web portal that allows adjusting a 
feature flag for a customer.

• A Systems Architect wants to connect to a bastion host, switch, etc. without 
connecting to the VPN.
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What the CloudFormation Deployes
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DNG in FabAstro: Access for Admins  
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DNG in FabAstro: Web portal for Privileged Users 
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Using DNG to access FabAstro Admin Portal

BRKSEC-1831

FMC FabastroSSH - Bastion

Remote Desktop



Management 
and automation



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public

How do I manage my FTDs ?

FDM

157

Cisco Secure Firewall 
Management Center :

- OnPrem (hw & virtual)

- In AWS

- Cloud-Delivered -> CDO
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Logging and Analytics

• OnPrem (&inside your AWS)

• “inside your FMC”

• Additional Log retention via SAL 
onPrem available

• Cloud Delivered FMC
• Can retain onPrem FMC for Logging & 

Analytics only
(Additional Log retention via SAL onPrem available)

• With no extra License

• Only Security Events in SSE/Sec X/ CTR

• License Logging&Troubleshooting

• CDO Unified Event Viewer

• CDO Dashboards

• License Logging, Analytics & Detection

• The Above + Secure Cloud Analytics applied on 
Firewall Logs

• License Total Network A & D

• The Above + Internal Network Telemetry (Local 
Sensors)

• Common

• Syslog

• Netflow

• estreamer
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Question about automation  ?

In AWS 

159

Ecosystem solutions

BRKSEC-1831



Better than slides…

https://developer.cisco.com/secure-
firewall/cloud-resources/#directory-cisco



Security through 
visibility

• Native to AWS

• Cisco Secure Cloud

• Cisco Secure Workload
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How do we address this with Secure Workload?

Identify behavior anomalies

Process and communication

Reduce attack surface

Software vulnerability

Continuously track
security compliance

Policy compliance

Contain lateral movement

Microsegmentation
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AWS Identity & Access 
Management (IAM)

AWS Organizations

AWS Cognito

AWS Directory Service

AWS Single Sign-On

AWS Security Hub

AWS CloudTrail

AWS Config

Amazon
CloudWatch

Amazon GuardDuty

VPC Flow Logs

AWS Detective

AWS Control Tower

Amazon EC2
Systems Manager

AWS Shield

AWS Web Application 
Firewall (WAF)

Amazon Inspector

Amazon Virtual Private 
Cloud (VPC)

AWS Key Management 
Service (KMS)

AWS CloudHSM

Amazon Macie

Certificate Manager

Server Side Encryption

AWS Config Rules

AWS Lambda

Identity
Detective

control
Infrastructure

security
Incident
response

Data
protection

AWS Security Solutions 

Secure Cloud Analytics Secure Cloud Workload
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✓ DNS Detections with DNS logs

✓ Detections on EC2, S3, IAM 

✓ Easy to activate & out-of-box detections

✓ Unsupervised Analytics

AWS GuardDuty & Secure Cloud Analytics

✓ Correlation of SCA Detections & GuardDuty 

✓ Unsupervised & Supervised Analytics

✓ Advanced detections on network traffic 
(baselining >30 days) 

✓ Encrypted Traffic Analytics 

✓ Combined visibility of all logs 

✓ Customized alerts for compliance 

✓ Enhanced investigation with drill-down into 
dataset

https://aws.amazon.com/blogs/apn/cloud-posture-and-threat-analytics-with-cisco-secure-cloud-analytics/
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Native flow logs and services (CloudTrail, Cloudwatch, Advisor, GuardDuty, 
Lambda, Stackdriver…) 

PRIVATE CLOUD

Containers 
Virtualization

ON-PREMISES NETWORK

SaaS
Adapter

Secure Cloud 
Analytics

Network 
telemetry

Network 
telemetry
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Secure Cloud Analytics Engine

• Visibility
What do we have, and how important is 
it to our business?

• Compliance
Am I following best practices and 
regulatory guidelines?

• Security Posture 
Are resources being locked down 
properly?

• Internal Policy
Are resources & users following our 
established guidelines?

• Advanced Detection and Response
How effectively can I detect and respond 
to a breach?

Configuration Risk Exposure

User, System, Event Risk Exposure

Network Segmentation Risk Exposure

Behavioral Threat Detection

Cloud Security Maturity
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Cloud Insight Use Cases

01

Build an accurate inventory of cyber 
assets by  natively integrating into multi 

and hybrid cloud environments

Discover

04

Act

Right-size the effort and resources to 
respond to threats and manage risk in 
your global cyber asset base.

02

Automatically build relationships across assets 
and detect how they interoperate. understand 
the impact of a breach and the status of 
compliance

Understand

03

Monitor

Stay alert to enforce policy and 
maintain continuous security & 

compliance across their entire cyber 
asset base.

Secure Cloud 
Insights Core
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Secure Cloud Insights
Beyond Cloud Security Posture Management (CSPM) 

Complete visibility into 
your security posture

Inadvertent exposure of sensitive 
data in the cloud

Visualize and navigate complex 
relationships with ease

Natively detect Cyber Assets in the 
cloud based on multiple data types 

Easily identify security 
and compliance gaps

Continuous audits with breadth and 
depth of standards out-of-box, fully 

customizable

Simple evidence collection and 
helpful alerts to avoid compliance 

drift and security incidents

Attack Surface 
Management

Identify the blast radius – who and 
what else could be affected by this 

incident

Identify the root cause – how did the 
attacker access assets

Identify Security gaps and risks – How 
cloud an attack access assets
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Integrate with data sources in 
the cloud or on prem natively 
through available APIs or data 
streams.

Native Data Ingestion

Secure Cloud Insights High level Architecture

Identity assets and entities 
across multiple data sources. 
Correlate and map asset 
relations across multiple data 
sources

Asset discovery & mapping

Shares alert findings to 
ticketing alert correlating 
systems upon detection 

Alert and Respond

Continuous Compliance Checks
Relationship Graph Visualization

Simple Query Language
Periodic Data Polling 
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Power-ups
Partner 

Solutions

Secure Cloud 

Insights Core

API First and Cloud Native
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Query Through Use Cases

Incident Scope and Response

Compliance Check

Configuration Change Detection

Attack Surface Management
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Asset Discovery

• Native integrations allow for 
simple discovery of assets 
from across the 
security program

• Agent-less, API-driven 
configurations use read only
credentials to ingest data 
with no installations or 
deployments

• Discover and classify assets 
by type including endpoint, 
datastore, policies, security 
groups and many others
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Relationship Mapping

• Relationships between 
assets are discovered via the 
integrations and are mapped 
together automatically

• Here we see:

• Security groups allowing 
access to the internet

• The instances they protect

• The subnets those instances 
are on
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Context for Incident Response

• Walk the graph of data 
by expanding nodes and 
view their relationships

• Identify the impact of 
a compromised asset 
and what can an attacker 
do next

• Find relevant context to 
an incident in a matter of 
seconds
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Cross Environment investigation 

• Complex relationships 
cross-account trusts, 
vpc peering, vpc
endpoint policies, IAM 
policies, load balancer 
configurations, and 
more are all 
automatically 
discovered

• Discover the cross 
environment “Blast 
Radius” and the risk of 
a threat propagating 
across cloud accounts
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Alert on security policies 

• Transform security queries into 
policies, automate alerting and 
response  with customisable 
rules.

• Leverage pre-built alert rule 
packs for cloud security.

• Monitor alert trends over time 
to identify repetitive policy 
breach or miss-configurations
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I DO VALUE YOUR COMMENTS

180BRKSEC-1831

« Could you teach English 

to my husband speaking

with your sexy accent ? »

« Room temperature would have 

been perfect … if i was a PINGUIN !»

« Best session of the week but it is only

the first day…»
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Key Takeways

• Good same old challenges in Public Cloud

• Cisco has solution to enhance or complement AWS security

• It becomes even more relevant in hybrid/multi clouds
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Complete your Session Survey

• Please complete your session survey 
after each session. Your feedback 
is important.

• Complete a minimum of 4 session 
surveys and the Overall Conference 
survey (open from Thursday) to 
receive your Cisco Live t-shirt. 

• All surveys can be taken in the Cisco Events Mobile App or 
by logging in to the Session Catalog and clicking the 
"Attendee Dashboard” at
https://www.ciscolive.com/emea/learn/sessions/session-catalog.html
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Agenda

183BRKSEC-1831

Visit the On-Demand Library for more sessions 
at ciscolive.com/on-demand.

Attend any of the related sessions at the DevNet, 
Capture the Flag, and Walk-in Labs zones.

Visit the Cisco Showcase for related demos.

Book your one-on-one Meet the Engineer meeting.

Continue Your Education

https://www.ciscolive.com/on-demand.html


Thank you




