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Cisco Webex App

Questions?
Use Cisco Webex App to chat
with the speaker after the session

Intermediate (596)

Tracks
| I OW Networking (220)

Session Type
Breakout (453)

‘ Find this session in the Cisco Live Mobile App
‘ Click “Join the Discussion” |
‘ Install the Webex App or go directly to the Webex space
. Enter messages/questions in the Webex space

Webex spaces will be moderated
until February 24, 2023.
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We need that ...

External

Segmentatlon Segmentatlon
Visibility V|5|b|||ty

DB
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INto that...
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Keeping coherent and consitent Security
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Services | Q

# CloudFormation [ EC2 & VPC

B Route53 [F Certificate Manager

& CloudWatch [i] Lambda 2 AWS Marketplace Subscriptions

B 4 O
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Amazon Timestream
DynamoDB
Amazon MemoryDB for Redis

Migration & Transfer

AWS Migration Hub

AWS Application Migration Service
Application Discovery Service
Database Migration Service

AWS Transfer Family

AWS Snow Family

DataSync

AWS Mainframe Modernization

Networking & Content Delivery

VPC

CloudFront

Route 53

API Gateway
Direct Connect
AWS App Mesh
AWS Cloud Map
Global Accelerator

Route 53 Application Recovery Controller

AWS Private 5G

Management & Governance

AWS Organizations
CloudWatch

AWS Auto Scaling
CloudFormation

Config

OpsWorks

Service Catalog

Systems Manager
Trusted Advisor

Control Tower

AWS License Manager
AWS Well-Architected Tool
AWS Health Dashboard
AWS Chatbot

Launch Wizard

AWS Compute Optimizer
Resource Groups & Tag Editor
Amazon Grafana
Amazon Prometheus
AWS Resilience Hub
Incident Manager

AWS Proton

CloudTrail

AWS Resource Explorer

Media Services

Kinesis Video Streams
MediaConnect
MediaConvert
MediaLive
MediaPackage
MediaStore
MediaTailor

Elemental Appliances & Software

Elastic Transcoder
Nimble Studio

Amazon Interactive Video Service

BRKSEC-1831

Kinesis

QuickSight

Data Pipeline

AWS Data Exchange
AWS Lake Formation
MSK

AWS Glue DataBrew
Amazon FinSpace
AWS Glue

Security, Identity, & Compliance

1AM

Resource Access Manager
Cognito

Secrets Manager
GuardDuty

Amazon Inspector
Amazon Macie

IAM Identity Center (successor to AWS Single
Sign-On)

Certificate Manager

Key Management Service
CloudHSM

Directory Service

WAF & Shield

AWS Firewall Manager
AWS Artifact

Security Hub

Detective

AWS Signer

AWS Private Certificate Authority
AWS Audit Manager

Security Lake

Amazon Verified Permissions
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Alexa for Business
AWS Wickr
Amazon Chime SDK

End User Computing

WorkSpaces
AppStream 2.0
WorkSpaces Web

Internet of Things

loT Core

FreeRTOS

loT 1-Click

loT Analytics

loT Device Defender
loT Device Management
loT Greengrass

loT SiteWise

loT Events

AWS loT FleetWise
loT RoboRunner
loT TwinMaker

Game Development

Amazon GameLift
Amazon GameSparks

N. Virginia ¥
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Identity

AWS Identity & Access
Management (IAM)

AWS Organizations
AWS Cognito
AWS Directory Service
AWS Single Sign-On
AWS Secrets Manager
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AWS Security Solutions

@

Detective
control

AWS Security Hub
AWS CloudTrail
AWS Config

Amazon
CloudWatch

Amazon GuardDuty
VPC Flow Logs

Infrastructure
security

AWS Control Tower

Amazon EC2
Systems Manager

AWS Shield

AWS Web Application
Firewall (WAF)

Amazon Inspector

Amazon Virtual Private
Cloud (VPC)

BRKSEC-1831

Data
protection

AWS Key Management
Service (KMS)
AWS CloudHSM
Amazon Macie
Certificate Manager

Server Side Encryption

Incident
response

AWS Config Rules
AWS Lambda
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What to expect and not to expect ?

- No deep dive AWS . Introduction to key concepts of AWS
+No deep dive in Cisco security - Questions related to security to

. No all scenarios (little about remote) deploy an application in AWS

. VVery little configuration . Some Cisco security services useful

- No troubleshooting

cisco W‘ BRKSEC-1831 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 8



- Security Challenges in public cloud

- What type of service and architecture to deploy my
application 7

- How do | perform access control and Segmentation ?
- How do | insert NGFW ?

- What about Remote Access 7

- Increasing Visibility

- Conclusion

cisco W- BRKSEC-1831 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 9



Fabien Gandola
fgandola@cisco.com

TSA Cyber Security EMEA
23 years in Cisco
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What type of service ana
architecture to deploy my
application ?

- Infrastructure as a Service

- Platform as a Service

- Serverless °

cisco Lz//&/



laaS compared to PaaS Compared to SaaS

SaaS
(Apps)
EEY
(Infrastructure)
cisco M-/ BRKSEC-1831 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 14




laaS compared to PaaS Compared to SaaS

Manage :

- Network services
- Operating Systems
- Framework

- Applications

cisco Lz{@/

A

Manage :
- Nothing
T Manage :
- Network limited
- - Applications
(Apps)

Paa$ 1
(Platforms)
EEY
(Infrastructure)
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What do all the XaaS options mean”
SEEN) FaaS RN CaaS

(Software as a (Functions as a (Platform as a (Container as a
Service) Service) Service) Service)

EEN)

(Infrastructure as a
Service)

On-Prem
(private cloud)

Functions Functions

Functions Functions Functions
Applications Applications Applications
Runtime Runtime Runtime

Middleware or
Containers

Middleware or
Containers

Customer
Responsible

CIsco W./ BRKSEC-1831

Operating
System

Operating
System

Virtualization

Servers

Storage

Networking
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Securing the Cloud

Network Segmentation Visibility & Threat

Detection

Identity Cloud Security Posture Management

cisco M— BRKSEC-1831 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



FabAstro Application in AWS
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IGClusterRAVPN @

tgRAVPNAZa
10.200.31.0/24

MgntRAVPNAZa
10.200.91.0/24

outsideRAVPNAZa
0.200.11.0/24

insideRAVPNAZa
10.200.21.0/24

MgNtRAVPNAZb
10.200.92.0/24

outsideRAVPNAZb
10.200.12.0/24

insideRAVPNAZb
10.200.22.0/24

IGClusterVPNrouters @

M EEEEEEEEEEEEEEEEEEEEEEEEESE

TransitGatewaySolar

NATgw4websoIarA®- T

outROUTERZa
10.204.11.0/24

inROUTERZa
10.204.21.0/24

tgROUTERAZa
10.204.31.0/24

router-A

tgAPPAZa
10.201.31.0/24

webAPPAZa

10.201.11.0/24

Us-east-1a
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tgNGFWAZa
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tgRAVPNAZD
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First Step in AWS...
IAM, EC2 and VPC

cisco La//&/




with AWS

IAM Username/Password

Access Key |
(+ MFA) IAM Policies CloudTrall

Federation

cisco M. BRKSEC-1831 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



AWS |dentity Authentication

AWS Management Console

Login with Username/Password with
optional MFA (Cisco Secure Access)

Account:
User Name:

Password:

E] I have an MFA Token {mors infa)

MFA Code:

For time-limited access: a Signed URL can provide
temporary access to the Console

cisco M/

API| access

Access APl using Access Key +
Secret Key, with optional MFA

ACCESS KEY ID
Ex: AKIATOSFODNN7EXAMPLE
SECRET KEY
EX: UtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

For time-limited access: Call the AWS Security Token

Service (STS) to get a temporary AccessKey +
SecretKey + session token

BRKSEC-1831 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



My VRF... VPC sort of ( actually Route Tables)

VVPC-fabastro
e e A
1 172.16.0.0 Availability Zone - US-east-1a 1
1 172.16.1.0 |
| 172.16.2.0 |
. VPC web Subnet App Subnet DB Subnet .
I route Table 1
[ [
[ [
[ [
[ [
! !
| 172.16.1.0 172.16.1.0 172.16.1.0 |
l.. __________________ 1721620) o o T21620) o e - w620 J
Subnet Subnet Subnet
route Table route Table route Table
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In AWS laas... my workloads = Instances

VVPC-fabastro

r- - - T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T TS s s s s e "
1 172.16.0.0 Availability Zone - US-east-1a 1
1 172.16.1.0 1
I 172.16.2.0 I
. VPC I'E" web Subnet @ App Subnet @ DB Subnet .
| route Table |
| =y |
1
. E El .
| EC2-www EC2-app EC2-DB |
1 1
1 1721600 1721600 1
| 172.16.1.0 172.16.1.0 |
L __________________ 1721620) o o T21620) o e - w620 J
Subnet Subnet Subnet
route Table route Table route Table
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HA with multiple AZ and LB

VPC-fabastro

- = R -
Availability Zone - US-east-1a

Public @’ @ \%’
Subnet . web Subnet . App Subnet . DB Subnet

|

EC2-www EC2-app EC2-DB
e e e e e e e mmmmmm = i mmemmm— L e e ———— J
A0 a0 a0
=== =—=—=—====-= O038) - =====-" o3n)  ====-=-- 030) - =====--- 2
Availability Zo t-1b

@ Public @’ @ \_E_’
. Subnet . web Subnet . App Subnet . DB Subnet
B B

EC2-www EC2-app EC2-DB
e e e e e e e e e e e e .. .. e e e e e e e J
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How do | perform access
control and Segmentation 7

- AWS security Groups at Instance level
- AWS ACLs at Subnet level
- Network Firewall

- Host Security A

cisco Lz//&/




But first : WHY access control ?

Stealthwatch Cloud has discovered 1 new or updated alert on your network since our last email to you. We have included the

Alert Source Time Description
Inbound Port Scanner MNetwork Mov. 27, 2020, 10:19 a.m. Device was port scanned by an external device. 1
Alert Source Time Description
Excessive Access Attempts Bastion_Host_1 (i- MNowv. 27, 2020, Device has many failed access attempts from an external device. Fore
[External) 0f5cle650aceZeac) 7 a.m. The alert uses the Multiple Access Failures observation and may indica
Excessive Access Attempts  virtualmachines/jumphost Nov. 27, 2020, Device has many failed access attempts from an external device. For e
[External) 7 a.m. The alert uses the Multiple Access Failures observation and may indica
Excessive Access Attempts  virtualmachines/jumpbox MNov. 27, 2020, Device has many failed access attempts from an external device. For e
(External) 7 a.m. The alert uses the Multiple Access Failures observation and may indica
Alert Source  Time Description
Persistent Remote Control bastionl MNov. 26, 2020, Device is receiving persistent connections from a new host
Connections 11:59 p.m. observations and may indicate that a firewall rule or ACL is

cisco Lz%o// BRKSEC-1931
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CSW Vulnerability Assessment

CVSS V2 DISTRIB

40—

Access Complexity

20—

; - . . - . - . . " Availability Impact
1 5 Remotely Exploitable 1 9 Remotely Exploitable 5( ; Locally Exploitable
Low Complexity Higher Complexity Low Complexity

O Critical Severity 1 4 High Severity 68 Medium Severity

CVEs Packages Workloads
v CVE Score (V2) ~ Score (V3) Severity (V2) Base Severity (V3) Access Vector (V2) Access Complexity (V2)
CVE-20139-13638 9.3 78 HIGH HIGH NETWORK MEDIUM
CVE-2018-20969 9.3 78 HIGH HIGH NETWORK MEDIUM
CVE-2020-25643 75 T2 HIGH HIGH NETWORK MEDIUM
CVE-2020-10878 75 8.6 HIGH HIGH NETWORK LOW
CVE-2020-12464 T2 6.7 HIGH MEDIUM LOCAL LOW
CVE-2020-12465 T2 6.7 HIGH MEDIUM LOCAL LOWY

cisco W- BRKSEC-1831 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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AWS Segmentation solutions

Security Groups and Network Access list

Web Subnet

Security
Groups

b|£||4

Network
access
control list

cisco Lz//&/

App Subnet

EC2-ap

Security
Groups

b|£||4

Network
access
control list

BRKSEC-1831

DB Subnet

EC2-DB

Security
Groups

b|[‘j|4

Network
access
control list

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Network ACL and Security Groups

0

Network ACLs Security Groups
Scope All the instances of a subnet The instance it is attached
State Stateless Stateful
Rules action Allow/Deny Allow
Rule Process Order Order matters. All rules evaluated before
First match applied decision
Occurence Only 1 per Subnet Multiple per Instance

cisco W/
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Use security group as Source winthin VPC

Inbound rules info

Security group rule ID Type Info
sgr-0e10062e4544d68b7 SSH
- AlLICMP - |Pv4

cisco Lg/&/

v

Protocol

TCP

ICMP

Info

Port range
Info

22

All

Source Info

Custom W Q

93.6.40.55/32 X

Custom w Q

Description - optional Info

Delete

Delete

sg-

0348c8d389e1ad1bd

"

BRKSEC-1831
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Security Groups in CDO

Al
CIsco -

Hide Menu

Devices & Services

Objects

VPN

Migrations

Monitoring

Change Log

Jobs

cisco Lg/&/

AWS VPC Policies

€ Return to Devices & Services

default

Direction

Inbound

Outbound

urity Groups

= Q

Name Action
default_inbound_1 ] Allow
default_outbound_1 =] Allow

fabastro-appmainlbSG-16G8BP82C3650Q

Direction

Inbound

Inbound

Inbound

Inbound

Outbound

Name

fabastro-appmainlbSG-16G8E...

fabastro-appmainlbSG-16G8B...

fabastro-appmainlbSG-16G8EB...

fabastro-appmainlb5G-16G8B...

fabastro-appmainlbSG-16G8E...

Source

Action

Allow

=] Allow

Allow

=] Allow

Allow

default

Source

vpc-04b371a1092d670f9 (fabastro-main)

10.67.21.0/24

10.67.22.0/24

10.67.22.0/24

10.67.21.0/24

BRKSEC-1831

Destination

Any IPvd

Destination

TCP:80

TCP:20

TCP:443

TCP:443

Any IPvd

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Quick Overview

s EC2

. VPC Network ACL

e S3 Use security group
o |AM

Cloudformation

cisco M/



How do we address this with Secure \Workload?

Contain lateral movement
Microsegmentation

Identify behavior anomalies
Process and communication

Continuously track
security compliance

Policy compliance

Reduce attack surface
Software vulnerability

cisco W- BRKSEC-1831 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



Secure Workload Architecture

Public

CLE

Server
workload

cisco Lz/&/

{
>
>

Analytics Engine

Security Policy based on Big Data

Enforcement

Data Collection
Context

Data Collection
Streaming Telemetry

Data Collection

Process Behaviour

{

A Context
i ® 9§ O
Network Load Balancer vCenter CMDB Kubernetes Cloud Connector
Infrastructure

BRKSEC-1831

End user
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Rich visibility and workload behavior baseline

[m[m[a]

()

Telemetry

Visibility of all communications
» Detailed machine/process info
* Any environment, any cloud

« Construct inventory of every endpoint
Supplementary

cisco Lz//&/
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Different Data Sources provide different value

Meta-data
Vulnerability User Info
Security URL / DNS
\/AL U E Behavior Behavior
Processes Processes
0S oS Meta-data
Software AnyConnect lPFF5|X ERSPAN Netflow AWS TYPE
Agent Agent Citrix IPFIX Cloudwatch

cisco M— BRKSEC-1831 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Software sensors

1. Minimum impact
Sits in User Space
Low CPU (< 3%)
Designed by Kernel Developers

2. Secure
Code Signed

3. Internal SLA enforcement

with smart QoS
CPU protection

4. No latency effect

cisco M/

Tetration Sensor

libpcap / npcap

BRKSEC-1831
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Relationship among application components

Secure Workload provides the blueprint for R
communication dependencies between
application components as well as other [T
services

* How are the different application tiers
communicating?

* Are there direct connections coming to
database servers?

* Which communication is going through load
balancers?

* How are users connecting to the application?

uuuuuuuu

« Are there connections going out that should not
be allowed? For example, a production
database talking 3
to a nonproduction database?

cisco W. BRKSEC-1831 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 40




Application Dependency Mapping

Artificial Intelligence & Machine Learning

g
H
8

H
Application Dependency Map provided b

%
%
kA

HTTP process

y ML & Al

Unfiltered data collection results

cisco M/ BRKSEC-1831
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Automated Application Policy Discovery

Baseline workload
protection posture

Network
communications

‘,‘ Process )

behaviour

2¢?  Labels
o

cisco W- BRKSEC-1831 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



Automated Application Policy Discovery

Baseline workload
protection posture P RIS .

S E 8 E E 3

g g : .

. o g . .

: . . : Processing
:

g g : :
. .

Network
communications

Sz S SQL ...
“® Pprocess
behaviour REITOPPIEON
»¢d Labels : :
(5" : :
S PO
Fund Mgmt

cisco W- BRKSEC-1831 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 43



Automated Application Policy Discovery

Baseline workload

protection posture prasieen geesseeeess fameeeeeeeens
-__iB: B8 BB
< Network : P P - :
i ; 0 0 . . - Processing
communications - : : . R R
B o o : :

LMl sen N,
b0000B3BH0G 5 rep
m Process TcP 88,389 TCP 443 Q’% 443

. Authentlcatlon )
behaviour g
Management : 3
:'(): Labels Tcp 1521 TCP 443 : :
(o4 Shared Database 3 .
¢ App .

®ecccccccce

Fund Mgmt
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Application Policy Discovery Review
Absolute policies n Default policies m Catch Al m

- “Absolute” Policies take precedent and are evaluated first

- “Default” policies represent the policies Secure Workload has
discovered and recommended.

- Catch All Policy is applied when neither an absolute or default policy
applies.

cisco W. BRKSEC-1831 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 45



Tuning ADM

Advanced Configurations

Side Information @

SLB Config ® Select a source for this side information

Cluster Granularity

Port Generalization -
Policy Compression -—
Clustering Algorithm Flows Processes | Flows and Processes |

v

Previous Config

> Route Tags ©® Select a source for this side information >
B Very Fine [ Auto accept outgoing policy connectors @
AGGRESSIVE Ignore flows matching any of the Exclusion Filters @
MODERATE Ignore flows matching any of the Default Exclusion Filters @

Enable service discovery on agent @
Carry over approved policies @

[ Skip clustering and only generate policies @

() Deep policy generation @

Submit ADM Run

cisco '&‘/
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Auto-generated Policies

L , G = | T
Initial Relational Graph

@ Cisco Secure Workload Q. L. | Wb secure
opencart ~ EXII 1 Switch Application
® pod_102: opencart Verslon: u1 Last Run: 9:26 AM P Start ADM Run

Activity Log Matching Inventories o Conversations @ Filters e Policies e Provided Services Enforcement Status - Policy Analysis . Enforcement
‘ [ = <« | Quick Analysis @ Filter chart... x (=} o X
@
Scope opencart
‘ L4 | Full Name pod_102:cpencart
‘ X | Primary App opencart
— Query * Name contains op
|®)|

View Scope Details

> Workioads 4

> P Addresses 0

cisco W- BRKSEC-1831 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



Auto-generated policies
Policy list view

@ Cisco Secure Workload

opencart ~

® pod_102 : opencart Version: v1

Activity Log Matching Inventeries ()

¢e[=]v [

& Quick Ar

Last Run: 9:28 AM

Conversations @) Filters €

alysis | @ Filter Policies ..

Absolute policies n Default policies a } Catch All

Y Priority T] Action T)
100 ® ALLOW
100 @ ALLOW
100 @ ALLOW
100 ® ALLOW
+ Downic jata as JSON ¥ Download table

cisco Lz/&/

Consumer T}
® pod_102 : opencart
® webserver*
@ load_balancer

® pod_102

Policies €D Provided Services

Provider T|

® pod_102

@® database

® webserver*

® load_balancer

& = |[|IF°

Q. 1. “é'.';'é'é' ECURE

T Switch Application

P Start ADM Run

Enforcement Status “- Policy Analysis ¥, Enforcement :
x a e X
—
+ Add Default Policy
Scope opencart
Protocols And Ports T]
Full Name pod_102:opencart
UDP : 53 {DNS} ...4 more P
Primary App opencart
TCP - 3306 (MySQL) |
Query * Application-Name contains opencart
TCP: 80 (HTTP) raE |
Vie e Details
TCP: 80 (HTTP) )

BRKSEC-1831

> Workloads 4

> IP Addresses 0
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Auto-generated policies e =| =
Canvas App view

@ Cisco Secure Workload 0. 1. | mbs

cisco
opencart 4 T Switch Application
@ pod_102 : opencart Varsion: v Last Run: 9:28 AM P Start ADM Run
Activity Log Matching Inventories () Conversations Filters € Policies E) Provided Services Enforcement Status “- Policy Analysis ¥ Enforcement
¢ = Quick Ana | © Filter Policies ... X Q 0 X
Scope opencart
{:} £ Full Name pod_102:opencart
cencat
.7»__@-—-""(_7 T Primary App opencart
oad_batarcer E G _— —_— — @ -
“\ 7 Query % Application-Name contains opencart
E N\ /" galaare
\ /
V4 Vie e Details
N_/
@ > Workloads 4
wrsaner
> |P Addresses 0
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Another segmentation point?

@

Internet gaj

Ingress Service VPC

Availability Zone

Mgt
Subnet

Inside TGW

Subnet Subnet
Auailability Zone

Inside oW

Subnet Subnet

Mgnt
Subnet

B

AWS Transit
Gateway

VPC-fabastro

Public
Subnet

Public
Subnet

Availability Zo| Ee US-east-1a

EC2-www

Availability Z:

web Subnet

web Subnet

App Subnet

ECZ-app

App Subnet

i
EC2-app

@)

Internet gteway

DB Subnet

N

cisco Lz//&/

publc
Subnet

Public
Subnet

ateway

BRKSEC-1831

Security
Group

A
Micro-segmentation
Dynamic segmentation
Application discovery
No scaling issues

v
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Deploy Enforcement Agent using AWS Launch

Config or CloudFormation

Launch configurations (1/2) 1fe

G Actions ¥ Create launch configuration

Q 1 @
- AMIID Instance t
AppServer.C ami-0affdd508as. t2.micro User data X
WebServerlC ami-0affdds08s5...  t2micro
sudo wget
https://safeapplabfiles.s3.amazonaws.com/tetration_installer_intgssopov_enforcer_
EBS optimized Sed liﬂUX,Sh
false 59 o om N .
sudo chmod 777 tetration_installer_intgssopov_enforcer_linux.sh
e . ™Y sudo Jtetration_installer_intgssopov_enforcer_linux.sh --skip-pre-check
Thu Mar 13 202 50:13 GMT-0400 (Eastern Daylight Time)

Metadata acees

BRKSEC-1831
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But Fabien, if in AWS i might not
be able to install an agent 7?77
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Cisco Secure Workload Cloud-Based Sources

' AWS

A _ _Connector Flow Logs
1
1

Cisco Secure :

o= on on e e en en en e e e e e e e
dWS = :
Workload /
Edit AWS Connec! tor X
O scvnes O s s satrgs —— @ socsvee AWS Connector consolidates:
A Enabling Segmentation : Enabling segmentation on VPCs will remove existing Security Group(s)

- VPC flow logs ingestion

Select the VPCs and fine tune the settings for each VPC

- Context gathering (AWS tags and labels)
. 0 c - AWS cloud-managed Kubernetes
R —— W orchestration (Kubernetes object labels
e and annotations)
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AWS Connector

Ingesting cloud telemetry - VPC flow logs and AWS tags/labels

>
o

Enable cloud connector and
select the required
capabilities

cisco W/

>
©

Download and deploy the
CloudFormation, add the AWS AP
credentials to Secure Workload.

BRKSEC-1831

>
o

Select the AWS VPCs and
refine the required
capabilities for each VPC.

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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AWS Connector - Select Capabllities

Enable and configure the connector capabilities

Connector Edit AWS Connector x

i iW: ; o Activities 2 Roles and Settings 3 | Select VPC 4 View Groups

Name of the connector

| aws \
) Select Activities to be performed with Cisco Secure Workload on your AWS Resources
m I Gather Labels @ Ingest Flow Logs @ Segmentation @ I () Managed kubernetes services @

The mn f AWS | you make above

Capabilities

Flow Visibility Segmentation

Managed K8s Cancel

Inventory Enrichment
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/) Activities @ Foles and Settings 3 Select VPC

Cisco Secure Workload requires relevant permissions to access and read flow logs
O | I I I e ‘ O r — settings and perform policy enforcement.

Based on the capability selections, the following CloudFormation template has
been auto-generated. Use this to apply the relevant permissions to the desired

user: "
Additional Help
/e )\
"Resources": {
"ManagedPolicy": { » Create a Cloud Formation Stack
"Type": "AWS::IAM::Palicy”,
" e > Create a New User
Properties”: {
"PolicyName": { » Example Commands
"Ref": "PolicyName"
h

"PolicyDocument": {

Secure Workload automatically generates a e 21047,
{

CloudFormation template with the required e
IAM policy

"ar?-NasrrihaVnrs"

J

Users can download and deploy the .
CloudFormation template.

Does your network require HTTP Proxy
Y
to reach AWS? = m

Proxy and AWS Security Groups limits can be Presse provideyour prowy s | )

~
CO n fl g U red Full Scan Interval l 3600 > ]
seconds
~
Delta Scan Interval l 60 hd ]
seconds
AWS Limits
Security Groups Per Region l 2500 z ]
Security Groups Per Network Interface I 5 o) ]
Rules per Security Group [ 60 < ]
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AWS Connector - Select VPCs

Multiple VPCs can be selected

Capabilities can be customized
and refined for each VPC
individually

cisco Lz//&/

Edit AWS Connector X
U default ap-northeast-1 ] J ]
O test-vpc ap-northeast-1 O O O
O lab-vpc ap-northeast-1 O O O
0 vpc-ebecdd 8 sa-east-1 O O 0
0 vpc-967901fe ca-central-1 O O O
0 vpc-06686161 ap-southeast-1 O O O
0 vpc-20fcc147 ap-southeast-2 O O O
0 vpc-cfedagas eu-central-1 O O O
0 SecureVPC us-east-1 O O O
csW-vpc us-east-1
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Kubernetes support

Amazon Elastic
@K? Kubernetes Service

(EKS)
kU b erne te S -.-.' KubernéfgsreService ?)EF?EH[\?EH IFT
IRl (AKS)

OpenShift 3.[5-11]

OpenShift 4.[1-9]
Supported

Google
Kubernetes Engine
(GKE)

Common Kubernetes Foundation

As supported by OpenShift

Kubernetes 1.[12-18]
Supported

Kubernetes 1.[12-18]
Supported
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Cisco Secure Workload Agents as Daemonset

Daemonset pods run on all schedulable nodes in the container cluster

kubernetes @

1 Workload 1 \Workload I 1 Workload
\Workload \Workload il Workload ’

Workload il Tetration D Workload o Tetration ) ) Tetration Workload
Pod (S /\gent Pod Pod ARl /gent Pod Nz Agent Pod | Pod |

—

Container Host Node Container Host Node Container Host Node
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Kubernetes Metadata Ingest

- Kubernetes applies metadata to objects through labels and annotations.

- Integration with Kubernetes is mandatory for container policy generation and enforcement through

label-based grouping.
: - - \
[ \
I _ I

- ® a8

\.

Optional
Kubernetes P -> —
Secure
Orchestrator
Connector

- Kubernetes metadata is ingested through an orchestrator which delivers rich context to the Secure
Workload Inventory for dynamic policy enforcement

« Orchestrator connects via Read-0Only service account to ingest metadata from all Nodes, Pods and
Services to apply as inventory labels.
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Canvas view of my policy
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List view of the policy

€ | =| % | [®% ]| & | | Quickanalysis | @ Fitter Poiicies ... x
| Absolute policies (@) | Default policies (&) | Catch All [@ DENY | |
Y Priority ] Action T] Consumer 1] Provider 1] Protocols And Ports T]

100 ® ALLOW © Demo : DusLab : RHOCP4.9 @ front-end TCP: 8079

o)

100 ® ALLOW & front-end & orders TCP - 80 (HTTP)

o

100 ® ALLOW ® front-end @ catalogue TCP : 80 (HTTP)

o)

100 ® ALLOW @ orders @ shipping TCP : 80 (HTTP)

o)

100 ® ALLOW ® user ® user-db TCP: 27017

o

100 ® ALLOW ® front-end  user TCP : 80 (HTTP)

o)

100 ® ALLOW & orders  user TCP : 80 (HTTP)

100 ® ALLOW & orders ® orders-db TCP: 27017

L 1]

100 ® ALLOW @ catalogue # catalogue-db TCP : 3306 (MySQL)

o)

100 ® ALLOW @ shipping @ rabbitmg TGP : 5672

L1}

100 ® ALLOW ® queue-master # rabbitmg TCP : 5672

o)

100 ® ALLOW & orders ® payment TCP : 80 (HTTP)

o)

A S T T S U T SR N T TR
-

o

100 ® ALLOW ® front-end ® carts TCP : 80 (HTTP)

2
(o)
§
~N
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Enforce your policy in one click

sock-shop-NETPOLICY ~» 1 Switch Application
@ Demo - DusLab - RHOCP4 9 - sock-shop Version: v0 = Start ADM Run

Activity Log Matching Inventories €3 Conversations Filters @ED Policies @ Provided Services Enforcement Status + Policy Analysis Q :
Enforced Policy Version: [p1] A Manage Alerts Stop Policy Enforcement
Select time range 1,563,780 total observations

g - »203,
May 16 9:58am - May 16 3:58pm + " 4 h 101 0 401 70 10 10 pr 0 1o 1 a i 101 n a Showing Flow Observations
© Enter attributes. . x
Filtered Flow Observations ~ Permitted Rejected Escaped Top contributing to the selected Flow Observations
mPemitted mReiscted [mEscaped
_ Consumer Names Provider Names
45 .
-~ VAN ~
40 b . " e
35
304
254 Unknown Unknown
204
15
104
=
o7 T T T T T T T T T T T 1
10AM 10:30 1AM 11:30 12PM 12:30 1PM 1:30 2PrM 230 3PM 330
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How does CSW enforce the Policy ?

Bare metal @ Virtual @ Containers @ Cloud @

Process Process Pods Process
[ Denies ][ Allows ] [ Denies ][ Allows ] Container host OS @ [ Denies ][ Allows ]
; ; Denies ][ Allows ]
Network interface Virtual interface [ Virtual interface

Network infrastructure Hypervisor virtual network Container networking interface Cloud infrastructure

Network infrastructure

Intent is rendered as security rules in native environment

IP sets on Linux servers

Windows Advanced Firewall or Windows Filtering Platform on Windows servers

Public cloud: AWS with Security Groupland Azure with Network Security Group

IP sets on EKS with daemon Set Deployment
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How do | insert NGFW 7?
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AWS FW

High availability and
automated scaling

Transit Gateway

Stateful firewall ) StetoSteVeN

/%\
EPp)

)

AWS Direct Connect

Web filtering

/A1) Internet Gateway
\@ (IGW)

Intrusion prevention

Gateway

All requests entering
and leaving the VPC through
the gateways can be
routed through
AWS Network Firewall

Alert and flow logs

Central management
and visibility

cisco Lz//&/

9 AWS Firewall @ AWS
{&} Manager &2  QOrganizations

Manage multiple
AWS Network Firewall deployments

AWS Network Firewall

Inspects and filters
all traffic entering the
AWS Network Firewall

VPC -
E ] Private subnets

§r®

Block & Filter Monitor

HH Public subnets

Subnets

Requests from resources
in a VPC subnets can
be routed through
AWS Network Firewall
first before routing to IGW

Create a policy

(

== Amazon Kinesis

3

@ Amazon 53
Amazon — Integrated Partner
CSQ CloudWatch Solutions

AWS Network Firewall logs published
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Cisco Secure Firewall - NGFWv

Stateful firewall
NAT
Static and dynamic routing

URL

Firewall

AMP VPN
IPSEC
AVC - Application Visibility and Control (S2S & RAVPN)

NGIPS - Next-Generation Intrusion Prevention System
AMP - Advanced Malware Protection

VPN - Virtual Private Network

URL - URL filtering

S| - Security Intelligence

=== vmware aWS AKVM 22 Microsoft Azure ) grace

FTD Appllance Google Cloud Platform
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Multi-cloud and Hybrid Cloud Environments

Private Cloud Public Cloud
e (e 0 KT aws O s,  rackspace
NUTANDL +KVM o , D) i
openStacy EQ l{JlI;“.Nu | X CLOUD INFRASTRUCTURE Allbaba Cloud 0 | kl ro
New New

» Clustering
« Dynamic Policy
» Better integration with public cloud infrastructure

* Infrastructure as Code and Automation

cisco Lg/&/

New Features

* Integration with GuardDuty

« Gateway Load balancer integration
* Auto Scaling

* Snapshot support
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Basic FTD insertion

N,
3
S



Firewall in front of the “Application” VPC

Availability Zone - uS-east-1b

(1 .
Public . Web Subnet App Subnet DB Subnet
Subnet

. - - 77N

EC2-ap

Intefnet s

datejvay Security Security Security

1 Groups Groups Groups

1

| >|Bfe o|ife G

[

[ Network Network Network

1 access access access

1 control list control list control list

L J
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FTD insertion with HA

cisco La//&/

0

VPC-fabastro

Availability Zone - US-east-1a

Public
P web Subnet App Subnet
i oy
ECZ-www EC2-app

Availability Zone - Us-east-1b

Public @
Subnet web Subnet . App Subnet

N

Internet ggteway

BRKSEC-1831

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Limits of this design

ILTY
Sehutpici

’

New Firewall pair for each
applications

cisco M. BRKSEC-1831 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 72
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Ingress Service VPC

Ingress Service VPC

r-=-"=-"==========="="="="==¥======= !

1 Awvailability Zone 1

I I

Subnet

1 1

| |

1 ) 1

1 Public N @l Inside TGW 1

I Subnet Subnet Subnet I

I I

1 1
e e o e o o — - — - e e e e e e e e m = = J

[ |
N 1 I e q
I Availability Zone !
Internet gafewa

ageway Public Inside TGW !
! Subnet Subnet Subnet !

I I

1 1

1 1

1 1

1 1

I Subnet I

| |
b e e e e e e e e e e e e  — — m — — — —————— J

cisco La//&/

BRKSEC-1831
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ervice VPC with FTD

@

VPC-fabastro Internet giteway
________________________________________ 5
! Availability Zone - US-east-1a !
1 1
! Public web Subnet App Subnet 0B Subnet |
! Subnet = !
1 ]
1 ]
' E = B
: @ EC2-www EC2-app EC2-DB :
e
L e e - -
Ingress Service VPC Ll

Availability Zone
Public
Mgnt Subnet
Subnet

TGW
Subnet

@

Internet ga

AWS Transit
Gateway

-~ E- D

__________________ ateway

5
Subnet

oW
Subnet

Mgnt
Subnet

Fr=========9|

r
'
1
' Public
: Subnet
!
1
1
!
vgc
e e e e e =
aateway
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North/South and Fast/\\Vest Service VP

fmmm——————

Availability Zone - US-east-1a

Public
Subnet ﬂ web Subnet H App Subnet

DB Subnet

@

Internet ga

csco [z !/

@

VPC-fabastro Internet g4

) '
_____ = - e —-—
AvailabiNty Zghe - us-east-1b 1
1
Public !
Subnet :
1
1
g I
1
e
R . J
gty

BRKSEC-1831

@ EC2-www EC2-app EC2-DB
W e
Ingress Service VPG }
pom=m=m=a== Attt T i TVl b
__________________________ A Availability Zone - US-east-1b '
Availabilty Zone | :
1 Public
tLI - | e web Subnet )
=8 Subnet '
! 1
[ 1
1 1
Public Inside W . h
Subnet Subnet Subnet
I | B R ] Il a i ecosocnesoco oo e oot s ) ) 6 ) &) Il I 6 SN GE S BN S s e 4
1
|
__________________ =4
3 fl
ew . Gatew]l ay
Subnet :
L]
) Public
I Subnet
1
1
]
|l
__________________________ J

teway
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FTD AWS Insertion Configuration

- Create Ingress VPC

- Create Subnets (Outside, Inside, Management, TransitGateway)
- Create Interfaces (Outside, Inside, Management, Diagnostic)

- Create Security group policies for FTD interfaces

- Create FTD instances with 4 interfaces

- Create Network load-balancer
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What to configure on FTD ?

. Interface outside and Inside

. Static route to DG outside and for the web server LB inside

- NAT Twice :
- Destination NAT from Outside interface to destination web servers LE
- Source NAT using FTD inside interface (for stickiness of the sessions)

- Access policy to allow web traffic
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Leveraging GWLB



AWS Gateway Load Balancer

ﬂ Internet gateway
=i
J

_—~ ASAvs or FTDvs

7 N 3
i — H
Il « Ws < 4 i
I 1 e L— e
[ SR - - i
Application servers Gateway Load Balancer 2 |~ 0 i
endpoint | i :
Subnet 1 Subnet 2 P 3 i Balancer :
10.0.1.0/24 o 10.0.2.0/24 \ g

------------------------------------------------- Service provider VPC
Availability Zone
Service consumer VPC
10.0.0.0/16

Source:https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/getting-started.html
cisco Lz/&/
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Traffic Flow Between the GWLBe, GWLB, and Firewalls

GWLB

Outside

't i
== = PE

Inside

cisco Lz/&/

>
@ AWS Privatelink CD

GENEVE Tunnel

€)

Cisco
Secure
Firewalls

GWLBe

Traffic is forwarded from the GWLBe
to the GWLB across PrivatelLink
Traffic is forwarded to one of the
Firewalls in the GWLB Target Group
Traffic is processed by the firewall and
returned to the load balancer

Traffic is returned to the GWLBe
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Gateway Load Balancer Endpoint (GWLBe) =

Gateway Load Balancer Endpoint is a next hop type in a VPC route table

Intercepts traffic transparently

Forwards traffic transparently to the Gateway Load Balancer

Associated with a single subnet
« Associated with a single Availability Zone

« AWS delivers packets to this subnet after the GWLBe
received the packets from the GLWB

* Has a private IP address on a subnet that is
not referenced in any configuration
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Gateway Load Balancer (GWLB)

 Forwards traffic to the firewalls inside a GENEVE tunnel
* Load balances between firewalls in a Target Group
* Does not modify packets or packet headers
* Forwards all packets associated with a particular connection to the same firewall

« Associate with one or more subnets
» (Can load balance across multiple Availability Zones

cisco W- BRKSEC-1831 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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East West Traffic - Required Subnets

AWS

PrivateLink GWLBe
GWLB H@S‘Jb”et
e GWLBe

TGW

subnet
Transit
Outside | Gateway
_______ (TGW)

l‘.ll

-"-l EQE

\_——) | QPR

Inside

cisco Lz{/&/ BRKSEC-1931

Applications

TGW subnet

Applications

TGW subnet

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Routing East-WestTraffic

o O~ W

GWLBe
PrlvateLlnk

awis(+[¢a /\Subn_et
GWLBe Ay TGW : ® ®

®subnet @ TGW subnet
Application subnet (in source VPC)

Applications

next hop is TGW attachment — Transit

_ is:_e_ Gateway o
TGW route table (for source VPC -ih-..-‘h-. frew gApp"cat'ons
attachment) forwards traffic to \'_‘.'_'J'\'_‘.'_"
Service VPC Prasbegange s D et

TGW subnet in Service VPC next hop is GWLBe

GWLBe forwards traffic to GLWB, traffic is inspected and returned to GWLBe
GWLBe subnet next hop is TGW attachment

TGW route table (for Service VPC attachment) forwards traffic to destination VPC
TGW subnet in destination VPC is local
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Solar High level design

uster_ S
10.200.0.0/16

TGWSolar

Cluster_APP
10.201.0.0/16
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Solar Security Insertion

Cluster_mgnt
10.203.0.0/16

SEEEEEEEsEEEEEEEEEE,,

::::::..;ff'---t\ii'-'l .jl
EL T -“- Io“ C|Uster—NGFW
$ * 1020200/16

.
[ rrrrrrrrrEr R P Lt A
"asssssssssmmmnnnnns?®

(LA
. ‘--,--ll"
.
wns®

>

rm Cluster_RAVPN
- 10.200-0-0/16 ‘IIIIIIIIIIIIIIIIIII

Remote
User

siEe

¥

TGW}Solars

Cluster_APP
10.201.0.0/16
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Fastest TGW Introduction ever...

Cluster_mgnt
10.203.0.0/16

———————————— " -

T i
1 . 1
i TGW rt Inspection i
: 10.199.0.0/16 = ravpntgtVPCattachment :
f 1 10.200.0.0/16 = ravpntgtVPCattachment 1
1 10.201.0.0/16 -> apptgtVPCattachment
CIUSter_RAVPN 1 10.203.0.0/16 = mgnytgtVPCattachment C|USter_NGFW
10.200.0.0/16 : 10.202.0.0/16
ravpntgtyPC
attachmdnt Tg-NGFW-AZa
1gRAVPNAZb & b
0.200.32 072 TGW rt SPOKE [osza
0.0.0.0/0 < ngfwigtVPCattachment
10.203.0.0/16 = mgnytgtVPCattachment
") e !
) apptgtvVPC
insBRouteTableRAVPN attachment
10.201.0.0/16 = TGW-attach-VPC-ravpn
10.204.0.0/16 > TGW-attach-VPC-ravpn ClUSt ar_APP
10.201.0.0/16
v
tgAPPAZa

10.201.31.0/24
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tawrouteRAVPN

10.199.1.0/24 - insideRAVPNENIA
10.199.2.0/24 - insideRAVPNENIB
0.0.0.0/0 - ravpnigtVPCattachment

insARouteTableRAVPN
10.201.0.0/16 > TGW-attach-VPC-ravpn
10.204.0.0/16 > TGW-attach-VPC-ravpn

insBRouteTableRAVPN
10.201.0.0/16 = TGW-attach-VPC-ravpn
10.204.0.0/16 = TGW-attach-VPC-ravpn

mgntRouteTableRAVPN
0.0.0.0/0 - IGClusterRAVPN
10.203.0.0/16 > TGW-attach-VPC-ravpn

outsideAZa TableRAVPN
0.0.0.0/0 = IGClusterRAVPN

cisco Lz//&/

mgntTableMGNT

10.201.0.0/16 = mgnytgtVPCattachment
10.202.0.0/16 = mgnytgtVPCattachment
10.204.0.0/16 = mgnytgtVPCattachment
10.200.0.0/16 = mgnytgtVPCattachment
0.0.0.0/0 > IGClusterAPP

IGClusterRAVPN @

A

|
|
\

EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

&

tgRAVPNAZa
10.200.31.0/24

mgntRAVPNAZa
10.200.91.0/24

outsideRAVPNAZa
10.200.11.0/24

insideRAVPNAZa
10.200.21.0/24

Cluster_RAVPN

vpc-Obb0Oe7dc4edfa6848
10.200.0.0/16

H
= = tgRAVPNAZb
1 10.200.32.0/24
- L]
L L]
H
H

insideRAVPNAZb
10.200.22.0/24

.-

pup— ]

-RAVPN-A =

\

tgAPPAZaRouteTableAPP

0.0.0.0 > IGClusterAPP

APP rt web Aza

10.199.0.0/16 -> TGW-attach-VPC-APP
10.200.0.0/16 -> TGW-attach-VPC-APP

10.201.0.0/16 > LOCAL

10.203.0.0/16 -> TGW-attach-VPC-APP
10.204.0.0/16 > TGW-attach-VPC-APP

0.0.0.0/0 - NATgw4websolarA

= FTD-RAVPN-B
Lessmnnnns P
NATgw4websolf® mEmEm # mus

IGClusterAPP
ﬁ TransitGateway
(ERRRTItE @" Solar
- -
: mgntMGNTAZa - . @
. = I mgntMGNTAZa =
= 10.203.11.0/24 = 2 00203120008 H
- - : :
H "om =
. - = = IGClusterNGFW
= Baston-A . = Basion-B
® Us-pest-1a = = Us-east-1b =
a---&---:/-rzﬁ-----: C|USter_NGFW
mgnytgtVPCattachment vpc-031a746edabblb2ed
TGW rt MGNT 10.202.0.0/16
10.202.0.0/16 - ngfwigtVPCattachment egwIbNGFWendpointa ;
10.200.0.0/16 - ravpntgtVPCattachment [ egwlbl-\lGFWendpomtb
10.201.0.0/16 > apptgtVPCattachment H 1 . s '""":
10.204.0.0/16 - vpnroutertgtVPCattachment H N - e H
= Egwib-NGFW-AZa = = Egwlb-NGFW-AZb
ngfwtgtvPCattachmentl| ® 10.202.101.0/24 § & 10.202.102.0/24
B -
. H = u
TGW rt Inspection : I

10.199.0.0/16 - ravpntgtVPCattachment
10.200.0.0/16 = ravpntgtVPCattachment
10.201.0.0/16 > apptgtVPCattachment

10.203.0.0/16 = mgnytgtVPCattachment

ravpntgtVPCattachment

TGW rt SPOKE

0.0.0.0/0 - ngfwtgtVPCattachment
10.203.0.0/16 = mgnytgtVPCattachment

apptgtVPCattachmEﬁ

.N T ‘@*Amebsolare.

- ..
. H- .
= gAPPAZa = " 1gAPPAZb H
2 10201.31.0/24 w g 10201.32.0/24 =
- - - -
H - H
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I WebAPPAZa = % WebAPPAZL =
" 10.201.11.0/24 I % 10.201.12.0/24 &
L] - L] -
- - - -
1 Us-east-1a a & Us-east-1b =
wesssssmsnma® wesssssmsnma®
Cluster_APP
vpc-03970f4882f78640d

Tg-RAVPN-AZb

Tg-NGFW-AZa
SnfE 10.202.32.0/24

|

Mgnt-NGFW-AZa
10.202.91.0/24

Mgnt-NGFW-AZb
10.202.92.0/24

Data1-NGFW-AZa
10.202.11.0/24

Datal1-NGFW-AZb
10.202.12.0/24

Data2-NGFW-AZa
10.202.21.0/24

Data2-NGFW-AZb
10.202.22.0/24

N =/ Ve /
FTD-NGFW-A FTD-NGFW-B

APP rt web Azb

10.199.0.0/16 = TGW-attach-VPC-APP
10.200.0.0/16 = TGW-attach-VPC-APP
10.201.0.0/16 > LOCAL
10.203.0.0/16 > TGW-attach-VPC-APP
10.204.0.0/16 > TGW-attach-VPC-APP

Clusterapp 0.0.0.0/0 > NATgw4websolarA
BRKSEC-1831

egwlbendpointRouteNGFW
10.202.101.0/24 - LOCAL
0.0.0.0. = ngfwtgtvVPCattachment

tgAZa RouteNGFW
10.202.0.0/16 - LOCAL

0.0.0.0/0 > egwlbNGFWendpointa
10.203.0.0/16 = ngfwtgtVPCattachment

tgAZb RouteNGFW
10.202.0.0/16 - LOCAL

0.0.0.0/0 > egwlbNGFWendpointb
10.203.0.0/16 = ngfwigtVPCattachment

mgntTableNGFW

10.203.0.0/16 = mgnytgtVPCattachment
0.0.0.0/0 > IGClusterAPP
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Establish Tunnel

IGClusterRAVPN @ ,

RAvpnPool:
10.199.1.0/24

10.199.2.0/24
jm—

Cluster_RAVPN

vpc-Obb0Oe7dc4edfa6848
10.200.0.0/16

tgRAVPNAZa
10.200.31.0/24

mgntRAVPNAZa
10.200.91.0/24

10.200.11.0/24
0.0.0.0/0 - IGClusterRAVPN

insideRAVPNAZa
10.200.21.0/24

H
outsideAZa TableRAVPN g outsideRAVPNAZa
-

\

tgRAVPNAZD
10.200.32.0/24

mgntRAVPNAZb
10.200.92.0/24

outsideRAVPNAZDb
10.200.12.0/24

insideRAVPNAZb
10.200.22.0/24

» FTD-RAVP]

N-B
Yessmnmnnsn

S
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A EEEEEEEEEEER
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[ ]
s VR e om
] Route 53 ™
G EEEEEEEEEERY
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Access Fabastro \We

insARouteTableRAVPN

10.201.0.0/16 > TGW-attach-VPC-ravpr

g

AWS
Route 53
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IGClusterRAVPN @

D page

RAvpnPool:
10.199.1.0/24

10.199.2.0/24
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TransitGateway
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outsideRAVPNAZa

Cluster_RAVPN
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10.200.22.0/24
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FTD-RAVP
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:
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Solar

TGW rt SPOKE
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.-
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Y
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wesssssnsenn® @essmmEmEmEEs

Cluster_APP

BRKSE!

vpc-03970f4882f78640d
10.201.0.0/16 ClusterAPP
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IGClusterNGFW

Cluster_NGFW @

vpc-031a746edabblb2ed

egwIbNGFWendpointa
'.."T-?\v?.'..-
AL
Egwib-NGFW-AZa
10.202.101.0/24

10.202.31.0/24
=
WesEmEEEsm
Mgnt-NGFW-AZa
10.202.91.0/24
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10.202.11.0/24
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10.202.21.0/24

L
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\
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]
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Access Fabastro Web page

RAvpnPool:
10.199.1.0/24 IGClusterNGFW
IGClusterRAVPN @ 10.199.2 0/24
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Handling High Availability
and Scallability
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Working Together

SIIr
aws C1Sco

o Several  Faii
@ Loadbalancing independant =i
FTDv Lo

™
- @ & Autoscalling
\%
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Working Together

SIIr
aws cisco

Several i - !
@ L oadbalancing independant 1 === 5 |
q b FTDv L o7

Clustering

N
= @ & Autoscalling FTDv
J

cisco W- BRKSEC-1831 © 2023 Cisco and/or its affiliates. All rights reserved isco Public 98




No AutoScalling with Clustering YET

SIIr
aws CISCO

Several i gy |
@ L oadbalancing independant | - -
FTDv ] RS :

9@6 Autoscalling =ss=ssssssaans FTDv - [zl ..
v w

Clusterin g ‘m = | ‘
| —— “‘\
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AutoScaling or Clustering ?

TODAY SOMEDAY

Inside Swilch

1
P
etni/ gz ez |
W= 1t =
= I
[
2 [
: i | \
inside 17 Ui HE
Spanned e
port-channet 1 f !
10.1.1.1 Node 3 165.201.1
etnt/ HEE
|

_____

. FTDv
Autoscalling Clustering
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But WHY 7777

- AutoScaling more relevant ?

- Usefull Stateful HA 7
- Only Single Availability Zone
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GWLB did not support Stateful Failover until...

EC2 » Targetgroups » Solar-AS-1-lb-UnSec-tg0 »» Edit target group attributes

Edlt target gI'OUp attribUtES Info Restore defaults

Target configuration

Deregistration delay  Info
The time to wait for in-flight requests to complete while deregistering a target. During this time, the state of the target is draining.

0-3600

This attribute allows you to choose
how the Gateway Load Balancer
handles existing traffic flows after a
target becomes unhealthy or is
deregistered. The possible values
are rebalance and no_rebalance.
The default option (no_rebalance)
continues to send existing flows to
failed or drained targets. However,
new flows are sent to healthy
targets.

Target failover  Info
By default, the Gateway Load Balancer continues to send existing flows to targets, even if they have failed or are deregistered. However, new flows are sent to healthy targets.
Use the toggle switch to rebalance existing flows to healthy targets.

(P Rebalance existing flows — recommended

When you turn Rebalance

flows on, the load balancer sends
new and existing flows to healthy
targets.
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Time to redirect traffic can be ... long

Considerations:

« It is important to understand the time intervals involved in this feature. The total target failover time is a
combination of multiple time intervals. Target Failover time = (time taken to detect failed target/drain the target)
+ (time taken to synchronize the GWLB data plane and to rebalance the flow to the new target). Sum of all these
times may add up significantly and it may cause a delay in rebalancing existing flows to the healthy targets.
Specifically,

o This feature does not change the time it takes to detect target deregistration or failure. That timing is
determined by the deregistration delay or the health check configuration. For example, when a customer
configures 10 second health check interval and 3 missed heartbeats for failure detection, then the target
detection time is 10 X 3 = 30 seconds.

o

For a target that is deregistered, GWLB waits for the deregistration delay time to expire, before it starts
rebalancing the flows.

GWLB depends on TCP data segments to trigger rebalancing away from an unhealthy target. If a client's TCP
stack is retransmitting segments (because the target became unhealthy or because of other unrelated packet
drops in the network) TCP's exponential backoff can delay retransmissions increasing the time taken by
GWLB to rebalance flows. The combination of failed target health check and drastically reduced traffic
because of exponential backoff can cause the traffic to stall for a few minutes until a new TCP segment is

o

retransmitted and arrives at the GWLB.
In order for flows to rebalance faster, we recommend using the lowest possible values for health check
setting and the deregistration delay timeout. For example, setting “Deregistration Delay” to 60 seconds

o

allows flow to rebalance to healthy target in ~120 seconds.

« Enabling this feature results in rebalancing the existing flows to a healthy target appliance. Healthy target
appliances will receive these new flows without the 3-way TCP handshake. AWS partners, independent software
vendors (ISVs) and/or customer organizations building their own solutions should have logic in place that allows
target appliances to handle these new “in-transit” flows.

« Customers should check with their 1SVs to understand how they have integrated their product with this feature.
Specifically, pay attention to whether the ISV appliance is sending a reset and causing the client to restart the
connection or whether it is rebalancing the flow to a healthy target without affecting the existing flow.
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Differences Between Physical and Virtual Cluster

Physical Cluster Virtual Cluster

Data interfaces have two modes Data interfaces are in Individual interface
Individual interface mode mode (different IP addresses on different

(different IP addresses on different nodes) nodes)

Spanned interface mode
(uses EtherChannel)

CCL uses proprietary protocol over IP CCL uses VXLAN over UDP

(no transport layer protocol)

CCL uses broadcast for internode CCL uses unicast

communication . . .
Cluster requires static peer list

Dynamic node discovery
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Public Cloud Workflow - AWS and GCP ?

Auto-Registration

All the Clustermembers
auto-registers to MC

Management

For managing the
cluster, registerthe
control nodes of the

Cluster Formed
clusterto MC.

TDv comes up with
clusterformed orloins
existing cluster

Deploy

Prepare Day0
P Y Deploythe TDs along

Config with their Day-0
configurations.

Prepare day-Ostartup
configuration with
required cluster
configurations
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Day0O Config Overview
« Supports Day0 configuration on AWS and GCP platform. The cluster bootstrap
configuration can be included in the DayO config to create each node in the cluster.

« Two different options of Day0O supported for cluster creation.
« Option 1: deploys FTDv cluster with fixed set of commands.

« Option 2: deploys FTDv cluster with user configurable commands.

cisco L‘V&- BRKSEC-1831 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Day0 optio-1

uscoé

"AdminPassword": "Cisco@123123",

"Hostname": "ciscoftdv",
"FirewallMode": "routed",
"ManagelLocally": "No",
"Cluster": {
"CclSubnetRange": "10.10.55.2 10.10.55.253",

n,n

"ClusterGroupName": "ngfwv-cluster”,

srved. Cisco Public
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Day0O option-2

{

"AdminPassword": "Cisco@123123",

"Hostname": "ciscoftdv",

"FirewallMode": "routed",

"ManageLocally": "No",

"run_config": [ <<comma separated ftdv configuration>>]
}
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Day0 Option-2: run_config on AWS

"run_config": [ "interfacewni2",

"cluster interface-modeindividual force", "proxy single-arm",

"policy-map global_policy", "nameifge",

"class inspection_default", "security-level 0",

"noinspecth323h225", "vtep-nve 2",

"noinspecth323ras", "object network ccl_link",

"noinspectrtsp”, "range 10.1.90.410.1.90.254",

"noinspectskinny", "object-group network cluster_group”,

"interface TenGigabitEthernet0/0", "network-objectobject ccl_link",

"nameif geneve-vtep-ifc", "nve 2",

"security-level 0", "encapsulationgeneve",

"ip address dhcp", ’ "source-interface geneve-vtep-ifc",

"no shutdown", "nve 1",

"interface TenGigabitEthernet0/1", "encapsulationvxlan”,

"nve-only cluster", "source-interface ccl_link",

"nameif ccl_link", "peer-group cluster_group",

"security-level 0", "cluster group ftd-cluster”,

"ip address dhcp", "local-unitl",

"no shutdown", "cluster-interfacevnilip 1.1.1.1 255.255.255.0°,

"interfacevnil”, "priority 1",

"description Clustering Interface”, "enable”,

"segment-id1", "mtu geneve-vtep-ifc 1806",

"vtep-nve 1", "aaa authentication listener http geneve-vtep-ifc port 7575"
1

l W /
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cisco M/

Add Device

|| CDO Managed Device

Host:t

| 1P address or hostname

Display Name:

Registration Key:*

Group:

I None

Access Control Policy:*
| *]

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.
It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Tier (only for Firewall Threat Defense virtual 7.0 and above):

‘ Select a recommended Tier v
(] Carrier

[ ] Malware

] Threat

[ URL Filtering

Advanced

1.

Once the
AWS cluster is
created, it can
be managed
by FMC by
just registering
a node in the
cluster.

The Add
device option
present under
Add -> Add
Device section
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cisco M/

( |
Registration Key:*

Group:

{ None

Access Control Policy:*

Smart Licensing
Note: All virtual Firewall Threat Defense devit

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
| select a recommended Tier |

[ Carrier

] Malware

[ Threat

] URL Filtering

Advanced
Unique NAT ID:1

Transfer Packets

+ Either host or NAT ID is required.

Auto-Registering FTD Cluster to FMC - Step 2

eeeeeee

uuuuuu

i
e De?,\\\o‘o
L
S /
"i/

Manager details are
to be added manually
to one node of the
cluster which is been
discovered.

The auto-registration
process will
automatically take
care of adding
managers to all the
other nodes and
re|\%|ster them into the
FMC and represent
them a s a cluster
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g
Clustering in AWS

https://www.cisco.com/c/en/us/td/docs/security/secure-
firewall/management-center/cluster/ftdv-cluster-public.html

Cisco
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AUTO-SCALING




out auto-scaling 7

Application
ppl_oad

Balancer

Group details Launch template

Launch template
Desired capacity

1 It-Obed5c9e6494007cf

Solar-AS-1-ftd-launch-template [3

AMI ID
ami-0d1a9996bf3d5c6fd

Instance type

c5.xlarge

Minimum capacity

1 Network

Maximum capacity
3 Availability Zones

us-east-1a, us-east-1b

Subnet ID
subnet-0644fec4721d524b5, subnet-02d9dc57 1dabe007f

J

Amazon .
s - Amazon EC2
Cloudwatch v \ IMASTERI
Lcheck XXX I
Amazon I
EC2 .
2exceed Futo EI:ElI_I'Ig QEJP o— i — i (g create image
threshold A A
VPC
. Screate new EC2
I I Jalarm @use image
——
alarm AMI
AWS

Dynamic scaling policies (4)

Solar-AS-ScalelnCPUpolicy-kQz7JLK1h977

Simple scaling

Enabled

Solar-AS-1Cpu-low-threshold

breaches the alarm threshold: CPUUtization < 18 far 10 cansecutive periods of B0 seconds for the metric dimensions:
AutaScalingGrouphame = Solar-45.1

Remove 1 capacity units

420 secands before allawing another scaling activity

a Actions ¥

Solar-As-ScaleinMempolicy-OHLOpSvUkIVD

Simple scaling

Ensbled

Solar-AS-1Memory-low-threshold

breaches the alarm threshokd: Groupévgher < 40 For § cansecutive: periods of 120 seconds for the metric dimersions:

FmeDeviceGrouphiame = us-device-grp
AutoScalingGrouphame = Solar-AS-1

Remave | capacity units

20 saconds before allowing anather scaling activity

Cisco

.&‘/

| leOutCPUpolicy-
Simpie scaling
Enabled
Solar-A5-1Cpu-up-threshold

breaches the alarm threshald: C ion = 50 for 1
AutaScalingGroupName = Solar-AS-1

F 60 secands for the

Add 1 capacity units

420 saconds before allawing another wealing sctivity

Solar-AS-ScaleQutMempolicy-aYakjU4SNZB7

Simple scaling

Enabied

Solar-AS- 1Memony-up- threshold

breaches the sl thresholc: GroupdugMem » 70 for & comsecutive periods of 120 seconds for the metric dimersion:

fcDewceGroupNarme = aws-device-grp
AutoScalingGrouphiame = Solar-45-1

Add 1 capacity umsts

420 seconds before allowing anather scaling activity

BRKSEC-1831
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But how FTDs get configured
and register to FMC 7?
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Introducing CloudWatch and Lamda Function

» Observability on a single platform » Serverless architecture of AWS
across applications and infrastructure * No servers to manage for the code

» Easiest way to collect metrics in AWS * Built-in fault tolerance
and on-premises » Automatic-scaling

» Improve operational performance and » Lambda code can interact with AWS
resource optimization infrastructure natively

» Get operational visibility and insight » Support different languages: Python,

» Derive actionable insights from logs Node.js, Ruby, Java, Go, .NET...
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How it works”?

ScaleOUT:

CPUUtilization > 70 for 3 consecutive periods of 60 seconds
ScalelN:

CPUUtilization < 15 for 8 consecutive periods of 60 seconds

Sending CPU metrics !

L O
Launch new Instance— l] D D >

CPU Alarm
ScaleOUT

6

p " Y
Lifecycle Hook: Instance Launch——4 Instance
Launch
Event based rule triggers: New Instance Launch—=5 Success

0ol Dﬂﬁ

. FMCv:
AWS Attach Interface: Diag/Inside/Outside N :
AWS Register to Target Group Registration to FMCv

Policy Push to Device
cisco Lg/&/

BRKSEC-1831

CloudWatch monitors metrics

Based on policies new instance is
started

Lambda functions triggered to:
- Attach interfaces

- Add instance to Target group
- Register to FMC
- Push config from FMC to FTDv

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



INn my lab

1GCsolarAS Td

Solar-AS-1-vpc ™ (N
vpc-0d85434e80e5f5ed?
10.198.0.0/16

cisco La//&/

IbMGFWendpointa

A5-1-Lambda-1
10.198.50.0/24

AS-1-Tgw-1
10.198.30.0424

AS-1-Mgmt-1
10.198.250.0424

AS-1-Inside-1
10.198.100.0/24

egwlbNGFW.

;

= 10.108.157.0/24
-

AS-1-Lambda 2
10.138.51.0/24

AS-1-Tgw-2
10.198.31.0/24

AS-1-Mgmt-2
10.198.251.0/24

AS-1-Insida-2
10.158.107.0:/24

Autoscale Evénls
CPU Monitoring metrics

Cloudatch

Calling Lambda Function

Lambdfi Layer

Instane Launch

Launch Success

Instance Terminate ~ Terminate Success

AS-1-Outside-1 AS-1-Otside -2
10.198.200.0424 10.19E8.201.0/24
- Fungtion:
= Mangger
-
L]
-
-
-
. H @
- . AWS Aftach Interface FMCv.
s msEEEEEEER Registration to FMCv

AWS Register to Target Group
AWS Remove from Target Group

Deregistration from FMCv

BRKSEC-1831
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That seems
complicated to
deploy...

cisco M/



How to deploy GWLB with AutoScaling ?

- Clone repository

cisco W/

0@ DR

lambda-python-files

templates

README.md
deploy-ftdv-auto-scale-for-aws.pdf

make.py

BRKSEC-1831

Upgrading python version for AWS autoscale (#29)
Upgrading python version for AWS autoscale (#29)
Partial Update For 7.2.0. More to follow

Upgrading python version for AWS autoscale (#29)

Partial Update For 7.2.0. More to follow
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How to deploy GWLB with AutoScaling ?

#!/bin/bash

pip3
pip3
pip3
pip3
pip3
pip3
pip3
echo

[ Configuration json
1 [ README.md
- Clone repository
O awspy
| [ constantpy
- Create autoscale_layer.zip
[ custom_metric_fmc.py
O fmcpy
O lifecycle_ftdv.py
[ manager.py
kdir -p 1
mkdir -p layer . O nfwpy
virtualenv -p /usr/bin/python3.9 ./layer/
source ./layer/bin/activate O utility.py
install cffi==1.15.1
install cryptography==2.9.1
install paramiko==2.7.1
install requests==2.23.0
install scp==0.13.2
install jsonschema==3.2.0
install pycryptodome==3.15.0
"Copy from ./layer directory to ./python\n"
cp -r ./layer/lib/python3.9/site-packages/* ./python/

zip -r autoscale layer.zip ./python

cisco Lz/&/

BRKSEC-1831

Partial Update For 7.2.0. More to follow
Upgrading python version for AWS autoscale (#29)
Partial Update For 7.2.0. More to follow
Partial Update For 7.2.0. More to follow
Upgrading python version for AWS autoscale (#29)
Upgrading python version for AWS autoscale (#29)
Partial Update For 7.2.0. More to follow
Partial Update For 7.2.0. More to follow
Partial Update For 7.2.0. More to follow

Partial Update For 7.2.0. More to follow
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How to deploy GWLB with AutoScaling ?
Partial Update For 7.2.0. More to follow

. [® README.md Upgrading python version for AWS autoscale (#29)
- Clone repository
[ awspy Partial Update For 7.2.0. More to follow
h [ constantpy Partial Update For 7.2.0. More to follow
- Create autoscale_layer.zip
[ custom_metric_fmc.py Upgrading python version for AWS autoscale (#29)
1 1 1 1 O fmcpy Upgrading python version for AWS autoscale (#29)
- Tune configuration.json file
3 lifecycle_ftdv.py Partial Update For 7.2.0. More to follow
[ manager.py Partial Update For 7.2.0. More to follow
[ ngfwpy Partial Update For 7.2.0. More to follow
O utility.py Partial Update For 7.2.0. More to follow
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Configuration.json

IP@ of FMC, must be
routable to Lambda
network and FTDv
mgnt subnets

Change to TenGig if
you use Cbhb.xLarge

DO NOT set a gateway,
trust me !

cisco Lg/&/

Hit

"licenseCaps":

"fmcIpforDeviceReg™: "10.197.100.63%",

"RegistrationId™:

"cisco",

"MatId": "cisco",

"fmchccessPolicyName": "aws-asg-policy™,
"fmcHatPolicyName": "AWS-Cisco-NGFW-VMs",
"fmeInsideNicHName": "inside™,
"fmoCutsideNicName™: "outside™,

"fmcInsideNic": "TenGigabitEthernet0/0",
"fmoCutsideNic": "TenGigabitEthernst0/1",

"fmocCutsideZone™: "Cutside-sz",
"fmcInsideZone": "Inside-sz",
"MetadataServerOkbjectName": "aws-In
"interfaceConfig™: [

{

"managementOnly™: "false",
"MTU": "1500",
"gsecurityZone™: {

Thame": —

"Inside-sz"

["BASE", "MALWARE", "THREAT"],

server"”,

MUST match

Fe
"mode™: "NONE",
"ifname": "inside™,

"name": "TenGigabitEthernetd /0™

"managementOnly™: "false™,
"MTU": "15007,
—| "securityZone": {
"name": "Outside-sz"
- b
"mode™: "HCHE",
\ "ifname": "outside",
"name": "TenGigabitEthernetO/1"
b ¥
-1
"trafficRoutes": [
{
"interface™: "inside™,
"network™: "aws-metadata-server™,
\‘ "gateway e,
"metric®: "1v
E }
Fo1
=}

BRKSEC-1831
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the names in
FMC
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How to deploy GWLB with AutoScaling ?

* C | O n e re p OS ItO ry :::ct " :I\i::]etadata-sewer ::.:54,169.254

. C reate autosca | e_| aye r Zi p Zon health-check-port 8080/any other port as required
- Tune configuration.json file  |zon lOn:StsdjeSs —

- Pre-configure FMC

AWS-Cisco-NGFW-VMs

Enter Description

Rules

Filter by Device Y Filter Rules

# Direction

~ NAT Rules Before

cisco Lg%o//

Type

Static

Source
Interface
Objects

Qutside-sz

Destination
Interface
Objects

Inside-sz

Out-of-date on 1 targeted devices

Modified by "Firepower System”

Original
Sources

By any-ipvd

Original Packet

Original Original
Destinations Services
Original
Interface health-check-port

BRKSEC-1831

Translated Packet

Translated Transk
Destinations Servic

Origir
g aws-metadata-server HT
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How to deploy GWLB with AutoScaling ?

IGCsokarasT fid

( Solar-AS-1-vpc @

vpc-0d85434e80e5f5ed7?
10.198.0.0/16

- Clone repository T T

L - - -
L P L -
2 AS- 1 Eguib NGANG 1 = AS-1-Egwib-TIGRNZ

0.198.1500/24 = 2 =

- Create autoscale_layer.zip { ol |

. H
" AS 1lambda-1 % AS-1-lambda-2 =
D D1gBSRO24 . 81019851024 |
- L -

- Tune configuration.json file

. .
. : :
" ASI-Tgw1 " = AS-I-Tgw2 °
: 10.198.20.0/24 = : 1019E31.0M24 =
:
.

+ Pre-configure FMC R T

§ 10.128.250.0/24 4 o 10.198.251.0/24 H
"
-

- Deploy in CloudFormation infrastructure_gwlb.yaml “'“'* ﬂm

- L] u -
i AS 1-Ouside1 % & AS-1-Ouiside2 *
" 101982000/24 & % 10.198201.0/24 =
- L - -

b
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How to deploy GWLB with AutoScaling ?

- Clone repository
lambda-python-files Upgrading python version for AWS autoscale (#29)

® C reate a UtOsca | e_l aye r . ZI p templates Upgrading python version for AWS autoscale (#29)

. . . . [ READMEmd Partial Update For 7.2.0. More to follow
° Tu n e CO nfl g U ratl O n J SO n fl | e [ deploy-ftdv-auto-scale-for-aws.pdf Upgrading python version for AWS autoscale (#29)
B makepy Partial Update For 7.2.0. More to follow

- Pre-configure FMC
- Deploy in CloudFormation infrastructure_gwlb.yaml
- Use « python3 make.py build » to create all ZIP file needed in Target

cisco M. BRKSEC-1831 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 126



solar-autoscale o

How to deploy GWLB with AutoScaling ? - — ~— -

- Clone repository o
- Create autoscale_layer.zip

- Tune configuration.json file

- Pre-configure FMC

DDDODDPDDRPO@PD Z

- Deploy stack in CloudFormation infrastructure_gwlb.yaml
- Use « python3 make.py build » to create all ZIP file needed in Target

- Copy all files in S3 bucket created by infrastructure_gwlb.yaml

cisco M. BRKSEC-1831 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 127



solar-autoscale o

How to deploy GWLB with AutoScaling 7 = e e e
. Clone repository = '

- Create autoscale_layer.zip

- Tune configuration.json file ‘

- Pre-configure FMC

DOPFPFE Z

=@

)]

- Deploy stack in CloudFormation infrastructure_gwlb.yaml

- Use « python3 make.py build » to create all ZIP file needed in Target
- Copy all files in S3 bucket created by infrastructure_gwlb.yaml

« Deploy stack in CloudFormation deploy_ngfw_autoscale_with_gwlb.yaml
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out auto-scaling 7

Application
ppl_oad

Balancer

Amazon
Cloudwatch

Lcheck

r

T Amazon EC2
‘ IMRASTERI

Group details

Desired capacity
1

Launch template

Launch template
Solar-AS-1-ftd-launch-template [3
1t-Obed5c9e6494007cf

AMI ID
ami-0d1a9996bf3d5c6fd

Instance type

c5.xlarge

Minimum capacity

1

Maximum capacity
3

Network

Availability Zones Subnet ID

us-east-1a, us-east-1b

subnet-0644fec4721d524b5, subnet-02d9dc57 1dabe007f

Dynamic scaling policies (4)

Solar-AS-ScalelnCPUpolicy-kQz7JLK1h977
Simple scaling

Enabled

Solar-AS-1Cpu-low-threshold

Solar-As-ScaleinMempolicy-OHLOpSvUkIVD
Simple scaling

Ensbied

Solar-AS-1Memory-low-threshold

a Actions ¥

breaches the alarm threshold: CPUUtHization < 10 far 10 cansecutive periods of B0 seconds for the metric dimensions:

breaches the alarm threshokd: Groupévgher < 40 For § cansecutive: periods of 120 seconds for the metric dimersions:

J

’ EC2 .
2exceed B i o R | create image
threshold A A
VPC
® Screate new EC2
I I I Jalarm @use image
——
alarm AMI
AWS

AunScalingGroupName = Solar-45-1

Remove 1 capacity units

420 secands before allawing another scaling activity

FmeDeviceGrouphiame = us-device-grp
AutoScalingGrouphame = Solar-AS-1

Remave | capacity units

20 saconds bafors sliowing another scaling activiny

Cisco

.&‘/

| leOutCPUpolicy-
Simpie scaling

Enabled

Solar-A5-1Cpu-up-threshold

breaches the alarm threshald: C ion = 50 for 1

AutaScalingGroupName = Solar-AS-1

Add 1 capacity units

420 saconds before allawing another wealing sctivity

F 60 secands for the

Solar-AS-ScaleQutMempolicy-a¥akjU4SNZB7

Simple scaling
Enabled

Solar-AS-1Memory-up-threshold

breathes the alarm threshels GroupiugMern » 70 far 4 eansecutive periods of 120 seccnds for the metric dimemsioms:

fmcDeviceGrouphame = aws-device-grp
AutoScalingGrouphiame = Solar-45-1

Add 1 capacity umsts

420 seconds before allowing anather scaling activity

BRKSEC-1831
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Time to start Instances in Average

FTDv FIRST start : 15 mins

FTDv other starts : b mins

FTDv snapshot starts : 5 mins

cisco Lz/@/



Deploy FTDv Instance For Snapshot

» Deploy FTDv with the 7.2 cloud image.
« Ref: FTDv install in AWS / FTDv install in Azure

- Make sure it is not registered to any manager.
- It is expected to have clean setup for snapshot creation.

» show wversion
——————————————————— [ firepowsr ]-———————————————————

Mode : Cisco Firepowsr Threat Defense for AWS (75) Version 7.2.0 (Build 10)
UUID 1 cgaas530-e0ld-lleb-aféd-8edd2sldecln
VDB warsion : 344

> show snapshot detzil
NotT & snapshot instance.
>

> show managers

No managers configured.
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Prepare Deployed FTDv For Snapshot:

) > expert
Go to expert mode ?/S%dmin@FTDvbaseimg:-vli sudo su
prompt root@FTDvbaseimg: /home/admin# prepare_snapshot

Hypervisor type is A
» Execute

“prepare_snapshot” _ _
- sokoriolkolkkkk Prepare the instace for image snapshot scksksokskorsoksoksokokoksk
- This step shuts down the

instance after required

processing. This script will remove all lina config, deployed policies,
configured manager, uuids. After all operation it will shutdown
the instance. Post shutdown, you can take snapshot from the instance.

Do you want to coninue [Y/N]: |

Above example is from AWS FTDv Instance. Same steps can be followed for Azure.
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Prepare Deployed FTDv For Snapshot: (Contd...)

« Optionally you execute
“prepare_snapshot -f”
"-f" option removes user
input prompt and directly

execute the script without
any warning.

« This step shuts down the
instance after required
processing.

» Once the instance stopped
properly, you can create
snapshot image.

cisco Lz/&/

> expert

admin@FTDvbaseimg:~% sudo su

rootPFTDvbaseimg: /home/admin# prepare_snapshot -f

Hypervisor type is AWS...

Collect data for current instance

Removing manager from device.

Removing all managers from device.

Manager is going to be removed permanently.

Waiting for 397d75ac-5déd-1lec-aa2f-céb548e3df74 instance 1 socket
Waiting for 397d75ac-5déd-1lec-aa2f-céb548e3df74 instance 1 socket
Waiting for 397d75ac-5d6d-1lec-aa2f-c6b548e3df74 instance 1 socket
Manager has been removed permanently from FTD.

Clean all DE_Config...

Clean all sensor policy uuid from the system.

Clean DE_engine ID: 397d75ac-5déd-1lec-aa2f-c6b548e3df74

copy exiting uuid as orig_uuid to snapshot instance

Remove uuid from ims.conf

sed: couldn't open temporary file /ngfw/etc/rc.d/init.d/sedzLASnr: Read-only file system
Touch snapshot flag for FSIC optimization

Remove device serial no

Clean all lina config...

The lina config command is executed.

Check for file system integrity before taking snapshot.
Shutdown the instance to take snapshot...

Broadcast message from root@FTDvbaseimg (pts/@) (Wed Dec 15 86:23:13 2821):

The system is going down for system halt NOW!
root@FTDvbaseimg: /home/admin# ||
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Cisco Secure Dynamic
Attribute Connector and
FTD Dynamic Groups
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Problem Statement

- Application/workload changes happen
more often

- Multiple Security domains

cisco W/



Dynamic Objects in Action
Automatic Without policy deployment

SFtunnel Update Managed

FM -
_ C Firewall
Dynamic Feed Update (Automatic Without policy deployment) .‘-.
m [ ]

& T Gy T Tt T T iQpE
\'.__> Workload A

. Destination
Name Source Networks Dest Networks Dest Ports Source Dynamic Dynamic Action %R A Bwm o
# Attributes
Attributes _ _
~ Mandatory - Secure Policy (1-1) = 0=
1 Worklaod A HTTPS Workload_A © Allow Horsyg _ _

Dynamic Object Content:

10.0.0.4

Workload_A:
10.0.0.5
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How do | ingest all those different attributes to build
firewall Policies ?

RETERRRTTRRRTE

----------------

Attribute-Based
Policy

cisco W-/ BRKSEC-1831 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 141



Cisco Secure Dynamic Attribute Connector

Dynamic Mappings
Object
Linux- P172016.0.1 tg

Servers 1 172.16

Windows— 10.0.1.
iindows 001,
Servers
.1,
Powered-On 10.0.1.14
i Inll

cisco Lzﬁo//

Providers

Name Connector Query
% 0s = 'RHEL 7 (64-bit) &
Linux- g OR H
Servers 2 08 = 'Cent0S 7 (64-bit)’ &
os = 'MS Windows Server 2016 (64-bit)’ B
Windows- | o, D) N vCenter / NSX
S AND - ' Connector
pPower=‘running’ | ST -=---=-===-=== 1~
R -~
1 0365
Power=‘running’ 1
Powered- | \Conter | @ Connector

AND
(network="PROD_NETW' OR host="NODE1’)

CSDAC (Container)

BRKSEC-1831

HO
HO

iHO
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Attribute Based Policy - CSDAC Attributes

# Name Source Zones

> Mandatory - Attribute-Based Policy (-)
~ Default - Attribute-Based Policy (1-9)

3 Machine Authentication Corporate_VN
6 0365 Access Corporate_VN
9 Cloud App Access Corporate_VN

Dest Zones

Shared_Services

External

WAN

Destination Dynamic
Attributes

Source Dynamic

Attributes Action

P

Users

Docs Dot
0

vCenter / NSX
Dynamic Objects
avmware

:VMWare_ActNe_Directory E QAIIOW

AD_Services Machine_Auth

L J
0365 Public@P

HTTPS 0365_Common

lab-local/Domain Users HTTP Ay : 0365_Exchange
= 0365_SharePoint

© Allow

Public Cloud Tags
aws £) A Azre

HTTP
HTTPS

R TR o
= Azure_Intranet_Service © Allow

Employees

cisco Lg/&/
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Attribute Based Policy

b=

Name Source Zones Dest Zones Users

#
> Mandatory - Attribute-Based Policy (-)

Dest Ports

~ Default - Attribute-Based Policy (1-9)

1 Workload_1

laT_VN

2 loT Support Service

3 Machine Authentication

Corporate_VN Shared_Services

SNMP
4 Pril ol Corporate_VN Data_Center_Edge ICMP-PING
> Spooler_Service =
ok
Google+
5 Block Social Media WIN External Instagram
Tinder
Twitter
6 0365 Access Corporate_VN External : lab-local/Domain Users = /iy HTTPS
Sasssasnsnsssnsnnnnnnnnnnnn HTTP
7 SecureX Threat Containment Corporate_VN Data_Center_Edge
& : 7
g ISE Threat Containment Corporate_VN Data_Center_Edge S€ecure >\
9 Cloud App Access Corporate_VN WAN

Source Dynamic

Attributes Action

& vmware

1
(=¥,

L
WorkloadObj_615c486dc® WorkloadObj_615cB066483

loT_Support E

loT

© Al

© Allow

* VMWare_Active_Directory ¥

Machine_Auth

! RICOH-Aficio-SP- CSZDDN'
: Xerox-WorkCentre-5030 IAPIC_A_ESG_Print Ser\rers E"MQL 000
: Xerox-WorkCentre-5135 =

wasssssssssnnnsnnnnnnnnnnnnn s

ACONTACIONS . aas,
Bra nch Loc al|0ns -

@ Block

= 0365 Common 'E

: 0365_Exchange © Allow

: 0365_SharePoint
© Allow

SecureX_Quarantined_IPs:

SecureX, Susplr:lous IPs = Honeypot_Service

Honeypot_Service Q Allow

. Azure_HR_Workload H

cisco Lz//&/

BRKSEC-1831

: Azure_lntranet_Ser\.rlce .‘V\e Allow

aws £y A Azure

A
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The New Cloud Form Factor

[ ] L
| CSDAC o E CSDAC in CDO’s o— CSDAC in FMC

(Linux Machine) Tools & Services "'

Dynamic Attributen Co Q o man e .
! yramic -
o) Atributes Connacies Aibdes  Adaplers Admosiaie <l
Connect TN
Connectors Dashboard
A vmrrasion -
2w meemswe | s o
Gt Gamnact Gt =
S — — = o
nnectar VCerter

Standalone Cloud Delivered Built In
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Provide Remote Access

« FTDv with Anyconnect
« DUO Network Gateway

cisco La//&/



Cisco Secure Remote Worker Validated Design

& aws cioud

Amazon Route 53

Remote
Worker

VPN user
connects to
firewall

E HubVPC - 10.0.0.0/16

Availability Zone

Public Subnet Private Subnet

outside inside
10.0.1.0/24 10.0.2.0/24

1 1
i i
1 1
i !
! !
1 1
I !
1 1
i i
| !
T ' 1
. ENI-1 ENI-2 .
i !
! !
i i
i !
1 1
! !

Avalilability Zone
Private Subnet

Public Subnet

outside inside
10.0.4.0/24 10.0.5.0/24

Availability Zone

Public Subnet Private Subnet

outside inside
10.0.7.0/24 10.0.8.0/24

VPG
atiachment

VPC

attachment

E Spokel VPC - 10.1.0.0/16

Private Subnet

Web
10.1.1.0/24

10.1.1.100

Spoke 1-WebServer

Amazon EC2

poke2 VPC - 10.2.0.0/16

Private Subnet

Web
10.2.1.0/24

10.2.1.100

Spoke2-WebServer

Amazon EC2

Data Center - 10.3.0.0/16

"B

BRKSEC-1831

VPN Load balancing using Route53

AWS Route 53 maintains host record
for each firewall

TTL is defined on AWS Route 53

AWS Route53 health check to monitor
firewall

Each AZ may have multiple firewalls

Cisco ASAv or NGFWv acts as a VPN
concentrator

Transit Gateway connects VPC using
VPC attachment

Transit Gateway connects to Data
Center using VPN attachment
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tawrouteRAVPN

10.199.1.0/24 - insideRAVPNENIA
10.199.2.0/24 - insideRAVPNENIB
0.0.0.0/0 - ravpnigtVPCattachment

insARouteTableRAVPN
10.201.0.0/16 > TGW-attach-VPC-ravpn
10.204.0.0/16 > TGW-attach-VPC-ravpn

insBRouteTableRAVPN
10.201.0.0/16 = TGW-attach-VPC-ravpn
10.204.0.0/16 = TGW-attach-VPC-ravpn

mgntRouteTableRAVPN
0.0.0.0/0 - IGClusterRAVPN
10.203.0.0/16 > TGW-attach-VPC-ravpn

outsideAZa TableRAVPN
0.0.0.0/0 = IGClusterRAVPN

cisco Lz//&/

mgntTableMGNT

10.201.0.0/16 = mgnytgtVPCattachment
10.202.0.0/16 = mgnytgtVPCattachment
10.204.0.0/16 = mgnytgtVPCattachment
10.200.0.0/16 = mgnytgtVPCattachment
0.0.0.0/0 > IGClusterAPP

IGClusterRAVPN @

A

|
|
\

EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

&

:
H

{QRAVPNAZa = = {gRAVPNAZb %

10200.31.0/24 5 ® 10.200.32.0/24 &

L] - -

L] - L

H H

H :

mgntRAVPNAZa .
H

10.200.91.0/24

outsideRAVPNAZa
10.200.11.0/24

insideRAVPNAZa
10.200.21.0/24

Cluster_RAVPN

vpc-Obb0Oe7dc4edfa6848
10.200.0.0/16

insideRAVPNAZb
10.200.22.0/24

p——

-RAVPN-A =

.-

\

POD1-VPC-

@
..........@

.
: i :
L MONMGNTAZe . I mgniMGNTAZa
2 102 I = 10.20312.0/24 *
. . H
. H B
. . H -
H Bastion-A g = Bastion-B 3

.

: Us—vei:m;}%smb :
asssnsyunmna® - sesmnnmun®

mgnytgtVPCattachment

10.202.0.0/16 - ngfwigtVPCattachment
10.200.0.0/16 - ravpntgtVPCattachment
10.201.0.0/16 -> apptgtVPCattachment
10.204.0.0/16 - vpnroutertgtVPCattachment

ngfwtgtVPCattachment
TGW_sec o
10.199.0.0/16 - ravpntgtVPCattachment
10.200.0.0/16 = ravpntgtVPCattachment
10.201.0.0/16 > apptgtVPCattachment
10.203.0.0/16 = mgnytgtVPCattachment

ravpntgtVPCattachment

TGW SPOKE

0.0.0.0/0 - ngfwtgtVPCattachment
10.203.0.0/16 = mgnytgtVPCattachment

D

tgAPPAZaRouteTableAPP

0.0.0.0 > IGClusterAPP

APP rt web Aza
10.199.0.0/16 = TGW-attach-VPC-APP
10.200.0.0/16 = TGW-attach-VPC-APP
10.201.0.0/16 - LOCAL
10.203.0.0/16 = TGW-attach-VPC-APP
10.204.0.0/16 = TGW-attach-VPC-APP
0.0.0.0/0 > NATgw4websolarA

= FTD-RAVPN-B
Lensmnnnnsn apptgtVPCattachment
NATgw4

JlarA NATgw4websolarB
I LTI
T TN
= 1gAPPAZa = " tgAPPAZb H
» 10.20131.0/24 » 3 10.201.32.0/24 =
- - - -

H - H
- - - -
I WebAPPAZa = % WebAPPAZb =
* 10.201.11.0/24 § ® 10.201.12.0/24 &
[ ] - - [ ]
- - - -

: Us-east-1a = 1 Us-east-1b =
wesssssmsnma® wesssssmsnma®
Cluster_APP
vpc-03970f4882f78640d

10.201.0.0/16
-I68BisterAPP

AutoScale-FMC-IGW

( Solar-AS-1-vpc \

vpc-0d85434e80e9f5ed7
10.198.0.0/16

egwlbNGFWendpointa egwlbNGFWendpointb
S wesmamnna i
) M
= .
= AS-1-Egwib-NGFW2 1
= 10.198.150.0/24

_-------r@/‘;'t e
al i
1 AS-1-Egwib-NGFwW=
2 .
210.198.151.0/24

.
2 AS-1-Lambda-2
10.198.51.0/24

AS-1-Lambda-1
10.198.50.0/24

|

AS-1-Tgw-2

AS-1-Tgw-1
=50 10.198.31.0/24

AS-1-Mgmt-1
10.198.250.0/24

AS-1-Mgmt-2
10.198.251.0/24

AS-1-Inside-1
10.198.100.0/24

AS-1-Inside-2
10.198.101.0/24

AS-1-Outside-1
10.198.200.0/24

AS-1-Outside-2
10.198.201.0/24

= ]
FTD-NGFW

i
FTD-NGFW

(

APP rt web Azb

10.199.0.0/16 > TGW-attach-VPC-APP
10.200.0.0/16 -> TGW-attach-VPC-APP
10.201.0.0/16 = LOCAL
10.203.0.0/16 > TGW-attach-VPC-APP
10.204.0.0/16 = TGW-attach-VPC-APP
0.0.0.0/0 > NATgw4websolarA
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IGClusterNGFW

@

egwlbendpointRouteNGFW
10.202.101.0/24 - LOCAL
0.0.0.0. = ngfwtgtvVPCattachment

tgAZa RouteNGFW
10.202.0.0/16 »> LOCAL

0.0.0.0/0 - egwlbNGFWendpointa
10.203.0.0/16 = ngfwtgtVPCattachment

tgAZb RouteNGFW
10.202.0.0/16 - LOCAL

0.0.0.0/0 > egwlbNGFWendpointb
10.203.0.0/16 = ngfwigtVPCattachment

mgntTableNGFW

10.203.0.0/16 = mgnytgtVPCattachment
0.0.0.0/0 > IGClusterAPP
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What is Duo Network Gateway ?

The Duo Network Gateway
enables organizations to
provide Zero Trust Remote
Access to web applications,

Remote Desktop or SSH \
servers without the ‘ ’ d Iternal et
requirement of a VPN. '

Duo Cloud Service
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DNG Use Cases for FabAstro...or else

- An Accountant requires access to the on-premises Confluence instance to
view internal documentation.

- A Software Engineer needs to push code to their internal repository.

- A Support Engineer needs access to a web portal that allows adjusting a
feature flag for a customer.

« A Systems Architect wants to connect to a bastion host, switch, etc. without
connecting to the VPN.
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What the CloudFormation Deployes

U AWS Cloud | T e '
AWS Cloud Availability Zone 1 Availability Zone 2

@ Public subnet E Public subnet

(&) vPC

NAT gateway NAT gateway Amazon Route 53

. Private subnet

E AWS Certificate Manager
e |
Elastic Load

Duo admin server

. Private subnet i

1 Balancing

I AWS Systems Manager
e i Redis ) i E E

o @ ! replication | P Am 3

i | | ElastiCache for Redis : group ElastiCache for Redis | ; azon
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DNG In FabAstro: Access for Admins

O
VPC-fabastro-main amet gieway VPC-mgnt
------------------------------------ =" r - al
. Ingress Service VPC Availability Zone - US-east-1a 1 ! Availability Zone - US-east-1a |
1 ' '
__________________________ 1 I 1
r bl Public H web Subnet H App Subnet . DB Subnet | " . Mgnt Subnet '
: Availability Zone ! Subnet H . '
1 i 1
s O] = ]
: - Subnet : ! ' - '
' ' '
[ [ PP doA-{abero I ' Bastion-1 '
' 4 (. - J
' n
! bl = == bl
I 1 ! Availability Zone - US-east-1b  hemix gateway
' I ' v
. 1 ' '
1 ' Mont Subnet '
r 1 1 1
I Ll 1 1
B3- B B o] o B | | @ @
| 4 Subnet Subnet Subnet bB-abastro ) . Bastion-2 :
! Y e e e e e m e mmmm e ——— e ————————— 4 Cmmmmmm e e = == El
AT
'
i
' Mgnt
' Subnet
---------------- - AWS Transit I [ram|
Availability Zone ' Gateway Q U
B . e v
' ' ility Zone - us-east-1a '
\ ' '
' '
Public Inside : ' - login Subnet
Subnat Subnet VBCDiR ONG fabiises T 7 © O r e . H
: o Scateg ) Redis replication Groupt ' '
! Public Subnet 1 Private Sunet 14 ' " . ' '
'
o J N ' ! @ webi-iogn .
B e ' L - 2
i : -
Public Inside ToW ' r Avaliab 0 . N
Subnet Subnet Subnet Duo Poral H | wailabiNty Zgh - Us-easi-1o .
-L ' '
Public
0 :_ : ) LoginSubnet :
Intemet gageway : ! . [
Mgnt I 0 : :
Subnet ' ' f \ webB.login |
/ ; I
LIRS .. g 4
__________________________ 4 ] 1 il
' HE
! Duo AdminServer '
I ’ )
hadelieacascaannysenaspacanannennsee €
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DNG in FabAstro: Web portal for Privileged Users

VPC-fabastro-main ! VPC-mgnt
---------------------------------- r - al
ﬂ Ingress Service VPC Availability Zone - Us-east-1a ' | Availability Zone - US-east-1a |
1 ' '
__________________________ I ' '
hl H web Subnet H App Subnet . DB Subnet ' . Mgnt Subnet 1l
Availability Zone H " '
' i ' '
s O] = )]
Subnet : ! ' . '
' ' '
. webA-fabasiro appA-fabastro dbA-fabstro | , = .
) 1 ] | bCeagpgreccccscaaa= - - - - -—--- - - - -
Inside 7] f - 4 - 7
Subnet L Subnet .
' Eesss==s=== m=———— === o r- = A
' Availability Zone - US-east-1b ' ! Availability Zone - US-east-1b et gateway
' ' ' v
__________________ J O - 1 ' '
__________________ P m web Subnet ' ' . Mont Subnet '
hl 1 1 1
' Ll 1 1
B a o] B | B
Subnet ! bB-abastro ) . Bastion-2 :
L 4 Cmmmmmm e e = == El
NaT
Mgnt J
Subnet
---------------- - AWS Transit I [ram|
Availability Zone ' Gateway Q- U

e O ;) [
Subnet Subnet

- VBC Do DNG @b T 5 r
WRedis rephcation Groupt

*
Auto Scaling |

S [ (1 /A U o insrngt fasenay
Subnet . '
'
'
:
L
L
'
:
‘

r
' |

' Public Subnet 1 Private Sybnet 1A
' '

'

'

|

I

'

!

'
'
'
_______ = ' y———
it |
Tow : A o/ - "~ "°°° N
D Duo Porfal f ! Availabihty 28 - Us-east-1o !
- s I ! I
Public o
& - - :. : Sbnet (=] LoginSubnet :
on
[ Public Subnet 2 m PvnamSu+rm2A Mﬁ;‘l : ! . :
) 1 Lond Batance
'
,_J N | @ webB-login .
=l = e j
__________________________ |
'
'
'

Ouo Porlal Duo AdminServer
'

I
I
I
I
'
I
I e
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Using DNG to access FabAstro Admin Portal

&« C @ admin-portalfabastro.com oOn &

Q Search fab v
rd
amazon - g
Amazon Web Semvices - Single _ :
gt SSH - Bastion FMC Fabastro

Remote Desktop
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Management

and automation

N\,
3
S



How do | manage my FTDs ?

Cisco Secure Firewall
Management Center :

- OnPrem (hw & virtual)
- In AWS
- Cloud-Delivered -> CDO

BRKSEC-1831 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 157



Logging and Analytics

. OnPrem (&inside your AWS) - Cloud Delivered FMC
. Can retain onPrem FMC for Logging &

- “inside your FMC” Analytics only
. Additional Log retention via SAL (Additional Log retention via SAL onPrem available)
onPrem available - Common
- With no extra License - Syslog
- Only Security Events in SSE/Sec X/ CTR . Netflow
- License Logging&Troubleshooting - estreamer

. CDO Unified Event Viewer
. CDO Dashboards
- License Logging, Analytics & Detection

- The Above + Secure Cloud Analytics applied on
Firewall Logs

. License Total Network A & D

. The Above + Internal Network Telemetry (Local
Sensors)

cisco M/ BRKSEC-1931
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Question about automation 7

In AWS

AWS
CloudFormation

cisco Lg/&/

Ecosystem solutions

:
_V

Terraform

ANSIBLE



Better than slides...

https://developer.cisco.com/secure-
firewall/cloud-resources/#directory-cisco

cisco W/



Security through
visibility

Native to AWS
Cisco Secure Cloud

Cisco Secure Workload

cisco La//&/



How do we address this with Secure Workload?

Contain lateral movement

Microsegmentation Q

Identify behavior anomalies
Process and communication

Continuously track
security compliance

Reduce attack surface
. . Software vulnerability
Policy compliance
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Identity

AWS Identity & Access
Management (IAM)

AWS Organizations
AWS Cognito
AWS Directory Service
AWS Single Sign-On

cisco Lz//&/

AWS Security Solutions

©

Detective
control

AWS Security Hub
AWS CloudTrail
AWS Config

Amazon
CloudWatch

Amazon GuardDuty
VPC Flow Logs
AWS Detective

Secure Cloud Analytics

Infrastructure
security

AWS Control Tower

Amazon EC2
Systems Manager

AWS Shield

AWS Web Application
Firewall (WAF)

Amazon Inspector

Amazon Virtual Private
Cloud (VPC)

Secure Cloud Workload

BRKSEC-1831

AWS Key Management
Service (KMS)

AWS CloudHSM
Amazon Macie
Certificate Manager

Server Side Encryption

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public

Incident
response

AWS Config Rules
AWS Lambda
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AWS GuardDuty & Secure Cloud Analytics

. DNS Detections with DNS logs v Correlation of SCA Detections & GuardDuty
. Detections on EC2, S3, IAM v Unsupervised & Supervised Analytics
. Easy to activate & out-of-box detections v Advanced detections on network traffic

(baselining >30 days)
v Unsupervised Analytics

<

Encrypted Traffic Analytics

AN

Combined visibility of all logs

AN

Customized alerts for compliance

N

Enhanced investigation with drill-down into
dataset

https://aws.amazon.com/blogs/apn/cloud-posture-and-threat-analytics-with-cisco-secure-cloud-analytics/
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https://aws.amazon.com/blogs/apn/cloud-posture-and-threat-analytics-with-cisco-secure-cloud-analytics/

.
I II
siramazon f) Google
P webservices

Cloud Platform A AZU re

Native flow logs and services (CIoudTrall Cloudwatch, Advisor, GuardDuty

Lambda, Stackdriver...)
.  Secure Cloud 7
“oo  Analytics -7
PRIVATE CLOUD u o~ *”
[. . ON-PREMISES NETWORK
;\I. 5
kubernetes Network V\ ) S &7
Containers _ telemetry Network  Adapter

=" \/irtualization '

telemetry
B
1)
cisco Lz/&/

BRKSEC-1831
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Secure Cloud Analytics Engine

Cloud Security Maturity

« Visibility
What do we have, and how important is
it to our business?

Configuration Risk Exposure

« Compliance
Am | following best practices and
regulatory guidelines?

« Security Posture
Are resources being locked down
properly?

« Internal Policy
Are resources & users following our
established guidelines?

« Advanced Detection and Response
How effectively can | detect and respond
to a breach?

cisco M. BRKSEC-1831 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 167



Cloud Insight




Cloud Insight Use Cases

Understand
Automatically build relationships across assets

assgfs”% anne;%\c/glratii tlgvrear;tr?ryir?tfc;cr?%eltri and detect how they interoperate. understand
y y d d the impact of a breach and the status of

and hybrid cloud environments .
’ Secure Cloud compliance
Insights Core

Discover

Stay alert to enforce policy and
maintain continuous security &

compliance across their entire cyber
asset base.

Right-size the effort and resources to
respond to threats and manage risk in
your global cyber asset base.

Act
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Secure Cloud Insights
Beyond Cloud Security Posture Management (CSPM)

Easily identify security Complete visibility into Attack Surface
Management

and compliance gaps your security posture

Continuous audits with breadth and Inadvertent exposure of sensitive Identify the blast radius - who and
data in the cloud what else could be affected by this

depth of standards out-of-box, fully
incident

customizable
Visualize and navigate complex

relationships with ease Identify the root cause - how did the

Simple evidence collection and
attacker access assets

helpful alerts to avoid compliance

drift and security incidents Natively detect Cyber Assets in the

cloud based on multiple data types Identify Security gaps and risks - How

cloud an attack access assets
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Secure Cloud Insights High level Architecture

Asset discovery & mapping }

N’
ldentity assets and entities
across multiple data sources.
Correlate and map asset
relations across multiple data
Native Data Ingestion sources Alert and Respond
Integrate with data sources in q p Shares alert findings to
the cloud or on prem natively Oo-®-0O ticketing alert correlating
through available APIs or data systems upon detection
streams. d b
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API| First and Cloud Native

Asset Inventory

Power-ups

Web Apps

Graph

Visualization Smart Search

Secure Cloud

Insights Core

Compliance

Policy Builder More

L]
Github / Okta / - .
AWS N . Vulnerability Security .
Bitbucket OnelLogin Jira Slack PagerDuty
(cloud) (dev) (1dP) Scanners Agents
DATA WORKFLOW

cisco W/

Managed Integrations

BRKSEC-1831

BYO Apps
Your Apps and Your
Dashboards Automation

Public APIs
and
Open SDK

Your
Custom
Data
Sources

Custom Integrations

Partner
Solutions

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Query Through Use Cases

QUESTION |s public access enabled for any S3 Bucket?

7% Incident Scope and Response

OQUERY  Find aws_s3_bucket with classification = 'public’ L)

wyoming-mesh-wooden-square- § X

- S J Compliance Check

— aws_s3 bucket

DataStore

»
Everyone (Public:Global)

Properties Tags Metadata Raw Data

music-avon-arizona-consultant-tasty-service-b

Q_p
g;&-g Attack Surface Management

i BucketOwnerPreferred
sy @) i st R Qa Configuration Change Detection

8aaf42d1238c4debbca2f7?dfaccibadce4b19f

bandwidth-transform-oregon-licensed-service-buck 3a86b431e9abOcefbdeocbdeOadcbasddese2
7ad?
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Asset Discovery

- Native integrations allow for

B e simple discovery of assets
atactory e o © e from across the
o a. o A security program
¢ | ==¢ | ene | ene TEE : . API-driven

_— _— — e configurations use read only
?" credentials to ingest data
- - O & with no installations or
o © © o o deployments
o
° o o o
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- Discover and classify assets
by type including endpoint,
datastore, policies, security
groups and many others




Relationship Mapping

-

jewelery-wisconsin-open-source-service-sg

bedfordshire-tuna-forward-marketing-service-sg

Hilll - Kunze-instance

Rau- Schmidt-instance

vpn

o~

Internet

@

PROTECTS

bedfordshire-tuna-forward-marketing-service-sg

«
Rau - Schmidt-instance

S

HAS

a —'/

vpn

cisco Lz//&/

BRKSEC-1831

 Relationships between
assets are discovered via the
integrations and are mapped
together automatically

« Here we see:

« Security groups allowing
access to the internet

« The instances they protect

* The subnets those instances
are on

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Context for Incident Response

"221.100.142.42"

Walk the graph of data o
by expanding nodes and
view their relationships

- QO - W
& Rau - Schmidt-instance i
Identify the impact of e T — R A0 S SO
. vol-014fmudyz2um9uéwl

a compromised asset il e e
and what can an attacker
do next o o

acl-6aeaa791 “rchitect-copy-multi-byte-pink-falkland-supervisor-car-gold-service-keypair|
Find relevant context to - Wy St
an incident in a matter of EC2
Secon d S eni-ef60952e976b9147a

ergonomic-leverage-soft-program-solutions-walk-pixel-fish

@ 0 g~ 0 ¥ X

]

turquoise-street-orchestrator-dynamic-paradigms-array-service-aOcieh3kyh-role
aws_inspector_finding X 3

cisco Lz/&/

BRKSEC-1831
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| <

Cross Environment investigation

Find aws_account that has aws_iam that has aws_iam_role as a that (trusts|assigned) (Account|AccessRole|User|UserGroup) as b where a.tag.AccountName!=b.ta

]
(©)
@)

JESTION  AWS Cross-Account Assume Role Trusts Diagram*

&

aws_iam_role X 2

e

aws_iam_role X 12 &
DeveloperExternal

o

DeveloperintegrationsExternal

aws_account X 2

JupiterOne Vendor Account

jupiterone-dev

Security

cisco W/

BRKSEC-1831

- Complex relationships

cross-account trusts,
VPC peering, vpc
endpoint policies, 1AM
policies, load balancer
configurations, and
more are all
automatically
discovered

Discover the cross
environment “Blast
Radius” and the risk of
a threat propagating
across cloud accounts

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Alert on security policies

Create Rule Create Rule Create Rule

[0 = SEND_EMAIL

1 = catig s NINCIbaNT - Transform security queries into
policies, automate alerting and
response with customisable
rules.

[J & SEND_SQS_MESSAGE

[J 4% SEND_SLACK_MESSAGE
[0 & PUBLISH_SNS_MESSAGE

- Leverage pre-built alert rule
packs for cloud security.

5 o wesrook - Monitor alert trends over time
[J & SEND_SQS MESSAGE to identify repetitive policy
breach or miss-configurations

storage-accounts-that-all

o
Alert CRITICAL Check whether a storage account is deployed with a private endpoint to a VNet, and that internet access is 13 06/8/21 1:27 AM 10/25/21 1:28 AM E’; CD DISMISS
blocked with a firewall

[J & CREATE_JIRA_TICKET

16} e—o—o0—o—o0—_, 0 0 —0 0 —0—0— 0 —0—0—0—0—1_ B —— o O— 0
8

09/23/2021 10/0172021 10/09/2021

cisco Lz{/&/ BRKSEC-1931

10/17/2021 10/25/2021
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Almost finished...




| DO VALUE YOUR COMMENTS

Comment

« Could you teach English
to my husband speaking
with your sexy accent ? »

« Best session of the week but it is only

the first day...»

« Room temperature would have
been perfect ... if i was a PINGUIN !»

BRKSEC-1831 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Key Takeways

- Good same old challenges in Public Cloud
- Cisco has solution to enhance or complement AWS security

- |t becomes even more relevant in hybrid/multi clouds
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Complete your Session Survey

- Please complete your session survey
after each session. Your feedback
IS important.

- Complete a minimum of 4 session
surveys and the Overall Conference
survey (open from Thursday) to
receive your Cisco Live t-shirt.

- All surveys can be taken in the Cisco Events Mobile App or
by logging in to the Session Catalog and clicking the
"Attendee Dashboard” at

https://www.ciscolive.com/emea/learn/sessions/session-catalog.html
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Continue Your Education

Visit the Cisco Showcase for related demos.

Book your one-on-one Meet the Engineer meeting.

©0

Attend any of the related sessions at the DevNet,
Capture the Flag, and Walk-in Labs zones.

Visit the On-Demand Library for more sessions
at ciscolive.com/on-demand.
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