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Who’s Frederic ?

3BRKSEC-3005

• Belgian

• Iives in Aywaille (NOT Hawaii)

• Joined Cisco on January 1, 1997

• fd@cisco.com

• Distinguished Engineer (TAC)

• Web Content, AAA, Firewalls, VPNs, IPTV

• Bit of everything (stuff nobody else 
wanted)

• Invented DMVPN, FlexVPN

• Focus on Serviceability

• Invented RADKit
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Session Objectives

• Shed light on the Dark Web

• A little

• Technical TOR understanding

• A lot

• Buy drugs, weapons, shop for 
body parts…

• Not at all
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Agenda
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• Introduction

• About Tor

• Onion Routing

• Obfuscation

• Integration of Tor in other Apps

• Conclusion
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• 1991: Internet becomes publicly available

• 2000s: Release of Freenet:

• Thesis project of the university of Edingburgh student Ian Clarke

• Goal: create a new distributed information storage and retrieval system to autonomously communicate and share 
files

• Freenet lays the ground for the Tor Project (different sources) 

• 2002: Launch of TOR:

• Researchers at the U.S. Naval Research Laboratory release an early version of Tor ("The Onion Router")

• The U.S. government’s Naval Research Laboratory developed Tor for members of the U.S. intelligence 
community to use the Internet without risk of identification 

• 2004: Open Source Release of Tor by the US government:

• Continued maintenance through a non profit project named the Tor Project

History of the Darknet
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The Deep Web / The Dark Web
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Surface Web vs. Deep Web vs. Darknet
In Summary

Surface Web:
• Public websites and content available 

on search engines (indexed)
• Accessible by anyone

Deeb Weeb:
• Content not available on search 

engines (not indexed), e.g. bank data, 
cloud data

• Private databases, which require 
access authorization, e.g. intranet 
site, online forums/marketplaces

Dark Web / Darknet:
• Encrypted portion of the internet not 

indexed by search engines
• Requires specific configurations or 

authorization to access; allows users 
to remain anonymous
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The (partial) Reality
https://gizmodo.com/the-deep-web-is-mostly-full-of-garbage-1786857267

Bill, stop 
searching
…
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About Tor
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Open source SW / public design 
specs

Data is constantly encrypted at 
multiple layers

Sent through multiple routers. 
Each router decrypts the outer 
layer and finds routing instructions

Sends the data to the next router

Result is a completely encrypted 
path using random routers

The Onion router
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How is the Tor Network built?

• The Tor network consists of relays

• Relays are just nodes where the Tor software is installed

• They build encrypted connections to other relays, forming an overlay 
network

• Everyone can run a Tor relay and contribute to the network…
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• Goal: Provide anonymity 
and access to censored 
and/or hidden resources

• Special browser based on 
mozilla firefox to establish a 
circuit through the Tor 
network

• Can connect directly or 
through proxies

• Often used in combination 
with VPNs

The Tor Browser – Connecting to the Tor Network
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Tor Relay

Tor Client selects 3 random Routers out of all Tor Relays and get 
their public keys

OR1

OR2

OR3
PK OR1

PK OR2

PK OR3

Tor Dir

Web Server
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Tor Relay

Tor Client sends DH Handshake to OR1, encrypted with public key 
of OR1, called “relay_create” 

OR1

OR2

OR3
PK OR1

PK OR2

PK OR3

Web Server
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Tor Relay

OR1 completes handshake, symmetric key is created

OR1

OR2

OR3
PK OR1

PK OR2

PK OR3

SK1 Web Server
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Tor Relay

Tor Client sends “relay_extend” to OR1, requesting to extend the 
circuit to OR2. Keyshare for OR2 is protected by the public key of OR2 

OR1

OR2

OR3
PK OR1

PK OR2

PK OR3

SK1 Web Server
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Tor Relay

OR1 send “relay_create” to OR2, OR2 responds and circuit with 
symmetric key is created to OR2

OR1

OR2

OR3
PK OR1

PK OR2

PK OR3

SK1

SK2

Web Server
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Tor Relay

“relay_extend” to OR3, create a circuit

OR1

OR2

OR3
PK OR1

PK OR2

PK OR3

SK1

SK2

SK3

Web Server
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Tor Relay

Web Request follow the circuits

OR1

OR2

OR3
PK OR1

PK OR2

PK OR3

SK2

SK1

SK3

Web Server
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Tor Directory Authorities
https://atlas.torproject.org/#search/flag:authority

Every hour all 
Authorities calculate a 

common status 
document called the 

“consensus”
BRKSEC-2172 21
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List of all Tor Relays
https://torstatus.rueckgr.at/

Flags
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Tor Relay

OR1

OR2

OR3

EXIT_NODE: if you 
request HTTP, your 

traffic is visible to the 
EXIT_NODE
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Tor Browser  - Don’t leak information!
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Do your own spylink ☺
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Tor Exit Relay List
https://check.torproject.org/cgi-bin/TorBulkExitList.py
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Setting up a TOR
Relay or Bridge
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Customizing Tor

“torrc” = config file
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Customizing Tor (2)

Also use IPv6 relays

Define Geolocation of 
your ExitNodes
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Customizing Tor (3)

ExitNode from Germany
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Bridges are relays that are not 
announced in the directory 
servers

You can request bridges but will 
not get the full list

3 bridges are provided

Bridges
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Custom Bridges

IP & Port

Fingerprint
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Custom Bridges
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Hidden Websites - ”.onion” links

http://xmh57jrknzkhv6y3ls3ubitzfqnkrwxhopf5aygthi7d6rplyvk3noyd.onion

BRKSEC-2172 39
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Let’s go 
shopping!
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Criminal Activities

• Financial crime

• Sexual abuse

• Illegal goods and services, e.g. 
drugs, guns

• Cyber crime: hacking services, 
malware as a service

• Human trafficking

• Extremism

Legitimate Activities

• Intelligence community

• Whistleblowing and journalism to 
protect the the sources’ identity

• Ordinary citizens evading 
restrictions by their government

• Privacy-cautious individuals who 
value anonymity 

Darknet: Use Cases
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Activities on the Darknet

• Shops and Markets

• File Sharing

• Messaging Services:

• Mail Services, e.g., ProtonMail, 
TorBox/Mail2Tor (darknet exclusive)

• Forums:

• Some hacking forums are available on 
the darknet and surface web, e.g., 
XSS , others can only be accessed 
from the darknet, e.g., Dread

• Focus of cyber crime: Social 
engineering, malware selling, requests 
for hacking, hacking tutorials, etc.

BRKSEC-2172 42
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Service Price

Cloned American Express with PIN $25

Credit card details, account balance up to $5 000 $120

Stolen online banking logins (min $100 in account) $35

Hacked facebook account $45

Hacked Gmail account $65

Netflix Account - 1 year subscription $25

Netherlands Passport $3 800

Email database dumps (10 million US email addresses) $120

Malware (depending on quality, etc.) $500-5 000

DDoS attack (unprotected website 10-50k requests per second, 1 week $450

Darknet Price Index 2022
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All right! I got it!
Show me now…
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My Secret Identity

46BRKSEC-2172

TheMaskedCucumber@mail2tor.com

(do not forget your hoodie and mask)



Running your 
own relay
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The Ultimate Ubuntu TOR Installation Guide

curl -sS https://deb.torproject.org/torproject.org/A3C4F0F979CAA22CDBA8F512EE8CBC9E886DDD89.asc | 
sudo gpg --dearmor -o /etc/apt/trusted.gpg.d/torproject.gpg

sudo add-apt-repository deb http://deb.torproject.org/torproject.org/ `(lsb_release -c -s)` main

lsb_release gets the proper OS release name (the fancy Ubuntu release name like Jammy, Kinetic, ...)

sudo apt update
sudo apt upgrade
sudo apt install tor
sudo apt install nyx
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Steps for becoming a relay

• service tor stop

• vi /etc/tor/torrc

• ORPort 9001

• ORPort [insert your IPv6 Address]:9001

• Address [own IP or Domain]

• Nickname [some name]

• ControlPort 9051

• CookieAuthentication 1

• RelayBandwidthRate 100 KB  # Throttle traffic to 100KB/s (800Kbps)

• RelayBandwidthBurst 200 KB # But allow bursts up to 200KB/s (1600Kbps)

• ContactInfo toby < TheMaskedCucumber AT mail2tor DOT com>

• ExitPolicy reject *:*

54BRKSEC-2172

Do not participate as an Exit 
Gateway
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After installation
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My relay
https://metrics.torproject.org
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Torstatus
https://torstatus.rueckgr.at/

57BRKSEC-2172

Got the ”fast” flag Got the ”HS Dir Server” flag

Got the ”stable” flag

Nearly no flags assigned
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Phases of becoming a relay

• Days 0-3: the unmeasured phase.

• Days 3-8: network authorities start the remote measurement phase 
(the ramp-up guard phase).

• Days 8-68: guard phase (where load counter intuitively drops and 
then rises higher).
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Torstatus

BRKSEC-2172

Onion Connections are 
being established



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Connect to the Control Port Console

60BRKSEC-2172

Switch pages by using 
the arrow keys left and 

right
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Detailed Circuit view via Tor Control Port
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Detailed view on the 
circuits
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Some Control fun ;)
https://iphelix.medium.com/hacking-the-tor-control-protocol-fb844db6a606

62BRKSEC-2172

mapaddress www.cnn.com=www.bbc.co.uk

Redirect all traffic for 
CNN to BBC ;)

(Need to be an exit 
node for this)

http://www.cnn.com=www.bbc.co.uk/


Onionrouting & 
Hidden Services
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Onionrouting

Onion server

Rendezvous point

Introduction point

HS Directory server

Client

Setup hidden service (create public and private key) and create a circuit to 
chosen Introduction point(s)
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Onionrouting (2)

Onion server

Rendezvous point

Introduction point (IP)

Client

Publish hidden service in six of the directory servers. The servers are 
calculated based on a function including the consensus status document and 
the “.onion” address. Repeat once a day (different HSDirs…)

IP, Pk

HS Directory server
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Onionrouting (3)

Onion server

Rendezvous point

Introduction point

Client

Client asks one of the directory server for the hidden service. 
Client gets the public key and the Introduction Points for that service.

HS Directory server
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Onionrouting (4)

Onion server

Rendezvous point

Introduction point

Client

Client selects a random relay node as a rendezvous point

HS Directory server
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Onionrouting (5)

Onion server

Rendezvous point

Introduction point

Client

Client contacts the introduction point, requesting to forward the information 
about the rendezvous point to the hidden server. Message includes a one-
time secret

message

secretHS Directory server
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Onionrouting (6)

Onion server

Rendezvous point

Introduction point

Client

IP contacts the hidden server, telling him about the RP

message

secret

HS Directory server
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Onionrouting (7)

Onion server

Rendezvous point

Introduction point

Client

Server builds a circuit to the RP, providing the one-time secret from the client 

secret

HS Directory server
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Onionrouting (8)

Onion server

Rendezvous point

Introduction point

Client

Client communicates to the hidden server via the rendezvous point

3 relays from client, 3 
relays from server

HS Directory server
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DEMO: Onionshare



Obfuscation
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Pluggable Transport
https://www.pluggabletransports.info/
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Tor Pluggable Transport (PT)

Client App

Server App

PT Client (Socks)

PT Client (Socks)

loopback

loopback

Obfuscated traffic
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https://www.torproject.org/docs/pluggable-transports.html.en

• Obfs2

• Use a additional encryption layer to obfuscate. Key is exchanged in cleartext.

• Obfs3

• Negotiation of a DH Key for obfuscation. Not resistant for active probing.

• Obfs4

• Authenticate with a pre-shared key, distributed out-of-band. Resistant against active probing. 
Obfuscate with DHE.

• Meek

• Obfuscate in http and TLS, leveraging domain fronting

Tor Pluggable Transport (PT)
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DEMO: SSH over Tor



Let’s get caught!
Eventually…
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Law Enforcement Efforts
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Darknet Monitoring

• Monitoring of the darknet for information leaks, e.g. passwords, intellectual property, 
databases and other potential threats

• Continuous monitoring and alerts based on specific criteria:

• Corporate email addresses 

• Company name and industry

• Cisco also monitors TOR relays

• General trend: Professionalization/industrialization of cyber crime economy
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How SILK ROAD owner was revealed

• Ross Ulbricht, the mastermind behind Silk Road

• On October 11, 2011, an account named “altoid” posted on bitcointalk.org a thread titled “a venture backed 
bitcoin startup company”, looking for partners for a bitcoin startup. Altoid referred people to contact him at 
rossulbricht@gmail.com. He also discussed the “Silk Road” marketplace in the thread. Shortly after, Silk Road was 
advertised on the forum “shroomery.org” by a user also named “altcoin”.

• Ross’s Youtube channel and Google Plus page included links to Mises Institute, an Austrian blog that published 
content related to the economic theory. On the Silk Road forum, DRP also backlinked to Mises Institute and shared 
the site’s content there. Through one of these posts, he mentioned that his time zone is the (PT), i.e. the Pacific 
Time zone.

• Ross posted on Stakoverflow this question “How can I connect to a Tor hidden service using curl in PHP?”. Initially, 
Ross posted the question using an account aliased with his real name, yet less than a minute later, the account’s 
alias was changed to “frosty”.

• Ross bought 9 fake identification documents that included his real picture, yet different names. The US border 
customs intercepted the package which had been shipped from Canada to Ross’s apartment in San Francisco.
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Meet Saskia

• This is Saskia Laura Schröer

• She would like to hear from you about cyber attacks and how 
her research can help. Your needs for protective or reactive 
detection, your industry specificities…

• Security Consulting Engineer at the Cisco EMEA 
Security Centre of Excellence

• Background in Networking, Security and Artificial 
Intelligence

• PhD Candidate at the University of Liechtenstein -
Focus: Offensive use of AI in Cyber Attacks

• Feel free to reach out on LinkedIn or via 
sschroer@cisco.com

• She’s probably in the room… reach out!

https://www.linkedin.com/in/saskialauraschroeer/
mailto:sschroer@cisco.com


Wrapping up
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• https://tails.boum.org

• Secure OS based on 
modified Linux

• Only communicates 
outside via Tor

• Has Thunderbird, Pidgin IM, 
etc. already preconfigured

• Can be run from USB Stick

Tails
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Summary of Tor usage guidelines
Basic security:

• Disable automatic launch of scripts by using setting of “safest”

• Avoid darknet sites that do not offer HTTPS

• Do not reuse same logins on darknet and clearnet! (Silk Road..)

• Communicate using PGP (email, IM, etc…)

Intermediate security = Basic security plus

• Use Tor over VPN

• Learn to use bridges with Tor

• Use a safe OS like “Tails”

High Security = Intermediate security plus

• Dedicated, trusted hardware (no virtual image)

• Use Qubes https://www.qubes-os.org/
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Continue your 
security journey
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Complete your Session Survey

• Please complete your session survey 
after each session. Your feedback 
is important.

• Complete a minimum of 4 session 
surveys and the Overall Conference 
survey (open from Thursday) to 
receive your Cisco Live t-shirt. 

• All surveys can be taken in the Cisco Events Mobile App or 
by logging in to the Session Catalog and clicking the 
"Attendee Dashboard” at
https://www.ciscolive.com/emea/learn/sessions/session-catalog.html
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Agenda
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Visit the On-Demand Library for more sessions 
at ciscolive.com/on-demand.

Attend any of the related sessions at the DevNet, 
Capture the Flag, and Walk-in Labs zones.

Visit the Cisco Showcase for related demos.

Book your one-on-one Meet the Engineer meeting.

Continue Your Education

https://www.ciscolive.com/on-demand.html


Thank you




