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Cisco Webex App

Questions?
Use Cisco Webex App to chat
with the speaker after the session

Intermediate (596)

Tracks
| I OW Networking (220)

Session Type
Breakout (453)

‘ Find this session in the Cisco Live Mobile App
‘ Click “Join the Discussion” |
‘ Install the Webex App or go directly to the Webex space
. Enter messages/questions in the Webex space

Webex spaces will be moderated
until February 24, 2023.
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« The New Internet

- The New IP protocol stack, and New
Traffic Behaviour

- This is relevant to Service Providers

- Dealing with the new reality
- Toolbox
- Use cases

cisco W-/ BRKSPM-2024 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 4



The New Internet
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A bit of history...

In the beginning Need for speed Finally

bl sy e * QUIC (2013) = Build reliable layer on UDP
™ « Multiplexing (requests not waiting for previous GETs to complete) + Widespread deployability in today's internet
SYACK . . Server Push + Middlebox = fipically block anything other than TCP or UDP
7 « Header compression * Madification over TCP = Need kernel changes
_— = i - TCP Extension = Over 10 years or more
T ‘ Sl o GET e + Packet loss dosen't effects all streams
S e y / PusHas « One stream for each request. Packets sent out of order
o o e o / e + Less RTT
] T - { Sosed ‘ L U - Ack dont needed. No handshake. ORTT
< = ‘ e e e ‘ + Separate congestion window
Ciet Server (never block each other) - o + One window for each stream.
——

Qauic
RFC 9000

cisco Lz//&/
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The Internet Reality - circa 2020 - Major US Carrier

>90% of >70% of ~50% of >20% of
Volume: encrypted Volume: to Cloud Flows: DNS Traffic: QUIC
_A
ol
7 1D
P2
10 Cloud sites Many small flows
“Elephant destinations” Micro-sessions

not “Elephant flows”

Content: DNS is the load-balancer
QUIC: Future Protocol of choice

* Destination: all-encrypted world
» Cloud: concentrating the Internet

cisco W— BRKSPM-2024 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 7



The Internet is converging on a new normal

It’'s not one Internet anymore

Traffic
Trends**

12 Cloud Domains
= >80% of the Volume

6 of 12 Cloud Origin Content Domains have
their own CDNs and/or Secure DNS plans

10 of 12 Cloud Domains
> Are implementing HTTP/3 + QUIC
plans

Widespread Impact :
Architecture, Network, Devices, Standards and
Value-chain

**Consumer Traffic Analysis * Amazon own ~1% of public IPv4

cisco M. BRKSPM-2024 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 8



Fast forward 18 months - Tier-1 EU Mobile Carrier

Overall Volume

\

QUIC has doubled
in 18 months

QUIC is 43% of total
and rising

cisco M/

Volume

‘ QUIC is “default”

3 YouTube

Volume

“ ' Meta has gone

Meta

full QUIC

(snapshot 11/2/2022)
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Youtube

17.63% Instagram

Facebook Video
@ Netflix
4 Facebook

Spotify

@ Snapchat
@3 YouTube

QuIC
37.31%

@ Facebook Watch

April 10 2022

BRKSPM-2024 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 10

Cisco




Network Traffic by Volume and Flows
The big flows that matter are predominantly QUIC

Overall Volume by Apps

Big 5 is 48% of traffic
QUIC is 40% of traffic
“other traffic” still largely TCP, QUIC now visible (4.3%).

2 e Other
. LB
’:"% L‘;’% qll:lfIgZ% Youtube
a‘ . 1
?% °YOUTUbe ® Instagram .
@ Facebook Video

e Netflix

Facebook
cP
2.3&"1'0

QUIC

Total Flows by Apps

Lots of TCP sessions (likely IOT related, transactional related)
Big 5 APPs QUIC sessions are very targeted and high efficiency
(video related behaviour); fewer but higher in volume

QuIC Quic uYOIITIIhe 0 Siher
12.86% 12-48% S outube

@ Facebook
@ Facebook Video
@ Instagram

@ Netflix

— TCP 2.53%

— QUIC 259%

Facebook Watch

~— QUIC 2 255
— TCP 1.549 @

TCP 50.93%

(snapshot 11/2/2022)
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LATAM Status
QUIC in the lead now

Volume Session count
c I s co W‘/ BRKSPM-2024 © 2023 Cisco and/or its affiliates. All rightgiggees(ti]sg)tf—’uﬁi;l /0 ’!2/2023)



Fixed Broadband: It's not that different - May 2022

if different sources

Data Volume Distribution by Hostname

CDN
Hosting
Gaming

Video Streaming

Profile aligned with
Fixed Broadband
traffic (browser driven
traffic)

QUIC : 41% TCP: 53% UDP (other): 6%

cisco M. BRKSPM-2024 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 13
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Inversion of the Internet?

From connection first
TCP = 90% of Traffic

100Million+ Important Sites

Some encryption

Fixed Architecture First

To application first

UDP = 90% of Traffic
100’s Important Sites™
All encrypted

Mobile & Cloud First

*Top 12 domains carry 80% of traffic



The old network design assumptions are

challenged

Congestion
Window Timeouts
N may still
occur
cl
I \S \
Initial lowstart Fast

to pace Retransmit
Slowstart packets  and Recovery

TCP goal is network fairness

!

Today IP Networks are architected with TCP
behaviour as implicit assumption

So when packets are dropped TCP will take care
of it at a higher layer

cisco Lg/&/

* Source : APNIC

Scenario Flow | Avg. throughput

(std. dev.)

QUIC 2.71 (0.46)

QUICvs. TCP | 1op 1.62 (1.27)
QUIC 2.8 (1.16)

QUIC vs. TCPx2 | TCP 1 0.7 (0.21)
TCP 2 0.96 (0.3)

QUIC 2.75 (1.2)

TCP 1 0.45 (0.14)

QUIC vs. TCPx4 | TCP 2 0.36 (0.09)
TCP 3 0.41 (0.11)

TCP 4 0.45 (0.13)

QUIC goal is “MY App” performance

l

Where are the IP Network Design
assumptions wrt QUIC ?

BRKSPM-2024 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



he New |P stack

New Stack, New Behaviour




An application driven global transition

HTTP/3 Stack = UDP+QUIC+TLS

Old App Stack New App Stack b DoH

QUIC - RFC 9000 DoT - RFC7858
HTTP/3 - RFC9114 DoH - RFC8484

HTTP/1.1/2 HTTP/3

TLS " l . QUIC +TLS1.3 E]

iy
g
2

Client
UDP
DNS communication over

{o]
HTTPS/TLS

P IP

4
cofioe:: Jd B
Large Scale Adoption

cisco W_/ BRKSPM-2024 ©2023 C

<= eSNI / ECH

RFC8744

isco and/or its affiliates. All rights reserved. Cisco Public 17



.
IETF RFC 8446 - Underpins all others

TLS1.2 TLS 1.3

(Full Handshake) (Full Handshake) ° Simpler, Stronger Clpher Suites
& & | « No Compromised algorithms
Client Server Client « Only PFS (Perfect Forward Secrecy)
Q .
Q?) - + No Renegotiation
< @€ JREREREEEEEEEL - E e e (2
o ';\e\\CD ns . "@1—5‘\:‘\‘:; ) .
O g =o===omes A e « 0-RTT (returning user to server)
i @) O « Ideal for Mobile connections
- ’c;.alﬂacs‘z""'d A- - :“f‘pgeﬁ )
G ;‘,5,&;” L sooms « No RSA (or other) Static Keys
s%@;;“'-.‘ ___________ .
= 6) v « PSK(pre-shared key) for O-RTT - session
?4““‘“’ --------- T CCDEETTES resumption
v
A Faster TLS Handshake

cisco W‘ BRKSPM-2024 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



Optimised for RPC

ETF RFC 9000 - The new “TCP” @ Quic

| Client | |Server| | Client | Server| e ” W
HTTRM HTTE: AP TCP [T~sy. /nitiz) Heppo | QUIC &8 8-1Quic e siQuUIC—aes
e | s o, e ¥ Hand: ol o
ACK, Clie, tHe/‘( L Fin, dataae
- .
TLS1.2 T Reggter ™ Deliver at all cost
X, C . -
el (Multiplex, no-HOL)
Application level (usar space) Fatamaa
T e
05 kemel level 0 » - [}
e B
= QUIC =—— TCP —
I
5
€ 3
£ 3
User Space 5 1
TLS 1.3 Encrypted § 0 20 40 60 80 100 o

Time (s)

Fast of the blocks UDP is ”fire and forget

App controls the rest
cisco W-/ BRKSPM-2024 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Moves Control of the User Experience to the App @ Quic

Apps do not play nice - they will deliver over everyQ Ise
Impacted Areas

(e.g. mobile)
Scenario Flow | Avg. throughput

- (std. dev.)
-2 A QUIC 2.71 (0.46)
QUICs. TCP | cp 1.62(1.27)
o QUIC 2.8 (1.16)
! QUIC vs. TCPx2 | TCP 1 0.7 (0.21)
| TCP 2 0.96 (0.3)
QUIC 2.75 (1.2)
TCP 1 0.45 (0.14)
- QUIC vs. TCPx4 | TCP 2 0.36 (0.09)
TCP 3 0.41 (0.11)
TCP 4 0.45 (0.13)

70% of interactions complete in <5s**

A AN

% LATENCY REDUCTION ACROSS NETWORK TYPES
] P

Cong. Win. (KB)

Time (s)
‘ ‘ ' . l QUIC is “Unfair”***

The poorer the network, the better the I»
improvement*

W / *uber engineering;**Cisco Analysis, cust.data;***APNIC study
CISCO (4

BRKSPM-2024 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Secure DNS - Domain lookup Privacy by default

DoH - RFC8484 is becoming mainstream

Direct rm  Root Direct m  Root
Resolver ) o Resolver —
D053 o=
l — > E AQ TLD l z Q TLD
O (.com) O (.com)
\ D | e D |
= Authority o Designated
o (xyz.com) o Resolver
(xyz.com)
From: DNS Hierarchy + cleartext fields To: DNS (direct) Connect + ciphered fields

+ DNS is controlled by Applications
cisco Lg/&/
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Hiding the destination completely - eSNI & ECH

RFC6066 ) RFC8744 ) draft-ietf-tls-esni-14

Client Server

~——__| ClientHello

« extensions {key

share, SNI, ALPN,

ServerHello

+ non-sensitive extensions
hare, ... )

Serverhiolio
+ hon-sensiive exiensions
(key share, -. |

ikey shar

verHello
key share, )
Begin
handshake seain
encryption egin Booit e
handshake EncryptedExtensions encryption
encryption + sensitive extensions (ALPN, .
EncryptedExtensions Certificate
+ sensitive extansions (ALPN, ...] ey
Centificate nishe
CertificateVerify

—_— Certificate.
% - Certificateverify
Finished Finished Finished

Begin Finished Bogin

transmitting — Begin transmitting

application data i [] Mo encryption application data

EncryptedExtensions
+ sensitive extensions (ALPN, .. )

]
application data GET jindex html HTTP/1.1
[ Ercrypted under ESNI

S
[] Mo encryption public key [ o encryption
GET findex.htmt HTTRA1.1 " GET findxntmi HTTPAL
Enceypted und I Ereopied under ECH

Encrypted under tod undar
public ke,
handshake iraffic key handshake traffic key "

nerypled under

[ Enceyptea undsr e
applcation rafie Rondshake trafic key

pplication traffic key

[ Encrypted under
application traffic key

Classic SNI m==) eSNI ms) ECH

Destination & Capabilities Destination leaked via Only CDN address visible - DoH
in the clear DNS SNI & Capabilities fully

ALPN* still in the clear encrypted

Enery,
application waffc key

cisco W. BRKSPM-2024 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Bringing this all together

App Client App Web server

e | 00K UD: XYZ.COM ey :Sta;dard V Well-understood protocol stack
' DN
G goto: a.b.c.d

' (Do53)

9 '— Connect SNI: XyZ.COM sy Y 4-COM

V Foundation of all web traffic
TLS @ab.cd
V Adopted by Applications

or

HTTP/2 /' Globally scaled

e NEW SESSION: XYZ.COM sy | HTTP/1.1
= cStabliShed: XyZ.COM  mm—

cisco W- BRKSPM-2024 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



First, apply secure DNS

App Client App Web server

i— LOOK Up: XyZ.COM sy . Standard

| . DNS
4— goto: a.b.c.d ' (Do53)

9 ._ Connect SNI: xyz.com _ ' gg gocmd

_ New session: xyz.com — HTTP/1.1

. or
4— established: Xyz.COM  —— HTTP/2

cisco Lg/&/

MITM

/

App Client N App Web server

@
AL 10

0 :I _ ' DNS

Need TLS and HTTP
iInspection to recover
information

BRKSPM-2024 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



Second, TLS 1.3 Features used

App Client App Web server

i— LOOK Up: XyZ.COM sy . Standard

' . DNS
4— goto: a.b.c.d (Do53)

9 | mmm - Connect SNI: xyz.com _ ' gg gocmd

_ New SeSSIoN: XYZ.COM ey ' HTTP/1.1
. or
4— established: xyz.Com = oo

cisco LtVt’//

/

App Client \ App Web server

@
AL 10

———— s
0 :‘ _ ' DNS

T o
| TLS1.3+ |

eSNI/ECH |

Session setup encrypted but session
patterns can provide insights

BRKSPM-2024 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Finally, HTTP/3 and QUIC multi-session technology

MITM

, 4
App Client N\,

App Web server

Now

Only Layer 3
Remains ...

CI:SCO Lz/&/



Visibility Is lost

MITM
Old way New way >
App Client App Client
i |_en App Web server S . N\ App Web server
e e
1 e 1 e
e e
e e
e e
[ ]
i_ LOOK Up: XYZ.COM sy igﬁgdard iSecure
0 ih goto: a.b.c.d i (D053) iDNs
i === Connect SNI: Xyz.com ﬁxyz.com iDabiCd
9 | TLS = @ab.cd | TLS1.3 |
| | | * |
i : : eSNIEC
| e New session: xyz.com ____ il(;l;FTP/l.l i___H_> HTTP/3
| = established: XyZ.COM mm— | 1D/o H—_— +QUIC

cisco M. BRKSPM-2024 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



An application driven global transition
HTTP/3 Stack = UDP+QUIC+TLS

old App Stack New App Stack e DoH 4= eSNI/ECH
QUIC - RFC 9000 DoT - RFC7858 RFC8744
HTTP/3 - RFC9114 DoH - RFC8484
HTTP/1.1/2 HTTP/3

LS . | .
"~ QuIC +TLS1.3 Application Controlled DNS Target D/oma/n IS
DNS Traffic not observable opaque
_ upP unobservable

IP

P Google & CloudFlare serve 50%
of global DNS requests
Both support DoH

* Improved All major OSs & Browsers
Security support DoH (Firefox Defaults for
°*  Multi-session US to CloudFlare)

* Improved QoE
* APP friendly @

design ‘g'é. 5(
GOOOE E Jd uwe mmmms) DP| Ineffective ¢

 TikTok including alternative hints e.g. DNS or SNI
Large Scale Adoption analysis

cisco '&_/
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But there’s more:
New Stack,
New Behaviour

cisco M/




The Old way:
Network forwards and TCP does the rest

End-User

Applications
T an
TCP P J
e

Host OS S Host OS
(Soesrver) o Fa\(nes ﬁ (Client)

pggre® &

IP Network

Packet per packet

cisco Lg//g/ Hop by hop )

BRKSPM-2024 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public



The New Way
QUIC Protocol inside the APP

“Every App for themselves” End-User
Applications Application
APPT
= QU Fow Scheduinglongwsonsig [ [
APP2
APP3
APP3
e
w0
[ pp UDP
_ D
Host OS HC()Ist ON)
(Servers) (Clients)
)
Packet per packet
cisco W./ IP NetWO rl3§<SPM—2O2{_/0p €¥3ngg/or its affiliates. All rights reserved. Cisco Public 31



Dropping packets means back-off”
Our gueuing design assumptions are losing validity

End-User
Applications Reduce Flow ¢mssm Drop Application
‘ | )| TCP* op ‘
VS [:
Keep flooding 4 Dyo
e
T .
D
ms Host OS
(Server) (Client)
45 Packet per packet
IP Network Hop by hop

cisco M— BRKSPM-2024 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



QUIC/H3/DoH stack is in business

. Goode [l g

fa S tl.y cLoUD ﬁz E =. Microsoft Uber
Gkamai ‘ N

android

Content Delivery Security Privacy Loadbalancing App Infrastructure App Experience

cisco W- BBBBBB -2024 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



Standards are there

Continuous standard adoption

HTTP/3

RFC9114

Qauic
RFC 9000

eSNI via ECH
RFC8744
draft-ietf-tls-esni-14

TLS 1.3
RFC 8446

Secure DNS Standards
DoT - RFC7858
DoH - RFC8484

CISCO L&V&_/ BRKSPM-2024

¥ At scale,
in production

Microsoft
chromium Edge  Mozilla

v Client.’u;ﬁe e @

V Application @\

Vv Coud b

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



In the new, fully encrypted world

- The only certain datasets are: « Most use cases and enablers that rely
« UE & user data on higher level protocol or specific

- CDN (GCP, AWS, Apple, CloudFlare....) application recognition are affected at

T | flow behavi some level
° empaoral Tio enaviour
P W viou « Traffic Management
« The information we can glean is - Security
° Type of flow (\/ldeo Stream, download, ) e« Traffic Opt|m|sat|on
« Form of content (short form Video - e.g. - Traffic Reporting
Snap , mid form Video - e.g. YouTube, Long S
form Video - e.g. Netflix - Some use cases (esp. Optimization)
: can be rethought for the encrypted
- Everything else (e.g. app read from world J P

eSNlI) is a short term bonus that will go
away « 80-20 rule will apply

cisco W‘ BRKSPM-2024 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



This Is relevant
to Service
Providers




The consumers will observe benefits
Qok Drives QUIC Adoption

facebook Uber

,\’ n E : ~40%-50% reduction

25

% REDUCTION IN LATENCY

0

P50 P75 P95 P99

LATENCY DISTRIBUTION

1.8B DAU - 3B MAU e nifioamtives
QUIC and H/3 are protocols of choice* reduced significantly

% LATENCY REDUCTION ACROSS NETWORK TYPES
B QUIC_OVER TCP_P35 [ QUIC_OVER TCP_P99
60

~40% reduction Uber

*source Facebook engineering

The more fragile the network, the more QUIC excels** ++ source Uber engineering
cisco L‘V&-/ BRKSPM-2024 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 37
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Desintermediation of the SP?

Who has the control points to generate the services?

E

Diffferentiated billing Differentiated traffic management
e
= \ O‘ -
Traffic optimisation Content delivery & Caching

cisco W- BRKSPM-2024 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



How QUIC Flows e.g. impair eNodeB Performance

» Time

1)When buffer overflows happen at the radios

Spectrum Spectrum Spectrum
T
] | a
| = E[: ‘
Mobile Core) (I I JC I IC I I 1] = %:l :
TCP/UDP Data Packets I | P O |
_ ™ m
RF Transmit Buffer (1ms) (1ms) (1ms)
(Data Packets waiting to
transmit)
Spectrum

DN

TTI
(1ms)

= \=\\N\\.

TCP/UDP Data Packets

Mobile Core

(@)

Scheduler
Overwhelmed by QUIC video
for 2 seconds
=2,000 TTI's

cisco Lz/&/

= pl

BRKSPM-2024

scheduler level the scheduler will drop PDUs

2)The system assumes the majority of the traffic is TCP so
the congested flow will back off

3)QUIC flows (as seen previously) ignore it and swamp the
link trying for delivery of THEIR app

4)Everyone’s user experience (and the cell ‘goodput’ )is
impaired...

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 39



Multiple parallel internets

Google Global Cache Apple Private Relay

AFRICA

i OCEANIA
i

P g
& Cood >10K Edge PoPs orowei™®s faslly >8K Edge PoPs

& chrome OS

~3B active
android A .

€5 @& macOSs

.na'-

aws 3

~1K Edge PoPs @~

Builder Community / AWS Sidewalk

BRKSPM-2024

cisco L{V&/

. ~1.6B active

Azure Front Door

B Microsoft >1K Edge PoPs «

== Windows B Microsoft 365

AWS CDN

AWS Cloudfront
AWS Wavelength
AWS Local Zones
AWS Outposts

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Apple Private Relay (iCloud+ Service)

Targets Safari and some App traffic in Phase 1

Partners (cloudfiare, Akamai, Fastly)*

Secure DNS ®
l’ [, Egress Proxy
DNS-0-HTTPS )
L (fug\/ er;crypted incl. setup using * peerlng
fl— SV HTTP/3 _ e |
, < 3, we— T . >
Quic [T — wn o
— e [T
i Ingress Proxy Egress Proxy
i0S15 (Partner & in-house CDN) Internet

Apple Private Relay <
“Monetizing Privacy” O Private Backbone & Peering

\O Native Client Stack & MDM

cisco W/ * From press reports, Not Public
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SP Domain has less insights on traffic

SP Domain Apple Domain
g incl- S e " : i
%\\;\égsw‘p:‘eﬂpﬁ ! Seiuie DNS !
1 ‘ i
h | DNS-0-HTTPS \
v Peerin g :

-= - 4_i__>

1 29
I i 1
I 1
1 BeEEsg S |
Aggregationg nseriper GO ! | Internet
|
1

| Peering |
App ! a Gateway i

SP Services
‘under pressure’

i

= Regulated Services
Site blocking

=

=) Differentiated Billing
Zero rated Apps

=

! Access !
' ' m=) Traffic Engineering
~ Peering
(T > The New Services &
|dentity N I
ZERO Visibility Anchor Point =) Traffic Engineering
SP Edge
cisco L‘V&-/ BRKSPM-2024 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



Geo-location in the usual way

:SP Service
: DENVER

L~
=
s
=

O
@)
>
<
@
>

8P Service -

: AUSTIN
-
-
() -

=' o BN B B F B

Austin /ﬁ\ —

Ld/ y SP Internet
Cisco &_ Doma|n BRKSPM-2024 © 2023 Cisco and/or its affiliates. Al rights reserved. Cisco Public 44



Geo-location in the usual way

:SP Service
: DENVER

L~
=
s
=

Denver /ﬁ\ —

o
%
3
g
e}
1
E

:SP Service
AUSTIN

s
=
Bu
=

Austin /ﬁ\ —

Lil/ y SP Internet
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Geo-location in the usual way

:SP Service
: DENVER

L~
=
s
=

Denver /ﬁ\ —

us)
%
3
g
e}
1
E

:SP Service
. AUSTIN

(3

-
*—---——

Austin /ﬁ\ —

Sl

SP Domain

cisco La//&/

BRKSPM-2024

Internet

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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With Apple Private Relay

Tunnel to Apple Network

:SP Service
: DENVER

|
_ W
Egress Proxyl:
- Denver I:

' I

s e | |

AUSTIN | Peering |

e | /Q I

[ R % = - — @O\ LTI I

='-—-—-——— __-E A\ [T I
Austin /ﬁ\ — Ingress Proxy | E ;re_ss_Pt;x; i

cisco La//&/

Presents the IP
Address Pool from
Proxy

Apple Private Relay

BRKSPM-2024

-Austin

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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With Apple Private Relay

Location determined by Apple

Mobile Core H

L~
>
s
=

Denver /ﬁ\ —

us)
%
3
1
E

d C

:SP Service
AUSTIN

s
=
Bu
=

Austin /ﬁ\ —

SP Domain

cisco La//&/

_ It's
i = from
: Denver!
I
[T — :
e
—
Ingress Proxy Egress Proxy
- Denver l:
' I}
I :
l:
Peeri :
| eering |
| I
H
= e :
I — I
[T E— :
I = _
Ingress Proxy Egress Proxy
Presents the IP .
Address Pool from -Austin
Proxy :
Apple Private Relay Internet
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With Apple Private Relay

SP Edge services blown away

:SP Service

. DENVER
((( ))) Mobile Core E ;
A _——— R l:
|
=' I
Denver /ﬁ\ — :
I !
SI;S;;\II;;:e : I Peering :
I ' Ii
aP) — : g{\% I
R l:
— ... LT :
= Se—g--F = |
e = - N ____4 —__ I}
Austin /ﬁ\ — : L"grte?f lI:roxy Egress Proxy
A:jedsrigss Po?)l from -Austin
: Proxy H
SP Domain Apple Private Relay : Internet

cisco W— BRKSPM-2024 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



Where this might lead to ...

(speculative view, not reality today - yet)

r Major players HTTP/3 Presence

| & (N . Observe these trends

» aws « Popularity in App stores
2. B Microsoft « Browser Preferences
L ee— () « Cloud architectures

“\\\ — NETFLIX * Client-side OS

Plus a very, very long tail ....
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SP Services Portfolio needs assessment

(non-exhaustive list)

= =
ol =)=

Differentiated Billing Regulated Services Traffic Management
m) Zero rated Apps m) Site blocking m) Peering
=) App aware service m) Traffic intercept m) Optimal interconnect

non-exhaustive list
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Areas of focus

L (0 ol .

oonen ]
Yesterday Transition Happening Future

Rise of QUIC

220 el

HTTP/1.1 Dominates
HTTP/3 Dominates

Client - Server Architecture

Q.e

Akam i

Rt 1L

Parallel Internet Mass Simplification
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Dealing with the
new reality:
Toolbox & Use
Cases

cisco Lz%ﬂ//



Customers are looking for solutions

Example Use Cases Asked

‘ Manage video downloads vs video DPI won’t work anymore in QUIC
=l streaming, downloads being the priority Recognise type of flow and act accordingly

@ Manage Snap video vs Snap apps Same problem

P  Account for encrypted traffic in terms of source/destination

£ More generically: Identify and manage QUIC flows; mitigate impact on Radio;
o optimise against industry metrics; future-proof network smarts

cisco W. BRKSPM-2024 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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App (e.g. Video) Behavior varies by protocol and use case

QUIC Video Stream
Detection
m’
810% \Jn
[l f
oA
3 [ IrI\ ;‘I |
[ Y
IR
I ‘ i
a0 ] f
1 ' \ ! |\‘ I
, ' ‘ I [l
24 1 | ‘
) 1 [l f |
/ (| |
a,_,/’-/" ‘—/ | L~
0 0 © L]
Time (s}

TCP based ABR video players prefer larger, sustained
downloads due to high cost of establishing the TCP session and
reducing time spent in TCP slow start.

Often use HTTP/2 connection. (DASH/HLS) to fix HOL.

QUIC based ABR video players prefer requesting video in
smaller chunks.

Multiple QUIC Streams in many cases to (different) servers

Wireshark 1/0 Graphs: peregrine_file pcap

2 Premium

Download Stream
Detection

ikt ol pocie 29530 (625 = 714 08

Enabled

GraphNeme  DispleyFilter  Color Style ¥ Auis ¥ Field SMA Period ¥ Asis Factor
J Al Packets . Line Bits None 1
Filtered packets  ip.addr==10.10... Line 8its

None. 1

NETFLIX

BRKSPM-2024

uscoég{/&

Bits/1 sec

15100 |- |

1.2510%

1108

UDP Video Live Stream
Detection

Constant Streamin

wy

200
Time (s)

UDP based video players are extremely reliant on consistent

network performance. Small buffer, sustained T’put

Applications: YouTube Live, WebEx, Microsoft Teams, Zoom

£ YouTubeTV

zZoom

00 webex

by €1S€O
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Time Domain Flow recognition Qﬂl

« Observe all flows

- Profile per flow (Time domain F!Pw '“—} —'
matched) = E—)
\ D10 '
Flow #n =) —)

- The resulting profile will allow
to distinguish the nature of the

flow

« Content Download

« (x-Form) Streaming content E Category E

* Real time 2 way communication

« Video/non-video ‘ Download . Real time one way

« Short lived flows
‘ Real time 2-way Short form interactions

Short-Mid-Long Form .
Video
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Data Sending Rate

Inferring congestion

- Different congestion algo’s have different behaviour

- Time-domain observation + anomaly detection -> congestion inference

Reno vs CUBIC vs BBR behaviour* ] .
o— - Assessment of various flows in

/—/—/: parallel

wese o Jnderstand Protocol behaviour:
/] congested or not

- This serves as input for Policy
] Application

BBR s
N

0 0 40 50 60 70 80 90 100

10 20 3
. / * https://blog.apnic.net/2017/05/09/bbr-new-kid-tcp-block/
CISCO &_
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Programmable Traffic Management

- Traffic can be controlled
In various ways.

o Buffer
* Discard
* Flow control

- e.9. CUTO is a pre-
compiled example
where the parameters
are implicitly configured

cisco Lz//&/

O
Q
$ £

i -
fo e

Lol
€«
(ﬁbr@

0l10

Flow #1 s 11010 m—)
o — (o ===
N E— —)
Flow #n mes) —
Traffic
Management
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Overall System Logic

Basis for building use cases

Header Payload
| l

Time Domain

Congestion
Y/N
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Visibility

Use Case : Monitoring and analytics

Network Traffic by Volume and Flows

Overall Volume by Apps
Big 5 is 48% of traffic
QUIC is 40% of traffic
“other traffic” still largely TCP, QUIC now visible (4.3%).

Total Flows by Apps

Lots of TCP sessions (likely IOT related, transactional related)
Big 5 QUIC sessions are very targetted and high efficiency
(video related behaviour)

Quic D VouTube
| ey

Quic
73N%

Quic
"%35% 9% CRYouube
S

. e ' ’ o5 0
N =g b .
e ©) ‘§ i
e “ﬂ% ~ Terons 2 = w»c:nl
% C ol

H

TCP 50.93%

* Monitor all flows

« Infer information for Source (DNS, SNI/eSNI), CDN
(ECH), Flow Type (Time domain behaviour)

« ELK (elastic Search, Logstash, Kibana) analytics
engine

» Extensible to enriched CDR production

CISCcO M_/ BRKSPM-2024

CDN
Hosting
Gaming

Video Streaming

Profile aligned with
Fixed Broadband traffic
(browser driven traffic)

QUIC: 41%
TCP: 53%
UDP (other): 6%
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CUTO

User Experience optimisation under congestion

Congestion inference determines which links are congested and which flows are impacted
Elephant Flow Detection identifies which (QUIC or not) Flows can be managed.

i
g
H

Then Machine Learning determines if that Flow is being delivered during congestion (red circle) ~§ £ § g ~§ g
. . £ O £ O = 0
and require Flow Control or not (blue circle) N = ZlE
s i s j
T 8o g a 8o [\
» |9 s O ¢ O ¢ I
e s § = 5) sk \‘ \
Video applications implement a i i 2 /-
° multi-minute video buffer — making 9
YouTube =

video a non-real-time application

i
Elephant Flow Detectios
e

Surplus
capacity

?
D

100% 7

80%

o tilgpichid o

40%

20%

0%

_ Confidential and Proprietary Information of Opanga Networks, Inc. 62
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Real World outcome: Tier-1 EU Operator - CUTO
use case

Congestion - Carriers

Congested Carriers Count Congested Hours Count 900/ Speed Test
Date EFO Off EFO On Percent Change EFO Off EFO On Percent Change (0] Improvement
1/17/2022 17 9 -47% 40 16 -60%
1/18/2022 2% 10 -52% 57 26 -54%
1/19/2022 27 11 -59% 74 33 -55% OOI//L/\
1/20/2022 22 15 -32% 72 46 -36% &
1/21/2022 18 11 -39% 68 30 -56% > .
1/22/2022 23 i3 -52% 70 36 -49% m SPEEDTEST
1/23/2022 28 16 -43% 110 57 -48%

Average 22 12 -47% 35 -50%

Ookla Speed
(Mbps)

Frequency Y Network

Congestion Congestion
Confidential and Proprietary Information of Opanga Networks, Inc.
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CUTO* Wireline

Policy Enforcement Engine

Enhanced User Experience within SLA Boundaries

Situation

Broadband ISP Wholesale

Bandwidth Access Operator

Volume
Burst

Conform to SLA results in predictable cost V
Violate SLA results in additional cost x

Indiscriminate Policing leads to
bad user experience

cisco Lz//&/

*Cisco Ultra Traffic Optimization

Solution

S w®

CIR

Bandwidth
VVolume
Burst

B\1L10 U v
Sy & S Q10
NGO 5, 0110
Monitor Infer Congestion Police
Control Egress
(Pace Elephants)

)

+ Conform to SLA
« Ensure QoE for every user

« Fair use capability
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Policy Enforcement Engine

Custom Policy Enforcement

e.g. Differentiate between "download” and “streaming” (within same app)

11111

Throughput
(Mbps)

Throughput

Bitsf1 51

07

(Mbps)

Download\i\A

1wl
1w
108

of _N\A_Af\_./\—, \_,v_

0 5 E) 100 15

Time
(s)

| Stream

/ Detected
! f — Apply Policy (e.g.
I limit BW usage) for
| stream
i

—
=

A AR AR ARAAAAAAR

Time

. (s)
cisco Lg/&/

« Same Source/Destination Address

- Differentiate between download versus
streaming on the same SA/DA

- Apply Policy per flow type, e.g.
« Download Policy: no action

« Streaming Policy: Limit to set BW profile
(police/buffer]...)
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Policy Enforcement Engine

Use Case: Dynamic TCP Optimization
Contextualized TCP Management

Observe TCP Session and ALL Traffic Action I

Protocol / ” (
Profile D Congestion? 9

v ecalc
@ / Inference é TCP wi?rdoulr setting
ALL Traffic

Observation @ﬂ

-
y TCP Session
cisco L‘V&. Observation BRKSPM-2024 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 66



Protection for Real-Time Traffic

Use Case : Protecting Real-time Traffic

Observe traffic, detect videoconferencing stream, measure
steady state Bandwith usage of video conf stream, shape
traffic to (total-videoconf BW)

o
&
E Real-time 01
Profile/model
Flow 81 menw) U
» ——) o0 ) L =\ —) 1(1) c1> clﬁ 5
- E— P&l — - { mmmm—) 0130 EE—)
Ny : — — ——
F'ow #n .
Real-time Video flow(s) Calc Steady State Traffic Nicely conditioned
Real-time collab flow(s) For real-time flow(s) Management Real-time collab apps
. ‘ Real-time collab flow
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Why does this scale

Simple Smart

E—

T 1

« | only use state on the - |l only use state if | need it
important/interesting stuff . when there is a reason
« 20% of the flows generate e.g. congestion

80% of the volume
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sSummary

- Traffic is encrypted, application controlled, and obfuscated
- Traditional DPI approaches (w)(d)on’t work
- This evolution will affect Service Provider consumer offering policy

- An |IP centric approach is feasible and addresses several use cases
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Complete your Session Survey

- Please complete your session survey
after each session. Your feedback
IS important.

- Complete a minimum of 4 session
surveys and the Overall Conference
survey (open from Thursday) to
receive your Cisco Live t-shirt.

- All surveys can be taken in the Cisco Events Mobile App or
by logging in to the Session Catalog and clicking the
"Attendee Dashboard” at

https://www.ciscolive.com/emea/learn/sessions/session-catalog.html
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Continue Your Education

Visit the Cisco Showcase for related demos.

Book your one-on-one Meet the Engineer meeting.

©0

Attend any of the related sessions at the DevNet,
Capture the Flag, and Walk-in Labs zones.

Visit the On-Demand Library for more sessions
at ciscolive.com/on-demand.
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Thank you

CISCO The bridge to possible
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