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SD-Access / SD-WAN: Basics
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SD-Access (SDA) - basics

5

Cisco DNA Center
Orchestrator responsible for intent-based
automation and assurance in Campus
Network.

Cisco Identity Services Engine (ISE)
Engine that provides a dynamic end-point 
to SGT group mapping and policy 
definition.

Cisco ISE
Cisco DNA 

Center

Software
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SD-Access (SDA) - basics

6

Cisco DNA Center
Orchestrator responsible for intent-based
automation and assurance in Campus
Network.

Cisco Identity Services Engine (ISE)
Engine that provides a dynamic end-point 
to SGT group mapping and policy 
definition.

Cisco ISE
Cisco DNA 

Center

Software

SDA Border

SDA Control Plane

SDA Fabric

VXLAN / LISP

SDA Edges

SDA Border
Fabric device that connects SDA Fabric 
with the external network.

SDA Control Plane
Fabric device that governs control-plane 
operations in the fabric.

SDA Edge
Fabric device to which end-points 
are connected to.
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SD-WAN - basics

BRKTRS-3457 7

vBond vManage vSmart

vManage
management-plane and single pane of

glass for day0, day1 and day2 operations
in SD-WAN.

vBond
orchestration-plane responsible for on-
boarding (Zero Touch Provisioning) new
devices into SD-WAN fabric.

vSmart
control-plane responsible for applying and
enforcing configured policies in SD-WAN
fabric.

Software
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SD-WAN - basics
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vBond vManage vSmart

vManage
management-plane and single pane of

glass for day0, day1 and day2 operations
in SD-WAN.

vBond
orchestration-plane responsible for on-
boarding (Zero Touch Provisioning) new
devices into SD-WAN fabric.

vSmart
control-plane responsible for applying and
enforcing configured policies in SD-WAN
fabric.

Software

SD-WAN 
Fabric

IPSEC / OMP

cEdge
data plane device that forwards packets
based on decisions received from the
control plane (vSmarts).
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SD-Access – SD-WAN: Comparison
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Cross-Domain: 
Supported 
Designs
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Integration Goals – WHY?
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end-to-end integration (security)



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Integration Goals – WHY?

1) Ensure micro- and macro-segmentation across the whole enterprise.

2) Use consistent end-to-end group-based policies.

3) Leverage intelligent routing between different branch offices.

4) Automate new site deployments.

5) Monitor network via single pane of glass (integrated domain).
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SDA – SD-WAN
Independent Domain
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SDA

SD-WAN

manual TrustSec
(VRF-lite)

HQ 1

Desktop

SDA Border

SDA Control Plane

SDA Edge SDWAN cEdge SDWAN cEdge

HQ 2

IP Phone

SDA EdgeSDA Border

SDA Control Plane

manual configmanual config

Cisco ISE Cisco 
DNA Center

vManage
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SDA – SD-WAN
Integrated Domain
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SDA

SD-WAN

SDA Border/Control PlaneSDA Edge

Branch 1 Branch 2

Desktop IP Phone
SDWAN cEdge

SDA EdgeSDA Border/Control Plane

SDWAN cEdge

automated config

Cisco ISE Cisco 
DNA Center

vManage



Independent 
Domain



Independent Domain
Introduction
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SDA – SD-WAN: Independent Domain
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HQ

SDA

SD-WAN

manual TrustSec
(VRF-lite)

Branch 1

Desktop

SDA Border

SDA Control Plane

SDA Edge SDWAN cEdge SDWAN cEdge

Branch 2

IP Phone

SDA EdgeSDA Border

SDA Control Plane

manual configmanual config

HQ

Cisco ISE Cisco 
DNA Center

vManage
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SDA – SD-WAN: Independent Domain

Interoperability:

- SD-WAN cEdges perform only SD-WAN functionality,

- SD-WAN cEdges are managed and provisioned by SD-WAN controllers,

- SDA devices perform only SDA functionality,

- SDA devices are managed and provisioned by Cisco DNA Center,

- Security details (SGT values) are carried over between both solutions in data-plane (Ethernet / CMD 
frame).

BRKTRS-3457 18
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SDA – SD-WAN: Independent Domain

Main characteristics:

- very flexible as both solutions are loosely coupled together & can be managed independently,

- there are no strict software version requirements (strict compatibility matrix),

- It can be implemented on new or existing SDA site,

- it requires two devices (one for SDA, one for SD-WAN), 

- It requires additional configuration (CMD / VRF-Lite) to exchange security tags.

Common Use Case:

Mainly used in HQ / large sites where complex traffic rules are often needed. 

BRKTRS-3457 19
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Independent Domain

SDA Border/Control PlaneSDA Edge SDWAN cEdge

HQ
Cisco 

DNA Center vManage/vSmart/vBond

end-point

GLOBAL ROUTING TABLE
(SD-WAN Underlay / Transport VPN)

GLOBAL ROUTING TABLE
(SDA Underlay)

IP

VIRTUAL NETWORK (VRF)
(SDA Overlay = Virtual Network)

SERVICE VPN 
(SD-WAN VPN)

packet rewrite:
VXLAN encap

packet rewrite:
VXLAN decap

802.1Q+CMD encap

VRF-LITE 
802.1Q VLAN

Cisco MetaData (CMD)

packet rewrite:
802.1Q+CMD decap

IPSEC encap

DATA-PLANE
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Independent Domain

CONTROL-PLANE (overlay)

SDA OVERLAY
(LISP)

SD-WAN SERVICE VPN 
(OMP)

LISP-BGP
redistribution

INTERCONNECT
(BGP)

BGP-OMP
redistribution

SDA Border/Control PlaneSDA Edge SDWAN cEdge

HQ
Cisco 

DNA Center vManage/vSmart/vBond

end-point
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Independent Domain

SECURITY-PLANE

SDA VIRTUAL NETWORK 
(VN/SGT in VXLAN header)

IP
SERVICE VPN 

(SGT/VN in IPSEC frame)

Dot1x/MAB/static
SGT assignment

packet rewrite:
VN -> VLAN

SGT (VXLAN) -> SGT (CMD)

802.1Q VLAN
(SGT/VN in CMD frame)

packet rewrite:
VLAN -> VPN ID

SGT (CMD) -> SGT (IPSEC)

SDA Border/Control PlaneSDA Edge SDWAN cEdge

HQ
Cisco 

DNA Center vManage/vSmart/vBond

end-point
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SDA: VXLAN Encapsulation

SGT

VN ID (24 bits)

BRKTRS-3457 23
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Ethernet Cisco Metadata (CMD)

SGT

VLAN ID (12bits)

Outer Destination MAC Address

802.1Q Tag

Cisco Metadata

Payload

Source MAC Address

FCS

TPID
(0x8100)

PCP

DEI

VLAN ID

16

3

1

12

Version

Length

Opt Type

SGT Value

4 bytes

8

16

8 bytes

8

16

EtherType EtherType
(0x8909) 16
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SD-WAN: IPSec Encapsulation

SGT

VPN ID (24 bits)
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Putting all together…
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Independent Domain
Basic Deployment
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Deployment Prerequisites

SD-WAN:

- Cisco SD-WAN Controllers (vManage, vBond, and vSmart) are deployed with valid 
certificates,

- Independent Domain supported Cisco WAN Edge devices are onboarded and active.

SDA:

- Cisco DNA Center is installed and integrated with the Identity Services Engine,

- The Design Application in Cisco DNA Center is appropriately configured for the 
deployment,

- The SD-Access fabric is deployed. The border nodes are connected to the SD-WAN 
eEdge routers and have IP reachability to Cisco DNA Center.

BRKTRS-3457 28
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SDA – SD-WAN: Setup

BRKTRS-3457 29

SDA

SD-WAN

Cisco ISE Cisco 
DNA Center

vManage

SITE01 (independent domain)

Desktop

192.168.10.10

SDA Border

SDA Control Plane

SDA Edge

manual TrustSec
(VRF-lite)

SDWAN cEdge

SITE01-CAT9K-01
Lo0: 172.26.0.1

SITE01-CAT9K-02
Lo0: 172.26.0.2 SITE01-ISR
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SDA – SD-WAN: Setup
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SDA

SD-WAN

SITE01 (independent domain)

Desktop

192.168.10.10

SDA Border

SDA Control PlaneSDA Edge

manual TrustSec
(VRF-lite)

SITE01-CAT9K-01
Lo0: 172.26.0.1

SITE01-CAT9K-02
Lo0: 172.26.0.2 SITE01-ISR

SDWAN cEdge

Gi1/0/8 Gi1/0/7 Gi1/0/7 Gi1/0/1 Gi0/0/3

Gi0/0/0

VRF: SITE01_USER_VN
VLAN: 1030

IP: 192.168.10.254

172.26.101.0/30.1 .2

SDA IP Transit & mapping to SD-WAN VPNs: 

VN: SITE01_USER_VN SVI/VLAN: 2001 IP: 172.26.100.0/30 VPN: 10

VN: SITE01_DEVICE_VN SVI/VLAN: 2002 IP: 172.26.100.4/30 VPN: 20

VN: INFRA_VN SVI/VLAN: 2100       IP: 172.26.100.8/30 VPN: 100

VLAN2001
VLAN2002
VLAN2100

VPN10
VPN20

VPN100

trunk

Integration area
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SDA: pre-integration state
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2 x Cat9k added to Cisco DNA Center inventory & provisioned

standard SDA process
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SDA: pre-integration state state
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2 x Cat9k configured as SDA Edge and SDA Control/Border Node

standard SDA process
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SDA: pre-integration state

BRKTRS-3457 33

IP TRANSIT configured on SDA Border
(configured BGP AS Number = 65000 must match AS number configured on SD-WAN)

standard SDA process
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SDA: pre-integration state
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Border Handoff configured for INFRA_VN, as well as for all other VNs (USER_VN & DEVICE_VN) 

standard SDA process
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SD-WAN: pre-integration state

BRKTRS-3457 35

cEdge configured and connected to SD-WAN controllers.

standard SD-WAN process
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SD-WAN: pre-integration state

Basic Templates created for: 
- VPN0 (transport VPN) & VPN512 (management) 
- Physical interfaces (Gi0/0/0 & Gi0) 
- Other basic services (AAA, logging, SNMP, system, …)

standard SD-WAN process



Independent Domain
Integration
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SDA: integration process
TrustSec configuration
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TrustSec must be enabled on SDA Border Handoff interface. During enablement, interface will flap!
SGT=2 (TrustSec_Devices)
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SD-WAN: integration process
BGP & TrustSec configuration

39BRKTRS-3457

Service VPNs, BGP and TrustSec templates must be added from SD-WAN perspective on interface towards SDA.
During TrustSec enablement interface will flap!
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SD-WAN: integration process
SD-WAN VPN templates for SDA Virtual Networks (VNs)
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Service VPN templates created for:
- SDA Overlay (USER_VN & DEVICE_VN)
- SDA Underlay (INFRA_VN)
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SD-WAN: integration state
Routing redistribution
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OMP-BGP Advertisement must be enabled for all Service VPNs.



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public

SD-WAN: integration state
BGP & TrustSec configuration
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BGP and TrustSec templates deployed on SITE01-ISR cEdge.
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SD-WAN: integration state
BGP configuration

43BRKTRS-3457

OMP to BGP redistribution enabled.
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SD-WAN: integration state
TrustSec configuration
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TrustSec configuration on the interface (SGT=2 -> TrustSec_Devices)



Independent Domain
Validation
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SDA - SD-WAN: integration validation
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Make sure that IP Transit is working as expected, all BGP sessions are established and all
necessary prefixes are exchaged for end-to-end reachability.
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SDA - SD-WAN: integration validation
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Make sure that CTS is enabled on SDA Border Handoff.
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SD-WAN: integration validation

BRKTRS-3457 48

Confirm that SGT propagation is enabled and SGT=2 assigned manually on physical interface
(and all subinterfaces)!



Integrated 
Domain



Integrated Domain
Basic Deployment
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SDA – SD-WAN: Integrated Domain

Interoperability:

- SD-WAN cEdges perform both SD-WAN & SDA (border & control-plane) functionality,

- SD-WAN cEdges are provisioned by SD-WAN controllers but also managed and visible in Cisco DNA 
Center,

- SDA border device work also as SD-WAN cEdge device,

- SDA devices are managed and provisioned (directly / indirectly) by Cisco DNA Center,

- Security details (SGT values) are carried over between both solutions directly (VXLAN – IPSec)

BRKTRS-3457 51
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SDA – SD-WAN: Integrated Domain

Main characteristics:

- both solutions are tightly coupled together & managed by single team,

- there are strict software version requirements (compatibility matrix),

- there is a single pane of glass to look holistically at the health state of the whole solution, 

- it requires one device (for SD-WAN cEdge and SDA border & control-node), 

- It must be a new SDA site.

- It has several deployment limitations and currently does not support:
Cisco DNA Center / SDA: Multicast, IPv6, Layer 2 flooding, Layer 2 Border handoff, SD-Access Transit and Multisite Remote Border;
IOS-XE / SD-WAN: LISP PubSub on cEdge

Common Use Case:

Mainly used in branches and small sites (CAPEX / OPEX reduction). 
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Compatibility Matrix – integrated domain

53BRKTRS-3457

SDA-SDWAN Compatibility Matrix

make sure to use compatible & 
tested software combinations!

1) vManage / vSmart / vBond

https://www.cisco.com/c/dam/en/us/td/docs/Website/enterprise/sda_compatibility_matrix/index.html
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SDA-SDWAN Compatibility Matrix

2) Collocated SD-WAN Edges

Compatibility Matrix – integrated domain

make sure to use compatible & 
tested software combinations!

https://www.cisco.com/c/dam/en/us/td/docs/Website/enterprise/sda_compatibility_matrix/index.html
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SDA – SD-WAN: Integrated Domain
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SDA

SD-WAN

SITE02

IP Phone

SDA EdgeSDA Border/Control Plane

SDWAN cEdge

Cisco ISE Cisco 
DNA Center

vManage
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SDWAN cEdge

SDA – SD-WAN: Setup
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SDA

SD-WAN

SITE02 (integrated domain)

Integration area

SDA Border/Control Plane

SITE02-ISR (Lo0: 172.29.100.65)

Only new SDA sites are supported (no brownfield). 

SDA Edge is provisioned automatically through LAN Automation process. 

SITE02-CAT9K
Lo0: 172.29.100.68

IP Phone

192.168.110.10

SDA Edge

VRF: SITE02_USER_VN
VLAN: 1031
IP: 192.168.110.254

Gi0/0/2 Twe1/0/1

172.29.100.66/31.66 .67

Twe1/0/3

Gi0/0/0
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SD-WAN: pre-integration state
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Integrated Domain
Integration
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SDA – SD-WAN: Controller Integration
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SDA – SD-WAN: Controller Integration
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SDA – SD-WAN: Controller Integration
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SDA – SD-WAN: SDWAN Transit
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SDA – SD-WAN: Attaching devices
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SDA – SD-WAN: Attaching devices
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SD-WAN cEdge in Cisco DNA Center
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When device is added from SD-WAN to Cisco DNA Center, it will not be assigned to any site. 
Site assignment needs to be done manually from Cisco DNA Center.
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SD-WAN cEdge in Cisco DNA Center

Make sure that a site to which device is assigned, has SNMP and CLI credentials already configured
or update credentials manually after assigning to the side.
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SD-WAN cEdge in Cisco DNA Center
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Prior proceeding with the next integration steps, make sure that device is reachable
and in fully managed state.
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SDA Virtual Network - SD-WAN VPN Mapping
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Prior proceeding with the next integration steps, make sure that you connect SDA and SD-WAN 
domain together by allocating SD-WAN VPN IDs to respective SDA VNs.
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SD-WAN: integration state

69

CTS SGT Propagation needs to be enabled on VPN0 interface to allow CTS rewrite to IPSec header.

BRKTRS-3457
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Enable LAN-Automation to on-board SDA Edge

70BRKTRS-3457

standard process (SDA)

While deploying LAN Automation, INFRA_VN configuration is added to SD-WAN cEdge router.

It is critical that deployed INFRA_VN subnet is properly routed to Cisco DNA Center from SD-WAN 
perspective (as otherwise PnP & LAN Automation will not work)
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Enable LAN-Automation to on-board SDA Edge

standard process (SDA)

Multicast is not supported in SD-WAN – SDA Integrated Domain mode!
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Enable LAN-Automation to on-board SDA Edge

72BRKTRS-3457

standard process (SDA)
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Enable LAN-Automation to on-board SDA Edge
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standard process (SDA)

After successful LAN Automation, on-boarded device will be automatically
added to Cisco DNA Center.
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Configure SDA Fabric
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standard process (SDA)

Devices can be associated to SDA as per standard process.
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Configure SDA Fabric
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standard process (SDA)

SD-WAN Transit will be automatically selected for SDA Border
(and cannot be removed)



Integrated Domain
Validation
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SDA - SD-WAN: integration validation

77

Make sure that SD-WAN cEdge is fully configured as SDA Border and Control Plane including all
required VNs and interfaces.

BRKTRS-3457



Network
Troubleshooting
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SDA – SD-WAN: Full Lab Setup
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SDA

SD-WAN

SITE02 (integrated domain)

SDA EdgeSDA Border/Control Plane

SDWAN cEdge

Cisco ISE Cisco 
DNA Center

vManage

SITE01 (independent domain)

Desktop

192.168.10.10

SDA Border

SDA Control Plane

SDA Edge

IP Phone

192.168.110.10

manual TrustSec
(VRF-lite)

SDWAN cEdge
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SDA – SD-WAN: Full Lab Setup (details)
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SD-WAN



Troubleshooting SDA - SD-WAN
integration
Interface configuration
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Troubleshooting Control plane (SDA – SDWAN)
End-Point facing configuration
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Troubleshooting Control plane (SDA – SDWAN)
End-Point facing configuration

83BRKTRS-3457



Troubleshooting SDA - SD-WAN
integration
Control Plane checks
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Troubleshooting Control plane (SDA – SDWAN)
SITE02 - LISP checks

85BRKTRS-3457

Route propagation
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Route propagation

Troubleshooting Control plane (SDA – SDWAN)
SITE02 - LISP checks
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Route propagation

Troubleshooting Control plane (SDA – SDWAN)
SITE02 - LISP checks
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Troubleshooting Control plane (SDA – SDWAN)
SITE02 - RIB checks
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Route propagation
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Troubleshooting Control plane (SDA – SDWAN)
SITE01 - RIB checks
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Route propagation
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Troubleshooting Control plane (SDA – SDWAN)
SITE01 - BGP checks
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Route propagation
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Troubleshooting Control plane (SDA – SDWAN)
SITE01 - RIB checks

91BRKTRS-3457

As SDA Border is a default 
border, route is no longer 

propagated in LISP!

Route propagation
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SDA – SD-WAN: SITE01 - LISP checks
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Troubleshooting SDA - SD-WAN
integration
Data Plane checks
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Data Plane Tools
Cat9000 Series: Embedded Packet Capture

94BRKTRS-3457

Packet fowarding 
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Data Plane Tools
Cat9000 Series: Embedded Packet Capture
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Embedded Packet Capture (EPC) allows to capture packets that are forwarded fully in the hardware!

Packet fowarding 
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Data Plane Tools
wireshark analysis
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Cisco MetaData header

Original Packet & Payload

Embedded Packet Capture (EPC) on ingress is fully reliable!
EPC on egress interface might not provide the final frame (above – missing dot1q header)!
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Data Plane Tools
Catalyst 9000 Series: Show Platform Forward
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The fastest way to run “Show Platform Forward” is to first capture exact traffic via EPC (SPF) and then 
use it as a trigger in SPF execution. 

Packet fowarding 



© 2023  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Data Plane Tools
Catalyst 9000 Series: Show Platform Forward
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Show Platform Forward (SPF) shows hardware forwarding decision, as well as 
ingress/egress packet dump (all headers).

Packet fowarding 
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Data Plane Tools
Packet Trace
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Packet fowarding 
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Data Plane Tools
Packet Trace

100
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Troubleshooting SDA - SD-WAN
integration
Security Plane checks
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Security Plane validation
Cisco DNA Center
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Security Plane validation
Cisco ISE
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Security Plane validation
SDA Edge to ISE communication
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PAC = Protected Access Credentials
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Security Plane validation
Ingress SDA Edge :: ingress tagging
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SGT source tag is added on ingress port and carried through to the final destination.
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Security Plane validation
SGT propagation to SD-WAN

CTS SGT propagation is enabled on Tunnel0 interface
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Security Plane validation
Egress SDA Edge :: egress enforcement

SGT source tag (carried over in the packet header) and SGT destination tag (associated to 
the destination end-point) create a pair that points out to the specific policy.
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Security Plane validation
Egress SDA Edge :: egress enforcement
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Enforcement occurs on the egress device. 
Number of packets dropped can be seen in the counters.



Summary
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Prescriptive Deployment Guides

1) Cisco SD-Access - SD-WAN Integrated Domain Pairwise 
Integration
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Campus/Cisco-SD-Access-SD-WAN-
Integrated-Domain-Guide.pdf

2) Cisco SD-Access - SD-WAN Independent Domain Pairwise 
Integration

https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Campus/Cisco-SD-Access-SD-WAN-
Independent-Domain-Guide.pdf
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https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Campus/Cisco-SD-Access-SD-WAN-Integrated-Domain-Guide.pdf
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Campus/Cisco-SD-Access-SD-WAN-Independent-Domain-Guide.pdf
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Troubleshoting deep dives

SDA:

BRKTRS-3820 - SD Access: Troubleshooting the Fabric

BRKTRS-3090 - Troubleshooting the Cisco Catalyst 9000 Series Switches

BRKTRS-2811 - Overview of Packet Capturing Tools in Cisco Switches and 
Routers

SD-WAN:

BRKTRS-3793 - Advanced SD-WAN Routing Troubleshooting

BRKTRS-3475 - Advanced Troubleshooting of cat8k,asr1k, ISR and SD-WAN 
Edge Made Easy
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Complete your Session Survey

• Please complete your session survey 
after each session. Your feedback 
is very important.

• Complete a minimum of 4 session 
surveys and the Overall Conference 
survey (open from Thursday) to 
receive your Cisco Live t-shirt. 

• All surveys can be taken in the Cisco Events Mobile App or 
by logging in to the Session Catalog and clicking the 
"Attendee Dashboard” at 
https://www.ciscolive.com/emea/learn/sessions/session-
catalog.html
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https://www.ciscolive.com/emea/learn/sessions/session-catalog.html
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Agenda
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Visit the On-Demand Library for more sessions 
at ciscolive.com/on-demand.

Attend any of the related sessions at the DevNet, 
Capture the Flag, and Walk-in Labs zones.

Visit the Cisco Showcase for related demos.

Book your one-on-one Meet the Engineer meeting.

Continue Your Education

https://www.ciscolive.com/on-demand.html


Thank you




