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About me
and why I’'m the right person to talk about OMP troubleshooting
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Cisco

This is advanced level session, so basics are not covered,
Cisco SD-WAN basic level knowledge is a must
The session main objectives are:
» share experience about some typical failures seen in
the field to help you avoid them in your network
« demonstrate some well-known SD-WAN features
from different angle (not how to use them, but rather
what problems misuse causes)
Consider this session as a "cookbook” for SD-WAN routing
failures, but not a “Tour de Force”
Not an exhaustive guide, there are always more...
Based on real-life TAC cases and escalations
The session is OMP protocol oriented mainly, no multicast
routing, centralized control (almost), data or AAR policies
discussed
Main topics touched:
» Implicit ACL and underlay routing
* OMP tuning/features
* OMP path selection issues
« OMP interaction with service-side routing protocols:
 OSPF
+ EIGRP
« BGP
Heavily CLI based, old-school classic ©
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Cisco Webex App

Questions?
Use Cisco Webex App to chat
with the speaker after the session

Intermediate (596)

Tracks
| I OW Networking (220)

Session Type
Breakout (453)

‘ Find this session in the Cisco Live Mobile App
‘ Click “Join the Discussion” |
‘ Install the Webex App or go directly to the Webex space
. Enter messages/questions in the Webex space

Webex spaces will be moderated
until February 24, 2023.
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“It's good to learn from your
mistakes. It's better to learn from
other people’s mistakes.”

Warren Buffett
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Agenda

- Part 1: SD-WAN Routing Troubleshooting basics
« Part 2: Issues seen in the field

- 2.1 VPN 0 (GRT) Routing Cases

- Case 1. Can not establish BGP peering with my ISP in the underlay

« Case 2. BGP session established while it should not

« 2.2 OMP Features Cases
- Case 3. vSmart does not advertise any OMP routes
- Case 4. Traffic is not load-balanced over ECMP
- Case 5. OMP Path selection and global scalability
- Case 6. OMP double failure scenario

CISCO L&V&./ BRKTRS-3793
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Agenda

« 2.3 Service-side routing and OMP
Case 7. OSPF and DN-bit in SD-WAN
Case 8. WAN Edge does not install route from type3 LSA from area O into the RIB
Case 9. OMP to EIGRP redistribution
Case 10. OMP-BGP routing loop
Case 11. propagate-aspath and overlay-as

Case 12. Temporary blackholing on redundancy recovery with BGP

Q&A
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Part 1: SD-WAN Routing

Troubleshooting Basics
What should you know to troubleshoot various
iIssues with routing and forwarding
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Cisco SD-WAN Routing
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Tshoot 101: OMP Peering

To exchange routing information, first of all peering with and between vSmart
controllers must be established

cEl BRl#show sdwan omp peers

R ->
I —>
S =>

routes
routes
routes

received
installed
sent

DOMAIN OVERLAY SITE

TYPE ID ID ID STATE

UPTIME

10.0.0.101

cwcol&h@/

vsmart 1 1

BRKTRS-3793
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Tshoot 101: OMP Peering

If there is no OMP peering between WAN Edge and vSmart

« Check control connections and transport -> VPN O underlay routing tshoot
« Check for possible duplicate System ID
« Check OMP protocol status (show [sdwan] omp summary)

cEl BRl#show sdwan omp peer

DOMAIN OVERLAY SITE
PEER TYPE ID 1D ID STATE UPTIME R/I/S
10.0.0.101 vsmart 1 1 2 init-in-gr 80/0/0

cisco Lz/@/
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Tshoot 101: Graceful Restart Timer

If all vSmart controller connections are lost, the WAN Edge router continues to
operate with the latest control plane information (vRoutes, TLOCs, IPSec keys,
centralized policies, cflow template,) for the duration of configured OMP
graceful-restart timer (12h default, 7d max).

vsmart# show omp peer

DOMAIN OVERLAY SITE
PEER TYPE ID ID ID STATE UPTIME R/I/S

10.0.0.1 vedge 1 1 2111002 down-in-gr 4/0/0

cEl BR1# show sdwan omp peer
DOMAIN OVERLAY ©SITE
PEER TYPE ID ID ID STATE UPTIME R/I/S

10.0.0.101 vsmart 1 1 2 init-in-gr 82/82/0

*remember security ipsec rekey 2Xx times graceful-restart
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Few other OMP timers to remember

advertisement-interval - the time between OMP Update packets, default is 1s.

holdtime - how long to wait before closing the OMP connection to a peer. If the peer does not
receive 3 consecutive keepalive messages within the hold time, the OMP connection to the peer is
closed. Default is 60 sec. (hello sent every 1/3 of holdtime)

eor-timer - how long to wait after an OMP session has gone down and then come back up
before flushing stale routes which were not refreshed/updated. Default is 300 sec.
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Tshoot 101: OMP Summary - What to pay attention for?
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OMP routing basics



OMP Routing Basics - Topology

It will serve us as an exhibit for further discussion

service-side

WAN Edge vSmart WAN Edge?

- Routing info announcement direction
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OMP Routing Basics - WAN Edge

From service-side and out to vSmart

- By default, static, connected, and OSPF internal routes are automatically redistributed into OMP.

All other (BGP, EIGRP, OSPF external) redistribution must be configured (into OMP and from OMP into
another routing protocol)

*redistribution can be controlled with localized policy starting from 20.5/17.5

- 4 best equal-cost paths are advertised to vSmart by default (configurable via send-path-limit [1-16])

« Only the best paths are advertised to vSmart (routes installed into FIB) (non-best paths still can be sent if
send-backup-paths configured)
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1. Applies incoming control policy

2. Performs best paths selection (TLOC preference and TLOC reachability is not
considered on vSmart)

3. Stores best paths in an ordered (sorted) list
4. Applies outgoing control policy and advertises best paths to WAN Edges

By default, only 4 best* equal-cost paths are advertised (configurable via send-
path-limit [1-16] and controller-send-path-limit [4-128])

*non-best paths can be sent also if send-backup-paths configured; 16 ECMP paths are sent
by default between controller starting from 20.5 (behavior change)
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OMP Routing Basics - WAN Edge

From vSmart

R —————

To decide which OMP routes are installed into the routing (RIB) and forwarding (FIB) tables:
«  OMP performs loop avoidance (based on system-ip) and best path selection
* Implements localized policy

Up to 4 ECMP paths can be installed by default (configurable via ecmp-1imit [1-16])

« Installs route into RIB/FIB table if TLOC is active and there is a BFD session associated with it in the “up”
state (route resolved).

*Default OMP Administrative Distance is 250/251 for vEdge/cEdge and cannot be changed

CIsco M‘/ BRKTRS-3793
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Loop avoidance

OMP loop avoidance is based on originator System-IP, not Site-ID value
Native built-in loop prevention mechanisms when OMP interacts with EIGRP, OSPF and BGP:

OSPF uses “Down Bit” (RFC 4577). Set when route redistributed from OMP to OSPF, on WAN Edge. When LSA
distributed through service-side network gets to the other WAN Edge, route is not installed into RIB because DN
bit is set*

BGP uses So0, extended community which value is set to the OMP site ID. When the other WAN Edge receives
the BGP update from the service-side network and there SoO community matches its own site ID, then route will
not be installed into RIB (and hence won’t be readvertised to OMP to prevent loops)*. BGP peers at site must
send BGP extended communities and have the same site ID

EIGRP uses “External Protocol” ID field. It is set to a value of “OMP-Agent”. When the other WAN Edge on the
same site receives such update, it installs the route into the EIGRP topology table, sets “SDWAN-Down” flag and
then install into the RIB with AD to 252. This, in turn, makes OMP the preferred route because it has an AD of
251

*- such BGP/OSPF routes still can be installed into the RIB with AD = OMP AD +1 (252 for cEdge) if no corresponding OMP route
exists that can pre-empt. The same mechanism of “SDWAN-Down” flag used there as for EIGRP.
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Routing/Forwarding Information Base (RIB/FIB)

— e . o o S S B B S B e S e e e e B e e e e e e e e B e e B e e e e e e e

| OMP Route Routing Forwarding | |
Table Information Information | |
Base (RIB) Base (FIB) )

- O O - O S S S S S S S S S S S S S S S G e e e s

Main point is that routes and "next-hop” table (aka TLOCs) are
decoupled and populated independently from vSmart

« RIB: Control plane view on what WAN Edge router decided to install from
all routing protocol tables like OMP and use for unicast forwarding

« FIB: Forwarding plane version of the RIB that includes fully resolved
“next-hop” information, implemented in hardware on some platforms

cisco W/ BRKTRS-3793
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OMP Routing Basics - Best Path Selection

[—
Installed into OMP table, sorted
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Missing Route(s) troubleshooting algorithm

®-B-O-

Check on WAN Edge:

1. RIB/FIB (show ip route/show [sdwan] ip £ib)

2. OMP table if route is not in RIB (show [sdwan] omp route)

3. TLOC information presented (show [sdwan] omp tloc)

4. BFD session with remote TLOC (show [sdwan] bfd sessions) -> troubleshoot data plane tunnels
5. Local policy filtering on redistribution to/from OMP table (show run policy/show run route-map)
Check on vSmart:

1. OMP peering, control connections (show omp peer, show control connections)

2. OMP route and TLOC tables on vSmart (show omp route, show omp tloc)

3. Centralized control policies filters (show run policy, show run apply-policy, test policy)
cisco '&_/
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RIB and FIB Tables (vEdge)
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Tshoot 101: RIB and FIB Tables (I0OS-XE)

cEdgel#show ip route vrf 1 10.4.3.0 255.255.255.0
Routing Table: 1
Routing entry for 10.4.3.0/24
Known via "omp", distance 251, metric 0, type omp
Last update from 10.255.241.102 05:42:07 ago
Routing Descriptor Blocks:
10.255.241.102 (default), from 10.255.241.102, 05:42:07 ago
Route metric is 0, traffic share count is 1
* 10.255.241.101 (default), from 10.255.241.101, 05:42:07 ago
Route metric is 0, traffic share count is 1

cEdgel#show sdwan ip fib vpn 1 | include 10.4.3.0

1 10.4.3.0/24 ipsec 10.4.1.2 1003 1385 10.255.241.101 mpls

1 10.4.3.0/24 ipsec 10.4.2.2 1006 1390 10.255.241.102 mpls

1 10.4.3.0/24 ipsec 64.100.1.23 1003 1404 10.255.241.101 biz-internet
1 10.4.3.0/24 ipsec 64.100.1.24 1006 1405 10.255.241.102 biz-internet

show sdwan ip f£ib - shows only SDWAN part of FIB on I0S-XE, non-SDWAN routes are
in IOS CEF table (show ip cef). OMP routes are never placed into I0S CEF!
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Tshoot 101: OMP Routes and Associated TLOCS @

« TLOCs are uniquely identified with 3 parameters: System ID, color, encapsulation

cEl BRl#show sdwan omp routes 172.16.144.0/24 | b PATH

PATH ATTRIBUTE
VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP COLOR ENCAP PREFERENCE
1 172.16.144.0/24 10.0.0.101 3870 1003 C,I,R installed 10.0.0.2 mpls ipsec -
10.0.0.101 3871 1003 C,I,R installed 10.0.0.2 biz-internet ipsec -

cEl BRIl#show sdwan omp tlocs table
PUBLIC PRIVATE

ADDRESS PSEUDO PUBLIC PRIVATE PUBLIC IPV6 PRIVATE IPV6 BEFD
FAMILY TLOC IP COLOR ENCAP FROM PEER STATUS KEY PUBLIC IP PORT PRIVATE IP PORT IPV6 PORT IPV6 PORT STATUS
10.0.0.2 mpls ipsec 10.0.0.101 Cp I, R 1 192.168.9.12 12426 192.168.9.12 12426 38 0 88 0 up
10.0.0.2 Dbiz-internet ipsec 10.0.0.101 Cpl, R 1 192.168.10.12 12346 192.168.10.12 12346 88 0 88 0 up
vSmart/vEdge: show omp route

show omp tlocs
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Tshoot 101: Check TLOC advertisements
Confirm TLOC advertisement from WAN Edge

cEl_BRIl#show sdwan omp tlocs table | include COLOR|0\.0\.0\.0

FAMILY TLOC IP COLOR ENCAP FROM PEER STATUS KEY PUBLIC IP PORT PRIVATE IP PORT IPV6 PORT IPV6 PORT STATUS
ipvéd 10.0.0.1 mpls ipsec 0.0.0.0 C,Red, R 1 192.168.9.11 12386 192.168.9.11 12386 8¢ 0 88 0 up
10.0.0.1 biz-internet ipsec 0.0.0.0 C,Red, R 1 192.168.10.11 12426 192.168.10.11 12426 8¢ 0 88 0 up

Confirm TLOC received by vSmart and advertised to remote WAN Edge

vsmartl# show omp tlocs ip 10.0.0.1 color mpls advertised detail

| nomore

peer

10.0.0.2
Attributes:
encap-proto
encap-spi
encap-auth
encap-encrypt
public-ip
public-port
private-ip
private-port
public-ip
public-port
private-ip
private-port
site-id
preference
weight
version
gen-id
carrier
restrict
on-demand
groups
bandwidth
gos-group

0

336

shal-hmac, ah-shal-hmac
aes256

192.168.9.11

12386

192.168.9.11

12386

0

= o O

3

0x80000015
default

1

0

[ 01

0
default-group

| begin peer.*10.0.0.2

exclude

"not set"

cisco Lz/&/
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Verify that control policy does not filter TLOCs

policy
lists
tloc-list SITE1l

tloc 10.0.0.1 color mpls encap ipsec

i
1
!
policy
lists
site-list SITEl
site-id 1
i
site-list SITE2
site-id 2
i
!
control-policy RESTRICT MPLS
sequence 10
match tloc
tloc-list SITEL
!
action reject
!
1
default-action accept
!
!
apply-policy
site-list SITE1l

control-policy RESTRICT_MPLS in

|
site-list SITE2

control-policy RESTRICT_MPLS out

!
!

<<<===the policy
OR
<<<=== the policy

cisco Lg/&/

Notes:

* Check show omp tloc received.

« If a TLOC is Rejected (Rej) or Invalid (Inv), it won’t be advertised to the
other WAN Edge.

» Ensure that a control policy doesn’t filter the TLOC when it’s advertised
from the vSmart.

* You can see that the TLOC is received on the vSmart but you won’t see
it on remote WAN Edge.

is applied to routing updates coming IN the vSmart, it will filter tlocs before adding them to the OMP table

is applied to routing updates coming OUT the vSmart, it will filter tlocs after adding them to the OMP table
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OMP Routing Typical Issue - TLOC resolvability

Missing Routes from 24 DC in WAN Edge RIB. Expected 4 default routes, but only 2 installed into FIB.

cE1l BR1l#sh ip route vrf 3 0.0.0.0

Routing Table: 3
Routing entry for 0.0.0.0/0, supernet
Known via "omp", distance 251, metric 0, candidate default path, type omp
Last update from 10.0.0.11 on Sdwan-system-intf, 00:14:06 ago
Routing Descriptor Blocks:
* 10.0.0.11 (default), from 10.0.0.11, 00:14:06 ago, via Sdwan-system-intf
Route metric is 0, traffic share count is 1

cEl BRl#show sdwan ip fib vpn 3

NEXTHOP NEXTHOP NEXTHOP SA
VPN PREFIX IF NAME ADDR LABEL INDEX TLOC IP COLOR
3 0.0.0.0/0 ipsec 192.168.9.13 1008 2189 10.0.0.11 mpls
3 0.0.0.0/0

ipsec 192.168.10.13 1008 2199 10.0.0.11 biz-internet

cEl BRl#show sdwan omp routes vpn 3 0.0.0.0/0 | begin PATH

PATH PSEUDO
FROM PEER ID LABEL STATUS KEY TLOC IP COLOR ENCAP PREFERENCE
10.0.0.101 16844 1008 cC,I,R 1 10.0.0.11 mpls ipsec -
10.0.0.101 16845 1008 C,I,R 1 10.0.0.11 biz-internet ipsec -
10.0.0.101 18924 1004 Inv,U 1 10.0.0.12 mpls ipsec -
10.0.0.101 18925 1004 Inv,U 1 10.0.0.12 biz-internet ipsec -
CIsCO
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OMP Routing Typical Issue - TLOC resolvability (2)
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OMP Routing Typical Issue - TLOC resolvability

There is new and better command available starting from 17.8.1/20.8.1 to do
the same in one go - show [sdwan] omp verify-routes

cEdgel# show sdwan omp verify-routes vpn 1 0.0.0.0/0

PATH ATTRIBUTE TLOC BED RIB
FROM PEER ID LABEL STATUS TYPE TLOC IP COLOR ENCAP STATUS PREFERENCE STATUS STATUS
169.254.206.4 70 1003 C,I,R installed 169.254.206.12 mpls ipsec C,I,R = up F,S
169.254.206.4 71 1003 Inv,U installed 169.254.206.12 biz-internet ipsec C,I,R = down =
169.254.206.4 72 1003 C,I,R installed 169.254.206.11 mpls ipsec C,I,R = up F,S
169.254.206.4 73 1003 Inv,U installed 169.254.206.11 biz-internet ipsec C,I,R = down =
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Useful Commands and Debugs

|OS XE SD-WAN:

show ip route vrf <>

show sdwan ip fib vpn <>
show sdwan omp tlocs
show sdwan omp routes
show sdwan omp peers
show sdwan omp summary

*debug platform software sdwan omp
*debug platform software sdwan omp
*debug platform software sdwan omp

* Replaced with set platform software
version 17.10

show logging process ompd internal

Cisco

best-path
packets
events

trace from

<>

vomart:
show omp tlocs <> [detail]
show omp routes <> [detail]
show omp peers <> [detail]
policy match control-policy

test

vEdge:

ip route vpn <>
ip fib vpn <>

show
show

show
show
show
show

show

debug
debug
debug
debug

omp
omp
omp
omp

omp

tlocs
routes
peers
summary

verify-routes

omp best-path
omp packets
omp events
omp policy

show log /var/log/tmplog/vdebug tail -f

TECTRS-3

477
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vManage - Monitor OMP routing

Monitor>Network>/Device/>Real Time

= Cisco vManage ource Groupw Monitor « Network (&) @
ork > Real Time
Select Device cE2_BR2|10.0.0.2 SitelD:2 Device Model: C8000v (1)
FEG Racouery Rats Device Options: || omp |
SSL Proxy OMP Advertised Routes
AppQoE TCP Optimization OMP Advertised TLOCS
N e e oot . Q10004 OMP Peers v
s Gl OMP Received Routes
WAN Throughput OMP Received TLOCS Total Rows: 42 of 44 ¢
OMP Services
Flows
Address Famil§  OMP Summary Encap From Peer Tlac Spi Auth Type Encrypt Type Public 1P
VD OMP IPv6 Advertised Routes
ipva net  ipsec 10.0.0.102 321 shal-hmac .. aes256 192.168.10.11
OMP IPvé Received Routes
ipva 10.0.0.11 mpls ipsec 10.0.0.102 12837 shal-hmac .. aes256 192.168.9.13
TLOC
o ipvd 10.0.0.11 biz-internet ipsec 10.0.0.102 544 shal-hmac .. aes256 192.168.10.13
unnel
ipvd 10.0.0.12 mpls ipsec 10.0.0.102 28372 shal-hmac .. aes256 192.168.9.14
Firewall ipvd 169.254.206.10 biz-internst  ipsec 10.0.0.102 296 shal-hmac .. 3es256 192.168.10.10
Intrusion Prevention
ipvd 169.254.206.15 private] ipsec 10.0.0.102 31347 shal-hmac .. aes256 192.168.9.15
URL Filtering
ipvd 169.254.206.15 private2 ipsec 10.0.0.102 770 shal-hmac ... aes256 192.168.10.15
Advanced Malware Protection
TLS/SSL Decryption ipvd 169.254.206.16 privatel ipsec 10.0.0.102 24314 shal-hmac ... aes256 192.168.9.16
Umbrella DNS Re-direct
ipvd 169.254.206.16 private2 ipsec 10.0.0.102 718 shal-hmac .. 3es256 192.168.10.16
Control Connections.
ipva 169.254.206.16 private3 ipsec 10.0.0.102 435 shal-hmac .. 3es256 192.168.11.16
System Status
Events ipvd 169.254.206.16 privated ipsec 10.0.0.102 435 shal-hmac ... aes256 192.168.12.16
ACL Logs - PR s amm e e

Troubleshoating
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Useful Control Policy Debugging Commands

« Debugging:
* debug omp policy [ direction | peer-address | vpn | prefix | level ]
* debug omp best-path [ level ]
* debug omp packets [ direction | peer-address | packet-type ]

* debug omp events [ level ]
 Logs will be stored in /var/log/tmplog/vdebug
« Recommended approach to check them is either:
 enter vshell and use tail -f /var/log/tmplog/vdebug
* oOr show log /var/log/tmplog/vdebug tail -f
* show support omp peer peer-ip <system-ip> can be used to find policies applied to a

vsmartl# show support omp peer peer-ip 10.0.0.1 | include -pol
site-pol: BR1 route-pol-in: TAG route-pol-out: None data-pol-in: None
data-pol-out: None pfr-pol: None mem-pol: None cflowd:None

» starting from 20.8.1 test policy match control-policy can be used to find matching
sequence in a policy on vSmart control policy
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Part 2: Issues Seen in the Field
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VPN 0 (GRT) Routing Cases
underlay routing Issues
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Case 1. Can
Nnot establish
BGP peering
with my ISP in
the underlay
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Case 1. Can not establish BGP peering with my ISP in the underlay. Topology.

BGP AS 65000 BGP AS 65046

BR1 192.168.9.1 PE
192.168.9.11 — —

MPLS TLOC
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Case 1. Can not establish BGP peering with my ISP in the underlay
Symptoms. BGP peer bouncing between “ldle” and “Active”

BR1#show ip bgp summary
BGP router identifier 10.0.0.11, local AS number 65000
BGP table version is 1, main routing table version 1

Neighbor v AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
192.168.9.1 4 65046 0 0 1 0 0 00:01:56 Idle

cEl BRl#show ip bgp summary
BGP router identifier 10.0.0.11, local AS number 65000
BGP table version is 1, main routing table version 1

Neighbor v AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
192.168.9.1 4 65046 0 0 1 0 0 00:02:49 Active

BGP peer is reachable via icmp

BRl#ping 192.168.9.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.9.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

But can not connect to tcp/179:

BR1l#telnet 192.168.9.1 179
Trying 192.168.9.1, 179 ...
% Connection timed out; remote host not responding

Your ISP denies problems on their side...
cisco W-/ BRKTRS-3793 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Case 1. Can not establish BGP peering with my ISP in the underlay

Form a theory. What would we check further?
Facts:
- |t’s not transport issue, peer is reachable via icmp

« It's not BGP misconfiguration, we are trying to connect to the right peer

« It's not ISP issue, we trust in our ISP
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Case 1. Can not establish BGP peering with my ISP in the underlay

packet-trace tool is our universal troubleshooting helper:

BR1#debug platform packet-trace packet 128
Please remember to turn on 'debug platform condition start' for packet-trace to work
BR1l#debug platform condition ipv4 192.168.9.1/32 both
BR1#debug platform condition start
BR1l#show platform packet-trace summary

Pkt Input Output State Reason

0 INJ.2 Giz FWD

1 Gi2 Giz2 DROP 479 (SdwanImplicitAclDrop)
2 INJ.2 Giz FWD

cisco LLV&/ BRKTRS-3793
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Case 1. Can not establish BGP peering with my ISP in the underlay

We will find out that it was BGP packet from ISP router blocked by Implicit ACL:
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Case 1. Can not establish BGP peering with my ISP in the underlay
implicit-acl-logging could be also enabled to identify drops:

BR1 (config) # policy
BR1 (config-policy) # implicit-acl-logging

BR1 (config-policy) # commit

And then drops will be logged:

BRl#show logging last 100 | include Implicit-ACL
Dec 30 13:07:59.212: %Cisco-SDWAN-cE1-FTMD-5-NTCE-1000026: FLOW LOG vpn-0 src: 192.168.9.1/179 dst: 192.168.9.11/35747

proto: 6 tos: 192 inbound-acl, Implicit-ACL, Result: denyPkt SDWAN SERV BGP count: 1 bytes: 58 Ingress-Intf:
GigabitEthernet2 Egress-intf: GigabitEthernet2

CISCO L&V&_/ BRKTRS-3793
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Case 1. Can not establish BGP peering with my ISP in the underlay

Solution 1: allow BGP in implicit ACL:
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Solution 2: configure explicit ACL as in the example:

Implicit SD-WAN | SD-WAN Result @'ﬁ
ACL Explicit Explicit ACL
ACL (default)
X X
X
X
X X
« (Control plane tunnels are not affected
« Data plane tunnels (“BFD”) are not affected

Overlay traffic is not affected

cisco Lzﬁo//

BRKTRS-3793

Case 1. Can not establish BGP peering with my ISP in the underlay

sdwan
policy
access-list ALLOW BGP PEER
sequence 10
match
source-ip 192.168.9.1/32
destination-port 179
|
action accept
|
|
sequence 20
match
source-ip 192.168.9.1/32
source-port 179
!
action accept
!
|
default-action drop
i
|
sdwan
interface GigabitEthernet0/0/0
access-list ALLOW BGP_ PEER in
exit
!

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Case 2. Why BGP
established even if
“no allow-service
bgp” configured”?
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Case 2. Why BGP established even if “no allow-service bgp” configured?

Symptoms. BGP peer has established session:

But BGP is not allowed under tunnel-interface section
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Case 2. Why BGP established even if “no allow-service bgp” configured?

If session is cleared, it got established again:

BRl#clear ip bgp *

BR1l#show ip bgp summary | b Neighbor

Neighbor v AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
192.168.9.1 4 65000 0 0 1 0 0 00:00:13 Idle
BR1l#show ip bgp summary | b Neighbor

Neighbor v AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd
192.168.9.1 4 65000 6 2 1 0 0 00:00:02 1

With packet-trace you can even see few “SdwanimplicitAclDrop” like in the Case 1

BR1l#debug platform condition ipv4 192.168.9.1/32 both
BR1#debug platform packet-trace packet 128

Please remember to turn on 'debug platform condition start'
BR1l#show platform packet-trace summary | b SdwanImplicitAclDrop

1 Gi2 Gi2 DROP 479
2 INJ.2 Gi2 FWD

3 Gi2 Gi2 DROP 479
4 Gi2 internal0/0/rp:0 PUNT 11
5 INJ.2 Gi2 FWD

6 Gi2 internal0/0/rp:0 PUNT 11

for packet-trace to work

(SdwanImplicitAclDrop)

(SdwanImplicitAclDrop)
(For-us data)

(For-us data)

cisco W/
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Case 2. Why BGP established even if “no allow-service bgp” configured?

And this is indeed BGP packet from the neighbor dropped due to Implicit ACL not allowing
BGP service:
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Case 2. Why BGP established even if “no allow-service bgp” configured?

Form a theory. What would we check further?
Facts:

« It's not BGP misconfiguration
« There is no explicit ACL configured to override implicit ACL

- Issue is reproducible every time and consistent across the versions and platfroms (unlikely a
bug)

- Only some packets are dropped, not all of them
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Case 2. Why BGP established even if “no allow-service bgp” configured?

Let’'s check next BGP packet
(nr.5) that was allowed.

Compared to previous packets,
this one is self-generated by cE

(injected)

Destination is BGP peer
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Case 2. Why BGP established even if “no allow-service bgp” configured?
Let’s check one more packet (nr.6) that was allowed:

BR1l#show platform packet-trace packet 6

Packet: 6 CBUG ID: 14142
Summary
Input : GigabitEthernet?2
Output : internal0/0/rp:0
State : PUNT 11 (For-us data)
Timestamp
Start : 965431958123058 ns (05/23/2022 16:08:36.551508 UTC)
Stop : 965431958153208 ns (05/23/2022 16:08:36.551538 UTC)

Path Trace
Feature: IPV4 (Input)

Input : GigabitEthernet2
Output : <unknown>
Source : 192.168.9.1
Destination : 192.168.9.11
Protocol : 6 (TCP)

SrcPort S /9

DstPort : 5062

Feature: SDWAN Implicit ACL
Action : ALLOW
Reason : SDWAN NAT DIA

This packet is from the BGP peer and intended for local router (punted to CPU)
and the reason to allow the packet is shown as SDWAN NAT DIA

cisco Lg/&/
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Case 2. Why BGP established even if “no allow-service bgp” configured?

In this case router with "implicit ACL” acts like a stateful firewall, egress packet nr.5
resulted in return (ingress) packet nr.6 to be allowed.

And it works that way only if NAT enabled (e.g. for DIA):

ip nat route vrf 1 0.0.0.0 0.0.0.0 global

ip nat inside source list nat-dia-vpn-hop-access-list interface GigabitEthernet2 overload
I

interface GigabitEthernet?2
ip nat outside

Or simply said, NAT entry has a precedence over implicit ACL. Explicit SD-WAN ACL can still override
this.

cisco Lz/&/
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Case 2. Why BGP established even if “no allow-service bgp” configured?

Egress self-generated packet (nr.5) creates NAT table entry for BGP session and return

traffic is allowed by this entry:

BR1l#show ip nat translations

Pro Inside global Inside local

tcp 192.168.9.11:5063 192.168.9.11:60456
Total number of translations: 1

inside-global-addr 192.168.9.11
outside-global-addr 192.168.9.1
inside-global-port 5063
outside-global-port 179

flags 2113536
application-type 0
entry-id 0x3279dbd0
in mapping id 1

out mapping id 0

create time
last used time

"Mon May 23 16:08:49 2022"
"Mon May 23 16:22:34 2022"

Outside local
192.168.9.1:179

BR1#show sdwan nat-fwd ip-nat-translation-verbose | b 179
nat-fwd ip-nat-translation-verbose 192.168.9.11 192.168.9.1 60456 179 0 6

Outside global
192.168.9.1:179

pkts in 40

pkts out 37

timeout "86381 seconds"
usecount 1

input-idb internal0/0/rp:0
output-idb GigabitEthernet2
bytes in 1211

bytes out 1304

Preceding packets are dropped legitimately when remote peer tries to init a session

Cisco

Lae!
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Case 2 2. Forwarding in global routing table (GRT/vpn 0) is broken

Objective and configuration - forwarding between GRT interfaces: LoF

« cEdge 1 (cE1) establishes eBGP peering with ISP
« |SP advertises default route N\
 CE1 advertises cE1-R1 subnet via BGP

« R1 connected to the interface of cE1 in vpn O
« R17 use static default route (or peer with cE1 via eBGP) R1
 R1 should be able to reach the Internet

router bgp 65128

F)r()tﬂEBFTY neighbor 203.0.113.22 remote-as 64537
« R1 can not reach to the Internet aiiiiiifigil“éfﬁgé .
» traceroute shows packets are not passing neighbor 203.0.113.22 activate
through cE1, but connectivity to R1 is fine: ip route 198.51.100.0 255.255.255.0 Null0 254

BR1l#ping 203.0.113.22 source 198.51.100.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 203.0.113.22, timeout is 2
seconds:

Packet sent with a source address of 198.51.100.1

interface GigabitEthernet0/0/0
description “To ISP in VPN 0/GRT”

ip address 203.0.113.23 255.255.255.252
|
interface GigabitEthernet0/0/1
description “To R1 in VPN 0/GRT”

ip address 198.51.100.1 255.255.255.252

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

|
cisco M‘ BRKTRS-3793 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 57



Case 2 2. Forwarding in global routing table (GRT/vpn 0) is broken
Form a theory. What would we check further?

Facts:

- IPv4 forwarding in global routing table is very basic functionality enabled by default
« It's not BGP misconfiguration of any router of any sort

- It's not R1 static routing misconfig or any other issues with R1

What would be the the difference between router running in controler mode (SD-WAN) vs autonomous
mode (“normal” I0S-XE”) because configuration mentioned before supposed to work?

It SD-WAN tunnel-enabled tranport interface (Gi0/0/0).
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Case 2 2. Forwarding in global routing table (GRT/vpn 0) is broken

Let’s check why cE1 dropping traffic:

cEl#debug platform condition ipv4 198.51.100.2/32 both
cEl#debug platform packet-trace packet 1024 fia-trace
cEl#debug platform condition start

Rl#ping 203.0.113.22 source 198.51.100.2
Type escape sequence to abort.

Packet sent with a source address of 198.51.100.2

Success rate is 0 percent (0/5)

Sending 5, 100-byte ICMP Echos to 203.0.113.22, timeout is 2 seconds:

tunnel-interface

198.51.100.2

CIscc>[£¢]é?//

cEl#show platform packet-trace summary

Pkt Input Output State Reason
0 Gi0/0/1 Gi0/0/0 FWD

1 G10/0/0 Gi0/0/0 DROP 480

2 Gi0/0/1 Gi0/0/0 FWD

3 G10/0/0 Gi0/0/0 DROP 480

4 Gi0/0/1 Gi0/0/0 FWD

BRKTRS-3793

(SdwanImplicitAclDrop)

(SdwanImplicitAclDrop)

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Case 2 2. Forwarding in global routing table (GRT/vpn 0) is broken

203.0.113.22

Then check packet details: _ ISP
tunnel-interface —
,slo

cE1l

R1
198.51.100.2
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Case 2 2. Forwarding in global routing table (GRT/vpn 0) is broken

How to solve this? Wrong ways.

Even if we allow all in the implicit-acl:

cEl (config-interface-GigabitEthernet0/0/0) # tunnel-interface

cEl (config-tunnel-interface)# allow-service all

Or configure explicit IOS-ACL:

CEl (config) # ip access-list extended ALLOW_FWD

cEl (config-ext-nacl)# 10 permit ip any any

cEl (config-ext-nacl) # interface GigabitEthernet0/0/0
CEl (config-if)# ip access-group ALLOW_FWD in

cEl (config-if)# commit

Result is the same, “SdwanimplicitAclDrop”

CIscc>[£¢lé?//

BRKTRS-3793

. 203.0.113.22
tunnel-interface

198.51.100.2
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Case 2 2. Forwarding in global routing table (GRT/vpn 0) is broken

Solution 1. Configure explicit SD-WAN ACL
(localized policy), example:

203.0.113.22
ISP

tunnel-interface

policy

access-list ALLOW FWD

sequence 10
match
destination-ip 198.51.100.0/24
|
action accept
|

g R1

sdwan 198.51.100.2
interface GigabitEthernet0/0/0
access-list ALLOW FWD in

exit

1

A\ Vind typical confusion - SD-WAN explicit/implicit ACL vs I0S-XE ACL

*allow-service all didn’t help because transit traffic is not in the list of “services”
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Case 2 2. Forwarding in global routing table (GRT/vpn 0) is broken

Solution 2. Move tunnel interface (TLOC) to Loopback:

interface LoopbackO
no shutdown
ip address 198.51.100.255 255.255.255.255
exit
interface Tunnell
ip unnumbered Loopback0
ipv6 unnumbered Loopback0
tunnel source LoopbackO
exit
sdwan
interface Loopback0
tunnel-interface
encapsulation ipsec
color biz-internet
bind GigabitEthernet0/0/0
exit
exit
interface GigabitEthernet0/0/0
no tunnel-interface
exit

*May not work in 17.6.1, 17.6.2

CIscc>[£¢]é?//

203.0.113.22
ISP

tunnel-interface

198.51.100.2

“‘SdwanlmplicitAclDrop” is not seen anymore, FWD only:

Rl#ping 203.0.113.22 source 198.51.100.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 203.0.113.22, timeout is 2 seconds:
Packet sent with a source address of 198.51.100.2

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

BRKTRS-3793

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 63



OMP Features Cases
Overlay routing issues
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Case 3. Why my vSmart does not advertise any routes?
Symptoms. In the OMP table we can see only locally-originated routes (0.0.0.0):

BR1#show sdwan omp routes | count C,I,R
Number of lines which match regexp = 0
BR1#show sdwan omp routes | b PATH

PATH ATTRIBUTE
VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP COLOR ENCAP PREFERENCE
1 192.168.1.0/24 0.0.0.0 66 1002 C,Red,R installed 10.0.0.1 mpls ipsec -
0.0.0.0 68 1002 C,Red,R installed 10.0.0.1 biz-internet ipsec -
— —

Control Connections (CC) and Peering with vSmart is up, but nothing received:

BR1#show sdwan control connections | i vsmart
vsmart dtls 10.0.0.100 1 1 192.168.20.213 12346 192.168.20.213 12346 biz-internet No up 0:00:11:49 10
vsmart dtls 10.0.0.100 1 1 192.168.20.213 12346 192.168.20.213 12346 mpls No up 0:00:11:49 10

BR1#show sdwan omp peers
R -> routes received

I -> routes installed

S —-> routes sent

DOMAIN OVERLAY SITE
PEER TYPE ID ID ID STATE UPTIME R/I/S
10.0.0.100 vsmart 1 1 1 up 0:00:02:35 0/0/2
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Case 3. Why my vSmart does not advertise any routes?

Form a theory. What would we check further?
Facts:
« It's not underlay transport or control connections issue, OMP peering is up and stable

«  OMP has zero-line config requirements for basic operations

- There is no any policy applied anywhere to filter routing information
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Case 3. Why my vSmart does not advertise any routes?

Next let’s check on vSmart, peer is “up”, and we got 2 routes:

But they are rejected:

And that router is in “staging” mode:
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Case 3. Why my vSmart does not advertise any routes?
Let’s check on vManage, certificate is Valid, but...

= Cisco vManage () Select Resource Group~ Configuration - Certificates &y = & [
WAN Edge List Controllers TLS Proxy
Send to Controllers Click Send to Controllers to sync the WAN Edge list on all controllers
() CSR-57E9F28A-3D68-8EDF-SBAB-E227309E22C9 Search V

Total Rows: 10f85 £ L 6%

State Device Model Chassis Number Serial No./Token Validate =

CSR1000v CSR-57E9F28A-3D68-8EDF-5BAB-E227309E22C9 fa5a53c92dc34b19adc84507ad4c60de |

Operator forgot to click “Send to Controllers” after onboarding
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Case 3 2. Why my vSmart does not advertise any routes?

In the OMP table we don’t see any routes:
C,I,R

Control connections (CC) with vSmart is up but no OMP peering:

show sdwan omp peers
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Case 3 2. Why my vSmart does not advertise any routes?

Form a theory. What would we check further?
Facts

- |t’s not transport or control connections issue as control connections are up and stable

«  OMP has zero-line config requirements for basic operations, but OMP peering is not up
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Case 3 2. Why my vSmart does not advertise any routes?
Let’s check OMP status:
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Case 3 2. Why my vSmart does not advertise any routes?

Admin state “DOWN” means the same as for an interface status:

cisco W/

BRl#show sdwan running-config | sec omp

omp
shutdown
send-path-limit 4
ecmp-limit 4

graceful-restart

no as-dot-notation

timers

holdtime 60
advertisement-interval 1
graceful-restart-timer 43200
eor-timer 300
exit

address-family ipv4
advertise connected
advertise static

|

address-family ipvé
advertise connected

advertise static
|

BRKTRS-3793
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Case 3 2. Why my vSmart does not advertise any routes?

Update Device Template

Variable List (Hover over each field for more information)

Status in_complete
Chassis Number C8K-E92191CB-6982-E54C-914E-8EB9D8222C38
System IP -

Hostname -

Autonomous System ID(eigrp_as_num) 100

IPv4 Address/ prefix-length(ge4 _ipv4_address) 10.10.4.19/24
IPv4 Address/ prefix-length(vpn512_if_ipv4_address) 192.168.20.19/24
IPva4 Address/ prefix-length(vpnO_private2_ipv4_address) 192.168.9.19/24
IPv4 Address/ prefix-length(vpnO_private 1_ipv4_address) 192.168.10.19/24
Hostname BR_19

System IP 10.0.0.19

Site ID 19
Shutdown(omp_shutdown)

Operator confused omp shutdown/no shutdown checkmark
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Case 4. Traffic is not load-balanced over ECMP (active-active hubs
redundancy)

system-ip = 10.0.0.<site-id>

site-id 101 . .
biz-internet

site-id 2
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Case 4. Traffic is not load-balanced over ECMP (active-active hubs
redundancy)

Symptoms. Branch router R1 installs default route only via GW1:

BR1l#show ip route vrf 2 | begin Gateway
Gateway of last resort is 10.0.0.1 to network 0.0.0.0

m* 0.0.0.0/0 [251/0] via 10.0.0.1, 00:08:30, sdwan system ip

This is because BR1 receives only 4 paths 0.0.0.0/0 and all resolvable via the same TLOC IP 10.0.0.1

BR1l#show sdwan omp routes vpn 2 | begin PATH | exclude C,Red,R
PATH ATTRIBUTE
VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP COLOR ENCAP PREFERENCE
2 0.0.0.0/0 10.0.0.101 61614 1003 c,I,R installed 10.0.0.1 mpls ipsec -
10.0.0.101 61615 1003 c,I,R installed 10.0.0.1 biz-internet ipsec -
10.0.0.101 61616 1003 c,I,R installed 10.0.0.1 privatel ipsec - 4 pathS
10.0.0.101 61617 1003 c,I,R installed 10.0.0.1 private2 ipsec -
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Case 4. Traffic is not load-balanced over ECMP (active-active hubs
redundancy)

At the same time vSmart has all 8 routes (4 routes for each TLOC color from each hub):
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Case 4. Traffic is not load-balanced over ECMP (active-active hubs
redundancy)

Result: If default route from GW1 lost, spoke router installs route from GW?2, hence there is no active-
active redundancy and rather active-standby with GW1 acting as a primary router.

We can also check which egress path is taken for specific traffic flow:

BR1#show sdwan policy service-path vpn 2

dest-port 22 dscp 48 app ssh

Next Hop: IPsec

Source: 192.168.9.3 12347 Destination:

interface Loopback2 source-ip 192.168.1.1 dest-ip 192.168.12.1 protocol 6 source-port 53453

192.168.10.1 12427 Local Color: biz-internet Remote Color: mpls Remote System IP: 10.0.0.1

 |n order to see all available

paths for specific traffic type, use all keyword:

BR1#show sdwan policy service-path vpn 2

dest-port 22 dscp 48 app ssh all
Number of possible next hops: 4

Next Hop: IPsec
Source: 192.168.9.
Next Hop: IPsec
Source: 192.168.8.
Next Hop: IPsec
Source: 192.168.7.
Next Hop: IPsec
Source: 192.168.9.
10.0.0.1

3 12347 Destination:

3 12367 Destination:

3 12367 Destination:

3 12347 Destination:

interface Loopback2 source-ip 192.168.1.1 dest-ip 192.168.12.1 protocol 6 source-port 53453

192.168.10.1 12427 Local Color: biz-internet Remote Color: mpls Remote System IP: 10.0.0.1
192.168.8.1 12407 Local Color: private2 Remote Color: private2 Remote System IP: 10.0.0.1
192.168.7..1 12407 Local Color: privatel Remote Color: privatel Remote System IP: 10.0.0.11

192.168.9.1 12387 Local Color: biz-internet Remote Color: biz-internet Remote System IP:

cisco M/
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Case 4. Traffic is not load-balanced over ECMP (act|ve active hub

redundancy)

Form a theory. What would we check further?

Facts:

settings)

cisco Lz//&/

e il
~olf

mpls

site-id 11 private

vSmart K private2

site-id 101,

K bIZ mternet

site-id 2

vSmart is a control plane “brain” and route distribution control/filtering/enforcement point
There is no centralized control policy applied on vSmart to filter something in our case

OMP has zero-line config requirements for basic operations (and hence has some default
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Case 4. Traffic is not load-balanced over ECMP (active-active hub redundancy)

If you check what exactly vSmart advertises (unimportant attributes excluded):

You will find only 4 routes advertised toward branch (BR1) and all of them are from GW1 only
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Case 4. Traffic is not load-balanced over ECMP (active-active hub
redundancy). Solution?

As you know or remember already, by default vSmart sends only 4 routes because of send-path-limit.
Let’s fix this:

vsmartl# conf t
Entering configuration mode terminal
vsmartl (config) # omp
vsmartl (config-omp) # send-path-limit 8
vsmartl (config-omp) # commit
Commit complete.
vsmartl (config-omp) # end
vsmartl# show run omp
omp
no shutdown
send-path-limit 8
graceful-restart
|

vsmartl#
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Case 4. Traffic is not load-balanced over ECMP (active-active hub

redundancy). Solution?

Then, all 8 routes will be advertised by vSmart and received on the branch router:

BR1#show sdwan omp routes vpn 2 | begin PATH
PATH ATTRIBUTE
VPN PREFIX FROM PEER ID LABEL STATUS TYPE

ENCAP PREFERENCE

2 0.0.0.0/0 10.

0.0.101 61626 1003 CpI,R installed
10.0.0.101 61627 1003 Cpl,R installed
10.0.0.101 61628 1003 Cpl,R installed
10.0.0.101 61629 1003 Cpl,R installed
10.0.0.101 61637 1003 C,R installed
10.0.0.101 61638 1003 C,R installed
10.0.0.101 61639 1003 C,R installed
10.0.0.101 61640 1003 C,R installed

O O O OO o oo
O O O OO o oo

NDNDNDDNDDND PP

mpls
biz-internet
privatel
private?2
mpls
biz-internet
privatel
private?2

ipsec -
ipsec -
ipsec -
ipsec

ipsec -
ipsec -
ipsec -
ipsec -

8 total

But still branch routers install routes only via GW1:

BR1#sh ip route vrf 2 0.0.0.0

Routing Table: 2
Routing entry for 0.0.0.0/0, supernet
Known via "omp", distance 251, metric 0, candidate default path, type omp
Last update from 10.0.0.1 on sdwan system ip, 01:11:26 ago
Routing Descriptor Blocks:
* 10.0.0.1 (default), from 10.0.0.1, 01:11:26 ago, via sdwan system ip
Route metric is 0, traffic share count is 1

show sdwan policy service-path will confirm the same and hence the output is

Clsco W&/ not provided for brevity
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Case 4. Traffic is not load-balanced over ECMP (active-active hub

redundancy). Final solution.

Reason - there are also default settings.

WAN Edge router installs only first 4 equal paths into the routing table because of ecmp-1imit.

Let’s change this:

BRl#config-t

admin connected from 127.0.0.1 using console on ce3
Rl (config) # sdwan

Rl (config-sdwan) # omp

Rl (config-omp) # ecmp-limit 8

Rl (config-omp) # commit

Commit complete.

show ip route confirms both routes via both hubs are installed now:

BR1#sh ip route vrf 2 | b Gateway
Gateway of last resort is 10.0.0.2 to network 0.0.0.0

m* 0.0.0.0/0 [251/0] via 10.0.0.2, 00:00:37, sdwan system ip
[251/0] via 10.0.0.1, 00:00:37, sdwan system ip

Conclusion: mind OMP configuration defaults

cisco W-/ BRKTRS-3793
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Case b. OMP
Path selection
and global
scalability
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Case 5. OMP Path selection and global scalability. Objective.

0.0.0.0/0
(3*2*5=30 routes)

%
gl

3 regions

2 GW perregion

« each GW with 5 TLOCs

« each advertising 0.0.0.0/0

cisco La//&/

'

Only routes marked as C (Chosen) are considered for further processing.
In the case below, all routes are equal so vSmart marks all 30 routes as C,R

0.0.0.0/0
(10 AMER routes)

AMER branches:

0.0.0.0/0 «  Receive only routes from AMER

(10 EMEAR routes
N
EMEAR branches:
* Receive only routes from EMEAR
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Case 5. OMP Path selection and global scalability. Output from vSmart.

VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP COLOR ENCAP

PREFERENCE

1 0.0.0.0/0 10.0.0.10 81 1003 C,R installed 10.0.0.10 privatel ipsec - T
10.0.0.10 82 1003 C,R installed 10.0.0.10 private?2 ipsec -
10.0.0.10 83 1003 C,R installed 10.0.0.10 private3 ipsec -
10.0.0.10 84 1003 C,R installed 10.0.0.10 private4 ipsec -
10.0.0.10 85 1003 C,R installed 10.0.0.10 privateb ipsec -
10.0.0.11 81 1003 C,R installed 10.0.0.11 privatel ipsec - >'_E|\/|EAR
10.0.0.11 82 1003 C,R installed 10.0.0.11 private?2 ipsec -
10.0.0.11 83 1003 C,R installed 10.0.0.11 private3 ipsec -
10.0.0.11 84 1003 C,R installed 10.0.0.11 private4 ipsec -
10.0.0.11 85 1003 C,R installed 10.0.0.11 privateb ipsec - _
10.0.0.12 81 1003 C,R installed 10.0.0.12 privatel ipsec - —
10.0.0.12 82 1003 C,R installed 10.0.0.12 private?2 ipsec -
10.0.0.12 83 1003 C,R installed 10.0.0.12 private3 ipsec -
10.0.0.12 84 1003 C,R installed 10.0.0.12 private4 ipsec -
10.0.0.12 85 1003 C,R installed 10.0.0.12 privateb ipsec -
10.0.0.13 81 1003 C,R installed 10.0.0.13 privatel ipsec - - | APAC
10.0.0.13 82 1003 C,R installed 10.0.0.13 private?2 ipsec -
10.0.0.13 83 1003 C,R installed 10.0.0.13 private3 ipsec -
10.0.0.13 84 1003 C,R installed 10.0.0.13 private4 ipsec -
10.0.0.13 85 1003 C,R installed 10.0.0.13 privateb ipsec - ——
10.0.0.14 81 1003 C,R installed 10.0.0.14 privatel ipsec - )
10.0.0.14 82 1003 C,R installed 10.0.0.14 private?2 ipsec -
10.0.0.14 83 1003 C,R installed 10.0.0.14 private3 ipsec -
10.0.0.14 84 1003 C,R installed 10.0.0.14 private4 ipsec -
10.0.0.14 85 1003 C,R installed 10.0.0.14 privateb ipsec - o AMER
10.0.0.15 81 1003 C,R installed 10.0.0.15 privatel ipsec -
10.0.0.15 82 1003 C,R installed 10.0.0.15 private?2 ipsec -
10.0.0.15 83 1003 C,R installed 10.0.0.15 private3 ipsec -
10.0.0.15 84 1003 C,R installed 10.0.0.15 privated ipsec -
10.0.0.15 85 1003 C,R installed 10.0.0.15 private5 ipsec - —
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Case 5. OMP Path selection and global scalability. Outputs from Edge

router.

omp ecmp-limit 16 configured to install all 16 equal paths into RIB.

On EMEAR branch router:

VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP COLOR ENCAP PREFERENCE

1 0.0.0.0/0 10.0.0.100 1 1003 €, X, R installed 10.0.0.10 privatel ipsec - —_
10.0.0.100 2 1003 Cp IR installed 10.0.0.10 private2 ipsec -
10.0.0.100 3 1003 Cp IR installed 10.0.0.10 private3 ipsec -
10.0.0.100 4 1003 Cp IR installed 10.0.0.10 privated ipsec -
10.0.0.100 5 1003 C,R installed 10.0.0.10 private5 ipsec -
10.0.0.100 6 1003 C,R installed 10.0.0.11 privatel ipsec - —
10.0.0.100 7 1003 C,R installed 10.0.0.11 private2 ipsec -
10.0.0.100 8 1003 C,R installed 10.0.0.11 private3 ipsec -
10.0.0.100 9 1003 C,R installed 10.0.0.11 privated ipsec -
10.0.0.100 10 1003 C,R installed 10.0.0.11 private5 ipsec - _

On AMER branch router:

VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP COLOR ENCAP PREFERENCE

1 0.0.0.0/0 10.0.0.100 1 1003 Cp I, installed 10.0.0.14 privatel ipsec - )
10.0.0.100 2 1003 Cc,I,R installed 10.0.0.14 private?2 ipsec -
10.0.0.100 3 1003 Cc,I,R installed 10.0.0.14 private3 ipsec -
10.0.0.100 4 1003 Cc,I,R installed 10.0.0.14 privated ipsec -
10.0.0.100 5 1003 C,R installed 10.0.0.14 private5 ipsec - —
10.0.0.100 6 1003 C,R installed 10.0.0.15 privatel ipsec -
10.0.0.100 7 1003 C,R installed 10.0.0.15 private?2 ipsec -
10.0.0.100 8 1003 C,R installed 10.0.0.15 private3 ipsec -
10.0.0.100 9 1003 C,R installed 10.0.0.15 private4 ipsec -
10.0.0.100 10 1003 C,R installed 10.0.0.15 private5 ipsec - _—

cisco W/

From
EMEAR
GW

From
AMER
GW
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Case 5. OMP Path selection and scalability. Multiple vSmarts - Failure
scenario.

.. There are no AMER routes which
vomart 0.0.0.0/0 send-path-limit 16 vSmart2 would be accepted by the policy

@ (16 routes, 1T0XEMEAR, 6xAPAC) @

\/

v

* 0.0.0.0/0 *
(30 routes)

0.0.0.0/0 oo *
(10 EMEAR routes) (O routes)
E’mﬁg GWs
Problem:
«  All gateways (GWs) are suddenly connected
to vSmart1 only. This may happen due to E
communication failure or affinity i
misconfiguration EMEAR branch: AMER branch:
« Some branches connected to vSmart2 only «  Connected only to vSmart1 «  Connected only to vSmart?2

_ *vSmart1/2 can be also groups of vSmarts, e.g. group 1 and group 2.
cisco La//&/
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Case 5. OMP Path selection and scalability. Solution.

« Properly plan affinity groups and redundancy (i.e. always only 1 control plane
“hop” between route source and destination)

« Increase max-control-connections (default is 2) to peer with all
vSmarts. Questionable, impact on scale

* Increase controller-send-path-limit (available starting from 20.5).

Best option

omp
controller-send-path-limit [4-128]
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Case 6 vomart
double failure
scenario

or why you may not want
to enable graceful-restart




Case 6. vSmart double failure scenario

vSmart1 vSmart2

BR1

*vSmart1/2 can be also groups of vSmarts, e.g. group 1 and group 2.

cisco M— BRKTRS-3793 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 94



Case 6. vSmart double failure scenario

vSmart1 vSmart2

In GR-state with vSmart

* BR1 prefers longest match stale route over less specific route via GW?2
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Case 6. vSmart double failure scenario

VSmal’ﬂ VSmart2

Failure on the service side

BR1

SD-WAN can’t handle double failure scenarios with GR configured, this is expected
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Case 6. vSmart double failure scenario. Solutions.

ol RN

vSmart1 vSmart2

BR1

Be careful with summarization.
Ensure vSmart redundancy, geo-reservation and underlay paths diversity.

Properly plan contollers affinity if you use it, mind (2) also.
Don’t use GR &) Questionable.

cisco W- BRKTRS-3793 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 97



Service-side routing
protocols and OMP
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Case /. OSPF
and DN-bit In
SD-WAN
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Case 7. OSPF and DN-bit in SD-WAN

192.168.1.0/24

Core SD-WAN Routing
Domain (OMP)

Existing Routing
Domain (OSPF)

*This is not a break-fix troubleshooting case, rather demonstration of expected behavior
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Case 7. OSPF and DN-bit in SD-WAN
No tricks, very simple config on all 3 routers (only relevant part):

route-map omp2ospf permit 10
set metric 1000
set metric-type type-1

i 192.168.1.0/24

router ospf 2 vrf 2
redistribute omp route-map omp2ospf

SD-WAN Fabric

cE1 E
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Case 7. OSPF and DN-bit in SD-WAN
In @ normal conditions, both cE1 and cE2 prefers OMP route to 192.168.1.0/24 vs OSPF:

192.168.1.0/24

192.168.1.0/24

Known via "omp", distance 251

Advertised by ospf 2

SD-WAN Fabric

192.168.1.0/24

Known via "omp", distance 251

Advertised by ospf 2

N — — — — —

cE1l cE2
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Case 7. OSPF and DN-bit in SD-WAN

This is because we can see DN-bit set for
LSAs generated by both routers

192.168.1.0/24

192.168.1.0

Advertising Router: 10.0.0.1

Advertising Router: 10.0.0.2

BRKTRS-3793
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Case 7. OSPF and DN-bit in SD-WAN
What if cE1 disconnected from the fabric?

vSmart peer 10.0.0.100 state changed to Init
Number of vSmarts connected : 0O

init-in-gr

192.168.1.0/24

cE2
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Case 7. OSPF and DN-bit in SD-WAN

cE1 marks the OMP route as stale (see OMP route state S), but keeps the route in the RIB
installed by OMP protocol until graceful-restart-timer expired:

Known via "omp", distance 251

192.168.1.0/24

Cisco M. BRKTRS-3793 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 105



Case 7. OSPF and DN-bit in SD-WAN

Once graceful-restart-timer timer expires, route to 192.168.1.0/24 will be still there.

distance 252

Downward

Advertising Router: 10.0.0.2

*  OSPF route with AD 252 from LSA with DN-bit
«  “SDWAN down” flag is set to the route

Why OSPF route was installed into RIB while LSA has a DN-bit set?
mscoéi{/&_/
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Case 7. Why OSPF routes with DN-bit installed into RIB?

« |tisinstalled as OSPF External Type 1 route now despite the fact that corresponding OSPF
LSA has a DN-bit set.

« administrative distance (AD) is always 1 unit more than the AD of OMP
* |f OMP comes up, OMP route with AD 251 will instantly pre-empt OSPF route with AD 252

* expected behaviour to avoid traffic blackhole scenarios when one of the routers is partitioned
from the SD-WAN overlay

*  Why? Fool-proof design. Without this mechanism, blackhole might happen if service side
traffic is still load-balanced via both routers e.g. because two static routes pointing to both
routers or some routes pointing to only one router that is partitioned (e.g. still FHRP primary

192.168.1.0/24

router for whatever reason) i

* Incase of ECMP (when cE1 is partitioned from fabric) egress traffic follows either: ===~ &5~
* LAN ->cE1 -> cE2 -> remote router -> 192.168.1.0/24 .

* LAN -> cE2 -> remote router -> 192.168.1.0/24 e

cisco M. BRKTRS-3793 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 107



Case 8. WAN
~dge does not
install route from
type3 LSA from
backbone area
INto the RIB
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Case 8. WAN Edge does not install route from type3 LSA from area O into the RIB

Core SD-WAN Routing
Domain (OMP)

SD-WAN Fabric

Existing Routing
Domain (OSPF) _— S~
R/ 10.2.10.10 R/
CE1T AN —— — 7\, CE2

i i

10.2.1.101/32 ABR 10.2.0.102/32
area 1 area 0

Problem: Route from cE1 loopback is not getting installed into RIB of cE2, while route from
cE2 loopback is installed into RIB of cE1 successfully
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Case 8. WAN Edge does not install route from type3 LSA from area O into the RIB
No tricks, very simple config here:
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Case 8. WAN Edge does not install route from type3 LSA from area O into the RIB
On cE2, route for cE1 loopback (from area 1) is installed into the RIB:

O IA 10.2.1.101 [110/3] via 192.168.80.10, 00:19:04,

GigabitEthernet$8

10.2.10.10 0x80000003 0x00A292

*> 10.2.1.101/32, Inter, cost 3, area 0
via 192.168.80.10, GigabitEthernet8
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Case 8. WAN Edge does not install route from type3 LSA from area O into the RIB
On ABR, routes from both cEdges are installed as well:

*> 10.2.0.102/32,

via 192.168.80.102, GigabitEthernet6

*> 10.2.1.101/32,

via 192.168.70.101, GigabitEthernet5

10.2.10.10 0x80000004 0x00A093

10.2.0.102/32 [110/2] via 192.168.80.102,
00:35:38, GigabitEtherneté6

10.2.1.101/32 [110/2] via 192.168.70.101,
00:35:44, GigabitEthernetb

10.2.10.10 0x80000004 0x00A192
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Case 8. WAN Edge does not install route from type3 LSA from area O into the RIB
But the problem is that on cE1, routes from cE2 and ABR routes from area O are not installed:

10.2.10.10 0x80000004 0x00A192

No it’s not about DN bit...
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Case 8. WAN Edge does not install route from type3 LSA from area O into the RIB
Form a theory. What would we check further?
Keep in mind:

« There is not about DN-bit, this is Type 3 routes generated on the serivce side
« This route didn’t pass any OMP-> OSPF redistribution

« If route didn’t get into RIB from LSDB, it’s result of SPF calculation sowane

- - = -

10.2.1.101/32 ABR 10.2.0.102/32
area 1 area 0
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Case 8. WAN Edge does not install route from type3 LSA from area O into the RIB
If it is about SPF, let’s enable SPF debugs on cE1 and on ABR:

cel#debug ip ospf spf inter
OSPF SPF inter debugging is on

ABR#clear ip ospf process
Reset ALL OSPF processes? [no]: yes

cel#term mon

Sep 21 2020 21:28:29.519 UTC: OSPF-2 INTER: Process partial spfQ: LSA 3/10.2.0.10/10.2.10.10, age 1, seg 0x80000003, area 1
Sep 21 2020 21:28:29.519 UTC: OSPF-2 INTER: Partial SPF for prefix 10.2.0.10/32, LSA 3/10.2.0.10/10.2.10.10

Sep 21 2020 21:28:29.519 UTC: OSPF-2 INTER: Start partial processing: type 3, LSID 10.2.0.10, mask 255.255.255.255,

Sep 21 2020 21:28:29.519 UTC: OSPF-2 INTER: adv_rtr 10.2.10.10, age 1, seqg 0x80000003, area 1

Sep 21 2020 21:28:29.519 UTC: OSPF-2 INTER: Downward bit set/Non-backbone LSA

Sep 21 2020 21:28:29.519 UTC: OSPF-2 INTER: Process partial spfQ: LSA 3/192.168.80.0/10.2.10.10, age 1, seqg 0x80000004, area 1
Sep 21 2020 21:28:29.519 UTC: OSPF-2 INTER: Partial SPF for prefix 192.168.80.0/24, LSA 3/192.168.80.0/10.2.10.10

Sep 21 2020 21:28:29.519 UTC: OSPF-2 INTER: Start partial processing: type 3, LSID 192.168.80.0, mask 255.255.255.0,

Sep 21 2020 21:28:29.519 UTC: OSPF-2 INTER: adv_rtr 10.2.10.10, age 1, seqg 0x80000004, area 1

Sep 21 2020 21:28:29.519 UTC: OSPF-2 INTER: Downward bit set/Non-backbone LSA

Sep 21 2020 21:28:29.519 UTC: OSPF-2 EXTER: Process partial external spf queue

Sep 21 2020 21:28:29.519 UTC: OSPF-2 EXTER: Process partial nssa spf queue

Sep 21 2020 21:28:29.920 UTC: OSPF-2 SPF : SPF due to Non-MAXAGE in lsa 3, LS ID 10.2.0.102, from 10.2.10.10

Sep 21 2020 21:28:29.920 UTC: OSPF-2 SPF : Detect generic change in LSA type 3, LSID 10.2.0.102, from 10.2.10.10 area 1
Sep 21 2020 21:28:29.920 UTC: OSPF-2 SPF : Schedule partial SPF type 3, LSID 10.2.0.102, adv _rtr 10.2.10.10 area 1

Sep 21 2020 21:28:29.920 UTC: OSPF-2 SPF : Service partial SPF, spf instance 98, 1/0/0/0

Sep 21 2020 21:28:29.920 UTC: OSPF-2 EXTER: Process partial Opaque LSA queue

Sep 21 2020 21:28:29.920 UTC: OSPF-2 INTER: Process partial summary spf queue

Sep 21 2020 21:28:29.920 UTC: OSPF-2 INTER: Process partial spfQ: LSA 3/10.2.0.102/10.2.10.10, age 1, seqg 0x80000005, area 1
Sep 21 2020 21:28:29.920 UTC: OSPF-2 INTER: Partial SPF for prefix 10.2.0.102/32, LSA 3/10.2.0.102/10.2.10.10

Sep 21 2020 21:28:29.920 UTC: OSPF-2 INTER: Start partial processing: type 3, LSID 10.2.0.102, mask 255.255.255.255,

Sep 21 2020 21:28:29.920 UTC: OSPF-2 INTER: adv_rtr 10.2.10.10, age 1, seq 0x80000005, area 1

Sep 21 2020 21:28:29.920 UTC: OSPF-2 INTER: Downward bit set/Non-backbone LSA
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Case 8. WAN Edge does not install route from type3 LSA from area O into the RIB

Analyzing results. Clearly there is no DN bit set in the corresponding type 3 LSA. So why do
we ignore routes coming from “non-backbone” LSA while they are from backbone Area 07!
* This scenario and topology would match MPLS VPN case 100%

» ckdge behaves like a PE device in MPLS L3 VPN, we can confirm this also:

cel#show ip ospf | i MPLS
Connected to MPLS VPN Superbackbone, VRF 2

ce2#show ip ospf | i MPLS
Connected to MPLS VPN Superbackbone, VRF 2

SD-WAN fabric (OMP) is considered MPLS VPN Superbackbone here

PE should ignore summary LSA generated by another PE originated from VPN and

process area O summaries.

As per RFC4577 4.1.4. s

- Two sites that are not in the same OSPF area will see the VPN backbone as @

being an integral part of the OSPF backbone. However, if there are area 0
routers that are NOT PE routers, then the VPN backbone actually functions as a
sort of higher-level backbone, providing a third level of hierarchy above area O
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Case 8. WAN Edge does not install route from type3 LSA from area O into the RIB

Ephemeral topology to illustrate the issue, ABR is not really ABR anymore:

superbackbone area

/\

cE1 /'\. —_— — /\. cE2

i i

10.2.1.101/32 ABR 10.2.0.102/32
area 1 area 0

4.2.3. OSPF Areas |

If a PE has a link that belongs to a non-zero area, the PE functions as an Area Border Router (ABR) for
that area.

If the router has active attachments to multiple areas, only backbone summary-LSAs are examined
(When we say that an ABR processes only backbone summary-LSAs, we are saying that the router will
process only LSA-3 received from adjacencies in Area 0, see RFC 2328 Section 16.2)

cisco 'p/_/
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Case 8. WAN Edge does not install route from type3 LSA from area O into the RIB

Solution 1. (required IOS-XE 17.3.2, 17.4+):
* capability vrf-lite

capability vrf-lite

|

|

|

SD-WAN Fabric |

|

!

10.2.0.102

@ Dangerous! Prone to loops for other routes OMP>OSPF>OMP
* Not required for vEdges, vEdge will install such routes without issues

Cisco M. BRKTRS-3793 © 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 118



Case 8. WAN Edge does not install route from type3 LSA from area O into the RIB

Solution 2.
* Divide OSPF domain into two separate domains and perform mutual redistribution

between them on former ABR non-SDWAN router

w
¢
s
>
=
M
1))
=r
2

redistribute ospf 1 subnets match internal external

redistribute ospf 2 subnets match internal external

10.2.0.102 [110/2] via 192.168.70.10

@ Dangerous! Prone to loops
OMP->0SPF>0SPF>0OMP
« ABRis rather ASBR now
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Case 9. OMP
to EIGRP
redistribution

CCCCC M/



Case 9. OMP to EIGRP redistribution ce2 (config-vrf-1)# show config

sdwan

omp
address-family ipv4 vrf 1
advertise bgp

Existing Routing Core SD-WAN Routing
Domain (EIGRP) Domain (OMP)

10.0.0.2/32

bt

cE2

192.168.1.1/24 192.168.2.2/24

Existing Routing
Domain (BGP)

*This is not a break-fix troubleshooting case, rather demonstration of expected behavior
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Case 9. OMP to EIGRP redistribution
vManage feature template for ce1 - EIGRP:

= Cisco vManage @ Select Resource Groupw Configuration - Templates oS = 6 [

Feature Template > EIGRP > omp2eigrp

Basic Configuration IPv4 Unicast Address Family Interface Authentication Advanced
Vv  UNICAST ADDRESS FAMILY
RE-DISTRIBUTE NETWORK

[ New Redistribute]

Optional Protocol Route Policy Action

O @  omp © 7z U
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Case 9. OMP to EIGRP redistribution
vManage template for cE1 resulted in the following configuration:

478
479
480
481
482
483
484
485
486
487
488
489
490
491
492
493
494
495

We get used to the fact that EIGRP has default seed metric of infinity during the redistribution process. So
will redistribution work here if no seed metric defined?
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Case 9. OMP to EIGRP redistribution

Let’s check routing on cE1:

Known via "omp", distance 251

Advertised by eigrp 100

Route is received from OMP and redistributed into EIGRP, so far all fine.

[ w Y R2
I | |
1 P | EHE’ "lf
: : C SD-WAN Fabric ‘) ! <@
: |
: i ] CE2
192.168.1.1/24%...0, . ____ . 192.168.2.2/24
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Case 9. OMP to EIGRP redistribution
And then topology table:

192.168.2.0/24

Composite metric is (1/0)

External protocol is OMP-Agent 4294967294

Shouldn’t it be declined by neighbor once we advertise it? Keep in mind: 4294967294 = OxFFFFFFFE
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Case 9. OMP to EIGRP redistribution

But this route will be installed by R1, surprise surprise!

D EX 192.168.2.0/24 192.168.70.101

Composite metric is (257/1

0 Kbit
10 microseconds

4294967294

CEl

0 A
W / %192.168.1.1/24 S i S ’ o552 22
AEEEEEEEEN .
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Case 9. OMP to EIGRP redistribution @

Analyzing results. Why was it installed? Key points:

« Scaled-Bw = (((1077)/Min BW in kbps)*256) when BW>0
« Scaled-BW = 1, when BW=0 because you can not divide by zero ;)

« Scaled-Delay = ((delay in picoseconds*256)/(10"7))
« Default K-values metric: 256*(Scaled BW + Scaled Delay)

« Delay and bandwidth can not be zero - if they are, then values will be set to the
defined minimum value of one "1"

« No need for seed metric (for most of the simple scenarios)

« Can lead to suboptimal routing in legacy network (CSCw76258, CSCvp89135
enhancements to improve this and make metrics configurable per prefix with route-map)
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Case 10.
OMP-BGP
routing loop
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Case 10. OMP-BGP routing loop

Core SD-WAN Routing
Domain (OMP)

.7
R
10.1.1.0/24

AS 65400 AS 65400 AS 65500
SD-WAN router site-id system-ip
cEl 1 10.0.0.1
cE2 2 10.0.0.2
cE3 3 10.0.0.3

*This is not a break-fix troubleshooting case, but demonstration of loop prevention and OMP features
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Case 10. OMP-BGP routing loop
Bidirectional redistribution and propagate-aspath configured on all routers

redistribute omp redistribute omp redistribute omp
propagate-aspath propagate-aspath propagate-aspath

advertise bgp
advertise bgp

advertise bgp

propagate-aspath - Carry the BGP AS path into OMP
Note that cE1 does not send BGP communities to cE2

Let’s see effects caused by that misconfig and
denonstrate how loop prevention mechanisms work

AS 65400 AS 65500
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Case 10. OMP-BGP routing loop

In the initial state, the route is redistributed by cE3 and learnt by cE1 and cE2 via OMP, both
redistribute route to BGP and advertise it to each other

192.168.160.102 (via vrf 1) from 192.168.160.102 (192.168.109.102)

10.0.0.3 (via default) from 0.0.0.0 (192.168.109.101)

_______________
w / AS 65400 AS 65400 AS 65500
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Case 10. OMP-BGP routing loop

Note that route advertised by cE1 to cE2 has no SoO set (because it was not configured):

192.168.160.101 (via vrf 1) from 192.168.160.101 (192.168.109.101)

10.0.0.3 (via default) from 0.0.0.0 (192.168.109.102)

AS 65500
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Case 10. OMP-BGP routing loop
Let’s simulate failure now, cE2 is disconnected from the SD-WAN fabric

192.168.160.101 (via vrf 1) from 192.168.160.101 (192.168.109.101)

' CcE3 R2

T

AS 65400 AS 65500
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Case 10. OMP-BGP routing loop
cE1 still prefers route via OMP (this is the only route remains) originated by cE3:

10.0.0.3 (via default) from 0.0.0.0 (192.168.109.101)

|
cE \ " ’
AS 65400 AS 65400 AS 65500

cisco M./ BRKTRS-3793
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Case 10. OMP-BGP routing loop

Next, connectivity on WAN interface of cE2 restored, cE2 prefers route from cE1 via iBGP
(because of better AD)

192.168.160.101 (via vrf 1) from 192.168.160.101 (192.168.109.101)

Extended Community:

w / AS 65500
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Case 10. OMP-BGP routing loop

cE1 still prefers route via OMP originated by cE3. Keep in mind that cE1 redistributes OMP
into BGP:

10.0.0.3 (via default) from 0.0.0.0 (192.168.109.101

Extended Community: So0:0:1

AS 65400 AS 65500
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Case 10. OMP-BGP routing loop
Now something happens with cE3 connectivity to R2. For testing, the interface is shut down,

and R2 BGP peer is lost:

As a result, the routing loop is formed between cE1 and cE2 (cE2 redistributes route from
OMP and advertise to cE1 via BGP, cE1 redistributes BGP to OMP and advertise to cE2):

192.168.160.102 (via vrf 1) from 192.168.160.102 10.0.0.1 (via default) from 0.0.0.0
(192.168.109.102) (192.168.109.102)
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Case 10. OMP-BGP routing loop

Routing loop formed as a result of misconfiguration making impossible SoO mechanism to prevent
the loop. What are the other options?

Keep in mind:
« cE1 does not send BGP communities to cE2, this is intentional (fixing that would be obvious)
«  AS-PATH is a loop prevention mechanism for eBGP only, hence didn’t help us within AS 65400

+ propagate-aspath has been already configured

\
 [CES R2
|
]
|
|
|

/

AS 65400 AS 65400 AS 65500
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Case 10. OMP-BGP routing loop
Solution 1. Configure overlay-as

config-transaction
sdwan
omp
overlay-as 64512
exit

* By default, OMP is transparent to BGP even if propagate-aspath configured

* overlay-as prepends AS specified as a parameter of this command to BGP AS_PATH of routes
exported from OMP to BGP

« If you configure the same overlay AS number on multiple devices in the overlay network, all these
devices are considered to be part of the same AS, and as a result, they do not forward any routes that

contain the overlay AS number, hence routing loop will be prevented.

cES R2

w / AS 65400 AS 65400 AS 65500
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Case 10. OMP-BGP routing loop

Or simply change site-id to match on both cE1 and cE2 and configure send-community
extended on cE1 as well, that would be obvious fix:

CEl#

router bgp 65400

address-family ipv4 vrf 1
neighbor 192.168.160.102 send-
community both

« site-id preserved as BGP SoO extended community attribute (you can notice SoO:0:<site-id>). That is
used to identify routes that have originated from the same site so that the re-advertisement of that
prefix back to OMP can be prevented (route installed into the RIB with AD 252 only if OMP is down)

* For SoO to function, BGP peers at site must send BGP extended communities

CE3 R2

| ¥

'3

[ /
N
N

_______________

AS 65400 AS 65400 AS 65500

cisco W-/ BRKTRS-3793
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Case 10. OMP-BGP routing loop

If you change just site-id to match on both ckE1 and cE2 and send-community extended
Is not configured cE1:

* vSmart advertises routes back to the router with the same site-id as in the route itself, since the
originator attribute of the route is different, loop prevention will not be triggered, but control plane
routing loop will not form because the OMP route will not be installed into the RIB/FIB.

« This is because the OMP route will stay in the Inv,U (Invalid,Unresolved) state. By default, data plane
tunnels can not be established between sites with the same site-id unless allow-same-site-

tunnels is configured. If the data plane tunnel BFD session is in the down state, TLOC will remain
unresolved and hence route can not be resolved as well.

« Still can lead to a loop and traffic blackhole in a corner case if vSmart controller rewrites tloc-list with
control policy (e.g in a hub’n’spoke topologies where originator will be equal to a hub). Enhancement
opened CSCwa16188 to handle this as well.

GES8 R2
[

= .

W / AS 65400 AS 65400 AS 65500
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Case 11.
propagate-
aspath and

overlay-as

or “Why Edge Does Not
Advertise Its Own AS
When BGP Routes Are
Advertised Into OMP”
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Case 11. propagate-aspath and overlay-as
‘How features work?

Core SD-WAN Routing
Domain (OMP)

R1

¥2/0°T'T0T

SD-WAN Fabric )

\ OMP overlay-as AS 64512 7

AS 65300 AS 65401 AS 65402 AS 65500

* overlay-as and propagate-aspath are dependent on each other
« overlay-as is export (egress) feature for OMP to BGP redistribution
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Case 11. propagate-aspath and overlay-as

For better visual comprehension | highlighted each AS with it’s own colour:

¥2/0°T'T0T

SD-WAN Fabric D

\ OMP overlay-as AS -

AS 65402

AS 65300 AS 65500
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Case 11. propagate-aspath and overlay-as. Variant 1.

propagate- ? X

aspath cE2 receives route and advertises it into BGP towards R2 with

overlay-as ? ? its own AS only and ignoring AS_PATH (normal eBGP
behaviour).

v/ - configured
? - does not matter R2#show ip bgp | i 10.1.1.0/24
x — not configured *>  10.1.1.0/24 192.168.60.103

Py
=

vz/0°1 1701

AS 65300 AS 65401 AS 65500
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Case 11. propagate-aspath and overlay-as. Variant 2 (pre-17.6 old behaviour).

propagate- ? X
aspath

cE2 receives omp route, ignores AS-PATH attribute in it and

- ?
ST e T advertises the route into BGP towards R2 adding Overlay-AS
and its own BGP AS:

v - configured
? - does not matter

_ i R2#show ip bgp | i 10.1.1.0/24
x = not configured *> 10.1.1.0/24 192.168.60.103 0 65402 64512

cE2:

sdwan

omp
overlay-as 64512
|

vz/0°1'1°01

AS 65500

AS 65300 AS g5401
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Case 11. propagate-aspath and overlay-as. Variant 2 (new behaviour from 17.6).

- ?
g;cgziﬁate ' . cE2 receives omp route, ignores AS_PATH attribute and
> advertises it into BGP towards R2 adding own BGP AS only,
overlay-as : v Overlay-AS won’t be added because propagate-aspath is

not configured on cE2

v/ - configured

? - does not matter

X — not configured R2#show ip bgp | i 10.1.1.0/24
B> 10.1.1.0/24 192.168.60.103

cE2:

sdwan

omp
overlay-as 64512
|

vz/0°1'1°01

AS 65500

AS 65300 AS g5401
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Case 11. propagate-aspath and overlay-as. Variant 3.

propagate- X v . _
aspath cEZ2 receives omp route without AS_PATH from cE
e 5 ¥ (propagate-aspath is not configured on cE1) and

' advertises the route into BGP towards R2 adding Overlay-AS

/ - configured and its own BGP AS:

? - does not matter
- ; R2#show ip bgp | 1 10.1.1.0/24
x = not configured *> 10.1.1.0/24 192.168.60.103 0 65402 64512

cE2:

router bgp 65402
address-family ipv4 unicast vrf 3

propagate-aspath 2
exit-address-family = I
| L
! = |
N
sdwan =
omp
overlay-as 64512 AS 65300 AS 65401 AS 65500

|
" asco L/
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Case 11. propagate-aspath and overlay-as. Variant 4.

propagate- v v

aspath

overlay-as L cE2 receives omp route and advertises it into BGP, pre-

/ - configured pending the received AS_PATH with its own BGP AS:

? - does not matter

X = not configured R2#show ip bgp | i 10.1.1.0/24

cE1: *> 10.1.1.0/24 192.168.60.103 0 65402 65300 2

router bgp 65401
address-family ipv4 unicast vrf 3
propagate—-aspath
exit-address-family
|

|

CE2:

sdwan

omp AS 65300 AS B0
no overlay-as

vz/0 11701

AS 65500

!
! Lae!
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Case 11. propagate-aspath and overlay-as. Variant 5.

propagate- v v
aspath cE2 receives omp route and advertises it into BGP towards R2
overlay-as ? v pre-pending the AS_PATH with Overlay-AS followed by its

own BGP AS:

v - configured
? — does not matter
R2#show ip bgp | i 10.1.1.0/24

x = not configured x> 10.1.1.0/24 192.168.60.103 0 65402 64512 65300 2

CE2:

sdwan
omp

overlay-as 64512
|

vz/0°1'1°01

AS 65300 AS 65401 AS 65500
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Case 11. propagate-aspath and overlay-as. Common confusion: Why Edge Does
Not Advertise Its Own AS When BGP Routes Are Advertised Into OMP?

Core SD-WAN Routing
Domain (OMP)

*overlay-as and propagate-aspath everywhere

¥2/0°T°T°0T

SD-WAN Fabric )

\ OMP overlay-as AS 64512
AS 65300 AS 65401 AS 65402 AS 65500
User’s (wrong) expectations:
R2#show ip bgp | 1 10.1.1.0/24
*> 10.1.1.0/24 192.168.60.103 1000 0 65402 64512 [GBEEE 5300 °

Reality (expected behaviour):

R2#show ip bgp | i 10.1.1.0/24
*> 10.1.1.0/24 192.168.60.103 1000 0 65402 64512 65300 ?

Simple explanation: OMP is not BGP. It’s redistribution between protocols despite the command (advertise)!
cisco /.« &‘/
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Temporary
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redundancy
recovery
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Case 12. Temporary blackholing on redundancy recovery

Core SD-WAN Routing
Domain (OMP)

send-backup-paths

10.1.1.0/24

BGP Routing Domain

SD-WAN router  site-id system-ip
OMP table on cE3: cEl 12 10.0.0.1
10.1.1.0/24 via 10.0.0.1 (C,|,R) cE2 12 10.0.0.2
10.1.1.0/24 via 10.0.0.2 (R) 3 3 10.0.0.3
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Case 12. Temporary blackholing on redundancy recovery
cE1 rebooted - switchover to backup as soon as BFD session down

Core SD-WAN Routing
Domain (OMP)

send-backup-paths

R1
e
CcE2
BGP Routing Domain
OMP table on vSmart: OMP table on cE3:
10.1.1.0/24 via 10.0.0.1 (C,R,S) 10.1.1.0/24 via 10.0.0.1 (Inv,U)
10.1.1.0/24 via 10.0.0.2 (C,R) 10.1.1.0/24 via 10.0.0.2 (C,I,R)
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Case 12. Temporary blackholing on redundancy recovery
cE1 restarted - switchover back to primary path cE1 as soon as BFD session up - blackhole

Core SD-WAN Routing

Domain (OMP)
'@ send-backup-paths
. >~ CcE1
T S L X CE3
< i R
S— s SD-WAN Fabric ) 7N
>
cE2
BGP Routing Domain
OMP table on vSmart: OMP table on cE3:
10.1.1.0/24 via 10.0.0.1 (C,R,S)* 10.1.1.0/24 via 10.0.0.1 (C,|,R)
10.1.1.0/24 via 10.0.0.2 (C,R) 10.1.1.0/24 via 10.0.0.2 (R)

*S because eor-timer hasn’t expired yet
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Case 12. Temporary blackholing on redundancy recovery
Outputs from cE1 taken after reload once BGP and OMP peering re-established:

Core SD-WAN Routing
Domain (OMP)
@ send-backup-paths
: \ 77 { = ~
§ / [ oq ) | I

10.1.1.0/24

Nov 17 14:59:32.957: %BGP-5-ADJCHANGE: neighbor 192.168.1.1 vpn vrf 1 Up
Nov 17 14:59:50.759: %Cisco-SDWAN-cEdge2-OMPD-5-NTCE-400002: R0/0: OMPD: vSmart peer 10.10.10.1 state changed to Up
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Case 12. Temporary blackholing on redundancy recovery

Core SD-WAN Routing
Domain (OMP)
'(’.) send-backup-paths
DI - o s SN i e e
cE1 {’ =g N

: B '}(% e | cES
S . | d < [ R
“ < Lefi\99  SD-WAN Fabric — T /M
- 1.0C P2~
E > /ly .
cE2 T TT
\Nhy trafflc |S gett”’]g blackholed’) BGP Routing Domain

« Stale route via cE1 still advertised to cE3 from vSmart controller because of send-
backup-paths and has better preference over route via ck2

 cE3installs 10.1.1.0/24 into the routing table via cE1 as soon as TLOC
advertisement reaches to cE3 and data plane tunnel re-established

« cE1 does not have BGP route to 10.1.1.0/24 installed into the RIB and FIB for about
60 seconds
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Case 12. Temporary blackholing on redundancy recovery

Solution to blackholing Doman (OWP) -~
’> send-backup-paths

1
OQDrefzo ) | CE3

I

I

SIS

R
1 oope \00 'SD-WAN Fabric =T ; N
/

10..1% _1|_0/24
/\

_______________

BGP Routing Domain

Expected behaviour for BGP and not a SD-WAN failure

BGP has a initial update (best-path) timer which is 120 sec by default before initiating
the best path selection

Can be reduced under bgp process as below:
cEdgel (config-router) # bgp update-delay ?

Possible completions:
<0..65535, 1 .. 3600>[120]
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» Cisco Troubleshooting Tech Notes:
https://www.cisco.com/c/en/us/su
wan/products-tech-notes-list.html

Cisco
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Complete your Session Survey

- Please complete your session survey
after each session. Your feedback
IS important.

- Complete a minimum of 4 session
surveys and the Overall Conference
survey (open from Thursday) to
receive your Cisco Live t-shirt.

- All surveys can be taken in the Cisco Events Mobile App or
by logging in to the Session Catalog and clicking the
"Attendee Dashboard” at

https://www.ciscolive.com/emea/learn/sessions/session-catalog.html
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Continue Your Education

Visit the Cisco Showcase for related demos.

Book your one-on-one Meet the Engineer meeting.

©0

Attend any of the related sessions at the DevNet,
Capture the Flag, and Walk-in Labs zones.

Visit the On-Demand Library for more sessions
at ciscolive.com/on-demand.
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