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Abstract

- In this session, we will first get a quick refresh on the general data
protection regulation (GDPR) latest developments (Data privacy
framework)

- We will then cover in detail what Cisco Webex offers to achieve
GDPR compliance in terms of data localization and migration,
privacy features, processes, privacy engineering , sovereign
controls and certifications.

- The objective of this session is for attendees to get comfortable
deploying Cisco Webex solutions when it comes to their obligations
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Data protection in Europe
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July 2020: The EU-US Privacy Shield is invalidated by the
European Court of Justice.

Spring 2021: The European Data Protection Board (EDPB)
publishes guidelines: localization, transparency,
certifications and technical safeguards (shorter retention,
encryption...) are required to transfer data to the United

States
July 2023: The data protection framework between the US

and the EU has received an adequacy decision, but Max
SCHREMS announced he will take the case to court Max Schrems
again.... hence the importance of the EDPB guidelines e
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2024 final scheme adoption / 2025:first certificate issued / 2027: national scheme go away
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Cisco Webex latest
achievements
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EU
EU Cloud Code of Conduct level 3 @ CLOUD

« Cisco Webex meetings, messaqging and calling are certified Level 3, first
collaboration platform to achieve this !

- GDPR encourages code of conduct (Art. 40 GDPR) for specific sectors

- 80+ controls : contractual obligations, sub processors, transfers, audits,
security measures, subject rights, breaches, staff privacy training ...to
comply with GDPR art 28 requirements

« First code approved by EDPB and the European commission, in 2021

- Data transfer module being developed

cisco W‘/
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European court of justice usage of
webex approved

Ei

EUROPEAN DATA PROTECTION SUPERVISOR

Home About Data Protection Press & Publications

A > DataProtection > Ourwork > EDPS Decision on the CJEU's use of Cisco Webex video and conferencing tools

EDPS Decision on the CJEU's use of @ Iransiate thispase [
Cisco Webex video and conferencing tools

5 EDPS Decision on the CJEU's use of

Jul Cisco Webex video and conferencing tools

2023 In its Decision published on 13 July 2023, the EDPS finds that the use of Cisco Webex
videoconferencing and related services by the Court of Justice of the European Union
(the Court) meets the data protection standards under Regulation 2018/1725 applicable
to EU institutions, bodies, offices and agencies.

First and only videoconferencing solution to get European Data
Protection Supervisor blessing for use by EU Court of Justice
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EUCJ Webex usage approval

Cisco Webex Safeguards highlighted by EDPS

-All core services and sub-Processors within the EU
-All data encrypted in transit and at rest

-No 3" party access for support, only Cisco TAC
-E2E for meetings confidentiality

Court tuning of the service

- %i_ngle sign-on , global distributed meeting OFF, no personal data in room names, VOIP only for
audio

-Cisco TAC : Court support only engages, during European working hours, few “exceptions” (to
Cisco TAC level 3 outside the EU

EDPS finds that there is a public interest of ensuring management and functioning of the Court: ...
TAC is a quintessential element for proper functioning of videoconferencing that in turn is
indispensable to the daily functioning of the EUCJ and for staff members working from home
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FREIE

Berlin Free University . ;’E‘F:‘L’ﬁfs”h

« 4500 employees, 38 000 students

 Berlin Data protection authority asked controllers based in Berlin
storing personal data in the US to transfer them to Europe instead on July
17t 2020, and has been always pushing for european or open-source
alternatives

« Berlin data protection authority highlighted that no user personal data is
disclosed to companies that were not approved as processor and that all
services run in EU
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Webex with Sovereign Controls
(H1CY24)

About the encryption of user content

I
1
Recordings and transcripts ,files and e e ' 00 webex
i i = e : by CISCO
messages, voicemails. —o— !
Partner HSM !
Multi-tenant Hybrid :
Another option with regards to key Dota Security (HDS)
management, here managed by Partner Private Datacenter Webex Cloud
local trusted EU partners (Partner Owned and Operated) (EU Data Residency)
_ beutsche I3, EYIDEN
Local technical support Telekom antosbsies

Initial List of Partners

For more details, see Helping Webex customers on their path to sovereignty-PSOCOL-1745
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Webex with sovereign controls

“Webex commits to deliver cloud solutions that meet evolving European
privacy and security requirements”, said Javed Khan, senior VP of Cisco
Collaboration. “It paves the way for future sovereignty solutions for
Government, highly-regulated industries, and the upcoming EUCS
certification scheme.”

More details with Helping Webex customers on their path to sovereignty-
PSOCOL-1745
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Cisco Webex
privacy assets
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Cisco Webex and Supplementary Safeguards

Aligned with EDPB guidelines (spring 2021) and included in our Customer Data
Protection Agreement:

Localization

Transparency

Certifications

Technical safeguards
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Localization: Webex Data Residency

All European customers data stored and processed in
the European Union (Frankfurt and Amsterdam) since
October 2022

« Analytics, Identity, Content, keys, billing
- Meetings, messaging ,calling and contact center

- Exceptions : Cisco TAC, attendee outside regions,
optional features

- Migration programs (ldentity in progress,next will be
content) J

« Localization and migration programs also in other A _amuinetdl
regions :Canada and middle east
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Localization: In Meeting Traffic (media)

Private meeting on video mesh

- Media kept on-premise, signaling to cloud %
- Can cascade among nodes

- Only scheduled meetings

Disable Global Distributed meeting

On request (Webex Customer success

team) >
No overflow to other regions possible if ‘ {
EU servers reach full capacity ! A _amumetil
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Transparency: Cisco Reports and Principles

All Countries

- Every 6 months since 2014! 59

- Notifies customer unless applicable
law prohibits it, challenges requests
that prohibit notification

- Challenges any request that would

put Cisco in breach of privacy laws T —
& 0%

INn another country except if e
disclosing data will prevent imminent

death or serious physical harm to an 55° 7%
naviduel | o

c 1 sco M-/ BRKCOL-2109 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Transparency: Trust packages

ISO certifications, SOC 2 Type 2 report, Letter of

attestation for pen tests, security white paper, Privacy Webex App Security Compkance (6) (iEa
Data Sheet e

Privacy data sheets (since early 2018)

« Personal data : collection, retention, security.... gr e
- Subject rights, transfers, certifications ) "

Standard questionnaires

2 =

- SIG-CAIQ covering all relevant controls or domains:
risk management, app and device security ,network
security, mobile management, privacy, physical
security, audit....
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Privacy by design, dedicated Cisco teams

Webex Meetings does not:

e  Produce decisions that would result in legal or other significant effects impacting the rights of data subjects
based solely by automated means.

e Sell your personal data.

e Serve advertisements on our platform.

e Track your usage or content for advertising purposes.

e Monitor or interfere with you your meeting traffic or content.

e Monitor or track user geolocation.

PLAN DEVELOP
Se ules

Threat Modeling &
Security Requirements

TdLOS

NIMr .
C | Sco Ssrirthsed PHASE OVERVIEW

Pseudonymization

OPERATE LAUNCH
L Security & Operational
. Management
Process
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Certifications (EU relevant ones)

ISO 27001/27017-018 /27701 as well as C5 and SOC 2 Type Il for AAZER\

Webex Meetings-Messaging-Calling and Contact center Iso
NS
ISO 27701

\@\E‘N Swiss digital trust for the Webex suite

£

ENS (Spain)-AGID (Italy) and Cloud Code of conduct for Webex

meetings-Messaging and Calling
CLOUD
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End to End Encryption for Meetings

- Not enabled by default ,Up to 1000 attendees

- Webex cannot decipher in meeting traffic

- Key generated on the device and rotating when
user join/leave

- Support Webex video endpoints, face and
gesture recognition, background noise removal,
proximity pairing, Linux...

- Coming support for 1-1 calls (App and devices)

- More details with Securing Webex Meetings-
BRKCOL-2876
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Single Sign-on (SSO) and Events APIs

Stronger authentication with SSO
« Multi-factor authentication

- Restricted set of devices

- Restricted access from corporate network

+ More details with Authentication, Authorization
and Provisioning for Cisco Collaboration -

BRKCOL-2007

- Events APIS for messadging

- Monitor and correct user behavior,
preventing the loss of sensitive data

- Real time inspection for files with
Cloudlock

cisco L{{/&_/
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Cisco Cloudlock
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Meeting Access Controls o

INTERNAL MEETINGS ebex o e
Option 1: No external users can join Qomm | MewmR
(Personal Room / scheduled meetings)

Option 2: External users cannot join PMR ‘

but can join scheduled meetings

Cisites | A Settings | B Templates

Internal Webex Meetings

nnnnn i meetings Block extemal users from joining meetings in my organisation v

@) Aol these settings 1o Personal Room Mestings only O

Meeting

webeX Control Hub

SERVICES

(& Updates & Migrations

EXTERNAL MEETINGS O Messaging

I 1 Meeting

These controls can be applied to all users, groups X, Caling
(templates) or individual user & Gomecea Uc

© Hybrid

External Webex Meetings

The settings apply o the users

xternal meetings 4

Allow users to join all external meetings.

Allow users to join approved external meetings

Block users from joining all external meetings

W / xyzwebex.com 1]
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Collaboration Restrictions for employees | L—=

« Control user’s experience (20+ features toggles) Metns
for external or internal meetings for = e A

org/group/users T B
g g p Breakout Broadca g [ O
» Users joining external meeting will be notified if ©
policy applies ©
Q&A ()
* Use of personal email? Guests? Add a token o
(containing Org ID) to company devices so that e @

restrictions apply anyway
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Watermarking

AUDIO WATERMARKING

Encoded audio signal with unique inaudible
identifiers for each participant, so leaked
recordings can be traced back to the source.
Option when scheduling, supports E2E
meetings.

Upload the media file (90 sec minimum) to
Control Hub (self-serve) and see the source:
meeting, participant, and device thanks to this
tagging. Only for recordings hosted by the
organization.

BRKCOL-2109

CONFIDENTIAL DATA

VIDEO WATERMARKING

Shows attendee name and email for both
shared content and video (authenticated
users)

Enforced for all meetings or set at
scheduling, host can also use it for a portion
of the meeting, supports E2E meetings

Recordings disabled by default, if turned on
those will not display watermarks

Sharing file test
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Sign-in/Out activity in Control Hub
\\“E\N

Overview Security & Compliance © security best practices

- User Sign-in/Out activity
information across all Webex el o

J— Sign in actiities  Watermark analysis  eDiscouery  Admin activities
. . ; .
Q Search the emal, IP address, or device 10 123 records
& Troubleshaoting
= Filter v | o 7aays 02/07/2023 > 02/13/2023
Reports
. B s Time « Porformed by ovsoxtn ® acdeoss oo Condhional sccess  Autientication
° F O r b Ot r] l l S e rS a r] d a d rT] I r] S — @ Fallee 02/13/202306:49 A kush danendok@e...  Webex App 6429455204  Osaka,Japan  Not appled Single factor
& Users
@ Failure 02/13/202306:49 AM  kush dahandok@e. Webex App 6429455204  Osaka,Japan  Not appiied single factor
& Groups
- & Locations (5] Fallre 02/13/202306:48 AM  kush dahandok@e. Webex App 6429455204  Tokyo,Japan  Not appiied Single factor
° S were alrea UoIIC Voo
@ Success 02/13/202306:47 AM  Nicole Winston Gontrol Hub 6429455204 Galfornia, US  Applied DUD auto
) Devices

(=}

Succsss. 02/13/202306:47 AM  Britney Smith Contactcenter  64.294.55.204  Toronto, Canada  Not applied single factor

"
5 Apps
a Va I | a b | e @ Acoount @ Failure 02/13/202306:47 AM  kushdahandok@e..  Control Hub 64.29455304  California, US Mot applied Single factor

& Security & Compliance

Success 02/13/2023 06:46 AM Howl Allison. Webex App 64.204.55.204 California, US Not applied Single factor
n n n n n & Organization settings
° 0 et e Ct S I l S p I C I 0 l l S a Ct I VI tl e S @ (Semw)  0N1Y20230645AM  Hosnbelss WeboxMesting 6420455204 Dolls,US  Appled DU avio
semces ® Siccess | 02/13/202306:46 AM  Pater Kim Webex App 6429455208 NewYo,US  Notappied Single factor
O Messaging
L] [ ] (] Success 02/13/2023 06:46 AM Eric Lou Webex Meeting 64.294.55.204 Toronto, Canada  Not applied Single factor
° 1 Companylid
- pany L (] Success 02/13/2023 06:45 AM Bruce Lee Webex Meeting  64.20455.204  Shanghai, China  Not applied Single factor
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Calling call records compliance support

\'_\“@

Legal Hold

- Legal Hold: Investigated employee
records can be preserved and not
purged by the retention policy

Compliance
Platform

« eDiscovery supported

« 3rd Party Archival Integration via APIS
to comply with regulatory or corporate
compliance
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Privacy: Host and usage information deletion

About metadata (no E2E encryption), not about user account or content

Must be a full administrator of the organization, 13 months retention by default

About users with an account. If a host, all records (including about attendees) will be deleted, if an attendee only this attendee
records will be deleted

NEXT :Custom retention policy (meetings) and ability extended to messaging and calling metadata

Delete Meetings metadata Delete Meetings metadata older than

e (o %)

= . 180 Days 'I
Aligned with EDPB guidelines and offering here more controls for data subject
requests

cisco L{{@/
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Conclusion
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Cisco Webex and GDPR

EU
CLOUD

i B

Technical features, certifications, localization and transparency : fully aligned with
EDPB guidelines

Webex sovereign controls pave the way for future sovereignty solutions for

Government, highly-regulated industries, and the upcoming EUCS certification
scheme.” (Javed Khan, senior VP of Cisco Collaboration)

cisco W‘/
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Cisco Privacy benchmark Privacy’s Growing
Key findings of the 2023 report  Importance and Impact

Cisco 2023

Data Privacy Benchmark Study

* Privacy is an attractive investment for organizations , delivering higher average
benefits across the board, and a strong 1.8 times return on investment,

* 98% of respondents reporting privacy metrics to their Board of Directors and 95%
saying “all of their employees” need to know how to protect data privacy.

« Organizations are recognizing that global providers, operating at scale, can
better protect their data compared to local providers.
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