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Introduction
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Topology - On premises registration
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Unified CM

HTTPS
SIP
CTI

Unity

Cloud Connected UC
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Topology - Mobile Remote Access
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Unified CM

HTTPS
SIP
CTI

Unity

(Cloud Connected UC)
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Supported Call Solution versions
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Call Solution Version

Cisco Unified Callmanager Unified CM Release 12.5(1) and later for SIP Oath encrypted 
calls support. (CAPF is not supported.)
Unified CM Release 12.5(1) SU3 and later for Push 
Notifications on Android and iOS (APNs)
Unified CM release 14.0 or later for MRA failure

Expressway X8.11.4 or later is required for Calling in Webex
(Unified CM)
X12.6 or later for Push Notifications.
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Configuration steps
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Configuration step Where

1. Configure UC Services Workflow UCM

2. Service Discovery DNS, Webex Control Hub

3. User Authentication UCM, Webex Control Hub

4. Phone Configuration for Desktop Clients UCM

5. Configure Unified CM End Users UCM

6. Configure softphone devices UCM

7. Configure Push Notifications and Recommended Settings UCM

8. Client Configuration UCM

9. Calling Experience for Users Workflow on Webex Webex Control Hub

10.Configure SIP Address Routing for Your Organization Webex Control Hub
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Configuration steps – Auto Registration
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Configuration step Where

1. Active Cloud Connected UC Webex Control Hub

2. Service Discovery DNS, Webex Control Hub

3. Enable Auto-provisioning for Webex App Webex Control Hub

4. User-id configuration Webex Control Hub, Unified CM

5. Calling Experience for Users Workflow on Webex Webex Control Hub

6. Configure SIP Address Routing for Your Organization Webex Control Hub



Tools
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How to collect Webex app logs?

1. Send logs from Webex App to Control Hub

2. Collect logs from Webex Control Hub

3. Download logs from Webex App to local system
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Method 1#: 
Send logs from Webex App to Control Hub
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Control Hub > Management > Organisation settings > Help and support information
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Method 1#: 
Send logs from Webex App to Control Hub
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Control Hub > Management > Organisation settings > Help and support information
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Method 1#: 
Send logs from Webex App to Control Hub

BRKCOL-3818

Click 
Help menu

Select 
Report an issue

Fill in details 
of the reported 
problem
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Method 1#: 
Send logs from Webex App to Control Hub

Enter FeedbackId or 
user email address
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Download 
‘User logs’

Control Hub > Troubleshooting > Logs
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Method 2# : 
Collect logs from Webex Control Hub
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Enter userid 
in search bar Click 

Collect Logs’

User gets 
notified

Control Hub > Troubleshooting > Logs
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Method 3# :
Download logs from Webex App

• Click ‘Profile and Preferences’ (top left)

• Go to Help > Health Checker

• Go to Diagnostics > Export all data
(select ‘save problem report’)

• Includes Calling Enviroment Data
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Webex App - Calling Environment Data
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• By default all logs collected have the 
PII data replaced with hashed valued

• The user must manually export the 
Calling environment data

• This files contains mapping of PII data 
and corresponding  hashes in JSON

• Export right after logs have been send

Note: Logs collected following method #1 
and #2 will NOT include the ‘Calling 
Environment data’
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Calling environment data file

19BRKCOL-3818



© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Webex App = Calling environment data mapping

[csf.sip-call-control] [platform_print_sip_msg] - sipio-sent---> REGISTER sip:{!64c4c3f7446186ac!} 
SIP/2.0
Via: SIP/2.0/TCP {!d4787d92e6e23091!};branch=z9hG4bK0000338f
From: <sip:{!81a83544cf93c245!}@{!64c4c3f7446186ac!}>;tag=db423814f040000200005cdb-
00000c16
To: <sip:{!81a83544cf93c245!}@{!64c4c3f7446186ac!}>
Call-ID: db423814-f0400003-00006053-000001ed@{!570b340fc8466bee!}
Max-Forwards: 70
Date: Fri, 27 Jan 2024 13:23:28 GMT
CSeq: 101 REGISTER
User-Agent: Cisco-CSF
Contact: {!e45728e3f0d0eca1!}
….

From current_log.txt
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Webex App - Log Metadata
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Webex Organisation ID

Email address user

Timestamp

Meta
Description

Reference
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Upload logs from Webex App – Mobile (iOS)
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Reference
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Webex App - Log location
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Windows MAC

Main log %LOCALAPPDATA%\CiscoSpark\current_log.txt $HOME/Library/Logs/SparkMacDesktop/

UC Login log %LOCALAPPDATA%\CiscoSpark\uclogin\uclogin.log $HOME/Library/Logs/SparkMacDesktop/uclogin
/uclogin.log
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Health Checker
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Internet
Health Checker verifies if your computer is connected to a network

Server Connection
Health Checker confirms that the Webex app can connect 
to the Cisco Webex cloud components

Cloud
Health Checker gets the status of the Cisco Webex cloud 
from https://status.webex.com

Phone Services
Health Checker tests the connection of your phone services

Windows

Click your profile picture, 
and then go to 
Help > Health Checker

MAC

Go to Help > Health Checker
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Health Checker - Internet Connection
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NetworkStateMachine.cpp:108 
onNetworkStatusChanged:NetworkStateMachine - onNetworkStatusChanged
NetworkLost

StateMachine.h:121 handleEvent:ConnectivityStateMachine::Network -
Connected -> NoNetwork : {NetworkLost}

StateMachine.h:117 
handleEvent:ConnectivityStateMachine::ConnectivityBannerStaying in state 
[Connected] - event {NoNetwork}

current_log.txt
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Health Checker – Webex service Connections 
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Performs a HTTP request (PING) for:

https://raindrop-r.wbx2.com/
https://conv-r.wbx2.com/
https://encryption-r.wbx2.com/
https://avatar-r.wbx2.com/
https://client-logs-r.wbx2.com/
https://atlas-api-a.wbx2.com/
https://calendar-r.wbx2.com/
https://files-api-r.wbx2.com/
https://conv-r.wbx2.com/
https://janus-r.wbx2.com/
https://locus-r.wbx2.com/
https://nps-collector-service-a.wbx2.com/
https://oauth-helper-r.wbx2.com/
https://wdm-r.wbx2.com/
https://argonaut-r.wbx2.com/
https://directory-search-r.wbx2.com/
https://calliope-anycast.prod.infra.webex.com/
https://board-r.wbx2.com/
https://lyra-r.wbx2.com/
https://feature-r.wbx2.com/ 

https://settings-service-r.wbx2.com/
https://filtering-r.wbx2.com/
https://acl-r.wbx2.com/
https://csdm-r.wbx2.com/
https://idbroker-b-us.webex.com/
https://u2c-r.wbx2.com/
https://mrs-sjc02-dfw01.webex.com/  
https://meeting-container-r.wbx2.com/ 
https://jabber-integration-r.wbx2.com/
https://license-r.wbx2.com/           
https://web-authentication-r.wbx2.com/
https://call-rendezvous-r.wbx2.com/   
https://insights-r.webex.com/
https://ediscovery-r.wbx2.com/
https://encryption-r.wbx2.com/
https://files-api-r.wbx2.com/
https://client-upgrade-a.wbx2.com/
https://storage101.dfw1.clouddrive.com
https://files-prod-us-west-2.webexcontent.com
https://usersub-r.wbx2.com/

https://help.webex.com/en-us/article/WBX000028782/Network-Requirements-for-Webex-Services

https://help.webex.com/en-us/article/WBX000028782/Network-Requirements-for-Webex-Services
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Health Checker - Server Connection 
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Unable to send a data file



© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 28

Health Checker - Server Connection - NOK

BRKCOL-3818

<Debug> [10556] InternetConnectivityChecker.cpp:228 network::InternetConnectivityChecker::checkIsWebexBlocked:Checking if Webex services are blocked
…
<Debug> [208] HttpRequestManager.cpp:1951 network::HttpRequestManager::httpRestRequest:
{"id":"Making HTTP request",
"uri":"https://files-prod-us-west-2.webexcontent.com",
"method":"GET",
"action":"/", ...
"trackingId":"CLIENT_b0414a63-f60f-412b-86f4-521e2a920384",
"cancellationId":"3e31dab1-daed-4350-a334-c210d3a74769",
"requestRetryCount":0,
"clientRetryCount":5,
"visitedUrls":[

"https://files-prod-us-west-2.webexcontent.com","https://files-prod-us-west-2.webexcontent.com", "https://files-prod-us-west-2.webexcontent.com",
"https://files-prod-us-west-2.webexcontent.com","https://files-prod-us-west-2.webexcontent.com"] }

<Warn> [208] HttpRequestManager.cpp:2058 network::HttpRequestManager::_httpRestRequest::<...>::operator ():
{"id":"HTTP request failed and we have no more retries or the error is non-retrieable",
"uri":"https://files-prod-us-west-2.webexcontent.com",
"method":"GET",
"action":"/", ...
"trackingId":"CLIENT_b0414a63-f60f-412b-86f4-521e2a920384",
"cancellationId":"3e31dab1-daed-4350-a334-c210d3a74769",
"requestRetryCount":0,
"clientRetryCount":5,
"visitedUrls":[…],
"networkTimings":[4,0,0,0] }

<Error> [208] ServiceReachabilityManager.cpp:217 FileSpaceReachabilityCheckAction::checkUrl::<...>::operator 
():Unable to reach files URL: https://files-prod-us-west-2.webexcontent.com

• First check ‘status.webex.com’
• Next network
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Health Checker - Server Connection - OK
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<Debug> [10556] InternetConnectivityChecker.cpp:228 network::InternetConnectivityChecker::checkIsWebexBlocked:Checking if Webex services are blocked
…
<Debug> [10556] HttpRequestManager.cpp:1951 network::HttpRequestManager::httpRestRequest:
{"id":"Making HTTP request",
"uri":"https://wdm-r.wbx2.com/",
"method":"GET",
"action":"/wdm/api/v1/ping", ...
"trackingId":"CLIENT_457d52e7-5ee1-4f19-90e8-32c0ec130391",
"cancellationId":"7b2341e0-f137-4c7b-a15e-5ee9631a7f78"
}

<Debug> [1400] HttpRequestManager.cpp:2066 network::HttpRequestManager::_httpRestRequest::<lambda_97d0d0486392e3a99a0dae24ce8d27a1>::operator ():
{ "id":"HTTP request succeeded.",
"uri":"https://wdm-r.wbx2.com/",
"method":"GET",
"action":"/wdm/api/v1/ping", ...
"trackingId":"CLIENT_457d52e7-5ee1-4f19-90e8-32c0ec130391",
"cancellationId":"7b2341e0-f137-4c7b-a15e-5ee9631a7f78",
"responseLen":5474,
"networkTimings":[271,612,382,0]
}
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Health Checker - Status
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Health Checker - Status

31BRKCOL-3818

• Phone Services validation:
• Softphone server - SIP UCM
• Desk Phone Server - CTI UCM
• Voicemail Server - HTTPS CUC
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Health Checker – Phone services
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Health Checker - Reset Database
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• Database reset
• Clears all configuration
• Clears all cache

• When? 
• Messages are not getting decrypted 
• Configuration changes are not applied
• For any other weird behavior 🙂
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Health Checker

• Note : ‘Turn on Survivabiliy Test mode’ only applicable for Webex 
Calling
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Reference
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Diagnostics
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Diagnostics

BRKCOL-3818
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Diagnostics

BRKCOL-3818

• Server Certificate validation result
• DNS SRV resolution results 

for “_cisco-uds” and “_collab_edge”
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Diagnostics
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Reference
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Collaboration Solution Analyzer
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https://cway.cisco.com/csa-new/
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Collaboration Solution Analyzer
Log Analysis - Upload
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Exported Diagnostics (Problem report, CED and Diagnostics) Problem report & CED
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Collaboration Solution Analyzer
Log Analysis – Download unredacted files
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Collaboration Solution Analyzer 
System information
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Collaboration Solution Analyzer 
System information
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Collaboration Solution Analyzer 
Log overview
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Call analysis
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Call analysis
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Collaboration Solution Analyzer 
Log overview - HTTP queries
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Collaboration Solution Analyzer 
Log overview - SIP registration
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Collaboration Solution Analyzer 
Log overview - DNS queries
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Collaboration Solution Analyzer 
Log overview - Annotated logs
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CED file – Important note
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• Collect CED file at the same time problem report is collected
• After a reset, CED file is reset but logs are not
• This may result in the CSA being unable to ‘unredact’ the log files



Registration 
troubleshooting



© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Registration – Webex Control Hub configuration 
for UCM calling

• User License (Users, Management)

• UC Manager Profiles (Organisation settings, Management)

• Calling Behaviour (Calling, Services)

• Unified CM Settings (Calling, Services)

• Unified CM SIP Address Routing (Calling, Services)

• Webex app Provisioning for Unified CM Calling (Connected UC, Services)

HTTPS

BRKCOL-3818 53
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Registration – User license
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• License ‘Register to Unified Communications Manager 
• Enables ‘Unified Communications Manager settings’

under ‘Calling’ settings ‘User’ configuration

Wdm.cpp:2497 network::WdmImpl::storeFeatureFlags:WDM value with key and value: ucm-calling:true
‘current_log.txt’

CSA > System information > General
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Registration – User license

• Automatic Licensing
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Registration - Webex Discovery
User Validated to be enabled for UCM calling
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Wdm.cpp:383 network::WdmImpl::parseDeviceJson:Adding policy 
<< callingBehavior with value: NATIVE_SIP_CALL_TO_UCM

Wdm.cpp:383 network::WdmImpl::parseDeviceJson:Adding policy 
<< callingBehavior with value: NATIVE_WEBEX_TEAMS_CALLING

Wdm.cpp:383 network::WdmImpl::parseDeviceJson:Adding policy 
<< callingBehavior with value: CALL_WITH_APP_REGISTERED_FOR_WEBEXCALLTEL

Wdm.cpp:383 network::WdmImpl::parseDeviceJson:Adding policy 
<< callingBehavior with value: CALL_WITH_APP_REGISTERED_FOR_CISCOTEL

Wdm.cpp:383 network::WdmImpl::parseDeviceJson:Adding policy 
<< callingBehavior with value: CALL_WITH_APP_REGISTERED_FOR_TEL

From current_log.txt
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Registration - UC Service discovery

• Calling > Client Settings

• ‘Use my user’s email domain’ 
for UC service discovery

• Default configuration

user1@brkcol.wbx.ai _cisco-uds._brkcol.wbx.ai

BRKCOL-3818 57
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Registration - UC Service discovery
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SRV record options
1. _cisco-uds._tcp.<domain>
2. _collab-edge._tls.<domain>DNS

Packet capture

UC services login

Webex login
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Registration - UC Service discovery
Manually enter UC domain
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Packet capture

Settings > Phone Service 
Webex domain UC domain UCM UDS login
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Registration - UC Service Discovery

• Calling > Client Settings

• ‘Use UC Manager profile for 
calling’ 

• Users do not have to manually 
enter the UC domain 
(=voice services domain)
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Registration - UC Service discovery

BRKCOL-3818

• Organisation Settings > UC Manager 
Profiles

• Domain configuration for ‘Voice Services 
Domain’

• Specify an individual CUCM server for 
discovery (optional)

• Used by client to resolve following DNS 
SRV records: 

• _cisco-uds._tcp.<voice services domain>

• _collab-edge._tls.<voice services domain>
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Registration - UC Service discovery

BRKCOL-3818

network::WdmImpl::parseUCProfileConfig:voiceServicesDomain is set
CUCMLoginAdapter::setManualUCDomain:setManualUCDomain: coluc.com

‘current_log.txt’

UCM UDS login

CSA > Calling > General
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Registration - uclogin.log walkthrough

63BRKCOL-3818

[service-discovery] [CSFUnified::ServiceDiscoveryHandler::setupDiscovery] - *-----* Discovery is setup with 
ServicesDomain: brkcol.wbx.ai and VoiceServicesDomain: coluc.com

[csf::dns::DnsUtils::executeSRVRecordQuery] - About to make DNS SRV record query _cisco-uds._tcp.coluc.com
[csf::dns::mapFromWindowsDNSResult] - *-----* DNS query _cisco-uds._tcp.coluc.com

has succeeded.

[csf::dns::DnsUtils::executeSRVRecordQuery] - About to make DNS SRV record query _collab-edge._tls.coluc.com
[csf::dns::mapFromWindowsDNSResult] - *-----* DNS query _collab-edge._tls.coluc.com has failed: 

DNS name does not exist.

*------------------------------------*
| ucm-config Library DNS Information
| Highest Priority Domain: coluc.com
| DNS Record: pub.coluc.com:8443 [weight: 0, priority: 0]
| Domain Source: coluc.com : LOCATOR_UDS_DOMAIN
| Domain Source: coluc.com : SERVICE_DISCOVERY_DOMAIN
*------------------------------------*

UC service discovery
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Registration - uclogin.log walkthrough

BRKCOL-3818

[csf::ucm90::UcmConfigQueryImpl::fetchXmlFileSet] - ---[UCM Configuration Data]---

UCM version: 14.0.1
UCM domain: coluc.com
Current Home UDS URL: https://pub.coluc.com:8443/cucm-uds/user/MASKED_USERNAME

[HOME_CLUSTER_XML]
[URL] https://pub.coluc.com:8443/cucm-uds/user/MASKED_USERNAME
[Host] pub.coluc.com
[Filename] homeClusterUser.xml
[XML] <not empty>

[SERVICE_PROFILE_XML] ...
[DEVICE_XML] …
[GLOBAL_SETTINGS_XML] …
[UDS_SERVERS]

[1] pub.coluc.com
[2] sub.coluc.com

[HOME_UDS_NODES]
[1] https://pub.coluc.com:8443/cucm-uds/user/MASKED_USERNAME
[2] https://sub.coluc.com:8443/cucm-uds/user/MASKED_USERNAME

[TFTP_SERVERS]
[1] pub.coluc.com



© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Registration - uclogin.log walkthrough
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[csf.ecc.api] [csf::ecc::CallControlManagerImpl::doAuthenticate] - doAuthenticate()
...
[csf.ecc] [csf::ecc::Authenticator::doUdsLogin] - Trying to authenticate the user with UDS

User authentication (Unified CM UDS)

[csf.ecc] [csf::ecc::UDSClient::fetchDevices] - fetchDevices
[csf.ecc] [csf::ecc::UDSClient::doUdsQuery] - doUdsQuery(): eDevices

Fetch associated devices

[services-dispatcher] [CSFUnified::ServicesDispatcher::enqueue] - ServicesDispatcher.enqueue: BT-
CUCMLoginManager::isUCLoginCompleted
[services-dispatcher] [CSFUnified::ServicesDispatcher::executeTask] - executing (BT-
CUCMLoginManager::isUCLoginCompleted

Login completed
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Registration - SIP registration with Unified CM
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[csf.sip-call-control] [platform_print_sip_msg] - sipio-sent---> REGISTER sip:sub.coluc.com SIP/2.0
Via: SIP/2.0/TCP 10.48.79.47:57306;branch=z9hG4bK00003e53
From: <sip:2000@sub.coluc.com>;tag=db423814f040000300003c5e-00002225
To: <sip:2000@sub.coluc.com>
Call-ID: db423814-f0400002-0000163e-00004b5e@10.48.79.47
Max-Forwards: 70
Date: Mon, 06 Feb 2023 17:20:06 GMT
CSeq: 101 REGISTER
User-Agent: Cisco-CSF
Contact: <sip:d7f37c17-1af8-be78-c0e1-559b5d5c15c7@10.48.79.47:57306;transport=tcp>; +sip.instance="<
urn:uuid:ad90263d-2710-41bb-88bd-24f11699d93b>";+u.sip!devicename.ccm.cisco.com="CSFUSER2";+u.sip!
model.ccm.cisco.com="503";video 
Supported: replaces,join,sdp-anat,norefersub,resource-priority,...
Expires: 0
Content-Length: 0

SIP
Unified CM

“uclogin.log”
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Registration - SIP registration with Unified CM
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CSA
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Registration - SIP registration with Unified CM
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CSA
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Registration - SIP registration with Unified CM
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Registration - SIP registration with Unified CM
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Registration
most common issues
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Registration failure
Secure phone registration
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• CAPF is not supported
• Must enable SIPOAuth

CSA

App
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Registration failure
Secure phone registration
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1. Check if SIPOAuth is enabled

2. Enable SIPOAuth CLI

3. Configure Phone Security Profile
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Registration failure
Secure phone registration

• With SIPOAuth enabled you get a different login prompt
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Registration failure
Secure phone registration
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CSA
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Registration failure
Secure phone registration
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CSA

Token acquired at UC login
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Registration failure – Untrusted Certificate

BRKCOL-3818
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Registration failure – Untrusted Certificate
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Packet capture

CUCMLoginAdapter::CreateCUCMLoginManager:Setting accepting invalid 
certs to : 0
…
EccWrapper.cpp:970 EccWrapper::httpResponse:http result = 
CERTIFICATE_VALIDATION_ERROR, response code = 0, request id:0, len:0

current_log

[csf.common.DefaultPoliciesStore] 
[csf::common::DefaultPoliciesStore::setPolicy] - Policy set : 
INVALID_CERT_MANAGEMENT[SILENTLY_FAIL]

uclogin.txt
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Registration failure – Untrusted Certificate

• CUCM must be configured with certificates that the Webex App 
can validate

• Preferably a Certificate Authority (CA) root that signed the tomcat 
certificate 
(which is known to the operating system that the Webex App is on, 
Windows or MacOS by default)

• Or a self-signed trusted certificate 
(which must be deployed to the OS in advance by the enterprise 
administrator).
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Registration failure – Untrusted Certificate

• Certificates issued with a deprecated signature hash algorithm 
(such as Secure Hash Alogorithm (SHA-1)) do not work, you must 
use a supported secure signature has algorithm such as SHA-256 
or later)

• The certificates that are deployed on CUCM servers must include 
the Fully Qualified Domain Name (FQDN) as the server identity 
rather than a simple hostname or IP address 
(for example, cucm-server-1.example.com rather than cucm-
server-1 or 203.0.113.11).
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Registration failure – Untrusted Certificate

BRKCOL-3818

Control Hub > Services > Calling > Client Settings > Unified CM Settings

= Presented UCM Certificated is not validated
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Registration failure – Untrusted Certificate
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CUCMLoginAdapter::CreateCUCMLoginManager:Setting accepting invalid 
certs to : 1

current_log

[csf.common.DefaultPoliciesStore] 
[csf::common::DefaultPoliciesStore::setPolicy] - Policy set : 
INVALID_CERT_MANAGEMENT[SILENTLY_SUCCEED]

uclogin.txt
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Registration problems
Not enabled to use phone services

• Problem: “You are not enabled to use phone service”

• Solution: Webex Control Hub > Users > User go to Profile > Licenses
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Registration problems - Auto-registration fails

• Problem: Autoregistration fails 
and phone service settings show 
“Can’t find your phone service”

• Cause: For auto registration, 
user configuration on UCM has 
no primary extension configured

• Solution:

• Add primary extension with BAT
or

• ‘Quick user/phone’
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Auto-Registration
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Control Hub > Connected UC

Reference
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Registration failure
Voicemail server disconnected

• Webex App is registered

• Voicemail server shows disconnected

• “UC credential is not verified”
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Registration failure
Voicemail server disconnected

• Diagnostics shows
“Authentication : Unknown”
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Registration failure
Voicemail server disconnected
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Registration failure
Voicemail server disconnected
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Registration failure
Voicemail server disconnected
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Registration failure
Voicemail server disconnected
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• Finally did reset
of CUC user password



Call flow 
troubleshooting



© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Call between 2 Users on Unified CM
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Unified CM

HTTPS
SIP
CTI
Media
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Troubleshooting Call Flow

• From Log Overview > Calls, select the call you want to troubleshoot

• Log analyzer shows : Call Leg Info, Ladder Diagram and Signalling
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Troubleshooting Call Flow
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Ladder diagram SDP parameters
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Troubleshooting Call Flow
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Ladder diagram SIP Message
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Troubleshooting Call Flow
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Signalling

SIP message
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Media Call Statistics
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Windows

Click your profile 
picture, and then go to 
Help > Health Checker > 
Diagnostics

MAC

Go to Help > Diagnostics

Mobile

During call, click more options 
> Show Call Statistics

Video
• Resolution
• Frame rate
• Bit rate
• Packet loss
• Latency
• Jitter
• Transport

Audio
• Codec
• Bit rate
• Packet loss
• Roundtrip/Latency
• Jitter
• Transport
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Media Call Statistics

• Log bundle includes ‘Call logs’ which capture 
media call statistics

• Below are printed every second
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INFO: SQAudioTX - vid= csi=1441708800 did=0 ssrc=3153415302 loss=0.000 drop=0.000 jitter=19 
bytes=7383 rtp=97 failed=0 bitrate=43336 ….
INFO: SQAudioRX - vid=0:174 csi=0 ssrc=529695150 loss=0.000 lossCnt=0 drop=0.000 jitter=23 
bytes=12138 rtp=174 processed=174 bitrate=28368 …
INFO: SQVideoTX - vid= csi=1441708801 did=0 ssrc=2877578215 loss=0.000 jitter=0 bytes=28564 
rtp=37 failed=0 bitrate=228512 rtt=0 bw=458240 …
INFO: SQVideoRX - vid=0:19 scrPcy=2 csi=0 w*h=640x360 fps=0 br=0 idrReq=0 idrRcvd=1 
decodeDrp=0.000 rendered=4 codecType=100 ssrc=882168780 loss=0.000 lossCnt=0 drop=0.000 …
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Media
Using CSA to Analyze PCAP Files

• List of RTP Streams, Packet Counts, Payload Types, and Packet Loss
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Media
CSA RTP Stream Statistics

Packet loss information
==============================

Sequence Number Timestamp
==============================
1538 18:51:10,456
1542 18:51:10,536
1546 18:51:10,616
1549 18:51:10,675
1553 18:51:10,755
1557 18:51:10,836
1561 18:51:10,916
1565 18:51:10,996
1569 18:51:11,076
1573 18:51:11,155
1577 18:51:11,236
1581 18:51:11,317
1585 18:51:11,396
1589 18:51:11,476
1593 18:51:11,556
1597 18:51:11,636
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Media Call Statistics
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• Below are printed every 6 – 8 seconds
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Unified CM SIP Address Routing
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• User 2 wants to call User 1
Enters the email address of the user in the search bar
Returns 2 search results

• Question: Which ‘call’ button should user1 use?

TIP

?

?
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Select top search result .. fails

<Debug> [2192] CallHandler.cpp:58 CallHandler::makeCall:makeCall, callId[u***1@br**ol.wbx.ai, 
origin[search_room], isUseSipUrlToCallTheDevice: 0   

<Debug> [2192] EccManager.cpp:2637 EccManager::canClaimCallImpl:Route call to Locus, call will be 
Locus call 

Unified CM SIP Address Routing
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• ‘brkcol.wbx.ai’ domain matches Webex domain.
• By default routes to Webex Services

Control Hub > Services > Calling > Client Settings > Unified CM SIP Address Routeing

Unified CM SIP Address Routing
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Why does this call fail?
Answer User not licensed for ‘Call on Webex’

Control Hub > Users > User > Summary> Licenses

Unified CM SIP Address Routing
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Unified CM SIP Address Routing
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Select second search result .. succeeds

<Debug> [2192] CallHandler.cpp:58 CallHandler::makeCall:makeCall, callId[1000, origin[search_room], 
isUseSipUrlToCallTheDevice: 0     

<Debug> [2192] EccManager.cpp:2609 EccManager::canClaimCallImpl:Invite call thats a one2one and Ecc
is registered: Call will be an Ecc call  

<Debug> [2192] CallManager.cpp:2164 CallManager::getConflictedCalls:Session created: softphone call 
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Unified CM SIP Address Routing
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?

?
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Unified CM SIP Address Routing
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Domain matches allow list for SIP calls to UCM 

<Debug> [1372] CallHandler.cpp:58 CallHandler::makeCall:makeCall, callId[u***1@br**ol.wbx.ai, 
origin[search_room], isUseSipUrlToCallTheDevice: 0

<Debug> [1372] SipUriRoutingHelper.cpp:85 SipUriRoutingHelper::isRoutedToEcc:Match allowlist domain  

<Debug> [1372] CallManager.cpp:2164 CallManager::getConflictedCalls:Session created: softphone call 



Conclusions
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