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• ND and NDI Intro

• Scenario 1: BD enigma

• Scenario 2: Broken backup

• Scenario 3: VM affair

• Scenario 4: Resource trouble 

• Instead of Conclusion
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ND and NDI Intro
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Any apps | All site types

Cisco Nexus Dashboard

Cisco Nexus 
Dashboard 

Orchestrator

Third-party 
applications

Cisco Nexus 
Dashboard 
Insights 6.0

Cisco 
Nexus 

Dashboard

Colocation/edge

ITSMSplunk

ServiceNow

Data broker
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Cisco Nexus Dashboard: A unified platform
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The admin view

Consume service(s) from single place

Frictionless navigation across multiple 
services and sites

Customize views and workflows

Consistent one-time onboarding of 
domains and services

Consistent user management and 
access control

Single dashboard for lifecycle 
management of services and ops infra

The operator view
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Cisco Nexus Dashboard platform under the hood

Proactive Notifications

Configuration compliancy

Realtime Telemetry Collection

Faster resolution through correlation

Single Dashboard to view health

Single UI to consume app services 

Secure cluster and app management

Hardened secure container OS

Infrastructure for secure K8s bringup

Cisco Nexus 
Dashboard

Application Services

Shared Services

Infra Services

Service Lifecycle

System Services

Secure Container OS

OpenSearch          Kafka

Cisco Nexus 
Dashboard Orchestrator

Cisco Nexus 
Dashboard Insights

Frictionless access

Standardized service access  

Industry standard 
container management

SSO          APIGW

Kubernetes

Key Vault, Cluster…

Atomix OS

Cisco Nexus Dashboard
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Nexus Dashboard 
Services

Orchestrator

Fabric Controller

Insights

Data Broker
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Nexus Dashboard 
Services

Insights
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Operations

Single-pane-of-glass
Can I get visibility across 

datacenters?

Single point for monitor and 
control?

Troubleshooting
Where is the problem and what’s 

the blast radius?

How do I reduce MTTR?

How do I prove network is healthy?

Proactive advisories
Was the issue preventable?  

Is the network exposed to 
known vulnerabilities?

Can I get proactive advice?

Assurance
Am I doing correct configuration?

Are interdependencies known?

Does the change impact 
something am not aware of?

Data Center Operations
Challenges
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Nexus Dashboard Insights
Benefits

Avoid outages with 
precautionary and 
proactive advisory

Keep the network 
state compliant 
with your intent.

Control multiple 
datacenters with 
single pane of glass

Rapidly remediate 
with automated, 
correlated insights
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Nexus Dashboard Insights
How Does It Work?

14BRKDCN-2626

Notify and 
Recommend Action

Ingest and Process
Sources of 

Telemetry Data
Derive Insights

Process

SW-Version / 

PSIRTs
Network 

Protocols

Config / Scale / 

Hardening

Complex 

correlation

Correlate 

against  

Database

Reduce Time to Problem Awareness, Action and Resolution

Consistency 

Checkers
Mac Table

Event 

History

Streaming 

Telemetry Environmentals

Cores

CLI

FIB

Debug Logs

Accounting 

Logs

Syslog

RIB

Tech-

Support

Config File

Topology

PSIRTs

Field notices

Metadata 

extraction
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Nexus Dashboard Insights
How Can It Help?
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Availability

Identify, locate, root
cause, remediate

Error detection, 
latency packet drops

Control plane issue

Automated alerts

Visibility

Pre-change analysis

Compliance alerts

End-to-end workflows

Automated remediation

Mitigate

Prevent outages

Upgrade impact 
advisories

Hardening checks

Software hardware
recommendations

PSIRT notices

EoS/EoL notices

TAC assist

Topology checker

Nexus 
Dashboard

Insights
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User raised a trouble 
ticket for erratic 
access to ERP

9:00

NetOps checked 
connectivity e.g., 
ping, trace, routing

9:30

Performed hop-by-hop
diagnostics and found 
everything ok

11:00

User reported 
recurrence

12:00

NetOps worked with 
multiple teams / tools 
but found nothing 
wrong with the network

14:00

NetOps suspected 
application misbehaving. 
There are back and forth 
calls with app team(s)

15:00

RCA: Misbehaving 
process on server is 
causing application 
performance issue

16:00

Ops (Network and others)

UserTraditional troubleshooting workflow
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User raised a trouble 
ticket for erratic 
access to ERP

9:00

Now with Nexus Dashboard Insights

Ops (Network and others)

User

Nexus Dashboard Insights
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NetOps checks flow 
health information, 
and it is green

9:03

NetOps looks at application 
anomalies and notices 
performance impacting 
events detected

9:05

NetOps cross verifies 
with Flow information 
and time series-based 
app performance data

9:07

RCA: Misbehaving 
process on server is 
causing application 
performance issue

9:10
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UI update
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NDI 6.2 NDI 6.3

NEW UI 
AHEAD



Scenario 1
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“I added a new server to a pre-
created EPG and it doesn’t work”
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What exactly "doesn't work"?
Let's collect some facts!

• Server needs to talk to a service outside of ACI fabric

• Someone created a new BD+Subnet+EPG earlier

• Server can ping the gateway and connectivity inside ACI seems to 
be fine

• There is a dynamic routing protocol between ACI and external 
router
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No faults and internal connectivity is fine
-> Must be something with external network
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A day later… (if you are lucky)

• Net Infra team checks and says everything OK on their side

• Only one Tenant is complaining on a shared L3Out

EMEA-STAC-A1K-F1#show ip route 192.168.10.0 255.255.255.0

% Network not in table

EMEA-STAC-A1K-F1#

-> There is dynamic routing and ACI is not advertising our Subnet!
But we checked our ACI and everything is fine?!?!
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Meanwhile on NDI…
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Double
Click
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NEW UI 
AHEAD
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Scroll 
Down
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!!
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Problem fixed!

• Our colleague forgot to asociate L3Out to the BD
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How did NDI pick this up?

37BRKDCN-2626

Time

config

if state

routing 
tables protocols

HW programming

NDI

In our case it was a 

deviation from a 

standard, well 

known config model
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How did NDI pick this up? (text version)

• NDI collects snapshots (datasets) every X minutes

• Snapshot is a list of CLI and API outpus from APICs and all switches 
in the fabric

• It contais config and current state of ports, routing tables, 
protocols, HW programming, etc

• All this data is processed and analyzed; detected anomalies are 
presented to the user in the UI

• In our case it was a deviation from standard, well known config 
model
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Scenario 2
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“Our external backup platform 
cannot reach servers hosted on 
ACI fabric”
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Let's collect some facts!

• This used to work until last week

• Backup platform is on a dedicated subnet outside of ACI

• All servers on ACI are impacted, spanning multiple EPGs

• Connectivity inside ACI fabric is fine and everything else seems to 
work fine

• There is a dynamic routing protocol between ACI and external 
router (same fabric as before)
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What next?

• We are pretty sure that route should be there

• We cannot find anything wrong on ACI

-> Lets contact the Net Infra team (again)

Two days later…

• Net Infra team says there was not supposed to be any change

• They don't want to spend time on this, it must be something wrong 
with ACI
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In doubt?
Lets check what NDI has to say!
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What is Delta-analysis?

• Shows difference in the policy, run time state, and the health of the 
network between two snapshots you specify

• Health Delta analyses the difference in the health of the fabric 
across the two snapshots

• Policy Delta analyses the differences in the policy between the two 
snapshots and provides a co-related view of what has changed in 
the ACI Fabric
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Delta Analysis
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Delta Analysis
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NEW UI 
AHEAD
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Creating new Analysis
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Double
Click
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Scroll 
Down
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Scroll 
Down
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No new anomalies!
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Delta by Resource – Only Mismatch
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It looks like we lost a route!
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!!
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Back to Net Infra team

• "Ah yes… we had a maintenance last week and due to config 
change error the route got dropped… sorry"
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Scenario 3
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“My VM doesn’t work”
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Let's collect some facts!

• VM is on a Hypervisor hosted and intergrated with ACI

• VM is not accessible

• This is a "passwordles" VM accesible via SSH and public key 
(console login is not possible)

• Other VMs on same EPG are accesible

• Affected VM is also not accessible from other VMs in the same EPG

• VM name is "ubuntu4.1" and assigned IP is 192.168.10.14
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IP seems to be there!
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What do we do next?

• Restart the VM? (Same result)

• Talk to Server/Virtualization Team? (They are very busy)

• What else?
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You know where this 
is going ☺
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Let's browse some EPs…
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NEW UI 
AHEAD
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Double
Click
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Double
Click
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Scroll 
Down
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Fault is raised!
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But this one would not be 
that helpful on ACI side
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NDI Integrates with vSphere!
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What actually happened?

• The user that reported the issue just created 
his VM with duplicate IP

• The other VM with the same IP had SSH on a different port -> this 
is what created "inacessible" symptom

• There was an actual fault on EPG but it flaps really fast 
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Scenario 4
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"Help me, my TCAM is on fire!"
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What is TCAM and Policy CAM?

• In ACI policy, contracts and filters are programmed in Policy CAM 
and TCAM (Ternary Content Addressable Memory)

• Specialized and precious local switch HW resources designed for 
rapid table lookups

• In an environment with many to many EPG contract relationship, 
multiple filters, and EPGs concentrated on few leaf switches can 
easily hit the Policy CAM limit and exhaust the hardware resources

• If the resources are exhausted additional policies / contracts won’t 
be programmed on the hardware. As a result system will see 
unexpected behaviours
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One day you wake up to this…
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One day you wake up to this…
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What do we do?

• Clearly there is "too much" config! But where?

• Even if we find it, can we remove it?
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This is getting old…



© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 88BRKDCN-2626



© 2024 Cisco and/or its affiliates. All rights reserved. Cisco PublicBRKDCN-2626 89



© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 90BRKDCN-2626

NEW UI 
AHEAD
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Select site and snapshot
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Scroll 
Down
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Scroll 
Right
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How did it get to 
this?
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Previous stable situation
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But I added just two more filters to an existing 
contract!
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Two inosent looking filters

100BRKDCN-2626



Instead of 
Conclusion:
What else can 
NDI do?
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Explore 
connectivity
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Browse flows
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Offline sites
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NDI
API
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Pre-change analysis
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IaC CI/CD Pipeline featuring NDI
Validation

107BRKDCN-2626

Git push to 
remote repository

Ansible validation 
and linting

Operator

Ansible dry-run 
with check mode

Nexus Dashboard Insights 
Pre-Change Validation

Go or No-Go
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IaC CI/CD Pipeline featuring NDI
Deployment
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Nexus Dashboard Insights 
Delta Analysis

Infrastructure 
Snapshot

Infrastructure 
Deployment

Webex 
Notifications

Go or No-Go

Refference:
• cisco.nd Ansible Collection
• DEVNET-2473 on GitHub

https://galaxy.ansible.com/ui/repo/published/cisco/nd/
https://github.com/adealdag/DEVNET-2473


Wrapping it up…



Test Drive?

Walk-in Lab:

LABDCN-2215
Nexus Dashboards 
Insights Hands-on lab



Thank youThank you




