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ND and NDI Intro

cisco L{V&/




Cisco Nexus Dashboard
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Cisco Nexus Dashboard: A unified platform

. . Single dashboard for lifecycle
Consume service(s) from single place . )

management of services and ops infra
Frictionless navigation across multiple
services and sites

Consistent one-time onboarding of
domains and services

Consistent user management and

Customize views and workflows
access control

5@e0
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Cisco Nexus Dashboard platform under the hood

Cisco Nexus
Dashboard

Application Services
Shared Services
Infra Services
Service Lifecycle
System Services

Secure Container OS

cisco L{V&/
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Single Dashboard to view health

Single Ul to consume app services

Proactive Notifications
Configuration compliancy

Realtime Telemetry Collection

Faster resolution through correlation

Frictionless access

Standardized service access

Industry standard
container management

Secure cluster and app management

Infrastructure for secure K8s bringup

Hardened secure container OS
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Data Center Operations
Challenges

Assurance
Am | doing correct configuration?

Are interdependencies known?

Does the change impact
something am not aware of?

Where is the problem and what’s
the blast radius?

How do | reduce MTTR?
ow do | prove network is healthy?

Operations

Proactive advisories
Was the issue preventable?

Single-pane-of-glass
Can | get visibility across

Is the network exposed to datacenters”?
known vulnerabilities? Single point for monitor and
control?

Can | get proactive advice?
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Nexus Dashboard Insights

Benefits

Up aOp aOp &

Keep the network Avoid outages with Rapidly remediate Control multiple
precautionary and
proactive advisory

datacenters with
single pane of glass

with automated,
correlated insights

state compliant
with your intent.
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Nexus Dashboard Insights

How Does It Work?

Notify and

Ingest and Process Derive Insights Recommend Action

'«
Tiue b

Config File
PSIRTs R1110107 1w 110107 1uw
Sys|og 20110001110101 1u,, 1100011102 Config / Scale / Process
1010110011000} 91011007 Hardening G
: RIB E|g 111000111010} 100011 o9y
Accounting 10101100110 b 1011¢ ' '
Logs ol 1100011107 1000
Streaming 1010110011 0101
Telemetry  Environmentals 10110001116 11000
11101011001
Event Topology 110101 .
i A . 1100110001110 0011000
H'StoryConsistency':'md NOUCES ¥, 111010110011 ° 1011101011 Network | SW-Version / o)
Checkers 0101 1901 10 101100110 Protocols PSIRTs
Mac Table 110107 71010177

L

Reduce Time to Problem Awareness, Action and Resolution
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Nexus Dashboard Insights
How Can It Help?

Identify, locate, root Upgrade impact
cause, remediate advisories

Error detection,

latency packet drops Mitigate

. Prevent outages
Control plane issue

Hardening checks
Automated alerts
Dashboard o } Software hardware
. Visibility :
Insights recommendations

Pre-change analysis PSIRT notices
Compliance alerts EoS/EoL notices

End-to-end workflows s, TAC assist
Automated remediation **** Topology checker
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. Ops (Network and others)

Traditional troubleshooting workflow — © v

User raised a trouble
ticket for erratic
access to ERP

Performed hop-by-hop
diagnostics and found
everything ok

NetOps worked with
multiple teams / tools
but found nothing
wrong with the network

RCA: Misbehaving
process on server is
causing application
performance issue

(€ 900 NEEENNNNN O30 NN 100 FEEEN 1200 NN /00 NN 1500 N (600

NetOps checked
connectivity e.g.,
ping, trace, routing

cisco L{{/&/

User reported
recurrence

BRKDCN-2626

NetOps suspected
application misbehaving.
There are back and forth
calls with app team(s)

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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. Ops (Network and others)

Now with Nexus Dashboard Insights O v

Nexus Dashboard Insights

User raised a trouble NetOps looks at application RCA: Misbehaving

ticket for erratic anomalies and notices process on server is

access to ERP performance impacting causing application
events detected performance issue

€ O:00 N OO NN 00> NN 00/ NN 010

NetOps cross verifies

NetOps checks flow with Flow information
health information, and time series-based
and it is green app performance data

c 1 SCO W. BRKDCN-2626 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



Ul update

é'é Nexus Dashboard

cisco

Nexus

shboard Insights

Japan-CS-AC

Operate ) Sites » ACIS1

o Bl Overview
® Overview
o, Operate ACI51
> Dashboara .
Overview within the last 2 hours v & ¢
Explore Overview Inventory Connectivity Anomalies Advisories Integrations
& configure e
(oades Dashboard  Topology
SS———; o Admin
ul Analyze Alerts Q Interfaces
< Alerts Summary = Advisones 3 Anoma Explore
Comphance 282 282 -
. " A Bookmarks " et (228)
< Troubleshoot o Leaf Noc . Advisory Level Critical Total Physical .
‘ . 83 4 total critical advisories, out of
Browse * cm' which 0 ocourred in the last week
£ Change Management i
General Connectivity
33 39 55 28 O e
ntcal o Major o e Warning o (&’ ACI 6 8
Endpoints L3 Neighbors
Conformance
© Critical
Alert Detection Timeline Greation Timis oh Nexus Inventory
Dashboard
Dec 04, 2023, 09:07:12 Controllers Switches
PM
nm 115 "n» naes Wea 07

View Hardware Resources  View Capacity

NDI 6.2 NDI 6.3

ciIsco '&/
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Scenario 1
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“l added a new server to a pre-

created EPG and it doesn’t work”




What exactly "doesn't work"?
Let's collect some facts!

- Server needs to talk to a service outside of ACI fabric
- Someone created a new BD+Subnet+EPG earlier

- Server can ping the gateway and connectivity inside ACI seems to
be fine

- There is a dynamic routing protocol between ACI and external
router

c 1 sco M-/ BRKDCN-2626 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



cisco
System Tenants Fabric Virtual Networking Admin Operations
ALL TENANTS | AddTenant | Tenant Search: _ | common | CL |

ct OO
> C» Quick Start
v cL

> [ Application Profiles

= Networking
[ Bridge Domains
-~ @) cL-BD
> [ DHCP Relay Labels

> [ ND Proxy Subnets

9 — S

@& 192.168.10.1/24
> [ VRFs
> [l L20uts
> [l L30uts
> [ SR-MPLS VRF L30uts
> [ Dot1Q Tunnels
> [ Contracts
> [ Policies

cisco L{Ko//

APIC (bdsol-aci41)

Subnet - 192.168.10.1/24

Properties
IP Address: 192.168.10.1/24

Description:

Treat as virtual IP address: D
Make this IP address primary: []

Scope: [¥] Advertised Externally
1 onared petween VRIS

Subnet Control: [_] No Default SVI Gateway
] Querier IP

L3 Out for Route Profile:

Configuration Issues:

Policy Tags: e Click to add a new tag

IP Data-plane Learning: { Disabled Enabled

BRKDCN-2626

Apps
prj_f9b21e9899fe4655aa467a12533ec09e |

< @ QO @O

Integrations

pri_ebbed173463

0

Policy Faults History

Operational

o x X

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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vl APIC (bdsol-acid) amin () QO @ ©

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

ALL TENANTS | Add Tenant | Tenant Search: [IEHERNGCSSNNE | common | CL | mgmt | infra

This object was created by the Nexus Dashboard Orchestrator. It is recommended to only modify this object using the NDO GUI.

commeon

Contract - ACI_CCP 0 o
C» Quick Start
ﬁ Summary Topology Palicy Peer Entities Contract Exception Faults History
ommon —
A
= Application Profiles O = -

= Networking
= Contracts 0 @ @ @ @

Standard . .
= Relation Indicators

B A P ‘ — .
Configured Operational
&5 BRU_K8s_31075_pod09-I3out-allow-all

&3 BRU_K8s_310 10-13out-allow-all ACl_CcP
. (common)
B BRU (BRU_OSPD_1655|
E? ccpl_tenantl-13out-allow-all Provider

p—

B3 ccp2_tenanti-13out-allow-all Consumer
B2 ccp_ep_t ant

&3 default

Provider (fr Master)
B2 demo-router (rtr_624dd0d1-0a19-43bd-afa5-1easal roviaer ffrom Master

Intra EPG/ESG

t-allow-all Consumer (From Master)

vc_guestbook_frontend-Ib Intra EPG/ESG (from Master)

& NB_DUMMY_Contract

@ NB_DUMMY _Contract2 o

cep-mgmt

(ccp-mgmt)

Master EPG/ESG

&) router (rtr_4578

E router? (rtr_bad4

B3 rir 1R

{ -
L Last Loain Time: 2023-06-05T18:30 UTC+02:00 Current Svstem Time: 2023-06-05T18:36 UTC+02:00

c 1 sco M- BRKDCN-2626 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 24




alran
CIsco

APIC (bdsol-aci41)

System Tenants Fabric

ALL TENANTS | AddTenant | Tenant Searc

Virtual Networking

Admin

. ISR | common | CL |

Integrations

Operations Apps

prj_fob21e9899fe4655aa467a12533ec09% |

i Q) QO @ O

pri_ebbed1734632477e8d604575dedf3774 |

pri_eb0122cdf5

This object was created by the Nexus Dashboard Orchestrator. It is recommended to only modify this object using the NDO GUI.

common

C» Quick Start
common
= Application Profiles
& Networking
- [ Contracts
B Standard
&3 Aciccp
B Permitall
ﬁ BRU_K8s_31075_pod09-13out-allow-all

&3 BRU_K8s_31075_pod10-I30u

allow-all
BRU_OSPD_16559_EXT-OpenStack (BR
ccpl_tenant1-I3out-allow-all
ccp2_tenant1-I3out-allow-all
CCP_cp_to_tenant

default

_624dd0d1-0a19-43b¢

demo-router (|

ikovacev_k8s_test-13out-allow-all

cisco L{Ko//

Contract Subject - PermitAll

Property

Name

Alias:

Description:

Global Alias:

Apply Both Directions:

Reverse Filter Ports:

Filters:

Q

Policy Faults History
General Subject Exception Label
—
O £ %
. PermitAll
: true
]
(@] AF
Name Tenant Action Priority Directives State
default common Permit default level formed

BRKDCN-2626
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'é'l's"':g' APIC (bdsol-aci41) admin 0 Q %e o @

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

ALL TENANTS | Add Tenant \TenantSearch:_\ common | CL | prji_f9b21e9899fe4655aa467a12533ec09%e | prji_ebbed1734632477e8q

cL @ @ @ Tenant - CL 0

> C» Quick Start
I - @ cL

B Application Profiles Faults Fault Counts Stats

Summary Dashboard Policy Operational Stats Health Faults History

> [ Networking
> [ Contracts Y O o <+
B Policies ~ Severit' Acked Cause Creation Time Affected Object Description

> [ Services
B Security

No faults on the Tenant level!

No faults and internal connectivity is fine
-> Must be something with external network

c 1 sco M- BRKDCN-2626 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



A day later... (if you are lucky)

- Net Infra team checks and says everything OK on their side
- Only one Tenant is complaining on a shared L30ut

EMEA-STAC-Al1K-Fl#show ip route 192.168.10.0 255.255.255.0
$ Network not in table
EMEA-STAC-A1K-F1#

-> There is dynamic routing and ACI is not advertising our Subnet!
But we checked our ACI and everything is fine?!?!

c 1 SCO M-/ BRKDCN-2626 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 27




Meanwhile on NDI...
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Nexus Dashboard

clsco

“

Q

Overview
Dashboard | \
Explore

Nodes

Analyze Alerts

¥

>

o

Compliance
Troubleshoot
Browse

Change Management

cisco Li%o/‘/

Insights
BRU-ACI41 > .-

Anomalies within the last 2 hours

Feedback ‘ °

Central Dashboard d u @

Last Updated: 6 minutes ago O

Acknowledgement == False X Description contains CL- X 7 ®
Anomalies By: Category ~
m Change Analysis 1 Top 1 nodes contributing to
Anomalies
apict
Anomalies Individually
Severity v Title Category Nodes Detection Time Last Seen Time Description Status User State T
BD With No . Bridge Domain CL-BD
Forwarding Po . .
L3out Has S i apic1 Apr 07 2023 Apr 07 2023 which is associated to A Active om L
ubnet Mark 'y ACI-BRU41 01:44:54.000 PM 01:44:54.000 PM EPG 192.168.10.0/241

(7 »
ed External .

n Tenant CL currentl...

Double
Click

BRKDCN-2626
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ciseo Nexus Dashboard

@ Overview

Anomalies

Insights

€©) Operate X
@& Online Site
© Analyze Anomalies
(7] Configure Advisories
3s Grouped + (@ Active Now v
o Admin Analysis Hub
Filt
Explore
Bookmarks Anomaly Level Category
y, m Critical 2 Connectivity 4 Hardware 4
24 = Major 13 Configuration 16
Other

. Open #/analyzefanomalies on this page in a new tab

cisco W‘/

Title Anomaly Level Category Count
BD With Subnet Marked External Has L3out But No Contract With External EPG m Configuration 6
Environmental Power Supply Equipment Psu Missing Hardware 4
External Routed Network EPG Has No Contract In Enforced VRF Configuration 2
Flowevent Fwd Drop m Connectivity 2
Overlapping Subnets Across External Routed Network Configurations Across VRFs Configuration 2
VPC Down m Connectivity 2
Bridge Domain Has Invalid VRF Configuration 1
Contract Has No Subjects Configuration 1
External Routed Network EPG Has Contract In Unenforced VRF Configuration 1

BRKDCN-2626
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il Nexus Dashboard

Ccisco

Analyze - Anomaly - BD With No L3out Has Subnet M...

Analyze the anomaly 20 minutes v before and after v

General

Severity

State

Status Verification Status

/, Active © New

Acknowledgement

B Unacknowledged

Sub-category

Forwarding Policy

Assigned To
AL Not Assigned

Impact Analysis

If L30ut is using dynamic protocols, the subnet may not be reachable from external networks.

Affected objects
Bd Subnet

[192.168.10.1/24]"

cisco L{{(o/‘/

BD

CL-BD*

Type Nodes

BD With No L3out Has Subnet apic1
Marked External

Duration Detection Time

29 Minutes Apr 07 2023
01:44:54.000 PM

BD's VRF

CL-VRF*

BRKDCN-2626

ACI-BRU41 l e — X

View More Details ~

Description

Bridge Domain CL-BD which is
associated to EPG 192.168.10.0/24
in Tenant CL currently has subnet
marked as external but no L3 Out

association
Show Anomaly Lifespan ~
Last Seen Time Cleared Time
Apr 07 2023 -

02:14:51.000 PM

VRF's Tenant

CcL*

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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dlvill Nexus Dashboard @ Insights

Clsco

Feedback g o

Analyze - Anomaly - BD With No L3out Has Subnet M...

Proactive Diagnostic Report
Code
BD Without L3out Has Subnet Marked External

Description
There is no L30ut associated with this BD, and this BD has subnets marked as advertised externally.

Recommendation
Determine if the subnet is required to be advertised externally.
+ |f yes, associate an intended L30ut with this BD.
o Verify that the subnet is learnt on the external L30ut peering routers.
« [f not required, uncheck the "Advertised Externally” option under the subnet.

Mutual Occurrences
Anomalies (5) @
Faults (1) L ]
Events (0)
Audit Logs (211) 1®
01:25 01:30 01:35 01:40 01:4]
01:25 01.30 01:35 01.40 (]1.45

cisco L{{@/

ACI-BRU41 R - — X

&
01:50 01:55 02 PM 02:05 02:10 02:15
01:50 01;55 02 PM 02.05 02:10 02-15

BRKDCN-2626
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afrafe = -
cisco  Nexus Dashboard 2 Insights

Analyze - Anomaly - BD With No L3out Has Subnet M...

Proactive Diagnostic Report

Code
BD Without L3out Has Subnet Marked External

Description

There is no L30ut associated with this BD, and this BD has subnets marked as advertis:

Recommendation
Determine if the subnet is required to be advertised externally.
+ If yes, associate an intended L30ut with this BD
o Verify that the subnet is learnt on the external L30ut peering routers

« [f not required, uncheck the "Advertised Externally” option under the subnet.

Mutual Occurrences

Anomalies (5) (%)
Faults (1) *
Events (0)
Audit Logs (211) @ @ @ @
01:25 01:30 01:35
01.25 01:30 01:35

cisco Li%o/‘/

01:40

01:40

Feedback ’.

ACI-BRU41 — X

Audit Logs - Apr 07 2023 01:40:00.000 PM X

Q cL o ]

[ 4211945 U
apici

BD CL-BD created

General Information

Username

admin

Action

Creation

Affected Object
uni/tn-CL/BD-CL-BD

Creation Time

Apr 07 2023
01:40:27.129 PM

Diagnostics

Description

BD CL-BD created

Change Set

AN

AN

BRKDCN-2626 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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el APIC (bdsol-acial)

«n @) @ HO OO

System Tenants Fabric Virtual Networking
ALL TENANTS | Add Tenant

Admin Operations Apps

| Tenant Search: [ERIRURGSE | common | CL | pri_fob21e9899fe4655aa467a12533ec09% |  pri_ebbed1734632477e8d604575dedf3774 |
CL

Integrations

prj_eb0122cdfSbadc2da2b9d5b97
Bridge Domain - CL-BD
C» Quick Start

Q
o:::

Summary Palicy Operational Stats Health Faults History
B Application Profiles General L3 Configurations Advanced/Troubleshooting
- [ Networking
o *
= Bridge Domains
; Properties
) @ sl Unicast Routing: |+
[ DHCP Relay Labels Operational Value for Unicast Routing: true
= ND Proxy Subnets Custom MAC Address: 00:22:BD:F8:19:FF
B Subnets Virtual MAC Address: Not Configured
@& 192.168.10.1/24 Subnets: L
= VRFs ~ Gateway Description Scope Primary IP Virtual IP Subnet Matching Tag Selector
> [ L20uts Address Address Control
B L30uts 192.168.10.1... Advertised ...  False False
[ SR-MPLS VRF L30uts <
= Dot1Q Tunnels
B Contracts EP Move Detection Mode: [] GARP based detection
B Policies Associated L3 Outs: +
B Services ~ L3 out

B Security

cisco Li//p/_/
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©



Problem fixed!

- Our colleague forgot to asociate L30ut to the BD

X U

c 1 S co M-/ BRKDCN-2626 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 36




How did NDI pick this up?

_config A /
routing
tables protocols [ ‘

if state
HW programming

Time

c 1 SCO M./ BRKDCN-2626 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



How did NDI pick this up? (text version)

- NDI collects snapshots (datasets) every X minutes

- Snapshot is a list of CLI and API outpus from APICs and all switches
in the fabric

- |t contais config and current state of ports, routing tables,
protocols, HW programming, etc

- All this data is processed and analyzed; detected anomalies are
presented to the user in the Ul

- In our case it was a deviation from standard, well known config
model

cisco M-/ BRKDCN-2626 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Scenario 2
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“Our external backup platform
cannot reach servers hosted on

ACI fabric”




Let's collect some facts!

- This used to work until last week
- Backup platform is on a dedicated subnet outside of ACI
- All servers on ACI are impacted, spanning multiple EPGs

- Connectivity inside ACI fabric is fine and everything else seems to
work fine

- There is a dynamic routing protocol between ACI and external
router (same fabric as before)

cisco W-/ BRKDCN-2626 © 2024 Cisco and/or its affiliates. All right

ights reserved. Cisco Public 41
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cisco

APIC (bdsol-aci41)

System Tenants Fabric

Virtual Networking

< Q) @O @O

Admin Operations Apps Integrations

ALLTENANTS | AddTenant | Tenant Search: [ IOREEGEE | common | CL | pri_fob21e9899fe4655aa467a12533ec09% |  pri_ebbed1734632477e8d604575ded 3774

common

C» Quick Start

ﬁ common
-

B Application Profiles

= Networking

= Bridge Domains
= VRFs

B L20uts

B L30uts

& CALO_ACI_CCP
& CL-L30ut

common

CP» Quick Start

ﬁ common
-

= Application Profiles

B Networking
[ Bridge Domains
B VRFs
& ACI_CCP
&» CL-VRF

cisco L{Ko//

L3 Qutside - CL-L30ut 0

Summary Policy Stats Faults

8 0 (G

History

~ Severit' Acked Cause Creation Time

Affected Object

Description Code

VRF - CL-VRF 00
Summary Policy ‘ Stats Health Faults History
Faults Fault Counts Stats
Healthy O o *
~ Severit' Acked Cause Creation Time Affected Object Description Code

BRKDCN-2626 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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el APIC (bdsol-acia1) aamin @) @ e‘z’,e Q00

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

ALL TENANTS | Add Tenant | Tenant Search: [ EHEREESENE | common | < ri_f9b21 5 12533ec09 pri_ebbed173 e8d604575dedf i 2cdfSbadc2da2b9d5h979566041

common
VRF - CL-VRF O o
C» Quick Start

ﬁ Summary Palicy Route Control Operational Stats Health Faults History
common

[ Application Profiles Associated EPGs Associated ESGs Associated L30uts Client Endpoints Route Table
- —| Networking
) ) IPV4 Routes IPV6G Routes
& Bridge Domains —
= vRFs Q This is a snapshot of route table at 2023-04-11T10:51 UTC+02:00.Refresh to see latest results. o =
Node Node Name Prefix Next Hop Next Hop VRF  Destination Route Tag Route Type Route Type Preference Source
VRF VNID Details Protocol
FOO-1/NOGE-1UI  DOSOI-aci41-1earl  IYZI6B.1Z1/3Z  I¥LI68.1L.1/32Z COMMON:UL-VKF  UNKnown u Local el u local
& default
ﬁ Pod-1/Node-102 bdsol-aci41-leaf2 192168.12.1/32 192.168.12.1/32 common:CL-VRF unknown ] 4] Attached 0 am
VRF
i
B L20ut Pod-1/Node-101 bdsol-acidl1-leafl 19216812.2/... 192168.12.2/32 common:CL-VRF unknown (1] 0 Attached 0 am
uts
_ ; R ~ . N B ~ Attached .
= L30uts Pod-1/Node-102 bdsol-acid1-leaf2 192168.12.2(.. 192.168.12.2/32 common:CL-VRF unknown 0 Local Local (4] local
B SR-MPLS VRF L3 Attached
Pod-1/Node-101 bdsol-aci41-leafl  19216812.3/.. 192.16812.3/32 common:CL-VRF  unknown 0 Local Local 0 local
B Dot1Q Tun )
A Pod-1/Node-102  bdsol-acidl-leaf2 19216812.3/.. 19216812.3/32  common:CL-VRF  unknown 0 Local Attached 0 local
= Contracts Local
= Policies Pod-1/Node-101 bdsol-aci41-leafl  192.16812.4/.. 192168.12.4/32 common:CL-VRF unknown 0 0 Attached (] am
Pod-1/Node-102 bdsol-acid1-leaf2 192.168.12.4/.. 192.168.12.4/32 common:CL-VRF  unknown 0 0 Attached 0 am
Attached
Pod-1/Node-101 bdsol-aci41-leafl  192.16812.25.. 192.168.12.255/.. common:CL-VRF  unknown 0 0 Direct 0 broadcast
Limited or direc...
Attached
Pod-1/Node-102 bdsol-aci41-leaf2 192.16812.25.. 192168.12.255/.. common:CL-VRF  unknown 0 0 Direct 0 broadcast
Limited or direc...
Pod-1/Node-101 bdsol-acid41-leafl  192.168.93.0/. 192.168.12.4/32 common:CL-VRF  unknown 0 OSPF Intra 110 ospf-default
Pod-1/Node-102  bdscl-acid1-leaf2  192.168.93.0/. 192.168.12.4/32 common:CL-VRF  unknown 0 OSPF Intra 10 ospf-default
Pod-1/Node-101 bdsol-acid1-leafl  192.168.94.0/. 192.168.12.4/32 common:CL-VRF unknown (1] QOSPF Intra 110 ospf-default
Pod-1/Node-102 bdsol-acid41-leaf2  192.168.94.0/. 192.168.12.4/32 common:CL-VRF unknown 0 OSPF Intra 110 ospf-default
Page 1 of1 Objects Per Page: 100 Displaying Objects 1 - 28 Of 28

c1sco 'p/_/
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vl APIC (bdsol-acia)

«n Q) @ GO @O

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations
ALLTENANTS | AddTenant | TenantSearch: [[ERRESGE | common | CL | prifob21e98s pri_ebbed1734632477e8d604575dedf3774 |  pri_eb0122cdfSbadc2dazbod5ba7
common
VRF - CL-VRF O o
C» Quick Start
Summary Policy Route Control Operational Stats Health Faults History
ﬁ‘ common
B Application Profiles Associated EPGs Associated ESGs Associated L30uts Client Endpoints Route Table
- [ Networking
. . IPV4 Routes IPV6 Routes
[ Bridge Domains ——
= VRFs I|Q 192.168.95.0/24 ‘I This is a snapshot of route table at 2023-04-11T11:31 UTC+02:00.Refresh to see latest o n
— results. -
& ACI_CCP
Node Node Prefix Next Hop Next Hop Destination Route Tag  Route Route Preference  Source
& CL-VRF Name VRF VRF VNID Type Type Protocol
& default Details

The route is missing!

Q_ 192.168.94.0/24 This is a snapshot of route table at 2023-04-11T11:32 UTC+02:00.Refresh to see latest

+
results. o
Node Node Prefix Next Hop Next Hop Destination Route Tag Route Route Preference  Source
Name VRF VRF VNID Type Type Protocol
Details
Pod-1/Nod... bdsol-aci41... 192.168.94.0/... 192.168.12.... common:CL... unknown 0 OSPF Intra 110 ospf-default

Pod-1/Nod... bdsol-aci41... 192.168.94.0/.. 192.168.12.... common:CL... unknown 0 OSPF Intra

110 ospf-default

cisco L{{@/
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What next?

- We are pretty sure that route should be there
- We cannot find anything wrong on ACI
-> Lets contact the Net Infra team (again)

Two days later...

- Net Infra team says there was not supposed to be any change

- They don't want to spend time on this, it must be something wrong
with ACI
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In doubt?

| ets check what NDI has to sa

cisco L{V&/




What is Delta-analysis?

- Shows difference in the policy, run time state, and the health of the
network between two snapshots you specify

- Health Delta analyses the difference in the health of the fabric
across the two snapshots

- Policy Delta analyses the differences in the policy between the two
snapshots and provides a co-related view of what has changed in
the ACI Fabric
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Delta Analysis

nmimn
Al Nexus Dashboard

(]

Overview

Dashboard

Explore

2 Nodes

Analyze Alerts
Compliance
Troubleshoot
Browse

Change Management

cisco L{{{o//

Insights

BRU-ACI41 > -

Delta Analysis

Analyses by status

Feedback o

Central Dashboard du @

X New Analysis

Latest Analyses

ee——— CL @ Completed
Delta Analysis 7 CL @ Completed
Failed In Progress Complete
Log Collector O
Status Name Site Earlier Snapshot Later Snapshot Submission Time Submitter ID  $}t
. Apr 11, 2023 Apr 11, 2023 Apr 11, 2023
© Completed CL ACI-BRU41
) bemplete 3:45:05 AM 10:59:56 AM 11:15:42 AM INSTANT
. Apr 07, 2023 Apr 11, 2023 Apr 11, 2023
© Completed CL ACI-BRU41
o omplete 10:00:04 AM 10:45:23 AM 11:03:10 AM INSTANT
5 Rows Page 1 of 1 1-20f2

BRKDCN-2626

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 48



Delta Analysis

Z Analyze > Analysis Hub
1@ Overview

Analysis Hub
©) Operate . .
Analyze and troubleshoot your network with advanced analytics tools optimized for you to gain valuable insights into the performance and health of your network.
© Analyze Anomalies
© Configure Advisories ompliance Conformance Policy CAM
bnitor your fabric’s
A NTOTYoU tabrl --> Keep track of your hardware [[ﬂ Monitor your network’s
o Admin mpliance with custom ~
and software life cycles
=nomaly rules ||| i N D
P e XU h r “ Insights
cisco.  Nexus Dashboard ol
Explore
M Bookmarks Connectivity Log Collector . Analyze > Analysis Hub » Delta Analysis
1@, Overview
Analyze flows from one Collect and analyze logs from ! ¥
endpoint to another you devices A
G Operate Delta Analysis Create Delta Analy
B el Delta Analysis allows you to identify what changed in your netwo M e pomme T
DeltaAnaivsis ¥ time. Visualize anomaly, advisory and configuration changes which result in faster
Y Pre-Change P . troubleshooting. Learn more
Compare configurations and Configure
View the potential impact of
differences in your site(s)
configuration changes .
between two points in time o Admin
© Cisco Systems, Inc. Explore
Current date and time is Wednesday, January 17, 12:16 PM (CET)
Bookmarks

No Data Found

. Open #[analyze/analyzeHub on this page in a new tab

cisco W‘/

® Cisco Systems, Inc.
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Creating new Analysis

tlal Nexus Dashboard % Insights ~

cisco

Feedback 8 @

Create Delta Analysis
General
Name*

[ ]

Site*

Earlier Snapshot*
Apr 7th 2023, 10:00 AM X

Later Snapshot*
Apr 11th 2023, 10:45 AM X

Cisco Lz/&_/ BRKDCN-2626
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BRU-ACI41 >  --- Central Dashboard dn @
Delta Analysis

Filter by attributes X [ New Analysis J
Analyses by status Latest Analyses
CL (2 Completed
CL (2 Completed
Failed In Progress Complete
0 0 2
Status Name Site Earlier Snapshot Later Snapshot Submission Time Submitter £t
Apr 11, 2023 Apr 11, 2023 Apr 11, 2023
C leted CL ACI-BRU41
© Complsts 3:45:05 AM 10:59:56 AM 11:15:42 AM INSTANT
Apr 07, 2023 Apr 11, 2023 Apr 11, 2023
Completed CL T ACI-BRU41
© Complete (f)) 10:00:04 AM 10:45:23 AM 11:03:10 AM INSTANT

Double
Click

CISCO M‘/ BRKDCN-2626
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Feedback & o

tlielll: Nexus Dashboard %) Insights -
Delta Analysis - CL X
General
04/07/2023 10:00:04 AM 04/11/2023 10:45:23 AM 4d Ohr 45m 19s
Earlier Later Time Range
Health Delta  Policy Delta
Anomaly Count
& Critical & Major Minor & Warning & Info Total
0 21 0
Earlier Later Earlier Later Earlier Later Earlier Later Earlier Later Earlier Later
44 = 81 81 2121 1212 oo 18 118 Scroll

Down

Health Delta by Resources
Only Show Mismatch

v
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Health Delta by Resources

Only Show Mismatch
Total Unhealthy
Resources Earlier | Later Earlier | Later Total Unhealthy in Total Unhealthy in Total Unhealthy in fe
Earlier Only Later Only Both
App Profiles a0 | 40 19 | 19 0 0 19
BDs 50 | s0 26 | 26 0 0 26
Contracts 76 | 76 23 | 23 0 0 23
Endpoints 122 | 123 pel o | o 0 0 0
EPGs 9 | 9a a0 | a0 0 0 40
External Routes 15 | 14 “ ol o 0 0 0
Interfaces 175 | 178 o | o 0 0 0
Internal Subnets 137 | 137 15 | 15 0 0 15
L30uts n | n s | s 0 0 8
Leafs 4 | a 2 | a 0 0 4 SC rO”
Tenants 38 | 38 20 | 20 0 0 20 Down
VRFs 34 | 3a % | 18 0 0 16 =

Cisco L‘V&~ BRKDCN-2626 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 53



L30uts n | n

| eafs

®

C

o

VI
Earlier Snapshot
38
Later Snapshot
34
Earlier Snapshot Only

v

Later Snapshot Only

S

Both Snapshots

Consolidated

Filter by attributes

cisco L{{@/

s | s 0
a | a 0
20 | 20 0
16 | 16 0

No new anomalies!

BRKDCN-2626

0 8
0 4
0 20
0 16

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

54



Delta by Resource - Only Mismatch

Health Delta by Resources

Only Show Mismatch

Total Unhealthy

Resources Earlier | Later Earlier | Later Total Total Total bol
Unhealthy in Unhealthy in Unhealthy in
Earlier Only Later Only Both

Endpoints 122 | 123 M ol o 0 0 0

External

15 14 0 0 0 0 0
Routes | b |

It looks like we lost a route!

cisco W‘/

BRKDCN-2626
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External 15 | “ o |l o 0 0 0

Routes

Total External Routes All Earlier Snapshot x Total External Routes All Later Snapshot  x

ap
ap

External Routes name External Routes name

0.0.0.0/0 0.0.0.0/0
0.0.0.0/0 0.0.0.0/0
0.0.0.0/0 0.0.0.0/0
0.0.0.0/0 0.0.0.0/0
192.168.109.2/32 192.168.109.2/32
192.168.110.3/32 192.168.110.3/32
192.168.12.4/32 192.168.12.4/32

192.168.93.0/24 192.168.93.0/24

192.168.94.0/24 192.168.94.0/24

10.2.2.3/32

10 v Rows Page 1 of 2 < < 1100f15) P

10 ~  Rows Page 1 of 2 & < 1100f14> P
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Back to Net Infra team

- "Ah yes... we had a maintenance last week and due to config
change error the route got dropped... sorry”

X U
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Scenario 3

cisco L{V&/



“My VM doesn’t work™
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Let's collect some facts!

- VM is on a Hypervisor hosted and intergrated with ACI
- VM is not accessible

- This is a "passwordles"” VM accesible via SSH and public key
(console login is not possible)

- Other VMs on same EPG are accesible
- Affected VM is also not accessible from other VMs in the same EPG
- VM name is "ubuntu4.1" and assigned IP is 192.168.10.14
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i ubuntu4.1 B & F G ACTIONS v
Summary Monitor Configure Permissions Datastores Networks Updates

Guest OS: Ubuntu Linux (64-bit)
Compatibility: ESXi 6.7 Update 2 and later (VM version 15)
VMware Tools: Running, version:11365 (Guest Managed)
More info
DNS Name: ubuntu41 Ubuntu 22.04 LTS ubuntud1l ttyil
IP Addresses: 192.168.10.14
View all 2 IP addresses

e e s s E S e e e e e e e e S e e e s el S B e e e e e S e e e o
Launch Web Console

Host: 10.48.31.176 -
Launch Remote Console _ LINUXVMIMAGE
[\ ] t—t—t—F—t—t—F—F—F—F—F—t—F—F—F—F—F—tt—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—
Host Name: ubuntudil
Time: Tue Apr 25 2C 01:41:50
VM Hardware = :
tem IP ¢ 2.168.10.14
CPU 2 CPU(s)
ubuntudl login:
Memory [] 2 6B, 1.5 GB memo
Hard disk 1 512 GB
Network adapter 1 CL|ICL-APICL-EPG (connected)
CD/DVD drive 1 Disconnected a4 v
Video card 256 MB
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.élllsltl:lcla' APIC (bdsol-aci41) admin e 0 oé?.e o @

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

ALLTENANTS | AddTenant | TenantSearch: [T ECCEE | common | CL | NBEPZ | prifob21e9899fe4655aa467a12533ec09 | pri_ebbed1734632477e8d604575dedi3774

ct ®@© EPG - CL-EPG

C» Quick Start

0

e Summary Policy Operational Stats Health Faults History
cL
[ Application Profiles Client Endpoints Configured Access Policies Contracts Controller End-Points Deployed Leaves
- @ cL-ap
Healthy @ ©| Y O +
= Application EPGs
€S cL-EPG MAC/IP Endpoint Name  Learning Hosting Server  Reportindnterface Encap ESG Policy Tags
° Source Controlleflearned)
> [l uSeg EPGs Name
> [ Endpoint Security Groups 00:0C:29:05:91:7F UbuntuServer_2... vmm 10.48.31176 bdsol... --- vlan-1...
B Networking ~  00:50:56:BD:4F:E1 ubuntud ‘Ver:’r‘r:ed 10.48.31176 bdsol.. Pod-1/Node-101...  vian-1...
Contracts
= I 192.168.10.14
B Policies 00:50:56:BD:10:04 ubuntuz vmm  10.48.31176 bdsol.. --- vian-1...
B services 00:50:56:BD:49:21 ubuntu22.04-te.. vmm  10.48.31176 bdsol.. --- vian-1...
B Security learned
~ 00:50:56:BD:71:5B ubuntu3 vmm 10.48.31176 bdsol... Pod-1/Node-101...  vlan-1...
4
1921681013
learned
00:50:56:BD:A5:CD ubuntul vmm 10.48.31176 bdsol... Pod-1/Node-101... vlan-1...
learned
00:50:56:BD:A8:76 ubuntu4 vmm 10.48.31.176 bdsol.. Pod-1/Node-101...  vlan-1...

IP seems to be there!
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"':II'S'(':L;' APIC (bdsol-aci41) admin @ 0 o?)e o @

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

ALLTENANTS | AddTenant | TenantSearch: [N | common | CL | NBEPZ | prifob21e9899fed655aa467a12533ec09% |  pri_ebbed1734632477e8d604575dedf3774

CL -
® @ @ EPG - CL-EPG 0
C» Quick Start
B oL
= Application Profiles Faults Fault Counts Stats

®cuw =
Healthy O O *

~ Severit Acked Cause Creation Time Affected Object Description Code Last Transition
4

Summary Policy Operational Stats Health Faults History

- [ Application EPGs

= uSeg EPGs
= Endpoint Security Groups

= Networking

CL
Tenant - CL 0
C» Quick Start
I ﬁ o Summary Operational Stats Health Faults History
= Application Profiles Faults Fault Counts Stats
@ cLap e
Healthy % O
= Application EPGs
% CL-EPG ~ Severit Acked Cause Creation Time Affected Object Description Code Last Transition

= uSeg EPGs

= Endpoint Security Groups

= Networking
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What do we do next?

- Restart the VM? (Same result)
- Talk to Server/Virtualization Team? (They are very busy)
- What else?
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You know where this
IS going ©
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Let's browse some EPs...

cisco W‘/

'éll's‘ét‘ Nexus Dashboard 2 Insights -
ACI-BRU41)>  --
£ Overview
Dashboard L'\ . .
Advisories within the las
Q_ Explore
3 Nodes

Acknowledgement == False X

1l Analyze Alerts

Compliance
Advisories By: Severity

Troubleshoot
m Critical 4
Browse Resources m Major 3
Other 1
Change Management Environmental
g 9 1 ® Minor 3
Flows Total
b
Endpoints
Interfaces
Protocols
Events
vCenters ries
Severity  Title ¢

BRKDCN-2626 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

66



Cieco Nexus Dashboard

Z@Z Overview
O  Operate

Analyze
© Configure

o Admin

Explore

M Bookmarks

Open #/sites on this page in a new tab

cisco W‘/

Insights

Operate > Sites > ACH41

Sites v
Inventory
Topology Inventory | Connectivity | Anomalies Advisories Integrations
Interfaces L3 Neighbors | Endpoints | vPC Domains Flows
Anomaly Level
’ w Critical 0
= Major 2
229 Warning 0
Total ®m Healthy 227
Anomal
MAC IP Addresses Hostnames L:\:ra y v Connected To Interface Status Tenant VRF )]
bdsol-aci41-leaf3 bdsol-aci41-v -
00:50:56:8D:3F:C2 192.168.10.14 - an el ware.01 Active cL CL-VRF
bdsol-aci41-leaf1 bdsol-aci41-v
00:50:56:BD:03:A5 192.168.10.14 S [ Acti cL CL-VRF
bdsol-acid1-leaf2 mware-03 Edi
0A:58:0B:02:00:06 11.2.0.6 . (S Heaithy ] bdsol-aci41-leaf3 tunnel13 Active k8s_rke2_02 ACI_CCP
0A:58:0B:2D:00:20 11.45.0.32 - ([ S Healthy ] bdsol-aci41-leaf2 tunnel11 Active ocpd5_esx ACI_CCP
0A:58:0B:2D:00:8D 11.45.0.141 - [ Healthy ] bdsol-aci41-leaf2 tunnel18 Active ocpd5_esx ACI_CCP
AA.co.AD.ANM.AR.0C 44 AEnana TR Ldanl anldd tanagn timmal40 FEOSER B PO VN i

BRKDCN-2626
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Nexus Dashboard

Cisco

«

Overview

Dashboard [+]
Explore

Nodes

Analyze Alerts
Compliance
Troubleshoot

Browse

* Change Management

cisco L{{@/

Insights

ACI-BRU41 >  ---

Endpoints within the last 2 hours v

Dashboard Browse

Feedback 1 o

Central Dashboard ﬁ‘n @

Last Updated: a few seconds ago )

Tenant == CL X 7 ®
Top 5: Endpoints by Anomaly Score v
Al I IP Add !
nomaty MAC Address ress Nodes Interface Time Status Tenant VRF BD %
Score v Hostname
bdsol-aci41-leaf1 bdsol-aci4
Apr 14 2023 X
00 50:56:BD:4F:E1  192.168.10.14 BRU-ACI41 1-vmware- Active cL CL-VRF CL-BD
. 11:53:44.372 PM
view (1) more 03
bdsol-aci41-leaf1 bdsol-aci4
Apr 14 2023
0 D ou b | e . BRU-ACI41 tvmware- P Active cL CL-VRF CL-BD
. 11:53:44.373 PM
view (1) more 03
C | IC k bdsol-aci41-leaf1 bdsol-aci4
00:50:56:BD:71:58  192.168.10.13 BRU-ACI41 tomware-  Pr 142023 Active cL CL-VRF CL-BD
T o ety . 11:26:04.047 PM
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alial Nexus Dashboard %) Insights v Feedback 8 @

cisco
Endpoint Details - 192.168.10.14 Apr 14th 2023, 9:56 PM - Apr 14th 2023, 11:56 PM  BRU-acl41 # | — X
Overview Alerts

General Information

Anomaly Score MAC Address IP Address / Hostname Last Update Time
00:50:56:BD:4F:E1 192.168.10.14 Apr 14 2023, 11:53:44.372 PM
Configuration Operational

Tenant VRF BD EPG/I3out Nodes Interface VM Name

CL CL-VRF CL-BD CL-EPG bdsol-aci41-leaf1 bdsol-aci41-vmware-03 ubuntu4.1
bdsol-aci41-leaf2

Encap

vlan-1710 Hypervisor Rogue BEHIND vPC Peer attached
10.48.31.176 False True False
Static Learned
False True
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sl Nexus Dashboard 2 Insights ~ Feedback £ @

cisco

Endpoint Details - 192.168.10.14 Apr 23,9:56 PM - Apr 14th 2023, 11:56 PM  BRU-acd1 # | — X
Overview Alerts
Acknowledgement == False X / @

Anomalies Individual v

Severity v Title Category Nodes Detection Time Last Seen Time Description Status User State o
bdsol-aci41-le .
aft Duplicate IP 192.168.10.
Endpoint D i Apr 14 2023 Apr 14 2023 i :
rj point Du Endpoint BRU-ACI41 pr pr 14 was detected in Tena' Nedive PN 1
plicate IP view (1)m 11:02:00.000 PM 11:56:21.000 PM nt CL Vrf CL-VRF on Swi
@ of6 tch bdsol-aci41-leaf1,b...

10 R DOUble Page 1 of 1 1-1 of 1
Click
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vl Nexus Dashboard Insights Feedback 8 @

cisco
Analyze - Anomaly - BRU-ACI41/CL/CL-VRF/192.1... BRU-ACI41 — X
.
Analyze the anomaly 20 minutes v before and after v
General View More Details v
Severity Category Sub-category Type Nodes Description
(m Endpoint Endpoint duplicate-ip bdsol-aci41-leaf1 Duplicate IP 192.168.10.14 was
view (1) more detected in Tenant CL Vrf CL-
VRF on Switch bdsol-aci41-
leaf1,bdsol-aci41-leaf2 Interface
bdsol-aci41-vmware-03
State Show Anomaly Lifespan v
Status Verification Status Acknowledgement Assigned To Duration Detection Time Last Seen Time Cleared Time
Active © New Unacknowledged A Not Assigned 54 Minutes Apr 14 2023 Apr 14 2023 -
11:02:00.000 PM 11:56:21.000 PM
Affected Objects SC rO”
2 Endpoints Down

Estimated Impact

Endpoints 00:50:56:BD:4F:E1, 00:50:56:BD:A8:76 may not be able to connect to network resources correctly
Endpoints 00:50:56:BD:A8:76, 00:50:56:BD:4F:E1 may not be able to connect to network resources correctly

v
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Recommendations
1. Check which Endpoint (either 00:50:56:BD:A8:76 or 00:50:56:BD:4F:E1) should be assigned to 192.168.10.14

2. If you are using static IP address assignments, simply assign a different IP address to either Endpoint 00:50:56:BD:A8:76 or 00:50:56:BD:4F:E1 to resolve the conflict.

3. If you are using DHCP, you may exclude the conflicting IP address from the DHCP Server Scope.

Mutual Occurrences

Anomalies (14) (%) D) )

Faults (4 [ ] L]
(4) w

~~ : ,
Events (0) FaU|t IS ra|Sed!
Audit Logs (277)

10:45 10:50 10:55 11 PM 11:05 11:10 11:15 11:20 11:25

10:45 10:50 10:55 11 PM 11:05 11:10 11:15 11:20 11:25

CISCO M‘/ BRKDCN-2626

11:30

11:30

11:35 11:40 11:45 11:50 11:55 Sat 15

11:35 11:40 11:45 11:50 11:55 Sat 15

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

72



Estimated Impact

Faults - Apr 14 2023 11:00:00.000 PM

Endpoints 00:50:56:BD:4F:E1, 00:50:56:BD:A8:"
Endpoints 00:50:56:BD:A8:76, 00:50:56:BD:4F:E

[ Q_ Search

& bdsol-aci41-spinet

Recommendations _
2 EPs are in freeze state.

1. Check which Endpoint (either 00:50:56:BD:A€
2. If you are using static IP address assignments
3. If you are using DHCP, you may exclude the ¢

Mutual Occurrences

Anomalies (14) (%)

But this one would not be
that helpful on ACI side

Faults (4)
Events (0)

Audit Logs (277)

10:45 10:50

10:45 10:50

cisco L{{@/

BRKDCN-2626

Fault

S
@ F3696 G

General Information A

Affected Object
topology/pod-1/node-201/sys/coop/inst/dom-overlay-1

Cause

coop-ep-dampening

Fault Code
F3696

Lifecycle

raised

Type
operational

Creation Time

Apr 14 2023
11:04:15.220 PM

Number of occurrences
1
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Analyze the anomaly Endpoints

General

Severity Category

m Endpoint

State

Status Verification Status
/\ Active © New
Affected Objects

cisco L{{/&/

A

] Endpoint ol
e 00:50:56:BD:A8:76 L

00:50:56:BD:A8:76
BRU-ACI41 > CL> CL-BD

0 0 0 0

00:50:56:BD:4F:E1
BRU-ACI41 > CL > CL-BD

Critical e Major a Minor e Warning a

General Information A

MAC Address
00:50:56:BD:A8:76

IP Address

Hostnames

Last Update Time
Apr 14 2023, 11:58:04.466 PM

BRKDCN-2626
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il Nexus Dashboard Insights Feedback 8 @

Cisco
Endpoint Details - 00:50:56:BD:A8:76 Apr 14th 2023, 10:42 PM - Apr 16th 2023, 1200 # R — X
Overview Alerts

General Information

Anomaly Score MAC Address IP Address / Hostname Last Update Time
m 00:50:56:BD:A8:76 - Apr 14 2023, 11:58:04.466 PM
Configuration Operational

Tenant VRF BD EPG/I3out Nodes Interface

CL CL-VRF CL-BD CL-EPG bdsol-aci41-leaf1 bdsol-aci41-vmware-03
bdsol-aci41-leaf2

Encap

vlan-1710 VM Name Hypervisor Rogue
ubuntu4 10.48.31.176 False
BEHIND vPC Peer attached Static Learned
True False False True
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el Nexus Dashboard Insights v Feedback 8 @

cisco
Endpoint Details - 00:50:56:BD:A8:76 Apr 14th 2023, 10:42 PM - Apr 15th 2023, 1200AM  # P — X
Overview  Alerts B ubuntu4 O X
lInf . 0 0 0 0
General Information Critical e Major e Minor Warning e
Anomaly Score MAC Address IP Address / Hostname Last Update Time
m 00:50:56:BD:A8:76 - Apr 14 2023, 11:58:04.466 PM .
General Information A
Configuration State
Tenant VRF BD EPG/I3out Nodes @® Powered On
CL CL-VRF CL-BD CL-EPG bdsol-aci41-leaf1
bdsol-aci41-leaf2 Status
Encap @® Normal
vlan-1710 VM Name Hypervis s
ubuntu4 10.48.3°
Ubuntu Linux (64-bit)
. BEHIND vPC Peer ¢ DNS Name
NDl |ﬂteg rateS Wlth VSphere| True False  ubuntuserver2204
Host
10.48.31.176
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iy Nexus Dashboard Insights Feedback 8 @

cisco
VM Details - bdsol-aci41-vc - ubuntud Apr 14th 2023, 10:42 PM - Apr 15th 2023, 12:00 AM A I — X
Overview Alerts Topology
Anomaly Score General Information
. State Status Guest OS DNS Name Host IP Addresses
4x Noanomalies ® Powered On ® Normal Ubuntu Linux (64-bit) ubuntuserver2204  10.48.31.176 192.168.10.14
W found
vCenter Datacenter Cluster
bdsol-aci41-vc.cisco.com POD41 CCP2

No anomalies found

Usage
CPU Used Memory Used Storage Used Network Usage
16 MHz - 61 MB ~ 5273 GB - 0 KBps -
e
//\ - ) /‘\\ //, ~ /\\
R — e 7 S P .
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" Nexus Dashboard

Feedback 8 @

BRKDCN-2626
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cisco
Endpoint Details - 00:50:56:BD:A8:76 Apr 14th 2023, 10:42 PM - Apr 15th 2023, 12:00 AM  * I — X
Endpoint History
v
IP Address /
Anomaly Score ress Nodes Interface Time Status Tenant VRF EPG/I30ut Encap Changes
Hostname
X bdsol-aci4 Apr 14 2023
bdsol-aci41-leaf1, bd , IP Address, H
a ; soraciti-lea l-vmware-  11:58:04.466  Active cL CL-VRF CL-EPG vian-1710 ress, Ho
sol-aci4 1-leaf2 tname
03 PM
) bdsol-aci4 Apr 14 2023
bdsol-aci41-leaf1, bd .
(@ Major ] 192.168.10.14 soracizi-lea lvmware-  11:57:44.451  Active cL CL-VRF CL-EPG vian-1710 .
sol-acid1-leaf2
03 PM
. bdsol-aci4 ¥ Apr 14 2023
bdsol-aci41-leaf1, bd .
a 192.168.10.14 soraciai-ea lovmware-  11:57:01.463  Active cL CL-VRF CL-EPG vian-1710 -
sol-aci4 1-leaf2
03 PM
. bdsol-aci4 Apr 14 2023
bdsol-aci41-leaf1, bd ,
192.168.10.14 act Tvmware-  11:56:21.463  Active cL CL-VRF CL-EPG vian-1710 -
sol-aci4 1-leaf2
03 PM
. bdsol-aci4 Apr 14 2023
-aci41-leaft
a 192.168.10.14 bdsol-acidl-leaft, bd |\ re.  11:53:24.358  Active cL CL-VRF CL-EPG vian-1710 -
sol-aci41-leaf2
03 PM
, bdsol-acid  Apr 14 2023
l-aci41-leaf1
a 192.168.10.14 bdsolacidt-leall, bd  \ ware-  11:52:44.349  Active cL CL-VRF CL-EPG vian-1710 -
sol-aci4 1-leaf2
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A
What actually happened? W
- The user that reported the issue just created 2 2
his VM with duplicate IP

- The other VM with the same IP had SSH on a different port -> this
IS what created "inacessible"” symptom

- There was an actual fault on EPG but it flaps really fast

Cr Quick Start

-

ﬁ Summary Policy Operational Stats Health Faults History
. cL

= Application Profiles Faults Fault Counts Stats

@ cLap S
Healthy O G o+
= Application EPGs e
s ~ ~ Severit' Acked Cause Creation Time Affected Object Description Code  Last Transition Lifecycle

In Tenant CL, 192.168.10.14 is
uniftn-CL/ap-CL-AP/epg-CL- detected on multiple MACs
EPG/cep-00:50:56:BD:A8:76/ip-  (Context: 3112962. First 3

[192.168.10.14] fvCEps: uniftn-CL/ap-CL-
AP/epg-CL-EPG/cep-

(v) config-error 2023-04-15T00:31:4.

F3083  2023-04-15T00:31:4...  Soaking

BRKDCN-2626
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Scenario 4
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"Helo me, my TCAM is on fire!”




What is TCAM and Policy CAM?

- In ACI policy, contracts and filters are programmed in Policy CAM
and TCAM (Ternary Content Addressable Memory)

- Specialized and precious local switch HW resources designed for
rapid table lookups

- In an environment with many to many EPG contract relationship,
multiple filters, and EPGs concentrated on few leaf switches can
easily hit the Policy CAM limit and exhaust the hardware resources

- If the resources are exhausted additional policies / contracts won’t
be programmed on the hardware. As a result system will see
unexpected behaviours
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One day you wake up to this...

dul  APIC i ) Q@ RO @ O

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

QuickStart | Dashboard | Controllers | System Settings | Smart Licensing |  Faults | History | Config Zones | Active Sessions Security

Faults
< 0O % o
~ Severit' Acked Cause Creation Time Affected Object Description Code Last Transition Lifecycle .
tonolony/ooasl/boans TCA: Policy CAM entries usage current
@ M threshold-cr... 2023-04-20T20:43:58.703+0... 10%/5 gsk/fep teanaaik value(eqgptcapacityPolEntrySmin:normalizedLast) F105504 2023-04-20T20:43:58.703+0... Raised
ySifgqpicapacity value 92% raised above threshold 90%
topology/pod-1/node- TCA: Policy CAM entries usage current
@ threshold-cr... 2023-04-20T20:44:44.453+0... 10%/5 gs\{cl() tcapacit value(eqgptcapacityPolEntrySmin:normalizedLast) F105504 2023-04-20T20:44:44.453+0... Raised
y {PieRAPACILY value 92% raised above threshold 90%
) topoloay/bodal/node- TCA: Policy CAM entries usage current
() ] threshold-cr...  2023-04-20T20:44:21.656+0... 10‘;/5 g/yep G value(eqptcapacityPolEntry5min:normalizedLast)  F105504 2023-04-20T20:44:21.656+0...  Raised
¥SIOGRICARACHY value 87% raised above threshold 85%
topaloayIped-1ode- TCA: Policy CAM entries usage current
(O) threshold-cr...  2023-04-20T20:43:52.757+0... .oP209Y/P value(eqgptcapacityPolEntry5min:normalizedLast)  F105504 2023-04-20T20:43:52.757+0...  Raised

102/sys/eqptcapacity value 76% raised above threshold 75%
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One day you wake up to this...

Fault Properties 00

General Troubleshooting w History

Explanation: This fault is caused by "Policy CAM entries usage current value" statistical property crossing threshold level.
Recommended Action: Check the values of "Policy CAM entries usage" statistical counter and either correct the conditions that cause the
counter values to cross certain threshold levels, or adjust the threshold values in monitoring policies.
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deeh APIC nin () @ GO © ©

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

Visibility & Troubleshooting | Capacity Dashboard | EP Tracker | Visualization

Capacity Dashboard
Fabric Capacity Leaf Capacity
Switch VRF BD EPG ESG Mac (learned) IPv4 (learned) IPvée (learned) Multicast Policy CAM
Mac Selectors Rules
pod-1/node-105 0% 0 of 5000 <1% 114 of 24576 <1% 113 of 24576 0% 00f 12288 93% 6121907 65536
L]
N9K-C93180YC-EX 1% 9 of 800 3% 106 of 3500 2% 108 of 3960 P Sal 0% 00f8192 Label
Configure Profile ] [ electors Local: 110 Local: 108 Local: 0 abels
0% 0 of 5000 0% 0
Remote: 4 Remote: 5 Remote: 0
Mac Selectors Rules
pod-1/node-106 o 005000 19 1120f24576  <1%  1130f24576 0% 00f 12288 S2% 60461 07 65536
L]
NOK-C93180YC-EX 1% 8 of 800 3% 105 of 3500 2% 109 of 3960 P Sel 0% 00f8192 Label
Configure Profile . ' SEElE Local: 106 Local: 106 Local: 0 LS
0% 0 of 5000 0% 0
Remote: 6 Remote: 7 Remote: 0
Mac Selectors Rules
pod-1/node-101 o 00FS000 .19 118024576  <1%  1160f2457%6 0% 00f 12288 90% 59530 of 65536
L]
NOK-C93360YC-FX2 1% 13 of 800 3% 111 of 3500 2% 113 of 3960 1P Selectors 0% 00f8192 Labels
i K : I: I:
Configure Profile [ [ o 0 of 5000 Local: 115 Local: 111 Local: 0 oo o
Remote: 3 Remote: 5 Remote: 0
Mac Selectors Rules
pod-1/node-102 o 0of5000 10 yiof24576  <i%  1110f24576 0% 00f 12288 15 REE T
N9K-C93360YC-FX2 1% 11 of 800 3% 1080f3500 2% 109 of 3960 P Selectors 0% 00f8192 Labels
i i . 1 Local: 112 Local: 106 Local: 0
Configure Profile o T - n
Remote: 4 Remote: 5 Remote: 0

cisco 'p//
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\What do we do?

- Clearly there is "too much" config! But where?
- Even if we find it, can we remove it?
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This is getting old...
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dlvil Nexus Dashboard % Insights ~ Feedback £ @

clsco

podd7 > ... Central Dashboard n D B

£ Overview
Dashboard =
- * . . .
— Anomalies within the last 2 hours - Last Updated: 6 minutes age O
) Nodes
Acknowledgement == False X Category == Utilization X 7 ®

1l Analyze Alerts

[ Compliance

Anomalies By: Category A
%¢ Troubleshoot

m Utilization 4 Top 4 nodes contributing to
Anomalies

(RREEACIN © Critical |
bdsol-aci47-leaf5 m
basol-aci7-eas  (E XD
bdsol-acid7-leaf? m

“- Browse

X Change Management

Anomalies Aggregated

Highest Severity , Category Title Count Description el
i Utilization Hard Poli
m Operational Hization Hardware Follcy 4 Number of Policy TCAM's are above threshold
=3 Tcam Above Threshold
10 ~  Rows Page 1 of 1 1-10f1
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il Nexus Dashboard 2 Insights + Feedback 8 @

) pod47 > ... Central Dashboard a u a
£ Overview

Dashboard
Resources within the last 2 hours v Last Updated: 1 minute age O
Q_ Explore
& Nodos Dashboard Browse
1l Analyze Alerts
[*1 Compliance /
“¢ Troubleshoot
A~ Browse Resources « lesby: MAC (learned) v
4° Change Management Environmental
Flows Resources Configuration Resources Interface Resources Policy CAM [Launch Policy CAM Analvzer]
Endpoints Provid c Provid (o
roviaer onsumer roviaer onsumer
Nod Fil
Interfaces i oce Usage Tenant Tenant EPG EPG Cotract liter =
Froocols , bdsol-aci47-leaf5
g —_— M 8 8 220 113 20 14
Events podd47 61.2 Kof 65.5 K
vCenters ;
bdsol-aci47-leaf6é
5 p ’ — M 8 8 218 11 18 14
poa4? 60.5 K of 65.5 K
bdsol-aci47-leaf1
o — 10 10 227 120 24 14
poas? 59.5 K of 65.5 K
bdsol-aci47-leaf2
SOnacHHTee [ ~ 10 10 223 118 22 14
Poaas 51.9Kof 65.5K
bdsol-aci47-leaf4
i o a 7 7 21 15 15 8
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APk Nexus Dashboard

Z@Z Overview
O Operate
® Analyze
© configure

o Admin

Explore

R Bookmarks

Insights

Analyze > Analysis Hub

Analysis Hub

Analyze and troubleshoot your network with advanced analytics tools optimized for you to gain valuable insights into the performance and heaith of your network.

Anomalies

Advisories

ompliance

Analysis Hub v

anitor your fabric’s ‘. ’
mpliance with custom

8_9

®

© Cisco Systems, Inc.

wiomaly rules

Connectivity

Analyze flows from one E

endpoint to another

Delta Analysis

Compare configurations and C
differences in your site(s)

between two points in time

Current date and time is Wednesday, January 17, 12:16 PM (CET)

. Open #/analyze/analyzeHub on this page in a new tab

cisco W‘/

Conformance

Keep track of your hardware
and software life cycles

dll

Policy CAM

Monitor your network’s
policies

Log Collector

Collect and analyze logs from
you devices

Pre-Change

View the potential impact of
configuration changes

BRKDCN-2626

7

Sustainability

Explore your site’s energy
usage, cost, and emissions

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Select site and snapshot

1l Nexus Dashboard @ Insights

Cisco

Policy CAM Analyzer

Analyze Site pod47 v on <

Mode

[ Latest | Last... | Date Range TimeWindow]

Selected: Apr 23rd 2023, 5:27 PM m
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Feedback £ o

il Nexus Dashboard

Insights v
cisco

Policy CAM Analyzer X

Analyze Site pod47 v on Apr 20th 2023, 11:01 PM v

Associated Policies
Selecting any combination of objects or policies will update the tables below

@ Provider Tenant @ Consumer Tenant ﬁt Provider EPG @ Consumer EPG © Contract G Filter N) Node

net_centric_tcam net_centric_tcam epg_log epg_0098 prod_con telnet

77.6 K of 201.7 K Entries

201.3 K of 201.7 K Entries

201.3 K of 201.7 K Entries

systemdefault

156 of 201.7 K Entries

mgmt

90 of 201.7 K Entries

systemdefault

156 of 201.7 K Entries

mgmt

81 of 201.7 K Entries

2.4 K of 201.7 K Entries

epg_0000

2.4 K of 201.7 K Entries

epg_0001

2.4 K of 201.7 K Entries

2.4 K of 201.7 K Entries

epg_0097

2.4 K of 201.7 K Entries

epg_0096

2.4 K of 201.7 K Entries

193.7 K of 201.7 K Entries

log_con

2.4 K of 201.7 K Entries

mon_con

2.4 K of 201.7 K Entries

overload

77.3 K of 201.7 K Entries

any

38.8 K of 201.7 K Entries

No data to

.
View All (14) View All (246) View All (131) View All (33) View All (15) dlsplay

cisco L{{@/

View All (14)
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il Nexus Dashboard Insights

cisco

Feedback 8 @

Policy CAM Analyzer

Analyze Site pod47 v on Apr 20th 2023, 11:01 PM v

Associated Policies
Provider Tenant - net_centric_tcam X

@ Provider Tenant @ Consumer Tenant

net_centric_tcam net_centric_tcam

201.3 K of 201.7 K Entries 201.3 K of 201.3 K Entries

systemdefault

156 of 201.7 K Entries

mgmt

90 of 201.7 K Entries

View All (14)

cisco L{{@/

View All (1)

Consumer Tenant - net_centric_tcam X

ﬁ! Provider EPG

epg_log

2.4 K of 201.3 K Entries

epg_0000

2.4 K of 201.3 K Entries

epg_0001

2.4 K of 201.3 K Entries

View All (202)

ﬁt Consumer EPG

epg_0098

2.4 K of 201.3 K Entries

epg_0097

2.4 K of 201.3 K Entries

epg_0096

2.4 K of 201.3 K Entries

View All (101)

Contract

@ Fitter

prod_con

193.7 K of 201.3 K Entries

BRKDCN-2626

mon_con

2.4 K of 201.3 K Entries

log_con

2.4 K of 201.3 K Entries

View All (6)

telnet

77.6 K of 201.3 K Entries

overload

77.3 K of 201.3 K Entries

any

38.8 K of 201.3 K Entries

View All (9)

N Node

bdsol-aci47-leaf1

50.4 K of 201.3 K Entries

bdsol-aci47-leaf5

50.4 K of 201.3 K Entries

bdsol-aci47-leaf6

50.4 K of 201.3 K Entries

View All (4)
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il Nexus Dashboard 2 Insights v

cisco

Policy CAM Analyzer X

Policy CAM Statistics

[ All Policy CAM Rules by Hit Count by EPGs, Contracts, Filters ]

All Policy CAM Rules by Hit Count by EPGs

All Policy CAM Rules by Hit Count by EPGs, Contracts

All Policy CAM Rules by Hit Count by EPGs, Contracts, Filters v Filter Consumer VRF Action 1 Month 10 3
All Policy CAM Rules by Hit Count by EPGs, Tenants mon . PERMIT 0 0
All Policy CAM Rules by Hit Count by Tenants

log main_vrf PERMIT 0 0
All Policy CAM Rules by Hit Count by EPGs, Leafs

log main_vrf PERMIT 0 0
All Policy CAM Rules by Hit Count by EPGs, Leafs, Contracts

log main_vrf PERMIT 0 0
All Policy CAM Rules by Hit Count by EPGs, Leafs, Contracts, Filters

mon main_vrf PERMIT 0 0
All Policy CAM Rules by Hit Count by EPGs, Leafs, Tenants

log main_vrf PERMIT 0 0
All Policy CAM Rules by Hit Count by Tenants, Leafs
epg_uuti epg_mon mon_con mon main_vrf PERMIT 0 0
epg_log epg_0083 log_con log main_vrf PERMIT 0 0
epg_0068 epg_mon mon_con mon main_vrf PERMIT 0 0
epg_0065 epg_mon mon_con mon main_vrf PERMIT 0 0

Scroll |||
10 Rows Right

Page 1 of 2476 1-10 of 24752 > )
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dluile Nexus Dashboa

cisco

Policy CAM Analyzer X

Policy CAM Statistics

[ All Policy CAM Rules by Hit Count by EPGs, Contracts, Filters v ]
Filter Consumer VRF Action 1 Month 1 Week 1 Day 1 Hour Cumulative 22:?: Com ol
mon main_vrf PERMIT 0 0 0 0 0 24
log main_vrf PERMIT 0 0 0 0 0 24
log main_vrf PERMIT 0 0 0 0 0 24
log main_vrf PERMIT 0 0 0 0 0 24
mon main_vrf PERMIT 0 0 0 0 0 24
log main_vrf Y PERMIT 0 0 0 0 0 24
mon main_vrf PERMIT 0 0 0 0 0 24
log main_vrf PERMIT 0 0 0 0 0 24
mon main_vrf PERMIT 0 0 0 0 0 24
mon main_vrf PERMIT 0 0 0 0 0 24
10 Rows Page 1 of 2476 1-10 of 24752 > »
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How did It get to
this?
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Previous stable situation
e APIC i ) @ GO @ O

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

Visibility & Troubleshooting | Capacity Dashboard EP Tracker Visualization

Capacity Dashboard
Fabric Capacity Leaf Capacity
———
Switch VRF BD EPG ESG Mac (learned) IPv4 (learned) IPv6 (learned) Multicast Policy CAM «
Mac Selectors Rules
pod-1/node-101 o 00fS000 gy y170f24576 <19 1160124576 0% 00f 12288 gl h
NIK-C93360YC-FX2 1% 13 of 800 3% 111 of 3500 2% 113 of 3960 1P Sel 0% 00f8192 Label
Configure Profile (g . . s Py Local: 114 Local: 11 Local: 0 - s
iy Remote: 3 Remote: 5 Remote: 0
Mac Selectors Rules
pod-1/node-102 G 00fS000 4o 1150f24576  <1% 1110724576 0% 00f 12288 SN 0T o053
NIK-C93360YC-FX2 1% 11 of 800 3% 108 of 3500 2% 109 of 3960 1P Selectors 0% 00f 8192 [abeis
Configure Profile . . o St r.or;o Local: 112 Local: 106 Local: 0 oo 5
) h Remote: 3 Remote: 5 Remote: 0
Mac Selectors Rules
pod-1/node-105 % 00fS000 4  1130f24576  <1% 1130f24576 0% 00f 12288 B
N9K-C93180YC-EX 1% 9 of 800 10603500 2% 108 of 3960 1P Seleétors 0% 00f8192 Labels
Configure Profile . ‘ o s Local: 109 Local: 107 Local: 0 i 3
: Remote: 4 Remote: 6 Remote: 0 : :
Mac Selectors Rules
pod-1/node-106 0% 00fS000 g qi1of24576 <% 1130f2457%6 % 00f 12288 sk SR
N9K-C93180YC-EX 1% 8 of 800 3% 105 of 3500 2% 109 of 3960 P Selectors 0% 0of 8192 Label
Configure Profile . ' - 20’ Sggo Local: 107 Local: 107 Local: 0 - el
Remote: 4 Remote: 6 Remote: 0

cisco 'p/./
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ALCL Nexus Dashboard

Insights

Delta Analysis - TCAM

General
04/13/2023 12:10:17 AM
Earlier
Health Delta § Policy Delta
Changed Policy Objects Policy Viewer
uniftn-net_centric_tcam Changed
Tenants (2)
Earlier Later
net_centric_tcam (2) A
prod_con (2) A X

overload2 (1)
3025 3025
3026 3026

overload (1) 3027

04/20/2023 12:56:06 AM

Later

Q_ searchin Policy Viewer

dn="uni" userdom="all" >

<fvTenant annotation="" descr="" nameAlias="" ownerTag="" name="mgmt" dn="uni/tn-mgmt" userdom="all" ownerKey="" >
<mgmtMgmtP annotation="" descr="" nameAlias="" ownerTag="" name="default" dn="" userdom="all" ownerKey="" >
<mgmtOoB annotation="" descr="" nameAlias="" name="default" dn="" prio="unspecified" userdom="all" >

<polUni annotation="" nameAlias=

—— A Show more code above
—_ v Show more code below

</fvSubnet>

</fvBD>

<vzBrCP annotation="orchestrator:terraform" descr="" nameAlia
ﬂthi Eyaray ‘i“nn—"ﬂiﬁhns“i‘ii.‘i“i‘iiiiu - "

="" targetDscp="unspecified" ownerTag="" scope""tenanl ne

oo v

Fabric

ncM!MT AL = QAliac_"" ")W
<vzRsSubjFiltAtt annotation="" tnVzFilterName="overload2" directives="" priorityOverride="default" action="permit" dn="" user

</vzRsSubjFiltAtt>

L4 - L7 Services

VM Networking 4

Nthar (1)

Cisco

<vzRsSubjFiltAtt annotation="orchestrator:terraform" tnVzFilterName="any" directives="" priorityOverride="default" action="pe
</vzRsSubjFiltAtt>
<vzRsSubjFiltAtt annotation="" tnVzFilterName="overload" directives="" priorityOverride="default" action="permit" dn="" userd
</vzRsSubjFiltAtt>

</vzRsSubjFiltAtt>
</vzSubj>

BRKDCN-2626

Feedback & o

7d Ohr 45m 49s

Time Range

Audit Log

m’ uniftn-net_centric_tcan

-+ Created by admin
12:40:52 AM CET
RsSubjFiltAtt overload2 created

View More >

{ Created by admin
12:40:52 AM CET
RsSubjFiltAtt overload2 created

View More >

-+ Created by admin
12:40:52 AM CET
RsSubjFiltAtt overload2 created

View More >
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But | added just two more filters to an existing
contract!

net_centric_tcam

Contract Subject - prod 0
C» Quick Start

ﬁ net_centric_tcam

Policy Faults History

= Application Profiles

General Subject Exception Label
= Networking
o * %
& Contracts
= Standard Property
ame
“ ad_con Name: prod
Alias
& dns_con
Description
@ log_con
& mon_con
Global Alias:
@ prod_con
3oth Dire S -}
ﬁ prod Apply Both Directions: true
Reverse Filter Ports: []
= Taboos
Filters: O -+
= Imported
Name Tenant Action Priority Directives State
= Filters
; any net_centric_tcam Permit default level formed
= Policies
B Services overload net_centric_tcam Permit default level formed
[ Security overload2 net_centric_tcam Permit default level formed
telnet net_centric_tcam Deny default level formed

c1sco 'p/_/
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Two inosent looking filters

Name Alias EtherType ARP Flag
1 IP
Name Alias EtherType ARP Flag

cisco Li%o/‘/

IP Protocol

tcp

IP Protocol

tcp

Match Statefu
Only
Fragme From

False  False unspecified

Match Statefu
Only
Fragme From

False  False unspecified

BRKDCN-2626

Source Port / Range

Source Port / Range

_|_

_|_

Destination Port / Range
To From To
unspecified |1000 2000

Destination Port / Range
To From To
unspecified | 3000 3200

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Instead of
Conclusion:
What else can
NDI do?
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Explore
connectivity

Cisco

.&‘/

Explore

X
Explore | Connectivity ~ | for | site e ACIAT hd | on | Jan 28th 2024, 1:20 PM e |
| Can EPG:uniftn-ocp45_esx/ap-aci-containers-ocpdb_esx/epg-aci-containers-nodes talk to EP:11.45.0.11/32|0A:58:08:20:00:0B ® |

Query Results

Can source talk to destination?

Source

@

Destination

Can talk

aci-containers-nodes

Reverse Query

Which entities can talk?

EPG aci-containel

o REFG aci-containers..

11.45.0.11/32

View

Type

@ Objects -:- Tenants ::- VRFs

Health Status
Healthy

Unhealthy

Advanced Filter ~

BRKDCN-2626 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Browse flows

m
eteco Nexus Dashboa

Flow Record detail for 33.145.2.1 to 10.48.31.109

N x
@. Overview
General ~
O, Operate
Record Time Flow Type Protocol Latency Packet Drop Indicator
® Analyze
Feb 07 2024 10:49:18.117 AM IPv4 TCP Ops 0
© configure
o Admin )
Aggregated Flow Information ~
Explore Record Count Start Time End time Flow Type Protocol Latency Packet Drop Indicator
1 Feb 07 2024 10:49:18.117 AM Feb 07 2024 10:49:47.764 AM IPv4 6 Ous 0
A Bookmarks
Ingress ~ Egress A
IP Address TCP PORT Last Updated Tenant IP Address TCP PORT Last Updated Tenant VRF
33.145.21 19851 Feb 07 2024 10:49:47.764 AM common 10.48.31.109 443 Feb 07 2024 10:49:47.764 AM - -
VRF EPG Packets Bytes Burst max (Bytes) Protocol EPG Packets Bytes Burst max (Bytes) Protocol
ACI_CcP - 4 327 0 6 - 4 327 0 6
Switches Interface Switches Interface
bdsol-aci41-leaf1 po2 bdsol-aci41-leaf1
Path ~

33.145.2.1 bdsol-acid41-leaft 10.48.31.109
TCP Port: 19851 po2 N/A TCP Port: 443
EPG: - EPG: -

ciIsco '&/
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Operate ) Sites

Offline sites

Add site to Insights

o Add Site | [ Ready To Add | Manually Add | Add Site Snapshot ]

Add Site Snapshot

Mo internet connectivity on your controllers or switches? No problem! You can still add a Snapshot for your Controller
and Switches. Learn how this works

Download snapshot script, which will generate a .tar.gz file. Once done, simply upload such file below.

Download Snapshot Script

&

Choose a file or drag and drop to upload
Accepted Files: .tar.gz

4 Cancel
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API Documentation Nexus Dashboard Insights ~

ND| ===
A P | Device Connector > Get Anomalies details list

device_connector_versions_info > Get the list of anomalies for a given IG or site Run Example

Configuration > Get  /sedgeapi/vl/cisco-nir/api/api/v1/anomalies/details
Query params

Advisories > query Parameters
siteGroupName
Anomalies B — siteGroupName string DC-WEST-IG
Example: siteGroupName=DC-WEST-IG
Return the anomalies buckets oey Name of the Site Group - limit the records pertaining to the sites
in this site group. One out of siteName / siteGroupName is siteName
Get Anomalies details list cer mandatory )
DC-WEST
Get the list of default resources oer ieName string
Example: siteName=DC-WEST siteNameList
Name of the Site - limit the records pertaining to the site. One out
Get the list of related objects Lt
of siteName / siteGroupName is mandatory DC-WEST,Cand FabricName
Get the summary of anomalies oET [ siteNameList string
Example: siteNameList=DC-WEST Candid5 FabricName filter
Get Top Fabrics based on Anomaly b Name of the sites - limit the records pertaining to given rcknov
Score siteNames. One out of siteName / siteGroupName / siteNameList
is mandatory
Get top flow records by anomalies oey
filter string
Gerihe top lows by snormalies cer Example: filter=acknowledged:false v-leaft
Lucene format filter - Filter the response based on this filter field.
Gettopniodes it based oo anpmaly o8y For example, cleared:true to get cleared anomalies or ol
e acknowledged:true to get acknowledged anomalies. We also
support and, or operations
Get the aggregate affected objects for an 9T
— nodeName string
anontaly Default: "N count
Example: nodeName=ifav-leaf1 =
Getibeatiedted objedforan ancnaly BESS Name of the fabric node, limit the anomaly score to given 2
nodeName
« Given an anomalv. show the impact o,
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Pre-change analysis

Analyze » Analysis Hub » Pre-Change Analysis > Create Pre-Change Analysis

Create Pre-Change Analysis

@ General

Change Simulation
Manually provide each change you want to simulate or upload a .json/.xml file with the corresponding configuration.

o Change Simulation | Manual Changes | Import JSON/XML File

cisco L{V&/

Change Type
[ Add ~ ]
Object Type
[ Application EPG (fvAEPg) ~ ]

Application EPG's Parent

uniftn-kBs_rke2_01/ap-aci-containers-k8s_rke2_01 ]

Application EPG (epg-)

(= )

Bridge Domain for the EPG

[ Bridge Domain for the EPG ]
Description
[ Dascription ]

Cancel

BRKDCN-2626
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laC CI/CD Pipeline featuring NDI

Validation
Git push to Ansible dry-run
remote repository with check mode Go or No-Go
020 722N
oMY = = =D = =
Operator Ansible validation Nexus Dashboard Insights
P and linting Pre-Change Validation
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laC CI/CD Pipeline featuring NDI

Deployment Refference:
 cisco.nd Ansible Collection

« DEVNET-2473 on GitHub

Infrastructure Webex
Go or No-Go Deployment Notifications
Infrastructure Nexus Dashboard Insights
Snapshot

Delta Analysis
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https://galaxy.ansible.com/ui/repo/published/cisco/nd/
https://github.com/adealdag/DEVNET-2473

Wrapping it up...

cisco L{V&/



Test Drive?
Walk-In Lab:
LABDCN-2215

Nexus Dashboards = .
Insights Hands-on lab &=

cisco L{V@/




Thank you
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