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- What is Infrastructure as Code?

. Infrastructure as Code with NXOS and Ansible

. Infrastructure as Code with NDFC and Ansible
- Start Your laC Journey!
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WhEIRE
Infrastructure as Code?
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Infrastructure as Code for Network Ops

- Using “code” to provision and/or manage infrastructure

- Infrastructure as Code is not specific to a particular automation
engine or specific programing language

- The intended configuration state of network devices are sourced
from source code management (git) instead of the devices

themselves

CI‘CD

o

ANSIBLE
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Infrastructure as Code Tools

- Git

- GitHub

- GitLab

- Bitbucket

- Jenkins

. GitLab CI

- CircleCl

- Travis Cl

- GitHub Actions

cmcoé&h@/

NOS

aulledig

. Ansible

. Terraform

. Chef

- Puppet

- AWS CloudFormation

. Google Cloud Deployment
Manager

- Vagrant
. Saltstack

BRKDCN-2946 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

6

2JBM)JOS UOINOSX]



Infrastructure as Code for Network Ops

4

CI{CO Continuous Integration

User commits changes to
q SCM (GitLab) that defines n / \

. Continuous Delivery
the laC intent Stag

Merge/Pull =
Request

Feature l
Update

Branch

laC
R - @ 0git \_Lint Deploy Test
Main t \ Deploy Test /

4 N

Prod

ANsIBLE based on intent SCM (GitLab) Runner(s)

Branch
@ SCM (GitLab) Runner(s)
configures & tests staging }O

. Merge configures & tests prod
SCM (GitLab) detects based on intent
chan_ge and activates automatically or via user
pipeline intervention
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Infrastructure as Code
with NXOS and Ansible
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What is Ansible?

‘ Automation / Configuration / Orchestration tool

‘ Open Source

‘ Agentless Push Model

‘ Produces the same results no matter how many times it is executed*

‘ No programming knowledge required

ANSIBLE

‘ Requires only data-structure manipulation knowledge

‘ Network CLI and REST API interaction

>
idempotent
c 1 sco M-/ BRKDCN-2946 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 9



What makes up Ansible?

Red Hat e ANSIBLE Builtin

‘ Ansible Automation --

Platform

s
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@ python

Python Virtual Environments virtaten

- You should use a virtual environment

- Allows for installing Ansible inside a contained area with specific
version of Python

- Makes it possible to run different Python scripts that require
different versions of Python and libraries

- Detailed steps beyond scope of this session

cisco L{Ko//



Reference Slide

pyenv

. pyenV |S the beSt meChan|Sm e install a version of python

to control python virtual % pyenv install 3.9.11

environments

9 create virtual environment

- Allows control of python
% pyenv virtualenv 3.9.11 ansible

version to execute independent
of system version 9

create directory for ansible development

. pyenv virtualenv also needed % mkdir my_ansible_dir

Set pyenv virtual environment

Install instructions: % pyenv local ansible

https://qgithub.com/pyenv/pyenv/wiki
https://qithub.com/pyenv/pyenv-virtualenv

cisco M- BRKDCN-2946 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 12


https://github.com/pyenv/pyenv/wiki
https://github.com/pyenv/pyenv-virtualenv

Installing Ansible

% pip 1nstall ansible-core % plip install ansible

- Installs only the core components . “batteries included”

. Collections must be installed by - Installs community-curated
you selection of Ansible Collections

- Smaller footprint and more control . Complete package but larger

. . ' fil m
- Assures install of latest collection footprint on filesyste

version released! - Might not install the latest version
of a desired collection!

c ! s co M-/ BRKDCN-2946 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 13


https://docs.ansible.com/ansible/latest/installation_guide/intro_installation.html

Ansible Collections
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Ansible Collections

- Introduced in Ansible 2.9
- Uses Ansible Galaxy as the delivery vehicle
- Contains modules, plugins, filters

- Collections not related to Ansible release schedules
- Allows vendor flexibility in relation to product releases

NXOS - https://galaxy.ansible.com/cisco/nxos NDFC - https://galaxy.ansible.com/cisco/dcnm

c ! s co M-/ BRKDCN-2946 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 15


https://galaxy.ansible.com/cisco/aci
https://galaxy.ansible.com/cisco/mso

Ansible.Builtin

- Modules perform specific task
like set facts (variables), import
roles, tasks, vars, and more

- Includes many filters for
working with data sets

- Actively maintained by RedHat

@ Documentation

B Collections in the Ansible
Namespace

B Ansible.Builtin
Description
Communication
Plugin Index
Ansible.Netcommon
Ansible.Posix
Ansible.Utils
Ansible.Windows
Collections in the Arista Namespace
Collections in the Awx Namespace
Collections in the Azure Namespace

Collections in the Check_point
Namespace

Collections in the Chocolatey
MNamespace

Collections in the Cisco Namespace
Collections in the Cloud Namespace

Collections in the Cloudscale_ch
MNamespace

Collections in the Community
Namespace

Collections in the Containers
Namespace

Collections in the Cyberark Namespace
Collections in the Dellemc Namespace

Collections in the F5networks
Namespace

Collections in the Fortinet Namespace
Collections in the Frr Namespace

Collections in the Gluster Namespace
Collections in the Google Namespace
Collections in the Grafana Namespace

Collections in the Hetzner Namespace

Reference Slide

Modules

+ add_host module - Add a host (and alternatively a group) to the ansible-playbook in-me
» apt module - Manages apt-packages

+ apt_key module - Add or remove an apt key

= apt_repository module - Add and remove APT repositories

+ assemble module - Assemble configuration files from fragments

e assert module - Asserts given expressions are true

# async_status module - Obtain status of asynchronous task

 blockinfile module - Insert/update/remove a text block surrounded by marker lines

+ command module - Execute commands on targets

<snip>

import_role moedule - Import a role into a play

e import_tasks module - Import a task list

¢ include module - Include a task list

» include_role module - Load and execute a role

include_tasks module - Dynamically include a task list

e include_vars module - Load variables from files, dynamically within a task
e iptables module - Modify iptables rules

* known_hosts module - Add or remove a host from the known_hosts file

¢ lineinfile module - Manage lines in text files

* meta module - Execute Ansible ‘actions’

¢ package module - Generic OS package manager

* package_facts module - Package information as facts

* pause module - Pause playbook execution

« ping module - Try to connect to host, verify a usable python and return pong on succes
¢ pip module - Manages Python library dependencies

¢ raw module - Executes a low-down and dirty command

* reboot module - Reboot a machine

* replace module - Replace all instances of a particular string in a file using a back-referen
e rpm_key module - Adds or removes a gpg key from the rpm db

« script module - Runs a local script on a remote node after transferring it

* service module - Manage services

e service_facts module - Return service state information as fact data

* set_fact module - Set host variable(s) and fact(s).

« set_stats module - Define and display stats for the current ansible run

* setup module - Gathers facts about remote hosts

« shell module - Execute shell commands on targets

https://docs.ansible.com/ansible/latest/collections/ansible/builtin/index.html

cisco Li//p/_/
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Ansible Cisco.Nxos

Collection Modules

- Modules perform specific task like
configure vlans, interfaces, OSPF,
BGP, and more

- Documentation provides usage
details, required variables, default
variables, etc

- Actively maintained by RedHat with
Cisco support

@) Documentation

B Collections in the Cisco Namespace

Cisco.Aci
Cisco.Asa
Cisco.Dnac
Cisco.Intersight
Cisco.los
Cisco.losxr
Cisco.lse
Cisco.Meraki
Cisco.Mso
Cisco.Nso
B Cisco.Nxos
Description
Plugin Index
Cisco.Ucs

Collections in the Cloud N:

Collections in the Cloudscale_ch
MNamespace

Collections in the Community
MNamespace

Collections in the Containers
MNamespace

Collections in the Cyberark Namespace
Collections in the Dellemc Namespace

Collections in the F5networks
Namespace

Collections in the Fortinet Namespace
Collections in the Frr Namespace
Collections in the Gluster Namespace
Collections in the Google Namespace
Collections in the Grafana Namespace
Collections in the Hetzner Namespace
Collections in the Hpe Namespace

Collections in the Ibm Namespace

Modules

nxos_aaa_server module - Manages AAA server global configuration.
nxos_aaa_server_host module - Manages AAA server host-specific configuration.
nxos_acl_interfaces module - ACL interfaces resource module

nxos_acls module - ACLs resource module

nxos_banner module - Manage multiline banners on Cisco NXOS devices
nxos_bfd_global module - Bidirectional Forwarding Detection (BFD) global-level configt
nxos_bfd_interfaces module - BFD interfaces resource module

nxos_bgp module - (deprecated, removed after 2023-01-27) Manages BGP configuratic
nxos_bgp_address_family module - BGP Address Family resource module.

nxos_bgp_af module - (deprecated, removed after 2023-02-24) Manages BGP Address-
nxos_bgp_global module - BGP Global resource module.

nxos_bgp_neighbor module - (deprecated, removed after 2023-01-27) Manages BGP ne
nxos_bgp_neighbor_address_family module - BGP Neighbor Address Family resource m
nxos_bgp_neighbor_af module - (deprecated, removed after 2023-02-24) Manages BGF
nxos_command module - Run arbitrary command on Cisco NXOS devices

nxos_config module - Manage Cisco NXOS configuration sections

nxos_devicealias module - Configuration of device alias for Cisco NXOS MDS Switches.
nxos_evpn_global module - Handles the EVPN control plane for VXLAN.
nxos_evpn_vni module - Manages Cisco EVPN VXLAN Network Identifier (VNI).
nxos_facts module - Gets facts about NX-OS switches

nxos_feature module - Manage features in NX-OS switches.

nxos_file_copy module - Copy a file to a remote NXOS device.

nxos_gir module - Trigger a graceful removal or insertion (GIR) of the switch.
nxos_gir_profile_management module - Create a maintenance-mode or normal-mode p
nxos_hostname module - Hostname resource module.

nxos_hsrp module - Manages HSRP configuration on NX-OS switches.
nxos_hsrp_interfaces module - HSRP interfaces resource module

nxos_igmp module - Manages IGMP global configuration.

nxos_igmp_interface module - Manages IGMP interface configuration.
nxos_igmp_snooping module - Manages IGMP snooping global configuration.
nxos_install_os module - Set boot options like boot, kickstart image and issu.
nxos_interfaces module - Interfaces resource module

nxos_|2_interfaces module - L2 interfaces resource module

nxos_|3_interfaces module - L3 interfaces resource module

nxos_lacp module - LACP resource module

nxos_lacp_interfaces module - LACP interfaces resource module

nxos_lag_interfaces module - LAG interfaces resource module

https://docs.ansible.com/ansible/latest/collections/cisco/nxos/index.html

cisco L{{@/
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AnS| ble MOd u |eS Collection Collection Module

Namespace Name Name
-/Mvvays use'Huaquy(quaHﬁed ~ name: Configure VLAN-to-VNI Mappings
collection naWKE(FCXDN)fOFthe cisco.nxos.nxos vlians:
config:
module

- name: Overlay-1
vlan id: 100

- The modules require parameters mapped_vni: 10000

with values assigned that define _ pame: Web Servers
your configuration intent vlan id: 101

_ _ mapped vni: 10101

- Documentation provides details ~ name: DB Servers
on default values and required vlan idf [102

values mapped vni: 10102

state: merged

Parameter Value

cisco M-/ BRKDCN-2946 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



A word about YAML Syntax

YAML Ain’t Markup Language n Microsoft VSCode
. Human Readable Data Structures
. Lists, Dictionaries, etc ATOM °

- Used in inventory, playbooks, & variable files
. Best practice is to use: m PyCharm
~

. Text editor (e.g. Notepad++)

. IDE (e.g. VSCode) with language assistant Eclipse
support for YAML P L 4

- Indentation is very important, and the proper
editor will help you

=

Notepad++
ofepads

Cisco M_/ BRKDCN-2946
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Ansible Concepts
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VXLAN EVPN Fabric

laC - Nexus as Code

10.15.1.11 - S1 S2-10.15.1.12
- Configure Hostnames,
Features, etc (Common | E— | E—
configuration) = = = =
EEEEEEEEEEEEEEEEEEEEEEmE | | EEmEEEEEEEREEEEEEEEEEEEE | EEEEEEEREEEEEEEEEEEEEEEE
10.15.1.13 - L1 10.15.1.14 - L2 10.15.1.15 - L3

c 1 s co L‘V&~ BRKDCN-2946 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



VXLAN EVPN Fabric

laC - Nexus as Code

- Configure Underlay
(Interfaces, Routing
protocols, etc)

10.15.1.11 - S1

S2 - 10.15.1.12

cisco L;'V&/

10.15.1.13 - L1

BRKDCN-2946

10.15.1.14 - L2 10.15.1.15- L3

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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VXLAN EVPN Fabric

laC - Nexus as Code

- Configure Overlay
(VRFs, VLANS, SViIs,
etc)

cisco Li/&/

10.15.1.11 - S1 S2-10.15.1.12
A — A —

VXLAN Tunnel

NS TN
L2VNI 130001 = L2VNI 130002 L2VNI 130001 = L2VNI 130002 L2VNI 130001 = L2VNI 130002

VLAN 2301 VLAN 2302 VLAN 2301 VLAN 2302 VLAN 2301 VLAN 2302

8 A
EEEEEEEEEEEEEEEEEEEEEEEE ENEEEEEEEEEEEEEEEEEE . ANEEEEEEEEEEEEEEEEEEEEEE

10.15.1.13 - L1 10.15.1.14 - L2 10.15.1.15 - L3

BRKDCN-2946 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



Ansible Directory Structure

fa ansible > Where to do it

" inventory.yml
— @ group_vars Data to do it

— @ host_vars
— /A roles How to do it

— vxlan.yml

> What to do

Cisco L‘V&./ BRKDCN-2946 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



Where to do it

Ansible Inventory

r anSible gesrasn s > # main inventory file

: all:
S - . vars:
|nvent0ryym| ansible connection: ansible.netcommon.network cli
ansible user: "nxos username"
ansible password: "nxos password"
md/ 4 gI’OUp_VBI’S ansible network os: cisco.nxos.nxos
children:
/@ host_vars o
10.15.1.11: i
— /@ roles 10.15.1.12: —> .Connect'lon
v leafs: information
N hosts: .
—> é vxlan ym| 1015111 10.15.112 10.15.1.13: for switches
) 10.15.1.14:
10.15.1.15:
I | I |
— — — —
N

10.15.1.13 10.15.1.14 10.15.1.15
Cisco L‘V&~ BRKDCN-2946 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Where to do it

Ansible Inventory

r anSible s s > # main inventory file

: all:
|, = . vars:
|r]\/EEr]t()r\/_\/rT1| s ansibleiconnectionzlansible.netcommon.networkicli

ansible user: "nxos username”
ansible password: "nxos password"

md/ 4 gI’OUp_VGI’S ansible network os: cisco.nxos.nxos

children:

— @ host_vars spines:

hosts:
10.15.1.11:

— /oy ro|eS 10.15.1.12: A

leafs:

L » % | 10.15.1.11 10.15.1.12 hosts: This will be annotated
m 10.15.1.13: .
vxlan.y TIPS shorthand in subsequent
10.15.1.15: slides as network cli

RRRRRmRRRRRRann RRRRamRRRRnaman e
10.15.1.13 10.15.1.14 10.15.1.15

Cisco L‘V&./ BRKDCN-2946 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 26




.
Ansible Playbook

&y ansible

e > # main playbook

2 s
— inventory_yml - hosts: spines, leafs
5 gather facts: false

— @ group_vars

; roles:
—>E hOSt_VarS - role: common

: - role: underlay
/A roles

: - hosts: leafs
_, VXIan.ymI ...................................... gather facts: false

roles:
- role: overlay

Cisco M. BRKDCN-2946 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



Ansible Networking

- Network modules execute from control node (Ansible host)
- Collections organized by network platform/OS
- Offers multiple connection protocols

Value of ansible_connection Protocol Requires Persistent
ansible.netcommon.network_cli CLI over SSH ansible_network_os Yes
ansible.netcommon.httpapi APl over HTTP/HTTPS ansible_network_os Yes

c 1 SCO M- BRKDCN-2946 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Ansible Playbook Relationships

&y ansible S > ¥ main inventory file
N
. : 11:
inventory.ymi vars:
L K ansible connection: network cli
—P’. group_vars ># main playboo ansible user: "nxos username"
: ) ansible password: "nxos password"
_,r hOSt vars —trosts? splnes,@— ansible network os: cisco.nxos.nxos
[ 4 — gather facts: falbe children:
L, : spines: Spi
[ 4 roles roles: Rosts: pine
N : roief cor(;lmirll 1015112 Group
L5 é VXlan.yml ................. : role: underlay 0.15.1. :
e Leaf
gather facts: false 10.15.1.13:
10.15.1.14: Group
oles: 10.15.1.15:

- role: overlay

c 1 SCO M-/ BRKDCN-2946 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



.
Ansible Roles

& ansible
N greeseeeses > ) ansible-galaxy init overlay
g Inventory_ym| - Role overlay was created successfully
E > tree overlay
— /@y QJroup_vars overlay = ﬂ
: — -m =
— @ host_vars —| tasks fII >

L — main.yml

— @ roles [ ompiates NEWAW.E

— @ common — main.yml

— /mw underlay @@ ﬁﬁ

. Overlay .................................... I \

— vxlan.yml

c 1 SCO M- BRKDCN-2946 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 30




.
Ansible Roles - Tasks

Iy ansible [ Y ][ myers ]
. . | Hostname ][ Features [ Interfaces ][ OSPF ]
=] inventory.ym

IESE
— gy QJroup_vars

B host vars Common Underlay

>II

- A

@ roles
@ common “VLANSs/VNIs ][ SVIs
& underlay  NVE ][ VREs

L) uxlanym S N

c 1 S co L‘V&~/ BRKDCN-2946 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



.
Ansible Roles - Tasks

& =nsible
N >E roles/overlay/tasks/main.yml
inventory.yml

# tasks file for roles/overlay

&y Croup_vars

- name: Configure VLAN-to-VNI Mappings

E hOSt_VarS ciscoér.lxos.nxos_vlans:
: config:
: - name: Web Servers ° H A
& roles name: Web Se Defines VLAN-to-VNi
mapp;d_vni: 10101 mappings In COﬂfIg list
: - name: DB Servers
E common vlan id: 102 block
; mapped _vni: 10102 ]
E Undel’|ay - name: vMotion d Conflg block allows for
vlan_id: 103 YAML list of dictionary
: mapped vni: 10103 .
E overlay ................. state:Pierged objects

<snip>

vxlan.yml

c 1 sco M-/ BRKDCN-2946 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



Putting It All Together

inventory.yml vxlan.yml E roles/overlay/tasks/main.yml

# main inventory file # main playbook # tasks file for roles/overlay

all: - hosts: spines, leafs - ngme: Configure VLAN-to-VNI Mappings
vars: gather facts: false c1sco.pxc?s.nxos_vlans:
ansible connection: network cli - co?flg'  en
ansible user: "nxos username" roles: iigﬁ.id? loirvers
ansible password: "nxos password" - role: common mapped vni: 10101
ansible network os: cisco.nxos.nxos - role: underlay - name: DB Servers
children: vlan id: 102
spines: - hosts: leafs mappedivnilz 10102
hosts: - name: vMotion
10.15.1.11: gather facts: false vlan id: 103
10.15.1.12: mapped vni: 10103
leafs: roles: .state: merged
hosts: - role: overlay <snip>
10.15.1.13:
10.15.1.14:
10.15.1.15:

Cisco &. BRKDCN-2946 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



Putting It All Together

inventory.yml vxlan.yml %E roles/overlay/tasks/main.yml

# main inventory file # main playbook # tasks file for roles/overlay

- name: Configure VLAN-to-VNI Mappings

all: - hosts: spines, leafs :
ClsCO.nxos. nxos_vlans :

vars: gather facts: false confia:
ansible connection: network cli B ngr;le- Heb Servers
ansible user: "nxos username" roles: vlan.id: 101
ansible password: "nxos password" - role: common mappgd vni: 10101
a.msible_network_os: Cclisco.nxos.nxos - role: underlay - name: DB Servers
children: vlan id: 102
spines: _ . mapped vni: 10102
hosts: hOStS' - name: vMotion
10.15.1.11: gather facts: false vlan id: 103
10.15.1.12: mapped vni: 10103
leafs: l& roles: state: merged
H S _
OSts: - role: overlay <snip>
10.15.1.13:
oo Three VLAN-to-VNI mappings

configured on all leaf switches!

Cisco &. BRKDCN-2946 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Putting It All Together

inventory.yml vxlan.yml E roles/overlay/tasks/main.yml

# main inventory file # main playbook # tasks file for roles/overlay

- name: Configure VLAN-to-VNI Mappings

all: - hosts: spines, leafs :
ClsCO.nxos. nxos_vlans :

vars: gather facts: false
ansible connection: network cli
. - " "
ansible user: '"nxos username roles:

ansible password: "nxos password"
ansible network os: cisco.nxos.nxos
children:
spines:
hosts:
10.15.1.11:

10.15.1.12: _
leafs: roles: state: merged

- : <snip>
hosts: role: overlay p

10.15.1.13: Do not do Ansible

10.15.1.14: . .
10.15.1.15: variables this way!

- role: common
- role: underlay

- hosts: leafs
gather facts: false

i: 10103

[y

Cisco &. BRKDCN-2946 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



A word about Ansible Variables

- Can be defined in many different places
- Most commonly in group_vars and host_vars directory

- Created dynamically during runtime
- Used in task modules, conditional logic, templates, etc
- Jinja2 syntax used to reference

- Variable precedence is used

https://docs.ansible.com/ansible/latest/playbook_guide/playbooks_variables.html#understanding-variable-precedence

cisco M- BRKDCN-2946 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Variables with Jinja2 Syntax

- Variable substitution in tasks

Data to do it

. Uses double curly braces wrapped in quotes: "{{ }}"

# tasks file for roles/overlay

- name: Configure VLAN-to-VNI Mappings

cisco.nxos.nxos vlans:
config:
- name:| "{{ vlan name }}"|

# vars defined somewhere 1n Ansible

—>/vlan name} Web Servers

vlan id:|"{{ vlan id }}"|

A

: 101

vni id: 10101

N\

mapped vni: "{{ vni id }}" |

cwcol&h@/

Set of
Key/Value Pairs

BRKDCN-2946 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Ansible Variable Lists

Go from this... neesssssssssssss)  To this...

# vars defined somewhere in Ansible # vars defined somewhere in Ansible
vlan_name: Web Servers networks:
vlan id: 101 - vlan name: Web Servers

vni id: 10101

Vv

vlan id: 101
vni id: 10101

- vlan name: DB Servers
vlan id: 102

Sequential list of three

Vv

dictionary objects vni id: 10102
containing VLAN — vlan name: vMotion
information that can be > vlan id: 103

referenced iteratively vni id: 10103

Cisco W./ BRKDCN-2946 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Datato do i
Ansible Loop with Jinja2 Syntax

. Use Ansible loop to iterate data for a tasks

# tasks file for roles/overlay

- name: Configure VLAN-to-VNI Mappings
cisco.nxos.nxos vlans:

# vars defined somewhere in Ansible

\
| networkst

- vlan name: Web Servers

101
10101

—>[-][vlan namel: DB Servers

config: | vlan id:
- name: "{{|itemJ)vlan name|}}" vni id:
Vlan_id:|"{{ item.vlan id }}" F———- —

mapped vni: | "{{ item.vni id }}"|

loop: |"{{ networks }}"|

- S{Tan_id

#vni_idk

- vlan name: vMotion

vlan id:

vni id:

102
10102

103
10103

cwcol&h@/
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.
Ansible Group Vars

'. anSible o ># var file for leafs group
S : features:
é inventory.yml - ospf « group_vars files are named
@y group_vars ) g;g and referenced after
- nv overlay Inventory groups
= Ieafsyml - vn-segment-vlan-based
- interface-vlan * match inventory group!
% SpineS.ym| networks: .
- Vlan_name: Web Servers ° ContalnS data Common tO
L vlan id: 101 specified group
- hOSt_VarS vni id: 10101 J
- vlan name: DB Servers
_b- r0|eS Vlan:id: 102
N vni id: 10102
—r é VXlan.yml - vlan name: vMotion

vlan id: 103
vni id: 10103
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.
Ansible Host Vars

E anSible > # vars file for L1

* host_vars files are

_’ inventory.yml hostname: L1 '

layer3 physical interfaces:
*E group_vars - interface: ethernetl/11 named ahd referenced
description: To S1 Ethl/1 after device IP address or
—’E hOSt_VarS mode: layer3 FQDN
ip address: 10.1.1.1
—~ 15| 10.15.1.17.yml e e - match inventory name!
- - interface: ethernetl/12
— =] 10.15.1.172.ym| description: To S2 Ethl/1 * contains data specific to
mode: layer3 i
=B 1015013 yml ¢ feasesss 10220 that device
mask:
~ mtu: 9216
=] 10.15.1.14.yml
~|5] 10.15.1.15.yml

~
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B N N
Putting It All Together

inventory.yml vxlan.yml 9- roles/common/tasks/main.yml [~ - group_vars/leafs.yml

# main inventory file # main playbook # tasks file for roles/common # var file for leafs group
]

all: - hosts{ spines leafs| - name: Configure Hostname features: [€

<snip> gather facts: talse cisco.nxos.nxos hostname: - ospf

chi : config: - pim
| spines: I( roles: hostname:| "{{ hostname }}" | >E| bgp
OSts: |— role: common state: merged |

- nv overlay

10.15.1.11: - role: underlay - vn-segment-vlan-based
0.,15.1.12: - name: Enable Features

- interface-vlan
: &€ - hosts: leafs cisco.n nxo _FQPW‘””I‘:! <snip>
“oﬁ S : gather facts: false feature:| "{{ item }}" |
10.15.1.13: states enabled
T roles: loop:|"{{ features }}" '. host_vars/10.15.1.13.ym|

10.15.1.15: - role: overlay

# var file for 10.15.1.13

>| hostname:l L1

<snip>

CISCO M‘/ BRKDCN-2946
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Executing Ansible Playbooks

ansible-playbook —1i <inventory file> <playbook file>

Q ™ main
B » ansible-playbook -i inventory.yml vxlan.yml

PLAY [spines, leafs]

TASK [common : Configure Hostname]
|
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Details for NXOS

cisco L{V&/




Two Types of Modules for NXOS

Legacy Modules Resource Modules
. Inconsistent across different network . Consistent across different network
devices devices
- Requires task loops for more than . Can leverage task loops or Jinja2
one configuration item templating for config blocks
. Simple states, present or absent . Introduces new states for Ansible to

be the source of truth
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Reference Slide

A word about Resource Module States

- Merged - Ansible merges the on-device configuration with the
provided configuration in the task.

- Replaced - Ansible replaces the on-device configuration
subsection with the provided configuration subsection in the task.

- Overridden - Ansible overrides the on-device configuration for the
resource with the provided configuration in the task. Use caution
with this state as you could remove your access to the device (for
example, by overriding the management interface configuration).

- Deleted - Ansible deletes the on-device configuration subsection
and restores any default settings.
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A word about Jinja Templating

- Leverage module and filters from Ansible Builtin collection
- Create template file(s) in a role’s template directory: .j2 file extension

# group vars/leafs.yml

| networks#{

# tasks file for roles/overlay

- name: Generate VLAN Config Payload
- vlan name: Web Servers
vlan id: 101
nxos vlans| |" lookup ('template' 'vlians.j2' " -
—> T L P P d 32') 13" vni id: 10101
- name: Configure VLANs E[;;vlan_?ame: DB Servers
cisco.nxos.nxos vlans: ’-@ 102
config:l"{{ nxos vlans | from yaml }}" vni_id: 10102
state: merged
\ 2 —>4# roles/overlay/templates/vlans.j2
- |
f k .
# config data passed to tas {% forlnetwork|1n|networks|%}

- vlan id: {{|network.vlan_id H+———
{%$ endfor %}

- vlan id: 101
- Vlan id: 102

c 1 SCO M. BRKDCN-2946 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 47




NXOS Config Fallback Module

How to configure NXOS when a module is missing

Allows passing direct cli configuration

Can take full running-config backup, e.g. before a change operation

Perform a save operation, i.e. "copy run start”

- name: Configure PIM Anycast RP
cisco.nxos.nxos_config:
lines:
- "ip pim anycast-rp {{ sl loopbackl }} {{ sl loopbackO }}"
- "ip pim anycast-rp {{ s2 loopbackl }} {{ s2 loopback0 }}" Options:
save when:| modified * always - copy always
T « modified - copy only if changed
since last save
» changed - copy only if the task
made a change
* never - never copy
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NXOS Command Fallback Module

How to send commands to NXOS when a module is missing

« Allows sending arbitrary commands, e.g. show commands

« Supports prompt handling

« Can handle list of commands or prompts

- name:
cisco.nxos.
commands :

cisco L{Vp/_/

- show
- show
- show

Get Show Commands

nxos_command:

version
ip ospf neighbor
ip pim neighbor

- name: Misc Commands

cisco.nxos.nxos_command:
commands: copy ftp://nxos.bin bootflash:
prompt:
- "Username:"
- "Password:"
answer:
- <username>
- <password>
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An Example
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An Example - Add VXLAN EVPN Overlay

vlan 500
vn-segment 50000
vlan 101
vn-segment 10101
vrf context AnsibleVRF
vni 50000
rd auto
address-family ipv4 unicast
route-target both auto evpn
evpn
vni 10101 12
rd auto
route-target import auto
route-target export auto

cisco L{V&/

Modules Required

ansible.builtin.set_fact
CiSC0.Nx0S.nxos_vlans
cisco.nxo0s.nxos_overlay_global
CiSC0.nx0s.nxos_vxlan_vtep
CiSC0.NX0S.nx0s_vxlan_vtep_vni
CiSC0.NX0S.NX0S_evpn_vni
CiSC0.nx0s.nxos_vrf
cisco.nxo0s.nxos_vrf_af
cisco.nxo0s.nxos_vrf_interface
CisCc0.nx0s.nxos_interfaces
cisco.nxo0s.nxos_I|3_interfaces

BRKDCN-2946

interface Vlan500
no shutdown
vrf member AnsibleVRF
ip forward
interface Vlan101
no shutdown
vrf member AnsibleVRF
ip address 10.0.11.1/24
fabric forwarding mode anycast-gateway
interface nve1
no shutdown
source-interface loopback
host-reachability protocol bgp
member vni 50000 associate-vrf
member vni 10101
mcast-group 239.0.0.1

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 51



An Example - Add VXLAN EVPN Overlay

#F main mtarking@ansible-ubuntu-01
y ansible-playbook -i inventory.yml vxlan.ymll
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Infrastructure as Code
with NDFC and Ansible
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Cisco Nexus Dashboard Fabric Controller (NDFC)

Formerly Called (DCNM)

Cisco Nexus
Dashboard
Fabric Controller

Cisco Data Center
Network Manager
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Nexus Dashboard

Simple to Automate, Simple to Consume

Fabric

'\2//?}/’/ Insights Fabric

Controller

Orchestrator

Data
Broker

Consume all services in one place

Discovery

(oo — ]
(oo — ]
[ —1]
—o—
[

SAN
Controller

Private cloud Public cloud Google Cloud

Cisco M_/ BRKDCN-2946

/s_ Azure
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Automation

cisco L{{/&/

Easy to understand approach to
auto-bootstrapping of entire fabric

Rapid Deployment with Fabric Builder
best practice templates for VXLAN-EVPN

DevOps friendly

Enhanced Programmability
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Reference Slide
Getting started

Ansible Collection Installation

Collection Location: https://galaxy.ansible.com/cisco/dchm

Install Command:
* pip install ansible

* ansible-galaxy collection install cisco.dcnm

Ansible uses the Fully Qualified Collection Name (FQCN)
Namespace: cisco
Collection Name: dcnm
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20/20 Hindsight Tech “Specs”

NDFC - https://galaxy.ansible.com/cisco/dcnm

Cisco
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https://galaxy.ansible.com/cisco/mso

Hindsight “Specs” Model

[ See
Ansible
Collection
Names

BRKDCN-2946 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 59



Reference Slide

NDFC Ansible Galaxy Collection Site

English @  Mike Wiebe ~

Thanks for trying out the new and improved Galaxy ~re your feedback on forum ansible.com 4.

Namespaces > cisco > denm

wk cisco.denm

Version 3.4.3 updated 3 months ago (lat.. ¥  Lastupdated 3 mor @5 X 44,794 Downloads

Collections

Collections Install Documentation Contents Import log Dependencies Repo &

@ Collection
- Version

API toke
ARltoken Install

Ansible collection for the Cisco Nexus® Dashboard Fabric Controller (NDFC) - formerly DCNM e ‘t
GitHub

vxlan  nxos | cisco  networking  denm  ndfc

Task Management Re po LI n k

License Apache-2.0
BRI Installation ansible-galaxy collection install cisco.denm =
Note: Installing collections with ansible-galaxy is only supported in ansible-core>=213.9
Terms of Use Insta”
Download X Download tarball

Command

Requires Ansible  >=2910

Cisco DCNM Collection

The Ansible Cisco Nexus® Dashboard Fabric Controller (NDFC) (formerly Cisco Data Center Network Manager (DCNM)) collection includes modules to help automate common day 2
operations for VXLAN EVPN fabrics.

This collection is intended for use with the following release versions: * DCNM Release 11.4(1) orlater *NDFC Release 12.0 orlater.

NDFC - https://galaxy.ansible.com/cisco/dcnm

c1sco 'p/_/
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Levels of Complexity - CLI

feature
feature
feature
feature

bgp

interface-vlan
vn-segment-vlan-based
nv overlay

nv overlay evpn

vlan 10

vn-segment 10000

vlan 11

vn-segment 10011
interface loopback0
ip address 10.10.10.21/32
ip pim sparse-mode

ip router ospf UNDERLAY area O

interface loopbackl
ip address 2.2.2.1/32
ip pim sparse-mode

ip router ospf UNDERLAY area O

vrf context Tenant-1
vni 10000
rd auto
address-family ipv4 unicast

route-target both auto evpn

cisco L{V&/

interface loopbackd interface loopbackl
description rer-id description RP
ip address 10.10.10.11/32 ip address 1.1.1.1/32

interface ethernetl/2
description p2p-to-Leaf2
ip address 10.1.1.2/31

interface ethernetl/l
description p2p-to-Leafl
ip address 10.1.1.0/31

interface ethernetl/l
description p2p-to-Spinel
ip address 10.1.1.1/31

interface ethernet1/1
description p2p-to-Spinel
ip address 10.1.1.3/31

interface m
descript.
ip mnn 2.2.2. x/:z

— (s
1oopbackd

n-.m.m- iption rer-id

ip address Losiouas.a1/32 ip address 10.10.10.22/32

BRKDCN-2946

iption vtep-address
ip address 2.2.2.2/32

e
router bgp 65001
router-id 10.10.10.21
neighbor 10.10.10.11
remote-as 65001
update-source loopback0
address-family 12vpn evpn
send-community
send-community extended
vrf Tenant-1
address-family ipv4 unicast
advertise 12vpn evpn
evpn
vni 10011 12
rd auto
route-target import auto
route-target export auto
interface Vl1anlO
no shutdown
vrf member Tenant-1
ip forward
interface Vlanll
no shutdown
vrf member Tenant-1
ip address 10.0.11.1/24
fabric forwarding mode anycast-gateway
interface nvel
no shutdown
source-interface loopbackl
host-reachability protocol bgp
member vni 10000 associate-vrf
member vni 10011
mcast-group 239.0.0.11

—_—
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Levels of Complexity - NXOS Modules

o

router bgp 65001
> nxos_feature router-id 10.10.10.21
> neighbor 10.10.10.11
; remote-as 65001
> nxos 13 in terface ANSIBLE update-source loopback0
feature bgp - . = address-family 1l2vpn evpn
feature interface-vlan > nxos_J.n terface_ospf send-community
feature vn-segment-vlan-based - send-community extended
feature nv overlay > nXOS_le_rp_addreSS vrf Tenant-1
nv overlay evpn > address-family ipv4 unicast
vlan 10 advertise 12vpn evpn
vn-segment 10000 > nxos evpn global evpn
vlan 11 - - vni 10011 12
vn-segment 10011 > nxos bgp rd auto
route-target import auto
ip address 10.10.10.21/32 > nxos _bgp af route-target export auto
ip router ospf UNDERLAY area 0 > nxos—bgp—nelg or
> nxos bgp neighbor af
ip address 2.2.2.1/32 - - - ip forward
> nxos vlan
ip router ospf UNDERLAY area 0 > -
> ip address 10.0.11.1/24
>
>
>
> nxos evpn vni
> nxos config _—

Lt/ /
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Levels of Complexity — NDFC Controller

cisco L{{@/

%
I

Easy Button

..))

BRKDCN-2946
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Primary VXLAN EVPN Fabric Modules

L NN ‘ cisco.dcnm.dcnm_rest
/~ \\
(S S \

|

|

f
ol

\‘ cisco.dcnm.inventory
\

\
‘| cisco.dcnm.vrf
i
' 1 . cisco.dcnm.network
]
T (O e /

/’ ‘ cisco.dcnm.interface
\\\ ,,/
N\ V4 5
e @ 1o i pigin

-~ -

Cisco M‘/ BRKDCN-2946
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Ansible Directory Structure

& ansible Where to do it
—’ inventory.yml
@y group_vars Data to do it
— /@ roles
R How to do it
vxlan.yml

What to do
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.
Ansible Inventory

# main inventory file

: all:
_» N . vars:
|r1\/EEr]tC)r§/_\/rT]| """""""""""""""""""""""""" ' ansible connection: ansible.netcommon.httpapi
ansible user: ”“ndfc username"
ansible password: “ndfc password"
me 4 gI’OUp_VBI’S ansible network os: cisco.dcnm.dcnm

children:

liii’ EarHSit”EB g .......................................... >

ndfc:

_’- rO|eS hosts:
10.15.0.11: - Connection

e vxlan.yml doam: information
osts:
10.18.1.14: for NDFC
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.
Ansible Playbook

-y anSIble # main NDFC playbook
A
—> inventory_ym| - name: Build VXLAN EVPN Fabric on NDFC
hosts: ndfc
— /oy group_vars gather facts: false
_»- roleS roles:
- fabric
2R - inventory
Vxlan.yml ............................ ; _ Qverlay
R > - interfaces
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Where to do it

Ansible Playbook Relationships

&y ansible

N pre————————————s > # main inventory file
—> TV ARTFA VA
inventory.yml L
L . . vars:
# main playbook ansible connection: ansible.netcommon.httpapi
— @y group_vars -
- ansible user: “ndfc username"
- hosts: ndfc, |[dcnm ansible password: “ndfc_password"
_’- r0|eS gather facts: false hérllcsiible_network_os: cisco.dcnm.dcnm
- children:
N ndfc:
—> Vxlan ml .................................. > roles: hosts: NDFC
y - fabric 10.15.0.11: Group
- inventory 10.16.0.14:
e

- interfaces hosts: DCNM
10.18.1.14:
Group
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How to do it

Ansible Roles - Tasks

B ansible | VRFs | VRF-Lite |
_ t I Devices ][ Roles [Networks ][ vPC ]
- Inventory.ym

i oy
— @ roles
T fabric e
B IRt T I —— " Ethemet || wPC
T Overlay Loopback || PortChan
B interfaces —reeemn

L 5 VXlanyml . Interfaces
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ﬁﬁ Workflow Step1: Create VXLAN Fabric

General . C@\
Replication —
Parameters -

Flow Monitor vPC

Fabric Object

Boostrap Protocols

/Il\
§
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el Nexus Dashboard # Fabric Controller

ﬁ Workflow Step1: Create VXLAN Fabric

Create Fabric

[ Actions ~ ]

Create Fabric Fabric Name

| fabric-stage

Edit Fabric

Delete Fabric Pick Fabric
Data Center VXLAN EVPN >

General Parameters Replication vPC Protocols Advanced Resources Manageability Bootstrap Configuration Backup Flow Monitor

BGP ASN*
[ 1-4294967295 | 1-65535[.0-65535] It Is a good practice to have a unigue ASN for each

Fabric.

Enable IPv6 Underlay
D If not enabled, IPv4 underlay Is used

Enable IPvE Link-Local Address
If not enabled, Spine-Leaf interfaces will use global IPvE addresses

Fabric Interface Numbering®

[ pZp A Nurnbered (Point-te-Point) or Unnumbeared
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How to do it

Ansible Roles - Tasks

&y ansible e > @ roles/fabric/tasks/main.yml

# tasks file for roles/fabric

e inventory.yml

* Creates Fabric

- name: Get Fabric List
cisco.dcnm.dcnm rest:

— /gy Jroup_vars - method: GET * Uses json_data to pass in
: |mmm——————— » path: ”{{ fabric.gpath }}” .
_>E I’O|eS register: create fabric payload key/value palrs

=/ 4 fEit)Fk: ..............
—[@w inventory

- name: Create Fabric

vars:

payload:

BGP AS: ”{{ fabric.asn }}”

cisco.dcnm.dcnm rest:

method: POST

path: “{ fabric.cpath }}” €¢=-==————ccmm i

json_data: ”{{ payload | to_json }}”
when: create fabric flag

— /mw overlay

— & interfaces

— vxlan.yml

w / ——=- /appcenter/cisco/ndfc/api/vl/lan-fabric/rest/control/fabrics/{{ fabric.name }}/Easy_Fabric
c 1 S co &. BRKDCN-2946 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 73
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How to do it

Ansible Roles - Tasks

&y ansible

e inventory.yml
— /gy J9roup_vars

— @ roles

— @ inventory

— /mw overlay

— & interfaces

— vxlan.yml
cisco L{{@/

— /@ fabric

oo W& roles/fabric/tasks/main.ymi

- name: Intialize create_fabric_flag
ansible.builtin.set_fact:
create_fabric_flag:

- name: Check If Fabric Exists
ansible.builtin.set_fact:
create_fabric_flag:
when: item.fabricName == fabric.name
loop: "{{ create_fabric_result.response.DATA }}"
loop_control:
label: "{{ item.fabricName }}"

- name: Check If Fabric Exists Log
ansible.builtin.debug:
msg: "Fabric {{ fabric.name }} Already Exists”
when: not create_fabric_flag
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el Nexus Dashboard . Fabric Controller -

17 Workflow Step2: Add Inventory

Leaf1 Leaf2 Leaf3 Leafd

192.168.1.1 192.168.1.2 192.168.1.3 192.168.1.4
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el Nexus Dashboard # Fabric Controller

cisco

ﬁ Workflow Step?2: Add Inventory

Fabric Overview - fabric-stage O ? — X

Overview Switches Links Interfaces Interface Groups Policies Networks VRFs Services Event Analytics History Resources

Filter by attributes

Add Switches

D Switch IP Address Role Serial Number  Mode Config Status Oper Status Discovery Status  Model VPC Role VPC Peer Praview

Deploy

staging-leaf1 10151012 Leaf 9QRB2LQLD3H { “@D Major N9K-C9300v Primar staging-leaf:

D o © cm Y ing Discovery >
[0 staging-leafz 10151013 Leaf scucoszcars  (JIERD) © Major (@ o) NOK-CO300v Secondary  staging-leaf] S€tFRole

vPC Pairing
[ staging-leafs 10151014 Border soizvurkeoz  (JTED) Minor D NSK-CO300v oRlAceses Patn
[ staging-spine1 1015101 Spine ge2200esres (D) aD Minor D NOK-CO500v S —

@ bscr O Seotsvze. ) Freroviie
Soed Switch Dutais

@ L2230 o RIOI0AD00" 22220,

() neneciingths it s o he condiguess, on sadte o3l

c1sco 'p/_/
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.
Ansible Roles - Tasks

&y ansible

e inventory.yml
— /gy J9roup_vars

e D> E roles/inventory/tasks/main.yml

# tasks file for roles/inventory

: - name: Add Fabric Devices
—> E roles cisco.dcnm.dcnm_inventory:

: fabric: ”{{ fabric.name }}”
: state: merged

L) I ; config:
- fabrIC —stéd_ip: 192.168.1.1 ° AddS deViceS to the
_’r. Inventory ........... ; role: spine fabric

< credentials >
- seed ip: 192.168.1.2 . .
— /mw overlay role: leaf » Defines role in the fabric

< credentials >

r H - seed ip: 192.168.1.4
— - Interfaces roleT border
N < credentials >
— vxlan.yml poap:
- serial number: 2A3BCDEFJKL

w / <snip>
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Reference Slide

Add Devices To Fabric B -

@ Invoke module call to cisco.dcnm.dcnm_inventory
- Specify target Fabric Name

______________________________

.................... . Conflg parameters
- Credentials to access each switch device and set role
- Wipe or preserve exiting device config

/
- name: Add switches to fabric {{ fabric.name }} ﬁﬁ Q\

cisco.dcnm.dcnm_inventory:
fabric: "{{ fabric.name }}"
.................... .‘ config:
- seed ip: 192.168.1.1
auth proto: MD5 # choose from [MD5, SHA, MD5 DES, MD5 AES, SHA DES, SHA AES]
user name: "{{ switch username }}"
password: "{{ switch password }}"
max_hops: 0
role: leaf # choose from [spine, leaf]
preserve_config: False /

ANSIBLE

— —
_-— O - - . . .

o = = = =

A S
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.

-

Add Devices To Fabric

~@ Power On Auto Provisioning Support

POAP

- Same module with poap: config block

Reference Slide

Spine2 \

e  EEE EE— E - EE— EE S EEE B S S EEE S S EEE S S EEE S S EEE S S EEE S S S S S EEE S S B S S S S S B S e

T X

e
- name: Add Switch Fabric Using POAP

cisco.dcnm.dcnm_inventory:

fabric: "{{ fabric.name }}" ANSIBLE
state: merged # Only 2 options supported [merged, query] for poap config
config:
- seed _ip: 192.168.1.4
{.}
. poap:
- serial number: 2A3BCDEFJKL
model: 'NY9K-C9300v'
version: '9.3(7)'
hostname: 'POAP_SWITCH'
image policy: "poap_image policy"
config data:
modulesModel: [N9K-X9364v, N9K-vSUP] /
\ gateway: 192.168.0.1/24 7

uscoéz{@

BRKDCN-2946
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el Nexus Dashboard . Fabric Controller -

cisco

ﬁﬁ Workflow Step3: Add Overlay - VRFs

~
\
: £
I — 1
'( L3 VRF VNI 470000 |
| I
I [
| |
| I
| |
\ /4
\ y - 14 N Y :
Leaf1 Leaf2 Leaf3 Leafd
192.168.1.1 192.168.1.2 192.168.1.3 192.168.1.4
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il Neyus Dashboard

cisco

Fabric Controller ~

Workflow Step3: Add Overlay - VRFs

VRF Overview - CL-VRF1

Create VRF

(ewen

| az0000

[ 2058

General Parameters

Advanced Route Target

Overview VRF Attachments

VRF Info

VRF Name

CL-VRF1

Fabric N

fabric-stage

cisco L{{{o//

Attached Roles Association

Networks

VRF ID

470000

VRF Temg e
Default_VRF_Universal

VRF Ex
Default_VRF_Extension_Universal

on Template

BRKDCN-2946

VRF Status

DEPLOYED
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.
Ansible Roles - Tasks

& =nsible
N e > E roles/overlay/tasks/main.yml
inventory.yml|l

# tasks file for roles/overlay

&y oroup_vars
; - name: Add Overlay VRFs
E roles cisco.dcnm.dcnm vrf:

fabric: ”"{{ fabric.name }}”
state: replaced

E fabric cor-lf\irgé_name: CL-VRF1 * Creates VRF objects
[ 4 inventory vrf_id: 470000
E voan_idi 2059 « Attaches and deploys

: attach:
E overlay - 192.168. VRF config to all fabric
leaf devices

- 192.168.
- 192.168.

& interfaces D hEeee

A <snip>
vxlan.yml
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Create and Deploy VRF Objects ~— — 7

L3 VRF VNI 470000

@ Invoke module call to cisco.dcnm.dcnm_vrf

- Supported states: merged, replaced, overridden \ | }
LT =] 0 =)

I
I
I
I
I
I
1
1
1

........................ ‘ Supports a “St Of VRFS

Supports a list of Devices for Attach and Deploy

pr = m mm o e e Em Em Em Em Em e e Em Em Em Em Em Em Em S Em em Em Em Em Em Em Em EE Em em em Em Em Em e e e e e ~

/ - name: Add VRFs to Fabric \
[ cisco.dcnm.dcnm vrf: ﬁﬁ e \
| fabric: "{{ fabric_name }}" I
| state: merged ANSIBLE |
.......... I’ config: I
I - vrf name: CL-VRF1 I

vrf _id: 470000

I vlan_id: 2055 |
l attach: |
| - 192.168.1.1 |
| - 192.168.1.2 I
\ - 192.168.1.3 /
Semo oo ZBZAENA e .

c 1 S co M- BRKDCN-2946 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 83



ﬁﬁ Workflow Step4: Add Overlay - Networks

L2VNI 7000

— o o o . . . .y

Leaf1 Leaf2 Leaf3 Leafd

192.168.1.1 192.168.1.2 192.168.1.3 192.168.1.4
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el Nexus Dashboard # Fabric Controller

cisco

ﬁ Workflow Step4: Add O

Network Overview - CL-NET7000

Create Network

Overview Network Attachments VRF

Network Info
| cL-ner7o00 Network Name Network ID
CL-NET7000 7000
O
- Fabric Name VLAN ID
(cLvRa ‘ [ crese v | fabric-stage 88
7000
- Interface Group IPv4 Gateway
NA NA
o )

Attached Roles Association

3 W border 1
W leaf 2

c1sco 'p/_/

VRF Name
CL-VRF1

Network Template
Default_Network_Universal

|Pv6 Gateway
NA

verlay - Networks

EBo - x

Network Status

Status

Network Extension Template W DEPLOYED 3
Default_Network_Extension_Universal

Mcast Group
239111
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.
Ansible Roles - Tasks

& =nsible
N e > E roles/overlay/tasks/main.yml
inventory.yml|l

# tasks file for roles/overlay

&y Croup_vars
: - name: Add Overlay Networks
E rO|eS cisco.dcnm.dcnm network:

fabric: ”"{{ fabric.name }}”
state: overridden

& fabric S ot name: cnnzrrooo [l * Creates Network objects
E Inventory vrf_r.lame: CL-VRF1
pet_idi 1050 « Attaches and deploys
] overlay <snip> Network config to fabric
_ atfaig; les 1.2 devices to leaf2 and
lm» interfaces D 1oz.nes.t 2 leafd

vxlan.yml
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Create Network Objects

L3 VRF VNI 470000

. E L2 VNI 4000
---------------------------- ® Invoke module call to cisco.dcnm.dcnm_network :
- Supported states: merged, replaced, overridden ™ ’

GG ) )

= -

......................... . Supports a ||St Of NetWOFI(S

Supports a list of Devices for Attach and Deploy

/ - name: Add Networks \
[ @ cisco.dcnm.dcnm network: ﬁﬁ e \
| fabric: "{{ fabric_name }}" |
| state: merged AREIREE
| config: |

__________ l. - net_name: CL-NET4000 - net name: CL-NET7000 I
vrf name: CL-VRF1 vrf name: CL-VRF1
I net_id: 4000 net_id: 7000 I
| vlan_id: 55 vlan id: 88 |
l attach: attach: |
| - 192.168.1.1 - 192.168.1.2 I
\ - 192.168.1.3 - 192.168.1.4 ]
SN— 8ttt bttt bbbt "t " 8"t b e 7
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How Does One Merge A Sandwhich?

Initial State Merged State

Merge Operation
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A Word About Module States - (Merged)

“/>| Playbook NDFC Before Merge NDFC After Merge
/\/RF1 @ /VRF1 @ QRH @
Property A Property A Property A
State: Merge> Merge >
Property D Property C Property C
/ /
Other VRFs Property D/
Untouched
Other VRFs
Untouched
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Who Is The Source Of Truth?

It's Me!

ANSIBLE
cisco L{{@/ BBBBBB 2046



How Does One Replace A Sandwhich?

Desired State Actual State Replaced State

Replace Operation

Gk -1
o,

Cisco W./ BRKDCN-2946 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 91



A Word About Module States - (Replaced)

@ Playbook

/\/RF1

AAAAAAA

Property A

NDFC Before Replace

Property D
/

State: Replac}

Source of Truth
Ly

GRF’I

Property A

R

—G—

NDFC After Replace

Property C j

Other VRFs

Untouched

BRKDCN-2946

Replace >

7o)
(VRF1 o

Property A

PSR

Property D W,

Other VRFs

Untouched
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How Does One Override A Sandwhich?

Desired State Actual State Overridden State

1

e 5
> E
‘ | @
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A Word About Module States - (Overridden)

NDFC Before Overridden NDFC After Overridden
2 Playbook (VRF1 G (VRF1 3R
(VRF1 @ Property? Property?
Property A Property B Property B
Property B Property D / O Property D )/
Property D ) VRF2 @
State: Overridden P % Override
(VRFS e roperty
AAAAAAA Property B
Property A Property C 7 Property C >~O
Property B . - AR
Property C) VRF3 @ VRF3 %&%
Property A Property A
>ource of Truth Property B Property B
Property D J Property C
cisco L{{@/
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Reference Slide

ﬁﬁ Workflow Stepb: Configure Host Interfaces

— o o o . . . .y

Leaf1

L2VNI 7000

(-

Leaf2

Host
Eth 1/1
Access VLAN 88

Leaf3

BRKDCN-2946

Leafd
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Reference Slide

How to do it

Ansible Roles - Tasks

&y ansible

e inventory.yml
— /gy J9roup_vars

o >E roles/interfaces/tasks/main.yml

# tasks file for roles/interfaces

: - name: Add Overlay Networks
—>E roles cisco.dcnm.dcnm_interface:
§ fabric: ”"{{ fabric.name }}”
state: merged

'*’4‘.' f ri E config: .
abric 5 e « Configure Access

— @ inventory type: eth Ethernet Interface

profile:

: admin_state: true
— /mw overlay mode: access « Deploy changes to leaf2

: access_vlan: 88
<snip>

— /@ interfaces 5 ent

N - 192.168.1.2
— vxlan.yml
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~y

/

Conflgure Host Interfaces

7

@

-
- name: Add Networks
cisco.dcnm.dcnm_interface:
fabric: "{{ fabric_name }
state: merged
config:
- name: "ethl/1"
type: eth
switch:
- 192.168.1.2 @
deploy: true
profile:
admin_state: true
mode: access
speed: 'Auto'
bpdu guard: false
port_ type fast: true
mtu: Jjumbo
access_vlan: 88 .
cmds:
- no shutdown
description:
~

"VLAN 88 Access"

L3 VRF VNI 470000

L2 VNI 4000

L2VNI 7000

Reference Slide

G+ ()

(=)

(]

Invoke module call to cisco.dcnm.dcnm_interface

Configure and assign access vilan for host facing
interfaces on leaf devices

BRKDCN-2946
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Putting It All Together

roup_vars/ndfc.yml
inventory.ym| vxlan.ym| — ’. roles/overlay/tasks/main.yml - group_ / y

# main inventory file # main playbook - # var file for leafs group
# tasks file for roles/overlay | fabric:
all: - hosts: |ndfc, |dcnm = - name: fabric-stage
<snip> gather facts: false - name: Configure Overlay VRFs asn: 5588
children: cisco.dcnm.dcnm vrf: cpath: ”/appcenter/{..}”
ndfc: }e roles: fabric: |”{{ fabric.name }}” l—
hosts: - fabric state: overridden networks:
10.15.1.11: - inventory config: - net_name: CL-NET4000
10.15.1.12: - - vrf name: CL-VRF1 vrf name: CL-VRF1
- interfaces vrf_id: 470000 net _id: 4000
hosts: <snip> vlan id: 55
10.15.1.13: attach:
10.15.1.14: - name: Configure Overlay Networks - 192.168.1.1
10.15.1.15: cisco.dcnm.dcnm network: - 192.168.1.3
fabric: |”{{ fabric.name }}” |— ~ net_name: CL-NET7000
state: replaced vrf name: CL-VRF1
config:|“{{ networks }}” net_id: 7000
vlan id: 88
attach:
- 192.168.1.2
W / - 192.168.1.4
Cisco &~ BRKDCN-2946 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 98



Reference Slide

Create VXLAN EVPN Fabric

------------------------ @® Ansible Task Description

|
I
I
1
I
1
1
I
I

----------------- ® Fabric Variables - Overrides Default Values

- Set BGP Autonomous System

- Green Field Fabric - Impacts Device Reload
- Use CLI instead of Profiles

', .— name: Create Fabric {{ fabric.name }} on NDFC ﬁﬁ a\‘
= R ' vars: I
payload: ANSIBLE
| BGP_AS: "{{ fabric.asn }}" I
| GRFIELD DEBUG_FLAG: "Enable" [
1 OVERLAY MODE: " cli" |
| |
| |
I |

-~
~
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Create VXLAN EVPN Fabric

-@ Invoke module call to cisco.dcnm.dcnm_rest
- Stop gap module - Invoke any NDFC REST API
- Use when intent module not available
- Fabric module on the roadmap

Important Note: Does not check error conditions

o e e e e o e e e e e - —
’ - name: Create Fabric {{ fabric.name }} on NDFC
vars:
payload:

BGP_AS: "{{ fabric.asn }}"

GRFIELD DEBUG_FLAG: "Enable"

OVERLAY_MODE: "eli"

. cisco.dcnm.dcnm_rest:

method: POST

R —

json_data: "{{ payload| to_json }}"
ignore_errors: true

N
CISCO M‘/ BRKDCN-2946

path: "/appcenter/cisco/ndfc/api/vl/lan-fabric/rest/control/fabrics/{{ fabric.name }}/Easy Fabric"

Reference Slide

4 \
VPC

VP Bootstrap

I |
1 I
1 I
1 I
1 1
1 I
1 1
1 I
| I

Fabric Object
arla Resource
Overlay i
Underlay 0AM
/

\

ANSIBLE

_-— O - - . . .
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ﬁﬁ Workflow Step5: Extend The Fabric

L2VNI 7000

— o o o . . . .y

External
Leaf2 Leaf3 Leafd Fabric

Leaf1

(-
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ﬁﬁ Workflow Step6: Configure vPC

Leaf1 O Leaf2 Leaf3 Leafd
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Reference Slide

/

Enable vPC Peer Link -

---------------------------- @® Payload specifying each peer serial number
- useVirtualPeerLink set to false - use physical link

______________________________

@ Invoke module call to cisco.dcnm.dcnm_rest
- useVirtualPeerLink set to false
- Use POST method and vpcpair path + Payload

/.f ——————————————————————————————————————————— ~.\
[ 2 name: create VPC peer on leaf {{ leafl ip }}|{{ leaf 2.ip }} ﬁ e
‘ vars: ﬁ
payload: ANSIBLE
peerOneld: "{{leaf_ sws.response[0].serialNumber}}"
peerTwold: "{{leaf_ sws.response[l].serialNumber}}"

useVirtualPeerlink: false

. cisco.dcnm.dcnm rest:
method: POST
path: "/appcenter/cisco/ndfc/api/vl/lan-fabric/rest/vpcpair"
json_data: "{{ payload | to_json }}"

ignore_errors: true

— o — —
- o o o o o . e

o =
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/

Sm EEE EE E— O S B S S B S RS S S S E—

Conflgure vPC Interfaces

-
/

-

- name: Configure vPC Interfaces
cisco.dcnm.dcnm_interface:
fabric: "{{ fabric.name }}"
state: merged
config:

- name: ethl/8
type: eth
admin_state:
switch:

- "{{ leafl.ip }}"
profile:

mode: trunk
name: ethl/9
type: eth
admin_state:
switch:

- "{{ leaf2.ip }}"
profile:

mode:

true

true

s s e e e e e e e e e s

trunk

i A N

ansisre ¢
-

Reference Slide

Invoke module call to cisco.dcnm.dcnm_interface
- Supported states: merged, replaced, overridden

Supports a list of different types of interfaces
- Ethernet, Loopback, FEX, PortChannel
- Sublnterfaces, VPC

VPC Interfaces

Setup using Ethernet Interfaces
Specify Leaf IP

Use Trunk Mode Profile
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Transparent NDFC/DCNM Controller Support

E -
- :
' + Ansible  Version 11
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NDFC Collection Modules - Toolbox

https://galaxy.ansible.com/cisco/dcnm Iﬁ

12 Modules

Module Name Purpose

cisco.dcnm.dcnm_rest General Do Anything Module

cisco.dcnm.dcnm_inventory Add Devices To Fabric
cisco.dcnm.dcnm_interface Configure Fabric Interfaces
cisco.dcnm.dcnm_vrf Add Overlay VRFs
cisco.dcnm.dcnm_network Add Overlay Networks / VLANs
cisco.dcnm.dcnm_template Create Custom Templates
cisco.dcnm.dcnm_policy Create Policies Based On Templates
cisco.dcnm.dcnm_links Manage Fabric Links
cisco.dcnm.dcnm_resource_manager Manage Fabric Resources
cisco.dcnm.dcnm_service_node Manage Service Nodes

cisco.dcnm.dcnm_service_policy Manage Service Policy
cisco.dcnm.dcnm_service_route_peering Manage Service Route Peering
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VRF-Lite Support

~@ Attach Using Specfic Device for VRF-Lite

------------------- @® Specify Peer VRF and Network Parameters

7

~

- - - o

\

{ ..}

config:

{ ..}

attach:
- 192.
.168.0.2

- 192

vrf

uscoéz{@

- name: Add VRFs to Fabric
cisco.dcnm.

dcnm_vrf:

168.0.1

lite:

peer vrf: CL VRFl # peer vrf is mandatory
interface: Ethernetl/16 # optional

ipv4_addr: 10.33.0.2/30 # optional

neighbor ipv4: 10.33.0.1 # optional

ipv6_addr: 2010::10:34:0:7/64 # optional
neighbor ipv6: 2010::10:34:0:3 # optional
dotlqg: 2 # dotlg can be got from dcnm/optional

- e e e e Ee o Em e e e o EE o e S M S e BEm EEm EEm B EEm BEm EEn BEm S EEm B EEm Bam EEm Eam B EEm Eam e e

BRKDCN-2946

Reference Slide

’ )

L3 VRF VNI 470000 &

L2 VNI 4000
L2VNI 7000

[ Leaf1 ] ) [ Leaf2 ] [ Leaf3 ] l Leafd ] E;.:Zmucal

o EEE Emm Emm Emm EEm EES S S EEm EEm EEE EEm B S SEm SEm SEm Smm EEm B S SEm Em SEm Smm Mmm REm R S Em SEm Gmm Mmm Mmm R S Ee e e e

Tf@\

ANSIBLE

/

7/
-
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-

\

Reference Slide

Custom Templates and Policies

/‘
- name: Create Telemetry Template ﬁ @ content: |
cisco.dcnm.dcnm_template: e ‘ _____________ . telemet.:r¥
state: merged | deleted | query certificate /bootflash/telegraf.crt telegraf
config: 1 destination-profile

- name: template_telemetry 1 use-vrf management
description: ”Telemetry Base Template" | destination-group 101
tags: "internal policy 101” I ip address 10.195.225.176 port 57101 protocol gRPC..
content: | (config content follows) . -------------- i sensor-group 101

data-source DME
| path sys/ch depth unbounded
- name: Create Telemetry Policy I subscription 101
cisco.dcnm.dcnm policy: | dst-grp 101 snsr-grp 101 sample-interval 10101
fabric: "{{ ndfc_fabric_name }}" |
state: merged | deleted | query |
deploy: true |
config:

- name: template telemetry I T T AR T T S == ————===
create_additional policy: false I | LN 1 :
priority: 101 I i L3 VRF VNI 470000 !

- switch: [} AR L2 VN 4000 i
- ip: ”{{ device_leafl}}” @ 7 | ;

/ N - ’
N e 27 o] [ [ [
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Cl/CD Pipeline
Demo
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NDFC & GitLab

Feature
Update
Branch
{ \ @
Main
Branch

ANSIBLE

cisco L{{@/

4

CI{CD Continuous Integration

N

~

Continuous Delivery

1
1
1
1
1
. 1
Staging :
Merge/Pull ! /
Request - ( =< ] - |
1
1
1
1
\Lint Deploy Test j

L RN

Prod

T

Deploy Test

~

Ro

Merge

NetDevOps!

BRKDCN-2946
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Ansible for NXOS and NDFC

. Install Ansible and cisco.nxos and cisco.dcnm Ansible Collections

. Session Code (https://github.com/mtarking/BRKDCN-2946)
« Full Examples from the Session and More

- Play with module examples
https://github.com/ansible-collections/cisco.nxos/blob/main/docs/cisco.nxos.nxos_bgp_module.rsthexamples

https://github.com/CiscoDevNet/ansible-dcnm/blob/develop/docs/cisco.dcnm.dcnm_inventory_module.rstHexamples
- Play with roles (https://github.com/allenrobel/ndfc-roles)
- Think big ..... Start small
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https://github.com/mtarking/BRKDCN-2946
https://github.com/allenrobel/ndfc-roles

More information — Other sessions/labs

- DEVWKS-3928: Build VXLAN Fabric with NDFC and Ansible
- LABDCN-2229 (Ansible for VXLAN EVPN Fabric Automation)
- DEVNET-2117 (CI/CD Pipelines for Infrastructure Automation)

- BRKDCN-2929 (Simple VXLAN/EVPN Fabric Setup with Nexus
Dashboard)

- BRKDCN-1619 (Introduction to NDFC: Simplifying Management of
Your Data Center)

- BRKDCN-2988 (Design, Automate, and Manage Next-Gen Data
Center VXLAN BGP EVPN Fabric with NDFC)
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More information - Ansible

- https://www.ansible.com/resources/get-started

- https://docs.ansible.com/ansible/latest/collections_guide/index.html

- https://galaxy.ansible.com/cisco/dcnm

- https://galaxy.ansible.com/cisco/nxos

- https://developer.cisco.com/docs/nexus-as-code/#!nx-os-with-ansible

- https://developer.cisco.com/docs/nexus-as-code/#!ndfc-with-ansible
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