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What is ServiceNow?

• The Now Platform, a PaaS/SaaS platform for:

• IT Services Management (ITSM)

• IT Operations Management (ITOM)

• IT Business Management (ITBM)

• Large Ecosystem of Partners and Integrations

• Build around data and workflows
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ServiceNow Capabilities

Incident Management

Problem Management

Change Management

Configuration Management Database (CMDB)

Service Catalog
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Why ServiceNow and Cisco DC Networking?

• Enhance ServiceNow CMDB data with product specific information

• Automate Incident Management but creating Incidents from 
network events and alert

• Enrich Incidents with deep insights to speed up recovery

• Reduce MTTR by aggregating information in one location

• Increase IT efficiency by streamlining processes

• Provide a self-service experience
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The ServiceNow Architecture
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The ServiceNow Architecture
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The ServiceNow Store
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Cisco DC Networking ServiceNow Integrations
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ACI Cloud ACI NDO

Nexus Dashboard Insights

Nexus 9K

Cisco ACI Application

ACI Cloud ACI

Cisco ACI Orchestration
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Cisco DC Networking ServiceNow Integrations
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ServiceNow Release Compatibility

• ServiceNow release a new version every 6 month

• Keep N-2 supported at any time

• Current Supported Releases:

• Tokyo

• Utah

• Vancouver

• Next Release: Washington DC
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How are Apps deployed?
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How are Apps deployed?
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Use Case #1: ServiceNow as a Centralized CMDB

• Inventory switches, interfaces, logical components (Tenant, VRF, …)

• Create relationship between logical and physical components

• Create relationship with ServiceNow native classes

• Backup configurations of switches and controllers
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Guided Setups
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Create a Configuration

• Give it a Name

• Select a Mid-Server (must be already configured and Up)

• Provide the IP/Hostname

• Provide Credentials
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Configuration for NDO
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Configuration for NDO
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Configuration for ACI
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Configuration for NDFC
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Configuration for Nexus 9k
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Discovery

• Two scheduling mechanisms:

• Scheduled Job

• at scheduled intervals

• configured in the Scheduled Job menu

• On Demand

• via the Discovery button in the Configuration

• For ACI, two types of Discovery

• Full Discovery

• Incremental Discovery
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NDO Inventory Data in the CMDB
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NDO Inventory Data in the CMDB
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Detailed view of a NDO Schema CI
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Detailed view of a NDO Schema CI
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Detailed view of a NDO Schema CI
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Dependency tree visualization
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NDFC and ACI Inventory Data in the CMDB
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Detailed Related Item for Switches
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Dependency tree visualization for Switches
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ACI EPGs Inventory Data in the CMDB
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Detailed view of an ACI Schema CI
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Naming Convention for Imported CI
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Custom Relationships
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NDO Dashboard
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NDO Dashboard
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ACI Dashboard
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ACI Dashboard
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NDFC Dashboard
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NDFC Dashboard
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Use Case #3: Automated Ticketing

• Collect Alerts, Health and Faults from ND Insights, NDFC and ACI.

• Create a ServiceNow Incidents (also called tickets) automatically 
based on a condition

• Assign Incidents to specific teams depending on a condition 
automatically

• Close Incidents automatically when a condition is met
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Collect the data into ServiceNow

• Collect:
• Alarms from NDFC

• Anomalies and Advisories from ND Insights

• Faults and Health from ACI

• Only collect needed item with the collection criteria
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How does the collection works
Taking ND Insights as an example
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NI detects an Anomaly

SNOW Integration pull NI 
REST API at regular 

interval

1

2 4

SNOW integration creates 
ticket using SNOW API

User configures 
Anomaly triggers

on ServiceNow App
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Configuration for ND Insights
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ND Insights Collection Criteria
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Detail view of a ND Insights Anomalies
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Detail view of a ND Insights Anomalies
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ND Insights Anomalies Dashboard
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ND Insights Anomalies Dashboard
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ND Insights Advisories Dashboard
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ACI Collection Criteria
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Health and Faults in ServiceNow
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Health
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NDFC Collection Criteria
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NDFC Alarms in ServiceNow
Converged App
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Creating and Assigning an Incident

• Define at least one matching Creation Criteria

• Condition can use any fields from the “Event” object (Alarms, Anomalies, 
Advisories, Health and Faults)

• Define an Assignment Group Criteria to assign a specific group to 
handle the automatically created Incident

• Define a Severity Criteria of an Incident

• Set the Urgency and Impact values based on a condition

• All configurations are done from the Configuration CI
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ND Insights Criteria’s and Conditions
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Creating and Assigning an Incident
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An Automatically created Incident
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Map specific fields in an Incident
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Automatically close an Incident

• Define a Closure Criteria to automatically close a ticket

• When the Closure condition is met, automatically set a Resolution 
Code and Resolution Notes
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Use Case #4: Service Catalog and Orchestration

• To create a Service Catalog, ServiceNow need a way to modify the 
configuration of the device it targets

• 3 Ways to make it happens:

• Use a ServiceNow native workflow action packs

• ACI Orchestration provide a Workflow Editor Orchestration Activities Pack

• Cisco DC Networking Inventory App has the same Activities Pack for Flow Designer

• Integrate ServiceNow with Ansible

• Integrate ServiceNow with Terraform
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Use Case: Service Catalog and Orchestration

• To create a Service Catalog, ServiceNow need a way to modify the 
configuration of the device it targets

• 3 Ways to make it happens:
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ServiceNow as a Service Catalog for Automation
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ServiceNow Native Workflow Solutions
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Workflow Editor Flow Designer

ACI Orchestration Activities Pack Cisco DC Networking Management
Activity Pack
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ACI Orchestration Workflow Editor Activity Pack
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ACI Orchestration Workflow Editor Activity Pack
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ACI Orchestration Workflow Editor Activity Pack
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ACI Orchestration Workflow Editor Activity Pack
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An ACI Automation Flow in Flow Designer
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An ACI Automation Flow in Flow Designer
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Flow Designer Actions
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Integrating ServiceNow with Ansible
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What is Ansible?

77

• Open-source Configuration Management Tool

• Commercial support from RedHat

• Declarative (when possible) and idempotent

• Can manage a wide range of systems: 

• VMs, network devices, cloud instances, etc.

• Agentless

• Python server-side dependencies
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Cisco DC Networking Collections
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All Cisco collections can be found here: https://galaxy.ansible.com/cisco/

ACI
Cloud / Onprem

Nexus 
Dashboard 

Fabric Controller

Nexus 
Dashboard

Cisco NXOS

cisco.nxos cisco.aci cisco.dcnmcisco.nd
cisco.mso
cisco.nae

https://galaxy.ansible.com/cisco/
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Integrating ServiceNow with Terraform
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What is Terraform?

• Open-source Infrastructure 
Provisioning Tool

• Commercial support from HashiCorp

• Declarative and idempotent

• Immutable infrastructure concept

• Can manage a wide range of systems: 

• VMs, network devices, cloud instances, etc.

• Agentless, single binary file

• Zero server-side dependencies
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ACI
Cloud / Onprem

Cisco DC Networking Terraform Providers
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Nexus 
Dashboard 

Fabric 
Controller

Nexus 
Dashboard 

Orchestrator

All Cisco providers can be found here: https://registry.terraform.io/search/providers?namespace=CiscoDevNet

CiscoDevNet/aci CiscoDevNet/mso CiscoDevNet/dcnm

https://registry.terraform.io/search/providers?namespace=CiscoDevNet
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Key Takeaways

• Cisco DC Networking has a 
deep integration with 
ServiceNow

• The new DC Networking 
Inventory Integration will 
bring a lot of new features 
and capabilities

• ACI, NDFC, NDO, N9K, 
NDI, they can all be 
integrated with 
ServiceNow
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