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- What/Why/How of
ServiceNow?

- Cisco DC Networking
Integrations

- Use cases
- ServiceNow as a Centralized CMDB
- Centralized Dashboards
- Automated Ticketing
- Service Catalog and Automation

- Recap and next steps

BRKDCN-2969 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



What is ServiceNow? servicenow.

- The Now Platform, a PaaS/SaaS platform for:
- IT Services Management (ITSM)
- IT Operations Management (ITOM)
. IT Business Management (ITBM)

- Large Ecosystem of Partners and Integrations

- Build around data and workflows
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ServiceNow Capabilities

A\ Incident Management

? Problem Management

3¢

Change Management

Configuration Management Database (CMDB)

@

=8 Service Catalog
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Why ServiceNow and Cisco DC Networking?

- Enhance ServiceNow CMDB data with product specific information

- Automate Incident Management but creating Incidents from
network events and alert

- Enrich Incidents with deep insights to speed up recovery
- Reduce MTTR by aggregating information in one location
- Increase IT efficiency by streamlining processes

- Provide a self-service experience
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The ServiceNow Architecture
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The ServiceNow Architecture
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The ServiceNow Store

servicenow | Store O, Cisco
Apps and Solutions S Now Products lab  Events
Listing Type ~ Ancillary Software X Applications X
Cloar Al Listing Type Selactions
Al Filters:
Applications —_—
Integrations
Built With ServiceNow Apps and Solutions (5)
OEM Salutions
Ancillory Software Cisco Nexus Dashboard Insights
Content Application
Template Monitor and analyze your data center
Utiity,/Tool fabric in real time
Cisco Systems Ine 7Ty O Oy O
Offered By N
Cloar Al Ofered By Selections
Partners
ServiceNow Integrations (26)
Release N
Cisco Secure Endpoint
Rome
sonDiogo }/0 Stop attacks and simplify security
operations.
Tokyo
Utah
Cisco Systems Inc 7 Ty 97 7Y O
Price ~
free
- ool Cisco Intersight ITSM Plugin
il .
Clsco Vm:\:(y unFc: mornitoring for Cisco UCS
Additional Filters ~ and Hyperrlex

Frea Tiial
Demo

Plug & Play

.&‘/

Cisco

* ok kok ok

Cisco Systems Inc

Built With ServiceNow X

Search

Content 3 Integrations 3

Cisco ACI Orchestration

Inventory discovery and CMDB update for
Cisco ACI

Cisco Systems Inc

Cisco ACI Application

Inventory discovery and CMDB update for
Cisco ACI

Cisco Systems Inc

BRKDCN-2969

OEM Solutions X

LogIn

Template X Utility/Tool 3 Partners X Clear

View More —>

View More —>

Cisco SecureX threat response
Security that works together

Cisca Systers Inc

Cisco BCS Operational Insights

alialve o aes Operational Insights API Plugin

cisco

Cisco Systems Inc.

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Cisco DC Networking ServiceNow Integrations

Cisco ACI Application Nexus Dashboard Insights

Nexus 9K

lNZOSI
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Cisco DC Networking ServiceNow Integrations

Cisco DC Networking Nexus Dashboard Insights
Inventory Application

o ~\

Cloud ACI

0\‘?/0
:w.z, ‘@’
o’ o
i NDFC Nexus 9K
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ServiceNow Release Compatibility

- ServiceNow release a new version every 6 month
- Keep N-2 supported at any time

- Current Supported Releases:
- Tokyo
- Utah
- Vancouver

- Next Release: Washington DC
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How are Apps deployed?
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servicenow.

MID-Server ACI

__________________

Internal Network Boundary
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How are Apps deployed?

servicenow.

MID-Server ACI

—n o o o o o o

___________________

Internal Network Boundary
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Use Cases
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Use Case #1: ServiceNow as a Centralized CMDB

- Inventory switches, interfaces, logical components (Tenant, VRF, ...)
- Create relationship between logical and physical components
- Create relationship with ServiceNow native classes

- Backup configurations of switches and controllers
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Guided Setups

SErviCeNOW  serice Management

®
= * C]

Cisco DC Network Management:
'V Dashboards
NDO
ACl
NX-0S
NDFC
'V Guided Setup
Pre-Requisite
NDO
ACl
NX-0S.
NDFC
Contact Cisco Support
W Configurations

User Guide

NX-0S.
NDFC

'V Application Configuration

@

0% Cisco DC Network Management Application Pre-Requisite Setup

Complete

0%

Status: Not Started

0%

Status: Not Started

MID Server Configuration

This step is required.

The MID Server facilitates communication and the movement of data between a ServiceNow
instance and external applications like Cisco NDOJACI/NX-0S/NDFC. You must require one MID
Server to integrate ServiceNow Cisco Cloud Network Management Application with NDO, ACI, NX-
08, or NDFC. The NDO, ACI, NX-0S, or NDFC must be directly accessible from the MID Server.

IntegrationHub ETL Mapping

This step is required.

WARNING: It is NOT' ges here sinceiit i i d

based on Cisco's assets structure.

Once the Cisco Cloud Netwark Management application is installed, the user will be able to
customize the ETL mapping, which is the process that transforms the data from Cisco into

ServiceNow CMDB final tables.

BRKDCN-2969

.
@ vonelhert - QL (P @ B

Filter

0/7 Tasks completed

Configure MID Server User

Add Roles to MID Server User
Download MID Server on machine
Register the MID Server in ServiceNow
Install and Configure a MID Server
Validate the MID Server

Configure MID Server Cluster

0/ 1 Tasks completed

ETL Configuration

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Create a Configuration

- Give it a Name

- Select a Mid-Server (must be already configured and Up)
- Provide the IP/Hosthame

« Provide Credentials
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Configuration for NDO

SEerviCenOW. senice Management

= *
Cisco DC Network Management

¥ Dashboards

NDO

Acl

NX-0S

NDFC
¥ Guided Setup

Pre-Requisite

NDO

Acl

NX-0S

NDFC

Contact Cisco Support
¥ Configurations

User Guide

NDO

Acl

NX-0S

NDFC

W Application Configuration

@

®

— NDO Configuration

< = Newrecord

NDO Configuration allows you to configure Cisco Nexus Dashboard Orchestrator in the ServiceNow.

* Name: Provide the name of NDO to distinguish configuration.
* |P Address(es)/ URL(s): Enter IP Address(es)/ URL(s) of NDO (In case of cluster add comma separated IP Address or URL).

* MID Server: Choose the MID Server. Please ensure that MID Server is reachable to NDO and it is up & running.

nelheco - O, (@) &

@& = ooo Add Discovery

+ MID Server Cluster: Choose the MID Server that is part of any cluster. Please ensure that the MID server(s) belonging to the cluster is up and running;

© Ifthe MID Server is part of any cluster then the checkbox of "Use MID Server Cluster” will be marked as true.
o Ifthe MID Server is not part of any cluster then the checkbox of "Use MID Server Cluster” will not be populated.
+ Platform: Select the Platform as ND or MSO as per your requirement.
Type as Local [NDO Local User] or Remote [RADIUS/TACACS+/LDAP User].

. ication Type: Select th

* Username: Enter the Username of NDO based on the selected Authentication Type.
Password: Enter the Password of NDO based on the selected Authentication Type.
Login Domain: Enter the Login Domain name of NDO (Note: Login Domain field will only be available when

% Name

% 1P Address(es)/ URL(s)

% Usemame

% Password

Add | | Discovery

NDO-Amsterdam

10.0.0.1,10.0.0.2,10.0.0.3

servicenow-user

Type s selected as Remote)

Platform MsO v
Authentication Type Local v
>k MID Server Cisco_MID o @

This MID Server Belongs to following Clusters:
Clusterl

Use MID Server Cluster v

BRKDCN-2969 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Configuration for NDO

*k Name

% IP Address(es)/ URL(s)

sk Username

%k Password

Add Discovery

cisco W‘/

NDO-Amsterdam

10.0.0.1,10.0.0.2,10.0.0.3

servicenow-user

BRRR R

Platform MSO v
Authentication Type Local v
>k MID Server Cisco_MID o @

This MID Server Belongs to following Clusters:
Clusterl

Use MID Server Cluster v

BRKDCN-2969 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Configuration for ACI

% Name ACl-Amsterdam s MID Server Cisco_MID o} (0]
sk IP Address(es)/ URL(s) 10.1.0.1,10.1.0.2,10.1.0.3 This MID Server Belongs to following Clusters:
Clusterl
Authentication Type Local A4 Use MID Server Cluster v
Last Discovery Time
Cloud ACI
Local Credentials = Remote  External Credentials
% Username admin n sk Password o n
IAuthenticaﬁon Type - Local User [ACI Local User]

|Enter Username and Password. Please ensure that the local user has at least all read only permissions.

ICom ponent Configuration / Orchestration with Activity Packs will not work if the user doesn't have write permissions.

Add Discovery

cisco L{V&/
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Configuration for NDFC

% Name NDFC-Amsterdam sk Platform ND v
> IP Address(es)/ URL(s) 10.3.0.1 Authentication Type Local v
>k MID Server Cisco_MID o @
K Username admin This MID Server Belongs to following Clusters:
Clusterl
%k Password R——.

Use MID Server Cluster v

Add Discovery

c 1 SCO M- BRKDCN-2969 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Configuration for Nexus 9k

>k Name dcl-ethsw-1 >k MID Server Cisco_MID o @
>k IP Address 10.2.01 u This MID Server Belongs to following Clusters:
Clusterl
%K Username admin

Use MID Server Cluster v
* Password EREERERRRERE

Add Discovery

c 1 SCO M- BRKDCN-2969 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



Discovery

- Two scheduling mechanisms:

- Scheduled Job
at scheduled intervals
configured in the Scheduled Job menu

- On Demand
via the Discovery button in the Configuration

- For ACI, two types of Discovery
- Full Discovery
- Incremental Discovery

CISCO M‘/ BRKDCN-2969
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NDO Inventory Data in the CMDB

SerVicenow Service Management

Network M

=

W NDO Inventory
Sites

Schemas

Templates

Policies

*

cisco L{Vp/_/

®©

)

Schemas Search SchemaName

= Schema Name

ndo-schema

®
@ SN ndo schema
®

Actions on selected rows...

v

Search

= NDO
Test NDO|[10.1.105.15

Test NDO ||10.1.105.15

Test NDO||10.1.105.15

= SchemalD

62e0d5031c000014bbcT6327

62e0e0e81c0000c5bccT632e

62dfdd5b1c00001c9dcT6325
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NDO Inventory Data in the CMDB

SerVicenow Service Management

Network M

=

W NDO Inventory
Sites

Schemas

Templates

Policies

*

cisco Li//p/_/

)

Schemas Search SchemaName

= Schema Name

ndo-schema

®
@ SN ndo schema
®

Actions on selected rows...

v

Search

= NDO

Test NDO|[10.1.105.15

Test NDO ||10.1.105.15

Test NDO||10.1.105.15

= SchemalD

62e0d5031c000014bbcT6327

62e0e0e81c0000c5bccT632e

62dfdd5b1c00001c9dcT6325
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Detailed view of a NDO Schema CI

< ] Schemas
== ndo-schema(62e0d5031c000014bbc76327)

y *5 oo Dashboard Update
—

Schema Name ndo-schema NDO Test_NDO || 10.1.105.15
Schema ID 62e0d5031c000014bbc76327 Last Seen 2023-02-09 12:42:32
Deleted
Related Items O\ Search for CI
Relation_Build_Flag false

{E)} Contains - L30uts
(D £ [L3] [ NDO_tenant1 || -+ ] NDO_tenant1||3out

{§} Contains - VRFs
(D) £ [L3] [NDO_tenant1 || -+ ] NDO_tenantL|fvrfL

{é):} Contains - Templates
(D 47 [L1] ndo-schema || Templatel

{’é} Hosted on - Sites

(D &7 [L2] [ ndo-schema || Templatel -=]
apic_v42(62a4345a459b56dc8dd8a4da)

{(E}USES—TEI’IaI’ItS
(D.:.' [L2] [ ndo-schema || Templatel --] NDO_tenantl ||

Update Delete Schema

Related Links

Subscribe

BRKDCN-2969
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Detailed view of a NDO Schema CI

< - Schemas
= ndo-schema(62e0d5031c000014bbc76327)

Schema Name ndo-schema

Schema ID 62e0d5031c000014bbc76327

Related Items Q Search for CI

{E):}Cuntains— L30uts
@...'— [L3] [NDO_tenantl || -] NDO_tenant1||\3out

{’é} Contains - VRFs
(D £ [L3] [NDO_tenant1 || -+ ] NDO_tenantl|jvrfl

{é} Contains - Templates
(D 47 [L1] ndo-schema || Templatel

{§} Hosted on - Sites

(471121 [ ndo-schema || Templatel -=]
apic_v42(62a4345a459b56dc8dd8adda)

{é}Uses - Tenants

(D_Z_" [L2] [ ndo-schema || Templatel --] NDO_tenantl ||

Update Delete Schema

Related Links

Subscribe

BRKDCN-2969

y 2L oo Dashboard Update
—

NDO Test_NDO || 10.1.105.15
Last Seen 2023-02-09 12:42:32
Deleted
Relation_Build_Flag false

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Detailed view of a NDO Schema CI

- Schemas
| = ndo-schema(62e0d5031c000014bbc76327)

Schema Name nde-schema

Schema D 62e0d5031c000014bbc76327

Related Items

{é} Contains - L30uts
(D L7 [L3] [NDO_tenant1 || -+ ] NDO_tenant||l3out

{(E}Contains-\.fRFs
(D ['Z[L3] [ NDO_tenant1 || -+ ] NDO_tenant1|vrfl

{ﬁ} Contains - Templates
(D &7 [L1] ndo-schema || Templatel

{é}Hosted on - Sites

(D47 [L21 [ ndo-schema || Templatel -=]
apic_v42(62a4345a459b56dcBdd8adda)

{6}Uses - Tenants

@.'.7 [L2] [ ndo-schema || Templatel --] NDO_tenantl ||

Update Delete Schema

Related Links

Subscribe

Q Search for C

3

BRKDCN-2969

y 25 oo Dashboard Update
—

NDO Test_NDO || 10.1.105.15
Last Seen 2023-02-09 12:42:32

Deleted

Relation_Build_Flag false

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Dependency tree visualization

cisco L{Ko//

Schemas ¥
ndo-schema(62e0d5. ..

Templates ¥
ndo-schema || Templ...

Sites ¥ Tenant ¥

apic_v42(62a4345a4... NDO_tenant1 ||
L30ut ¥ VRF ¥
NDO_tenant1]|I3out NDO_tenant1||vrf1

BRKDCN-2969
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NDFC and ACI

=Y
&

© © 0|0 6

@ @ @ © o 6

©

= Fabricinterfaces  Search | Mode

= Name

leaf101][SAL1B474KNC][eth1/32

9TANQWIWNAS||Ethernet1/26

9F81AEVTVBH)|Ethernetl /63

95GI2RVIDSH||Ethernet1 /54

95GI2RVIDSH||Ethernet1/63

leaf101]|SAL1B474KNC][eth1/28

leaf101||SAL18474KNC]||eth1/19

STANQWIWNAS||Ethernet1/38

ITANQWIWNAS||Ethernet1/22

9CT63TURLIL||Ethernet1 /7

95GI2RVADSH]|Ethernet1/50

95GI2RVIDSH||Ethernet1/59

leaf101][SALLB474KNC]|ethL/24

leaf101||SAL18474KNC]||ethl/15

¥ | Search

= ACI Cluster

Crest APIC |

192.168.10.102

(empty)

(empty)

(empty)

(empty)

Crest APIC|

192.168.10.102

Crest APIC ||

192.168.10.102

(empty)

(empty)

(empty}

(empty)

(empty)

Crest APIC |
192.168.10.102

Crest APIC||
192 168.10.102

Inventory Data in the CMDB

= Interface Name = Fabric Node Name
eth1/32 leaf101||SAL184T4KNC
Ethernet1/26

Ethernetl/63

Ethernet1/54

Ethernetl/63

ethl/28 leaf101||SAL1847T4KNC
eth1/19 leaf101||SAL184T4KNC
Ethernet1/38

Ethernet1/22

Ethernet1/7

Ethernet1/50

Ethernet1/59
ethl/24 leaf101||SALL84T4KNC
ethl/15 leaf101||SAL184T4KNC

= piscovery source

Cisco ACI

Cisco NDFC

Cisco NDFC

Cisco NDFC

Cisco NDFC

Cisco ACI

Cisco ACI

Cisco NDFC

Cisco NDFC

Cisco NDFC

Cisco NDFC

Cisco NDFC

Cisco ACI

Cisco ACI

witching State

disabled

disabled

disabled

disabled

disabled

BRKDCN-2969

= Speed

inherit

10Gb

10Gb

10Gb

10Gb

inherit

inherit

10Gb

10Gb

10Gb

10Gb

10Gb

inherit

inherit

1 to200f1,161 B PP

= Mode ¥ = ConfVLAN = Layer = Usage
trunk Layer2 discovery
trunk INTERFACE_ETHERNE
trunk INTERFACE_ETHERNE
trunk INTERFACE_ETHERNE
trunk INTERFACE_ETHERNE
trunk Layer2 discovery
trunk Layer2 discovery
trunk INTERFACE_ETHERNE
trunk INTERFACE_ETHERNE
trunk INTERFACE_ETHERNE
trunk INTERFACE_ETHERNE
trunk INTERFACE_ETHERNE
trunk Layer2 discovery
trunk Layer2 discovery

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Detailed Related Item for Switches

Related Items

@Cuntﬂined by - Switches
(D 47 [L1] leaf101||SAL184T4KNC

@}Cuoled By - Fabric Fan Trays
@.3.7 [L2] [ leaf101||SAL1B4T4KNC = ] leaf101||SAL18474KNC||ch||FantraySlot_1||Fantray_1
(D 47 [L2] [ leaf101||SAL184T4KNC - ] leaf101||SAL18474KNC||ch||FantraySlot_2||Fantray_1
(D £ 7 [L2] [ leaf101||SAL1B4T4KNC = ] leaf101||SAL18474KNC||ch||FantraySlot_3||Fantray_1

{g}lnstallEdWith - Fabric Firmwares
(D 7 [L2] [ leaf101||SAL184T4KNC - ] n9000-11.0(3f)

{?}F‘owered by - Fabric Power Supply Units
(D 4 7[L2] [ leaf101||SAL184T4KNC - ] leaf101||SAL18474KNC||PowerSupply_1
(D 4 7[L2] [ leaf101||SAL184T4KNC - ] leaf101||SAL18474KNC||PowerSupply_2

[e==] Rack contains - IP Switches
(D L7 [L21 [ leaf101||SAL18474KNC - ] leaf101]|SAL18474KNC

Relation_Build_Flag False

c 1 SCO M. BRKDCN-2969 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Dependency tree visualization for Switches

Fabric Firmware v Fabric Power Supply... ¥ Fabric Fan Tray ¥ Fabric Power Supply... ¥ Fabric Fan Tray ¥ Fabric Fan Tray ¥ IP Switch v Fabric Fan Tray ¥
n9000-14.0(1h) 10.23.248.85_Leaf1|... 10.23.248.85_Leaf1|... 10.23.248.85_Leaf1|... 10.23.248.85_Leaf1|... 10.23.248.85_Leaf1]... 10.23.248.85_Leaf1|... 10.23.248.85_Leaf1|...

\\/%

Leaf and Spine ¥
10.23.248.85_Leaf1|...

N\

Fabric Interfaces v Line Module v
99 Fabric Interfaces ... 10.23.248.85_Leaf1|...
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ACI EPGs Inventory Data in the CMDB

ServiCeNOW senice Management

onelbercat - O, (D) &

e I = oicino [ s oo v[bow L wwass b b

= * o KAt
i

Q Name Cl Cluster EPGName = Application Profile Name = Tenant Name iscovery source ¥ = peleted
W Application Inventory
(D ndo-main|[Test API|[Test EPGs apic va2 Test_EPGs ndo-main||Test_AP1 ndo-main Cisco NDO false
Tenants
9 I
Crest APIC]| uniftn-g6qen/ap-q6qen/epg-
6 [<f 6 6 6 6 6 Ci ACI fall
Application Profiles (@  gsqenliggqen/iggaen q6qen 96qen||g6qen gbgen isco g6qen alse |
Application EPGs Crest APIC| uni/tn-esha_tenant/ap- !
() esha tenant|demo ap|ldemo_epg demo_epg esha_tenant||/demo_ap esha_tenant Cisco ACI - false
19 10.102 demo_ap/epg-demo_epg.
External EPGs I
. I
Crest APIC tn-md_test/ap-
e () md test|md test]|test acc epg . I test_acc_epg md_test|jmd_test md_test Cisco ACI uniftn-md_test/ap false
19; 10.102 md_test/epg-test_acc_epg |
Endpoints
. I
Crest APIC uni/tn-relmé/ap-relmé/epg-
s @  relmg]ircimé||rcimg I relmé relm]frelmé relmé Cisco ACI i /ap-relme/epe: o\,
19. 10.102 relmé |
Bridge Domains ‘
Crest APIC|| : uniftn-fsyuy/ap-fsyuyfepg-
@ fopuylfsyuylltsyuy fsyuy fsyuy[fsyuy fsyuy Cisco ACI false
Cloud Context Profiles 122165 10.102 E2
CIDRs Crest APIC|| uniftn-zplja/ap-zplja/epg-
zpljallzpljalizplja zplja zpljalfzplja zplja Cisco ACI false
(@  zplialzpliallznlia 19216810102 plj pljal|zplj plj 212
Subnets |
. I
Crest APIC uniftn-b73z9/ap-b7329 /epg-
Contracts (0  br3z9||b7329||b7328 Crest APIC]| b73z8 b7329||b7328 b7329 Cisco AC 4 /o fPE (e
19 10.102 b73z9
Contract Subjects
. I
Crest APIC tn-infra/ap-ave-ctl/epg-
} @ infraflave-ctrifjave-ctrl res! | ave-ctrl infrafjave-ctrl infra Cisco ACI uniftn-infra/ap-ave-ctrifepg- ¢\ .
Filters 19 10.102 ave-ctrl |
Filter Entries § |
Crest APIC|| uniftn-Im891/ap-Im89l fepg-
(D  ms91||imsan|ims9L Im8o1 {ms8o1/[lmss1 Im8gL Cisco AC false
19 10.102 Im891
Service Graph Templates I—
Regi Crest APIC]| uriftn- |
res
eglons () 1430 aniket test Il exists 0. ot S, @pplication_epg sample 1430 aniket test tenant]|nobady_exists ... 1450 aniket test tenant Cisco ACI 1490_aniket_test_tenantfap- false
I nobody... |
Multicast Route Map Policies
(@  test tirld || Crest APIC| d test_tfr1]|d test_tfrl Cisco ACI uniftn-test_tfr1/ap- fal |
W Health Faults and Alarms est tfrl||demo ap|/demo epg lemo_epg est_tfrl||demo_ap est_tfr. isco e alse
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Detailed view of an ACI Schema CI

SErVICeNOW. senice Management

v

W Health, Faults and Alarms

®

Network M

=i *

Application Inventory
Tenants

Application Profiles
Application EPGs
External EPGs

L30uts

Endpoints

VRFs

Bridge Domains

Cloud Context Profiles
CIDRs

Subnets

Contracts

Contract Subjects

Filters.

Filter Entries.

Service Graph Templates
Regions

Multicast Route Map Po

= Application EPG

< | = ndo-main|[Test_AP1|[Test_EPGs

Name ndo-main||Test_AP1|[Test_EPGs
Application Profile Name ndo-main|[Test_AP1

Description

DN
Last Seen 2023-02-09 12:42:32
Discovery source CiscoNDO

Deleted

Extras | Instructions

Category
Fault count o

Installed

Related Items Q, searchforCl

ontained by - Application Profiles
(D4 [L1] ndo-main||Test_AP1

s Contained by - Tenants
(DL [L2] [ ndo-main||Test_AP1, ndo-main||Test_BD1 -
1 ndo-main ||

(D47 [L3] [ ndo-main||Test_vrfl -] ndo-main ||

53 Contained by - VRFs

(D57 [L2] [ ndo-main|[Test_BD1 -] ndo-
main||Test_vrfl

QOB
Y E aoe  Dashboard Update Application EPG  Delete Application EPG N

EPG Name Test_EPGs
Tenant Name ndo-main
Method Perform Action on ACI v
ACI Cluster apic_v42
ACI Domain On-premises.
useg EPG
NDO Test_NDO || 10.1.105.15
Tenant ID 6200d72f1c000068bbe76329
NDO Display Name Test_EPGs
NDO Status Created and Deployed
Assigned to Q
Asset tag
Status Installed
Relation_Build_Flag false

BRKDCN-2969 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Naming Convention for Imported CI

Servicenow senice Management

@ LionelHercot ¥ O, @ b3

< = CI Naming Configuration
T == Created 2022-08-10 06:39:49

e« Table: Select the table for which you want to change name field.
« Discovery Source: Select the discovery source of the record.

%k Table Tenant
Fields of Record

Q

N

Default

aci_domain
action
apic_name
asset_tag
attestation_status

attributes

@ category

>k Discovery Source

Display Field Mapping

—
% = ooe Update Change Name Delete /I\ J,

ACI

* Compose Display name fields by either entering fixed text in the 'Input Expression' below, dragging
an MO field from the MO fields to the right, or a combination of the two.
« In'Input Expression’, you may enter custom text that can be associated with value of MO field.

Input Expression

${tenant_name}$ ||

BRKDCN-2969 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Custom Relationships

£ E E:i:?.:l:f;aﬂonsmp § E ooo  Save Create Relationship for All Records
3 CiscoCNMTable = Endpoint v >k CMDBTable  VMware Network Adapter v
>k Discovery ACI v >K Relationship Connected by::Connects o O
Source
* Field P Add y >k Field IP Address v
ie ress

) Field Information Type: string
Field Information Type: string Max Length: 255

Max Length: 255

>k Parent Cisco CNM Table v

Save Create Relationship for All Records

c 1 SCO M- BRKDCN-2969 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Use Case H2:
Centralized Dashboards

cisco L{V&/



NDQO Dashboard

ServiCeNOW. sewice Management

= *

Cisco DC Network Management

¥ Dashboards

NX-0S
NDFC
W Guided Setup
Pre-Requisite
NDO
ACI
NX-0S
NDFC
Contact Cisco Support
¥ Configurations
User Guide
NDO

ACI

®

®©

Sites

Schemas

Templates

Policies

Users

Cisco Nexus Dashboard Orchestrator

NDO Inventory

Schema Verification Status

v}
3 Tenants
3 Application Profiles
3 Application EPGs
0 External EPGs
0 L30ut
uSeg EPGs
VRFs

BRKDCN-2969

@ LionelHercot ~ O, 3? @ @

vl
Cisco

Select NDO Cluster ~ All v

Q

Application Inventory

Site Status

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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NDO Dashboard

Servicennw Service Management @ Lionel Hercot ~ o = @ @:g

N Cisco Nexus Dashboard Orchestrator cIsco

= * ®
Select NDO Clustd All v
Cisco DC Network Management
All
W Dashboards NDO Inventory ] Application Inventory:
NDO Sites 3 Tenants 8
ACI Schemas 3 Application Profiles 1
NX-0S Templates 3 Application EPGs 1
Policies 0 External EPGs 0
NDFC
Users 0 L30ut 0
W Guided Setup
uSeg EPGs 0
Pre-Requisite
VRFs 2
A%
NX-0S Schema Verification Status Site Status
NDFC
Contact Cisco Support
W Configurations
User Guide

BRKDCN-2969 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



ACI Dashboard

SErVICEeNOW. service Management

D = O cuimsn - O 2 O @

-4

Cisco ACI Dashboard

ACl Inventory

Fabric Inventory
Controllers
Leaf
Spine
Controller Interfaces

FabricInterfaces

01/01/2001 8 Te 02/10/2023 &

Faults

W 1-Critical =4 (1.53%)
M 2-High=255 (97.7%)
4-Low=1(0.38%)

Q

332

M 5-Planning=1(0.38%)

SelectAPIC Cluster | Al

Application Inventory
Tenants
Application Profiles
Application EPGs.
Endpoints

VRFs

Health

i
CIsco

199
134
39

130

M 1-Critical = 82 (34.45%)
3-Moderate = 156 (65.55%)

BRKDCN-2969 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ACI Dashboard

SErviCenOW service management

BB octouit (Cisco ~ [N Cisco ACi Orch @ Crest Data System ~

Cisco ACI Dashboard

ACl Inventory

Fabric Inventory
Controllers
Leat
Spine
Controller Interfaces

Fabric Interfaces

01/01/2001 8 To | 02/10/2023 B

Faults

Q0

332

M 1-Critical =4 (1.53%)
2- High=255 (97.7%)
4-Low=1(0.38%)

M 5-Planning=1(0.38%)

Tenants.

Application Profiles

Application EPGs

Endpoints

VRFs

|||||||||
Cisco

Select APIC Cluster

Application Inventory scale-ms2 (On-prem)
scale-ms# (On-prem)
Cloud_APIC {Cloud)
Test_ACI (On-prem)
TF_test (On-prem)
scale-ms3 (On-prem)

local (On-prem)

Health

M 1-Critical =82 (34.45%)
3-Moderate = 156 (65.55%)

BRKDCN-2969 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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NDFC Dashboard

ServiCenNOW serice Management

@ Lionel Hercot ~

NCNR-

i Cisco NDFC Dashboard

NDFC Inventory

Fabrics
Networks
VPC Domains
Controllers
Switches

Interfaces

NIK-C9300v

Model

Fabric Inventory

0

13

885

Switches by Model

Select NDFC Cluster All

Interface By Speed

auto=3 \

(empty) =3
86b=22

16b=50 ~

> 106b=804

Switches by Role

spine=1

edge router =...

border=1 - ‘

N
" leaf=10

BRKDCN-2969

atfrer]n,
CISCO

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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NDFC Dashboard

ServiCenNOW service Management

@ Lionel Hercot ~ o 7 @ brd

i Cisco NDFC Dashboard

NDFC Inventory

Fabric Inventory
Fabrics
Networks
VPC Domains
Controllers
Switches

Interfaces

Switches by Model

§ NoK-Coa00v
=

Q

13

885

]
| }
Select NDFC Cluster l Al v ]
Al
Test_ND|10.1.105.12
Interface By Speed Test_DCNM [[ 10.1,105.13

auto=3 \

(empty)=3 —
8Gb=22 g

16b=50 ~

® 106b=804

Switches by Role

spine=1

edge router =...

border=1

S
" leaf=10

BRKDCN-2969 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Use Case #3: Automated Ticketing

- Collect Alerts, Health and Faults from ND Insights, NDFC and ACI.

- Create a ServiceNow Incidents (also called tickets) automatically
based on a condition

- Assign Incidents to specific teams depending on a condition
automatically

- Close Incidents automatically when a condition is met

c 1 sco M- BRKDCN-2969 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 45



Collect the data into ServiceNow

- Collect:
- Alarms from NDFC
- Anomalies and Advisories from ND Insights
- Faults and Health from ACI

- Only collect needed item with the collection criteria

c 1 SCO M-/ BRKDCN-2969 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



How does the collection works

Taking ND Insights as an example

aj e

°(}<6>\'>° NI detects an Anomaly

o™ SNOW Integration pull NI
N REST API at regular

» servicenow.

SNOW integration creates
ticket using SNOW API

interval servicenow User configures

Anomaly triggers
on ServiceNow App

c 1 S co W./ BRKDCN-2969 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



Configuration for ND Insights

% Name

sk Mexus Dashboard
Cluster Endpoint(s)

%k Authentication Type
> Username
%k Password

sk MID Server

Use MID Server Cluster

%k Alert Type

>k 1stFetch Time
Range (In hours)

Last Collection Time

cisco L{{@/

Configuration3

10.1.105.17

Local v

crest-user

Cisco_MID (SN G

This MID Server Belongs to following Clusters: Clusterl

& Anomalies, Advisories

2022-07-22 01:28:36
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ND Insights Collection Criteria

Anomalies Filter Conditions = Advisories Filter Conditions Anomalies Filter Conditions = Advisories Filter Conditions
Severity & All Severity & All
Category & All Category & All
Update Collect Data Delete Update Collect Data Delete

c 1 SCO M- BRKDCN-2969 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 49



Detail view of a ND Insights Anomalies

< = C;z;ﬂfzs.\smu & = oo Delee Al
ND Cluster  configuration2 (6] Incident  INCO317562 [}
Anomaly 10| WMS53512169450 AlertType | anomaly
Anomaly Score | 81 AnomalyType | alarm
Insights Group | TME-Lab Category | weenter
Fabric Name SF Severity Critical
Node Names Title
Vendor | €ISCO_ACI Resource Type | vm
Entity Name  /controlles-tme-vcl/host-85/vm-114 Resource Name  alarm-5
Acknowledged Recommendation
Clesred |/ Impact |+
Expired Streaming Anomaly
StartTime = 2022-06-16 00:20:03 ClearTime | 2022-06-16 00:53:41
EndTime | 2022-06-1600:25:03 MasterClear Time  2022-06-16 00:53:36

Acknowledgement Time
Mnemonic Title  VCENTER_VM_ALARM
Mnemonic Number | 100,498

Mnemenic Description weenter alarm

Anomaly String [Ten-2-§F-EPG1-YM1] - Default alarm to monitor virtual machine CPU usage

#nomaly Reason | [ten-2-sf-epgl-vm1] - default alarm to monitor virtual machine cpu usage

Anomaly URL  https://172.31.217 203 appcenter/cisco/mir/uift /detail i ? TME-Lab&endTs=2023-06-

/ 16T07:25:03.000 tartTs=2022-06-16T707:20:0: 2, 12168850
CISCO & Delete

BRKDCN-2969



Detail view of a ND Insights Anomalies

Cisco

.&‘/

= Anomalies

< = umssasiaesaso

ND Cluster

Anomaly 1D

Anomaly Score

Insights Group

Fabric Name

Node Names

Vendor

Entity Name

Acknowlzdged

Cleared

Expired

Start Time.

End Time

Acknowledgement Time

Mnemanic Title

Mnemonic Number

Mnemenic Description

Anomaly String

Anomaly Reason

«configuration2 [6]
VMS53512169850

81

THE-Lab

SF

CISCO_ACH

Jeontroller-tme-vcl/host-85/vm-114

2022-06-16 00:20:03

2022-06-16 00:25:03

WCENTER_VM_ALARM
100,498

weenteralarm

[Ten-2-SF-EPG1-VM1] - Default alarm to monitor virtual machine CPU usage

[ten-2-sf-epgl-vm.] - default alarm to monitor virtual machine cpu usage

Incident

Alert Type

Anomaly Type

Category

Severity

Title

Resource Type

Resource Name

Recommendation

Impact

Streaming Anomaly

Clear Time

Master Clear Time

INCO317562

anomaly

alarm

weenter

Critical

alarm-5§

2022-06-16 00:53:41

2022-06-16 00-53:36.

Anomaly URL

hitps://172.31.217.203 ap0

sightsGroupName=TME LabkendTs=2022 06

1ET07:25:03.0002 & =2022-06-16107:20:03.0002&

12169850

Delete

BRKDCN-2969
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ND Insights Anomalies Dashboard

Cisco Nexus Dashboard Insights

Anomalies
Anomalies By
From  2021-08-01 17:49:54 @ To | 2023-02:0917:49:54 = B

CRITICAL

Anomalies By Severity

1,173

WARNING

11,197

B Major=39,449 (52.21%)

Minor = 23,546 (31.16%)
B Warning=11,197(1482%) M Critical=1,173 (1.55%)
B info=200(0.26%)

= | Anomalies Search = Severity v | Search

[ 7 Al>EndTime>=2021-08-0117:49:54 > End Time <= 2023-02-09 17:49:54

B O = Anomaly 1D =incident ~ S=NDCluster = Created
2022-06-16
(i)  uMs53512169850 INCO317562 configuration2
05:47:16

Selct Cluster

Select Insights Group

MAJOR

39,449 23,546

OTHER

200

Top 10 Nodes

leaf4

leaf3

F2-APIC1

F2-APIC2

F2-APIC3

F1-APIC1

F1-APIC2

F1-APIC3

F2-P1-Leaf-301

F2-P1-Leaf-303

.
CIsCcO

Q

© Major

© Major

© Warning
© Warning
© Warning
+ Warning
© Warning

© Warning

© Major

© Major

1 to200f7555 B PP

Sseverity A =SartTime  =EndTime = Resource Type = Node Names
e 2022-06-16 2022-06-16
Critical vm
00:20:03 00:25:03

= Anoma

[Ten-2-F-|
-Defaultal

F2-P1-Leaf-301,F2- An interfac

BRKDCN-2969
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ND Insights Anomalies Dashboard

Cisco Nexus Dashboard Insights
Anomalies

Anomalies By

From  2021-08-01 17:49:54 (<] To 2023-02-09 17:49:54

Anomalies By Severity

B Major=39,449 (52.21%)
W Waming=11,197 (14.82%)
W nfo =200 (0.26%)

Minor=23,546 (31.16%)
B Critical = 1,173 (1.55%)

=  Anomalies Search Severity v | Search
x| ? All> End Time >= 2021-08-01 17:49:54 > End Time <= 2023-02-09 17:49:54
B O,  =Anomalyld = Incident

(i) ¥Ms53512169850 INC0317562

I Select Cluster |All v

Select Insights Group | All ~

» CE

CRITICAL

1,173

WARNING

11,197

= ND Cluster = Created
. N 2022-06-16
configuration2
05:47:16

= Updated

2022-06-16
05:47:39

MAJOR

39,449

OTHER

200

=severity o = Start Time
oy 2022-06-16
Critical
00:20:03

il
CIsco
Select Site | Al v I
o
Top 10 Nodes
leafa © Major
23,546
leaf3 © Major
F2-APIC1 © Warning
F2-APIC2 © Warning
F2-APIC3 © Warning
F1-APIC1 @ Warning
F1-APIC2 ¢ Warning
F1-APIC3 © Warning
F2-P1-Leaf-301 ¢ Major
F2-P1-Leaf-303 & Major
<4< 4« 1  to200f75565 B PP
=EndTime = Resource Type = Node Names = Anoma
2022-06-16 [Ten-2-SF-|
00:25:03 " ~Defaultal
F2-P1-Leaf-301,F2- An interfac

BRKDCN-2969
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ND Insights Advisories Dashboard

N |
Cisco Nexus Dashboard Insights b,
g cisco
Advisories Select Cluster Select Insights Group Select Site
Advisories By
From | 2021-02-28 17:52:17 G To 2023-02-09 17:52:17 [ o
Advisories By Severity CRITICAL MAJOR
‘ 21 2 6
WARNING OTHER
0 0
|
)
B Critical =21 (72.41%) Minor=6 (20.69%) M Major=2 (6.9%)
= Advisories Search |AdvisorylD ¥ | Search 1 to200f25 B BB

=] ? All > End Time >= 2021-02-28 17:52:17 > End Time <= 2023-02-09 17:52:17

b (e} = Advisory ID = Incident = ND Cluster = Created = Updated = severity = Start Time =EndTime = Resource Type jode Names

EOL13146 ca

~ 2022-07-01 2022-07-01 2022-07-01 2022-07-01
() lctepoch-FM03-  INCO332614  configuration 1 Critical HWEOL LEAF102,LEAF402,LEAF202,L EAF302,LEAF20L,...
17:45:50 17:45:52 09:24:28 09:24:28
dpita-533f5
EAEAIN SITED INCAZEAINS r 2 2022-07-22 2022-07-22 Hical 2022-06-11 2022.07-22 ol Mot i if;

%
BRKDUN=-290 T 2uZECisco

= Advisory String

Cisco announces t
end-of-sale and
end-...

Cisco has recently . .
rved. Cisco Public
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ACI Collection Criteria

Health Instance | Faults Instance Health Instance | Faults Instance

Health MO - None -- Fault MO All
Health Threshold - None -- Severity & | cleared, critical, info, major, minor, warning
%k Selected Health = All:51 Fault Code | |
Threshold

>k Selected Fault & | All:cleared_c ritical_info_major_minor_warning
Severity

|Enter COMMA separated values of fault code in the Fault Code field.

|5elecl different severity levels to filter out the fault events.

'Takes Health Threshold as input.

Health Faults Update Delete

|H ealth records having threshold values LESS tha

Health Faults Update Delete

CISCO M‘/ BRKDCN-2969
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Health and Faults in ServiceNow

= | Faults m Search | FirstSeen ¥ | Search 1 tolooof261 » »»
lumber = ACI Domain = APIC Cluster = Cause = Change Set =DN Fault Code = First Seen A ncident = Rule
Search Search Search Search Search Search Search Search Search Search
() ACLFLINCO0I010  infra Test ACI port-down F"f’;;'ff]"/ pod-1node-Lisysfephys: gy, 2021-01-09T17:47:30  INC0293059 cnw-phys-if-down
ethaf2]...
topology/pod-1/node- int-upg-job-upgrade-
()  ACLFLINCO010200  management Test ACI upgrade-failed opology/pad-1/nade FO105 2021-01-09T17:47:30  INC0294019 maint-upg-job-uperace
a I I tS 1fsys/ctrirfwstatusc... failed
topolo; od-1/node-1/sys/cphys-
@ ACI-FI-INC0010213  infra Test ACI port-down [:mﬁg]w‘p 4 fsysiephy; F0103 2021-01-09T17:47:31  INC0294032 cnw-phys-if-down
evaluation-period- , license-evaluation-
(D ACLFLINCODI184  external Test ACI licensecont/eval/fault-F3062 F3062 2021-01-09T17:51:33  INC0294013 )
expired evaluation-expired
duct-register- li -
(D) ACLFLINC01025S  external Test ACI proguct-register licensecont/manager/fault-F3058 3058 2021-01-09T17:51:33  INC0294074 Icense-manager
failure registration-failure
ted- AMware/ctrir-[ESX1- d- rted-
(D)  ACHFLINCO010108  tenant Test ACI e comp/prow-VHuware/ctrr-{ FO135 2021-01-09T17:52:21  INC0293927 P T
operation Leaf102]ve... operation

Healths Search  Number vlbarcn ] | t1000f238 B Bk

o] ? All
@ O\ umber = APIC Cluster = Change = Current Health =DN = Incident = Max Severity = Min Score = Previous Health
Search Search Search Search Search Search Search Search Search
® ACI-HI-INC0010003 Test ACI -100 0 uniftn-AppDynamics/ap-AppD-AppPrafilel/h... INC0293584 cleared ] 100
@ ACI-HI-INC0010011 Test ACI =l 90 topology/pod-1/node-101/local/svc-policy... INC0293592 cleared 90 91
@ ACI-HI-INC0010008 Test ACI -1 90 topology/pod-1/node-101/local/svc-policy... INC0293589 cleared 90 91
H e a | t h @ ACI-HI-INC0010005 Test ACI -1 90 topology/pod-1/node-101/local/sve-policy... INC0293586 cleared 90 91
@ ACI-HI-INC0010015 Test_ACI 9999 30 uniftn-ServiceNow/ap-Wordpress/epg-Tetra... INC0293536 cleared 30 0
(i)  ACIHI-INC0010013 Test ACI -100 0 uniftn-App! 5/ap- p pg-test... INC0293534 cleared 0 90
@ ACI-HI-INC0010017 Test ACI -100 0 uniftn-AppDynamics/ap-AppD-AppProfilel/e... INC0293598 cleared 0 100
e — _ SV —— _ __

c1sco 'p//
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NDFC Collection Criteria

cisco Li%o/‘/

%k NDFC Cluster

% Category

Update Discovery

Test_ND|10.1.105.12

External

Fan

hardware

Interface Bandwidth

Interface Bandwidth (RX)
Interface Bandwidth (TX)
Interface Egress Packet Discards
Interface Egress Packet Errors
Interface Ingress Packet Discards

lmdmrfnmn lmmrmme e eleme B eemes

-~ None --

Delete

BRKDCN-2969 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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NDFC Alarms in ServiceNow

Cisco

.&‘/

= Mlarms  Search  Category ¥ | Search

5 oAl

(o} = EventID Category &
(O DEVICE_ACCESS_ICMP
@ an DEVICE_ACCESS_ICMP
© un DEVICE_ACCESS_ICMP
@ an DEVICE_ACCESS_ICMP
[ORF" DEVICE_ACCESS_IEMP
@ am DEVICE_ACCESS_ICMP
(O] DEVICE_ACCESS_IEMP
(O] DEVICE_ACCESS IEMP
(O DEVICE_ACCESS_ICMP
(O] DEVICE_ACCESS_ICMP
@ mw DEVICE_ACCESS_SKMP
@ 1w DEVICE_ACCESS_SSH
@  as DEVICE_ACCESS_SSH
[0 EXTERNAL
(ORI HW_MODULES_MODULE
(O] HW_MODULES_MODULE
[O T HW_MODULES MODULE
@ an HW_MODULES_MODULE
(O] HW_MOBULES_MOBULE
(O™ INTERFACE_STATUS

= NDFC Cluster

Test MO

Test ND

Test NOD

Test ND

Test ND

Test ND

Test ND

Test ND

Test MO

Test ND

Test ND

Test ND

Test NOD

Test ND

Test ND

Test ND

Test ND

Test ND

Test ND

Test ND

10.1.105.12

10.1.105.12

10.1.105.13

10.1.105.12

10.1.105.12

10.1.105.12

10.1.105.12

10.1.105.12

10110512

10.1.105.12

10110512

10.1.105.12

10.1.105.13

10.1.105.12

10.1.1056.12

10.1.105.12

10110512

10513

10110512

10.1.105.12

Incident

{empty}

{empty}

(empty}

{empty}

(empty}

{empty}

(empty}

{empty}

{empty}

(empty}

{empty}

INCO354547

INCO354E6T

INCO354E57

INCO354480

{empty}

INCO354559

{empty}

INCO3S4ET1

INCO354434

= Severity

CLEARED

CLEARED

CLEARED

CLEARED

CLEARED

CLEARED

CLEARED

CLEARED

CLEARED

CLEARED

CLEARED

CRITICAL

CRITICAL

CRITICAL

CRITICAL

CLEARED

CRITICAL

CLEARED

CRITICAL

MINOR

= Name

leafl

leaf2

leaf3

leafL

borderl

borderl

spinel

spinel

leafa

leafl

borderl

spinel

borderl

Fabric->Fabric_Template-postAdd:switchCl

spinel

leafa

spinel

leafL

borderl

leafl

BRKDCN-2969

1| to20cf3za B Bp

= Status = Source

CLEARED 10.1.107.100
CLEARED 10.1.107.102
CLEARED 10.1.107.103

CLEARED 10.1.107.100

CLEARED 10.1.107.105

CLEARED 10.1.107.105

CLEARED 10.1.107.106

CLEARED 10.1.107.106

CLEARED 10.1.107 104
CLEARED 10.1.107.100
CLEARED 10.1.107.105
RAISED 10.1.107.106
RAISED 10.1.107.105
RAISED fabric-standalon
RAISED 10.1.107.106

CLEARED 10.1.107.104

RAISED 10.1.107.106

CLEARED 10.1.107.100

RAISED 10.1.107.105

RAISED 10.1.107.100
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Creating and Assigning an Incident

- Define at least one matching Creation Criteria

- Condition can use any fields from the “Event” object (Alarms, Anomalies,
Advisories, Health and Faults)

- Define an Assignment Group Criteria to assign a specific group to
handle the automatically created Incident

- Define a Severity Criteria of an Incident
- Set the Urgency and Impact values based on a condition

- All configurations are done from the Configuration ClI
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ND Insights Criteria’s and Conditions

¢ | = Configuration
= configuration3

K Name

2 Nexus Dashboard Cluster Endpoint(s)

% Authentication Type
> Usemame
sk Password

sk MID Server

Use MID Server Cluster
> Alert Type

% 1st Fetch Time Range (In hours}

Last Collection Time

Anomalies Filter Conditions
Severity

Category

Update Collect Data Delete

Anomalies Incident Creation Crite...

Anomalies Assignment Group Crit...

ND-Amsterdam

10.1.105.17

Local

crest-user

Cisco_MID

This MID Server Belongs to following Clusters: Cluster]

&  Anomalies, Advisories

2022-07-22 01:28:36

Advisories Filter Conditions

)

&

Anomalies Severity Criteria (1) | Anomalies Closure Criteria (1)

Arama.iesSeverir,-Crite"';lm Search | Order ¥ | Search

? Anomalies Severity Criterias
& Q

@ anomalyidISNOTEMPTYAEQ

ondition

cisco e/

mpact

3-Low

Advisories Incident Creation Criter.

BRKDCN-2969

Advisories Assignment Group Crit...

Urgency

3-Low

& = oo Update  CollectData | Delete /N o
~
o @
1
Advisories Severity Criterla  Advisories Closure Criteria (1)
1/ tolofl =]

100
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Creating and Assigning an Incident

Creation Criteria Severity Criteria

Impact 3-Low

Urgency 3-Low

# Condition Add Filter Condition == Add "OR" Clause
3 Condition  aAdd Filter Condition | Add "OR" Clause

All of these conditions must be met

Anomaly ID v is nol Acknowledged v is - true
Severity v is hd Critical
Assignment Criteria
Q@ >k Orde

%k Assignment Group Network CAB Managers

>k Condition Add Filter Condition | Add "OR" Clause

Category hd FORWARDING

c 1 S co M. BRKDCN-2969 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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¢ = Configuration
= Configuration3

) Name ND-Amsterdam
% Nexus Dashboard Cluster Endpoint(s) 10.1.105.17
% Authentication Type Local
% Username crest-user
>k Password

sK MID Server Cisco_MID
This MID Server Belongs to following Clusters: Clusterl
Use MID Server Cluster
% Alert Type & | Anomalies, Advisories
% 1st Fetch Time Range {In hours}

Last Collection Time 2022-07-22 01:28:36

Anomalies Filter Conditions  Advisories Filter Conditions

Severity @
Category @
Update Collect Data Delete
Anomalies Incident Creation Crite... Anomalies Assignment Group Crit. Anomalies Severity Criteria (1) = Anomalies Closure Criteria (1)

= ArommsSevemr,-(nte—'am Search  Order ¥ | Search

? Anomalies Severity Criterias

b3 Q. = Condition = Impact
(i)  anomalyidISNOTEMPTYAEQ 3-Low

An Automatically created Inciden

—
& % ooo  Update | CollectData | Delete 4N

~
o @
1
Advisories Incident Creation Criter.. Advisories Assignment Group Crit... Advisories Severity Criteria | Advisories Closure Criteria (1)
1 tolofl B
= Urgency = Order A
3-Low 100
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Map specific fields in an Incident

= Field Mappings m Search Source Field ¥ | Search

=9 ? All
@ @) = Source Field

~
@ max_severity

@ description

@ fault_code

Actions on selected rows...

cisco L{{@/

= Destination Field

description

short_description

description

BRKDCN-2969

1 to3of3
= Alert Type
Health (ACI)
Alarms (NDFC)
Faults (ACI)
1 to3of3
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Automatically close an Incident

- Define a Closure Criteria to automatically close a ticket

- When the Closure condition is met, automatically set a Resolution
Code and Resolution Notes

sk Resolution code Solved (Permanently) w >k Order

%k Resolution Notes Root caused fixed, cleared from Discovery
Source

>k Condition Add Filter Condition = Add "OR" Clause

End Time v at or before v Today v AND OR b 4

Submit

cisco Li%o/‘/

BRKDCN-2969 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 64



Use Case #4: Service Catalog and Orchestration

- To create a Service Catalog, ServiceNow need a way to modify the
configuration of the device it targets

- 3 Ways to make it happens:

- Use a ServiceNow native workflow action packs
- ACI Orchestration provide a Workflow Editor Orchestration Activities Pack
- Cisco DC Networking Inventory App has the same Activities Pack for Flow Designer

- Integrate ServiceNow with Ansible
- Integrate ServiceNow with Terraform
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Use Case: Service Catalog and Orchestration

- To create a Service Catalog, ServiceNow need a way to modify the
configuration of the device it targets

- 3 Ways to make it happens:

HashiCorp

servicenow. ~~’ Terraform

ANSIBLE
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ServiceNow as a Service Catalog for Automation

ServiceNow CMDB Integration

o N

Infrastructure

. servicenow. — W@ __. e G B B

j—
——

~ Cloud Network
\ ACl " Conroter  NDFC NDO
User servicenow. /
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ServiceNow Native Workflow Solutions

Workflow Editor Flow Designer

ACI Orchestration Activities Pack Cisco DC Networking Management
Activity Pack
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ACI Orchestration Workflow Editor Activity Pack

Welcome | offf Cisco_Sample_Workflow

= Cisco_Sample_Workflow - Checked out by me

@ Begin

Begin
Aways  E @ CiscoACILogin ®
Login to APIC =
Create Tenant
Success —
Failure B— Create Tenant
Success
Failure

®

B—
i

@ Create Application
Profile
Create Application Profile
Success
Failure

®

o]z @

5 )\‘ @ (E:;egate Application ®

Create EPG

Success
Failure

FE End

End

cisco W‘/

BRKDCN-2969

¥ (T3 Orchestration Packs

» (S] Global

A @ Cisco ACl Orchestration
> Catch All
> Create

> Delete

A\ Login
» [{3] CiscoACiLogin-v10
V¥ [S] cisco ACI Orchestration

> Catch All

v Create

Create Action Rule Profile -
>,

> @ Create Application EPG - v4 |

Create Application Profile -
>@

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ACI Orchestration Workflow Editor Activity Pack

Workflows Core Packs = Custom Data

o\ Filter orchestration packs @ m

v G] Orchestration Packs
> [S] Global
¥ [S] cisco ACI Orchestration
v Catch All
» [{}] DELETE-v5
> @ POST -v8
v Create
> Create Action Rule Profile - v4
> @ Create Application EPG - v5
> @ Create Application Profile - v5

Create Attachable Entity Profile -
>0,

cisco Li//p/_/

> @ Create Bridge Domains - v3

> @ Create Consumer Contracts - v5
> @ Create Contract Subjects - v3
> @ Create Contracts - v4

> @ Create Discovery Protocol - v6

> @ Create End Point Retention
Policy - v5

> @ Create Fiber Channel Interface
Policy - v3

> @ Create Filter Entry - v3
> @ Create Filters - v3
> @ Create L2 Interface Policy - v5

> @ Create LLDP Interface Policy - v3

BRKDCN-2969

> Create Taboo Contract - v6
P@ Create Login Domain - v6 @ reate Taboo Lontract-v

> R
> @ Create MCP Interface - v3 @ Create Tenant - v13

»
»> @ Create Monitoring Policy - Delete
» .
@ Create Port Channel linterf Login
Policy -v4 » (C] REST Packs

> @ Create Port Security Interface
Policy - v3

> @ Create Private Networks[Tenant
VRF] -v3

> @ Create Provider Contracts - v9
> @ Create Route Tag Policy - v5
> @ Create SPAN Dst Group - v4

> @ Create SPAN Src Group - v5
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ACI Orchestration Workflow Editor Activity Pack

Workflows Core  Packs = Custom Data

o\ Filter orchestration packs ® m

v G] Orchestration Packs
> [S] Global
¥ [S] cisco ACI Orchestration
Catch All
» [{}] DELETE-v5
» [13] posT-vs
A Create

> @ Create Action Rule Profile - v4

> @ Create Application EPG - v5
> @ Create Application Profile - v5

Create Attachable Entity Profile -
>0,

cisco L{{{o//

> @ Create Bridge Domains - v3

> @ Create Consumer Contracts - v5
> @ Create Contract Subjects - v3
> @ Create Contracts - v4

> [E Create Discovery Protocol - v6

> @ Create End Point Retention
Policy - v5

> @ Create Fiber Channel Interface
Policy - v3

> @ Create Filter Entry - v3
> @ Create Filters - v3
> @ Create L2 Interface Policy - v5

> @ Create LLDP Interface Policy - v3

BRKDCN-2969

> Create Taboo Contract - v6
P@ Create Login Domain - v6 @ reate Taboo Lontract-v

> R
> @ Create MCP Interface - v3 @ Create Tenant - v13

»
»> E Create Monitoring Policy - Delete
» .
@ Create Port Channel linterf Login
Policy -v4 » (C] REST Packs

> @ Create Port Security Interface
Policy - v3

> @ Create Private Networks[Tenant
VRF] -v3

> @ Create Provider Contracts - v9
> @ Create Route Tag Policy - v5
> @ Create SPAN Dst Group - v4

> E Create SPAN Src Group - v5
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ACI Orchestration Workf

== CiscoACl catalog item Tenant - Published (out-of-scope: workflow version belongs to Cisco ACI Application)

@ Bogin
Begin

Always

Cisco

g2 Approval - Group

Stage: Waiting for Approval (1
Day)

Request for approval

[ Approval Action EI Catalog Task
s Stage: Request Approved
[

i i Stage: Fulfilment (1 Day)
ark requested item as
Rejected ) Creating catalog task
l—' approved ud
Alway
Always 3]

[ Approval Action

Stage: Request Cancelled
Mark requested item rejected

Approved

Aways

X= set values
Set state as closed incomplete

Always

1; L2\ Notification

Send notification to requestor

Always

.&‘/

g

(@) wait for condition

walting for application admin to

L

Does count exceeds the

low Editor Activity Pack

®

Request Failure
perform action Yes
Always No
L
L Does tenant created on APIC?
Yes
Does state of Catalog Task R
changes ? No —
Yes
No
L
(&) wait for condition
Does state changes to Closed 2 S- ———
Complete of Catalog Task ? g fox spploution admii 1
change the state of Catalog
Yes Task
No Always

X= set Values

Stage: Completed

Mark requested item closed
complete

Always

-

[ Ena

BRKDCN-2969
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An ACI Automation Flow in Fl

ow Designer

Flaw
Cisco AC catalogite..

Cisco ACI catalog item Filter

TRIGGER

ACTIONS

=y | Set Flow Variables

.8

s fion e C sk s Fulfil ey ue
. T Wl e

2 T'v?ne 0es sta
-13 5 W (12-Dovs satechang.. » rue

" wen (@ Ur

=y | Set Flow Variables

6 @ End Flaw

BRKDCN-

Test Deactivate

Data >
= Fiow Variabies
countForhequentaiire

Waiting for Approval - 1 Days

trackOftroa

 Trigger - Service Catalog

Request Appraved 1 Update Record

¥ ( Reque:

Fulfiliment - 1 Days

2 Get Catalog Varlables

Completed

LY

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

2969

73



An ACI| Automation Flow in Flow Designer

(]
=

o AE———
Cisco ACI catalog item Filter

Eise

4 I 19 Does FiRer Creat... » Res s true
tnen (@) Upie Requesesivem ecerd
=y | SetFlow Variables
) EndFiow
e

=y | SetFlow Variables

me,‘OH- e Req em Recor

=y | set Flow Variables

&) End Flow

& EndFlow

BRKDCN-2969

Test Deactivate

Data >

 Fiow Variabes

Completed
 Trigger - Service Catalog
Tabi
2 Get Catalog Varlables
apcp
Titer_nam:
Mui
Completed 4 R
ar "
.
v
= 4 Ak For Approwal
Agpraval State
¥ (ction Stan
bt
1
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Flow Designer

Flow

Cisco ACI catalog ite... x

Flows Subflows

D
Q,

S

Actions

Name A
Cisco Get Approvers
Cisco NDFC Login
CiscoACIDiscovery,
CiscoAClincrementalDiscovery
CiscoAClLogin
CiscoNDFCLogin
Create Action Rule Profile

Create Application EPG

Create Application Profile

Create Attachable Entity Profile

Create Bridge Domain

Create Consumer Contract

Executions

Flow Designer Actions

Connections Help

< oAl Application Name starts with Cisco ACI Application

Internal name

testapprover04
cisco_ndfc_login
ciscoacidiscovery
ciscoaciincrementaldiscovery
ciscoacilogin

ciscondfclogin
create_action_rule_profile
create_application_epg
create_application_profile
create_attachable_entity_profile
create_bridge_domain

create_consumer_contract

Application

Cisco ACI Application

Cisco ACI Application

Cisco ACI Application

Cisco ACI Application

Cisco ACI Application

Cisco ACI Application

Cisco ACI Application

Cisco ACI Application

Cisco ACI Application

Cisco ACI Application

Cisco ACI Application

Cisco ACI Application

BRKDCN-2969

Status

Published

Published

Published

Published

Published

Draft

Published

Published

Published

Published

Published

Published
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Active

true

true

true

true

true

true

true

true

true

true

true

true

Updated by

admin

admin

admin

admin

admin

admin

admin

admin

admin

admin

admin

admin

Updated
2022-08-10 03:09:37
2022-08-10 03:09:35
2022-08-10 03:10:24
2022-08-10 03:09:36
2022-08-10 03:10:34
2022-08-10 03:10:26
2022-08-10 03:09:25
2022-08-10 03:10:11
2022-08-10 03:10:16
2022-08-10 03:09:36
2022-08-1003:10:14

2022-08-10 03:09:54
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Integrating ServiceNow with Ansible

servicenow  Store Q_ Ansible m Login

Apps and Solutions  ServiceNow Products  Integrations  Innovation Lab  Events

+— Back to Search Results
Type
Integration
Version

227
Other App Versions

Dependencies and Licensing

7 Y7 Y7 77 ¥ No Reviews Share With f View Dependencies and Licensing Requirements
Subscription Required
Yes. This app is associated with a for-fee subscription.
Product Details 1¢ Ratings and Reviews More Info
Compatibility
Utah
Summary Q search Actions Tokyo
: San Diego
Automate job scheduling, job templates, inventory, and user management in your Ansible Tower environment | @ Most Recent @ This spoke requires an Rome
from the ServiceNow instance. ¥ Popular L":mnmmwh
From March 11, 2021 IntegrationHub Standard is not available as a separate package to new customers. [NETALLEDSRORES | adhoc command Management Supporting Links and Docs
Existing IntegrationHub d customers* enti wts are not affected. New IntegrationHub customers @ ServieeNow Core Look up Status From Ad-Hoc .. © ServiceNow Store Terms Of Use
can purchase IntegrationHub Professional or Enterprise to obtain capabilities previously available in R A A Hoc Command. ServiceNow Stora Aop Addandum
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What is Ansible?

ANSIBLE

cisco é{{/&_/

. Open-source Configuration Management Tool
. Commercial support from RedHat
. Declarative (when possible) and idempotent

. Can manage a wide range of systems:

- VMs, network devices, cloud instances, etc.

- Agentless

- Python server-side dependencies
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Cisco DC Networking Collections

ANSIBLE

Nexus
Dashboard
Fabric Controller

_ AC Nexus
Cisco NXOS Cloud / Onprerm Dashboard

= 58
NXOS o-3-0
o’é\o e
CiSCO.NX0S cisco.aci cisco.nd cisco.dcnm
CISCO.MSO
CiScO.nae

All Cisco collections can be found here: https://galaxy.ansible.com/cisco/
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Integrating ServiceNow with Terraform

servicenow | Store O, terraform

Apps and Solutions  ServiceNow Products  Integrations  InnovationLab  Events

Back to Search Results

Terraform

'|' ?Eﬁgfgrm Infrastructure as code for provisioning, compliance, and management of any cloud.

HashiCorp Inc
Compatibility: Tokyo, San Diego, Rome | Other App Versions

Pricing
Free

% % ¥ {¥ 7% 1Review

:= Product Details

Summary

HashiCorp Terraform is a tool for building, changing, and versioning infrastructure safely and efficiently. It

enables users to define and provision a datacenter infrastructure using code. Configuration files describe to

Terraform the components needed to run a single application or your entire datacenter. Codification
enables version control and automation, reducing human error and increasing productivity.

cisco L{{@/

tealn =

52 Contact Seller

Certified App

() View Profile

Type
Integration

Share with 9§ Version
212
Other App Versions

Dependencies and Licensing
View Dependencies and Licensing Requirements

Compatibility
Tokyo
[r— F— San Diego
] o= e Rome
. Supnortina Links and Docs
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What is Terraform?

HashiCorp

'“ Terraform

cisco L{{/&/

. Open-source Infrastructure

Provisioning Tool

. Commercial support from HashiCorp
- Declarative and idempotent

- Immutable infrastructure concept

- VMs, network devices, cloud instances, etc.

. Agentless, single binary file

. Zero server-side dependencies

BRKDCN-2969 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

. Can manage a wide range of systems:
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Cisco DC Networking Terraform Providers .H’

Nexus
Nexus
ACI Dashboard Dashbqard
Cloud / Onprem Orchestrator Fabric
Controller
Q¥ e
o % BR)
d Lo ——
CiscoDevNet/aci CiscoDevNet/mso CiscoDevNet/dcnm

All Cisco providers can be found here: https://reqistry.terraform.io/search/providers?namespace=CiscoDevNet
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servicenow. Service Management Q Lionel Hercot ¥ O,

ilter navigator 3 [ | ' | '
it Cisco ACI Dashboard cisto

ACI Inventory Select ACI Cluster Al

Cisco DC Networking Management Fabric Inventory Application Inventory

W Dashboards Controllers Tenants
NDO Leaf Application Profiles
Spine Application EPGs

Controller Interfaces External EPGs

Fabric Interfaces L30ut

P> Guided Setup
P Configurations

P> Application Configuration
01/01/2001 O To 06/05/2023 O Apply

W Service Catalog
. Fault Incidents (All) Health Incidents (All)
(i) Service Catalog Guide
(i) Catalogltems
My Requests
My Approvals
My Groups Work
No data to display No data to display

P Scripts

B NDO Inventary

®




- Cisco DC Networking has a
deep integration with
ServiceNow

- The new DC Networking
Inventory Integration will
bring a lot of new features

and capabilities

- ACI, NDFC, NDO, N9K,
NDI, they can all be
integrated with
ServiceNow

CIsco
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