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Why are you here...”?
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\
“
ACI - "just another network”, or the foundation of an internal private cloud? ‘*

There are thousands of customers globally who have successfully deployed ACI fabrics and gmhem as "just

another network", but what if you could operate your ACI fabric as programmable priv. infrastructure?

o
In this session we will look at how you can operate your ACI fabric as the @g] of an internal private cloud. We
will look at how to migrate services onto an ACI fabric (network cegl d then implement segmentation
(application centric). We will look at how to use Endpoint S @Groups to wrap security around endpoints within a
VRF. We will then see how we can block East / West t oey
firewalls to provide targeted L7 control. QG

A\

If you're thinking this might prove tg@onsumlng to implement from the Ul, we will show how all the configuration

hin a hypervisor, and finally we'll dynamically add in

can be fully automated u3|

Consuming an AM as "just another cloud" allows organisations choice on where to place workloads. Whether
workload %sted in a public cloud, or on an on-premise private cloud, the consumption model should, and can,

be t@@me
“®

cisco W. BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 6



Before we get
started...
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There are lots (and lots) of details in this presentation, please
download through the Cisco Live app.

Well unless you have binoculars with you...!
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The ACI reference application from circa 2014...
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The mythical three tier application...!

(" Web ) [ DB )
| » o
Outside v" _ -
| (Tenant VRF) o ,\,‘/ ) T we | |
g ‘
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(

ACI Fabric

Applicatiyn Policy
Infrastructure Controller
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Our reference application for this presentation...
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Online Boutique

https://github.com/GoogleCloudPlatform/microservices-demo

Platform:
On-Premises
Customer name:
cisco-store
Vertical:

cisco

Build:

.&‘/

CIscoO

" (U
e mm .t

Free shipping with $75 purchase!

Hot Products

Cabana Shorts
$3999

Cable Knit Blanket
$59.99

e
cisco

(

Shipping

Total

=
( Empty Cart Continue Shopping
S e

Save the Bees Bottle

SKU #2ZYFJ3GM2N

Quantity: 1

Cabana Shorts

SKU #OLJCESPCTZ

Quantity: 1

Free shipping with $75 purchase!

Shipping Address

E-mail Address

someone@example.com

Street Address

1600 Amphitheatre Parkway

$1379
Zip Code
94043
Mountain View
$39.99 State Country
CA United States
$8.99
Payment Method
$62.77

Credit Card Number

4432-8015-6152-0454

Month Year cw

January 2023 ooe

v v

P|ace Order
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Online Boutique

https://github.com/GoogleCloudPlatform/microservices-demo

v
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N cart Redis cache TCP 6379
.................... checkout cart TCP 7070
........................... currency TCP 7000
A A : email TCP 8080
[ adservice ] [r@commendation] E{ ] payment TCP 50051
o product catalog TCP 3550
shipping TCP 50051
i . 'E' ' Eh frontend adservice TCP 9555
[pr‘oduct catalog}y .:": [ shipping ] [ currency ] cart TCP 7670
B checkout TCP 5050
7 currency TCP 7000
£ product catalog TCP 3550
> recommendation TCP 8080
[ cart ] shipping TCP 50051
outside frontend TCP 80/8080
Y

- recommendation product catalog TCP 3550

Redis cache
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Who hasn’t heard of
“the journey to the
cloud”...”?
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AWS reference architecture

https://docs.aws.amazon.com/vpc/latest/userguide/extend-intro.html

AWS Backbone
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Network Connectivity and Security are mandatory in the
cloud...

cisco L‘V&. BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



Different clouds run different hypervisors

AWS Nitro System

A combination of dedicated hardware and'lightweight hypervisor enabling faster innovation and enhanced security

Get Started with a Nitro-based Instance Today

The AWS Nitro System is the underlying platform for our next generation of EC2 instances that enables_

Google Cloud

Google Cloud: security in plaintext

January 25, 2017

AWS to innovate faster, further reduce cost for our customers, and deliver added benefits like increased

e hes Hypervisor security on the Azure fleet

AWS has ¢ i ined our virtualization infrastructure. Traditionally, hypervisors protect the|

physical hardware and bios, virtualize the CPU, storage, networking, and provide a rich set of managem Article « 11/11/2022 « 3 minutes to read + 4 contributors 4 Feedback
capabilities. With the Nitro System, we are able to break apart those functions, offload them to dedicat]

hardware and software, and reduce costs by delivering practically all of the resources of a server to you|
instances.

In this article

Strongly defined security boundaries enforced by the hypervisor
Defense-in-depth exploit mitigations

Strong security assurance processes

Next steps

The Azure hypervisor system is based on Windows Hyper-V. The hypervisor system enables the computer administrator to
specify guest partitions that have separate address spaces. The separate address spaces allow you to load an operating
system and applications operating in parallel of the (host) operating system that executes in the root partition of the
computer. The host OS (also known as privileged root partition) has direct access to all the physical devices and
peripherals on the system (storage controllers, networking adaptions). The host OS allows guest partitions to share the
use of these physical devices by exposing "virtual devices” to each guest partition. Thus, an operating system executing in
a guest partition has access to virtualized peripheral devices that are provided by virtualization services executing in the
root partition.

The Azure hypervisor is built keeping the following security objectives in mind:

Objective  Source

Isolation A security policy mandates no information transfer between VMs. This constraint requires capabilities in the Virtual
Machine Manager (VMM) and hardware for isolation of memory, devices, the network, and managed resources such as
persisted data.

VMM To achieve overall system integrity, the integrity of individual hypervisor components is established and maintained.
integrity

Andy Honig Nelly Porter
Senior Product Manager Group Product Manager, Google Cloud

ble Cloud uses the open-source KVM hypervisor that has been validated by scores of researchers
e foundation of Google Compute Engine and Google Container Engine, and invests in additional
rity hardening and protection based on our research and testing experience. Then we contribute
our changes to the KVM project, benefiting the overall open-source community.

t follows is a list of the main ways we security harden KVM, to help improve the safety and security
ur applications.

bactive vulnerability search: There are multiple layers of security and isolation built into Google's
M (Kernel-based Virtual Machine), and we're always working to strengthen them. Google’s cloud
Eurity staff includes some of the world’s foremost experts in the world of KVM security, and has

covered multiple vulnerabilities in KVM, Xen and VMware hypervisors over the years. The Google

7 ways we harden our KVM hypervisor at

cisco / ¢ &‘/
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A cloud operating model succeeds best when there Is a
new organisational culture...
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Cloud operating models have changed the way that
security is implemented...
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With a cloud operating model, security rules are typically
declared with the application constructs...

cisco L‘V&. BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Conversely, within enterprise Data Centers security has
been implemented by network and/or security
administrators at a VRF boundary...

cisco L‘V&. BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



Traditional Enterprise Security Model

. Outside —_ E': > Inside -
-——
ubuntu-01 l ubuntu-02

permit ubuntu-01 ubuntu-02 tcp 5201

Traffic is routed to a physical firewall which
typically becomes a throughput pinch point
with thousands of rules

Cisco M. BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



What are the network characteristics required to enable
us to operate in a cloud like manner...7

cisco L‘V&. BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



ACI is the foundation for an internal private cloud...!

11 0

DayO automation out-of-the-
box; physical fabric and
underlay

£ > s

Per-application Pervasive
service-chaining Security Model

Hybrid cloud capability; Single APl Model for 100s of Infrastructure as Code with
public cloud-like networking switches and 1000s of ports; Ansible and Terraform
constructs cloud-like consumption
model

Automation | Classification and Segmentation | Security

Cisco M- BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



Network Centric
VS
Application Centric
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What does Google say about the different modes...?

CIscoO

.&‘/

Cisco ACI what is the difference between network centric and applica

Network Centric approach allows existing network
architecture and flows to remain the same, henceforth
allowing IT resources enough period to get acclimatized
with the new terminologies of ACI fabric. Application
Centric approach is comparatively a new approach model
where application tiers are defined by EPGs .

https://ipwithease.com g f

Cisco ACI Network Centric vs Application Centric approach

*]

People also ask
What is application centric infrastructure ACI?
hat is network centric application?

What are the 3 core components of ACI Architecture?

How Cisco application centric infrastructure ACl is related to SDN and how it differs?

https://community.cisco.com cat

Difference between ACI network centric mode and application ...

Application centric is another way of thinking. Instead of having the network lead the

application leads. This results into a network ‘bubble’ (for lack of

https://community.cisco.com
ACI network centric vs app centric - Cisco Community

Application-centric mode: Application-centric mode gives ACI users the highest level of
visibility and security. In this mode, we define groups and contracts ..

BRKDCN-2984

site:cisco.com Cisco ACI what is the difference between network cenl X

Difference between ACI network centric mode and application ...
another way of t g. Instead of having the network lead the

sco.com > applic

ACI network centric vs app centric - Cisco Community

Application-centric mode: Application-centric mode gives ACI users the highest level of

https://www.cisco.com 4 clo etwork

Cisco ACI - Application Centric Infrastructure

Configure, operate, and analyze everything connected to your data center and cloud networks,
all from one place. Connect to Cisco Nexus Dashboard

htt 1 enter-vir DF

Network Centric to ACI Centric Migration - Cisco

The Network-Centric model serves many customers well; it allows them to migrate their existing

lapplications/ network into ACI in a way that is familiar.

Solved: ACI Network Centric to Application Centric Migration
\ ( Solved: We are planning to migrate our existing infrastructure to ACI in few
First to a Network Centric setup (EPG=VLAN=BD) with a L2

https: ww.cisco.com » S r

Application Centric Infrastructure (ACI) - Data Center - Cisco
This solution provides automated network connectivity, consistent policy management, and

simplified operations for multicl nvironments. Unlock the full

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Getting with the times...

ChatGPT
As of my last knowledge update in January 2022, Cisco ACI (Application Centric

Infrastructure) can operate in two primary modes: Application Centric Infrastructure
(ACI) mode and Network Centric Infrastructure (NCI) mode. Let's explore the key

differences between these two modes:

1. Application Centric Infrastructure (ACI) Mode:

* Policy-Driven: ACI mode is designed with an application-centric approach, where
the network is configured and managed based on application requirements.

° Application Network Profiles: Administrators define Application Network Profiles
(ANP) that encapsulate the requirements and policies of specific applications. This
includes networking, security, and other relevant parameters.

* Automation and Orchestration: ACI mode emphasizes automation and
orchestration. Policies are applied to the entire application infrastructure, allowing
for faster deployment and adaptability to changing application needs.

* Abstraction of Underlying Infrastructure: ACl abstracts the underlying network
infrastructure, enabling administrators to focus on defining and enforcing policies

at the application level rather than dealing with specific network configurations.

'Vlessage ChatGPT...

2. Network Centric Infrastructure (NCI) Mode:

° Network-Centric Policies: NCI mode, on the other hand, is more aligned with
traditional network-centric configurations. Network administrators can configure
and manage the network using familiar networking concepts without the emphasis
on application-centric policies.

* Manual Configuration: In NCl mode, administrators have more direct control over
individual network components and configurations. This can involve manual
configuration of networking elements such as VLANS, subnets, and access control
lists (ACLSs).

Familiarity for Network Administrators: NCI mode is suitable for organizations

where network administrators are more comfortable with traditional networking
paradigms and want to maintain a higher degree of control over specific network

details.

It's important to note that the capabilities and features of Cisco ACI can evolve with
software updates and releases. Organizations should refer to the latest Cisco ACI
documentation or consult with Cisco support to understand the current state of ACI
modes and their capabilities. As of my last update, the information provided here gives

a general overview of the concepts associated with ACI modes.

ChatGPT can make mistakes. Consider
checking important information. ©

ChatGPT can make mistakes. Consider checking important information.

cisco Lz{/&/
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What is mv definition of Application Centric mode...?
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An Application Centric deployment identifies where applications are running
on the fabric = which switch, which interface, which VLAN...

An Application Centric deployment optionally controls security rules for inter
and intra application traffic...

cisco W. BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



Where should
we start...”?
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Design Considerations...
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VRFs in “common” with
BDs, EPGs and ESGs in
the “user” tenant

/
L=

VRFs and BDs in “common”
with EPGs and ESGs in the
“user” tenant

Design Patterns

Everything in the “common”
Tenant is not typically seen /
common [/ D common

g common.vrf-01 »g common.vrf-01

Q common.vrf-01
ﬂ subnet(s) subnet(s) subnet(s) A
: 1
: A 4 A

ﬂ subnet(s)
“ subnet(s)

D common

m VLAN

Objects in the common tenant

Network E VLAN
Segments (Security isolation per (Security isolation per i
B should have unique names, :

Bridge Domain)

Bridge Domain)

Bridge Domain)

Bridge Domain)

E VLAN

m VLAN

(Security isolation per

A :
ﬂ subnet(s)

m VLAN

m VLAN

m VLAN

(Security isolation per
Bridge Domain)

Bridge Domain)
e.g. common.vrf-01
m VLAN m VLAN ' A 4 get‘"g‘;
(Security isolation per (Security isolation per Network VLAN EPG VLAN eg’"; s (Security isolation per (Security isolation per
Segmeiﬂ:s (Security isolation per (Security isolation per Bridge Domain) Bridge Domain)

ﬂ VLAN

(Security isolation per
Bridge Domain)

(Security isolation per
Bridge Domain)

Bridge Domain)

Apps
(Optional) Security isolation across Bridge Domains
Apps ESG

|| :
H ]
(Optional) Security isolation across Bridge Domains

Apps

(Optipnal).., Security isolation across Bridge Domains
||
] 1

Dedicated subnets for tenants with VRFs
that can be (optionally) shared by different
Tenants

Used for functions which are accessible
from any Tenant

Typically, fewer larger subnets which can
be (optionally) shared across Tenants

BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 36
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Design Patterns

inbound/outbound routing

|

{ Network team controls ]

All networking constructs
contained within a Tenant

/

Large subnets can be
shared across Tenants

ﬂ demo N D shared-services
g vrf-01 g vrf-01

ﬂ shared-services

g vrf-01

ﬂ subnet(s) ﬂ subnet(s)

D demo v

g vrf-01
“ subnet(s) ﬂ subnet(s)

Network
Segments

m VLAN m VLAN

(Security isolation per (Security isolation per
Bridge Domain) Bridge Domain)

m VLAN

(Security isolation per
Bridge Domain)

m VLAN

(Security isolation per
Bridge Domain)

Network
Segments

VLAN
(Security isolation per

m VLAN

(Security isolation per

@ common.vrf-01

» P subnet(s)

A

Bridge Domain)

Bridge Domain) ﬂ
demo

B ... | i
VLAN VLAN

AppsA L (Security isolation per (Security isolation per Netwbrk
(Optional) Security isolation across Bridge Domains Bridge Domain)
&

Bridge Domain) Segments
1
Il

Dedicated VRFs and subnets for each onal)

A 4

e VLAN

(Security isolation per
Bridge Domain)

m VLAN

(Security isolation per

Bridge Domain)

y

Network EPG VLAN
Segments | (secyrity isolation per
Bridge Domain)

m VLAN

(Security isolation per
Bridge Domain)

Security isolation across Bridge Domains
Tenant with Dedicated L3outs ‘ -
] 1

Apps:

JDedicated VRFs and subnets for each
Tenant with Shared L3out

Each Tenant has one or more
network security groups

(Opticna Security isolation
across Bridge Domains

Apps
(Optional Security isolation
across Bridge Domains

| —=

EPG and ESG in the “user” Tenant with the

Each Tenant has one or more
endpoint security groups

BRKDCN-2984

cisco Lz{/&/

VRF in the “common” Tenant, and a Shared

L3out in shared-services
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Each Tenant has their own IP Range

All Tenants

deco  APIC _ .
Name Alias ~ Description

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

ALLTENANTS | Add Tenant | Tenant Search: [NIRER | common | i 2-07 | rwhitear | shared-se c 08 shared-services 3out and shared devices

IP range per Tenant

All Tenants i=i
enants aci-infrastructure Nexus Dashboard, MSO etc

Allas * Description Bridge Domains VRFs ciscolive-01 Routable IP range 10.0.11-15.x

L3out and shared devices 0 1

SO ete 1

ciscolive-02 Routable IP range 10.0.21-25.x

range 10.0.11-15.x 5 1

Routable IP range 10.0.21-25.x 0 ! ciscolive-03 Routable IP range 10.0.31-35.x
Routable IP range 10.0.31-35.x a 1
Routable [P range 10.0.41-45.x 0 ! ciscolive-04 Routable IP range 10.0.41-45.x
Routable IP range 10,0 51-55.x 0 1
Routable IP range 10.0.61-65.x 0 1 ciscolive-05 Routable IP range 10.0.51-55.x
Routable IP range 10.0.71-75.x 5 1

ciscolive-06 Routable IP range 10.0.61-65.x

ciscolive-08

— Routable IP range 10.0.81-85 x 5 1 ) )
] o ciscolive-07
Routabl 92.168.0-5 0 1 - Routable IP range 10.0.71-75.x
e erraform
rwhitea Routable IP range 192.168.10-15.x 6 1
ngorse Routable IP range 192.168.120-125.x 1 CiSCO”\/e—OS
demo Routable IP range 192.168.150 3 1 ROutabLC.‘ IP range 1 0081 _85.)(
. ) - . . Terraform
fgandola Routable IP range 192.168.151-158.x 1 2
roxadiaz Routable IP range 192,168.20-25.x 6 1
ndsouzar 5 . ardica Routable IP range 192.168.0-5.x

esx-infrastructure

ot - . e ot ) rwhitear Routable IP range 192.168.10-15.x
ssharman Routable IP range 192.168.50-56.x 7 1
ot . ngorse Routable IP range 192.168.120-125.x
movaswan Routable IP range 192.168.60-65.x 6 1 1 ¥ Healthy
Routable IP range 192.168.70-75.x a 1 [ ¥ Healthy
Routable IP range 192.168.80-85.x 0 1 0 ¥ Healthy
ylouis Routable IP range 192.168.90-95.x a 1 ] ¥ Healthy
Page 1 of1 Objects Per Page: 100 Displaying Objects 1 - 32 Of 32
Last Login Time: 2023-11-26T07:06 UTC+00:00 Current System Time: 2023-11-26T07:59 UTC-00:00
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Network engineers “view” of their ACI| environment...
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Workloads identified by IP and Mac address

Q vrf-01
ﬂ 192.168.150.0_24 ﬂ 192.168.151.0_24 ﬂ 192.168.152.0_24 “ 192.168.153.0_24 ﬂ 192.168.154.0_24 ﬂ 192.168.155.0_24 F 192.168.156.0_24
. m192.168.151.0_24 m192.168.152.9_24 m192.168.153.0_24 W 192.168.155.0_24 192.168.156.0_24
network-segments
The “network-segments” Typical “Network Centric” mode
Application Profile contains all deployme.nt where there_ls al:1
the EPGs which provide the N B B B mapping _between Bridge
network backing Domains and EPGs

cisco Lz{/&/
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What does the application owner care about...?
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DNS names, |P addresses, Default Gateways, and
Security Rules...
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Online Boutique

https://github.com/GoogleCloudPlatform/microservices-demo
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$39.99 State Country
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Online Boutique

https://github.com/GoogleCloudPlatform/microservices-demo

v
e Jo e ) o/ Csmer e e o

N cart Redis cache TCP 6379
.................... checkout cart TCP 7070
........................... currency TCP 7000
A A : email TCP 8080
[ adservice ] [r@commendation] E{ ] payment TCP 50051
o product catalog TCP 3550
shipping TCP 50051
i . 'E' ' Eh frontend adservice TCP 9555
[pr‘oduct catalog}y .:": [ shipping ] [ currency ] cart TCP 7670
B checkout TCP 5050
7 currency TCP 7000
£ product catalog TCP 3550
> recommendation TCP 8080
[ cart ] shipping TCP 50051
outside frontend TCP 80/8080
Y

- recommendation product catalog TCP 3550

Redis cache
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Where is our application running...”?

|l P
Q vrf-01

ﬂ 192.168.150.0_24

ﬂ 192.168.151.0_24

ﬂ 192.168.152.0_24

“ 192.168.153.0_24 ﬂ 192.168.154.0_24

ﬂ 192.168.155.0_24

ﬂ 192.168.156.0_24

network-segments

m192.168.150.0_24

m 192.168.151.0_24

m192.168.152.0_24

m192.168.153.0_24 m192.168.154.0_24

A

[@dﬁﬂ"]

ﬁr‘ontent‘

m192.168.155.0_24

F192. 168.156.0_24

(9}
~+

The application endpoints require
communication across different
subnets, which is typically achieved
using “vzAny” or “Preferred Groups”

cisco Lz{/&/
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Let’s convert to “Application Centric” mode...

Y eno
Q vrf-01

ﬂ 192.168.150.0_24 ﬂ 192.168.151.0_24 ﬂ 192.168.152.0_24 ﬂ 192.168.153.0_24 ﬂ 192.168.154.0_24 ﬂ 192.168.155.0_24 ﬂ 192.168.156.0_24
Bl | || || |l | | e | | o Fﬁ
192.168.150.0_24 192.168.151.0_24 192.168.152.0_24 192.168.153.0_24 192.168.154.0_24 192.168.155.0_24 192.168.156.0_24

network-segments

~ . . .
The application endpoints communicate
. openly within the Endpoint Security Group
il o services [ ) even though they’re connected to different
frontend . .
) Bridge Domains

T, ) /" T

checkout

ST  Fd T

................................

o | email

'-.‘: [ payment )
- 441

~
cant currency
J

shipping

online-boutique

New Application Profile created
for the application Endpoint
Security Group
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\What does this mean to the network admin...”?
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Application Visibility...!

demo

@ ESG - all-services 0

C» Quick Start

ﬁ oo Summary Dol tlowoal Laalth Faults History

"pwmmees  Application Endpoint Host Information VLAN Information — J Tag Information | .. . oo
ryemen [P and MAC Information

— - (S

@ network-

@ online-boutique MAC/IP Endpoint Name ggrs\.::;rg Interface (learned) Encap Base EPG Policy Tags
: :S::'::i Fres Iv 00:50:56:A1:1A:60 tn-demo-online-boutique-ad-service 10.237.98.165 Pod-1/Node-102/eth1/29 (learned,vm... x::gmgfg: demo:network-segments:192.168.150.0_24 1n_dem;'f;dnﬁ,l"_;;“l:it?:;:f’a‘ﬂi_";:f;iact59"‘”“
[ Endpoint Security Grc 192.168.150.100 demo:network-segments:192.168.150.0_24
all-services ~ 00:50:56:A1:3F:2C tn-demo-online-boutique-frontend-service 10.237.98.168 Pod-1/Node-101/eth1/32 (learned,vmm) x::?jl;g:g demo:network-segments:192.168.151.0_24 lnfdem;T;?\ﬁ:‘eﬁ)‘:)ndit?:x;:?fl:gr?t:i-;tz:tne/li::de-Semc
= Networking 192.168.151.101 demo:network-segments:192.168.151.0_24
E HREEEE v 00:50:56:A1:7F:0B tn-demo-online-boutique-checkout-service 10.237.98.168 Pod-1/Node-102/eth1/32 (learned,vm... :::;:H;;:g demo:network-segments:192.168.153.0_24 1n-dernct;T;dnﬁr:.leo-ijoondit?:;g?;:ieqcuk%-;rl:gm:gsewi(
9 Policies 192.168.153.155 demo:network-segments:192.168.153.0_24
Services
: ;e:::l:lty | ¥ 00B0SEANTFAS tn-demo-online-boutique-redis-cart 10.237.98.166 Pod-1/Node-101/eth1/30 (Iearned,vm... :::2:11812[[2; demo:network-segments:192.168.156.0_24 1n_dEm;’_‘;ﬂﬁr’::’_;;”:it’i‘:;:f’;;g?:_i:;"i5'“"“
192.168.156.155 demo:network-segments:192.168.156.0 24
N 0:56:* tn-demo-online-boutique-payment-service 10.237.98.167 Pod-1/Node-101/eth1/31 (learned,vmm) x::ﬂ:ug?&;’ demo:network-segments:192.168.154.0_24 -de_mo-onIir:le-boulique-paymgnt—servic
Endpoint names demo:network-segments:192.168.154.0, za! EPG/Subnet Information l
a3 00:50:56:AT:8F:09 tn-demo-online-boutique-shipping-service 10.237.98.166 Pod-1/Node-101/eth1/30 (learned,vm... :::::ﬂ;;{g demo:network-segments:192.168.153.0_24 —r tn-demo-online-boutique-shipping-service i
192.168.153.156 demo:network-segments:192.168.153.0_24
~ 00:50:56:A1:09:2F tn-demo-online-boutique-product-catalog-service Pod-1/Node-102/eth1/30Q (learned,vm... :::Eﬂjgfgi demo:network-segments:192.168.150.0_24 1n-dem;r—‘;?\ﬁrzi;:)ndit?:;:?;:oigt:?(::?;g;?:;rav:%
192.168.150.101 SW'tch and Interface demo:network-segments:192.168.150.0 24
~ 00:50:56:A1:22:DE tn-demo-online-bouti Information Pod-1/Node-102/eth1/31 (learned,vmm) ::::1:”3253 demo:network-segments:192.168.152.0_24 1n_dEm;::ﬁ:‘:_;‘%n:it?:;:?;a‘:_?ii-;?‘r::SEWiCE
192.168.152.100 demo:network-segments:192.168.152.0_24
~ 00:50:56:A1:84:4D tn-demo-online-boutique-email-service 10.237.98.167 Pod-1/Node-101/eth1/31 (learned,vmm) :::::E?E?[Eg)) demo:network-segments:192.168.155.0_24 1n.demct;T;dnﬁr:::)%ndi?:;g?:;ﬂg#z:mﬁ::sewice
192.168.155.155 demo:network-segments:192.168.155.0_24
~ 00:50:56:A1:B0:E2 tn-demo-online-boutique-recommendation-service 10.237.98.168 Pod-1/Node-101/eth1/32 (learned,vmm) x::::ﬂz::zz demo:network-segments:192.168.151.0_24 'n_dnm}‘r_‘;ﬂﬁrﬁ;ﬁ:IIi?::sf’iﬂgf;f:::?::f?g:ﬁ:
| Page 1 of 1 | Objects Per Page: | 100 Displaying Objects 1- 11 0f 11
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orrelate Endpoints to Switch Interfaces...

Inventor = (= \ . . .
¥ (D @ @} Layer 1Physical Interface Configuration - 101/eth1/30 0
C» Quick Start
Operational Deployed EPGs VLANSs Stats QoS Stats Health Faults History
GB Topology —
® Pod © Healthy [} o3 O Fr = %
[ aci-dev-01-leaf-101 (Node-101)
X -8 Total Egress Bytes Rate -+ Total Egress Bytes
B aci-dev-01-leaf-102 (Node-102) CRC Align Errors -k Total Ingress Bytes Rate
X X _ =¥ Total Ingress Bytes
E aci-dev-01-spine-201 (Node-201)
B aci-dev-01-spine-202 (Node-202)
100M
Layer 1Physical Interface Configuration - 101/eth1/30 O /
L 90M
Operational Deployed EPGs VLANs Stats QoS Stats Health Faults History
80M
o * |
Class Rx Counts Tx Counts _______.—-—-—-—'_’—'_-m'
Admit Bytes Admit Packets Drop Bytes Drop Packets Admit Bytes Admit Packets Drop Bytes  Drop Packets Buffer Drop Bytes Buffer Drop Packets
level3 537237488774 331641401 33539628 353653 602227818041 328501767 408 6 0 0 60m _
o
¥ <
level2 0 0 0 0 0 0 0 0 0 0 T
50M @
levell 0 0 0 0 0 0 0 0 0 0
policy-plane 0 0 0 0 75106152 1043141 0 0 0 0 | 40M
control-plane 0 0 0 0 85877269 632340 0 0 0 0
L 30M
span 0 0 0 0 0 0 0 0 0 0
levels 0 0 0 0 0 0 0 0 0 0 S0M
level5 0 0 0 0 0 0 0 0 0 0
10M
leveld 0 0 0 0 0 0 0 1l
0k oM
12:20 12:21 12:22 12:23 12:24 12:25 12:26 12:27 12:28 12:29
Time
@ 12.20 12:2 12.24 M
d [ [+]
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What if don’t want my classification to be this granular...”?
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Broad-brush classification...

Y eno
@ vrf-01

ﬂ 192.168.150.0_24

ﬂ 192.168.151.0_24

ﬂ 192.168.152.0_24

“ 192.168.153.0_24

ﬂ 192.168.154.0_24

ﬂ 192.168.155.0_24

ﬂ 192.168.156.0_24

network-segments

m192.168.150.0_24

m 192.168.151.0_24

m192.168.152.8_24

mwz. 168.153.0_24

m 192.168.154.0_24

m192.168.155.0_24

m192. 168.156.0_24

N ey

ESG pn

production

oduction-workloads

==

N
|4

)
e

B
B

i

i

B

Production workloads J

H B

ESG pr

pre-production

e-production-workloads

=

=
FF R

Pre-Production

workloads

Sl
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SW|tCh|ng to “Application
Centric” mode is simple...
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Physical or virtual workloads, with or without VMM
Integration...!
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You can convert from Network Centric mode to
Application Centric mode in two simple steps...
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Step 1: Create Application Profiles and Security Groups

Contract allowing open or
restricted communication

Y o ( Application Profile for EPG ) {

—= mapped Endpoint Security
Grou pSs “ epg-matched-esg

network-segments

vzAny
| P |
Contracts applied to vzAny

!!! 192.168.151.0_24 !g! 192.168.152.0_24 imp"cit'y app"es to a” EPGS,

BD 192.168.150.0_24
1

. n online-boutique v ESGs, and extEPGs in the VRF
92.168.150.0_24 192.168.151.0_24 192.168.152.0_24 T
dynamic (P,S) vlans dynamic (P,S) vlans dynamic (P,S) vlans all-services

network
segments

4 w New Application Profile and
-1 Endpoint Security Group for the

Typical “Network Centric” mode e Y ) 100
deployment where there is a 1:1 : \___“online-boutique” application
mapping between Bridge m_l_
Domains and EPGs
VDS portgroup name VDS portgroup name VDS portgroup name
192.168.150.0_24 192.168.151.0_24 192.168.152.0_24
Dynamic PVLAN (P,S) Dynamic PVLAN (P,S) Dynamic PVLAN (P,S)

Open communication between
all subnets through the
“network-segments” ESG

— — —  —  —

i
— e e — ]
:
i

™ [ [Py [ ™ ™ ™y [ [y [y ([P I
P

P

I

—— —— — — e e e P
o
o

. ™ ™ T T ™ ™ P
I

P

P

— e —— — e — I
P

i

i

i

i

LW / ESXi cluster with VMM integration
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Step 2: Tag Workloads to move into the new Security Group

Y-
g vrf-01

[ Application Profile for EPG ) {
mapped Endpoint Security

Groups

Contract allowing open or
restricted communication

“ epg-matched-esg

Network
segments

192.168.150.0_24

!!! 192.168.151.0_24

!g! 192.168.152.0_24

network-segments

BD
192.168.150.0_24
dynamic (P,S) vlans

192.168.151.0_24 192.168.152.0_24
dynamic (P,S) vlans dynamic (P,S) vlans

vzAny
EPG/ESG Collection
| P |

deployment where there is a 1:1
mapping between Bridge
Domains and EPGs

ok

Typical “Network Centric’ mode

all-services

EEEEEEEEEREE |

Contracts applied to vzAny
implicitly applies to all EPGs,

ESGs, and extEPGs in the VRF

|

cisco Lz{/&/

-

NeW Application Profile and
Endpoint Security Group for the
“online-boutique” application

VDS portgroup name
192.168.150.0_24
Dynamic PVLAN (P,S)

VDS portgroup name
192.168.151.0_24
Dynamic PVLAN (P,S)

VDS portgroup name
192.168.152.0_24
Dynamic PVLAN (P,S)

E network-segments

online-boutique

—  —  —
— = = =
|
m— =
— == =

— — — —  —

— =

I | |

— = =

—

— == =

f Open communication between
all subnets through the
“network-segments” ESG

ESXi cluster with VMM integration

BRKDCN-2984

Open communication between
online-boutique endpoints

|
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Tagging Option 1: Static Tag Mapping

demo-non-vmm

fag Selectors Define ESG Tag Selector

Tag Key

(C» Quick Start

\4

v/ ﬁ demo-non-vmm
Value Operator = Tag Value

T ApplicationName = online-boutique

v [ Application Profiles

@ epg-matched-esg

@ network-segments

I ApplicationName

v @ online-boutique

= Application EPGs ACI App||cat|0n

W useg EPGs Workload Tags
v [l Endpoint Security Groups

Map MAC or IP address to Tag Value

all-services

" contracts 00:50:56:A1:0A:90 = ApplicationName online-boutique

v [l Selectors
B Tag Selectors

B EPG Selectors oo

Endpoint MAC

B P Subnet Select

C» Quick Start

B Service EPG Sele
ﬁ demo-non-vmm

~ MAC Bridge Domain VRF Tags Matching Tag Selector
[ Application Profiles Address
= Networking v
B Contracts 00:50:56:AT1:0A:90 * vrf-01 online-boutique uni/tn-demo-non-vmm/ap-online-boutique/esg-all-services/tagselectorkey-[ApplicationName]-value- [online-boutique]
v = Policies 00:50:56:A1:11:B7 * vrf-01 online-boutique uni/tn-demo-non-vmm/ap-online-boutique/esg-all-services/tagselectorkey-[ApplicationName]-value-[online-boutique]
& Protocol 00:50:56:A1:15:9B * vrf-01 online-boutique uni/tn-demo-non-vmm/ap-online-boutique/esg-all-services/tagselectorkey-[ApplicationName]-value- [online-boutique]
B Troubleshooting 00:50:56:A1:41:B1 * vrf-01 online-boutique uni/tn-demo-non-vmm/ap-online-boutique/esg-all-services/tagselectorkey-[ApplicationName]-value-[online-boutique]
Host Protection
= otec 00:50:56:A1:4F:95 e vrf-01 online-bouthue uni/tn-demo-non-vmm/ap-online-boutique/esg-all-services/tagselectorkey-[ApplicationName]-value-[online-boutique]
& Monitoring
- 00:50:56:A1:6A:4F * vrf-01 online-boutique uni/tn-demo-non-vmm/ap-online-boutique/esg-all-services/tagselectorkey-[ApplicationName]-value-[online-boutique]
NetFlow
E VMM 00:50:56:A1:B8:3B * vrf-01 online-boutique uni/tn-demo-non-vmm/ap-online-boutique/esg-all-services/tagselectorkey-[ApplicationName]-value-[online-boutique]
B Endpoint Tags 00:50:56:A1:C7:4C * vrf-01 online-boutique uni/tn-demo-non-vmm/ap-online-boutique/esg-all-services/tagselectorkey-[ApplicationName]-value- [online-boutique]
= Endpoint MAC 00:50:56:A1:E6:B8 * vrf-01 online-boutique uni/tn-demo-non-vmm/ap-online-boutique/esg-all-services/tagselectorkey-[ApplicationName]-value-[online-boutique]
& Endpoint IP

[ Services
| — =

Match Endpoints to
Workload Tags

cisco / ¢ 9_/
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Automated conversion to “Application Centric”
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Tagging Option 2: VMM Tag Mapping

. , Tags & Custom Attributes »| ©2 Assign Tag...
v ] tn-demo-online-boutique ° <G Assign Tag . . . .
Assign Tag tn-demo-online-boutique-frontend-service

backend Add Permission... ) )
v O vCenter Application
& tn-demo-online-bou]  Ajarms Workload Tags ADD TAG

v [ frontend ?
. . ) Tag Name Category
d tn-demo-online-boutigue-frontend-service \x - ’
v P middleware E] tn-demo-online-boutique-product-catalog-service Function
@5 tn-demo-online-boutique-ad-service E] tn-demo-online-boutique-email-service Function
&% tn-demo-online-boutique-cart-service (] | tn-demo-online-boutique-ad-service Function
ﬁh‘ tn-demo-online-boutique-checkout-service (] tn-demo-online-boutique-recommendation-service Function
demo tn-demo-online-boutique-shipping-service Function
Tag Selectors U d PPINg
. C» Quick Start v tn-demo-online-boutique-frontend-service Function
EEE demo E] tn-demo-online-boutique-checkout-service Function
- Tag Key Value Tag Value
- [ Application Profiles Operator E] tn-demo-online-boutique-payment-service Function
’ @ epg-matched-esg Function Equals tn-demo-online-boutique-email-service E] tn-demo-online-boutique-currency-service Function
g @ THRIET BRI 12 Function Equals tn-demo-online-boutique-frontend-service D tn-demo-online-boutique-redis-cart Function
v @ online-boutique A
Function Equals tn-demo-online-boutique-redis-cart
ACI Appllcatlon Function Equals tn-demo-online-boutique-currency-service
Workload Tags _ _ _ .
’ = Endpaint Security Groups Function Equals tn-demo-online-boutique-payment-service
v uff_ all-services Function Equals tn-demo-online-boutique-cart-service
[ Contracts Function Equals tn-demo-online-boutique-ad-service
- [l Selectors Function Equals tn-demo-online-boutique-product-catalog-service ACI Appllcatlon Workload TagS match
Tag Selectors i i
. Tag Function Equals tn-demo-online-boutique-recommendation-service Vcenter Appllcatlon Workload Tags
[ EPG Selectors
Function Equals tn-demo-online-boutique-shipping-service
[ |P Subnet Selectors
B Service EPG Selectors Function Equals tn-demo-online-boutique-checkout-service
a
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Automated conversion to “Application Centric”

'.':Ills'élé' APIC ssharman @ ° o o ° @

System

Tenants Fabric Virtual Networking Admin Operations Apps Integrations

ALL TENANTS | Add Tenant | Tenant Search: I common | demo | fgandola | ssharman | shared-services

Endpoints mapped to the
“network-segments” ESG
through EPG = ESG mapping

tion Profiles Client Endpoints Contracts Deployed Leaves Tag Selectors

v @ epg-matched-es:

demo @ @ @

» b Quicl

o

Summary Policy Operational Health Faults History

QHeathy @ ©O| Y o X

= ation EPGs

» Bl uSeq EPGs MAC/IP Endpoint Name Learning Hosting Server Interface (learned) Encap Base EPG Policy Tags
o - Source
~ [ Endpoint Security Gr
learned vian-1038(P) demo:network= 5
R G e g ad-servie 237.9 5 ! 2 T LI LA e ~ -ad-
: 00:50:56:A1:1A:60 tn-demo-online-boutique-ad-service W 10.237.98.165 Pod-1/Node-101/eth1/29 (learned. vian-1064(S) segments:192.168.150.0_24 tn-demo-ad-servic
v 1020(F) i twork
e - ! fi 1 217 02 168 1 o ] ) demo:network-
Bnts v :50:56:A1:3F:2C n-demo-online e-f service 0.237.9 3 /Nod leth1/ earned.. Syl — - - -
s @ network-segments 00:50:56:A1:3F:2C tn-demo-online-boutique-frontend- service 0.237.98.168 Pod-1/Node-101/eth1/32 (learned 1021(5) segments:192,168.152.0_24 tn-demo-frontend
= Networking 197 5 demo:network-
’ 92.168.152.101 segments:192.168.152.0_24
[ Contracts 1017(P) demo:netw
).56:A1:7F n-demo-online-boutique- checkout- servic 10.237.98.168 d-1/Node-102/eth1/32 (leamed A : - -
00:50:56:A1;7F:0B tn-demo-online-boutique - checkout-service 0 98.168 Pod Mode-102/ 1/32 (learned 1018(8) segments:192.168.151.0_24 tn-demo-checkout
00:50:56:A1:7F:A5 tn-demo-online-boutique-redis-cart 10.237.98.166 Pod-1/Node-102/eth1/30 (learmed WoilzAls) Sl tn-demo-redis-car
= Services S A : ue - s - R TR AEETER ylan-1018(8)
Security EE-A1 i n-demo-online-boutiaue- pavment-service 10.237.98.167 Jd-1/Node-101/eth1/31 (learned vlan=1038(P) demo:network= _ - :
= y 00:50:56:A1:86:0B tn-demo-anline-boutique- payment-service 0 98.16 Pod-1/Node-101/eth1/31 (learned vian-1 segments:192,168.150.0_24 tn-demo-payment:
00:50:56:A1:8F:09 tn-demo-online-boutique-shipping-service 10.237.98.166 Pod-1/Node-101/eth1/30 (learned Rl 0205 i tn-demo-shipping-
)0:50:56 9 r ue-shipping-service 3296158 /Node-101/eth1/30 {leamed... " yjan-1021(S) segments:192.168.152.0 24 S
| Page |1 of1 | | Objects Per Page: 100 Displaying Objects 1 - 11 Of 11
Login Time: 2023-02-03T07:03 UTC+00:00 Current System Time: 2023-02-03T08:07 UTC+00 UU_‘

ssharman@ssharman-jumphost:~

ping
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Scaling application connectivity with vzAny...
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Scaling connectivity to “application-01"

Y oo

Q vrf-01

192.168.150.0_24

!gg 192.168.151.0_24

!g;! 192.168.152.0_24

192.168.150.0_24
dynamic (P,S) vlans

192.168.151.0_24
dynamic (P,S) vlans

Network
segments

192.168.152.0_24
dynamic (P,S) vlans

“ epg-matched-esg

All applications initially provide the same
contract to vzAny. This maintains open
communication between applications

=SB all-services

e
E_

vzAny

network-segments

All EPGs, ESGs, extEPGs

ESG

application-02

all-services

e e N

0.0.0.0/1
128.0.0.0/1

vzAny as a contract consumer defines

that all EPGs, ESGs, extEPGs are
consumers of the same contract

=SB all-services

cisco Lg{/&/
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Scaling connectivity to “application-02"

Q vrf-01

Network-
segments

192.168.150.0_24

!gg 192.168.151.0_24

!g;! 192.168.152.0_24

192.168.150.0_24
dynamic (P,S) vlans

192.168.151.0_24
dynamic (P,S) vlans

192.168.152.0_24
dynamic (P,S) vlans

“ epg-matched-esg

All applications initially provide the same
contract to vzAny. This maintains open
communication between applications

ESG

=
(=5

application-01

all-services

_— e /= == == == == == == =

ESG

network-segments

vzAny

All EPGs, ESGs, extEPGs

all-services

e e N

0.0.0.0/1
128.0.0.0/1

vzAny as a contract consumer defines
that all EPGs, ESGs, extEPGs are
consumers of the same contract

=SB all-services

cisco Lg{/&/
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Scaling connectivity to “application-03”

Y oo

Q vrf-01

192.168.150.0_24

!gg 192.168.151.0_24

!g;! 192.168.152.0_24

EPG

192.168.150.0_24
dynamic (P,S) vlans

| C HCCIfl T H P |
~ta

EPG

192.168.151.0_24
dynamic (P,S) vlans

| C HCCI I H P

Network-
segments

EPG

192.168.152.0_24
dynamic (P,S) vlans

| C HCCIf| I H P |

“ epg-matched-esg

application-01 ..

ESG

all-services

e
E_

network-segments

extEPG

0.0.0.0/1

128.0.0.0/1
| C HCCIH T H P |

vzAny as a contract consumer defines
that all EPGs, ESGs, extEPGs are
consumers of the same contract

contract to vzAny. This maintains open
communication between applications

application-02

all-services

e e N

ESG

=SB all-services

cisco Lg{/&/
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Classification and
Segmentation using ESGs

cisco Lg{/g/



EPG Security vs ESG Security

{ Bridge Domain with 1x Bridge Domain with 1 Bridge Domain with
AC| foundational building blocks: subnet and 1x EPG/vlan subnet and multlple multiple subnets and
A Tenant provides an RBAC boundary typically linked to a ek m“|t'ple = i
business function Y \
« A is mapped to a single Tenant g}&
- A Bridge Domain is mapped to a single [ = FEREREn ﬂ 192.168.2.1/24 ﬂ 192.168.3.1/24
« A Bridge Domain provides one or more IP gateways (IP —
secondary) ot E Path 101/1/1 - vlan-10 E Path 102/1/1 - vlan-20 E bath 103/1/2 - vian-4o
 An EPG is mapped to a single Bridge Domain
« An EPG provides network backing and maps to: F van donain F v donain
« VMM domains + static or dynamic VLAN(s) { EPG provides security A= S —
« Static path(s) + static VLAN(s) across a BD ﬁam!""ﬂ;‘n"fﬁlcatmn
« An EPG defines a security boundary on a Bridge Domain i e
« An EPG allows open communication for endpoints in the EPG, or s
(optionally) blocked communication for endpoints in the EPG T F Security isolation across Bridge Domains
« Inter EPG communication requires contracts (typically not required h .
when using ESGs) N
 An ESG forms a security boundary on a
« An ESG allows open communication for endpoints in the ESG, or [ ESGs provides security }
(optionally) blocked communication for endpoints in the ESG EIEEES WIS WA

* Inter ESG communication requires contracts
» ESG contracts supersede EPG contracts
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Select a Design Pattern and map your Endpoints to
the ESG...
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Design Patterns

cisco Lg{/&/

Y-

g vrf-01
ﬂ subnet(s)

ﬂ subnet(s)

Network
Segments

m VLAN

(Security isolation per

Bridge Domain)

m VLAN

(Security isolation per
Bridge Domain)

m VLAN

(Security isolation per
Bridge Domain)

m VLAN

(Security isolation per
Bridge Domain)

Apps
(Optional)

Security isolation across Bridge Domains

EPG and ESG in the “user” Tenant with a

dedicated L3out

ﬂ shared-services
G vrf-01

Y ero

g vrf-01
ﬂ subnet(s)

ﬂ subnet(s)

Network team controls
inbound/outbound routing

Network
Segments

m VLAN

(Security isolation per
Bridge Domain)

m VLAN

(Security isolation per
Bridge Domain)

m VLAN

(Security isolation per
Bridge Domain)

m VLAN

(Security isolation per
Bridge Domain)

Apps
(Optional)

Security isolation across Bridge Domains

EPG and ESG in the “user” Tenant with a

BRKDCN-2984

Shared L3out
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Design Patterns

Network team controls
inbound/outbound routing

shared-services

ﬂ common
@ vrf-01 (

common.vrf-01
Large subnets can be ot
ﬂ subnet(s) ﬂ subnet(s)

..... >
| shared across Tenants
Y- Yo [ =]
; N vework | | [ v ||| v
ﬂ subnet(s) ﬂ subnet(s) @ common.vrf-01 Segments (Security isolation per (Security isolation per
""" > Bridge Domain) Bridge Domain)

7
n ............... > subnet(s)
Network E VLAN m VLAN m VLAN m VLAN
(Security isolation per (Security isolation per

Segments (Security isolation per
Bridge Domain) Bridge Domain) Bridge Domain)

(Security isolation per
Bridge Domain)

m VLAN m VLAN Ddem?) ﬂtest

(Security isolation per (Security isolation per
Bridge Domain) Bridge Domain) n H
Network : m VLAN Network m VLAN D demo
Segments (Security isolation per

Segmentsg (Security isolation per
: Bridge Domain) Bridge Domain)

A 4

Apps

m m (optipnal) .
H VLAN VLAN (Endpoints grouped by IP address*)

Security isolation across Bridge Domains

Apps

Security isolation across Bridge Domains :
(Security isolation per (Security isolation per
Bridge Domain) Bridge Domain)

i
EPG in the “common” Tenant with ESG in

EPG and ESG in the “user” Tenant with the P//
VRF in the “common” Tenant [ esc [ apps “user” Tenant
i - (Optional) Security isolation |«{-|-

Security isolation
across Bridge Domains across Bridge Domai%
~

Each Tenant has one or more
network security groups

.

EPG and ESG in the “user” Tenant with the
VRF in the “common” Tenant, and a Each Tenant has one or more

Shared L3out in shared-services endpoint security groups

cisco M. BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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How do you map Endpoints into an ESG...7
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Application Knowledge taken from any source

.................
.....

Application Application Monitoring  Application Security CMDB 3
Knowledge e.g. AppDynamics  e.g. Secure Workload e.g. SNOW B i
EPU
...................... --—>
Application name + T
endpoint IP addresses East/West Firewall

e AR . (ESG > ESG)

4
: FMC ':
Orchestration Tag Selectors
* Endpoint MAC North/South Firewall
Endpoint IP (ESG > SGT)

BD subnet
Static endpoint

L * VM name
'r « VM Tag l

IP subnet selector | e,

................
""""

vCenter

G : : i 4
Tags/Names KEP selector / ., CSDAC

VM Names or VM Tags ISE/DNAC

*
----------------------

......... f H
: SGT
[ Application name + :
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What are our endpoint mapping options...”?
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We can use EPGs, Tagged endpoints, Tagged
subnets, or simply Static endpoint mapping...

cisc Lq/ /
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Settings:

- VMM Domain (read/write)
- Allow uSegmentation = True

- Dynamic PVLANs

177 TSN
) R
II SN
4
I, Co Ope \\~\
I Q Ibp bs S
v Cx, Q- Q N
n n n [ \ c/(, ab/ c /o3 S
Option 1: EPG mapping to a single security zone w0,
[ ] y \\~\ tbe beq
~
TN
Yo < rg
— o1 e
N
epg-matched-esg
All EPGs mapped to -
a single ESG -~
all-subnets
EPG: 192.168.150.0_24
EPG: 192.168.151.0_24
EPG: 192.168.152.0_24
d 192.168.150.0_24 d 192.168.151.0_24 ﬁ 192.168.152.0_24
network-segments m
192.168.150.0_24 192.168.151.0_24 192.168.152.0_24
VMM Domain VMM Domain VMM Domain
Dynamic PVLAN Dynamic PVLAN Dynamic PVLAN
Logical grouping by
EPGS VDS portgroup name VDS portgroup name VDS portgroup name
192.168.150.0_24 192.168.151.0_24 192.168.152.0_24
______________ PVLAN (P, S) PVLAN (P, S) ____EYL-MI_EE;_EZ_________E__l
all-subnets i
: = |
1 1
1 o 1
1 1
i N — i
1 [= = = E- 1
i ] |
1 .
ESXi cluster with VMM integration
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I/ ~\~\\
7, "

'Ill/ eo,)zo o, \‘~\\~\~

end:; e :'e s@;
Option 2: EPG mapping for multiple security zones® e erog,
Y oo \\\~‘~f:?’i0 ':O

Q vrf-01 e

epg-matched-esg
EPG group-01 ' = @roup—w ]
e G pre-production 7

EPG: 192.168.150.0_24

»
'| permit-to-pre-production EPG: 192.168.152.0_24

EPG: 192.168.151.0_24

d 192.168.150.0_24 d 192.168.151.0_24 ﬁ 192.168.152.0_24

network-segments E

192.168.150.0_24 192.168.151.0_24 192.168.152.0_24
VMM Domain VMM Domain VMM Domain
Dynamic PVLAN Dynamic PVLAN Dynamic PVLAN

Logical grouping by

EPGS VDS portgroup name VDS portgroup name VDS portgroup name H
192.168.150.0_24 192.168.151.0_24 192.168.152.0_24 : :
PVLAN (P, S) PVLAN (P, S) PVLAN (P, S) LOglcal grouplng by

EPGs

production S pre-production

Settings:

- VMM Domain (read/write)

- Allow uSegmentation = True
- Dynamic PVLANs

E
E
E
E
E
E

ESXi cluster with VMM integration
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Settings:

- VMM Domain (read/write)

- Allow uSegmentation =

- Dynamic PVLANs

CIscoO

A
4 S
4 6}7(7 SN
[ les POL
f 6‘/,) 0’6\\
e, Rog Vo SSig
~
n n [ ] [ ] \\’.ea eq 3 e’)’ g,) \\\
ption 3: Tag selectors wit integration Wi s | 1o
NGRIRE
n *\\{ei’)’ VMM gs.
\\ e
~
Y- S,
~
Rl o1 3290
N
applications
application-01== application-02&
VMs matched with tag » permit-to-application-82 VMs matched with tag
Key: app Key: app
Value: application-01 Value: application-02
P P
ﬂ 192.168.150.0_24 ﬂ 192.168.151.0_24 “ 192.168.152.0_24
network-segments m
192.168.150.0_24 192.168.151.0_24 192.168.152.0_24
VMM Domain VMM Domain VMM Domain
Dynamic PVLAN Dynamic PVLAN Dynamic PVLAN
Logical grouping by
VM Ta VDS portgroup name VDS portgroup name VDS portgroup name
g 192.168.150.0_24 192.168.151.0_24 192.168.152.0_24
PVLAN (P, S) PVLAN (P, S) PVLAN (P, S) :
............................. -
1| VM vCenter Tag = APIC Policy Tag
H Key: app
1| value: application-01
e Eomeed E::
1| VM vCenter Tag = APIC Policy Tag
H Key: app
True j Value: application-02
ESXi cluster with VMM integration
&. BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 78




Option 4: Tag selectors with VMM integration and
Intermediary switches

g vrf-01

applications

= |
aDDlication—el
VMs matched with tag

Key: app
Value: application-01

LcHcctH 1 H P |

»
'I permit-to-application-02

aDDlication-ez

VMs matched with tag
Key: app

Value:

application-02

LCHcctH 1 H P |

ﬂ 192.168.150.0_24

ﬂ 192.168.151.0_24

ﬂ 192.168.152.0_24

network-segments

Ex

192.168.150.0_24

VMM Domain
Static PVLAN

192.168.151.0_24
VMM Domain
Static PVLAN

192.168.152.0_24 | ~
VMM Domain
Static PVLAN

=

Static PVLAN

Logical grouping by
VM Tag

Settings:

- VMM Domain (read/write)

- Allow uSegmentation = True
- Manual/static PVLANs

cisco Lg{/&/

VDS portgroup name
192.168.150.0_24
PVLAN (P, S)

Fooos

VDS portgroup name
192.168.151.0_24
PVLAN (P, S)

VDS portgroup name
192.168.152.0_24
PVLAN (P, S)

ESXi cluster with VMM integration

Static PVLAN on

intermediary switches

VM vCenter Tag =
Key: app
Value: application-01

APIC Policy Tag

VM vCenter Tag =
Key: app
Value: application-02

APIC Policy Tag

BRKDCN-2984
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Option 5: MAC selectors, no VMM integration

g vrf-01

applications

—
=

application-01==

Tag Selector

Key: app
Value: application-01

Assign an APIC policy tag to ]
! each MAC statically on APIC |

APIC Policy Tags:

LCHecetH T H P

»
'I permit-to-application-02

T—
=

application-02&

Tag Selector
Key: app
Value: application-02

LCHcctH 1 H P |

* app:application1 -> MAC A, B, C,
* app:application2 -> MAC X, Y, Z

3

ﬂ 192.168.150.0_24

ﬂ 192.168.151.0_24

ﬂ 192.168.152.0_24

P network-segments

Ex

192.168.150.0_24

|

Phys Domain
Manual PVLAN

192.168.151.0_24
Phys Domain
Manual PVLAN

192.168.152.0_24
Phys Domain
Manual PVLAN

Logical grouping by

MAC Tag

EPG

Settings:

Physical Domain
Static path bin

Manual/static PVLANs

Intra EPG Isola
Proxy ARP = Tru

dings

tion = True

e

cisco Lg{/&/

VDS portgroup name
192.168.150.0_24
PVLAN (P, S)

Fooos

C

VDS portgroup name
192.168.151.0_24
PVLAN (P, S)

— — — —  —

VDS portgroup name
192.168.152.0_24
PVLAN (P, S)

e

ESXi cluster with VMM integration

e [

VMs MACs matched with tag
Key: app
Value: application-01

VMs MACs matched with tag
Key: app
Value: application-02

BRKDCN-2984
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EPG

Settings:
- Physical Domain
Static path bin

Intra EPG Isola
Proxy ARP =

Tru

Manual/static PVLANs

cisco Lg{/&/

4 2;~
4 S
4 Ney, X
4 de;\
4 ‘ISf ,’t SN
Ay, ’)g L TN
d[" Q S[ S
L] [ ] [ ] ~ @s ,)d g’) ~
Option 6: IP selectors, no VMM integration LU Rt e
p . y g 84 R, i
\\\\ ,) an,}.
~
Ddemo \\\\OS es
~
N vrf-o1 N /
=)
applications
aDDlication—el aDDlication-ez
I:s_szizcmr :I permit-to-application-02 I:s-s:ll,sdor
Value: application-01 Value: application-02
cHecaaH 1 H P L CHecectH T H P
APIC Policy Tags:
* app:application1 -> 1P A, B, C, ... - .
+ app:application2 ->IP X, Y, Z, ... BN 5 cc50.0 24| M 521681510 22| HEMM 102.165.152.0 24| INtra EPG Isolation = True
network-segments m PFOXV ARP = True
192.168.150.0_24 192.168.151.0 24 192.168.152.0 24 /D7
e = £ Phys Domain Phys Domain Phys Domain |~
Assign an APIC policy tag to ] Manual PVLAN Manual PVLAN Manual PVLAN
each P statically on APIC |
Logical grouping by
IP T VDS portgroup name VDS portgroup name VDS portgroup name
ag 192.168.150.0_24 192.168.151.0_24 192.168.152.0_24
PVLAN (P, S) | | __ PVLAN (P, S) | | | PVLAN (P, S) | @
Ejapplication-al ﬁﬁﬁﬁﬁ o 1| VMs IPs matched with tag
EREEE  EEE || o
| FT [F e i | Value: application-01
junfenjunienk sfesjenustenjusfenjusfentfenjufesfunpesfenjusfenpunten) mpesjenfesten ::
=T=1= 1= 1| vMs IPs matched with tag
i i| Key: app
dings j Value: application-02
tion = True ESXi cluster with VMM integration
@
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I/ \\\\
4 g SN
i ')dp . SS N
I, l'Si o,,) \\\
(] ,)9 t ~\~
. s Ny, S
| | \\\\ ed dbo~ 9’)’))
plon /. SeleClors 10r pare meta NG
\\\\ sses M
Q vrf-01 ~\\~
applications
| aJDDlication-Bl m aDDlication-ez
Tag Selector » permit-to-application-82 Tag Selector
Key: app | Key: app
Value: application-01 Value: application-02
=
APIC Policy Tags:
» app:application1 -> MAC A, B, C, ...
* app:application2 -> MAC X, Y, Z, ... ﬂ 192.168.150.0_24 ﬂ 192.168.151.0_24 ﬂ 192.168.152.0_24
ﬂ P network-segments m
/= + 192.168.150.0_24 192.168.151.0_24 192.168.152.0_24
. . Phys Domain Phys Domain Phys Domain

Assign an APIC policy tag to
each MAC statically on APIC |

-a-p-p-lrc;;:-lg:\j;; ------------------------------------------------------------------------------ -i Bare metal MACs matched to the APIC tag

! Em = = = = 1= = = Em Em = 1| Key: app

1 ™ ™y ™ [ [ [y P ™ ) i | Value: application-01

L il NEEEE @88 |

.......................................................... 3
application-az . . . (== 1| Bare metal MACs matched to the APIC tag
01| xer: o

1

Settings: | L i| Value: application-e2
- Physical Domain Logical grouping by
- Static path bindings MAC Tag
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Y-

I/ \\\‘~
&y
’I/lll (:;ZDO i’){ RS N
. \\\ ’79 en s sigh
Option 8: IP selectors for bare metal S
N vrf-o1 N

applications

| aJDDlication—Bl application-02&

=l

Tag Selector
Key: app

»
'| permit-to-application-02

APIC Policy Tags:

Tag Selector
Key: app
Value: application-01 Value: application-02

LCHCCIH T H P | LCHCCIH I H P

* app:application1 -> 1P A, B, C, ...

P network-segments m

Assign an APIC policy tag to

P
* app:application2 -> 1P X, Y, Z, ... ﬂ 192.168.150.0_24 ﬂ 192.168.151.0_24 ﬂ 192.168.152.0_24

192.168.150.0_24 192.168.151.0_24 192.168.152.0_24 II:
Phys Domain Phys Domain Phys Domain 4

each |P statically on APIC ]

Intra EPG Isolation = True
Proxy ARP = True

EPG

Settings:
- Physical Domain Logical grouping by
- Static path bindings IP Tag

- Intra EPG Isolation = True
- Proxy ARP = True

Bare metal IPs matched to the APIC tag
Key: app
Value: application-01

Bare Metal IPs matched to the APIC tag
Key: app
Value: application-02
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Option 9: Subnet selectors S S,

~
~
Y o oeg
\x\ 4
@ vrf-o1 \~~ ,,
=)
applications
“default—zone
= application-01== application-02&
TesroiE 192.168.150.128/26 > e 192.168.150.192/26
LT S 192.168.151.128/26 | permit-to-application-02 192.168.151.192/26
- 168 ’ 151‘0/25 192.168.152.128/26 192.168.152.192/26
192.168.152.0/25 P | P |
LP | 1
——1
ﬂ 192.168.150.0_24 ﬂ 192.168.151.0_24 ﬂ 192.168.152.0_24
permit-to-application-01
network-segments E
192.168.150.0_24 192.168.151.0_24 192.168.152.0_24
VMM Domain VMM Domain Phys Domain I T
Dynamic PVLAN Manual PVLAN Manual PVLAN
Ty E— Static PVLAN on
i VDS portgroup name VDS portgroup name i i i
192.168.150.0_24 192.168.151.0_24 Intermedlary SWItChes
application-01 Endpoints matched to subnets
i Key: app EPG
Value: application-01
Settings: F==== Settings:
- VMM Domain Endpoints matched to subnets _ Physical Domain
. Key: app X o
- Allow uSegmentation = True : Value: application-@2 - Static path bindings
. b ———m—m—m————m—m— e e e m————m—m—m——— - —— .
- Manual/static PVLANs |  peeggg-----o---mssss=ss S====0 s FEEEE - Manual/static PVLANs
B default-zone —_ = = = Endpoints matched to subnets 1ati _
: ..... Key: default - Intra EPG Isolation = True
L : Value: default-zone - Pr-oxy ARP = True

ESXi cluster with VMM integration
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4 <N
i/ N (ia;\\
i’ O/ . h\~\
7’ 0’/ yl’)t \\\

(\\ s Yo, 9"6@ N
Option 10: Combined solution with/without VMM %y,

p demo \~\!\VM II
- S 4{ I,
EPG matched default ] BNt )

security zone
aJ:)Dlication—el

™ VMs and BM Tag

Key: app
Value: application-01

P
A

efault-zone

default-zone ﬁ

=
aDDlication-ez
VMs and BM Tag
Key: app
Value: application-02

APIC Policy Tags:
* app:application1 ->IP A, B, C, ...
“ 192.168.152.0_24 .

app:application2 -> 1P X, Y, Z, ...

»
'| permit-to-application-02

“ 192.168.150.0_24

“ 192.168.151.0_24

> permit-to-application-01

network-segments

192.168.150.0_24

VMM Domain
Dynamic PVLAN

192.168.151.0_24
VMM Domain
Manual PVLAN

192.168.152.0_24
Phys Domain
Manual PVLAN

Assign an APIC policy tag to
each IP statically on APIC
|

T T

lEEIH!--l----_

VDS portgroup name
192.168.151.0_24

VDS portgroup name
192.168.150.0_24

Static PVLAN on
intermediary switches

VMs and IPs matched with tag

Key: app EPG
Value: application-01

F-oos

Settings:

- VMM Domain

- Allow uSegmentation = True
- Manual/static PVLANs

Settings:

- Physical Domain

Static path bindings
Manual/static PVLANs

Intra EPG Isolation = True
Proxy ARP = True

VMs and IPs matched with tag
Key: app
Value: application-02

Fooos

ESXi cluster with VMM integration
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™= Sy
4 SN
I, Qlla"e \\\“\
I, ’e[' ,)tlb \~\~
( gefe egs AN

n . n n n \\\\ W dis G \\x

tion ombinead solution + Quarantine S iy ot Tou,
) s Noge, lon s
e ! S, ds TOF
p demo Isolated ESG to 3 4
- SN 4
=t prevent E/W traffic Wsw 4
EPG matched default ] [ [E—— =2
Security z0one efault-zone F quarantine
\ ﬁ aJDDlication-Ol apolication-ez
™ default-zone Vis and BM Tag P permit-to-application-02 VMs and BM Tag quarantine
Key: app | Key: app
Value: application-01 Value: application-02
CHcah{tHP o T H 1"‘1“"‘i’lﬁl‘!§!....-
A

Assign an APIC policy tag to
F tot lication-o1 192.168.150.0_24 192.168.151.0_24 192.168.152.0_24
permit-to-app -

quarantine endpoints - match based

AP
- network-segments m
192.168.150.0_24 192.168.151.0_24 192.168.152.0_24 on VM Tag, VM name,'MAC, IP
VMM Domain VMM Domain Phys Domain ==
Dynamic PVLAN Manual PVLAN Manual PVLAN

1os »c [— Static PVLAN on

VDS portgroup name VDS portgroup name H : . .
192.168.150.0_24 intermediary switches

192.168.151.0_24

VMs and IPs matched with tag

Key: app EPG
Value: application-01

F-oos

Settings:

- VMM Domain

- Allow uSegmentation = True
- Manual/static PVLANs

Settings:

- Physical Domain

Static path bindings
Manual/static PVLANs

Intra EPG Isolation = True
Proxy ARP = True

VMs and IPs matched with tag
Key: app
Value: application-02

Fooos

F===2

VMs and IPs matched with tag
Key: endpoint
Value: quarantine
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Why do we need to enable Proxy ARP for IP
mapping...
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MAC addresses are not classified to ESGs when only IP-based
selectors are used. Switching traffic (i.e. within the same subnet)
will not use ESG contracts even if its payload has the IP address

classified to an ESG...

If two IPs in the same subnet from the same EPG are classified
Into different ESGs, those two endpoints can still talk freely
through the MAC and its original EPG...

cisco W. BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 88



How do you enable Proxy ARP on the Leaf Switches...”?

Enab"ng “Allow Micro—Segmentation" ) Edit VMM Domain Association - VMware/ucsc-c220m5-vds-01

automatically enables Proxy ARP. Deso macy (
Option in a 100% virtual deployment, use
with or without Intra EPG isolation T Evenees ol st npton

:: liow Micro-Segmentation: ZI

Untagged VLAN Access: []

Immediate

demo vean woce: (R s )

& demolnetwork-segments|192.168.150.0_24 ACTIONS v

Port Binding: ( Dynamic Binding | Ephemeral Static Binding jl
> C» Quick Start Netflow Erable ) Summary  Monitor  Configure  Permissions  Ports  Hosts  VMs
) Allow Promiscuous: | Reject
I W ﬁ demo Foraed 1 Port binding Static binding
arge ransmits: R t
N i Port allocation Elastic
v [ Application Profiles MAG Ghanges: | Reject VLAN ID 1046
Active Uplinks Order:
@ epg-matched-security-groups Standby Uplinks: - [ ----------
@ network-segments Custom EPG Name

~ [l Application EPGs

5 % 192.168.150.0_24 N & demolnetwork-seghnents|192.168.150.0_24 ACTIONS
% 192.168.151 .0_24 m‘:‘(:’l: “; Summary Monitor Conﬁg‘ 're Permissions Ports Hosts VMs

(] Port binding Static binding
> 8 192.168.152.0_24

Port allocation Elastic
Annotations e -
Private VLAN Isolated (1094, 1095)

> [ uSeg EPGs

Enable Intra EPG isolation with

»bal Alias: @
bSeg EPG: false ¥ | |assaasie /

Enabling Intra EPG isolation / Allow Micro-
Segmentation configures PVLANSs on the
port group

> |l Endpoint Security G

Proxy ARP if you have a mixed
virtual and physical environment

QoS class: | Level3 (Default

Proxy ARP is only available
when Intra ESG isolation is
enabled

- —— Add an Intra EPG
‘ Contract

Name Tenant « Contract Type

=l Contract Type: Intra EPG Contract

W / I I permit-any demo Intra EPG Conuacil‘
CIsCcoO &_ BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 89




vCenter tag/name matching requires read/write
vmm integration...
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Dynami

c Policy Ta

System Tenants Fabric

Kubernetes | Rancher RKE |

VMware

- [ VMware
> @ hx-dev-01-vds-01
@ hx-dev-01-vds-02
| ™ @ ucsc-c220m5-vds-01
= Controllers
[ Custom Trunk Port Groups
[ Trunk Port Groups

OpenShift |

g matching from vCenter

Virtual Networking

OpenStack |

©

& ubuntu-01| 02 & @ ACTIONS Vv
Summary Monitor Configure Permissions Datastores Networks Snapshots
Guest OS: Ubuntu Linux (64-bit)
Compatibility: ESXi 6.7 and later (VM version 14)
VMware Tools: Running, version:11360 (Guest Managed)
MORE INFO
DNS Name: ubuntu-01

LAUNCH WEB CONSOLE

LAUNCH REMOTE CONSOLE @

IP Addresses:

Host:

d @

192.168.150.21
VIEW ALL 2 IP ADDRESSES
10.237.98.168

Encapsulation: VLAN

Configure Infra Port Groups: [_]

Delimiter:

En: g Collection:

Enable VM folder Data Retrieval O
(Beta):

Access Mode:

Endpoint Retention Time (seconds): 0

VLAN Pool: | all-vlans(dynamic)

Create ACI Tags to
match vCenter Tags

- @) online-boutique

> [l Application EPGs

. [ uSeg EPGs

~ [l Endpoint Security Groups

s §3% ad-service
= Contracts
v [ Selectors

[ Tag Selectors
[ EPG Selectors
[ |P Subnet Selectors

[ Service EPG Selectors

Tenant - Policies = Endpoint Tags

I Endpoint Tags

~ [ Endpoint MAC

Bl 00:50:56:41:73:47 -

E 00:50:56:A1:78:E4 - 192.168.152.0_24 (VMM)

B oo:

= Endpoint IP

cisco Lz{/&/

:56:A1:83:A5 - 192.168.150.0_24 (VMM)

Tags “+ee-cey®] Function I '
( n order to match a VM Name, please use key __vmm::vmname
Tag Collectlon runs Assigned Tag Category Description
every 5 min , .
) I ad-service Function I:
I
Read Write Mode © ESG - ad-service 0
~
Summary Policy Operational Health Faults History
3
Client Endpoints Contracts Deployed Leaves Tag Selectors
——
THealty @ ©| T © L
MAC/IP Endpoint Name Learning Hosting Server Interface (learned) Encap Base EPG Policy Tags
Source
' i - learned - 5 : vian-1053(P) demo:network- ubuntu-02
I ~ 00:50:56:A1:73:47 ubuntu-02 e 10.237.98.166 Pod-1/Node-101/eth1/30 (learne vian-1054(S) segments:192.168.151.0 24 ad-service
2.168.151.0_24 (VMM) I demo:network-
192.168.151.21 segments:192.168.151.0_24
learned 5 vian-1017(P) demo:network- ubuntu-03
N 5 -03 ) 9 -1/l _ j 137 ( ) demo:network-
. 00:50'56:A1:78:E4 ubuntu-0: — 0.237.98.168 Pod-1/Node-101/eth1/32 (learne vian-1018(S) seoments:192.168.152.0 24 ad-service
o demo:network-
192.168.152.21 segments:192.168.152.0_24
learned - vlan-1081(P) demo:network- ubuntu-01
5 bt ) -1/ ~101/eth1/32 (
00-ENERAT ubunty-01 vnm 0.237.98.168 Pod-1/Node-101/eth1/32 (learne vian-1083(S) segments:192.168.150.0_24 ad-service

APIC creates dynamic VMM MAC Tags based

on the assigned Category / Tag in vCenter

demo:network-

segments:192.168.150.0

24

J

BRKDCN-2984
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Static endpoint mapping...

cIsco Lg//&/ | R R
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demo “ [ Application EPGs

(G 8 mnison Static Policy Tags on APIC

[ Domains (VMs and Bare-Metals)

% demo
I ﬁ > [ EPG Members ) -
~ [l Application Profiles » B Static Ports : l ane
> @ epg-matched-security-groups B Static Leafs ad-service

b @ network-segments Static Endpoints = Fibre Channel (Paths)

> @ online-boutique [ Contracts

~ [ Networking B Static Endpoint

g @ online-boutique

> Application EPGs
> [ Bridge Domains > [ Subnets |

> [l VRFs B L4-L7 Virtual IPs > Il uSeg EPGs
> [l L20uts i L4-L7 IP Address Pool ~ fml Endpoint Security Groups

> [l L30uts v (@) 192.168.150.0_24 v &% ad-service
14

> [ SR-MPLS VRF L30uts DHCP Relay Labels

IP address ranges [ Contracts
> [ Dot1Q Tunnels ND Proxy Subnets
v [ Selectors

> fml Contracts B Subnets
v [ Policies @& 192.168.150.1/24 lm Tag Selectors

> [l Protocol - [ Endpoint MAC B EPG Selectors

Stats Health Faults History
> [ Troubleshooting MAC addresses 00:50:56:A1:73:47 - *

[ P Subnet Selectors

Bckets Policy Tags Resource IDs

> [ Host Protection 00:50:56:A1:73:47 - 192.168.151.0_24 (VMM)

[ Service EPG Selectors
> [ Monitoring 00:50:56:A1:78:E4 - *

AN
Associated Object
> = NetFlow I 00:50:56:A1:78:E4 - 192.168.152.0_24 (VMM)

uni/tn-demo/BD-192.168.151.0_24/subnet-[192.168.151.1/24]
> i VMM

[ Endpoint Tags
> [ Endpoint MAC IP addresses

00:50:56:A1:83:A5 - * :
uni/tn-demo/BD-192.168.150.0_24/subnet-[192.168.150.1/24]

00:50:56:A1:83:A5 - 192.168.150.0_24 (VMM) uni/tn-demo/BD-192.168.152.0_24/subnet-[192.168.152.1/24]
X = Endpoint IP uni/tn-demo/eptags/epiptag-[192.168.150.21]-vrf-01
> [ Endpoint IP . E 192 168.150.21 uni/tn-demo/eptags/epiptag-[192.168.151.21]-vrf-01

> [ Services uni/tn-demo/eptags/epiptag=[192.168.152.21]-vrf-01

B 192.168.151.21

. uni/tn-demo/eptags/epmactag-00:50:56:A1:73:47-(*]
= Security Bl 192.168.152.21

uni/tn-demo/eptags/epmactag-00:50:56:A1:83:A5-[*]

. / uni/tn-demo/eptags/epmactag-00:50:56:A1:78:E4-[*]
CISCO ( _ S— o
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My preferred option is to automate static MAC
tagging from the endpoint IP address...
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Allowing open
communication...

cisco Lg{/@/



Existing applications typically require unrestricted communication

Y
Q vrf-e1

ﬂ 192.168.150.0_24

ﬂ 192.168.151.0_24

ﬂ 192.168.152.0_24

“ 192.168.153.0_24 ﬂ 192.168.154.0_24

ﬂ 192.168.155.0_24

ﬂ 192.168.156.0_24

network-segments

m192.168.150.0_24

m 192.168.151.0_24

m192.168.152.0_24

m192.168.153.0_24 m192.168.154.0_24

A

]

m192.168.155.0_24

F192. 168.156.0_24

(9}
~+

The application endpoints require
communication across different
subnets, which is typically achieved
using “vzAny” or “Preferred Groups”

cisco Lz{/&/

BRKDCN-2984
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There are four options to allow open communication...

https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-infrastructure/white-paper-c11-743951.htmI#Migrationexample

- VZANy
- Preferred Groups
- EPGs mapped Endpoint Security Groups

- Disable security (not covered, because why would you...?)

cisco L‘V&- BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 111



demo

C» Quick Start
ﬁ demo
B Application Profiles
B Networking
B Bridge Domains
— LGS
& vrf-01
B Multicast
B Multicast IPv6

B Inter-VRF Leaked Routes for ESG

&\ EPG|ESG Collection for VRF

CIscoO
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The great thing about vzAny provide/consume is that it
allows open communication between all endpoints...

The “bad” thing about vzAny provide/consume is that it
allows open communication between all endpoints...!

cisco W./ BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 113



vzAny operation - consumer and provider

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/kb/b_KB_Use_vzAny_to_AutomaticallyApplyCommunicationRules_toEPGs.html

Yo
Q common.vrf-01

A\ 4

tenant allows all traffic

{ Default contract in the “common” %

common:default default default

unspecified

Y ceno
G vrf-01

vzAny as a contract Provider and
Consumer means that all EPGs (inc
extEPG) are implicitly Providers and
Consumers of the contract

extEPG

All extEPGs

All ESGs

All EPGs

Cisco M. BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 114



vzAny operation - consumer and provider

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/kb/b_KB_Use_vzAny_to_AutomaticallyApplyCommunicationRules_toEPGs.html

D shared-services D common
g v--01 - [p—— Default contract in the “common” }

tenant allows all traffic

0.0.0.0/1
128.0.0.0/1

| CHccIH T H P |

A\ 4

unspecified

extEPG common: default default default

Y ceno
G vrf-01

vzAny as a contract Provider and
Consumer means that all EPGs (inc
extEPG) are implicitly Providers and
Consumers of the contract

All ESGs

All EPGs

Cisco M. BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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vzAny cannot be a Provider for Shared Services

D shared-services
Q vrf-e1

core-services

ﬂ Tenant-01
Q vrf-e1

Subject: tcp
Filter:
Imported:

Name: permit-from-core-services

tcp-src-any-dst-22

|

Use vzAny to allow
SSH to all EPGS/ESGs |

Name:
Subject:
Filter:
Imported:

permit-from-core-services
tecp
tcp-src-any-dst-22

T

cisco Lz{/&/

Use vzAny to allow

SSH to all EPGS/ESGs |

Name: permit-from-core-services
Subject: tcp
Filter: tcp-src-any-dst-22
Exported: Yes
ﬂ Tenant-02 D Tenant-03
Q vrf-01 @ vrf-01

Name:
Subject:
Filter:
Imported:

permit-from-core-services
tecp
tcp-src-any-dst-22

|

Use vzAny to allow

SSH to all EPGS/ESGs |

BRKDCN-2984
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Requirement is to permit ssh from
“core-services” to all endpoints in any
given tenant
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vzAny cannot be a Provider for Shared Services

D shared-services
Q vrf-01

, Requirement is to permit ssh from
core-services « . ” . .
core-services” to all endpoints in any

given tenant
Namg: permit-from-core-services

1
demo

> C» Quick Start
ﬁ demo
> [l Application

= Networking

Policy

vzAny cannot be a provider for
Shared Services unless combined
with a Service Graph

General

> [l Bridge Domains

B VRFs Properties
& vif-01

B Multicast

Status (%]

B Muli IPv6 Error: 400 - vzAny is a provider for Contract uni/tn-demo/brc-permit-to-tn-demo, and the Contract is
HliTEEE |1y used as Shared Service. vzAny cannot be used as provider for Shared Services unless used in

, Bl Inter-VRF Leaked Routes for ESG combination with PBR Service Graph
€\ EPGIESG Collection for VRF

> [ L20uts

- [ L30uts

QoS Class eS

2 been found.
reate a new item.

VZATTY || || 4— VZATTY
[ Use vzAny to allow ; ( Use vzAny to allow [ Use vzAny to allow [
SSH to all EPGS/ESGs | SSH to all EPGS/ESGs | | SSHto all EPGS/ESGs |
cisco Lz/&/
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vzAny can absolutely be your friend, but remember
that vzAny contract relationships are applied to all
EPGs, ESGs, extEPGs in the VREF...

cIsco L@//&/ | R |
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CIsCO

Properties

Name:

Alias:

Description:

Annotations

optional

: e Click to add a new annotation

Global Alias:

Routing Domain ID:

Segment

Policy Control Enforcement Preference

Policy Control Enforcement Direction

1 2129922

: Egress Ingress

BD Enforcement Status:

Preferred Group

BGP Timers:

: Disabled Enabled

select a value

BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Preferred Groups

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/kb/b_KB_Use_vzAny_to_AutomaticallyApplyCommunicationRules_toEPGs.html

Y-

u vrf-01

There is only one
preferred group per VRF

Preferred Group

192.168.150.0_24

192.168.150.0_24
Intra EPG = Unenforced

192.168.152.0_24

192.168.151.0_24

192.168.152.0_24

192.168.151.0_24
Intra EPG = Unenforced

Intra EPG = Unenforced

7/\

Typical “Network Centric” mode b

deployment where thereisa 1:1
mapping between Bridge

Domains nd EPGs

Contract

Data

intra

Exception Tag:

ferred G
Flood in Encapsulation:
Configuration Status:
Gonfiguration Issu
Label Match
Bridge Domain: 192.168,150.0_24

Resalved Bridge Domain: demof192.168.150.0_24

2.168.150.0_24

pcTag 49160

Include EPG in
Preferred Group

QoS class: Level3 (Default)
Custom QoS:

Plane Policer.

EPG Isolation: ur

roup Member Include

eria | AtieastOne

CIscoO

o PR
emo © VRF - vrf-01

Name: vrf-01

Alias:

Description: | optional

Annotations: a

Global Alias:

Routing Domain ID: O
Segment: 2555904

Policy Control Enforcement Preference:

BD Enforcement Status: [ ]

Policy Control Enforcement Direction: Cm

I Preferred Group: ( Disabled

BGP Timers: |select a value

Enable Preferred Group
on VRF

Unenforced )

demo

pcTag 49159

Include EPG in
Preferred Group

Gantract Exception Tag
QoS class: | Level3 (Default)
Gustom QoS:

Data-Plane Policer.

ntra EPG st

referred Group Member

Flood in Encapsulation:

Configuration Status:
Configuration
Label Match Criteria: AtieastOne

Bridge Domain: |192,168.151.0_24 @

v EPG-192.168.152.0_24

e pcTag 1

Description

6393

Gontract Exception Tag
QoS class: Level3 (Default)

Gustom QoS:
Data-Plane Policer

ntra EPG Isalation: (

referred Group Membr

Flood in Encapsulation
Configuration Status
Configuratian
Label Match Criteria: AtieastOne

Bridge Domain: |182.168.152.0_24 @

Resolved Bridge Domain: demo/192.168.152.0_24

Include EPG in
Preferred Group

Resolved Bridge Domain: demo/192.168.151.0_24

BRKDCN-2984
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There can only be one “Preferred Group” per VRF...

It is not possible to add Contract relationships to a
“Preferred Group”

cisco W./ BBBBBB -2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 121



demo

C» Quick Start

ﬁ demo

B Application Profiles

@ epg-matched-esg
B Application EPGs

B uSeg EPGs
I Endpoint Security Groups

ofo
°@e network-segments

CIscoO
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Two step process...

1) Enable uSegmentation, 2) Map EPGs to a ESG

cisco W./ BBBBBB -2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 123



Initial state: Isolated groups of workloads

Q vrf-01

192.168.150.0_24

!!g 192.168.151.0_24 !g! 192.168.152.0_24

192.168.150.0_24 192.168.151.0_24 192.168.152.0_24

Network
segments

dynamic vlan dynamic vlan dynamic vlan
Typical “Network Centric” mode
deployment where there is a 1:1 l
mapping between Bridge m_l_
Domains and EPGs P
VDS portgroup name VDS portgroup name VDS portgroup name NO communication between
192.168.150.0_24 192.168.151.0_24 192.168.152.0_24
Dynamic VLAN Dynamic VLAN Dynamic VLAN

portgroup/subnets 192.168.150.0,
192.168.151.0 and 192.168.152.0

-
- S 7 /
REEE | | R | [EEEEE
REE | | EEE | | EEE
. / ESXi cluster with VMM integration
CISCO e
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Primary/Port Encap VLANS not
required for directly attached hosts

Enable Endpoint Security Groups/

demo L
€ © Domains (VMs and Bare-Metals) 0

O o+ %

= Domain Type Deployment Resolution Allow Micro- Primary VLAN Port Encap Switching Mode Encap Mode Cos Value Enhanced Lag Custom EPG
Segmentation Policy Name

Whw

csc-c22... VMM Domain On Demand Immediate True native Auto Cos0

Domains (VMs and Bare-Metals) O
O + .
~ Domain Type Deployment Resolution Allow Micro- Primary VLAN Port Encap Switching Mode Encap Mode Cos Value Custom EPG
Segmentation licy Name
VMM Domain On Demand Immediate True native Auto Cos0
demo Domains (VMs and Bare-Metals) 0
O %
= Domain Type Deployment Resolution Allow Micro- Primary VLAN Port Encap Switching Mode Encap Mode Cos Value Enhanced Lag Custom EPG
Segmentation Policy Name
VMware/ucsc-c22... VMM Domain On Demand Immediate True 4 native Auto Cos0

Static Primary / Encap VLANS are required
when there is an intermediary switching layer
such as UCS Fls

cisco / ¢ 9_/
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Each EPG has a unique security Tag (pcTag

demo

Cr

demo demo

© EPG - 192.168.150.0_24 © EPG - 192.168.151.0_24 192.168.152.0_24

pcTag: 32771 pcTag: 49155 pcTag: 16390

Properti

&g 192

& 192

&g 192

> [ uSeg EPGs

Name: 192.168.1
Alias:

€ 192.168.1¢

Name: 192.168.1 Name: 192.168.1
& 192.168

Alias: Alias:

o
8 192.168.

> [l uSeg EPGs

Description: |optional Description: | optional Description: | optional

B Endpoint Security Groups = Endpoint Security
[— E
Contracts [ Contracts B Contracts

uSeqg EPG: false uSeg EPG: false uSeq EPG: false
Policies > [ Policies B Policies
pcTag(sclass): 32771 pcTag(sclass): 49155 pcTag(sclass): 16390

Service o > S C .
Contract Exception Tag: B Services Contract Exception Tag: B Services Contract Exception Tag:

B Endpoint Security Groups
Annotations: 6

Global Alias:

Annotations: e

Global Alias:

Annotations: 0

Global Alias:

Networking = Networking

g include ) include )

Prefarred Group Membar: Prefarred Group Membar: Prefarred Group Membar:

Flood in Encapsulation: Flood in Encapsulation: Flood in Encapsulation:

Configuration Status: 3 Configuration Status: 3 Configuration Status: app!

Configuration Issues Configuration Issues Configuration lssues:

Label Match Criteria: | AtleastOne Label Match Criteria: | AtleastOne Label Match Criteria: | AtleastOne

Bridge Domain: | 192.168.150.0_24 @ Bridge Domain: | 192.168.151.0_24 @ Bridge Domain: | 192.168.152.0_24 @

Resolved Bridge Domain: demo/192.168.150.0_24 Resolved Bridge Domain: demo/192.168.151.0_24 Resolved Bridge Domain: demo/192.168.152.0_24

Monitoring Policy Monitoring Policy Monitoring Policy

FHS Trust Control Policy: | select a valu

EPG Contract Master:

FHS Trust Control Policy: FHS Trust Control Policy: | select a valu

EPG Contract Master:

EPG Admin State:

EPG Contract Master:

Annlication FPGs

Annlication FPGs

Annlication FPGs

cisco / ¢ 9_/
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Enabling ESG micro segmentation on a read/write VMM Domain implicitly
enables PVLANSs in the hypervisor to control East/West traffic...

plus, it also enables Proxy ARP and dynamic endpoint MAC Tagging...
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PVLAN and MAC Tagging

2 demolnetwork-segments|192.168.150.0_24 ACTIONS ™/

Summary Monitor

Configure Permissions Ports Hosts VMs

Port binding Static binding
Port allocation Elastic

IVLAN ID

124

Details

Distributed switch

ucsc-c220m5-vds-01

cisco Lz{/g/

2 demolnetwork-segments|192.168.150.0_24

Summary Monitor Configure Permissions Ports Hosts

Port binding
Port allocation

Static binding
Elastic

IPrivate VLAN

Isolated (1157, 1158)

Details

Distributed switch

ucsc-c220m5-vds-01

ACTIONS V

VMs

- [ Endpoint Tags

- [ Endpoint MAC

00:50:56:A1:1A:60 - 192.168150.0_24 (VMM)
00:50:56:A1:3F:2C - 192.168.151.0_24 (VMM)
00:50:56:A1:7F:0B - 192.168.153.0_24 (VMM)
00:50:56:A1:7F:A5 - 192.168.156.0_24 (VMM)
00:50:56:A1:8E:DB - 192.168.154.0_24 (VMM)
00:50:56:A1:8F:09 - 192.168.153.0_24 (VMM)
00:50:56:A1:09:2F - 192.168.150.0_24 (VMM)
00:50:56:A1:22:DE - 192.168152.0_24 (VMM)
00:50:56:A1:84:4D - 192.168.155.0_24 (VMM)
00:50:56:A1:B0:E2 - 192.168.151.0_24 (VMM)
00:50:56:A1:E9:20 - 192.168.154.0_24 (VMM)

BRKDCN-2984
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What’s the impact to traffic when we enable uSegmentation...?

permit-icmp

ICMP

vzAny allows

alialie
cisco

APIC

Tenants

ALLTENANTS | Ad

vzAny
(allowing ICMP)

Network-

segments

192.168.150.0_24

!!:! 192.168.151.0_24

!g! 192.168.152.0_24

192.168.150.0_24
dynamic (P,S) vlans

192.168.151.0_24

dynamic (P,S) vlans

192.168.152.0_24
dynamic (P,S) vlans

CIscoO

VDS portgroup name
192.168.150.0_24
Dynamic PVLAN (P,S)

tual Networking Adm

© EPG - 192.168.152.0_24
QHeatty @ O Y
MAC/IP

Apps

Endpoint Name

| Page 1 | of1

VDS portgroup name
192.168.151.0_24
Dynamic PVLAN (P,S)

Integrations

Learning
Source

Hosting Server

quarantine

Recent Tasks  Alarms

sx-infrastructurelhost-connectivitylvsan

shared-servicesiftd-mana

shared-servicesiftd-m

st-connectivitylhost-mgmt

elhost-connectivitylvmotion

ssharman e o b o o o

Q

Summary Policy Operational Stats Health Faults History
Client Endpoints Confgured Access Policies Contracts Controller End-Points Deployed Leaves
(o}
Reporting  Interface (learned) Encap €SG Policy Tags
Controller
fa-dav-01-vG.. Pod-1/Node-101/eth1/32 llaam... vian-1091
Objects Por Page: | 100 Disphning Oblects 1~ 1 0f 1

demolnetwork-segments|192.168.152.0_24

Summary  Monitor  Configure  Permissions  Ports  Hosts  VMs

Portbinding  Static binding

Portallocation  Elastic A

VLAN ID 1091 :

mentittd-diagnostic

Increase in la
814ms whilst the change takes
place - but zero packets are

tency from 0.21ms to

= B =
ad | |

dropped

( ubuntu-03

ESXi cluster with VMM integration

BRKDCN-2984

192.168.152.21
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Let’s map our EPGs to an ESG...

cIsco L@{/&/ | R R
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Create an Application Profile for Security Groups

&b APIC (oo ma e e
New Application Profile
| ccone-co for Security Groups

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

ALL TENANTS | Add Tenant | Tenant Search: jascr | common | demo | ssharman | cis

demo .
dem Application Profiles

Create Application Profile

el
CIsco AP‘C
System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

ALL TENAR | AddTenant | Tenant Search | common | demo | ciscolive-07 | ciscolive-08 | ssharman

demo

Application Profiles

Create Application Profile (%]

Name:J epg-matched-security-groups|

Alias:

Description: optiona

s @ epg-matched-security-groups ]

Monitoring Policy: | select a value

EPGs

+

Name Alias BD Domain Switching Static Path ~ Static Provided Consumed
Mode Contract Contract
VLAN

Do not cr EP 4]
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Create a new ESG for Network Segments

Enter ESG name ]

afuafn ADIC
cisco APIC

Tenants

***  )omains

demo

Create new

Endpoint Security Groups

0

Create Endpoint Security Group

STEP 1 > Identity

Name: [ network-ségments

Description: | optional

ESG Admin State:

common

copy
common

default
common

Create VRF

common.vrf-01

Select the VRF for the ESG
to be applied against

EPGs

“group-01~

] Create Endpoint Security Group

STEP 2 > Selectors

Tag Selectors:

EPG Selectors:

EPGs |

Select one or more
EPGs

Create an EPG Selector

n ESG VRF

IP Subnet Selectors:

Create Endpoint Security Group [x]

STEP 3 > Advanced (Optional) 3. Advanced (Optional)

Tag Value

()
Add EPGs

Previous Cancel

v

Name

7] uni/tn-demofap-netw

cisco Lz{/&/

Description: | optional

Allow Intra ESG traffic i.e.
permit traffic between EPGs

Finish
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Open communication within the ESG...

( Static EPG to

FYe ESG mapping
Q vrf-01 “epg—matched—esg
EPG ESG
vzAny
(allowing ICMP) network-segments
[TH>] Single security
EX oo | [ e ] zone
192.168.150.0_24 192.168.151.0_24 192.168.152.0_24 : {
EPG " EPG EPG i
0
<t 192.168.150.0_24 192.168.151.0_24 192.168.152.0_24
g go dynamic (P,S) vlans dynamic (P,S) vlans dynamic (P,S) vlans
23 [c Hecth{ T H 7] [ Hecl{ T H P [c Hecah[ T H P
[vos e
VDS portgroup name VDS portgroup name VDS portgroup name
N N 192.168.150.0_24 192.168.151.0_24 192.168.152.0_24
Open commuhnication between Dynamic PVLAN (P,S) Dynamic PVLAN (P,S) Dynamic PVLAN (P,S)

subnets 192.168.150.0 and
192.168.151.0

/[ No communication (other than
____\ vzAny) to subnet 192.168.152.0

. / ESXi cluster with VMM integration
cisco e |
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Matched EPGs now classified with a common pcTag

demo

© EPG - 192.168.151.0_24 (Matc] cf © EPG - 192.168.152.0_24

pcTag: 31

© EPG - 192.168.150.0_24 (Matcl ec|

pcTag: 49157

F s
Name: Name: 192.168.151.0_24 Wame: 192.168.152.0_24
Alias: Alias: Alias:
Description: | optional Description: | optional Description: al

Annotations: () e

Global Alias:

Global Alias:

Global Alias:

QoS class:

QoS class: | Level3 (Default) QoS class: | Level3 (Default)

Custom QoS: Custom QoS: | select a value

ect a value

Custom QoS: | select a value

Data-Plane Palicer: Data-Plane Palicer: Data-Plane Palicer:

Intra EPG Isolatic

Preferred Group Member.

Flood in Encapsulation: Flood in Encapsulation: Flood in Encapsulation:

Configuration Status: af

Configuration Status: applied Configuration Status: applied

Configuration Issues: Configuration Issues:

Label Match Criteria: | AtleastOne

Configuration Issues:

Label Match Criteria: | AtleastOne Label Match Criteria: | AtleastOne

Bridge Domain: | 192.168.150.0_24 [l Bridge Domain: | 192.168.151.0_24 [l Bridge Domain: | 192.168.152.0_24 [l

Resolved Bridge Domain: demo/192.168.151.0_2 Resolved Bridge Domain:

Resolved Bridge Domain: demo/192.168.15

Manitoring Policy: |select a v Manitoring Policy: Manitoring Policy:

FHS Trust Control Policy: | select a value FHS Trust Control Policy: FHS Trust Control Policy:

EPG Admin State: EPG Admin State: EPG Admin State:

EPG Contract Master: EPG Contract Master: EPG Contract Master:

Annlication FPGs Annlication FPGs Annlication FPGs
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Let’s consider any impact to traffic when adding the
remaining EPG to the Security Group...
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Add remaining EPG to Single Security Zone

Y-
P vrf-o1

ne -matched-es,
Add remaining EPG to " :

the “network-segments”
security zone

vzAny

(allowing ICMP)

network-segments

Single security
zone

192.168.150.0_24

!!:! 192.168.151.0_24

192.168.151.0_24
dynamic (P,S) vlans
Intra EPG = Unenforced

192.168.152.0_24

permit-icmp

vzAny allows
ICMP

Wl ApC

e @ OO © @ ©
Tenants abric Admin Apps In S

ALLTENANTS | Add Tenant |

192.168.150.0_24
dynamic (P,S) vlans
Intra EPG = Unenforced

192.168.152.0_24
dynamic (P,S) vlans
Intra EPG = Unenforced

Network
segments

© ESG - group-01

ICMP only permitted from ubuntu-01 to ubuntu-

Ottty @ O] T
MAC/P

03 after EPG 192.168.152.0_24 is added to the
“network-segments” security zone

s 168.151.0 24

Endpoint Name

vmm

ey ttea,
Treag e ESG
------------ network-segments
. ey
pinger "'.... RRRLTTTNS
tea,  Tmemea,,
Traa,
T, e,
Tea,
"~ Teay
e, e,
L Telea,
Ttean, Ty,
e S Treea,
Trea,
L T DL T T
. "~
"y, Pinging from “pinger” to “ubuntu-03" Pinging from “ubuntu-01~ to “ubuntu-03"
",
.

R e e B i

Tree, i

i

1

......... ubuntu-01

ubuntu-03

192.168.150.21 ) { 192.168.152.21
. / : ESXi cluster with VMM integration
cisco e

BRKDCN-2984
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All EPGs now classified with a common pcTag

© EPG - 192.168.150.0_24 (Matg] sec]

; s
Name: Name:

Alias: Alias:

Description: | optional Description:

Annotations: () e

Global Alias: Global Alias:
ct Exception T
QoS class: | Level3 (Default) QoS class:

Custom QoS: | select a value Custom QoS:

Data-Plane Palicer: Data-Plane Palicer:

Flood in Encapsulation: Flood in Encapsulation:

Configuration Status: applied Configuration Status:
Configuration Issues:

Label Match Criteria

Configuration Issues:
Label Match Criteria: | AtlsastOne
Bridge Domain: | 192.168.150.0_24 [l Bridge Domain:

Resolved Bridge Domain: demo/192.168.15 Resolved Bridge Domain:

Manitoring Policy: Manitoring Policy:

FHS Trust Control Policy: | select a value FHS Trust Control Policy:

EPG Admin State: EPG Admin State:

EPG Contract Master: EPG Contract Master:

Annlication FPGs

© EPG - 192.168.151.0_24 (Matg

pcTag: 31

192.168.151.0_2)

optional

ect a value

applied

AtleastOne
192.168.151.0_24 [l

demo/192.168.151.0_:

Annlication FPGs

cIsco 2

BRKDCN-2984

demo

Alias:

Description:

Global Alias:

QoS class:
Custom QoS:

Data-Plane Palicer:

Flood in Encapsulation:

Configuration Issues:

Label Match Criteria
Bridge Domain:

Resolved Bridge Domain:

Manitoring Policy:
FHS Trust Control Policy:
EPG Admin State:

EPG Contract Master:

© EPG - 192.168.152.0_24 (Mat

pcTag: 31

Name: 192.168.152.0,

Configuration Status: af

AtleastOne

192.168.152.0_24 [l

Annlication FPGs

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Benefits of EPG to ESG Mapping

- More flexible than using vzAny as it is applied to specific EPGs to create one or more
security groups based on subnets/vlans*

- More secure than vzAny as EPG/ESG mapping does not include the extEPG - a contract is
required for external communication

- More integrated than vzAny as supports provider function for Shared Services

- More flexible than Preferred Groups as you can multiple ESG groups vs a single preferred
group

- More integrated than Preferred Groups as you can create a contract to the whole ESG

* Assumes 1:1 mapping between Bridge Domain and EPG. ESGs can mapping can also be performed on IP subnets
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Allowing restricted
communication...

cisco Lz{/&/



Let’'s check our understanding on how contracts
work...
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ubuntu-01

vlan-10

= Tag 32777
ubuntu-01 (pcTag )

192.168.150.21

Outside

low do contracts work...?

_.EE: :
|

Inside

permit ubuntu-01 ubuntu-02 tcp 5201 ‘

frontend-svc

— cTag 4168
ubuntu-01 (peTag )

192.168.150.21

n
»

permit-to-vlan-11

B
»

*arrows indicate expected direction of connection i.e. from consumer to provider

cisco M/

permit-to-cart-svc

ubuntu-02

EPG Security applied
at VLAN boundary

vlan-11
(pcTag 49162)

ubuntu-02
192.168.151.21

BRKDCN-2984

ESG Security applied
at VRF boundary

cart-svc
(pcTag 1856)

ubuntu-02
192.168.151.21

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Consumer and Provider relationships are there to help you visualize the traffic

flow direction
i.e. (typically) from the consumer to the provider

Consumer and Provider relationships do not (by default) prevent TCP
connections being established from the Provider to the Consumer
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Contract Structure...

ubuntu-01
192.168.150.21

k

L

Contract name typically tied to

the Provider EPG/ESG ]

permit-to-cart-svc

cart-svc

Subject name identifies |
the protocol

tcp-src-any-dst-7070

e

ubuntu-02
192.168.151.21

( Filter/Entry name identifies
protocol, src port, and dst port

J

4’@ tcp-src-any-dst-443

tcp-src-any-dst-7070

udp-src-any-dst-53

tcp-src-any-dst-443

—bm tcp
m icmp
Mredirect >

cisco Lg/&/

tcp-src-any-dst-80

st
st

icmp

BRKDCN-2984

tcp-src-any-dst-80

=m udp-src-any-dst-53

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Contract Scope

D production

Scope = Application allows

N

Scope = Tenant allows connectivity between
EPGs/ESGs within the same Tenant - note the
contract also triggers route leaking

@ vrf-01

= ) connectivity between EPGs/ESGs
vrT- . . . .
E\ within the same Application
S application '
1 endpoints
Scope . a
App permit-to-my-app T o [
E application
endpoints = .
Scope = VRF allows connectivity
between EPGs/ESGs within the
- \rf-02 same VRF
m oo I '
s application 8 application
Scope a endpoints A endpoints
VRE permit-to-my-app o T
1 ExG 1 ExG
E application ? application
. endpoints endpoints =
- 03 m m ' vrf-04
g application 8 application 8 application
Scope ;1 endpoints ;1 endpoints ;1 endpoints
1t - - - a Q Q
Tenant | PEMTETEOTMY7aPP i - . TEE i - .
E application E‘ application E‘ application
L endpoints endpoints endpoints —
-\ rf-05 m—r m—m_ W Vrf-06 mr
B application 8 application 8 application
Scope |n- endpoints é. endpoints é. endpoints
it- - - Q o Q
Global permit-to-my-app 8 3 8
E application ? application ? application
L endpoints endpoints

ExG = Applies to either EPGs or ESGs

cisco Lg{/&/

()
i
1
Q.
Q.
©
1
)
£

application
endpoints

application

BRKDCN-2984

( Scope = Global allows connectivity between
EPGs/ESGs within the between Tenants - note
L the contract also triggers route leaking

endpoints

v
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Verifying Contract operation with netcat - Stateful = No

Y eno
Q vrf-o1

ubuntu-01
192.168.150.21

|

Communication to and from

“any” port is allowed

permit-to-ubuntu-02

=

ubuntu-01
192.168.150.21

tcp

m tcp-src-any-dst-7070

A 4

‘w tcp-src-any-dst-7070
i (Stateful: No)

ubuntu-02

ubuntu-02
192.168.151.21

Communication to and from
port “7070” is allowed

Stateful: No

v

# netcat -p [any] ubuntu-02 7070

v

# netcat -1 7070 \ =

|
J
# netcat -p [any] ubuntu-02 7070 %

# netcat -1 5000 F

# netcat -1 7071 \ -

# netcat -p 7070 ubuntu-01 5000

ubuntu-02
192.168.151.21

# netcat -1 5000 F

# netcat -p 7071 ubuntu-01 5000

[

cisco M/

Incorrect Provider side port

Provider to Consumer connections
are allowed when the Provider side

k port is specified as the source port
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Verifying Contract Operation: EPG/ESG details

Y oo
G vrf-01

pcTag: 38

ubuntu-01
192.168.150.21

pcTag: 5474

" permit-to-ubuntu-02

ubuntu-02

ubuntu-02
192.168.151.21

Tenant

Application

ESg

VRF

Intra ESG Isolation
Policy Tag

Consumed Contracts
Provided Contracts

Qos Class

Tag List

IP Selectors:
Name

loutput truncated

aci-dev-01-apic-01# show esg ubuntu-01 detail
Endpoint Security Group Data:

: demo

: endpoint-matched-security-groups
: ubuntu-01

: vrf-01

: unenforced

: 38

: permit-to-ubuntu-02

Consumed Contracts Interface :

: unspecified

Match Expression

ip=='192.168.150.21"

aci-dev-01-apic-01# show esg ubuntu-02 detail
Endpoint Security Group Data:

Tenant : demo

Application : endpoint-matched-security-groups
ESg : ubuntu-02

VRF . vrf-01

Intra ESG Isolation : unenforced

Policy Tag : 5474

Consumed Contracts 3

Provided Contracts : permit-to-ubuntu-02
Consumed Contracts Interface :

Qos Class ¢ unspecified

Tag List

IP Selectors:
Name Match Expression

ip=="192.168.151.21’

loutput truncated

cisco Lz{/g/
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Veritying Contract Operation: Contract details

Y oo
@ vrf-01

pcTag: 38 pcTag: 5474

[—

permit-to-ubuntu-02 =
ubuntu-02 —— P

ubuntu-02

»
»

ubuntu-01

192.168.150.21 192.168.151.21

aci-dev-01-apic-01# show contract permit-to-ubuntu-02

Tenant Contract Type Qos Class Scope Subject Access-group Dir  Description
demo permit-to-ubuntu-02 permit unspecified yvrf icmp icmp both
demo permit-to-ubuntu-02 permit unspecified vrf tcp tcp-src-any-dst-7070 both

Subject: icmp
. . . Subject: tcp
aci-dev-01-apic-01# show access-list tcp-src-any-dst-7070

Tenant : demo Scope: VRF J
Access-List : tcp-src-any-dst-7070

match tcp dest 7070

Access Control

Entry

Cisco M. BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 152



Verifying Contract operation with netcat - Stateful = Yes

Y eno
Q vrf-o1

ubuntu-01
192.168.150.21

|

Communication to and from

“any” port is allowed

permit-to-ubuntu-02

=

ubuntu-01
192.168.150.21

tcp

m tcp-src-any-dst-7070

A 4

‘w tcp-src-any-dst-7070
i (Stateful: Yes)

ubuntu-02

ubuntu-02
192.168.151.21

Communication to and from
port “7070” is allowed

Stateful: Yes

v

# netcat -p [any] ubuntu-02 7070

v

# netcat -1 7070 \ =

|
J
# netcat -p [any] ubuntu-02 7070 %

# netcat -1 5000 F

# netcat -1 7071 \ -

# netcat -p 7070 ubuntu-01 5000 ‘ 192.168.151.21

ubuntu-02

# netcat -1 5000 F

# netcat -p 7071 ubuntu-01 5000

[

cisco M/

Incorrect Provider side port

are blocked as the contract is a

{ Provider to Consumer connections
“stateful” contract
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Veritying Contract Operation: Drop details

Y
@ vrf-o1

pcTag: 38

" permit-to-ubuntu-02

ubuntu-01
192.168.150.21

ubuntu-02

pcTag: 5474

EA
——

ubuntu-02
192.168.151.21

aci-dev-01-apic-01# show acllog deny 13 flow tenant demo vrf vrf-01 srcip 192.168.150.21
SrcIp DstIp Protocol SrcPort DstPort Node SrcIntf

192.168.150. 129.250.35.2 udp 38849 123 le1 Ethernetl/
21 50 31

192.168.150. 23.94.219.14 udp 48979 123 101 Ethernetl/
21 6 31

192.168.150. 84.245.9.254 udp 39062 123 101 Ethernetl/
21 31

192.168.150. 149.210.142. udp 44073 123 101 Ethernetl/
21 45 31

192.168.150. 164.92.216.1 udp 50220 123 101 Ethernetl/
31

VrfEncap
VXLAN:2129922
VXLAN:2129922
VXLAN:2129922
VXLAN:2129922

VXLAN:2129922

21 52
SrclP | DstIP | Protocol | SrcPort | DstPort |

cisco Lz{/&/

BRKDCN-2984
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Verifying Contracts with Syslog and ELAM

gra’yl@g Search  Streams  Alerts  Dashboards  Enterprise +  System ~ () ;g’u[  © 2
>
n - From: ALl Time Until: Now Select streams the search should include. Searches in all streams if empty hd P Not updating ~
.
1 n message: "demo:vrf-@1" e Save [Jload &+Share =
+ el APIC (aci-dev-605)
Message Count
q System Tenants Fabric Virtual Networking Admin Operations Apps
3,000,000
Installed Apps Faults |
X
2,000,000
Apps ELAM Assistant
1,000,000
0 Oct 2021 Jan 2022 Apr 2022 Jul 2022

All Messages
timestamp 15

2023-06-03 00:25:32.930 +00:00
Jun 83 @1:25:32 BST aci-dev-81-leaf-182

it ent: 1

Timestamp
2023-06-03 00:25:32.930

Received by
Syslog UDP port 5140 on }* Oceff33a / syslog

Stored in index

graylog_3

Routed into streams
* All messages

: %LOG_LOCAL7-6-SYSTEM_MSG: [E4204936][transition] ||

D_VLAN, Vlan-Id: 83, SMac: @x8@5856a122de, DMac: 8x8022bdf819ff, SIP: 192.168.152.188, DIP:

& 26ec0e20-01a5-11ee-ba3b-00505686785¢

facility
local7

facility_num
23

level
6

message
Jun 83 81:25:32 BST aci-dev-81-leaf-182 : %L
CName: demo:vrf-81(VXLAN:2129922), VlanType:
DIP: 10.8.73.67, SPort: 38232, DPort: 6379, S

sequence_number
-]

source
2023

ELAM Assistant

with ELA

Capture (Perform ELAM)

th-demo-online-boutique

Status Node Direction
- node-101 from downlink
- node-102 from downlink

Destination Type To SUP/CPU

CIscoO

.&‘/

i @ DO O OO

Integrations

Downl

Source I[F  Parameters VxLAN (outer) header
srcip  192.168.150.100
o el@
(O dstip  192.168.156.155
srcip  192.168.150.100
o e@

@ dstip

192.168.156.155

Forward Result

SUP Redirect Reason (SUP code) NONE The packet was not sent to CPU.
Contract
Destination EPG pcTag (dclass) 0x1574 / 5492 (null)
Source EPG pcTag (sclass) 0x157A / 5498 (demo:ftdv-02-eth7-gig-0-4ctxvrf-01:gig-0-4:)
Contract was applied 1 (Contract was applied on this node)
Last Logm Time: 2023-06-04T20:19 U} Drop ITC+01:00
Drop Code no drop
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permit-to-ubuntu-02

B | B

tcp

B

tcp-src-any-dst-7070

src=any | dst=7070

3

cisco Lz{@/

Filter Entry source port =
port opened on the consumer EPG/ESG

Filter Entry destination port =

port opened on the provider EPG/ESG
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Reversing the Filter ports — Stateful = No

Y oo
c vrf-01

permit-to-ubuntu-02

ubuntu-02

ubuntu-01 ubuntu-02

192.168.150.21 tep 192.168.151.21
[ Communication to and from Communication to and from
;')ort “7070” is allowed m tcp-src-7070-dst-any “any” port is aIIowefi
! Stateful: No
Source port must be | N tcp-src-7070-dst-any
“7070” (Stateful: No)
N
= # netcat -p 7070 ubuntu-02 7070 f > # netcat -1 7070 ‘ =
- # netcat -p 7070 ubuntu-02 5000 f » # netcat -1 5000 ‘ -
ubuntu-01 ubuntu-02
# netcat -1 7070 # netcat -p [any] ubuntu-01 7070
192.168.150.21 | 192.168.151.21
# netcat -1 5000 F # netcat -p 7071 ubuntu-01 SOéS\\
Provider to Consumer connections
Incorrect Consumer side port are allowed when the Provider side

1 k port is specified as the source port
CISCO M/
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Why would you want to reverse the Consumer
and Provider Filters...”?
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vzAny as a contract Provider

src_port = port open on the consumer EPG/ESG s T
dsr_port = port open on the provider side EPG/ESG =

Requirement is to permit ssh from
core-services to all endpoints in a
given tenant

core-services

Name: permit-from-core-services
Subject: tcp

Filter: tcp-src-any-dst-22
Exported: Yes

ﬂ Tenant-01 ﬂ Tenant-02 ﬂ Tenant-03
el o = p— = -
v ) 4 v
Name: permit-from-core-services Name: permit-from-core-services Name: permit-from-core-services
Subject: tcp Subject: tcp Subject: tcp
Filter: tcp-src-any-dst-22 Filter: tcp-src-any-dst-22 Filter: tcp-src-any-dst-22
Imported: Yes Imported: Yes Imported: Yes

Use vzAny to allow

Use vzAny to allow i
SSH to all EPGS/ESGs |

SSH to all EPGS/ESGs |

T
T

SSH to all EPGs/ESGs |

[ Use vzAny to allow
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vzAny as a contract Provider

src_port = port open on the consumer EPG/ESG

dsr_port = port open on the provider side EPG/ESG @hfdm

, Requirement is to permit ssh from
core-services . . .
core-services to all endpoints in a

given tenant
Namc?: permit-from-core-services

1
demo

> C» Quick Start
ﬁ demo
> [l Application

= Networking

Policy

vzAny cannot be a provider for
Shared Services unless combined
with a Service Graph

General

> [l Bridge Domains

B VRFs Properties
& vif-01

B Multicast

Status (%]

B Muli IPv6 Error: 400 - vzAny is a provider for Contract uni/tn-demo/brc-permit-to-tn-demo, and the Contract is
HliTEEE |1y used as Shared Service. vzAny cannot be used as provider for Shared Services unless used in

, Bl Inter-VRF Leaked Routes for ESG combination with PBR Service Graph
€\ EPGIESG Collection for VRF

> [ L20uts

- [ L30uts

QoS Class eS

2 been found.
reate a new item.

S m m S

Use vzAny to allow

Use vzAny to allow - ( Use vzAny to allow
SSH to all EPGs/ESGs | L

SSH to all EPGS/ESGs | | SSH to all EPGS/ESGs |
CISCO M/
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vzAny as a contract Consumer - Filters Reversed

src_port = port open on the consumer EPG/ESG s T
dsr_port = port open on the provider side EPG/ESG =

(3¢]

, Requirement is to permit ssh from
core-services . . .
1 core-services to all endpoints in a

Provide the given tenant
Contract

. . 1
Name: permit-from-core-services|_

Reverse the Filter ports in
the Contract

SN

> Subject: tcp N
Filter: tcp-src-22-dst-any
Exported: Yes
. — tcp-src-22-dst-any
means any TCP port is open on
N the Provider side
~
Tenant-01 th'§rQ'22-dSt—a ny 2 ﬂ Tenant-03
- i-oL means TCP port 22 is open on -t
the Consumer side
Name: permit-from-core-services Name: permit-from-core-services Name: permit-from-core-services
Subject: tcp Subject: tcp Subject: tcp
Filter: tcp-src-22-dst-any Filter: tcp-src-22-dst-any Consume the Filter:  tcp-src-22-dst-any
Imported: Imported: Yes Contract Imported:
e

Use vzAny to allow
SSH to all EPGS/ESGs |

( Use vzAny to allow
N

I ( Use vzAny to allow
SSH to all EPGS/ESGs | L

SSH to all EPGS/ESGs |
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vzAny as a contract Consumer - Filters Reversed

src_port = port open on the consumer EPG/ESG

dsr_port = port open on the provider side EPG/ESG

ation Profiles

rking

Domains

] & LS VRF L30uts

Tunnels

(f) (a] @ vzAny

Q vrf-e1

D shared-services

=

Requirement is to permit ssh from

Match Type: | AtleastOne

Provided Contracts:

Name

Consumed Contracts:

Name
[«

Consume the
exported contract(s)

Contract Interfaces:
Name'

permit-from-core-services

Tenant

Tenant

Tenant

demo

Type QoS Class

Type QoS Class

Type QoS Class

Policy Operational

General Subject Labels

State

State

State

permit-to-core-services

Use vzAny=torame
SSH to all EPGs/ESGs F
cisco Lz{/&/

. SSH to all EPGs/ESGs

demo

Contract Interface Unspecified

Contract Interface

Unspecified

BRKDCN-2984

| SSHto all EPGs/ESGs |

formed

formed

5 N a
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Controlling external
connectivity...

cisco Lz{/&/



Where should you place your L3outs...”?

cIsco L@//&/ | _—
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“common” tenant, “shared-services” tenant, or
“workload/user” tenant...
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External Connectivity

|l P==

g vrf-01

ﬂ subnet(s)

ﬂ subnet(s)

Network
Segments

m VLAN

(Security isolation per
Bridge Domain)

m VLAN

(Security isolation per
Bridge Domain)

m VLAN

(Security isolation per
Bridge Domain)

m VLAN

(Security isolation per
Bridge Domain)

Apps
(Optional)

Security isolation across Bridge Domains

Dedicated VRFs and subnets for each

CIscoO

.&‘/

Tenant with Dedicated L3outs

Q vrf-01

| il P

Q vrf-01

ﬂ subnet(s)

“ subnet(s)

Network
Segments

(Security isolation per
Bridge Domain)

m VLAN

m VLAN

(Security isolation per
Bridge Domain)

(Security isolation per
Bridge Domain)

m VLAN

m VLAN

(Security isolation per
Bridge Domain)

Apps
(Optional)

Security isolation across Bridge Domains

Dedicated VRFs and subnets for each

Tenant with Shared L3out

BRKDCN-2984

NN NN SN NN NS SN NN NS SN N NN EEENENNEEEEEEEEEEEEEEEEEEEEEEEEEER

ﬂ shared-services

P NN NN NSNS E NN NN SN E NN NN NN NN NS NN NN NN NN NN NN SN NN NN NN NN NEENEENEEEEEEEEEE

ﬂ common

Q common.vrf-01

“ subnet(s)

ﬂ subnet(s)

Network
Segments

(Security isolation per
Bridge Domain)

m VLAN

m VLAN

(Security isolation per
Bridge Domain)

(Security isolation per
Bridge Domain)

m VLAN

m VLAN

(Security isolation per
Bridge Domain)

Y e

Apps
(Optional)

Security isolation across Bridge Domains
(Endpoints grouped by IP address*)

Shared networking with isolated security

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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External Connectivity with shared subnets...

[ Large subnets can be

shared across Tenants

D shared-services
{ Route leaking between ] - ot
VRFs -
D common v
@ common.vrf-01
grosesnens » P subnet(s)
D diemo D test
N v IEX v
Networ'::k EPG VLAN Network EPG VLAN
Segmert;‘ts (Security isolation per Segments (Security isolation per :
: Bridge Domain) Bridge Domain)
apps Apps Workloads can be reassigned to an EPG in
P securty teotation PR | Securtny Secaation a different tenant, thus allowing workloads
) to move between tenants without
L — =

EPG and ESG in the “user” Tenant with the
VRF in the “common” Tenant, and a
Shared L3out in shared-services

Each Tenant has one or
more endpoint security
groups

cisco Lz{/&/

BRKDCN-2984

changing their IP addresses
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What’s .in a _L30ut...?

E External Device E

E External Device E

v [ L3Outs

v &P shared-services.vrf-01-ospf-area-0.0.0.1

|

A A
: Logical Node Profiles .
Y charea-services | Bl Log Switches, Router |IDs, Loopback
— 01 v B border-leafs addresses, Static Routes
¥ T > [ Configured Nodes
101/1/7 102/1/7
10.237.99.233/30 10.237.99.237/30 | ttree... = v [ Logical Interface Profiles
E leaf-101-eth?
E OSPF Interface Profile
o :
ﬂel—ospf—area—e.e.e.l Interfaces and Routing Protocols - E leaf-102-eth?7
| E OSPF Interface Profile
v [m External EPGs
[ = e s rr s n e r s Ear e rennn e

vrf-01-all-ext-subnets

E all-external-subnets

IP Address: 0.0.0.0/0

Scope: External Subnets for the extEPG

e
T
e
.
s
e
-----
.
s
e
.

e
e

E core-services-subnets

E lab-desktops-subnets

> permit-to-online-boutique
(scope = vrf)

*arrows indicates direction of traffic flow i.e. from consumer to provider

cisco Lz{/g/

BRKDCN-2984
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Option 1 - Dedicated L3out per Tenant
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Dedicat_ed L3out

E External Device E

Y-

A

E External Device i
A

(

Q vrf-01

101/1/7
10.237.99.233/30

A 4

102/1/7
10.237.99.237/30

‘ vrf-01-ospf-area—0.0.0.1

A

0
X
C C
o v
2= =
+ a0
v U
cwn

ﬂ 192.168.150.0_24

advertise=yes, shared=no

N

ﬂ 192.168.151.0_24

advertise=yes, shared=no

Bridge Domains set to
advertise subnet

|

n 192.168.152.0_24

advertise=yes, shared=no

192.168.150.0_24

192.168.151.0_24

192.168.152.0_24

|

IP address: Classifies remote
endpoints/subnets

IP Address

0.0.0.0/0

extEPG

pcTag: 15
vrf-01-all-ext-subnets
CCIH I H P

Scope

External Subnets fqg::bf\iftEPG

Consumer

mapped to L3out

Bridge Domains J

Contract J

online-boutique

pcTag: 5490

all-services

External Subnets for the extEPG:
Allows connections to/from the
endpoints/subnets through a contract

»
>

permit-to-online-boutique

(scope = vrf)

Contract
Provider

*arrows indicate expected direction of connection i.e. from consumer to provider

cisco Lz{/&/

BRKDCN-2984
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External Classification

IP Address:
Identifies remote endpoints/subnets

Create Sutﬁw\/

Subnet Address/mask

Name:

Route Control

[[] shared Route Control Subnet

Route Control Profile:

Name

IP Address: | °

[J Export Route Control Subnet Aggregate

External Subnets for External EPG:
Required for contract purposes

External EPG Classification

External EPG classif

External Subnets for External EPG
[ shared Security Import Subnet

Route control is used for filtering external routes advertised out of the fabric, allowed into the fabric, or leaked to other VRFs within the fabric.

Direction

d to identify the external networks associated with this external EPG for policy enforcement (contracts).

Route Summarization Policy

» |P Address: identifies remote endpoints/subnets

» External Subnets for External EPG: allows packets to/from the L3out with a contract

cisco Lz{/&/

BRKDCN-2984
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Option 2 - Shared L3out
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Shared L3out - Route Leaking between VRFs

E External Device E

E External Device E

A

A

ﬂ shared-services
Q vrf-01
A 4

v

Y-
Q vrf-01

101/1/7
10.237.99.233/30

102/1/7

‘ 10.237.99.237/30

n 192.168.150.0_24

advertise=yes, shared=yes

ﬂ 192.168.151.0_24

advertise=yes, shared=yes

n 192.168.152.0_24

advertise=yes, shared=yes

‘ vrf-01-ospf-area—0.0.0.1

|

IP address: Classifies remote

L

endpoints/subnets

o |-

IP Address Scope

0.0.0.0/1 External Subnets for the extEPG
Shared Security Import Subnet

128.0.0.0/1 External Subnets for the extEPG

Shared Security Import Subnet

1

Contract Interface

0
X
C C
o v
2= =
4+ o
v U
cwn

Consumed

192.168.150.0_24

192.168.151.0_24

192.168.152.0_24

Route leak
between VRFs

online-boutique

(scope =

permit-to-tn-demo-online-boutique >

global, exported = yes)

L

Shared Security Import Subnet:

eaks the pcTag of the extEPG between VRFs

cisco Lz{/&/

Contract
Exported

permit-to-tn-demo-online-boutique
(scope

pcTag: 5490

all-services

= global, exported = yes)

External Subnets for the extEPG:
Allows connections to/from the

)

Contract
Provider

] L endpoints/subnets through a contract J

BRKDCN-2984
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External Classification and Route Leaking

IP Address:

[ Identifies remote endpoints/subnets

|

Shared Route Control Subnet:
Leaks a received route to another VRF

( IP Address: h

Create Sutﬁh\/

Must match a received route (>

IP Address: |

I for route leaking purposes

Ssubnet Address/mask

Name:

Route Control

| Export Route Control Subnet

Shared Route Control Subnet

Control Profile;

Name

Route control is used for filtering external routes advertised out of the fabric, allowed into the fabric, or leaked to other VRFs within the fabric.

Aggregate Route Summarization Policy

Aggregate Shared Routes:
Optional - Creates a prefix-list to +
aggregate routes

External EPG Classification

External EPG classif

External Subnets for External EPG
[ 1 shared Security Import Subnet

External Subnets for External EPG:
Required for contract purposes

€d to identify the external networks associated with this external EPG for policy enforcement (contracts).

|

Shared Security Import Subnet:
Leaks the pcTag/Class ID between VRFs

c1sco Lz{/&/

IP Address: identifies remote endpoints/subnets, must match a received route for route leaking purposes

External Subnets for External EPG: allows packets to/from the L3out with a contract
Shared Security Import Subnet: is always required as it leaks the extEPG pcTag to the target VRF

Shared Route Control Subnet: not required when route leaking is configured under the VRF
Aggregate Shared Routes: creates a prefix-list to aggregate routes

BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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How does ACI Route Leaking work...7
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“Original” Route Leaking method - L3out is the Provider

A A

External Device External Device (
L

D shared-services ﬂ demo
- rF-01 H i W vrf-o1 /

v v n 192.168.150.0_24 n 192.168.151.0_24

Bridge Domains set to
advertise and share subnet

|

n 192.168.152.0_24

ext-subnet-10.237.96.16 betw_een_VRFs

| CHCCIH T H P |

Contract

Exported
IP Address Scope
10.237.96.16/28 External Subnets for the extEPG
Shared Security Import Subnet permit-to-10.237.96.16 < permit-to-10.237.96.16 <
Shared Route Control Subnet (scope = global, exported = yes) (scope = global, exported = yes)

Shared Route Control Subnet: creates a prefix-list matching the subnet IP
address (10.237.96.16/28) which is then leaked via MP-BGP.

101/1/7 102/1/7 advertise=yes, shared=yes| |advertise=yes, shared=yes advertise=yes, shared=yes
10.237.99.233/30 10.237.99.237/30
EPG pcTag:10968 EPG pcTag:12674 EPG pcTag:5468

0 192.168.150.0_24 192.168.151.0_24 192.168.152.0_24
Tag leaked to target i

2OER) IR eligs g [ HeaH T H P ¢ HeaH 1 H P ¢ HcaH 1 H 7|
. VRF for zoning purposes ]
vrf-01-ospf-area—0.0.0.1 | X
2
| 5
c

extEPG pcTag: 41 Route leak

Shared Security Import Subnet: programs the consumer VRF with the
k pcTag of the external EPG (removes blacklist) )

Cisco M- BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



“Original” Route Leaking method - L3out is the Consumer

E External Device E
A

E External Device E
A

D shared-services
Q vrf-01
A 4

101/1/7
10.237.99.233/30

v

102/1/7
10.237.99.237/30

Y-
Q vrf-01

192.168.150.0_24

advertise=yes, shared=yes

|

‘,—“'~““=:—""r

Bridge Domains set to
advertise and share subnet

|

ﬂ 192.168.151.0_24

advertise=yes, shared=yes

n 192.168.152.0_24

advertise=yes, shared=yes

H
el

-
‘ vrf-01-ospf-area—0.0.0.1

extEPG
ext-subnet-10.237.96.16
| C HcCIH 1 H P |

pcTag: 41

IP Address Scope

10.237.96.16/28 External Subnets for the extEPG
Shared Security Import Subnet
Shared Route Control Subnet

pcTag leaked to target
VRF for zoning purposes

network-segments

EPG pcTag:10968

192.168.150.0_24
[ P |

EPG pcTag:12674

192.168.151.0_24
[ P |

1

IP subnet list
advertise=yes, shared=yes
Sub Cont = no Def SVI GW

EPG pcTag:5468

192.168.152.0_24
[ P |

Route leak
between VRFs

permit-to-10.237.96.16
(scope = global, exported = yes)

»
>

Contract
Exported

permit-to-10.237.96.16

(scope = global, exported = yes)

Shared Route Control Subnet: creates a prefix-list matching the subnet IP
address (10.237.96.16/28) which is the leaked via MP-BGP.

cisco Lg{/&/

k Shared Security Import Subnet: programs the consumer VRF with the )

pcTag of the external EPG (removes blacklist)

BRKDCN-2984
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“Shared Route Control Subnet” must match a received route

E External Device E

E External Device E

|

'y /' ( Bridge Domains set to
' advertise and share subnet
Dshar‘ed—ser‘vices ﬂdemo K
N Vrf-01 : — Vrf-ol /
; v 192.168.150.0_24 n 192.168.151.0_24 n 192.168.152.0_24
101/1/7 102/1/7 advertise=yes, shared=yes| |advertise=yes, shared=yes advertise=yes, shared=yes
10.237.99.233/30 10.237.99.237/30
EPG pcTag:10968 EPG pcTag:12674 EPG pcTag:5468
0 192.168.150.0_24 192.168.151.0_24 192.168.152.0_24
Tag leaked to target i
2OER) IR eligs g [ HeaH T H P ¢ HeaH 1 H P ¢ HcaH 1 H 7|
. VRF for zoning purposes ]
vrf-01-ospf-area—0.0.0.1 | X
2
| 5
c
extEPG pcTag: 41 Route leak

all-external-subnets

CCIH T H P |

IP Address Scope

External Subnets for the extEPG
Shared Security Import Subnet
Shared Route Control Subnet

0.0.0.0/1

External Subnets for the extEPG
Shared Security Import Subnet
Shared Route Control Subnet

128.0.0.0/1

between VRFs

Contract
Exported

permit-to-all-external-subnets
(scope = global, exported = yes)

< permit-to-all-external-subnets <
(scope = global, exported = yes)

cisco Lg{/&/

—

( Shared Route Control Subnet: creates a prefix-list matching the subnet IP

N

addresses (0.0.0.0/1, 128.0.0.0/1) which is then leaked via MP-BGP

THESE ROUTES WILL NEVER MATCH, AND THEREFORE WILL NEVER LEAK...!

BRKDCN-2984
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Leaking a default route

E External Device E E External Device §
'y /' ( Bridge Domains set to
{_ advertise and share subnet
ﬂ shared-services i ﬂ demo
N Vrf-01 — Vrf-ol /
; v n 192.168.150.0_24 ﬂ 192.168.151.0_24 n 192.168.152.0_24
101/1/7 102/1/7 advertise=yes, shared=yes| |advertise=yes, shared=yes advertise=yes, shared=yes
10.237.99.233/30 10.237.99.237/30
EPG pcTag:10968 EPG pcTag:12674 EPG pcTag:5468
0 192.168.150.0_24 192.168.151.0_24 192.168.152.0_24
+
f
[}
& [c HccaH 1 H P ] | C HcciH 1 H P | | C HcciH 1 H P |
()
w
vrf-01-ospf-area—0.0.0.1 £
2
+
| 5
c
extEPG pcTag: 41 Route leak

between VRFs

all-external-subnets

| CHCCIH T H P |

Contract
Exported

IP Address Scope

0.0.0.0/0 Shared Route Control Subnet
Cont

0.0.0.0/1 External Subnets for the extEPG permit-to-all-external-subnets [¥ permit-to-all-external-subnets |[%
Shared Security Import Subnet (scope = global, exported = yes) (scope = global, exported = yes)

128.0.0.0/1 External Subnets for the extEPG
Shared Security Import Subnet

Shared Route Control Subnet: creates a prefix-list matching the 1
subnet IP addresses (0.0.0.0/0) which is then leaked via MP-BGP

Do Not configure “External Subnets for the extEPG” for 0.0.0.0/0
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"New” (and improved) Route Leaking method

External Device External Device

'\ ' A

ﬂ shared-services ﬂ demo
g vrf-01 : u vrf-01

: ] D

. p.168.151.0_24 n 192.168.152.0_24
shared-services

External Prefixes

> C» Quick Start

v ﬁ shared-services :Tag:12674

EPG pcTag:5468

> [ Application Profiles

68.151.0_24 192.168.152.0_24

- [ Networking .
> [ Bridge Domains Preflx to Ieak

v [ VRFs
Unspecified demo/vrf-01

. & vri-01 0.0.0.0/0 Unspecified fgandolafvrf-01

. rwhitear/vrf-01 boutique
[ Multicast ssharman/vrf-01
= Multicast IPv6

-~ IP Description Greater Tha Target VRF(s)

Target Tenants

ciscolive-07/vrf-01
common/common.vrf-01

repmmysagl  External Prefixes EPG/ED Subnots
> C» Quick Start
> [ External Prefixes ) ﬁ B
€\ EPGIESG Collection for VRF B Application Profiles
- [l Networking ~ P Description Target VRF(s)
IP Address  Scope > [ Bridge Domains Subnets to leak 192.168.150.0/24 Target Tenants shared-services/vrf-01
0.0.0.0/1 External Subnets for the extEP 7 [ VRFs 192.168.151.0/24 True shared-services/vrf-01
Shared Security Import Subnet v & vrf-01
192.168.152.0/24 True shared-services/vrf-01
128.0.0.0/1 External Subnets for the extEP [ Mutticast
Shared Security Import Subnet [ Multicast IPv6
~ [ Inter-VRF Leaked Routes for ESG
= EPG/BD Subnets
: : Bridge Domain i
Classify the external subnets and share = External Prefixes 9
the extEPG pcTag between VRFs 15| ERGIESE Colleetoniar V7 Ssiee

cisco Lz{/&/
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“New” (and improved) Route Leaking method

E External Device E

E External Device E

Y-
g vrf-01

A A
ﬂ shared-services
Q vrf-e1
A 4
101/1/7 102/1/7
10.237.99.233/30 10.237.99.237/30

192.168.150.0_24

ﬂ 192.168.151.0_24

n 192.168.152.0_24

vrf-01-ospf-area—0.0.0.1

Shared Route Control Subnet: not required

0.0.0.0/1 External Subnets for the extEPG
Shared Security Import Subnet

128.0.0.0/1 External Subnets for the extEPG
Shared Security Import Subnet

(scope

Contract Interface

0
X
C C
o v
2= =
4+ o
v U
cwn

Consumed

EPG pcTag:10968

192.168.150.0_24

EPG pcTag:12674

192.168.151.0_24

EPG pcTag:5468

192.168.152.0_24

Route leak
between VRFs

permit-to-tn-demo-online-boutique

Contract
Exported

online-boutique

pcTag: 5490

all-services

A 4

= global, exported = yes)

|

Classify the external subnets and share

(scope =

permit-to-tn-demo-online-boutique
global, exported = yes)

Contract
Provider

the extEPG pcTag between VRFs J

cisco Lz{/&/

BRKDCN-2984

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




Why are we classitying with 0.0.0.0/1 and
128.0.0.0/1...7
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Non dedicated border Leafs

Yacil Yacil Yacil
(ACl5 (A5 ACI

~

| it
S AN
PSS

L3Out to
external routers

UCS C series servers

cisco Lg/&/

BRKDCN-2984

Workloads attached
| to border Leafs
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aci-dev-01-apic-01# fabric 101 show ip route vrf ssharman:vrf-01

0.0.0.0/0, ubest/mbest: 1/0

*via 10.237.99.234%shared-services:vrf-01, ethl/7, . rwVnid: vxlan-2129920

v .

101/1/7 -,
10.237.99.233/30 "

102/1/7
10.237.99.237/30

.
| ‘e ]

IP Address: 0.0.0.0/0

Scope: External Subnets for the extEPG

.
W,
‘.
e
‘.
»
.
L
e,
",
",
",

.
.....
0
e,
"
"
"
-.....
Ly
L

| il [P
g vrf-01

(2555904)

loutput truncated

Default route via shared-

services:vrf-01

"
» O
.

shared services.vrf-01-all-ext-subnets
(gtope.f,global, imported =

(software updates)

yes)

M vl Bl B

Route leak
between VRFs

Traffic routed via the external
network allows communication
between workloads in different

D ssharman

vay

@ vrf- 61" (3047426), ,

e ‘R E

Tenants despite no routes or
contracts in place

Shared Route Control Subnet (scope = global, exported = yes)
Shared Security Import Subnet

shared-services.vrf-01-all-ext-subnets|¥

(scope

shared-services.vrf-01-all-ext-subnets
= yes)

= global, imported

vzAny
(software updates)

aci-dev-01-apic-01# fabric 101 show ip route vrf shared-services:vrf-01

0.0.0.0/0, ubest/mbest: 1/0
*via 10.237.99.234, ethl/7, . ospf-default, type-2, tag 1
10.237.99.160/28, ubest/mbest: 1/0, attached, direct, pervasive

*via 10.1.176.66%overlay-1, . static, tag 4294967292, rwVnid: vxlan-2555904
10.237.99.176/28, ubest/mbest: 1/0, attached, direct, pervasive

*via 10.1.176.66%overlay-1, . static, tag 4294967292, rwVnid: vxlan-3047426

cisco Lg{/&/

to Tenant subnets via overlay-1

Default route to external network. Routes

BRKDCN-2984

0.0.0.0/0, ubest/mbest: 1/0
*via 10.237.99.234%shared-services:vrf-01, ethl/7,

. rwVnid: vxlan-2129920

loutput truncated

Default route via shared-

services:vrf-01

~=
1
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aci-dev-01-apic-01# fabric 101 show ip route vrf ssharman:vrf-01

0.0.0.0/0, ubest/mbest: 1/0

*via 10.237.99.234%shared-services:vrf-01, ethl/7, . rwVnid: vxlan-2129920

v~

Yoo

W | vrf-o1 (2555904)

101/1/7 -,
10.237.99.233/30 "

[ T

102/1/7
10.237.99.237/30

.
W,
‘.
e
‘.
»
.
L
e,
",
",
",

loutput truncated

Default route via shared-

services:vrf-01

.
.....
0
e,
"
"
"
-.....
Ly
L

o u..:: permit-to-tn-demo
(gtope.f,global exported = yes)
T .. ,% %
Route leak

between VRFs

Traffic routed via the external
network allows communication
between workloads in different

D ssharman

@ vrf- 61" (3047426), ,

e ‘R E

Tenants despite no routes or

\_ contracts in place

IP Address: 0.0.0.0/0 permit-to-tn-demo
(scope = global, imported = yes)
Scope: External Subnets for the extEPG
Shared Route Control Subnet
Shared Security Import Subnet permit-to-tn-ssharman
(scope = global, imported = yes)

»
| »

(scope

permit-to-tn-ssharman
global, exported

= yes)

vzAny

(software updates)

aci-dev-01-apic-01# fabric 101 show ip route vrf shared-services:vrf-01

0.0.0.0/0, ubest/mbest: 1/0
*via 10.237.99.234, ethl/7, . ospf-default, type-2, tag 1
10.237.99.160/28, ubest/mbest: 1/0, attached, direct, pervasive
*via 10.1.176.66%overlay-1,
10.237.99.176/28, ubest/mbest: 1/0, attached, direct, pervasive
*via 10.1.176.66%overlay-1, . static

. static, tag 4294967292, rwVnid: vxlan-2555904

tag 4294967292, rwVnid: vxlan-3047426

cisco Lg{/&/

Default route to external network. Routes
to Tenant subnets via overlay-1

0.0.0.0/0, ubest/mbest: 1/0
*via 10.237.99.234%shared-services:vrf-01, ethl/7,

. rwVnid: vxlan-2129920

loutput truncated

Default route via shared-

BRKDCN-2984

services:vrf-01

~=
1
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Recommendation

Do not use 0.0.0.0/0 in route leaking design...!

cisco Lg%o// | N -
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Prepare the
fabric for L4-L7
Service Insertion

cisco Lz{/&/



Where should you place your L4-7 devices...”?

cIsco L@//&/ | _—
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“common” tenant, “shared-services” tenant, or
“workload/user” tenant...
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Virtual firewall deployment

mm APIC nmmn
cisco duile APIC

System Tenants Fabric Virtual Networking ) )
System Tenants Fabric Virtual Networking
ALL TENANTS | AddTenant | Tenant Search: EIEReIe[EEIs ﬂ shared-services X X
ciscolive ALL TENANTS | Add Tenant | Tenant Search: [QEInRelgsleEtsy
shared-services
demo
I C» Quick Start I q
» Quick Start
ﬁ shared-services \\b ﬁ
: demo
B Application Profiles ftdv-04-eth5 'glg'e'z .
vrf: ciscolive ftdv-04-eth5-gig-0-2 Application Profiles

= Networking
= Contracts

= Policies — —
= Services
= L4-L7 P
[ Service Graph Templates 'Ftdv-04-eth6-g1g-0- 3 ﬂ demo
vrf: ssharman ce Graph Templates

vrf: ciscolive

l

Imported firewall

A 4

A 4

= Router configurations

figurations
[ Devices
Bl ftdv-01-eth5-gig-0-2 _F-t d @4
V- >

Bl ftdv-01-eth6-gig-0-3

Bl ftdv-01-eth7-gig-0-4
Bl ftdv-02-eths-gig-0-2
B ftdv-02-eth6-gig-0-3

B ftdv-02-eth7-gig-0-4

ftdv-04-eth7-gig-0-4
vrf: demo

ftdv-04-eth7-gig-0-4
vrf: demo

Imported firewall

-04-eth7-gig-0-4

ver Groups (Beta)

VRF aware firewalls defined in “shared-
services” and exported to “user” tenants

B ftov-03-eths-gig-0-2

B ftav-03-eth6-gig-0-3
Bl ftdv-03-eth7-gig-0-4
Bl ftdv-04-eths-gig-0-2

B ftdv-04-eth6-gig-0-3

B Benefits of virtual firewall / IPS
= * One or more virtual firewalls exported to “user” tenants as required
@l Devices Selection Policies « Virtual firewalls used for targeted service insertion
JU8 Deploysid chapt lnsiances * Firewall throughput matches application requirements
[ DNS Server Groups (Beta) . . . .
* Firewall ruleset reduced to application requirements
«  Firewall security group members pushed/pulled from APIC (where available)

[ |dentity Server Groups (Beta)

B Security

cisco Lz{/&/
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ACI| Endpoint Update App (optional

https://dcappcenter.cisco.com/aci-endpoint-update.html

asco APIC

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

Installed Apps | Faults | Downloads

Apps

ELAM Assistant = ACI Endpoint q Nexus Insights Cloud
by Cisce ¥c¥ Update Connector
by Cisc - L Ciern
::lel? V’ZU Termr:,l: EdL?M(Em;g?deg pthes dynamic endpaint information Nexus Insights Cloud Connector (3.x or
ogie Ana yze.r Io : e)Kon .no es d frofh APIC to Secure Firewall ASA and higher) implements Direct Streaming
to capture a single packet at a time an Sequre Firewall Management Center and Nexus Cloud capable telemetry
analyze where the packet goes. functionality. These services perform
backend functions only and do not have
@ @ \ ‘ Flrewa”\lMa’r.].aigerT’]yenTt Center Overview Analysis Policies Devices Objects Integration  Deploy Q_ °€D £+ @ ssharmanv vl cecRE
Objects / Object Managemen
Oo Oo B
Server . .
—_ Dynamic Objects @ demo x
Access List
Adcress Bople Name Description Number of Mapped IPs
Application Filters APIC_DEMO_EPG-MATCHED-SECURITY-GROUPS_ESG-... 3 N K]
AS Path APIC_DEMO_NETWORK-SEGMENTS_192.168.150.0_24 1 & 7 i
Cipher Suite List APIC_DEMO_NETWORK-SEGMENTS_192.168.151.0_24 1 N ]
Community List APIC_DEMO_NETWORK-SEGMENTS_192.168.152.0_24 1 K

Distinguished Name

DNS Server Group

External Attributes

Dynamic Object

Security Group Tag

CIsCO &. BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 252



Setting up PBR to a one arm attached firewall...

cIsco L@//&/ | R R
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Redirect applied to all Filters under the Subject...

[—
L =
cart-svc -
ubuntu-01 ubuntu-02
192.168.150.21 192.168.151.21
( Contract name typically tied to
Y L the Provider EPG/ESG
on

permit-to-cart-svc

( Filter/Entry name identifies
protocol, src port, and dst port

=m tcp-src-any-dst-80 =m tcp-src-any-dst-80
4>@ tcp-src-any-dst-443 :m

Service Graph
Redirect

Mredir‘ect
Y

[ Subject = redirect J

tcp-src-any-dst-443 —

A

+—

+—

| T

cisco Lz{/&/
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Step 1: Define the Policy Based Redirect Target

lélllslcl:lc;' APIC (aci-dev-01)

System Tenants Fabric Virtual Networking

ALL TENANTS | AddTenant | Tenant Search:

demo ®

Name of redirect
policy

cisco Lz{/g/ I

C» Quick Start

ﬁ demo

> [ Application Profiles

> [ Networking

[ Contracts
- [ Policies
- [ Protocol

. B BFD
> [ BFD Multihop
> [ ND RA Prefix
. [ BGP
> [ Custom QoS
> [ Data Plane Policing
> [ DHCP
. [ EIGRP
> [ End Point Retention
> [ External Bridge Group Profiles
> [ First Hop Security
. [ HSRP
> [ IGMP Interface
- [ IGMP Snoop
- [ 1P SLA

v [ L4-L7 Policy-Based Redirect

Bl ftav-04-eth7-gig-0-4

Properties

IName

Description:

Destination Type:

Rewrite source MAC:
IP SLA Monitoring Policy:

Oper Status:

Enable Pod ID Aware Redirection
Hashing Algorithm

Anvcast Fndgoint

IP address of
L4-7 device

: ﬁdvfotlfeth?fg\'ngfAI
optional
E

O

select an option

: Enabled

O
: ( Destination IP Source IP Source IP, Destination IP and Protocol number
O
O

-~ P Destination MAC
Name

I 192.168.156.10

00:50:56:A1:5C:36 I

MAC address of
L4-7 device

eal

BRKDCN-2984
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Step 2: Define Service Graph Template and

Device Selection Policy

( Firewall interface and Bridge
Domain for the Consumer

alral (s interface
cisco APIC (a nnector Name: consumer
afiafn {aci—da ‘l Cluster Interface: | gig-0-
cISco APIC (aci-dey System  IMEREWS Fabric Virtual Networking \ u ' gig-0-4 Y
system R Fabric Virtual Networking ALLTENANTS | AddTenant | Tenant Search: Associated Network: (E{{lelsTERBIRET
ALL TENANTS | AddTenant | Tenant Search: demo T\ Bridge Domain: [192.168.156.0_24 i
BT ® C» Quick Start PBR ta rget Preferred Contract Group: Exclude
. B demo Permit Logging: [_]
> (_» Quick Start
& o . [ Application Profiles L3 Destination (VIP):
N demo
B Networking L4-L7 Policy-Based Redirect: | ftdv-04-eth7-gig-0-4 i
» [ Application Profiles -
Contracts ) o .
B Networking - :C"‘ f“ 2 L4-L7 Service EPG Policy: | select an option
olicies
Ba Contracts B s Custom QoS Policy: | select a value
Services
B Policies =
L4-L7
Servlce Graph & Service Graph Templates F|rewa” |nterface and Br'dge
Template NP DeV|Ce Se|eCtI0n @ Router configurations Doma|n for the Pr0V|der
E= d Devices interface
. @ redirect-to-ftdv-04-gig-0-4 P Imported Devices . V nnector Name: provider
Function Node - N1
E inction Node ion Policies \ Cluster Interface: gig-0-4 g
consumer
E & any-redir o-ftdv-04-gig-0-4-N1 i . )
B provider Associated Network: (RElgle[slNBlelnEMN] L30ut
E consumer
; B provider Bridge Domain: | 192.168.156.0_24 (3
Consumer Provider
e . = . e > Preferred Contract Group: Exclude
ftdv-04-eth... Permit Logging: []
L3 Destination (VIP):
'l‘ L4-L7 Policy-Based Redirect: | ftdv-04-eth7-gig-0-4 =
ftdv-04-eth7-gig-0-4 Information L4-L7 Service EPG Policy: | select an option
Firewall: Routed PBR target Custom QoS Policy: | select a value

Route Redirect: true

cisco Lz{/g/

BRKDCN-2984
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Step 3: Apply Service Graph to Contract Subject

Y-

“ ] vrf-01

online-
boutique

ad-service

Service Graph
applied to contract
subject

A

,—l

permit-to-ad-service

Redirect
(L4-L7 Service Graph)

permit-any

ESG provides a contract
“permit-to-ad-service”

| ftdv-04-eth7-gig-0-4

E vrf: demo

Any ... :
(unspecified)

Service Graph is deployed
once the contract is
consumed

All ports specified by the

filter entries are redirected to I

the firewall

Contract Scope }

Alias

Name: parmttuadsmvcc\/

Name: redirect
Alias:

Description: | optional

Global Alias

Apply Both Directions: true
Reverse Filter Ports:

Contract Subject
and Filter

Tenant Action

v g3 permit-to-ad-service

B redirect

demo I Permit

redirect

cisco Lz{/g/

Filters
Global Alias
Name
IScope: VRF
'y :: permit-any
ILA*L? Service Graph: | redirect-to-ftdv-04-gig I 2
Contract
and Subject

Service Graph }
¥

BRKDCN-2984

demo

(C» Quick Start

4 ﬁ demo

> [ Application Profiles

> [l Networking
» [ Contracts
> [l Policies
v [ Services

- [ L4-L7

> [ Service Graph Templates

- [ Router configurations

» [ Devices

> [ Imported Devices

» [ Devices Selection Policies

- [ Deployed Graph Instances

> @ permit-to-ad-service-redirect-to-ftdv-04-gig-0-4-vrf-01
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Using Service Graphs for Security Enforcement
and/or Application Dependency Mapping...

cisco L‘V&. BBBBBB -2984 © 2024 Cisco and Jor its affiliates. All rights reserved . Cisco Publ ic 258



EPU retrieves dynamic
endpoint information from
APIC and updates FMC

'
)
.
.
g

[} [ ]
Dynamic Endpoint Updates o WA
! External Device i External Device i E FMC : 1 EPU cart Redis cache 1CP 6379
A L - -

P srorea-services FMC updates FTD with checkout cart Tcp 7070
s = = . . . . currency TCP 7e@e
- rf-01 v dynamic endpoint information email TP 5000

IP Address: 0.0.0.0/1 w payment TCP 508051
128.0.0.0/1 product catalog TCP 3550
Scope: External Subnets for the extEPG shipping TCP 58051
Shared Security Import Subnet frontend adservice TCP 9555
cart TCP 7870
C_Hccrl | P | checkout TCP 5058
H currency TCP 7000
E product catalog TCP 355
recommendation TCP 8080
Route leak - — shipping TCP 50051
between VRFs - outside frontend TCP 80/8080
vrf-01 v recommendation product catalog  TCP 355@
online-boutique v
Name: permit-to-online-boutique-frontend-services
Scope: global
Exported: yes (to shared-services) ﬁ
[
i Subject: tecp
] Service Graph: yes - redirect-to-ftdv-02-eth7-gig-0-4
: Stateful: no H
| Filter: tcp-src-any-dst-80 ¢
H H
|
: Name: permit-to-online-boutique-backend-services
: B Scope: global
| B Exported: no
I e e e e e e e e e e e e e e e e e e e e e
I H
i | Subject: permit-any
1 ! Service Graph: yes - redirect-to-ftdv-02-eth7-gig-0-4
: * Stateful: no
| ﬂ 6.6.6.0_24 Filter: permit-any
: X Name: intra-esg-online-boutique-backend-services
H Service Graph < Scope:  vrf
-—=p T T T T gm——————— [
Redirect [ Exported: no
Subject: permit-any
Service Graph: yes - redirect-to-ftdv-02-eth7-gig-0-4
Stateful: no
Filter: permit-any ~ |
5 . i -~
............ — | Intra ESG isolation = enforced

cisco / ¢ &/
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EPU retrieves dynamic
endpoint information from
* APIC and updates FMC

Targeted Flow Analysis

External Device . External Device

: APIC Y
L . [ FMC updates FTD with F Sl
D shared-services 1 £ 1 .
= e = v L dynamic endpoint |nformat|on ------- ] ) :
P Address: @.6.0.0/1 | e :‘. FMC 3 E EPU E
128.0.0.0/1 | e CETTTTT T . CETTTTTLITL .
Scope: External subnets for the exters |
Shared Security Import Subnet
¢ Hcct | P |
Syslo
Route leak - yA 9
between VRFs - -
= - v n PR FTD Syslog flow information
2 for manual ADM
Name: permit-to-online-boutique-frontend-services 3 T
Scope: global
________________ Exported: yes (to shared-services)
i Subject: tecp
] Service Graph: yes - redirect-to-ftdv-02-eth7-gig-0-4
: Stateful: no :
| Filter: tcp-src-any-dst-80 *
=
FTD Conflgured tO generate Syslog Name: permit-to-online-boutique-backend-services

Scope: global
Exported: no

messages for all flows

1 : 1 Subject: permit-any
1 ! Service Graph: yes - redirect-to-ftdv-02-eth7-gig-0-4
H * Stateful: no
: 6.6.6.0_24 Filter: permit-any
: ) Name: intra-esg-online-boutique-backend-services
H Service Graph Scope:  vrf
- X €-------= Exported:
Redirect | ________ xported: no
Subject: permit-any
Service Graph: yes - redirect-to-ftdv-02-eth7-gig-0-4 -
Stateful: o 111 1"'=Sa a0
Filter: permit-any L |1
¥ 4
s —— Intra ESG isolation = enforced
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Targeted Flow Analysis and Enforcement

(b |

Q vrf-01

E External Device E E External Device E
' A ' [}
shared-services i
v

IP Address: 0.0.0.0/1
128.0.0.0/1

Scope: External Subnets for the extEPG
Shared Security Import Subnet

cCHcaH T H P
Y oo
vrf-01
-— v
Name: permit-to-online-boutique-frontend-services
Scope: global

Route leak
between VRFs

Exported: yes (to shared-services)

Subject: tecp

Service Graph: yes - redirect-to-ftdv-02-eth7-gig-0-4
Stateful: no

Filter: tcp-src-any-dst-80

(
L

FMC updates FTD with
dynamic endpoint |nformat|on

.
S

EPU retrieves dynamic
endpoint information from
APIC and updates FMC

s

CSW updates FMC with
dynamic firewall policies

o

Cisco Secure Workload

A

-------------

Syslog
A

|

and Syslog messages for all flows

4

6.6.6.0_24

Service Graph
Redirect I

FTD configured to generate NetFlow records )

n online-boutique v

[ FTD updates CSW and Splunk ]

with flow information for ADM

Name: intra-esg-online-boutique-backend-services
Scope: vrf
Exported: no

Subject: permit-any

Service Graph: yes - redirect-to-ftdv-02-eth7-gig-0-4
Stateful: no

Filter: permit-any

v

Name: permit-to-online-boutique-backend-services
Scope: global
Exported: no

Subject: permit-any

Service Graph: yes - redirect-to-ftdv-02-eth7-gig-0-4
Stateful: no

Filter: permit-any

ESG backend services

— —

BRKDCN-2984
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Tightening
Security...




Step 1: Assign Endpoints to the “correct” ESG...

cIsco L@//&/ | R R
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Assign endpoints by Tagging the endpoints to the
correct group...

Y-
g vrf-01

192.168.150.0_24

!gg 192.168.151.0_24 !g;! 192.168.152.0_24

192.168.150.0_24 192.168.151.0_24 192.168.152.0_24 0.0.0.0/1
dynamic (P,S) vlans dynamic (P,S) vlans dynamic (P,S) vlans 128.0.0.0/1

Network
segments

¢ Hecal{ T Hp c Hcal{T HP cHcal{ T HP nepg_matched_esg
3 <

~
~~o
~~
~
~~
~.
~
~~
~
~<

network-segments

Seao
-
~~a
~~o
~

All applications initially provide the same
contract to vzAny. This maintains open
communication between applications

vzAny as a contract consumer defines
that all EPGs, ESGs, extEPGs are
consumers of the same contract

permit-to-all-applications A single contract allows workloads to
move between ESGs without breaking
network forwarding T

application-02

all-services

cisco Lz{/&/

all-services

=SB all-services
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Step 2: ...
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Security

Application security options...

_ Security groups for
each application tier?

_ Control E/W flows
within the application?

Discover E/W flows
within the application?

_ Insert L4-7 device
between applications?
_ Control the direction of
session establishment?
_ Which application ports
need exposing?

Which applications can }

communicate?

Application Knowledge
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Let’s tighten the contract to our online-boutique
application...
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Tighten access to our online-boutique application...

4 A cart Redis cache TCP 6379
D shared-services i i |
Q o1 - V checkout cart TCP 7070
vrf-e 0 - currency TCP 7000
IP Address: ?ig.g.g/;/l Cont email TCP 5000
R Name: permit-to-tn-demo-online-boutique payment TCP 50051
Scope: External Subnets for the extEPG Imported: yes (from demo) pr?dUFt catalog TCP 3558
Shared Route Control Subnet* > Subdect: t shipping TCP 50051
Shared Security Import Subnet ubject: P
Stateful: yes frontend adservice TCP 9555
Filter: tcp-src-any-dst-80 cart TCP 7078
tcp-src-any-dst-8080 checkout TCP 5858
currency TCP 7008
product catalog TCP 3558
B recommendation TCP 8ese
e : [ Route |eak shipping TCP SpBE1
o between VRFs outside frontend TCP 80/8080
Q vrf-01 : t
recommendation product catalog CP 3550
Name: permit-to-core-services Name: permit-from-core-services
Imported: yes (from shared-services) Imported: yes (from shared-services) Contract Exported
Subject: udp Subject: tcp
Stateful: no Stateful: no P t -Cj » t I. t.
Filter: 332::::::5:3:::?;3 Filter:  tcp-src-22-dst-any nepg-matched-esg k4 outsl e (0] app IcCation
[ cont | requires ports TCP
Name: permit-to-tn-demo-online-boutique
Exported: yes (to shared-services) 80/8080

network-segments

\ 4

Subject: tcp

Stateful: yes

Filter: tcp-src-any-dst-80
tcp-src-any-dst-8080

Contracts exported from
“shared-services”

Tighten access to our

vzAny allows access
to/from “core-services”

E application
“ online-boutique y T
192.168.150.0_24 192.168.151.0_24 192.168.152.0_24

dynamic (P,S) vlans dynamic (P,S) vlans dynamic (P,S) vlans IO all-services

Intra EPG = Unenforced Intra EPG = Unenforced Intra EPG = Unenforced ﬁ ﬁ ﬁ ﬁ ﬁ ﬁ ﬁ ﬁ ﬁ % ﬁ
i L~

demo:online-boutique

Network-
segments

cisco / ¢ &‘/
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Defining application security...

= o

application-01 permit-to-all-applications application-02

z b (vzAny) application-03
3 ol L application-04
- - Filter: permit-any application-@5
N application-02 permit-to-all-applications application-01

(vzAny) application-03

¥ application-04

Filter: permit-any application-05

) application-03 permit-to-application-03 application-04

M Filter: permit-any
N

application-04 permit-to-application-04 application-03
application-05

% Filter: tcp-src-any-dst-443

N application-05 permit-to-application-05 application-04

% (Service graph to FTD for
inter and intra application
flows)

application-03
application-e4
application-05

Filter: permit-any

| permit-to-application-03 | permit-to-application-04 | permit-to-application-05 H

Cisco M- BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 271




Automated Application
Blueprints...
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Application tiers across subnets

Application Centric Blueprint #1 - ESG “wrapper” for all services e
D cart Redis cache TCP 6379
demo

| checkout cart TCP 7070

_ currency TCP 7000

Q vrf-e1 email TCP 5000
. payment TCP 50851

Consumer\s : product catalog TCP 3550
. . H shipping TCP 50051

Single security zone for

s H H : cart TCP 7070

all application services : checkout TP s050

: currency TCP 7000

product catalog TCP 3558

1i bouti recommendation TCP 8088
online-boutique \ C -CCI -I ) shipping TCP 50051

=G all-services outside frontend TCP 80/8080

recommendation product catalog TCP 3558
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Application tiers across subnets

Application Centric Blueprint #2 - Intra ESG Isolation e
D demo cart Redis cache TCP 6379
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S|ng|e Isolated SeCUFIty zone .. .................... > rontend sdeemvice Top 9sss

. . o : cart TCP 7070

for all application services P checkout TP s050

: H currency TCP 7000

H H product catalog TCP 3550

online-boutique recommendation TCP 8080
F -\ C P { shipping TCP 56051

all-services - outside frontend TCP 8e/8e80
Intra ESG contract with
[ frontend Service Graph redirect
) to Firewall/IPS

recommendation product catalog TCP 3558

Protect against application
vulnerabilities such as Log4j

T

checkout

[ adservice ] [r‘ecommendation] i shipping
................ K [ payment
"':.._.-- .'- e, .
[ product catalog ] [ cart ] [ currency

Cisco M- BRKDCN-2984 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 274



Application tiers across subnets

Application Centric Blueprint #3 - Dedicated AP/ESG for backend database
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database services
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Application tiers across subnets

Application Centric Blueprint #4 - Inbound firewall/IPS + backend contract
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Application tiers across subnets

Application Centric Blueprint #5 - Inbound firewall/IPS + backend firewall/IPS e

cart Redis cache TCP 6379
Y e
| checkout cart TCP 70870
_ currency TCP 7008
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Application tiers across subnets

o : . ~ L . Requires application
Application Centric Blueprint #6 - ESG per application tier dependency map e
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Iﬁ vrf-e1 email TCP 5000

................. payment TCP 50851

Consumers product catalog TCP 3558

. . shipping TCP 50051

Single security zone for frontend adservice

. . . cart TCP 7070

each application service checkout Tcr sose

currency TCP 7000

e product catalog  TCP 3550

R R recommendation TCP 8080
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product
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Application tiers across subnets

Application Centric Blueprint #7 - Dedicated AP/ESG for backend database [ e
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Application tiers across subnets

Application Centric Blueprint #8 - ESG per application tier + frontend firewall/IPS e
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Application tiers across subnets

Application Centric Blueprint #9 - ESG per application tier + frontend firewall/IPS + backend firewall/IPS e
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Application tiers across subnets

Application Centric Blueprint #10 - ESG per application tier + frontend, backend, and payment firewall/IPS

| il P

product
catalogue

outside frontend

cart Redis cache TCP 6379

; checkout cart TCP 7070

g vrf-01 curr_-ency TCP 7000
T IT T — : paymert Teh 0051

: : : Inbound firewall hipping  Tcp seest
Single security zone for R B e T

e e e . car CP 7070

each application service Inbound Firewall between checkout Ten sose

: o o currency TCP 7008

: Consumers and application e TG e

online-boutique \ : L “frontend” shipping TCP 50051

TCP 8e/8ese

recommendation product catalog TCP 3550
El:l% ——

Firewall between

J

n databases

Database firewall

Backend Firewall between
Application and Database

cisco M/

BRKDCN-2984

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

; Payment firewall
“checkout” and “payment”

282



The ultimate aim is to provide a fully consumable
fabric where resources are automated on
demand...
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Example Internal Private Cloud Design - shared subnet(s)

External Device

External Device

A A (
D shared-services D common
g vrf-01 \ 4 A 4 Q common.vrf-01
ﬁ IP Address: 0.0.0.0/1
128.0.0.0/1
Route leak

Tenant VRF not required as )

the “landing zone” EPG is
mapped to the BD in

“common”

Scope: External Subnets for the extEPG
Shared Route Control Subnet*
Shared Security Import Subnet

| ¢ Hccr P
A

between VRFs

Name: 10.1.0.0_16
Gateway: 10.1.0.1/16
Shared Between VRFs: Yes
Advertise Externally: Yes

A

Bridge Domain in the
“common” tenant can be

shared across multiple tenants

o PR
Q vrf-01

Contracts exported to }

Endpoints security policy
moved to application ESGs
based on tag policy

“shared-services”

“*®] permit-to-tn-demo-application-1

|

|

vzAny allows access

to/from “core-services”

permit-to-core-services
(exported from shared-services)

Contracts exported from
“shared-services”

permit-from-core-services
(exported from shared-services)

(exported to shared-services)

/

n network-segments

e Y e N N e e

permit-to-tn-demo-application-2
(exported to shared-services)

— /= [ I T —— —— ——

permit-to-tn-demo-application-3
(exported to shared-services)

vzAny cannot be a
provider for shared

cisco Lz{/&/

L services

Application endpoints deployed to an EPG )

“landing zone” in “enforced” mode to

prevent E/W traffic inside both the
hypervisor and the network Y.
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Example Internal Private Cloud Design - Auto Cleanup Isolation

External Device

External Device

A A (
D shared-services D common
g vrf-01 \ 4 A 4 Q common.vrf-01
ﬁ IP Address: 0.0.0.0/1
128.0.0.0/1
Route leak

Tenant VRF not required as )

the “landing zone” EPG is
mapped to the BD in

“common”

Scope: External Subnets for the extEPG
Shared Route Control Subnet*
Shared Security Import Subnet

| ¢ Hccr P
A

between VRFs

Name: 10.1.0.0_16
Gateway: 10.1.0.1/16
Shared Between VRFs: Yes
Advertise Externally: Yes

A

Bridge Domain in the
“common” tenant can be

shared across multiple tenants

o PR
Q vrf-01

Contracts exported to }

Endpoints security policy
moved to application ESGs
based on tag policy
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|

|
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/
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e Y e N N e e

permit-to-tn-demo-application-2
(exported to shared-services)

— /= [ I T —— —— ——

permit-to-tn-demo-application-3
(exported to shared-services)

vzAny cannot be a
provider for shared
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Application endpoints deployed to an EPG )

“landing zone” in “enforced” mode to

prevent E/W traffic inside both the
hypervisor and the network Y.
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Wrapping up...




Select one or more Design Patterns...

Carefully consider the use of:

- The “common” tenant

- Using a “shared services” tenant

- vZANny

- Dedicated border Leafs (recommended)
- Contract scopes

- External EPG with the classifier 0.0.0.0/0

c1sco Lz//&/
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Benefits of Shared Service model...

- Looks and feels like a Public Cloud model of working

- Network team maintains control of North / South route peering
- Network team maintains control of Inter VRF route leaking

- Each Tenant can control their own CIDR range

- Each Tenant can control their own security rules

. Each Tenant can have private (non routable subnets)

- Security services can be easily inserted in the Tenants

« Do not use 0.0.0.0/0 as the extEPG classifier
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Implement ESG “wrappers”...

Wrapping applications into ESGs provides the following benefits
for both virtual and physical workloads:

- Improved application visibility

- Improved auditing capabilities

- Improved troubleshooting

- Intelligent service insertion

- Security tied applications rather than network segments

- Reduce the reliance on monolithic physical security devices
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Automation Considerations...

- A simple consumption model is everything

- Single API for all networking functions

- Application security requirements should be declared to the infrastructure
- Add virtual application firewalls to deployments if required

- Large physical monolithic firewalls are useful at network boundaries, however they should
only provide broad security rules

- Remove unnecessary overlay networks that add layers of complexity

CIsCo M_/ BRKDCN-2984

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 290



ESG Design Guide

https://www.cisco.com/c/en/us/td/docs/dcn/whitepapers/cisco-aci-esg-design-guide.html?cachemode=refresh

Cisco ACI Endpoint Security Group (ESG) Design
Guide

Updated: May 25, 2023

Bias-Free Language Contact Cisco VvV

Goals of this document Q

@ save ¥ Download ﬁ Print
Table of Contents -

Goals of this document Contents

Prerequisites Goals of this document

. Prerequisites
Terminology

Terminology
Introduction Introduction
Network-centric to Application... + Network-centric to Application-centric Migration Story: Pseudo Co
ESG Design Examples . Overview of Pseudo Company’s Cisco ACI Deployment

Network Deployment

Appendix: Cisco ACI| Tenant D... + o

Reference Application

FAQ Endpoint Group vs Endpoint Security Group
See Also Design Blueprint-Single ESG per Application

Migration Steps

Step 1: Implement a single ESG for open communication between subnets (EPG selectors)
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Now available on dCloud

https://dcloud2-sjc.cisco.com/content/demo/333928?returnPathTitleKey=content-view

Segmenting your ACI Fabric with ESGs and Secure Firewalls Schedule

Information Resources

Overview

In this demonstration we review how PseudoCo can convert its Cisco ACI fabric from a network-centric design to an application-centric design via the use of EndPoint
Security Groups (ESGs).

PseudoCo has deployed its Cisco ACI fabric in what is commonly described as a network-centric design where there is a 1:1 mapping of Bridge Domains to (Endpoint
Groups) EPGs. As part of the network implementation, PseudoCo chose to implement a VMM domain to simplify the management of VLANs between the Cisco ACI
fabric and the ESXi hosts.

The focus of this demo is PseudoCo’s multi-tier reference application (online-boutique). The online boutique application has been deployed across the different
network segments (subnets) within the " demo" tenant. The demonstration reviews various design blueprints which can be used to secure the application using ESGs
by introducing the use of contracts, service graphs and next generation firewalls.

When you run this demonstration an instance of the online-boutique application is deployed on VMs connected to a real ACI fabric.
This demonstration should be used in combination with these supporting materials:

o White Paper: Cisco ACI Endpoint Security Group (ESG) Design Guide
e Introduction to Application-Centric design using ESGs: Endpoint Groups vs Endpoint Security Groups
e Demo instructions: Guided Walk-through
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Try the Walk in Lab in the World of Solutions...
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