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Opening Statement

ACI IS NOT A FIREWALL
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Does ACI help
with Security ?
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ACI Whitelist Policy supports “Zero Trust” Model

Whitelist policy = Explicitly configured ACI contract between EPG 1 and EPG 2 allowing
traffic between their members

TRUST BASED ON LOCATION ZERO TRUST ARCHITECTURE
(Traditional DC Switch) (Nexus 9K with ACI)

“WEB” “APP”
Servers 2 and 3 can No communication allowed between
communicate unless blacklisted Servers 2 and 3 unless there is a whitelist

Lae! POl
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Defining SDN use case for DC security

Automatic =<
Remediation

Embedding security :
policy within Application Ease of Service Insertion
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What should you expect ... and not expect

- No Deep dive in ACI
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Aol | At 3PM today in roo

ACI| L4-L7 Policy-Based
Redirect (PBR) Deep Dive
and tips

Minako Higuchi, Technical Marketing Engineer, Cloud Networking
Business Group

cIsco LW&./ BRKDCN-398



alaln _ _ At 9 AM tomorrow In

Cisco ACI: the Foundation of

an Internal Private Cloud
BRKDCN-2984

Steve Sharman, Technical Solutions Architect @sps2101
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What should you expect ... and not expect

- No Deep dive in ACI - Introduction to FTD insertion in ACI
- No Deep dive in FTD - Why using FTD in ACI

- Introduction to “useful” features
- Troubleshooting guide of FTD relevant to ACI

- Use cases

- Config guide overview
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- ACI Building Blocks (super quick)
- FTD Improvements for the DC
« FTD Insertion (Mostly PBR L3)

- FTD added value
- Clustering
- CSDAC and Dynamic Group

« FTD + Cisco Secure Workload
(Tetration)

« Remediation module in FMC
(super quick)
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About Me

Fabien Gandola
fgandola@cisco.com

TSA Cyber Security EMEA
23 years in Cisco

cisco L{V&/

BRKDCN-3912

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

13


mailto:fgandola@cisco.com

Shortest
introduction to ACI
ever...
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ACI Devices Role

Spine Nodes

Leaf Nodes

Service

Consumers
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End Point Group
/“EPG Web” \

omaoe )
2 686 00
~_ |

In the ACI model, we do this using the End Point Group (EPG).
cisco L{{@/ BBBBBB 012




Endpoint Groups Communications

/“EPG Web” h 4 ) 4 “EPG DB’ D

“EPG App”

EP
Devices within an Endpoint group can communicate, provided that they have IP reachability (provided by
the Bridge Domain/VRF).

Communication between Endpoint groups is, by default, not permitted.
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Contract : Kind of reflexive “Stateless” ACLSs

/ “‘EPG Web” / “EPG App” \

l =)
88 ~

Filters
TCP: 80
TCP: 443

/ “EP DB”\
-
00

A contract typically refers to one or
more ‘filters’ to define specific
protocols & ports allowed between

EPGs.
c 1 SCO M-/ BBBBBB -3912 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 18
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Did you say Stateless 7

Name: tcp-src-any-dst-7070
Alias:

Description: |optional

Global Alias:
EtherType: |IP
IP Protocol: |tcp

Match Only Fragments: [_]
Match DSCP: | unspecified

Source Port: | Unspecified - |Unspecified
From To

Stateful: v

Ensure Ack bit is set so sessions can only be established consumer to provider

cisco Li%o/‘/

BRKDCN-3912
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Application policy with contract

Summary Topology Palicy Stats Health Faults History

© Healthy (@]

[ V) DO OD e o006
Contract EPG  uSeg  Any Baremetsl VMware Microsoft Red Hat OpenStack Kubernetes Cloud OpenShift Layer2 Layer3 LayerA-7
EPG EPG Foundry
Relation Indicators
Configured [ JJ) Operational

Show All i On Click

Contracts ———

Provider

S Q
o E
=l @
o g
o} [

Provider {from Master)

Consumer (From Master)

Intra EPG (from Master)
e ° e e @ @ Master EPG
FRONTEND_OUT WEB-SERVERS SLE_IN DDEE FRONTEND INTERNET DME_IP [
(DEMO) (DEMO) (DEMO) (DEMO) (DEMO) (LAB) (DNS)

Form Factor —

Cancel

Cisco M‘/ BRKDCN-3912
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Application Policy with Contract

Summary Topology
' Healthy
0020 00O OD L&
Contract EPG uSeg  Any Baremetal VMware Microsoft Red Hat OpenStack Kubemnetes Cloud OpenShift Layer2 Layer 2 Layer 4-7
EPG EPG
—_— Extemnal FRONTEND_IPS( IntervIds(COPY) Traffic_Our(FW) DNS
ContraCtS (ACIDEMO) (ACIDEMO) (ACIDEMO) (ACIDEMO) (ACIDEMO)
) +.I
Yn
ok
o
Contracts with L
Service Graph RN
.o ~3
A 1 ‘\
A W
l 1 L RY
* v
EPG —— ® @
FRONTEND ouTt WEE-SERVERS SLE_IN CDEB FRONTEND INTERMET DMS_IP
(DEMQ) (DEMO) (DEMO) (DEMO) (LAB) (DNS)

Form Factor — /X

ciIsco '&./

BRKDCN-3912

Cancel

Health Faults History

o
cCe0Qe

Relation Indicators

Configured ( J) Operational

Show All i On Click

Provider

o
g
]
a
2
3
Q

E)
o
m
0
o

Provider {from Master)

Consumer (From Master)

Intra EPG (from Master)

Master EPG

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



EPG and ESG

| Create Application EPG

STEP 1 > Identity

Name: | o

Alias:

Description: | optional

iew annotation

Annotations: ﬂ Click
Contract Exception Tag:
QoS class: | Level3 (Default)
Custom QoS: | select a value

Data-Plane Policer: | select a value

Intra EPG Isolation: Enforced Unenforced

Preferred Group Member: Exclude Include

Flood in Encapsulation: Disabled Enabled

Bridge Domain: | select a value |

Monitoring Policy: | select a value

FHS Trust Control Policy: | select a value

EPG Admin State: (R LALLTS

Associate to VM Domain Profiles:

oo

Statically Link with Leaves/Paths:
EPG Contract Master:

cisco L{{/&/

Application EPGS

Create Endpoint Security Group

STEP 1 > Identity 1. ity 2. Selectors

Nare: | le@

Description: | optional

VRF |select a value |\/ [}
ESG Admin State Admin Up
Create Endpoint Security Group [2]%]
STEP 2 > Selectors 1. Identity 3. Advanced (Optional)
Tag Selectors: . -
Tag Key Value Operator Tag Value Description

+

EPG Description

IP Subnet Selectors: =5

P Subnet Description

BRKDCN-3912 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Tag Selector for ESG

Create a Tag Selector

Tag Key: | tn-fgandola:applications

n order to match & VM Mame, pleass use kay __vmm:vmnams

Walue Operator: Equals

Tag Value: | production

@&

Description: | optiona

v [ fgandola

&% fab_ubuntu_o1

(G fab_ubuntu_02

&0 fab_ubuntu_03

o» | Tags
oo FMCT 2 uktme. cisco.com

VSphere @'Tﬂ ftdw-03-0OLD uktme cisco.com Assigned Tag Category
&N ftdv-03. uktme cisco.com tn-fgandolazapplicationsproduction Function

G ftdv-04-0OLD. uktme. cisco.com

c 1 s co M. BRKDCN-3912 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Online Boutique

https://github.com/GoogleCloudPlatform/microservices-demo

v
[ frontend ]P[ checkout ]

cart Redis cache TCP 6379
checkout cart TCP 7070
currency TCP 7000
email TCP 8080
] payment TCP 50051
product catalog TCP 3550
shipping TCP 50051
‘;' ‘ frontend adservice TCP 9555
A cart TCP 7070
[ shipping ] [ SN ] checkout TCP 5050
currency TCP 7000
product catalog TCP 3550
recommendation TCP 8080
cart shipping TCP 50051
outside frontend TCP 80/8080
\ 4
recommendation product catalog TCP 3550
Redis cache

Cisco M./ BRKDCN-3912 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



Where is our application running...”?

ﬂ tn-demo

| vrf-o1

“ 192.168.150.0_24

“ 192.168.151.0_24

ﬂ 192.168.152.0_24

“ 192.168.153.0_24 ﬂ 192.168.154.0_24

m 192.168.155.0_24

ﬂ 192.168.156.0_24

network-segments

leZ .168.150.0_24

m192.168.152.0724

m192.168.153,0724 m192.168.154‘0724

| frontend

b &
[ | adservide ]

m192,168,155.0724

m192.168.156.9724

Redis dache

cisco W‘/

BRKDCN-3912
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Application tiers across subnets
e —— —

cart Redis cache TCP 6379
Yoo

checkout cart TCp 7878
- N currency TCP 7000
Nt vrF-01 email TCP 5860
payment TCP 58051
Consumers product catalog  TCP 3558
shipping TCP 58851
frontend adservice TCp 9555
cart TCp 7870
checkout TCP 5656
currency TCP 7000
product catalog  TCP 3558
n Tine-bouti recomnendation  TCP 888R
online-boutique C CCI p_| shipping TCP 58851

Sl all-services outside frontend TCP 80/8880
recommendation product catalog TCP 3558

[ frontend ]

[ payment ]

=
e,

A

[ product catalog ] [ cart ] [ currency ]

cisco 'p/./

BRKDCN-3912 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



Cisco

L] L] L}
l \ IlcatIOI I tlerS acrOSS SUbI letS . — o
checkout cart TCP 7e7e
currency TCP 7880
email TCP 5808
payment TCP 50851
product catalog TCP 3558
shipping TCP 58851
ﬂ tn-demo frontend adservice TCP 9555
cart TCP 7878
= checkout TCP 5858
vrf-01 currency TCP 7888
product catalog TCP 3558
Consumers recomendation  TCP Bege
H shipping TCP 58851
: outside frontend TCP 88/8888
EEECCTPTPET | recommendation  product catalog  TCP 3558
online-boutique
adservice
| P |
product
catalogue
&~ BRKDCN-3912 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



FTD in 9 slides

cisco L{V&/




cisco L{Vp/_/

BRKDCN-3912

Cisco DC Firepower Software to Hardware
Firewall (ASA) App NGFW (FTD) App
Yo =\ 1~ N
. Modes of Operation:
Modes of Operation: Transparent, Routed, & IPS
Transparent & _
Management:
Routed Firepower Device Mgr / CDO
& FMC
Management:
CLI, ASDM, Expansion Modules for
CDO, & CSM Fail-to-Wire (aka. Bypass)
Multi-Instance, VRF-lite,
Multi-Context = Multi-Domain
FPR31OO
G _/ G J
o

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Firewall Virtual Platforms

Private Cloud

-
vmware ¢
LS% ANKVM
[ o |
-

NUTANI>C openstack.

cisco L{{/&/

Public Cloud

D

Google Cloud Platform

dWs
~—

ORACLE
CLOUD INFRASTRUCTURE

L\Azure
)

Alibaba Cloud

BRKDCN-3912 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



ACI Anywhere: On-Prem Connectivity To AWS £+

VPC With Direct Connect + VPN

Multi-Site

Site A | On-Premises

e mm e mmmm— = g —mmm—— -
- m ~
’

‘

_____________________________

DX Lacation_.

\\BGPEVPNC-ontroI *arie.-.._.....-i....

_____________

I

I

| Infra we o\ N

l 1

| |

| -vamazon I l

| WebSBfVICGS I\ AWS Instances /I

‘ AWS Region T Oservec2
——————————————— /
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FTD Converged Image

ASA FirePOWER

L2-L4 Stateful Firewall  Threat-centric NGIPS

Scalable CGNAT, ACL, routing « AVC, URL Filtering for NGFW
Application inspection « Advanced Malware Protection

Firepower Threat Defense (FTD)

Converged NGFW/NGIPS image on new Firepower and ASA5500-X platforms
Single point of management with Firepower Management Center (FMC)

Full FirePOWER functionality for NGFW/NGIPS deployments

ASA Data Plane with TCP Normalizer, NAT, ACL, dynamic routing, failover, clustering

c 1 SCO M./ BRKDCN-3912 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



Cisco Secure Firewall Modes of Operation

TCP Inspect, NAT, ALG
Route to

FW as GW Routed Mode (L3)

Firewall

VLAN 10

Route through
FW to GW

Transparent Mode (L2)

Routed L3 Bridging
Device Device

Router OSPF
peers to FW

VLAN 20

&

Router is First
Hop to Host

Protocol Intrusion
AVC, File Protection

VLAN Tag

/_ Unchanged \

IPS

VLAN 30

= Inline IPS Mode (L1) @

VLAN 30

Route through Router is First
IPS to GW Hop to Host

Bump in a Wire IPS

cisco L{{@/

BRKDCN-3912 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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FTD Multi-Instance DC Use Case

- Create multiple logical FTD devices on a single module or appliance, and use as separate devices in the ACI
fabric

. Complete traffic processing and management separation while protecting DC apps
«  Supported on Firepower 4100 and 9300 only

- Dev firewall can overload/go offline/upgrade with out any effect on Production or External instances

FTD Production Instance FTD External Tenant Instance FTD Dev Instance

FXOS Docker Environment

Memory CPU Memory Disk Memory

Firepower 4100 or Firepower 9300 module

Port-Channel1.3001 Port-Channel1.3002 Port-Channel1.3003

c 1 S co M. BRKDCN-3912 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 34




Virtual Routing and Forwarding (VRF) Lite

- In FTD 6.6, interfaces can be in different Routing Domains
(Overlapping IP address support between User and Global VRF)

- Allows for easy separation of Service Graphs within the same FTD

P01.3001
VRF A
192.168.30.0/24
P01.3002 @ et
192.168.20.0/24 P TTrrea, .. Global VRF
Firepower Appliance or "*@ P
. FTD Instance 172.16.1.0/24
VRF B Dynamic

4

Route .

Leaking ,.+**
Eth1/2.10 @ 34 ------ .
192.168.10.0/24

Access Control Policy

(File, IPS, Identity)

©

c 1 S co M- BRKDCN-3912 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



Multi-lnstance, VRF and Multi-Domain Combined

FMC (Domain:Customer 1)

Corporate Tenant

Application
FTD Instance A
VRF1 192.168.3.0/24 4 CPU
L30ut
172.16.0.0/16 192.168.1.0/24 Jobal VRF
Corporate Tenant f_._... )
Database FTD1I;séEF|)nJe =] >
Corporate Tenant | 472 16 1.0/24 % 192.168.2.0/24
IT Services
VRF2 FTD Instance X

2 CPU

External Tenant FMC{ Domain:

Customer X)

c 1 SCO M. BRKDCN-3912 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Multi-Instance, VRF and Multi-Domain Combined

Corporate Tenant

FMC (Domain:Customer 1)

FTD Instance A
4 CPU

Global VRF L3Out :

FTD Instance B ~ . L

12 CPU >

Application
VRF1 192.1sa|.3.o.fz4
Corporate Tenant 172.16.0.0/16 192.168.1.0/24
Database
COrDOfa'fe_Tenant 172.16.1.0/24 192.168.2.0/24
IT Services
VRF2

cisco Ld{a/./

FTD Instance X
2 CPU

External Tenant FMC{ Domain:
Customer X)

BRKDCN-3912 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Multi-Instance, VRF and Multi-Domain Combined

FMC (Domain:Customer 1)

Corporate Tenant
Application

VRF1 192.168.3.0/24

FTD Instance A
4 CPU

COFpOrate Tenant 172.16.0.0/16 192.168.1.0/24
Database

Corporate Tenant | 422 46.1.0/24 192.168.2.0/24

IT Services

FTD Instance B
12 CPU

FTD Instance X

VRF2 > Py

External Tenant FMC{ Domain:
Customer X)

c 1 SCO M. BRKDCN-3912 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Secure Firewall
Insertion

cisco L{V&/



2
“Network Stitching” Firewall Insertion

- First steps into ACI Fabric

- Simple (familiar) deployment: EPG = Subnet = VLAN
- Attach EPGs to firewall

- EPGs point to corresponding FW IP for default route

- Use FW to route and secure between EPGs

EPG-Attached Firewall

EPG EPG
App DB

Cisco M‘/ BRKDCN-3912
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Traditional Service Graph

- Contracts define communication between EPGs

- Service Graphs specify the services between EPGs and are referred in
Contracts

. Configure Firewall in Go-To/Go-Through modes or L1 NGIPS

J\. E—®

Service Graph Deployment

Cisco L‘V&~ BRKDCN-3912 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



Traditional Service GraphTopology

BD: FTD-external BD: FTD-internal BD: Web

192.168.11.1/24
GW: 192.168.11.254

L3out
0.0.0.0/@

EPG
App

BD: App
192.168.12.1/24
GW: 192.168.12.254

10.1.1.254 10.1.1.1

172.16.11.1

BD: DB
192.168.13.1/24
GW: 192.168.13.254

cisco L{{@/

BRKDCN-3912
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FW is part of the IP connectivity

BD: FTD-external BD: FTD-internal BD: Web

192.168.11.1/24
GW: 192.168.11.254

L3out
0.0.0.0/@

EPG
App

BD: App
192.168.12.1/24
GW: 192.168.12.254

10.1.1.254 10.1.1.1

172.16.11.1

BD: DB
192.168.13.1/24
GW: 192.168.13.254

cisco L{{/&/

BRKDCN-3912
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Traditional Service Graph (Episode 2)

- Contracts define communication between EPGs

- Service Graphs specify the services between EPGs and are referred in
Contracts

- Configure Firewall in Go-To/Go-Through modes or L1 NGIPS

o
- $

Service Graph Deployment

Cisco L‘V&~ BRKDCN-3912 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 45




How do i extend my segmentation 7

BD: Web
192.168.11.1/24
GW: 192.168.11.254

BD: FTD-external

BD: FTD-internal ﬂ

172.16.11.254

o W

BD: App
192.168.12.1/24
GW: 192.168.12.254

2338 232 80ETRRRNANR g
(NG NI,

10.1.1.254 10.1.1.1 172.16.10.1

BD: DB
192.168.13.1/24
GW: 192.168.13.254

Cisco W. BRKDCN-3912 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



2 conditions for traffic reaching destination

Before Service graph is deployed

CONTRACT

S |

192.168.11.254 192.168.12.254 192.168.13.254

APIC relies on :
v" Routing to forward traffic
v Contract to allow traffic

EPG
App

BD: DB BD: App BD: DB
192.168.11.1/24 192.168.12.1/24 192.168.13.1/24
GW: 192.168.11.254 GW: 192.168.12.254 GW: 192.168.13.254

Cisco M./ BRKDCN-3912 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



Policy Based Redirect is your Best Friend
With PBR Service Graph

PBR redirects the traffic matching
the contract to the Security Service

192.168.100.1

BD: FTD-Data
L3 Enabled
192.168.100.0/30

EPG EPG ) )
192.168.100.
Web App 92.168.100
BD: DB BD: App BD: DB
192.168.11.1/24 192.168.12.1/24 192.168.13.1/24
GW: 192.168.11.254 GW: 192.168.12.254 GW: 192.168.13.254

c 1 SCO M-/ BRKDCN-3912 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 48



Policy Based Redirect is your Best Friend

With PBR Service Graph

192.168.11.254 192.168.12.254 192.168.13.254

BD: DB BD: App BD: DB
192.168.11.1/24 192.168.12.1/24 192.168.13.1/24
GW: 192.168.11.254 GW: 192.168.12.254 GW: 192.168.13.254

cisco L{{/&/

PBR redirects the traffic
matching the contract to
the Security Service

192.168.100.1
BD: FTD-Data
L3 Enabled
192.168.100.0/30
192.168.100.2

BRKDCN-3912 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 49



PBR for micro-Segmentation
Based only on Contract

192.168.10.100

192.168.10.254

192.168.10.200

BD: MyApp
192.168.10.0/24
L3 Enabled

cisco L{V&/

« Workloads in same Subnet

« Workloads in different
EPG/ESG

« Leaf switch enforce micro-
segmentation with contract

BRKDCN-3912 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



PBR for micro-Segmentation

Leveraging PBR

BD: MyApp
192.168.10.0/24
L3 Enabled

EPG
Web

N

192.168.10.100 192.168.10.200

cisco Li%o/‘/

BD: ftd-data
L3 Enabled

PBR Service Graph preempts the
forwarding decision

Traffic is sent to the FW

168.200.2

BRKDCN-3912 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 51



PBR for micro-Segmentation
Leveraging PBR

The Firewall must be in ONE ARM as
source and destination are in the same
Subnet. It must allow traffic in and out
via the same interface.

BD: MyApp
192.168.10.0/24
L3 Enabled

BD: FTD-data
EPG L3 Enabled
Web
168.200.2
192.168.10.100 192.168.10.200

c 1 sco M-/ BRKDCN-3912 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 52



Redirecting traffic within an EPG/ESG

Leveraging PBR

( —>‘$<— 192.168.10.254

192.168.200.1

BD: MyApp
192.168.10.0/24
L3 Enabled
BD: ftd-data
L3 Enabled

1921168.200.2

192.168.10.100 192.168.10.200

Cisco L‘V&~ BRKDCN-3912 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 53



Where can we use PBR?

Wherever contracts can be applied!

- Between EPGs or ESGs. « Between EPGs or ESGs in - Between endpoints in

the same subnet. the same EPG or ESG.
« Between L30ut EPGs.

L30ut EPG1 L30ut EPG2
10.0.0.0/8 172.16.0.0/16 10.1.1.1 10.1.1.2 10.1.1.1 10.1.1.2

Cisco L‘V&~/ BRKDCN-3912 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 54



What types of devices can be PBR destinations?
L1/L2/L3 device

- Prior to ACI Release 5.0, a PBR destination must be an L3 routed device (L3 PBR).

- Starting from ACI Release 5.0, L1/L2 PBR is supported to insert L1/L2 devices.

Insert firewall without relying on BD/VLAN stitching.
L1/L2 service device BD must be dedicated BD that cannot be shared with other endpoints.

* L1/L2/L3 PBR can be mixed in a service graph.

consumer El provider

ESG1 < Contract «<— ESG2

l Redirect l l
@ G

L1 PBR L2 PBR L3 PBR
(inline-IPS) (transparent FW) LB (PBR for return traffic)

c 1 sco W- BRKDCN-3912 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Reuse a PBR Service Graph in Multiple Contracts

Keep the Firewall Network Config Simple

10.60.0.10

out-to-web contract

L3out3
10.70.0.1 R g
o‘dg
10.70.0.101

Qampus Netwo

.

cisco L{{{o//

L

One Bridge Domain

@ \ / @ \ (
/ o{;,: Q-C,:
:' O web-to-app app-todb
IP10.1%. 101/16 |p%oz/16 N
WebEPG /) \ AbpHEHPG

Cisco NGFW Cluste
Routed Mode
PBR Service Graph

@
o‘:,:

\

IP 10.2.0.103/24

OB EPG

J

BRKDCN-3912
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Without Resilient Hash PBR

Thanks to Symmetric PBR, incoming Some traffic could be load-balanced to different PBR

User2

and return traffic go to same PBR node. nodes that don’t have existing connection info.
Incoming

\ Incoming
Traffic/' - Traffic
User2 \

|ncom|ng traffic / i / ncoming traffic \ / for return traffic

Sessions Green and Blue are impacted.

Return

PBR nodes

c 1 SCO W. BRKDCN-3912 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 57



One-arm vs Two-arm?

. One-arm
. Simple routing design on service node.

. One-arm must be used for intra-subnet or
intra-EPG/ESG contract.

. Some firewall doesn’t allow intra-interface
traffic by default.

VRF1

. Two-arm

- Need to manage routing design on service

node.

. Different security level on each interface.

BD1 BD2
(192.168.1.254/24)

(192.168.2.254/24)

Svc-BD1 192.168.2.1

192.168.1.1

BD1
(192.168.1.254/24)

192.168.1.1/24

Svc-BD2

(172.16.1.254/24) (172.16.2.254/24)

(172.16.1.254/24)

—\

. Routing table
Cisco &/ + 192.168.0.0/16 via 172.16.1.254

BRKDCN-3912

.100

VRF1

BD2
(192.168.2.254/24)

192.168.2.1/24

Routing table

e 192.168.1.0 via 172.16.1.254
e 192.168.2.0 via 172.16.2.254
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PBR Consideration

St App

Contract 1: Permit TCP any any - Service Graph Firewall

— EPG
App

Contract 2: Permit TCP any any eq HTTP

c 1 S co L‘V&~/ BRKDCN-3912 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco

Public

59



Contract Filters Precision DOES MATTER

A
EPG EPG
Web E App

Contract 1: Permit TCP any any - Service Graph Firewall

e 3 HTTP traffic
Web App
not sent to FW
Contract 2: Permit TCP any any eq HTTP

Priority to the most precise contract
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Resilient Hash PBR

With Resilient Hash PBR, only the traffics that went though failed node will start using

different PBR node.

Incoming Return

Traffic
\ /
7:ncoming traffic

cisco L{V&/

ose ssssasissssaais) i
FRITHI T

PBR
for return traffic

PBR nodes

BRKDCN-3912
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Resilient Hash PBR caveats

Incoming Return

Traffic Traffic
Jsers \ : |
% /v-ncom-ng traffic for return traffic
User4 PBR nodes PBR nodes

Sessions impacted goes to ONE
SINGLE different PBR node.

Solutions:
- Implement HA for each PBR node
- Implement PBR backup node
- Implement FTD Clustering and disable Resilient Hash
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What are the Stateful HA options 7

One PBR destination IP
One Logical device with two concrete devices

Multiple PBR destination IPs (Symmetric PBR)
One Logical device with multiple concrete devices

One PBR destination IP

One Logical device with one concrete device

Single A/S Failover Node

Y

"l.l
il po00
7

Active/Standby Cluster

* PBR is not mandatory
» The Active/Standby pair represents a
single MAC/IP entry.

C|scc>¢f:cl@;j/

Several A/S Nodes

V 2/ 7

(L / (L (L

4 4
', f

Active Node 1 Active Node 2 Active Node 3

IP: 10.1.1.1 IP: 10.1.1.2 IP:‘IO.'I.'I.3J

-

* PBRis required.

* Each Active node represent a unique
MAC/IP entry.

* Use of Symmetric PBR to ensure each
flow is handled by the same Active node in
both directions

BRKDCN-3912

Active/Active Cluster

r N
| e sl Siled slled
1 1
| it/ A e '
X J

Active/Active Cluster IP:10.1.1.1
\§ J

* PBRis required if the cluster is stretched
across pods.

* The Active/Active cluster represents a
single MAC/IP entry.

* Spanned Ether-Channel Mode supported
with Cisco ASA/FTD platforms

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 63



Cisco Secure Firewall and ACI Key Benefits

Multi-Pod Cluster

Single FTD cluster stretched across
multiple ACI Pods.

Predictable traffic flow with Firewall
localization to a single Pod.

Seamless failover within and
between pods with FTD cross-
cluster connections state
synchronization.

cisco L{{/&/

Attribute-Based Policy

Streamline security policy with
Dynamic Objects, Security Group Tags
and User information.

Keep your policy tight and always up-
to-date with dynamic EPG/ESG
updates.

BRKDCN-3912

Rapid Threat Containment

Automatic network threat containment
using the network as
an enforcer

Threat-centric network access
determines network access based on
[oCs
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Multi-Pod
Resilience with
FTD Cluster

cisco L{V&/




ACI MultiPod

Single APIC Cluster Extends Network Virtualization, Policy, Services to
Multiple PODs

Inter-Pod IP Network

1111 EX ses NEANEE

[ [ [ [
[T W
[ [T
Active-Active Virtual Metro Stretch VRF, EPG, BD Up to 50ms
Datacenters Clusters Across PoDs with Latency

c 1 S co M./ BRKDCN-3912 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ASA and FTD Clustering

- Up to 16 appliances or modules combine in one traffic processing system

« Preserve the benefits of failover
« All members are managed as a single entity
« Virtual IP and MAC addresses for first-hop redundancy
« Connection states are preserved after a single member failure

« Implement true scalability in addition to high availability
« Fully distributed data plane for new and existing connections
» Elastic scaling of throughput and maximum concurrent connections
« Stateless external load-balancing through standard Etherchannel or routing
* QOut-of-band Cluster Control Link for asymmetry normalization
* No member-to-member communication on data interfaces
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« Cluster roles
» Control Node - synchronizes cluster configuration
« Data Node - Cluster member other than the Control Node

- Flow roles
»  Flow Director (deterministic) - keeps track of owner
+  Flow Owner (nondeterministic) - receiver of first packet of flow

« Cluster Control Link (CCL)

* Internode communication
« Asymmetric traffic redirection to flow owner

- State sharing
« Cluster nodes share connection state
» Cluster nodes do not share IPS state
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New TCP Connection

inside ASA/FTD C|US'[€I’§ outside

1. Attempt new

connection with 2. Become Owner,
TCP SYN : — add TCP SYN Cookie

— : Flow Owner : and deliver to Server
D’. ptate 4. Redirect to
Loy Owner based on

TCP SYN Cookie,

b Forward
5. Deliver TCP SYN ; T _—
i ACK to Client : :
Client O en : : Server
3. Respond with TCP SYN
ACK through another unit
Flow Forwarder

. .
W / CassEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEES r
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Create an FTD cluster in FMC

Add Cluster Wizard

o Configuration 2 | Summary

‘ 4 Create a cluster for supported models. Note: For the Firepower 4100/9300/AWS/Azure/GCP, use the Add Device option.

Cluster Name*

Name | |

SeC ret Key ‘ Type an ASCII string between 1 and 63 characters |

‘. Confirm Key |

Control Node

You can form the cluster with just the control node to reduce formation time.

. Node* [Cluster Control Link Network*
FI rSt C | uste r N Od e ‘ Type device name | For Example 10.10.4.0 ‘ / ‘ 27 (30 addresses) |
. Cluster Control Link* Cluster Control Link IPv4 Address* Priority* Site ID
CC I_ | nfo rmatl on \ EtherChannel or Physical Interface | ‘ For Example 10.10.4.1 ‘ ‘ 1 ‘ ‘ 0 |
Data Nodes (Optional)
Data node hardware needs to match the control node hardware.
Ad d C | u Ste r Node* Cluster Control Link IPv4 Address* Priority* Site ID
[ Type device name | ‘ For Example 10.10.4.1 ‘ ‘ 2 ‘ ‘ 0 Remove

members

Add a data node

Cancel Continue
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PBR for FTD Cluster in ACI Multi-Pod

Leaf-101 Spine-201

vPC1

App EPGs

App EPGs

Leaf-102

1- FPR4100

DB EPGs

DB EPGs

2-FPR4100

Spine-202
Leaf-104

Leaf-103

vPC2

e —— = -

3- FPR4100 4- FPR4100

J

\

cisco L{{/&/

BRKDCN-3912
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PBR for FTD Cluster in ACI Multi-Pod

»/ Spi -201\‘
Leaf-101 pine Leaf-102

e = N ——

App EPGs App EPGs

DB EPGs DB EPGs

e VPC2 e

Spine-202

Leaf-103 Leaf-104

R e o e i e

1-FPR4100 2- FPR4100
Master Slave
FWPBRIP 10.1.0.1

Spanned Port-Channel
ASA or FTD Image

— s

3- FPR4100 4- FPR4100
Slave Slave
FW PBR IP 10.1.0.1

S \\

cisco L{{@/

BRKDCN-3912
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PBR for FTD Cluster in ACI Multi-Pod

Local Cluster member used

App EPGs

App EPGs

DB EPGs DB EPGs

= R e |
——— ————

1- FPR4100 2- FPR4100 Spanned Port-Channel 3- FPR4100 4- FPR4100
Master Slave ASA or FTD Image Slave Slave

FW PBRIP 10.1.0.1 7 \ FW PBR IP 10.1.0.1
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Firepower Cluster Resiliency

In case of global failure of POD1 cluster members

_Inter-Pod _
une® LT
u® (LN Lagy,
. al Ny
Pod1 “,.-_::: — o tea,, Pod?2
» Sai a0 a,y
APICq “‘:““ ...... &)
.%| App EPGs App EPGs 1--..,’ k
¥ . : 3
> “‘Leaf-103 SPInTUNRE N o
- e VPC2
DB EPGs DB EPGs . .
“‘ 2 ‘-
() r -
Pl AP - Py Spivlpir oot {
A
Spanned Port-Channel o

—

3- FPR4100 (0]0]
New Master

4- Fé1
ASA or FTD Image Slave
‘ IP10.1.0.1

BRKDCN-3912
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Firepower Cluster Resiliency

In case of single member failure of POD1

/%App EPGs App EPGs =
------------------------------------------------- & *‘ vPC2 = m—
DB EPGs DB EPGs

"1 FPRA10 - FP Spanned Port-Channel 3- FPR4100 4- FPR4100
Master ASA or FTD Image New Master Slave
FW PBRIP 10.1.0.1 . FW PBR IP 10.1.0.1

c 1 S CO M-/ BRKDCN-3912 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 77




Firepower Cluster Resiliency

In case of single member failure of POD1

Inter-Pod

V' S [EE e
L

=App EPGs App EPGs = zzzzz=:
"""""""""""""""""""""""""""""""""""" *‘ vPC2 e
DB EPGs DB EPGs

- FPR4100 | > FP Spanned Port-Channel 3- FPR4100 4- FPR4100
Master ASA or FTD Image New Master Slave
FW PBRIP 10.1.0.1 . FW PBR IP 10.1.0.1
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Firepower Cluster Resiliency

In case of single member failure of POD1

App EPGs

‘/ ine-2 2\A
Leaf-103 Spine-20 Leaf-104

e WL vPC2 e

DB EPGs DB EPGs

1- FPR4100 2- FPR4100 Spanned Port-Channel 3- FPR4100 4- FPR4100
Master Slave ASA or FTD Image New Master Slave
FW PBRIP 10.1.0.1 : FW PBR IP 10.1.0.1

FTD load FTD load
60% 61%
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Firepower Cluster Resiliency

In case of single member failure of POD1

App EPGs

=App EPGs

‘/ ine-2 2\A
Leaf-103 Spine-20 Leaf-104
= I= - mm—

e Wndoilots’ | vPC2

DB EPGs DB EPGs

) . P Spanned Port-Channel 3- FPR4100 4- FPR4100
Master ASA or FTD Image New Master Slave
FW PBRIP 10.1.0.1 : FW PBR IP 10.1.0.1

FTD load FTD load
121% 0%
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Active/Active cluster across pods

Anycast service

Spines in Pod1
10.1.1.1 via Service Leaf in Pod1 (preferred)
10.1.1.1 via Pod?2

Spines in Pod2

IPN 10.1.1.1 via Pod1

\
@ ™
Service Leaf in Pod1 Service Leaf in Pod2
10.1.1.1 local
Active 7 7 L3 Mode Active/Active Cluster i i Active

1 ey, \J X \

W . ZZ7Y oy |

5\ stz auzacnf Firewall IP: 10.1.1.1 Wt susnsef |

Pod1 . Pod?2

\_ J N J
c 1 SCO M-/ BRKDCN-3912 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Should i tick Anycast Endpoint ?

L4-L7 Policy-Based Redirect - ftdv-03-eth5-gig-0-2

Properties

Name: ftdv-03-eth5-gig-0-2

Description:

Destination Type:

Rewrite source MAC:

IP SLA Monitoring Policy:

Oper Status:

Enable Pod 1D Aware Redirection
Hashing Algorithm

Anycast Endpoint
Resilient Hashing Enabled

cptional

select an option

: Enabled

-0

S

L3 Destinations:

cisco L{V&/

- p

192.168.56.4

Destination Name

MAC

C0:50:56:A1:AC:90

Destination P ‘ Source IP Source |P, Destination IP and Protocol number

Redirect Health
Group

BRKDCN-3912

Additional
IPv4fIPvB

c.0.c.c
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Should i Enable « Resilient Hashing» ?

L4-L7 Policy-Based Redirect - ftdv-03-eth5-gig-0-2

Properties
Name: ftdv-03-eth5-gig-0-2
Description: opticnal

-
Destination Type: t\ 1 L3

Rewrite source MAC: [
IP SLA Monitoring Policy:  select an option
Oper Status: Enabled
Enable Pod ID Aware Redirection: [

s
Hashing Algorithm: t\ D/'ination P ‘ Source P Source |P, Destination 1P and Protocol number

Anycast Endpoint:
Resilient Hashing Enabled: []

L3 Destinations:

~ P Destination Name

192.168.56.4

cisco Li%o/‘/

MAC

C0:50:56:A1:AC:90

Redirect Health
Group

BRKDCN-3912

Additional
IPv4fIPvB

c.0.c.c
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Should i Enable Pod Id Aware Redirection 7

L4-L7 Policy-Based Redirect - ftdv-03-eth5-gig-0-2

Properties
Name: ftdv-03-eth5-gig-0-2
Description: opticnal

-
Destination Type: t\ 1 L3

Rewrite source MAC: [

IP SLA Monitoring Policy:  select an option

Oper Status: Enabled
Enable Pod ID Aware Redirection: [

s
Hashing Algorithm: t\ D/'ination P ‘ Source IP Source |P, Destination 1P and Protocol number

Anycast Endpoint:

Resilient Hashing Enabled:

L3 Destinations:

~ P Destination Name MAC Redirect Health Additional
Group IPv4fIPvB
192.168.56.4 00:50:56:A1:AC:O0 c.0.0.c
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Attributes
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The Problem Statement

"»‘ How to build a policy based on intent instead of static IPs ?

.,k How to reduce changes on enforcement point?

P How to build a policy with cross security Domain ?

c ! s co M-/ BRKDCN-3912 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 86



FTD and ASA can leverage SGTs

Action
| @ Block v
Zones Networks VLAN Tags

Available Attributes

Q Search bx name or value

‘ Security Group Tag

Employees
Guests
Network_Services

PCI_Servers

Production_Servers
Production_Users

Quarantined_Systems

Point_of_Sale_Systems

Time Range
g None v | +
Users Applications Ports URLs Dynamic Attributes Inspection Logging Comments
E————
Selected Source Attributes (1) Selected Destination Attributes (2)
‘ Security Group Tags Security Group Tags
Add to Source - -
v ‘ Developers v PCI_Servers v
= Point_of_Sale_Systems v

Add a Location IP Address

H Add]

- ® Attributes of the same type (for example, SGT) match the rule if any attribute is matched.

Attributes of different types match the rule only if all attributes are matched. More info

cisco L{V&/

BRKDCN-3912
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FMC App for APIC - FMC Endpoint Update

- App for APIC enables EPG updates to FMC Network Objects
- FMC is assigned per Tenant or use one FMC for all Tenants
« FTD can learn EPGs/ESGs without using a managed Service Graph
- Update interval, Tenant, Firewall Domains are configurable
- Auto-update/Dynamic Object support for deploying new config
Wl APC QO FOO

Apps

Help you perform ELAM(Embedded
Logic Analyzer Module) on ACI nodes
to capture a single packet at a time and
analyze where the packet goes.

E=D
Qo

ELAM Assistant o ExternalSwitch
-2
ati te

ACI Endpoint
Update
Pushes dynamic en dpoint in formation
from APIC to ASA and FMC
\
®o

Nexus Insights Cloud
Connector

lexus Insights Clou onnector

i for

Qo

A E o % 7=

©o
cisco L{Ko//

BRKDCN-3912
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FMC Learns EPGs/ESGs as Dynamic Attributes

e APIC (aci-dev-0

clsco

System Tenants

ALL TENANTS | Add Tenant
fgandola

I C» Quick Start

+ [ foandola Secureﬂ?re{wal\ Man?gemem Center Overview ~ Analysis  Policies ~ Devices  Objects  Integration Deploy Q @ t @ fgandolav b sEcyRe
Unject Ma en e
& Application Profiles ) —
~ @ appiications
" AAA Server . . :
I Appicston £PGs Dynamic Objects o (Y Fiter |
B uSeg EPGs Access List
[l Endpoint Security Groups Address Pools Name Description Number of Mapped IPs
LIRS Application Fifters APIC_DEMO_APPLICATIONS_ESG-DEMO-APP APIC_FGANDOLA_FIREWALLS_FTD- 1 &/ 1
development MGMT @ X -
APIC_DEMO_NETWORK-SEGMENTS_192.168.150.X_24 1
production FElEE - - - - Mapped IPs &7/
- @ firewalls Cipher Suite List APIC_FGANDOLA_APPLICATIONS_ESG-ALL_EPGS 2 Var
" _ | Filter |
I Application EPGs Community List APIC_FGANDOLA_APPLICATIONS_ESG-DEVELOPMENT 1 &s ¥
4 Mapped IPs .
Distinguished Name | =
" APIC_FGANDOLA_APPLICATIONS ESG-PRODUCTION 10257.100.22 1 s 7
DNS Server Group 10237100 23
APIC_FGANDOLA_FIREWALLS_FTD-HA-LINK . 1 &/ ¥
[ Endpoint Security Groups External Attributes 10.257.100.24
° m— APIC_FGANDOLA_FIREWALLS_FTD-MGMT 10.257.100.25 4 AR
@ network-segments Dynamic Object
Bl Networking S —— APIC_FGANDOLA_NETWORK-SEGMENTS_192.168.151... 1 AR |
& Contracts ol APIC_FGANDOLA_NETWORK-SEGMENTS_192.168.152 JE—— 2 AR
B Poiicies File List - - - + Download “ i
FlexConfig APIC_FGANDOLA_NETWORK-SEGMENTS_192.168.153... 1 &L ¥
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SGT/ACI Firepower Integration

Controller Layer

Network Layer

BYOD
10.1.10.220

e e e e e e e e e e e e e e e e e e e e e e e

ISE Retrieves:
SGT: BYOD,
SGT Binding = 10.1.10.220

[ B _§ B B B _§ N N _ N B N _§B_§B § ]!

.y Backbone

- Enterprise

1
I
I
I
1
1
I
I
I
|
I
1
1
I
I
I
1
1
1
1
I
|
T
1
1
I
I
1
I

FMC Retrieves Dyn Attributes :
IP: 10.1.100.52 APP_EPG
IP: 10.1.10.220 BYOD

ACI Policy Domain

BRKDCN-3912

ACI Leaf
App Server
Enforcement 10.1.100.52

!

!

!

!

!

9

=

= |

O |

D !

=0

1 Q'T !
| < |
1 ’ APIC Retrieves: @
| I EPG Name: App EPG, I
: : EPG Binding = 10.1.100.52 :
: - |
I 1 |
1 !
1 !
1 !
1 !
1 !
1 =
1 @ |
1 s |
1 o |
1 =~ |
1 —1
1 Q |
1 < |
T o
1 !
1 |
1 !
1 !
1 !
1 !
1 !
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Dynamic Objects in Action

Automatic Without policy deployment

SFtunnel Update Managed

FM ;
@ @ C Firewall
Dynamic Feed Update (Automatic Without policy deployment
T

/,\ "-
/.'
C Workload
\/ orkload A
B Destination
Name Source Networks Dest Networks Dest Ports Source Dynamic Dynamic Action BROR SDEm
# Attributes
Attributes
~ Mandatory - Secure Policy (1-1)
1 Worklaod A HTTPS Workload_A © Allow Horsyg

Dynamic Object Content:

10.0.0.4

Workload_A:
10.0.0.5

c 1 S CO M- BRKDCN-3912 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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T Policy Editor | Secur

é

= a
fgandola/ap-applications

e % » 06 :
dide APIC (aci-dev-C

- X-1-X-X:

Fps://10.237.97.182/#bTenants:f

Admin Opera

Apps Integrations
| AddTenant | Tenant Search common | mgmt | fgandola | ylouis | ssharman

© Application Profile - applications
C» Quick Start

00
ﬁ fgandola

Summary Topology Policy Stats Health Faults History
& Application Profiles @ Healthy Q=
@ applications o P 5
V 2y (13) B -
i Application EPGs Contract EPG  uSeg  Any Baremetal VMware Microsoft RedHat OpenStack Kuberetes id  OpenShift Layer2 Layer3 Layerd-7 o . @ Q @
[ uSeg EPGs KOER Foundry
U
Relation Indicators
& Endpoint Security Groups
® Configured ( J) Operational
firewalls
Show All ( JJ On Click
@ network-segments int o < i i
how on EPG:
= Networking ]
= Contracts Provider
[ Policies
= Services

|
& Security

production development

Gencel m
Last Login Time: 2022 T21:49 UTC+01:00

Gurrent System Time: 2022
Cisco-FMCEndpoin....aci .
| | Cisco-FMCEndpoin...aci A

T08:01 UTC+01:00

Show all X




Architecture of the Dynamic Attributes Connector

Providers

Dynamic Mappings
Object
ey

Linux- : 172.16.0.1 2 4
Servers 1172.16.0.3 2 ©
. ‘7 10.0.1.11
Vs’;nd‘”f 10.0.1.14

rvers 10.0.1.20
Powered-On 10.0.1.14

i Mull

FMC

cisco L{Vp/_/

Name Connector Query
wwmssesssss | 2 0s='RHEL7 (64-bit) =
Linux- g = OR H
Servers ;.\/-C.e-nt?: . j_hs os = 'CentOS 7 (64-bit)’ E
Sassasssassnesnannaned
0s = 'MS Windows Server 2016 (64-bit)’ B
Windows- v Al | ﬁ vCenter / NSX
o = :
S AND | Connector
Power=‘rupning” | ST -=-=-=-=====---=
jmmmmmmmmm _
1 0365
Power=‘running’ I
Powered- | Center AND | @8 Connector

(network="PROD_NETW’ OR host="NODE1")

CSDAC (Container)

BRKDCN-3912

ayara
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Attribute Based Policy

Name Source Zones Dest Zones Users

#
> Mandatory - Attribute-Based Policy (-)
~ Default - Attribute-Based Policy (1-9)

1 Workload_1

Dest Ports

A
A

2 loT Support Service

laT_VN

3 Machine Authentication

Corporate_VN Shared_Services

Source Dynamic

Attributes Action

8 vmware

1
(=¥,

L
WorkloadObj_615c486dc® WorkloadObj_615cB066483

loT_Support

Machine_Auth

loT

© Al

© Allow

* VMWare_Active_Directory ¥

{"RICOH-Af

4 Corporate_VN Data_Center_Edge ICMP-PING : ;L?g(Hvﬁgﬁ('geﬁiecggggN 1APIC_A_ESG_Print_Servers :‘.A,UQL O&O
Spooler_Service * Xerox-WorkCentre-5135 : nenn )
ok
Google+
. . SCONU LIS e a s
5 Block Social Media WIN External In_stagram 'Branch_Locall'ons: ﬂBIock
Tinder Sasssnssssasnnnnnnns’
Twitter
T T T P ET PRI EET T I HTTPS : 0365_Common :
6 0365 Access Corporate_VN External : lab-local/Domain Users H HTTP = 0365_Exchange © Allow
e e e I 365 _SharePoint \ @
7 SecureX Threat Containment Corporate_VN Data_Center_Edge : SecureX —Quarantined_IPs; Honeypot_Service © Allow
- - - SecureX_Suspicious_IPs =
Car ire )/ P
8 ISE Threat Containment Corporate_\VN Data_Center_Edge Secures Honeypot_Service & Allow
9 Cloud App Access Corporate_VN WAN § Azure_HR_Workload : -]

: Azure_Intranet_Service :V\AHOW

cisco L{{@/

/
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Online Boutique

https://github.com/GoogleCloudPlatform/microservices-demo

v
[ frontend ]P[ checkout ]

cart Redis cache TCP 6379
checkout cart TCP 7070
currency TCP 7000
email TCP 8080
] payment TCP 50051
product catalog TCP 3550
shipping TCP 50051
‘;' ‘ frontend adservice TCP 9555
A cart TCP 7070
[ shipping ] [ SN ] checkout TCP 5050
currency TCP 7000
product catalog TCP 3550
recommendation TCP 8080
cart shipping TCP 50051
outside frontend TCP 80/8080
\ 4
recommendation product catalog TCP 3550
Redis cache
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Where is our application running...”?

ﬂ tn-demo

| vrf-o1

“ 192.168.150.0_24

“ 192.168.151.0_24

ﬂ 192.168.152.0_24

“ 192.168.153.0_24 ﬂ 192.168.154.0_24

m 192.168.155.0_24

ﬂ 192.168.156.0_24

network-segments

leZ .168.150.0_24

m192.168.152.0724

m192.168.153,0724 m192.168.154‘0724

| frontend

b &
[ | adservide ]

m192,168,155.0724

m192.168.156.9724

Redis dache

cisco W‘/

BRKDCN-3912
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Tiered Security Approach
e —— —

cart Redis cache TCP 6379
| ol

checkout cart TCP 7878

- o Pt 4

1 i consumers e . p:j;m:;n cata TCP 50851

Single secunt_y zone for : Inbound firewall product cataog TP 350

each applicaton | P : frontand i o se

service Inbound Firewall between neckant o e

Consumers and product catalog  Tcp 250

oriineshostiase \ \___application “frontend” shisping e seest
outside frontend TCP Bo/Bese

' recommendation product catalog  TCP 3558

: Payment firewall: Firewall between
“checkout” and
“payment”

adservice

| CHCCIH I H P

product
catalogue

“ databases

Backend Firewall between
Application and Database

Database firewall
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Let’s convert to “Application Centric” mode

ﬂ tn-demo

| vrf-o1

“ 192.168.150.0_24 ﬂ 192.168.151.0_24 ﬂ 192.168.152.0_24 “ 192.168.153.0_24 ﬂ 192.168.154.0_24 ﬂ 192.168.155.0_24 ﬂ 192.168.156.0_24
n m192.158.156.6724 m192,168,151.072ﬂ m192.168.152.0724 m192.168.153,0724 m192.168.154.0724 m192,168,155.0724 F192.168.156,0724

network-segments

4 The application endpoints communicate
| | openly within the Endpoint Security Group
=l - even though they’re connected to different
Bridge Domains

l:services
[ frontend ]

|
shipping

o '

P Ry LL.....
[ adservice ] [r‘ecommendation

[ payment

p A - 14l
[ product catalog ] [ cant ] [ currency

online-boutique

New Application Profile created | || || ||| || el
rormeappicationEnapaint. | 111 Il (Ul ([ TT e

Security Group 3 A
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Architecture of the Dynamic Attributes Connector

Dynamic Mappings P rOVI d e rS

Object

a

Checkout

Front-End 192.168.152.4

Redis 192.168.156.4
Connector Query
~
Checkout :’ AWS
r— I - Connector
i inll — bttt A
0s = 'MS Windows Server 2016 (64-bit)’ I’ vCenter / NSX
AND
E:%nt— vCenter :IF\)‘%Iication:‘on\inebout'\que’ : Connector
F M C tier="Frontend’ s e o T T e
! — 0365 |
Power="‘running’ 1 Connector !
AND elinfiadiediediefiedielieiadataied il
. Application=‘onlineboutique’ 2 =
Redis vCenter AND : GCP :
tler="Redis | @ Connector )

CSDAC (Container)
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Control North/South Traffic and Intra-ESG

cart Redis cache TCP 6379

- checkout cart TCP 7878
Iae rr TCP 7000
| vrf-o1 b TCP 5600
Single isolated security Consumers Firewall/IPS brodoct catalog  TCh 3650
. . [ shipping TCP 58851
zone for all application = E'qﬁ Frontend adservice Top 9555
- cart TCP 787
services Corrency Teh 7600
product catalog TCP 3558
n online-boutique reconnendation TCP BBBR
C CCI T Fﬁ shipping TCP 58851
I3 a11-services \ ; outside frontend TCP 80/8080
Intra ESG contract with
. R recommendation product catalog TCP 3558
] Service Graph redirect
to Firewall/IPS

$ [ payment ]

=
e,

A

) o= )
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Integration FTD +CSW
(Cisco Secure Workload)
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A practical approach to micro-segmentation

Full Life cycle policy Discovery, Management and Enforcement

Step 1. Auto-discover

heterogenous workloads Reduction in Attack
80%

Surface
@ Step 2. Maps application
; and its dependencies

i Step 3. Generates unigue

policy per workload Faster Time to Value

Step 4. Validates policy
through simulation

@ Step 5. Enfur-:e_sr and
recomputes policy

Reduction in Security

% Step 6. Live audits and Rules

day2 compliance
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Cloud Workload Protection
Dynamic attribute & behavior-based security policy and segmentation

..........
.......
------
.o .
.....
....

4
Baseline workload 5 o = ' l
prOteCtlon pOSture Assess Merge intentfrorr;"'.. = ——
Impact Lt . multiple stake GE)
l....' ....'.c hO|derS ............ G)
Network ' ' > = A’
communications I
: Ll
Process
behavior A
5
2 SW ‘) Threat Intel

Vulnerabilities

[N
! Policy violations

@ Risk Reports
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Understand your workloads

Automated discovery, clustering and policy generation

Baseline workload

protection posture

Network
communications

Process
behaviour

Labels

Absolute and Default Policies [fE)

Y Rank 1}

Absolute
Default
Default
Default
Default

Default

cisco L{V&/

Catch All | @ DENY

Priority 11

100

100

100

100

100

100

Grouped @

Action Tl
® ALLOW
® ALLOW
® ALLOW
® ALLOW
® ALLOW

® ALLOW

o .
.
Tcp e
4. . .
43 . .
. .
. .
> .
. .
. .
7 . .
55 . .
.
Ubp 123 : Web e
secieee
Tcp 88,389 TCP 443
o 22,3
TcP 1521
Fund Mgmt
Ungrouped
Consumer 4
® VPN
® VPN
® SLB DB
® SLB APP

® Demo : DusLab : Applications : InvoiceSystem

® Demo : DusLab : Applications : InvoiceSystem

ececcccce ceecccce,
pa .
: . .
N . .
N . .
E E N . E E .
N . .
N . -
* ° Processing
¢ % LRIOgene. b
.
.
cossVsesl
2 TCP f
Q /
ﬁ%\ 443 |
\
RENTATTER
. \
: E E : \.
. N
: : ©
TCP 443 Q .
. . =
A .
.. eee Op e
Provider 11
® SLB APP TCP:
® SLB APP TP
@ DB Tier TCP
® APP Tier TCP
® Demo upp
® Demo : DusLab : SharedServices : DNS uppP

BRKDCN-3912

Do

Protocols And Ports T1

1936

: 80 (HTTP)
: 3306 (MySQL)

: 8081

123 (NTP) ...2 more

53 (DNS) ...1 more
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Secure Firewall & Secure Workload:

better together

©

©

cisco L{{/&_/

f
lo o |o

e o
@—9
e

(2]

BRKDCN-3912

Cisco Secure Firewall
Management Center
Native Integration

NSEL Records for ADM
Policy

Access Control Policy
(Dynamic Objects)

FMC Domain Awareness

Meaningful Dynamic Object
names

Rule Ordering
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Enforce CSW policy with FTD in ACI

ﬂ tn-demo
- vrf-01

All traffic within ESG forwarded
via intra ESG contract and PBR

Consumers E't‘ﬁ Firewall/IPS
SG to FTD \

v

nonline-boutique C HCCIH I P}

all-services \

Policy imported
] automatically from CSW

payment

=
e,

A

[ cart ] [ currency

[ product catalog ]

cart Redis cache TCP 6379
checkout cart TCP 7878
currency TCP 7000
email TCP 5060
payment TCP 58851
product catalog  TCP 3558
shipping TCP 58851
frontend adservice TCP 9555
cart TCP 7070
checkout TCP 5850
currency TCP 7000
product catalog  TCP 3558
recommendation TCP 8888
shipping TCP 5p851
outside frontend TCP 80/8080
recommendation product catalog  TCP 3558

cisco Li%o/‘/

BRKDCN-3912
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ACI (SDN) Firewall Insertion

Network-Based Agentless Microsegmentation — SDN Insertion with Firewall

Service Graph PBR and Firewall Insertion Protection

Flexible segmentation for workloads
+ Acceptable fine-grained
* Reasonable
Full visibility of flows with NSEL
* FW inserted in datapath with service graph
* Intra and inter EPG/ESG
Protection at network level
 Intra EPG/ESG (intra-app)
- Inter EPG/ESG (inter-app)
Allows policy multi-management
+ CSW owned-policies
* FMC owned-policies
« ACI owned-policies
Convenient for network (ACI) and firewall engineers
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Demo
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® Chrome File Edit View History Bookmarks Profiles Tab Window Help O & 0O @ > @ 2 L 2 O O ma T QR © Thu2sMay 1644

® (3} Cisco Secure Workload - Secu X (&) Cisco Secure Workload - Coni X | (3] Cisco Secure Workload - Scop X Dashboard | Secure Firewall M X cswi-truenas.dus.ciscolabs.col X + v
< c (A Not Secure | hitps://plx.cisco.com/#/security-dashboard?t0=1685019600&filter_workloads=W10-&scope_id=619fccbb7551024e84143¢c45 Q M f() 0] © » 0O 2
(&) vSphere Web Client @ Visibility E7) Imported @ SRC-APJC @ SRC-EMEAR @ SRC-US Attendee Resourc.. [ TSAOpp @ install Pythonon.. = e-tron Charging S.. [ Miles & More Onli.. B Tetration @ Security Architect... »

N 4
(\; Cisco Secure Workload 0. L. | E&

Your license usage is out of complance. Please login 10 Cisco Sman Software Manager account for more delals.

o Security Dashboard
&

SCOPE SECURITY SCORE ~ May 25,2023 = Demo & Y Filter Worklo Y Adjust Weights
[ 3
L)
8
s A
=]

Qverall Score
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SCORE BREAKDOWN

3;\3\) go1 56 99

Vulnerability Score Process Hash Score Attack Surface Score Forensics Score Network Anomaly Score Segmentation Compliance Score

96

Vulnerability Score
Workload Score Distribution vy Child Scope Scores

May 25 3:00pm £
17 total 9 descendants of Demo with scores

Demo

Average score, 16 workloads (1 N/A)

=N

32

0 W15 20 3 W 35 & 45 S0 55 € 6 O 75 B S 80 05 900 KA 5 10 '8 5 W B L 45 W & o 7 B &8s W e
Wiorkloads 11 Score T Scopes 1 Score ©
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Cisco Secure Workload

cure Workload @ Tetration

= Anention: We strangly you register Secure
P' ]
.
Access Complexity Access Vector Authentication Availability Impact
o >
=] o= . R " Confidentiality Impact Integrity Impact Severity
"I 3 Remotely Exploitable
Higher Complexity
© AccessVector(vZ) = NETWORK and not  Access Complexity (v2) = LOW ’ m
CvEs @)  Packages @)  Workioads @)  Pods @
T owl os Year 11 Score (v2) Scare (v3) | Severity (v2) Base Severty [v3) Access Vectar (v2) | Access wa) ! Authentication (v2) | dentiallty Impact (v2) 11 Integrity Impact (v2) | Availability Impact (v2)
CVE-2017-107: centos 017 2.3 5.4 HIGH HIGH NETWORK MEDIUM NONE COMPLETE COMPLETE COMPLETE
CVE-2017-17405 centos 2017 2.3 6.3 HIGH HIGH NETWORK MEDIUM NONE COMPLETE COMPLETE COMPLETE
-2019-8324 co 2019 68 7.2 MEDIUM HIGH NETWORK MEDIUM NONE PARTIAL PARTIAL PARTIAL
centos 2020 68 7.8 MEDIUM HIGH NETWORK MEDIUM NONE PARTIAL PARTIAL PARTIAL
centos 2017 6.8 MEDIUM HIGH NETWORK MEDIUM NONE PARTIAL PARTIAL PARTIAL
centos 2020 68 8.1 MEDIUM HIGH NETWORK MEDIUM NONE PARTIAL PARTIAL PARTIAL
centos 2018 68 7.8 MEDIUM HIGH NETWORK MEDIUM NONE PARTIAL PARTIAL PARTIAL
CVE-2018-16396 centos 2018 6.8 5.9 MEDIUM HIGH NETWORK MEDIUM NONE PARTIAL PARTIAL PARTIAL
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Virtual patching - Cisco Secure Firewall

Secure Workload agents collects CVE data
from workloads

Publish specific CVE data to Firewall
Management Center

\
Map CVEs to . .
Signatures Use Firewall recommendations to generate

: precise IPS policy

M il ﬂﬁ , , _
Web  App Db L DAP Apply precise IPS policy to protect against

CVE exploits

software package ey Fast-\Vest  pummmnd '

inventory for
workloads
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Remediation
Module
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FMC to APIC Rapid Threat Containment

Step 4: APIC quickly contains/quarantines Step 3: Attack event is configured to trigger
the infected App1 workload into an isolated remediation module for APIC that uses NB API

uSeg EPG I to contain the infected host in ACI fabric
@l APIC 1%

X
ACI Fabric

FMC

-
’—_— --~~
~

DB EPG Ss

’f

Step 2: Intrusion event is generated and sent to
FMC revealing information about the infected
host

Step 1: Infected End Point launches an attack
that Secure Firewall blocks inline
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Contract Based Rapid Threat Containment

Remediation module for APIC triggers
switchover to quarantine contract

APIC attaches quarantine contract to the
infected End Point. EPG remains the same.

-
’—_— --~~
~

" APDEPG . DBEPG s,
,I' I \\
! ~ = !

- U4
\ > J
. App2 / - g
KN Infected App 1/ S—————— -
\\~ ,¢
~ - . .
ST Quarantine contract imposes more

thorough FW and IPS policy inspections to
closely monitor infected endpoint.
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Remediation Module in FMC

~ Secure Firewall Management Center

H Policies / Actions / Modules Overview Analysis Policies Devices Objects Integration
—
Installed Remediation Modules
Module Name Version Description
APIC/Secure Firewall Remediation Module 3.01 APIC/Secure Firewall Remediation Module
Cisco 105 Null Route 1.0 Block an IP address in a Cisco 105 router
MNrmap Remediation 2.0 Perform an Nmap Scan
pxGrid Adaptive Network Control (ANC) Policy Assignment 1.0 Apply or clear an ANC policy for the endpoint at the involved IP addresses
pxGrid Mitigation 1.0 Perform a pxGrid mitigation against the involved IP addresses
Set Attribute Value 1.0 Set an Attribute Value

Install a new module

Choose File [No file chosen

cisco M. BRKDCN-3912 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 120



~L, Secure Firewall Management Center

Palicies [ Actions [ Module Detail

Details for module APIC/Secure Firewall Remediation Module

MName
Version

Description

Configured Instances
Name

Steve_Fabric

Overview Analysis Policies Devices Objects Integration
I
APIC/Secure Firewall Remediation Module
3.0.1
APIC/Secure Firewall Remediation Module
Description

APIC owned by Steve

Available Remediation Types forAPIC/Secure Firewall Remediation Module

(Select an Instance to Configure a Remediation)
Name

Quarantine the destination End Point on APIC

Quarantine the source End Point on APIC

cisco L{{@/
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Configure the APIC details in module

Edit Instance

Instance Name
Module

Description
APIC server username*

APIC server password*
Retype to confirm

APIC cluster instance 1 IP*
APIC cluster instance 2 IP
APIC cluster instance 3 [P
APIC cluster instance 4 IP

APIC cluster instance 5 IP

IP addresses NOT to
quarantine
(a list of strings )

Management Contract Name
Management EPG Name
L30ut Name

L30ut EPG Name

Audit-only

cisco L{V&/

Steve_Fabric

APIC/Secure Firewall Remediation Module(v3.0.1)

| APIC owned by Steve

| fmcuser

| 10237.97.182

| mgmt_remediation_contract

| mgmtEPG

®on Oor

Configured Remediations

Remediation Name

Fab_qurantine_dest

Add a new remediation of type[ Quarantine the destination EndF « I

BRKDCN-3912

Remediation Type Description

Quarantine the destination End Point on APIC test for CL22

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Rule

\?| default

Enter Description

£ 2

Try New Ul Layout (_B®| Analyze Hit Counts

Inheritance Settings | Policy Assignments ()

Rules Security Intelligence HTTP Responses Logging Advanced Prefilter Policy: Default Prefilter Policy SSL Policy: None Identity Policy: None

——

Filter by Device | ¥ Search Rules X | [] show Rule Conflicts @ + Add Category
# Name gg::f g;:;s ﬁ:m‘f RZ?‘;’ ¥::SN Users Appli... ggunrsr:e I['-‘)ssljtls URLs Source Dynamic Attributes Destination Dynamic Attributes Act... B e R 2 Em It
~» Mandatory - default (1-4)

] -]
2 ICMP intra Prod APIC_FGANDOLA_APPLICATIONS_ESG-PRODUCTION APIC_FGANDOLA_APPLICATIONS_ESG-PRODUCTION © Allov B 0 rd i
3 ICMP Dev to prod APIC_FGANDOLA_APPLICATIONS_ESG-DEVELOPMENT  APIC_FGANDOLA_APPLICATIONS_ESG-PRODUCTION @ Biocl =]
4 sshindev APIC_FGANDOLA_APPLICATIONS_ESG-DEVELOPMENT  APIC_FGANDOLA_APPLICATIONS_ESG-DEVELOPMENT © Allov =]
~ Default - defaul

are no rules in

bis section. Add Rule or Add Category

4 ssh in dev

APIC_FGAMDOLA_APPLICATIONS _ESG-DEVELOPMENT

APIC_FGANDOLA_APPLICATIONS_ESG-DEVELOPMENT

& Allov

cisco L{{@/

BRKDCN-3912
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Correlation Rule

Policy Management Rule Management

Rule Information

Allow List Traffic Profiles

Rule Name | test for CL22

Rule Description | trigger in ssh session in dev ESG |

Rule Group | Ungrouped

T |

Select the type of event for this rule

If | a connection event occurs

at any point of the connection

and it m

-

l Add condition ] l Add complex condition ]

Select the type of event for this rule

If

an intrusion event occurs

Rul

. : |
an intrusion event occurs A P
a discovery event occurs -

a VPN troubleshoot event occurs

user activity is detected

a host input event occurs
a connection event occurs
a traffic profile changes

a Malware event occurs

ts the following conditions:

olicy Management Rule Management Allow List

| Access Control Policy

v| | is v| | default

elation Policy Information

Traffic Profiles

|AND v|

Policy Name | fab-test-remediation

o/

| Access Control Rule Name

v| l contains the string v] | ssh

icy Description | trigger on SSH

ult Priority | None

cisco L{V&/

Policy Rules

Rule

test for CL22
trigger in ssh session in dev ESG

Responses

Fab_qurantine_dest (Remediation)

BRKDCN-3912
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Summary
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Key Takeways

- Ease of Service Insertion with PBR brings new capabilities for more
dynamic security

- Dynamic Groups and CSDAC really helps keeping coherent and
consistent enforcement

. offers a real Active-Active stateful solution for
environment with potential asymmetric traffic

- Integration with CSW helps separating duty of Security team by
automating the creation of dynamic policies
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