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Introduction to ACI Fabric Fundamentals
- ACI Fabric Policy Operation and Deployment
« ACI Fabric Micro Segmentation Capabilities
Leveraging End Point Security Groups (ESG)
- ACI Fabric L4-L7 Services Automation

Cloud Network Controller - Public Cloud
Connectivity

Introduction to Secure Workload Platform

Secure Workload Application Dependency
Mapping

Secure Workload Segmentation and Policy
Enforcement

Conclusion: Comprehensive Security Architecture
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ACI Fabric Security

Automated Security with Built in Multi Tenancy

APIC Hardening - Cent OS 7.2

Distributed Stateless Firewall

i Graph

- e

_____________________ PCI, FIPS, CC, UC-APL, USG-Vv6

Line Rate Security Enforcement

Open: Integrate Any Security Device

. + 4 ey A b amn
V/symantec SOURCEfi7¢ [ CheckPoint  radware ‘il #@palozlto (edwwe FiERTINET,

Embedded Security Micro-Segmentation Security Automation

» White-list Firewall Policy Model « Hypervisor Agnostic (ESX, Hyper-V, KVM*) - Dynamic Service Insertion and Chaining
+RBAC rules - Physical, Virtual Machine, Container - Closed Loop Feedback for Remediation

- Hardened CentOS 7.2 - Attribute Based Isolation/Quarantine - Centralized Security Provisioning & Visibility
- Authenticated Northbound API (X.509) - Point and Click Micro-segmentation - Security Policy Follows Workloads
«Encrypted Intra-VLAN (TLS 1.2) + TrustSec-ACI Integration

- Secure Key-store for Image Verification

c 1 s co M- BRKDCN-3930 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 5



ACI Fabric - Two Deployment Models

Existing network - Nexus, Catalyst,
etc

BD: Blue BD: Red
10.1.1.0/24 20.1.1.0/24

VLAN 100:
10.1.1.0/24

VLAN 200:

20.1.1.0/24 ACI Fabric

External / /

Connectivity L3 Outside
— EPG EPG EPG
FW / SLB FW / SLB ,
App Proflle ."

Network Centric Mode

Leverage well known
networking constructs.

VLANS, IP addresses,
Subnets, Flood Domains
etc.

Application Centric Mode

Leverage well known
application constructs.

Application profiles,
dependency mapping
etc.

You can mix both network centric and application centric -> typical customer transition path!

c 1 s co M- BRKDCN-3930 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 6



The ACI Policy Model

Tenant= GlobalWealth

End Point Group = Broadcast
Domain/VLAN
Private VLAN

Contracts= Access
Lists

2%

0”'9

A
v

EPG1 EPG2

Any-Any
Replicates a
Traditional Switch

L2 External EPG = 802.19 Trunk
L3 External EPG = L3 Routed Link

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



The ACI Policy Model - Network Centric Configuration

Security Domain = PCI

Connect

Global VRF/Routing Table and Protocol
o External
Switch

‘ L2 External

; / ; / (802. 1q Trunk)
VLAN 10 EPG VLAN 20 EPG VLAN 30 EPG
—

L3 External

(Routed Interface)

c 1 SCO M-/ BRKDCN-3930 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 8



ACI Fabric Policy
Operations and
Deployment
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Admins Define EPGs Relationship with Contracts

White-List Model (*): No Contract, No Communication

Without contracts,
by default there is no

10.10.10.11 10.10.10.12 10.10.10.13 10.10.10.14

EPG BLUE EPG GREEN

|——“—“—“"; communication r““““‘"l
: : between groups I I
| Y4 : I
| 1 "
I M I
I | | 1
: BM-01 VM-02 | : VM-03 BM-04 |
I I
: | ' :
I I I

e G (*) Default can be changed
. W W e

cisco M-/ BRKDCN-3930 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 10



EPGs Will Have Relationships with Contracts

White-List Model (*): Contract Determines Communication

any,tcp/8080

any,tcp/80
any,tcp/443
any,tcp/80
any,tcp/443

Contract: Blue-to-Green | \’M ’
Scope: VRF p
Subject: AppTraffic

Both Directions: True <-
Reverse Port Filters: Yes

permit tcp/80

| EPG BLUE FEMITEEH A I EPG GREEN

L e Ut T T I e, SR

BM-01 VM-02

|
|
|
|
|
' 10.10.10.11 10.10.10.12

VM-03 BM-04
10.10.10.13 10.10.10.14

PROVIDES

CONSUMES
I
1
1

GREEN Provides the contract,

BLUE Consumes the contract, so ports tcp/80 and tcp/443 are

so ports tcp/80 and tcp/443 are

exposed.
NOT exposed. P
n T T (*) Default can be changed
\
c 1 SCO M / BRKDCN-3930 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 11



Contracts Also Allow Inserting Services

Next Generation Firewall, ADC, IDS/IPS, etc.

BM-01
10.10.10.11

EPG BLUE

VM-02
10.10.10.12

Contract: Blue-to-Green
Scope: VRF

Subject: AppTraffic

Both Directions: True
Reverse Port Filters: Yes
permit tcp/80

permit tcp/443

Acme-ASAv BIGIP-LTM

You can insert an NGFW, or
a LB by attaching a Service
Graph to the contract

subject

CONSUMES
I
\
1

PROVIDES

VM-03 BM-04
10.10.10.13 10.10.10.14

EPG GREEN

cisco L{Vp/_/

BRKDCN-3930
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EPGs Provide and/or Consume Contracts

« EPGs will have associations to provide
and/or to consume a contract

* An EPG can provide and/or consume
multiple contracts -

* Provider and consumer designations

Bridge Domains Bridge Domains

create directionality between EPG’s A contract between VRFs is

. Contracts can be used between EPGs in | reauired to enable route-leaking.
the same Application Profile, across VR
Application Profiles, VRFs and even S —

tenants
« Contracts also define route-leaking
between VRFs

c 1 S co M-/ BRKDCN-3930 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



Policy Enforcement Can be Enabled/Disabled at VRF Level

 Policy Enforce: no communication without contracts

 Policy Unenforced: all communication allowed

o 5
£ | 30ut N . —£ | 30ut
V=== olicy Control Enforcement Preference: e

VRF - MyVRF

Policy Control Enforcement Preference:

c 1 S co W./ BRKDCN-3930 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



vzAny Can be Used to Permit all Traffic Between EPGs

- A contract defined for vzAny includes all the EPGs under the VRF and the L30ut also

- vzAny can provide and consume one contract: permit any any for instance

VRF - VRF-1

~ ol VRF-1

Multicast

%[:j EPG Collection for VRF  ¢—— | Contract-1

How Policy-cam is programmed

any any Contract-1 permit

Which is equivalent to:

EPG-1 EPG-2 contract-1 permit
EPG-2 EPG-1 contract-1 permit
EPG-1 EPG-3 contract-1 permit
EPG-3 EPG-1 contract-1 permit
EPG-2 EPG-3 contract-1 permit
EPG-3 EPG-2 contract-1 permit

BRKDCN-3930 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



Preferred Group Operating Principle

Inside the VRF - MyVRF
Preferred Group there

isunrestricted N\ &+ ~ -~~~ T T T T T T T T T TTT—~T

communication
External b'_ﬁ

|
|
e - — =1 Contracts are required
=1 to reach EPG inside the
Preferred Group

Excluded EPGs can
NOT communicate

EPG 1
Contract-1

without contracts
EPG 2
Contract-2

c 1 S co L‘V&. BRKDCN-3930 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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APIC Programs Policy Only Where it is Required

VMM

Tenant VirtualApps B

WAN/Internet

Domain

M Quick Start

4 MR Application Profiles
A8 JoomlaApp
4 M Application EPGs
» ® JoomlaAppServers
»® Test_vDesktops

Logically, the tenant and VRF can
span all infra, but the VRF is not
provisioned anywhere yet!

» Ml ySeq EPGs
B 1417 Senice Parameters
» & SharedSenices
4« Networking
4 M Bridge Domains
» ® |5fraBD
» ® \WebAppBD-DEV
» = \WebAppBD-EXT
» "= \WebAppBD-LB
4 *== \WebAppBD-PROD
» M pHeP Relay Labels

M 47 Senvice Parameters

[ *  Until EPGs are associated to domains, nothing is provisioned on any leaf
-a 172.16.10.254/24 «  EPG can be mapped statically (leaf/port) or dynamically (VMM)
» ND Proxy Subnet
) = WeWpBZ;EST ) » Policy resolution and deployment is specified when the EPG is associated to a domain
;' VDesktopBD-DEV * Resolution immediacy - determines when to download policy to the switch software
> VRFs

. Pre-provision, Immediate, On-demand

*  Deployment immediacy - specifies when policy is configured on the hardware

. Immediate, On-demand

Cisco L‘V&./ BRKDCN-3930 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



ACI Fabric Micro
Segmentation
Capabilities
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Intra EPG Isolation - Zoning Rules

EPG-A EPG B permit

EPG-A EPG-A implicit Deny-all

Intra EPG traffic will be dropped by the leaf
because of the implicit deny-all rule

Intra EPG Isolation: =TT Unenforced EPG_A EPG_B

c 1 S co M-/ BRKDCN-3930 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Intra EPG Contracts

Restricting Communication Between Endpoints Inside a Group

- Since release 3.0, ACI supports “Intra-EPG Contracts”
» Allows whitelist policy enforcement of Intra-EPG traffic
» Can co-exist with Inter-EPG contracts
* Eliminates the need to create uSeg EPGs or deploy external FW for Intra-EPG segmentation
« Enforcement is on Leaf switch (i.e. Nexus 9000-EX models or above)

* Same as regular contract scale
‘ EPG
| DB

c 1 SCO M./ BRKDCN-3930 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 20

* Requires proxy arp be enabled

Intra-EPG Contract:
 Src-Class = Dest-Class
 Src-Class, Src-Class, Contract




Contract Inheritance - Main & Inherited Objects

L
- ~~

Main Object \

4 Contract1 EAlEpe
. /’ P Xt-
EPG _A ~GPaas - \ Intemet
C

mmm— 0.0.0.0/0

EP1 - >
Y Contract2 Y,
. NLIoee
I - P Ext-EPG
l ’,—""‘~\ Intranet
P Contract3 ¥ 192.168.0.0/16
o ‘.. UDP/53 o

S ==
EP2

k Contracts from parent

EPG_A are inherited

EP2 matches attribute X

c 1 SCO M-/ BRKDCN-3930 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Understanding Micro EPGs

- A MicroEPG (UEPG) is equivalent to
a regular EPG for all purposes, but
classification is based on endpoint
attributes (and dynamic in nature)

- Endpoints assigned to the uEPG

regardless of the

encapsulation/port

- The endpoint must be first known
to a regular EPG, called “base

EPG”

cisco W‘/

Base EPG based on port
and encapsulation (i.e.
VLAN or VXLAN)

I EPG GREEN

BM-01 BM-02 VM-01
10.10.10.11 10.10.10.12 10.10.10.13

|
|
= = I
— — «v !
. ‘ |
[
|

I | f4:5¢:89:b2:bf:ch f4:5¢:89:b2:ab:cd

Define uEPG based on MAC
Address or IP Address.

Select MAC=f4:5¢:89:b2:bf:cb
Select IP=10.10.10.11

BRKDCN-3930

Define uEPG based on VM attributes.
VM-name=VM-01
Hypervisor-identifier=ESXi-host-01

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Micro Segmentation Support for Kubernetes

ACI CNI Plugin Supports Multiple Deployment Models

Deployment Isolation

Cluster Isolation

Kube-default-EPG

&

&

( 'W
. v,

namespace-PROD-EPG

Namespace [solation

Frontend-EPG

L. Contract
T

API-Gateway-EPG

|

Contract

Contract Contract
Backend-EPG | [

namespace-QA-EPG Monitoring-EPG

« Each namespace mapped to an EPG

« Default behavior: single EPG for « Each deployment mapped to an EPG

entire cluster user PODs « Contracts control traffic between

microservice tiers

- Contracts for inter-namespace traffic are

« No need for internal contracts required

cisco L{V&/
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Leveraging
Endpoint Security
Groups (ESG)
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Network Centric & Application Centric

Network Centric

A security group in
1 subnet

Multiple security groups
in 1 subnet

Application Centric

Security groups across
subnets

Design

5.0 = Endpoint
Security Group (ESG)

Security groups across
bridge domains

Bridge Domain
10.0.0.254/24

Bridge Domain
10.0.0.254/24

Bridge Domain
10.0.0.254/24
20.0.0.254/24

BD BD
10.0.0.254/241]20.0.0.254/24

EPG (VLAN 10)
T
R f R

10.0.0.1 10.0.0.3
10.0.0.2

Need more granular
security group

cisco L{{/&/

EPG EPG EPG
(VLAN 11)]|(VLAN 12) (VLAN 13)

10.0.0.1 w 10.0.0.3

10.0.0.2

What if multiple subnets
need to share the same
security rules?

( ( )
EPG EPG EPG EPG EPG
(VLANH) (VLAN12) L0 ]| 02 (VLAN20) |
|
10.0.0.1 w 20.0.0.1 | 10.0.0.1 w 20.0.0.1
10.0.0.2 cee 110002 o

Sharing a broadcast
domain brings another
security concern

BRKDCN-3930

Flexible security
grouping

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



What is End Point Security Group (ESG)?

l & VrFA I

BD 1 BD 2 BD 3 BD 4
192.168.1.254/244§192.168.2.254/24)192.168.3.254/244192.168.4.254/24
EPG 1 EPG 2 EPG 3 EPG 4
(VLAN 2011) (VLAN 2021) (VLAN 2031) (VLAN 2041)

W ¥ O

192.168.1.11 192.168.2.11 192.168.3.11 192.168.4.11

ESG web ESG app

« ESG is a security group across BDs (EPG was across VLANs but within one BD)
« Configure “EP Selector” to classify endpoints into each ESG (in 5.0, IP selector only)
 EPG becomes merely a “VLAN - path” binding component.

c 1 SCO W. BRKDCN-3930 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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The Primary Benefits of ESG (Example)

== Requirement ==
Web VMs can talk to App VMs via port X

l @ VrRrA l

BD 1 BD 2 BD 3 BD 4
192.168.1.254/24)1192.168.2.254/2440192.168.3.254/244192.168.4.254/24

9 9 9
| EPG 1 I | EPG 2 || EPG 3 I | EPG 4 I
(

(VLAN 2011) (VLAN 2021) (VLAN 2031) VLAN 2041)
[ [ [ [
Web VM 1 Web VM 2 App VM 1 App VM 2

+ Simpler Contract Configurations

« Policy TCAM (contract rules) Usage Optimization

cisco L{{/&/

== With EPG ==
6 Contract Rules (Zoning Rules)

-

Permit All
EPG1 > EPG2

Permit All’
EPG3 > EPG4

P%Tit

Protocol X

EPG1 - EPG3
EPG1 > EPG4
EPG2 - EPG3
EPG2 - EPG4 /

BRKDCN-3930

¥ 12 rules for bi-directional %
© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



The Primary Benefits of ESG (Example Cont)

== Requirement ==
Web VMs can talk to App VMs via port X

| @ VrRra l

BD 1 BD 2 BD 3 BD 4
192.168.1.254/24]192.168.2.254/24]§192.168.3.254/2441192.168.4.254/2

4 4 4 4
EPG 1 I EPG 2 I EPG 3 I EPG 4 I

(VLAN 2011) (VLAN 2021) (VLAN 2031) (VLAN 2041)
I I | |
Weg VM 1 Web VM 2 ApS VM 1 ApS VM 2
ESG web ESG app

cisco L{V&/

== With ESG ==
1 Contract Rule (Zoning Rule)

Protocol X

ESG web <—<— ESG app

-

Protocol X

ESG web = ESG app

% 2 rules for bi-directional ¢

Simple & Optimized

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 28




ACI Fabric L4-
L7 Services
Automation

cisco L{V&/



L4-L7 Service Automation - Support for All Devices
Any Device and Cluster Manager Support

L4-7 Service Automation

L4-7 Services

Network Policy Mode

Centralized network automation L2-L3
(service stitching)

EPG model or unmanaged service

graphs

Service Cluster
Manager

— o

No Device
Package

cisco W‘/

Service Policy Mode

Centralized single point of
management for full L2-L7 Service
Automation

APIC manages fabric and network
services

N Y N

L4- L7 Device
Package

BRKDCN-3930

Service Manager Mode

Joint management of L4-L7 service
devices through Cisco APIC and a
service device controller

APIC manages a subset of features with
operational flexibility

—>r- - C-E ==l

L4- L7 Device Service Cluster
Package Manager

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Service Device Insertion Comparison
VRF “Sandwich” vs Service Graph Redirect & PBR

VRF1 VRF2

192.168.2.254 BD1(192.168.1.254/24)

Internal

172.16.255.254/24 | | 192.168.3.254 External

ASA-Out
192.168.3.1

Eam—

L3 Mode 495 168.2.1

192.168.1.200/24
GW: 192.168.1.254

172.16.1.100/24 WAN Edge
Router

/

| 192.168.1.0 via 192.168.3.1 0.0.0.0 via 192.168.2.1

BD1 (192.168.1.254/24)

BD3(192.168.3.254) BD2(192.168.2.254)

External -

EEmmmm®

192.168.3.1 L3 Mbde 195 16521

172.16.255.254/24
internal

Internal

192.168.1.200/24
GW: 192.168.1.254

WAN Edge| .
Router

c 1 S co L‘V&. BRKDCN-3930 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cloud Network
Controller - Public
Cloud Connectivity
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Hybrid Cloud Networking Challenges

Zero Trust and Security

How do | posture
that is agnostic to where my app and clients are
located?

Connectivity

How do | applications across on
premises, public clouds and edge networks?

Visibility Application Networking

How do | observe and analyze How can | enable
connectivity, traces, logs, and metrics

BRKDCN-3930 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



Connecting the Clouds
Hybrid Multi Cloud: On-Prem, AWS, Azure and Google Clouds

1 across AWS, Azure, GCP and/or on-
adws EININES
2 Google Cloud /A Azure
N 2 heterogenous
alvaln multicloud networks
cisco C[C\D
o« (O
1=K Cloud .
= Networking 3 between data center and
Data ° cloud (with SD-WAN transit)
center o ~—7
. IIIII
(_fg_\) T 4 posture across
, Colocation hybrid cloud environments
Private
cloud
loT 5 (3rd-party and
edge cloud native)

Need for across heterogenous cloud environments

BRKDCN-3930 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Hybrid Multi Cloud Networking: Capabilities

ACI| and NDFC Fabrics

On-Prem Data Centers Public Clouds
adws é

\J

<€ >
@ Automate connectivity @ Visibility and troubleshooting
©=| Segmentation and policy r[[i] App networking

cisco M-/ BRKDCN-3930 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



Nexus Dashboard Orchestrator (NDO)

Cisco Nexus

Simplified Hybrid Multi Cloud Segmentation, Connectivity and Visualization S

Connectivi m
“’ 5
Segmentation Orchestrator
—_——
' izati Fabri [
Visualization Insights abric Controller

2,

S

ﬁ

)

Data Broker SAN Controller

Private Public

NDFC
cloud cloud ¢

c 1 sco M-/ BRKDCN-3930 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Connect Multiple Clouds with Nexus Dashboard

@ Nexus Dashboard

s
c//] Orchestrator

| | |
@ oty e

€=l =15
Site 1 — NDFC Site 2 — ACI Site 3 ~ ACI

g5 EE 8B BB 55 B8 BB BB B8 BB B8 BB

g Qo L g v g @

o
%

Single Point of Consistent Network
Orchestration and Policy

o—<>{’o

Cloud Sites

D Google Cloud
g AAzu re

?

Secure Automated
Connectivity



Cisco Cloud APIC is Now Cisco Cloud Network
Controller

&

Cisco Cloud
etwork Controlle

Cisco
Cloud APIC

Coupled: De-Coupled:
Security Policy and Network Connectivity Through Security Policy and Network Connectivity

Contracts Specify Security Policy Using Contracts

) Network Connectivity Enabled Per VRF, Route Maps
cisco Lz/&/

BRKDCN-3930 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Multi Cloud Networking - Solution Building Blocks

Cisco Cloud
Network Controller
aka “CNC”

cisco L{{{o//

Catalyst 8000v
or
Cloud Native Router

BRKDCN-3930

2

Nexus
Dashboard
Orchestrator

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 39



Multi Cloud Networking - Flexible Deployment
Models

AT ) B ol

(/¢\) . S o.o

Cloud ‘ Hybrid with ‘ Hybrid with ‘ Connect to

only on-premises ACI | on-premises NDFC | external networks
SD-WAN router
Branch router
Data Center edge router

c 1 SCO M-/ BRKDCN-3930 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



Cisco Cloud Network Controller (CNC)

Automation Capabilities

ACI/DCNM Fabric

=] -
|::| On-Premises Data Centers SDWAN//
Internet

Private-Link

Cat8kv Cat8kv
SDWAN
Branch

Configuration Automation

* End Point Discovery

* TGW VPN Attachment

* BGP EVPN and VXLAN Tunnel

* |PSEC and BGP for Branch connectivity
* Application Load Balancer Automation

* (Cat8Kv Lifecycle Management

* TGW Lifecycle Management

*  TGW Connect Tunnel Configuration
* TGW Inter-Region Peering

* VPC TGW Attach

. * Route Propagation between External network
Security Group Rule Management and Cloud

°
c ! s co M- BRKDCN-3930 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 41



Brownfield VPC Onboarding

Infra VPC

« Cloud Network Controller creates new TGW

Cisco Cloud Network e Or \/PC peel’lﬂg

Controller

- It copies configuration from the existing TGW:

- No changes on existing TGW
- Catalyst 8000v will take care of BGP

Seamless Migration Co-existence



Intra-Cloud Connectivity Automation: Using TGW

aws dWs
6egion -1 \ éegion -1 \ éegion -2 \
3 O3

( TGW ) ( TGW )
TGW
J TGW, Peering \ _

( vPC1 ) ( vPC2 ) ( vPC1 ) [ vPC2 ) ( vPC1 ) [ vPC2 )

Automate Network Connectivity For Intra-Region and Inter-Region Traffic



Intra-Cloud Connectivity Automation: Using Cat8Kv

adWws dWs

= 2 | (e ) (e ™

[&@%é@ﬂ J-pest{ }

&) (@ &

)

IPSEC Tunne

) =

,
0

Automate Network Connectivity For Intra-Region and Inter-Region Traffic



Inter-Cloud Connectivity: Using Cloud Backbone

Region N - Region Y
/AAzure & & /AAzure
aws éjE CSP/Co-Lo , aws
~— ZE S— Backbone ~—

6 Gateway W

Benefits

Extend segments across clouds Automate service redirect



Inter-Cloud Connectivity: Using Cat8Kv

Region Y

Region N @ @
/AAzure o o /AAzure

aws v VXLAN/ aws
SN—] IPSec S—
6 Cat8Kv Cat8Kv 6

Benefits

Extend segments across clouds Automate service redirect



Inter-Cloud Connectivity: Using SDWAN

Region Y

/AAzure

dWs
~—

Region N

/AAzure

adWs
~—

& &

6 Cloud Edge

using Cat8kv

Cloud Edge e

using Cat8kv

Benefits

Extend segments across clouds Automate service redirect



On-Premises to Cloud Connectivity:
Using DX/Co-Lo

CSP/

@ Region Y

On-Premises
Data Center

/AAzure

X Gateway , aWs

ET=e I CO LO \._.;’
DX Gateway

0] e

III:I '00gle Llou

Requirements

Simplified connectivity for Enable high Utilize cloud
hybrid cloud bandwidth underlay native routing




On-Premises to Cloud Connectivity:
Using Cat8Kv

CSP/

@ Region Y

/AAzure

i XLAN/EVPN,
?? 2 IPSec — =7 )
Cat8Kv CatsKy 6

Google Cloud

On-Premises
Data Center

Requirements

Simplified connectivity for Enable high Utilize cloud
hybrid cloud bandwidth underlay native routing




On-Premises to Cloud Connectivity:
Using SDWAN

CSP/

@ Region Y
& /AAzure
e (T P Ay aws
eEIT=1? FabrIC \-—-;’
SD-WAN SD-WAN
Cloud Ed Cloud Ed
. ﬁ usiz; Citglfv usicr)ll;; CEaltglfv e

On-Premises
Data Center

Google Cloud

Requirements

Simplified connectivity for Enable high Utilize cloud
hybrid cloud bandwidth underlay native routing




Branch to Cloud Connectivity: Using Cat8Kv

4 .@ D) ( C C\
@ | vNet1 vNet?2
BGP IPv4 adjacency over
( e

IPsec tunnel belonging vNet

TGW to an “extemz_al VRF” peering
routing domain

@O @ L. @ (@

Cat8kv Cat8kv Cat8kv Cat8kv

Any Routed
Network

Cloud Network Controller can

Branch Edge Device connect to any network outside of
the Cloud domain using standard

based technology IPsec and BGP
SDWAN
Branch

Benefits

Flexibility



Branch to Cloud Connectivity: Using SDWAN

/ \ BGP IPv4 adjacency [ \
_~ toan “external VRF" vNet1 vNet?2
routing domain

vNet

@ peering

SD-WAN Tunnel
C‘C@A} C‘C@D-\ over Internet /C@_} @)
) L
SD-WAN Cloud Edge SD-WAN Cloud Edge
using Cat8kv . using Cat8kv
\ j SDWAN via k j

Leverage SD-WAN to Access from Branch

to Public Cloud. Simplified integration
SD-WAN Edge % between WAN Transport and Intra-Cloud

Networking. Providing reduced resource
footprint in Public Cloud (Hub only)

SDWAN

Branch
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Cisco Cloud Network Controller

Cloud Networking
® Intra-Cloud : TGW, VNET Peering
* Inter-Cloud : C8Kv automation

® Connectivity: IPSEC, Direct Connect, Express

Route

Visibility

* View and connect to brownfield VPC
networks

* |nventory and topology view

L4-L7 Services

®* Automate service insertion and service
chaining (Load balancers, Firewalls, ...)

cisco L{Vp/_/

Data
Center

%)

Cisco Cloud
Network
Controller

Private
Cloud

BRKDCN-3930

Segmentation

* Extend segments from On-Premises to
cloud

* Extend segments from cloud to cloud
* Security Group rule management

Support on Public and Private
Clouds

* AWS, Azure, Google Cloud
® Azure Stack Hub

Open APIs

® Enable automation using Terraform and
Ansible
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Introduction to
Secure Workload
Platform

cisco L{V&/



Segmentation is a Critical Control

require £ harden
strong
pubuc f

/tr I_E'remove de: u pl Protocol
: rei-‘:-:-:-lcltﬂ mternet acce35|bleglr|tlc%Lul
Implement zero trust segmentation disable e Tice
0o o - femete?'.ﬂp %—-;,Cy er
for least privilege communication Epﬁfall e i
permitted , @
ar,g |mpact Lbackup Qo
///flrc. legitimater " 30
ren:nl{??g: %’ 6\ u";?
; """“""authentlcatlon“sm“»g‘ ey o spaS.EWO f.dtsooi "a;'i'.“n‘é‘.ple
re;';gaé%;g;wggm LT
X Jnform atl

Y Omaln mm“dyhrsmﬂwa t
—\ulnerabilities € y Hm

mqgggement:S e rl t

. . - trols=» = Ar WAl 1 L

Restrict access to commonly C%ﬂrr:? y pmg'ﬁs‘]y
. 9

exploited protocols (RDP/SMB) "’;
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Where are the Firewalls?

r . ™)
Wind ORACLE
mHl windows & RedHat

.. Server Enterprise Linux Linux

Host Operating System S ubunty BWS e 5 centos (@

— 5 SUsE %=

, o
Kubernetes Nodes G e oo

Virtual Desktops 28 Windows 10

L) i} L
Cloud Security Groups E:}{;} Eﬁ{;}| 5{:}{}
Load Balancers/ @ CITRIX # NGiNX
Ingress Controllers ' ® haproxy

ﬁ
slin: slin: sl

Firewalls SapE EapE R

. J

Cisco M‘/ BRKDCN-3930

_-_ ........... = E
i e s
CoaP? ) - SOITTIOR
"' 2 EBoo=
= 3
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The Policy Puzzle

. . == \S"\éirr\],vgsws ‘Eﬁtdetlpar?seunux aﬁACLEIj
Host Operating System S ubunty QWS e 4 centos
-

_ [ 0]
Kubernetes Nodes G e oo
Virtual Desktops =& Windows 10
Cloud Security Groups E:E{:t |9£}{:}\ |9£}£j}
Load Balancers/ @ CITRIX “ NGINX
Ingress Controllers “ © Haproxy

e

Firewalls '===_: '===_: '===_:

. J

255 %% %

Cisco M‘/ BRKDCN-3930

Policy Domains

Multiple teams and
organizations

Multiple environments
and clouds

Each have segmentation
methods and tools

N

Inconsistent and siloed
islands of policy controls
across network & apps

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Unified Policy Across Host, Network and Cloud

Secure
Workload

1 Jii 1 Ji

M@  OeOeme

D s DD
aw

- ®
/|
S

= of of CF

BRKDCN-3930

+) Secure
R El Firewall
aea
/ Firewall
;‘.E Policies =‘.=
=y EpE
O ¢ mm
[0 oo | [0 oo |



Dynamically Securing the Application Environment

Profile Automated Deploy Monitor

relationships policy controls compliance
Full visibility Unified policy Fully automated, ldentify
of all across for all dynamic communications that
application application workloads attribute-based violate policy and

conversations enforcement block if desired

>>>> Secure your application workloads: <<<<

Learn ‘ Build ‘ Protect ‘ Assure
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Cisco Secure Workload Overview

! AN
a Enforcement L)
A\ /
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(D (((-)))

Telemetry

See All Communications

Containers

[m]m]w]
Cloud Instances

Virtual Machine

Visibility of all communications
Detailed machine/process/vulnerability

'l 1
1
A
9 l, J
1

LA

Full coverage
Any environment, any cloud

ADCs
Network m .
Fndpoints - Construct inventory of every endpoint
© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 61
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Apply Order to Chaos

Default .
v 2 Children Inventory: 2,072
¥ Inside Inventory: 162
e 3 Children Uncategorized: 34
> :“g‘l? d Inventory: 5
> ?zg:: Inventory: 0
SJC Inventory: 123
4 Children Uncategorized: 80
Dev
0 Children  MVeNtoRy: 0
> !l:,rC?'vflld Inventory: 6
> ?ghild Inventory: 6
Shared
> 6 Children Inventory: 31

cisco L{{@/

Dynamic labels

*
O a=

|

L - -

Sourced from systems of record
Continuously updated

BRKDCN-3930

Context

e  Orchestrator

Tags/Labels

Cloud
Tags/Labels

CMDB
Cl Attributes

=  PAM

IP Attributes

NAC
User/Endpoint
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Policy Which Lives and Breathes x@z

Policy

Ensure Compliance Discover/Define

Enforce Simulate/Test
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End to End Policy Enforcement 0 &

Enforcement

2
XQR Policy

«  Policy continuously updated

« Unigquely programmed per workload

+ Agentless support for cloud and
network visibility and enforcement
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Cisco Secure Workload - SaaS Option

Software subscription license based on number of workloads; available in 1- and 3-year terms

+ Cisco Secure Workload SaaS model:
No need to purchase, install, and
manage hardware or software Public cloud

)
®

+ Fully managed and operated by Cisco

« Suitable for commercial customers and SaaS-
first/SaaS-only customers Private cloud

O,

O
©

+ Flexible pricing model; lower barrier to entry

* Quick turn up

i

i
[T}
©
Hpu
\\.
[T]

* Faster time to value Legacy

« Lower total cost of ownership
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Cisco Secure Workload - On-Premises Options

Cisco Secure Workload Platform (large form factor)

Suitable for deployments of more

than Includes:
5000 workloads + 36 Cisco UCS® C220 servers
* Built-in redundancy - 3 Cisco Nexus® 9300
» Scales to up to 25,000 workloads platform switches
**
Cisco Secure Workload-M (small form factor) Software subscription
Suitable for deployments of less Includes: IGense sesse on
than 5000 workloads ** ° 6 Ciscc; UCS C220 servers number O-f workloads,
: available in 1-, 3-, and
° 2 leco Nexus 9300platform 5-year terms
switches

** can scale up to two times the limit with conversation-only flow telemetry enabled for all agents
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Secure Connector

When direct communication from
Secure Workload to
orchestrator/connector is not possible

Communication is mutually
authenticated and encrypted using TLS

Image available from Secure Workload
directly

APl key must have external integration
capability and write access to the
required scope

1 Secure Connector per root scope

cisco W‘/

Secure

Connector
A

(/.\ Cisco Secure
O

Workload

BRKDCN-3930

VM Minimum Requirements
* RHEL/Centos 7

+ 2 CPU
+ 4 GB RAM

« Sufficient network bandwidth for
handling data from
orchestrators/connectors

« Outgoing connectivity to Secure
Workload on port 443 (direct or
through HTTP(S) proxy)

+ Connectivity with internal
orchestrator/connectors
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Data Ingest Appliance

- External virtual appliance that enables

) . . VM Specifications Connectors Specifications
connector integrations with 3" party

platforms to ingest high volume flows - Lentos 7.9 ) Xg;ﬁaic?mecwrs per Ingest
and data - 8 CPU
_ _ . 3 GB RAM * Up to 10 connectors of the same
- Fixed VMware OVA available from type on one tenant (rootscope)
software.cisco.com - 250 GB Hard disk

« ERSPAN is up to 24
« 3 Network interfaces

- Connectors available + AnyConnect 50
- Secure Firewall (ASA) * VM hardened by default | Up to 100 connectors of the same
- F5 type on Secure Workload
- Citrix * ERSPAN is up to 450
- AnyConnect * AnyConnect 500
- ERSPAN « Up to 15k NetFlow fps (non
- Meraki applicable to ERSPAN)
- Netflow

CISCO M‘/ BRKDCN-3930
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Edge Connector Appliance

- External virtual appliance to stream
alerts to different consumers and
collects inventory metadata

- Fixed VMware OVA available from
software.cisco.com

- Connectors available
- Syslog
- Emall
- Slack
- PagerDuty
- Kinesis
- ServiceNow
- Cisco ISE

cisco Li%o/‘/

VM Specifications
» Centos 7.9

- 8 CPU
- 8 GB RAM
« 250 GB Hard disk

« 1 Network interface

* VM hardened by default

BRKDCN-3930

Connectors Specifications

* Up to 8 connectors per Edge
Connector

* Up to 1 edge connector per tenant
(rootscope)

+ 1 connector type per tenant

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 69



CIsco

BRKDCN-3930

Installs and runs as a user process
In the operating system

* No need for any OS kernel modification
+ Requires root/administrative privileges

Enables telemetry collection

and policy enforcement

for segmentation

+ Collects metadata from packet headers
(no payload), process information, and
installed software

» Enforces policies for segmentation
through IPsets for Linux and Windows

advanced firewall or Windows filtering
platform for Windows servers

Software agent thresholds:
« Low CPU overhead (<1%)
« Default limit set to 3% CPU overhead

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco Secure Workload Agent-Based Sources

Software Agents (virtual, bare metal, and containers)

ml Windows

Windows servers M Server

(Virtual machines and bare metal)

Windows desktop

2= Windows 10
(VDI and Workstation)

Linux servers RedHat ORACLE .S ubuntu QWS €F,

ise Li i SljSE‘ %2 CentOS

(virtual machine and bare metal) Enterprise Limox Linux
IBM zSystems @ RedHat “Subuntu  €E,

t USE.
(z/Linux operating system) Enterprise Linux
IBM PowerPC and pSeries systems D
(AIX operating system)
Container host % RED HAT' .--.
(Linux container host OS with DaemonSet) O OPENSHIFT @7 Do

cisco L{{(o/‘/

BRKDCN-3930

Main features

* Low CPU overhead
(SLA enforced)

* Low network overhead

* Enforcement point
(software agents)

» Highly secure
(code signed and authenticated)

- Every flow (no sampling) and
no payload

« Server process and software
package information

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 71



Cisco Secure Workload Agent-Based Sources

Transparent Agent to Applications

Runs in the Host OS, not the Hypervisor Secure Workload

Sensor __(© Application

Access to accurate state of the application | |

and all connectivity
No Sampling, All Packets (no payload) ||bpcap Network Stack

Not in the data path I

Sits in User Space

| Driver
Designed by Kernel Developers
No fingerprinting (cannot be seen) |
No performance hit, no latency hit N|C

SLA Enforcement
CPU (<3%) and BW throttling

Auto-upgrade or manual upgrade options
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Software Agents Telemetry

Process details

Metadata from packet header
(no payload)

- Data up to layer-4
- Granular IP and TCP flags

- Volume of traffic

Captures information from every
packet, every flow

Interfaces available on the
workload

Interface through which each
communication transits

Exports this metadata to Secure
Workload every second

cisco L{{/&/

Process snapshot - Inventory of
process executed on a workload

- Who ran the process
- When it started

- What process parameters were
used

- What was the process hash

- What is the process lineage

Sends complete snapshot of this
information to Secure Workload

BRKDCN-3930

Details about operating system
version, patch level, etc.

Inventory of all installed software
packages on the workload

- This includes versions and
distributor information

Takes a periodic snapshot of the
installed software and sends it to
Secure Workload
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Secure Workload Software Agents

Deep Visibility and Enforcement

- Deep visibility agent

- Capture and analyze all the packets using libpcap/winpcap

- Gather processes information (PID, command, owner, ...) to match with flows /
sockets ownership

- Windows / Linux / AIX

- Enforcement agent

- Enforce policies using servers’ local firewall

- Fully manages IPtables / Windows Advanced Firewall — Windows Filtering Platform
- Windows / Linux / AIX

Cisco M_/ BRKDCN-3930
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Cisco Secure Workload Network-Based Sources

Production
network

Em mm =m mm  Secure Workload
H ® d l = @ o= o= == telemetry (’ﬁ
| i 1 i . =- .= > / R
4 CITRIX 2qpi V, Telemetry ingest \—/

appliance with

Layer 3 connection

appropriate Cisco Secure
connectors
Workload
Secure Firewall (NSEL) Optional: Cisco
Telemetry Broker f
ADCs (F5,Citrix) scaleoout and simolicity Augment telemetry from other parts of
) the network

Network Devices

(NetFlow v9 / IPFIX)

NAT-Flow stitching (NetFlow, IPFIX, NSEL)

Application Dependency Mapping

cisco L{Ko//
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Cisco Secure Workload Cloud-Based Sources

Cisco Secure
Workload

AWS
Connector

Edit AWS Connector

v Activities /) Roles and Settings

A Enabling Segm ion : Enabling segmer

Select the VPCs and fine tune the settings for each VPC

VPC Name Rogion
eucentral-minnie eu-central-1
eu-default-vpc tral-1
[/} v vpc-goe2e-eks-enforcement-scale-7 t-1

© seiectvee

xisting Security Group(s)

xxxxxx

dWS

o
Flow Logs g VPC

M.

&1 \/PC

N,

AWS Connector consolidates:
- VPC flow logs ingestion
- Context gathering (AWS tags and labels)

- AWS cloud-managed Kubernetes orchestration
(Kubernetes object labels and annotations)

- Agentless Enforcement - Enforce segmentation
using AWS Security Groups
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Secure Workload
Application
Dependency

Mapping

cisco Li/&/



Application Dependency Mapping and Cluster Grouping

DOODo .
Unsupervised
Software Agents (host-based.v’ machine learning

Bare metal and VM Behavior analysis

(o9} <
< <
1 1
1 O
<
<
1 1
, O

B
(=~ "
© © 6 © Bare-metal, VM N Ll '\_C_: SO
7 == == == ==
( ) ( \ ( ) (4 \
Bare-metal
BM | VM BM and VM telemetry '\_C_:'\_C_:'\_C_:
T 4 - -
(=
Network-based (agentless) VM telemetry (AMI ..) m
Bare metal and VM > == (-
|VM,I BM 1 C : 21\Y/ BM § VM
\ o \ oo
0 0 0 0 (=~ " (="
BM R ‘! VM BM VM | |
BM § VM § VM BM N \__)
O?—péemislﬁs agd Bare Metal Server
cloud workloads
(any public or private cloud) Group 2 W Virtual Machine

Z¥ Container

[©) (©)
= =
o o
= =
© ©
() -
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Security Policy for Segmentation

Application workspaces

Baseline workload

protection posture prowe \

P Baseline policy
Qmmwm
s priaeny acton Prosiase Servizes
[commm] w  mm
Q, Process behavior ™ e e f—
o Of ) pome o =
e - om
0 om
% — - mm o
Application Insights < e w o o
mww* oy [ aiow]
A ), 100 [iow] m
¥ o omm [on: |
= T 1 [.0] [ e |
\ / L X ¢ ;.;,-4::; - o
i - Network J X == B
" communications - 8 -
¢ QAEI
Gestiom R i oo
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Auto Generated Segmentation Policy

Automatically generated policy based on application alo
behavior:

« Using an application dependency map as a blueprint, . ,
Secure Workload automatically generates the e
micro-segmentation policy D

Service Ports: (1)

+ This policy allows the required traffic between the

application components and infrastructure elements
(DNS, NFS, NTP, etc.)

* The default catch-all policy is “deny,” which can be
changed to “allow” during the initial stages of
enforcement to gain more confidence

NOTE: With a default catch-all of "allow,” Secure Workload

still detects policy compliance violations and alerts on them

CISCO M‘/ BRKDCN-3930
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Relationship Among Application Components

Secure Workload provides the blueprint for

communication dependencies between
application components as well as other IT
services ©
+ How are the different application tiers A\ © © ©
communicating? \| 7= = o
 Are there direct connections coming to © /@
database servers? —_ d ol 2
- Which communication is going through load @ |~/ "I o
balancers? 9 N e
- How are users connecting to the application? O ol 5

* Are there connections going out that should not
be allowed? For example, a production
database talking to a nonproduction database”

c 1 sco M- BRKDCN-3930 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Defining a Context-Based Inventory

10.8.3.5

Owner Acme Finance
Type App

Service Retail Banking
App Invest
Environment Production
Location AWS
Sensitivity High

Zone 0O0S

Direct integration for automated
policy definition and control

Infoblox 25
oky:

S 7))

Context Context Context Context

cisco L{{/&/
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Assign Context to Workloads - Annotations

Up to 32 customizable tags

Used to add context (“human or
identity”) attributes to items

Enable creating inventory filters and
scopes with higher precision and more
flexibility

Manual and automated ways to assign
or import tags

cisco Li%o/‘/

-

|
e,

Manual import from Automated import
user-uploaded via Connectors for
(CSV) files or via Ul Endpoints

o s
External Threat data-based
Orchestrators annotations

dynamic import

BRKDCN-3930 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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External Orchestrators - Annotations

Dynamically import attributes for your workloads

Infrastructure

o

Cloud-Managed

- Import attributes from infrastructure services

- DNS Servers AJAAA and CNAME
- VMware tags
- Infoblox attributes

Kubernetes

Kubernetes
- Self-service and cloud-managed Kubernetes 0 @ .-
- System-define tags oo @ -..'

- Manifest-define tags
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Real Time Policy Compliance

/ |dentify policy

Cisco Secure deviations in real time

Workload _
Plaw‘orm Review and update

segmentation policy

Integrate noncompliance
policy events with SIEM
systems
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Segmentation Compliance Score

Segmentation Compliance Score

Dec 17 10:00am

TME
Escaped Rejected

42,844 1,542

7 9 Permitted
386,300

Hourly scores - December 17, 2021

75

25

12AM 06AM
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Secure Workload
Segmentation
and Policy
Enforcement
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Workload Policy Lifecycle Management
Security, Policy & Segmentation Regardless of Workload Location (Cloud, DC, ColLo)

Baseline workload

protection posture

Network
communications

* Process

behavior

2 SW
" Vulnerabilities

- Application

Insights

cisco L{{@/

..........
.......
------

.o .
....
......

Merge intent from ™,

ASSESS e multiple stake

Impact ... holders

¥
Enforcement

w0
T 6) Threat Intel
9
©
O] [N
% l Policy violations
Unified g
............. policy . 2 @ Risk Reports
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Secure Applications Segmentation

Full Lifecycle Policy Discovery, Management and Enforcement

/. Step 1: Auto-discover
*/I:¥  heterogenous workloads

@ Step 2. Map application dependencies
and generate policy

i ”” Step 3. Analyze and validate policy
/I through simulation

>

@ Step 4. Enforce policy
Secure Workload Analytics

1 Step 5. Compliance monitoring, audit,
alerting

cisco Li%o/‘/

BRKDCN-3930

@Significant reduction in
attack surface
Faster time to value

Significant reduction in
security rule management

Segmentation projects
that don’t last YEARS

© e e
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Context Based Segmentation

Production workloads cannot talk to development workloads

Production Non- Production
- -~ -- ™

=1 D @ <] =—=

- ¥, .. == ENo ..

™ oxx T o
Secure Workload Infosec administered and Policies are continuously updated
knows which ones are globally mandated policy as new servers are added,
production workloads and intent. Users can define existing servers are moved,
development workloads policies as allow-list, block- or IP addresses change

list or a combination of both

Production workload and development workload context is provided to Secure Workload through labels

c 1 SCO M-/ BRKDCN-3930 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 90



How Does Context Based Segmentation Work?

Secure Workload automatically converts your intent into
allow-list and block-list

Intent Rules

SOURCE 10.0.0.0/8
DEST 128.0.0.0/8

Block nonproduction applications from
talking to production applications

SOURCE 128.0.10.0/24

Allow HR applications to use the
DEST 128.0.11.0/24

employee database

SOURCE * DEST

, 128.0.100.0/24 PORT = 80
Block all HT TP connections that are

not destined for web servers

X S SN X

SOURCE * DEST * PORT = 80
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Microsoft Windows Server - Enforcement

- Windows Server supports programming of
firewall policies using one of the two
approaches

ml Windows

Ml Server
- Windows Advance Firewall

- Windows Filtering Platform (WFP) ‘

- Windows Advance Firewall uses WFP
underneath to render and enforce the
policies but has many drawbacks Windows

Windows
- Policy ordering (rendering of greylist) Advance Filtering

- Administrative controls (GPO, configuration Hirewall Platform
dependencies, etc.)

cisco L{V&/
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Linux Server - Enforcement

- Using iptables

Y Priority 1! Action 1} Consumer T/ Provider 4 Protocol T/ Port 1 Confidence [} Actions
100 0 ALLOW ®...:DC-1: Applications : Prod : Web Wordpress-01 @® Default: EMEAR: DC: DC-1 uppP 137 (NETBIOS Name Service) Moderate ¥
100 0 ALLOW | ® ...:DC-1: Applications : Prod : Web Wordpress-01 ® ...:DC-1: Applications : Prod : Web Wordpress-01 TCP 3306 (MySQL) Very High ]

PolicyId=DEFAULT:100:ALLOW: 61422e16497d4f4da4f0ed4f:615c7731755£020e367¢c51b0:6 */

ACCEPT tco -- anywhere anywhere match-set ta bf92c9r91e39691e301fc4dec0523 src

multiport dports mysql ctstate NEW,ESTABLISHED /*

PolicyId=DEFAULT:100:ALLOW:615c7731755£020e367c51b0:615¢c7731755£020e367¢c51b0:6 */

ACCEPT udp -- anywhere anywhere match-set ta bf92c9f91e39691e301fc4ec0523 src

multiport dports netbios-ns ctstate NEW,ESTABLISHED /*
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AWS Secure Connector

« Agentless workload enforcement through AWS Security Groups
» Existing Security Groups will be replaced when enforcement is enabled for a given VPC
Create inventory filters based on AWS tags

Analyze policies against the VPC flow log information to eliminate any
unexpected allows/blocks.

AWS workloads matching the inventory filters are assigned with required
AWS Security Groups depending on the defined segmentation policies.
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Policy Lifecycle: Cloud Workloads

AWS workload with AWS tags tame @
csw-awsworkload
@ Instance: i-0b636fdb60a6c0fe5 (csw-workload)
Description .
Details Security Networking Storage Status checks Monitoring Tags Enter a description (optional) |ﬂve ﬂtOFy ﬂlter

guery matching
Tags “ the AWS tags

Q Query @
* orchestrator_Name = csw-workload X
Ry Value Filter matches 2 inventory items
. Name csw-workload
How it Works
Scope
@ csw-vpc ~
Activity Log Matching Inventories o Conversations Filters 0 Policies o Provided Services Enforcement Status “+ Policy Analysis . Enforcement Q :
@ e =% I PR Quick Analysis | @ Fitter Policies ... *
Absolute policies ﬂ Default policies Catch All
Segmentation :
7. i Y Priority 11 Action Tl Consumer [l Provider 11 Protacols And Ports Tl
Policies with _
. . 100 ‘ & ALLOW ® csw-awsworkload @ TME : Internet TCP : 1024-65000 iRl
inventory filter
100 ‘ ® ALLOW @ TME : Internet @ csw-awsworkload TCP : 22 (SSH) ...1 more v
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Container Policy Definitions

 Inventory filters are defined based on the
Kubernetes object names and labels (pod
names, service names, etc.)

 Inventory filter that matches specified tag
criteria will automatically get those
policies when enforced

« If tag definitions match any higher-level
policy definitions, such as InfoSec,
container pods automatically inherit those

policies

cisco Li%o/‘/

Edit Filter @ Filter: Kubernetes DNS Containers
Filter Actions
G
Name Query
Description Ents P ptional  orchestrator_kBs-app = kube-dns  and
# orchestrator_system/namespace = kube-system|
Scope Detault:Kubernetes
Query © * orchestrator_system/service_name = database )
Restricted Yes
orchestrator_system/ciu|
Filll % orchestrator_system/cluster id Provides Mo
Service

# orchestrator_system/cluster_name
scope [k

View Filter Details

Restrict query to ownership scope Workloads (2)
10.233.230.30
Gancel 10.233.249.31
riority Consurns e  Provider Services
00 [ Fs Controller | TGP £ 443 (HITRS) cd
100 ====3 TCP : 178 (BGF) 4
100 [Besinal | Kube Masters | TOR £ 6443 2
=m TGP : 8443 (HTTPS) @
100 ey
100 | Kubernetes DNS Containers | TCP £ 8080 (HTTP) .t more =
=== @
100 TCP : 6443 c4
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Breaking Down Silos

Security Architects

* Synchronized Security

Security at application

« Policy enforcement on speed
. «  Full Visibility &
agents & network A /
utomation

NetOps

* Full Visibility & Control
* Real time updates
using dynamic objects

Auditors

Single pane of glass view
ensuring security
controls across
workloads & firewall
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Cisco End-to-End Protections Bridges the Gap

North-South Security with East-West Security with Workload Security with
Cisco Secure Firewall Cisco Secure Firewall Cisco Secure Workload
(formerly NGFW)

=pE ‘_o_,

/6% Broad Visibility \ KO\ Coarse Control \ @' Fine-Grained Control \

Secure Firewall at data center Segment within your data centers * Provides detailed inter-

edge « Handles workloads without ggg(lelgatlon controls, software-
» Visibility into Internet, branch, agents

campus o . * Supports rapid automation

» Single/multi site public cloud

k Attribute based policies / \ Physical/virtual form factors / \ /

Closer to application
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Secure Firewall and Secure Workload Integration

Key Functions Key Capabilities
+ Real time updates on rules using + Leveraging Secure Firewall for Policy
Dynamic objects without policy enforcement on workloads without
deployment agents

» Enhancing static firewall rules with
dynamic workload intelligence

+ Additional threat protection using
Secure Firewall on existing Secure

Workload policies . _ o
+ Ensuring security at application speed

with constantly changing DevOps
environment

« Advanced access control options
(intrusion and file/malware policy, URL
filtering etc.)

- Automated firewall access-rule

+ Fine grained policies from Secure updates based on workload changes
Workload to implement contextual
access-rules on firewall
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Secure Firewall - High Level Architecture

Secure Firewall

Secure Workload
Dynamic Policy Secure
Connector
A @ Management Center
’ ” d (FMC)
/ ‘- ~ SaaS or proxy
~
S Ingest

~
S ~ Connector
|
Secure Firewall

Threat Defense

w
D ~
 NSEL

/
]
/)
1
1
1
(]
]
[]
,' ~
H S gl s
i v

Workloads without Agents

Containers ~ Bare Metal
Segmentation policies enforcement at firewall

Virtual Machines
Segmentation policies enforcement at workloads
© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Dynamic Policy with Secure Firewall

H
HE

===EE=' NEW Dynamic Objects
|

FMC v7 .x

Access Control
Policy

.
| / /“'

2 - e

(1 9’"\/—— 7"\0

=P e 2
= - '\_5

Dynamic Objects

* Reduced deployments
« Faster updates
« Greater efficiency
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Cisco Secure Workload

Policy Control Across Secure Firewall and Cloud Providers

Cisco Zone-based & Cisco Secure
Secure Segmentat|0n rules - EI FlreWa“
» I T 1
Workload ass
(Tetration)

Secure Firewall
Policies

Micro-segmentation
rules

B0

AWS VPC
Security Group rules

Secure Workload
Host Agents

cisco L{{@/

Seamless Integration
Unified segmentation policy across
Secure Firewall & Secure Workload

Dynamic Policies
Policy updated dynamically based on
application communications information

Expanding to Cloud Providers
Extending functionality to AWS security groups

BRKDCN-3930
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Conclusion:
Comprehensive
Security
Architecture
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Unifying Segmentation for Defense in Depth

Edge Firewall

Secure Firewall

Macro-Segmentation

ACI

el
= p=

Secure Firewall

Micro-Segmentation

©

Secure Workload

Unified Segmentation

-

N

Deep Protection
Threat inspection at the data
center or cloud edge

Visibility into Internet, Branch,
and Campus

N

/

cisco L{V&/

-

N

Zones

Segment zones within your data
center and cloud.

Supplementary coverage for
workloads without agents.

N

-

Zero Trust

Zero trust micro-segmentation
enforcement at the workload

Automated policy discovery and
compliance

/

BRKDCN-3930

N

N

/
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Thank you






