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Now more than ever, experiences matter
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Competitive 
differentiation

Customer
satisfaction

Employee 
retention
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Power Your WAN with 
Cisco SD-Routing

- Scan the QR code to learn more 
about how Cisco SD-Routing can 
modernize routing for your network

- Visit the Catalyst SD-Routing/SD-
WAN demo booths in World of 
Solutions
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Why do organizations need infrastructure 
transformation today?

7BRKENT-1039

Cloud adoption and the 
future of work

Depend on connections 
across IaaS, SaaS, PaaS

Growing scale escalates 
network, security demands

Connect users everywhere to 
applications anywhere

To keep pace, organizations must transform to:

Secure users’ access and provide 
protection from threats

Automate network operations and 
provide actionable insights 
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Today’s WAN with Traditional Routing and SD-
WAN

SD-WAN Migration slowed by different tools across SD-WAN and Routing

Separate management

Manual SD-WAN migration

Lack of security integration

Lack of cloud integration

Traditional 
Routing

SD-WAN 
Fabric

Cloud 
OnRamp

On-prem.
Security

Cloud 
Security

Automated orchestration with intuitive workflows

SD-WAN 
Controller

SD-WAN 
Validator

SD-WAN 
Manager

BRKENT-1039 8
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SD-Routing

Cisco Secure WAN

SD-WAN Multi cloud

• Full Stack Branch

• MSP Business VPN

• Voice Optimization

Cisco Secure WAN Edge
Deliver a Secure WAN Edge for Connecting users, places and things to applications anywhere.
Branches, Campus, Data Center, Cloud Edge, Home / Coffee Shops

Secure Insights

• App Perf Optimization

• Secure Internet Access

• Operational Simplification

• Cloud On-Ramp

• SaaS Optimization

• Middle-Mile Optimization

Users Devices Branches DC SaaS IaaS XaaS
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Zero Trust Services Fabric

Distributed Security Policy Enforcement 

APP & WAN Optimization with Assurance

Meraki Dashboard,  Catalyst Manager,  API Services Set

Connect

Meraki SD-WAN
Catalyst SD-WAN

Underlay & Overlay Routing

NGFW
SSE Integration
Fabric Security

SecOps Ecosystem
Identify Based Security

Compliance

AIOPs
AI/ML Predictive Networking
Troubleshooting w/ analysis

Private CloudPublic Cloud
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SD-Routing
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SaaS/IaaS

Traditional 
Routing 

Deployment

DC/Private cloud

Future-Ready WANSimplicity and Agility OpEx Reduction Multi-layered Security

Catalyst SD-WAN Manager

Users

Branch/HQ

Troubleshooting

Configuration

Monitoring

Software upgrade

ZTP

Introducing SD-Routing
Transform the user experience in routing
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Device Lifecycle Management

SD-Routing Key Capabilities

Monitoring and Assurance

Software-defined Security 
Policy

Software-defined Multi-cloud 
Integration

BRKENT-1039 12
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Cloud 
OnRamp

On-prem.
Security SD-Routing

SD-WAN 
Fabric

Smoother migration from SD-Routing to SD-WAN*

Automated migration to SD-WAN

Scalable security integration

Scalable cloud  integration

Unified management

* On Roadmap for Routing. Fully supported with SD-WAN today.

Same cloud workflows 
for SD-WAN and SD-Routing

Same security workflows 
for SD-WAN and Routing

BRKENT-1039

Single Management Platform for your WAN

Cloud 
Security

SD-WAN 
Controller

SD-WAN 
Validator

SD-WAN 
Manager
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Can SD-Routing co-exist with SD-WAN ?

Is SD-Routing yet another mode like Autonomous 
mode and Controller mode on IOS-XE routing 
devices ?

Which routing platforms will be supported with 
SD-Routing?

Yes, same set of controllers can be used to manage SD-
WAN and SD-Routing.

SD-Routing can be enabled on a device working in 
Autonomous mode. So, SD-Routing provides add-on 
capabilities on top of Autonomous mode.

Catalyst 8000 Series, ISR4000 Series, ISR1000 Series, 
ASR1000 Series (ASR1001-HX, ASR1002-HX only) are 
currently supported with SD-Routing.

BRKENT-1039

SD-Routing 
FAQs

14
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SD-WAN vs SD-Routing
Architecture Components

15BRKENT-1039

SD-WAN deployment SD-Routing deployment

Traditional 
RoutingSD-WAN 

Fabric

SD-WAN ControllerSD-WAN Validator SD-WAN Manager SD-WAN Validator SD-WAN Manager

ISR 1000
Catalyst 8300Catalyst 8200, 8200L

Catalyst 8500, 8500L
Catalyst 8200 uCPE* C8300-uCPE*Catalyst 8000VISR 4461
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• SD-WAN Controller dependent features
• Automatic fabric/connectivity setup
• Application Aware Routing with dynamic path selection
• Control policies – for logical topology and route control
• Data policies – for data plane manipulation
• Identity/SGT-based firewall
• SIG intelligent traffic steering
• AppQoE – DRE, FEC, Pkt dup, TCP Opt
• Service chaining

• SDCI – Site to Site, Site to Cloud
• Cloud – Site to Site over CSP backbone
• Cloud OnRamp for SaaS
• Cloud OnRamp for CoLo
• SD-WAN Analytics
• WAN Insights

• Device Lifecycle management
• Monitoring (application, device stats, etc)
• Configuration support for all features in 

WAN branch and aggregation use case* 
• Security : On-prem security features
• Security : SIG integration *
• Cloud : Site to cloud connectivity
• Migration facilitation *
• More features on upcoming releases

Capabilities: Catalyst SD-WAN vs SD-Routing

SD-Routing Catalyst SD-WAN

BRKENT-1039

* On the roadmap
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Scenario

Use Case 1: Simplified Management

Goal: 
Single NMS to manage all IOS-XE routers

Benefits:
• Simplifies entire network management approach regardless of 

WAN architecture 
• Consistent networking policies across both operating modes
• Reduction in operational cost since same person can manage 

both environments
• Facilitates cross-domain expertise with consistent dashboards

SaaS/IaaS

Catalyst SD-WAN Manager

User
s

Branch/HQ

Traditional WAN

SD-WAN 
Fabric

DC/Private 
Cloud

Cisco Secure WAN
(SD-Routing or SD-WAN)

➢Management of both Controller mode and Autonomous mode routers via Catalyst 
SD-WAN Manager.

Available 
Starting in 

20.12

BRKENT-1039 18
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Scenario

Use Case 2: Traditional Routing Management

Goal:

Deploy intuitive, and scalable centralized NMS that can coexist 
with existing in-house management tools 

Benefits:
• Complement DIY with turnkey management solution
• Automate Multi-cloud and SASE connectivity 
• Optimize Guided workflows for routine tasks (software 

upgrades, config update, VPN setup, security policy 
change)

• Easily pivot to Catalyst SD-WAN when customer is ready

➢Traditional routing WAN deployment looking to modernize their full-stack 
management approach

Available in 
20.13

BRKENT-1039 19
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Scenario

➢ Managing security policy on a device-by-device bases is inefficient and can cause inconsistency.
➢ Lack of integration with Cisco architectures that allow dynamic policy (Ex: SGT)

Use Case 3: Distributed Security Policy Enforcement 

Internet

Branch Data Center

NGFW IPS AMP
TLS 

Proxy
URL

Filtering
DNS 

Security

SecOps 
Admin

Security Policy

Private 
AppsPublic

Apps

Services

Benefits:
• Optimize branch-to-branch performance by using 

embedded security instead of Cloud
• Reduces costs attached to SIG/SSE* services by 

enabling embedded security at WAN edge
• Improved app experience and latency reduction by 

applying local security policies
• Common SecOps dashboard for visibility, 

monitoring  & Reporting, and security threats

Goal:
Manage and push consistent security policies to WAN Edge 
devices

Available in 
20.13

* Coming in 17.14/20.14 sw release

BRKENT-1039 20
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Scenario

➢ Customers may wish to migrate towards a software defined implementation, using a measured approach.

Use Case 4: Simplified Migration

Benefits:

• Gain familiarity with dashboards and UI in 
traditional routing mode, then migrate when ready

• Aide on-boarding (via ZTP), software lifecycle 
management, increased visibility and configuration 

• Benefit from similar SD-WAN workflows introduce 
additional automation for SASE and Cloud 
integration

Goal:
Ensure successful SD-WAN migration* by providing proper tooling 

and support

Available 
Starting in 

20.12

* 20.12 provides migration to SD-Routing. Migration to SD-WAN from SD-Routing will be added in coming sw releases.

BRKENT-1039 21
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IOS XE 17.12 / Catalyst Manager 20.12

SD-WAN Manager support
For autonomous mode routers.

Device onboarding
Establish secure channel between IOS-XE routers (in autonomous 
mode) and Catalyst Manager.

Device monitoring
CPU, disk, interface status and statistics, notification, alarm, 
events.

Device troubleshooting
SSH, ping, traceroute.

Software lifecycle management

IOS XE 17.13 / Catalyst Manager 20.13

Infra enhancements
• Control connection resilience

• App performance monitoring

• Security monitoring

• Scheduled software upgrades

Configuration support
• Parcel based Configuration Groups

• CLI based Configuration Groups

Cloud OnRamp for multi-cloud
• Branch Connect to AWS

• Branch Connect to Azure

Troubleshooting
• Speed test

• Packet capture

Securty configuration using policy groups
• NGFW

• UTD (URL-F, IPS/IDS, AMP)

SD-Routing Feature Highlights

Multi-tenancy support

BRKENT-1039 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 23
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• Autonomous mode device authenticated by SD-WAN Validator, Managed 
by SD-WAN Manager 

• No control connections to SD-WAN Controller

• Helps with Managing, Monitoring and Troubleshooting all from one place

SD-Routing Mode

netconf-yang
sd-routing

organization-name <org_name>
site-id <site_id>
system-ip <system_ip>
vbond ip <vbond_ip>
vbond port <vond_port>
wan-interface <wan-interface>

netconf-yang
sd-routing
organization-name <org_name>
site-id <site_id>
system-ip <system_ip>
vbond ip <vbond_ip>
vbond port <vond_port>
wan-interface <wan-interface>

24BRKENT-1039

SD-Routing Mode
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Feature: Onboarding – New Hardware Device
IOS XE17.12

BRKENT-1039

Device 
onboard to 
SD-WAN 
Manager

Reset device using controller-
mode reset to start PnP Process

Add device to PnP Portal

SD-WAN Manager Quick 
Connect Workflow

Plug and Play Onboarding

Device 
onboard to 
SD-WAN 
Manager

Copy the bootstrap file to 
device and execute controller-

mode reset 

Uploading .csv or serial.viptela
file to SD-WAN Manager

SD-WAN Manager Quick 
Connect Workflow

Bootstrap Onboarding

Export Bootstrap config as 
ciscosdwan.cfg
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Device 
onboard to 
SD-WAN 
Manager

Install root-ca if Enterprise 
certs

Uploading .CSV file to SD-
WAN Manager

Add SD-Routing config in 
device

Manual Onboarding

26

Feature: Onboarding – Existing Hardware Device
IOS XE17.12

BRKENT-1039

Device 
onboard to 
SD-WAN 
Manager

Copy the bootstrap file to 
device and execute ”sd-
routing bootstrap load” 

Uploading .CSV or serial.viptela
file to SD-WAN Manager

SD-WAN Manager Quick 
Connect Workflow

Bootstrap Onboarding

Export Bootstrap config as 
ciscosdwan.cfg

Device 
onboard to 
SD-WAN 
Manager

Add SD-Routing config in 
device

One Touch Provisioning 
Onboarding

SD-WAN Manager claim the 
device in ‘Unclaimed Devices’
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Feature: Onboarding – Catalyst 8000V
IOS XE17.12

BRKENT-1039

Device 
onboard to 
SD-WAN 
Manager

Copy the bootstrap file to 
device and do controller-

mode reset

SD-WAN Manager Quick 
Connect to add device

Export Bootstrap config in SD-
WAN Manager

New Device - Bootstrap

Device 
onboard to 
SD-WAN 
Manager

Install root-ca if Enterprise 
certs

Add SD-Routing config in 
device

Existing Device - Manual

Generate the Certificate signed 
request, sign it by CA

Copy certificate to device and 
install it

Device 
onboard to 
SD-WAN 
Manager

Add device to SD-WAN 
Manager through PnP or 
upload serial.viptela file

Fetch UUID and Token ID from 
SD-WAN Manager then execute 

“request platform” on device

Existing Device - Activate 
using Chassis Number 

and Token ID

Add SD-Routing config in 
device

Install root-ca if Enterprise 
certs
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Feature: Lifecycle Management
IOS XE17.12

BRKENT-1039

• Monitor Device

• SSH Terminal

• Ping

• Traceroute

• Real Time Data

• Admin Tech

• Notifications / Alarms/ Events

• Software Management

28BRKENT-1039
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Feature: Lifecycle Management

SSH Terminal

Ping

Trace Route

Real Time Data

Monitor Device

Admin Tech

Notifications/ Alarms/ Events

Software Management

Speed Test – 20.13/17.13

Packet Capture – 20.13/17.13

BRKENT-1039 29
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SSH Terminal

Ping

Trace Route

Real Time Data

Monitor Device

Admin Tech

Notifications/ Alarms/ Events

Software Management

Speed Test – 20.13/17.13

Packet Capture – 20.13/17.13
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Feature: Lifecycle Management Contd..
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SSH Terminal

Ping

Trace Route

Real Time Data

Monitor Device

Admin Tech

Notifications/ Alarms/ Events

Software Management

Speed Test – 20.13/17.13

Packet Capture – 20.13/17.13
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Feature: Lifecycle Management Contd..
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SSH Terminal

Ping

Trace Route

Real Time Data

Monitor Device

Admin Tech

Notifications/ Alarms/ Events

Software Management

Speed Test – 20.13/17.13

Packet Capture – 20.13/17.13
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Feature: Lifecycle Management Contd..
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SSH Terminal

Ping

Trace Route

Real Time Data

Monitor Device

Admin Tech

Notifications/ Alarms/ Events

Software Management

Speed Test – 20.13/17.13

Packet Capture – 20.13/17.13
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Feature: Lifecycle Management Contd..
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SSH Terminal

Ping

Trace Route

Real Time Data

Monitor Device

Admin Tech

Notifications/ Alarms/ Events

Software Management

Speed Test – 20.13/17.13

Packet Capture – 20.13/17.13
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SSH Terminal

Ping

Trace Route

Real Time Data

Monitor Device

Admin Tech

Notifications/ Alarms/ Events

Software Management

Speed Test – 20.13/17.13

Packet Capture – 20.13/17.13
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SSH Terminal

Ping

Trace Route

Real Time Data

Monitor Device

Admin Tech

Notifications/ Alarms/ Events

Software Management

Speed Test – 20.13/17.13

Packet Capture – 20.13/17.13
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Feature: Lifecycle Management Contd..
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SSH Terminal

Ping

Trace Route

Real Time Data

Monitor Device

Admin Tech

Notifications/ Alarms/ Events

Software Management

Speed Test – 20.13/17.13

Packet Capture – 20.13/17.13
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SSH Terminal

Ping

Trace Route

Real Time Data

Monitor Device

Admin Tech

Notifications/ Alarms/ Events

Software Management

Speed Test – 20.13/17.13

Packet Capture – 20.13/17.13
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Deploy policy group

Create Policy Group, attach 
devices

Security Policy Workflow

Create ConfigGroup

Create Security Policy

Add sub-policy: zone, 
classification, inspection profile 

Intent realized

SD-branch model
Thick branch with routing and security

SD-Routing DIA w/ security 

Branch Office

SaaS

Internet

Integrated Security 
Enabled

Firewall
IPS

URL 
Filtering

AMP/TG

* UCS-E Compute with UTD services

Feature: Secure Internet Access with NGFW
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Feature: Security Monitoring at Network level
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2. Firewall

3. Intrusion Prevention

4. URL Filtering

1. Device 360 View

5. AMP

BRKENT-1039BRKENT-1039 41

Feature: Security Monitoring at Device level
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2. Firewall

3. Intrusion Prevention

4. URL Filtering

1. Device 360 View

5. AMP
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Feature: Security Monitoring at Device level
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2. Firewall

3. Intrusion Prevention

4. URL Filtering

1. Device 360 View

5. AMP
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Feature: Security Monitoring at Device level
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2. Firewall

3. Intrusion Prevention

4. URL Filtering

1. Device 360 View

5. AMP
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Feature: Security Monitoring at Device level
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2. Firewall

3. Intrusion Prevention

4. URL Filtering

1. Device 360 View

5. AMP

BRKENT-1039BRKENT-1039 45

Feature: Security Monitoring at Device level
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On-prem DC/Branch

C8K

AWS 

Transit 

Gatewa

y

Production VPC

VPC Attachment

AWS Region 1

Intern
et

IPsec Tunnels

Engg VPC

Attach Site

Create TGW

Define Intent

Branch Connect Workflow

Create ConfigGroup

Apply running config in CLI 
profile

Attach device and deploy

Intent realized

BRKENT-1039 46

Feature: Cloud onRamp for Multi-cloud
Supports Branch Connect to AWS and Azure
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Feature: Application Performance Monitoring
IOS XE 17.13

BRKENT-1039

performance monitor context APP_PM_POLICY profile aggregated-application
exporter destination local-controller source NULL0
traffic-monitor art-aggregated  interval 300 class-and APM_FILTER1 sampling-interval 100

Interface GigabitEthernet1
performance monitor context APP_PM_POLICY

Required configuration

• Application Performance Monitoring provide the monitoring capabilities of Application 
performance. User can monitor Application Performance status via Overview page or 
detailed Application table view or heatmap view.

• Only DIA interfaces are supported in SD-Routing
• The required configs are only supported via device CLI and CLI based Configuration 

Group (CG)

Overview
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2H CY24 Future

Simplified Experiences Roadmap

• Migration use cases
• vAnalytics
• App. experience: AppQoE, DAPR
• 3rd party SSE
• Cloud enhancements: CloudWAN
• Platform support: uCPE

• Device lifecycle management

• TLS/SSL Proxy via unified security policy workflow

• Cisco Secure Access integration
• Focused config. support for WAN VPN use 

cases (DMVPN, FlexVPN, BGP etc.) through 
add-on CLI parcels (utilizing YANG 
modelling)

• SD-Routing license management
• SWIM enhancements
• Security enhancements: unified logging

BRKENT-1039 48
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SD-Routing Roadmap

49BRKENT-1039

17.12/20.12

• Device lifecycle management
• Monitoring
• Troubleshooting
• On-premise controllers
• CD-SDR to be enabled in Q3FY24*
• Platform support: C8K, ISR1K/4K, 

ASR1002-HX,ASR1001-HX

FutureAug 2024Apr 2024Dec 2023Aug 2023

* Existing SD-WAN cloud controllers (running 20.12/17.12) can be used for SD-Routing also. CD-SDR  to be enabled in Q2FY24 with 17.12.X 

17.13/20.13

• ZBFW, AMP, TG, IPS/IDS via unified 
security policy workflows

• Security events monitoring
• Branch connect to AWS TGW/Azure 

vHub
• Add-on CLI config-group, system config
• Application visibility

17.14/20.14

• TLS/SSL Proxy via unified security 
policy workflow

• Cisco Secure Access (SSE) 
integration

• Focused config. support for WAN 
VPN use cases (DMVPN, FlexVPN, 
BGP etc.) through CLI config-
groups/parcels

17.15/20.15

• Configuration support enhancements
• NWPI
• Monitoring enhancements
• SD-Routing license management
• SWIM enhancements
• Security enhancements: unified 

logging

Beyond 17.15/20.15 (not committed)

• Migration use cases
• vAnalytics
• App. experience: AppQoE, DAPR
• 3rd party SSE
• Cloud enhancements: CloudWAN
• Platform support: uCPE

Cisco roadmap disclaimer: Many of the products and features described herein remain in varying stages of development and will be offered on a when-and-if-available 
basis. 
This roadmap is subject to change at the sole discretion of Cisco, and Cisco will have no liability for delay in the delivery or failure to deliver any of the products or features 
set forth in this document.
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In 17.13

• Catalyst 8000V

• Catalyst 8500 / 8500L

• Catalyst 8300

• Catalyst 8200 / 8200L

• ASR1001-HX*, ASR1002-HX*

• ISR4461*

• ISR1000 (Except ISR1100(X)-4G/6G/LTE)

* Monitoring only

In 17.12

• Catalyst 8000V

• Catalyst 8500 / 8500L

• Catalyst 8300

• Catalyst 8200 / 8200L

• ASR1001-HX, ASR1002-HX

• ISR4000

• ISR1000 (Except ISR1100(X)-4G/6G/LTE)

SD-Routing Supported Platforms
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Q2-CY2024

ISR4K**, ASR1K**

Cloud-delivered controllersOn-premises controllers

Catalyst 8000 DNA-P-<Tier>-E/A-YY​

ISR1K

SDR-P-ISR1K-MON

Catalyst 8000 DNA-CDCS-<Class>-E/A-YY

DNA-CDCS-<Class>-E/A-YY

Coming soon

✓

✓

✓

✓

✓✓

✓

✓

Configuration

Monitoring

ISR4K**, ASR1K** SDR-P-<PF>-MON
SDR-C-<PF>-MON

✓ ✓

Available

✓

DNA-P-<Tier>-E/A-YY​ ✓

SDR-C-ISR1K-MON

ISR1K

* Monitoring license provides ZTP, monitoring, SWIM, troubleshooting. For configuration support on ISR1K, DNA or DNA-CDCS is required
** ISR4K and ASR1K would not support configuration.

5252

SD-Routing Licensing
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What are the license requirements for adding SD-
Routing device to my existing SD-WAN deployment?

Which platforms are supported with L-SDR-
Monitor license ?

Can I order controllers through L-CONTROLLER-
ADD for SD-Routing?

DNA or L-SDR-MONITOR is required  for adding SD-
Routing devices into existing non-CDCS SD-WAN 
controllers.

ISR1K, ISR4K, ASR1K (ASR1002-HX, ASR1001-HX only).

Cloud controllers for SD-Routing will be available only 
through CD-SD-Routing MLB. So, L-CONTROLLER-ADD 
can not be used for ordering controllers for SD-Routing.

SD-Routing 
Licensing FAQs

BRKENT-1039 5353
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I have Catalyst 8300 in autonomous mode with 
active DNA subscription. Am I entitled for SD-
Routing with on-prem controllers ?

I have Catalyst 8300 in autonomous mode with 
active DNA subscription. What’s the license 
required to use cloud-delivered controllers ?

Is SD-Routing capability available perpetually?

Yes. Active DNA subscription provides entitlement for 
SD-Routing (for remaining term) with on-prem 
controllers.

For customers having existing active DNA license for 
autonomous mode, to use CD-SD-Routing, DNA needs to 
be cancelled and DNA-CDSDR need to be booked 
through L-DNA-CDSDR.

SD-Routing will be available through term-based 
subscription.

SD-Routing 
Licensing FAQs

BRKENT-1039 5454
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Key Business Outcomes delivered by Cisco 
Catalyst SD-Routing
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Simplicity and agility
• Intuitive automated device 

lifecycle orchestration

• Rich network monitoring and 
assurance

OpEx reduction
• Single management platform for 

Catalyst SD-WAN and routing

Future-ready WAN
• Simplify migration to SD-WAN

• Branch to multi-cloud integration

Multi-layered Security
• Powerful security capabilities on the 

router

• Seamless integration with cloud 
security
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Will enable following capabilities for routing devices:

• Device lifecycle management

• Monitoring and assurance

• Software-defined security policy

• Software-defined multi-cloud integration

SD-Routing

Single management platform for all WAN use 
cases
▪ Same workflows, tools, UI for SD-WAN and Routing

Reduce operational expenditure
▪ Secure device on-boarding, troubleshooting, SWIM

Support routing customer journey to multi-cloud
▪ Continued innovation towards cloud integration

Support multi-layered security
▪ Configuration and management for on-prem security, 

Cisco Secure Access and third-party SSE

Easier migration to SD-WAN
▪ Migration capabilities from Routing to Catalyst SD-WAN

Service assurance
▪ Monitoring, Application Performance Monitoring, Network wide 

path insights, Catalyst Analytics, ThousandEyes

Ease of migration across generations
▪ Migration capabilities from legacy platforms to Cat8K
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Power Your WAN with 
Cisco SD-Routing

- Scan the QR code to learn more 
about how Cisco SD-Routing can 
modernize routing for your network

- Visit the Catalyst SD-Routing/SD-
WAN demo booths in World of 
Solutions

BRKENT-1039 59



Thank youThank you




