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Now more than ever, experiences matter

Customer
satisfaction

Competitive
differentiation
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Employee
retention
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Isco SD-Routing ‘

- Scan the QR code to learn more
about how Cisco SD-Routing can
modernize routing for your network

- Visit the Catalyst SD-Routing/SD-
WAN demo booths in World of
Solutions
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- Introduction

- What is SD-Routing

- SD-Routing Use Cases
- Features & Roadmap

- Licensing

- Demo

- Takeaway
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Introduction
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Why do organizations need infrastructure
transformation today?

Cloud adoption and the Depend on connections Growing scale escalates
future of work across laaS, SaaS, PaaS network, security demands

To keep pace, organizations must transform to:

& 3

Connect users everywhere to Secure users’ access and provide Automate network operations and
applications anywhere protection from threats provide actionable insights
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Today’s WAN with Traditional Routing and SD-
WAN

) @ ¢

Manual SD-WAN migration
O,

i SD-WAN Traditi_onal
Fabric Routing

SD-WAN Migration slowed by different tools across SD-WAN and Routing

SD-WAN SD-WAN SD-WAN
Controller Validator Manager

cisco L{V&/
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Separate management

Lack of security integration

Lack of cloud integration



Cisco Secure WAN Edge

Deliver a Secure WAN Edge for Connecting users, places and things to applications anywhere.
Branches, Campus, Data Center, Cloud Edge, Home / Coffee Shops

SD-Routing SD-WAN Multi cloud

§  Full Stack Branch * App Perf Optimization * Cloud On-Ramp %
5,‘3 * MSP Business VPN » Secure Internet Access » SaaS Optimization g'))
()

£« Voice Optimization « Operational Simplification « Middle-Mile Optimization §

9}
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Capabilities

Cisco Secure WAN

Users Devices Branches DC SaaS laaS XaaS
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What is
SD-Routing
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Introducing SD-Routing

Transform the user experience in routing

Branch/HQ
Ldomifim
sse= . - oracLe SAP
< S Trad|t|.0n3| " DC/Private cloud
) @) Routing :
- : Deployment P

aws ® Microsoft 365

Catalyst SD-WAN Manager B Micosoft 2 Google Cloud

Azure
" webex % Dropbox
ZTP e
. Users
Monitoring Troubleshooting

Configuration
Software upgrade

Simplicity and Agility OpEx Reduction Future-Ready WAN Multi-layered Security



SD-Routing Key Capabilities
O
Device Lifecycle Management

Software-defined Security
Policy

cisco L{V&/

Monitoring and Assurance

&

Software-defined Multi-cloud
Integration

ENT-1039 © 2024 Cisco and/or its affiliates. All rights
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Single Management Platform for your WAN

cisco Li/&/

SD-WAN
Fabric

~ Unfiedmanagement
- 00 webex @ —
o P O scamemamimen

adl s -, Cloud for SD-WAN and Routing

| eC

D
3 ;
of o (Wi
:
- Cloud On-pre .
Security. SD-Routing

Same cloud workflows
for SD-WAN and SD-Routing

Smoother migration from SD-Routing to SD-WAN

SD-WAN SD-WAN SD-WAN
Controller Validator Manager

* On Roadmap for Routing. Fully supported with SD-WAN today.
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SD-Routing

FAQs

cisco L{V&/

Can SD-Routing co-exist with SD-WAN ?

Yes, same set of controllers can be used to manage SD-
WAN and SD-Routing.

Is SD-Routing yet another mode like Autonomous
mode and Controller mode on IOS-XE routing

devices ?

SD-Routing can be enabled on a device working in
Autonomous mode. So, SD-Routing provides add-on
capabilities on top of Autonomous mode.

Which routing platforms will be supported with
SD-Routing?

Catalyst 8000 Series, ISR4000 Series, ISR1000 Series,
ASR1000 Series (ASR1001-HX, ASR1002-HX only) are
currently supported with SD-Routing.

BRKENT-1039 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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SD-WAN vs SD-Routing

Architecture Components

SD-WAN deployment SD-Routing deployment

SD-WAN Validator ~ SD-WAN Manager  SD-WAN Controller SD-WAN Validator SD-WAN Manager

SD-WAN
Fabric
-
A ) |
: oy R gy — =i e " |
e e HETTRETED WRENY e S
*
ISR 1000 ISR 4461 Catalyst 8000V Catalyst 8200 uCPE C8300-uCPE* Catalyst 8200, 8200L Catalyst 8300
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Capabilities: Catalyst SD-WAN vs SD-Routing

SD-Routing

-

» Device Lifecycle management
» Configuration support for all features in

» Security : On-prem security features
» Security : SIG integration *

» Cloud : Site to cloud connectivity

* Migration facilitation *

» More features on upcoming releases

\

WAN branch and aggregation use case*

~

« Monitoring (application, device stats, etc)

/

* On the roadmap

cisco Ld{a/./

/ Catalyst SD-WAN

+  SD-WAN Analytics
&NAN Insights

SD- WAN Controller dependent features
Automatic fabric/connectivity setup

Application Aware Routing with dynamic path selection
Control policies - for logical topology and route control
Data policies - for data plane manipulation
Identity/SGT-based firewall

SIG intelligent traffic steering

AppQoE - DRE, FEC, Pkt dup, TCP Opt

Service chaining

SDCI - Site to Site, Site to Cloud

Cloud - Site to Site over CSP backbone
Cloud OnRamp for SaaS

Cloud OnRamp for ColLo

BRKENT-1039
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Use Cases
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Scenario

SD-WAN Manager.

Goal:

Single NMS to manage all I0S-XE routers
Benefits:
WAN architecture

both environments

Simplifies entire network management approach regardless of
Consistent networking policies across both operating modes

Reduction in operational cost since same person can manage

Facilitates cross-domain expertise with consistent dashboards

cisco L{V&/

BRKENT-1039

» Management of both Controller mode and Autonomous mode routers via Catalyst

Use Case 1: Simplified Management

aws
—

= T;f.’.i“"“ s
1 webex

D Google Clou

gt

(@)

%= propbox
Traditional WAN

SaaS/laaS
Catalyst SD-WAN Manager

DC/Private
Cloud

o

Y

e

Branch/HQ

Cisco Secure WAN
(SD-Routing or SD-WAN)

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Use Case 2: Traditional Routing Management

Scenario

easal

» Traditional routing WAN deployment looking to modernize their full-stack

management approach

Goal:

Deploy intuitive, and scalable centralized NMS that can coexist
with existing in-house management tools

Benefits:

»  Complement DIY with turnkey management solution

* Automate Multi-cloud and SASE connectivity

+  Optimize Guided workflows for routine tasks (software
upgrades, config update, VPN setup, security policy
change)

» Easily pivot to Catalyst SD-WAN when customer is ready

CCCCCCCC

cisco W./ BRKENT-1039 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Use Case 3: Distributed Security Policy Enforcement

Scenario

» Managing security policy on a device-by-device bases is inefficient and can cause inconsistency.
» Lack of integration with Cisco architectures that allow dynamic policy (Ex: SGT)

Goal:
Manage and push consistent security policies to WAN Edge Q
devices A, , X
o Public .L
. Al
Benefits: =

*  Optimize branch-to-branch performance by using

embedded security instead of Cloud
* Reduces costs attached to SIG/SSE* services by Branch [\"\\

Data Center Services

enabling embedded security at WAN edge P\ ﬁl — —
* Improved app experience and latency reduction by %‘/.( — g
applying local security policies R"” Internet —eQ

«  Common SecOps dashboard for visibility,
monitoring & Reporting, and security threats UL SefP“S”tV mcv s ons
iferi Proxy Seqjﬂtv

Filteri
2 S B 9 4 O

1
2

SecOps

W / * Coming in 17.14/20.14 sw release Admin
c 1 sco &. BRKENT-1039 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 20




Use Case 4: Simplified Migration

Scenario

» Customers may wish to migrate towards a software defined implementation, using a measured approach.

Goal:
Ensure successful SD-WAN migration* by providing proper tooling * SD-WAN
and support Secure Q
Enterprise
WAN Customer A
« Early adopter of SD-WAN
BenefItS Customer ;u\l Branch SD-Routing
utomation
Use cases
+ Gain familiarity with dashboards and Ul in BuSto e B
traditional routing mode, then migrate when ready e - Evaluating SD-WAN migration
« Aide on-boarding (via ZTP), software lifecycle Provider
. T . . Ed:
management, increased visibility and configuration =
» Benefit from similar SD-WAN workflows introduce @
additional automation for SASE and Cloud O
integration B Customer C
VPN « Satisfied with routing
* Requires cloud/security integration and modern management
[I®
/ *20.12 provides migration to SD-Routing. Migration to SD-WAN from SD-Routing will be added in coming sw releases.
c 1 sco M BRKENT-1039 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Features &
Roadmap
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SD-Routing Feature Highlights

IOS XE 17.12 / Catalyst Manager 20.12
SD-WAN Manager support

For autonomous mode routers.

Establish secure channel between IOS-XE routers (in autonomous
mode) and Catalyst Manager.

CPU, disk, interface status and statistics, notification, alarm,
events.

Device troubleshooting
SSH, ping, traceroute.

Software lifecycle management

Multi-tenancy support

cisco L{V&/

IOS XE 17.13 / Catalyst Manager 20.13

Infra enhancements
Control connection resilience
App performance monitoring
Security monitoring
Scheduled software upgrades

Parcel based Configuration Groups
CLI based Configuration Groups

Branch Connect to AWS
Branch Connect to Azure

Troubleshooting
Speed test
Packet capture

Securty configuration using policy groups
NGFW
UTD (URL-F, IPS/IDS, AMP)

BRKENT-1039 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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SD-Routing Mode

SD-Routing Mode ™

- Autonomous mode device authenticated by SD-WAN Validator, Managed
by SD-WAN Manager

- No control connections to SD-WAN Controller
\_ - Helps with Managing, Monitoring and Troubleshooting all from one place

J

<org_name>
<site_id>

<system_ip>
<vbond_ip>
<vond_port>
<wan-interface>

cnsooz£¢}@h/
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Feature: Onboarding - New Hardware Device

IOS XE17.12

cisco Li/&/

Plug and Play Onboarding

Add device to PnP Portal

SD-WAN Manager Quick
Connect Workflow

Reset device using controller-
mode reset to start PnP Process

Device
onboard to
SD-WAN
Manager

Bootstrap Onboarding

Uploading .csv or serial.viptela
file to SD-WAN Manager

SD-WAN Manager Quick
Connect Workflow

Export Bootstrap config as
ciscosdwan.cfg

Copy the bootstrap file to
device and execute controller-
mode reset

Device
onboard to
SD-WAN
Manager

BRKENT-1039 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Feature: Onboarding - Existing Hardware Device

|IOS XE17.12

Manual Onboarding

Uploading .CSV file to SD-
WAN Manager

Add SD-Routing config in
device

Install root-ca if Enterprise
certs

Device
onboard to
SD-WAN
Manager

cisco Li/&/

Bootstrap Onboarding

Uploading .CSV or serial.viptela
file to SD-WAN Manager

SD-WAN Manager Quick
Connect Workflow

Export Bootstrap config as
ciscosdwan.cfg

Copy the bootstrap file to
device and execute "sd-
routing bootstrap load”

Device
onboard to
SD-WAN
Manager

BRKENT-1039

One Touch Provisioning

Add SD-Routing config in
device

SD-WAN Manager claim the
device in ‘Unclaimed Devices’

Device
onboard to
SD-WAN
Manager

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Feature: Onboarding - Catalyst 8000V

IOS XE17.12
New Device - Bootstrap Existing Device - Manual Existing Device - Activate
using Chassis Number
SD-WAN Manager Quick Add SD-Routing config in and Token ID
Connect to add device device

Add device to SD-WAN

— Install root-ca if Enterprise Manager through PnP or

Export Bootstrap config in SD- certs upload serial.viptela file

WAN Manager
Add SD-Routing config in

Generate the Certificate signed device
) request, sign it by CA
Copy the bootstrap file to d 2 2 Install root-ca if Enterprise
device and do controller- certs
mode reset Copy certificate to device and
Py install it Fetch UUID and Token ID from

SD-WAN Manager then execute
“request platform” on device

Device Device Device
onboard to onboard to onboard to
SD-WAN SD-WAN SD-WAN
Manager Manager Manager

c 1 sco L‘V&~/ BRKENT-1039 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Feature: Lifecycle Management

I0OS XE17.12

n
=
g
F
o
4

* Monitor Device e a-
« SSH Terminal

+ Ping o
« Traceroute T ——————
« Real Time Data |

« Admin Tech
* Notifications / Alarms/ Events

« Software Management

c 1 sco L‘V&~/ BRKENT-1039 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Feature: Lifecycle Management

= Cisco Catalyst SO-WAN Salect Resource Groupw Manitor - Overview SD-ROUTING MODE 45
Monitor Device Overview o o
NTROLLERS LIGENSING REBOOT
1 1 0 0
Validator Gontraller Manager Reachable Warming Assigned Last 24 brs
Actions
Site Health o MUAN Edaa Wasis -
= CiscoCar elect Resource Groupe @ An Sites Manitor - Devices so-ROUTIVG MODE 2T
Overview Logs
2 Devices = -
STz ertificate Licensing
) A
Devices (12) 1. Export
L]
e @ . .
a v
As of: Nov 15, 2023 05:07 PH
vmanage sme_t 1 0 .
SITE_ 1 1 0 .
400 IN1S4T2X (SO-Routng)  SITE_1 11 0 EFM .
R110-5.C-2 B300-1H15-4T2X (SD-Rout STE_T nm a o/0 @ M .
BRIZ0-London  CRSOD-1ZXA0C (SD-Routing] SITE_T 11020 c ae oo 0ot 23, 20230203 FM
sR ceson sTE_ 11130 o /o .
bong TE1 112 a
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Feature:

SSH Terminal

CIsco

.&‘/

Lifecycle Management

Cisco Catalyst SD-WAN

Contd..

Monitor
) Rediscover Network
Configuration

o] ational Commands

ag Management

Administration

‘Workflows

> Analytics

Cisco Catalyst SD-WAN

Tools + SSH Terminal

1.1.1.900

= Cisco Cataly

Overview

Devices

onfiguration

Tunnels

Tools .
o8 Applications

Maintenance Security

VPN ¢

Administration

Logs
Workfl

Multicloud

Reports

SD-AVC Cloud Connector

Analytics

cl R Group= @ All Seonitor - Devices =

As of: Now 27, 2

SITE_1 111

Alarms
Events

Real Time

SSH Terminal
Troubleshaoting
Ping

Trace Route
Speedtest

Packet Capture
Underlay Discovery

Other Tools

BRKENT-1039

© 2024 Cisco and/or its affiliates. All rights reserved.
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Feature: Lifecycle Management contd..

gle

CIsco

.&‘/

Cisco

Devices

Devices Certificates

FILTERED BY

ality - Edge

SUMMARY

Health
Reachable

Personality

vSmart

vBond

vManage
O Edge

Control Status

Al Sites

Overview

Devices (9)

BR100-NY

Monitor - Devices SD-

Site Mame

SITE_100

Events
Real Time

SSH Terminal
Troubleshooting
Ping

Trace Route
Speediest

As of: Nov 15,2
Packet Capture

Underlay Discovery

1.1.1.100 T Other Tools

BR110-5JC-1

LUSTY

C8300-1M)

BR120-London

e Group™ Monitor - Devices - Device 360

BR110-5JC-1 111110 Name 110 Device Model: CE300-1N1S-4T2X {SD-Routing)

[ 101010 - ipwd - 10.0.0.10% N -
Propes @ icMe O TCP
s est P
Advanced Options
Summan
v Output:
Packsts Transmitted 5
Packsts Received 5
Packet loss (3%) o
Round Trip Time
| Avg rit: 0543
Min (ms) 0.449  5(1408) | Rovd: 5 (140B) | Lost: 0 (0%)
Niping done: 1 1P address pinged
W o 0714

BRKENT-1039

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Feature: Lifecycle Management contd..

Davicos

Trace Route R e : pe——

cisco M-/ BRKENT-1039 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



Feature: Lifecycle Management contd..

= Cisco Catalyst SD-WAN ./ Select Re

Monitor - Devices - Device 360 @

vices > System Status

ct Device BRI0O-NY | 1.1.1.100

e 100 Device Modsl: CB300-1H15-6T (SD-Routing)

Firewall

90 days) /M Crash

Intrusion Prevention
URL Filtering

Advanced Malware Protection

Module H (7 Power Supply
TLSISSL Decryptio
g& Fans (Total 4) PO p2
Umbrella DNS Re-direct 0 = r 1 -
= Cisco Catalyst SD-WAN () select Resource Group~ Monitor - Devices - Device 360 = 0

Devices > Real Time

. s u
F | l I I Even s e ) ~

e a | I e D ata ' Select Device BR100-NY | 1.1.1.100  Site Name 100  Device Model: C8300-1N1S-6T (SD-Routing) (i)
ACL Logs d

Traubleshaoting

Device Options

Real Time Hiewall AAA Users.
Intrusion AAA Servers
K Control Connections N7
URL Filtering Q  Search vV
Control Connection History
Advanced Malware Protection
Control Local Properties Total Rows: 10 Q
TLS/SSL Decryption Control Summary
Property Control Statistics [lue
Umbrella DNS Re-direct
Control Valid vEdge Routers
Device groups  control Valid vManage ID No groups"]
Control Connections
Control WAN Interface Infermation
System Status Pomain 1D Hardware Alarms
Events Hardware Environment
Hostname R100-NY
Hardware Inventory
ACL Logs
Hardware System Data
Last Updated 5 Nov 2023 5:03:48 PM EST
Troubleshooting Interface Detail
Real Time Latitude 40.7484

ciIsco 'p//
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Feature: Lifecycle Management contd..

Generate admin-tech File x

Cisco Catalyst SD-WAN

BR100-NY|1.1.1.100 Site ID: 100 Device Model: vedge-C8300-1N1S-6T-SD-ROUTING

: Generate admin-tech file for vedge-C8300-1N15-6T-SD-ROUTING
Monitor
This process may take several minutes. After you click Generate, you cannot interrupt the process
even if you close this window.

Configuration
For each device, you can generate only one admin-tech file at a time.

Note: After admin tech is generated on the device, the admin tech will be copied to vManage and
deleted from the device. Admin Tech List on vManage can be accessed from " Show Admin Tech

gement Jere
is

Maintenance

& Feedback

Inciude: @ Logs [)core (@ Tech

oup ™ Tools - Opel

= Cisco Catalyst SD-WAN

Workflows Device Group

Device Group (12)

Admin Tech

Show Admin Tech List Generate Close

Generate Admin Tech for vM;
me Device Model site 1D Site Name System I Chassis Number/ID Actiol
nanage vManage 1 SITE_1 1101 6cd963d3-d08e-4721-801e-2286e652a08a

Generate Admin Tech
%) vsmart vSmart 1 SITE_1 1113 93bBee?f-7Thel-459¢
Retrieve Admin Tech from Device

vEdge Cloud (vBond) 1 SITE_1 1112 704 .
Operational Actions
C8300-1N1S6T (SD-Routing oo SITE_100 111100 CA300-INIS-6T-FOC
z -1 CB300-TN1S-4T2X (SO-Routing) 10 SITE.110 111110 CBI00-TNTS-4T2X-FDOZ431MOKS

c 1 S co &. BRKENT-1039 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Feature: Lifecycle Management contd..

= Cisco Catalyst S| ct R @ Al Sites Monitor - Logs SD-ROUTING MODE 2 =
Alarms  Events  Audit
o = Sele G B All Sites Monitor - Logs so-ROUTNGMODE %5 = (3
Overview  Devices
-
01, 01:01 o e 10
Alarms  Events  Audit Logs
Alarms
(10000 L SearchT 1) 24 Hours As of: Now 15, 2023 5:12 PM ()
- - - - C 1 B - - -
t-name BR120-Lond oows 200PM Mo AM oS, 0300AM  Now15.0S30AM  NovIS,0B00AM  Nov 1S, 1030AM Moy o P
p:1.1.1.120,colordefault host-nami Events = CiscoC: e Groupw B All Sites Monitor - Logs SO-ROUTNG MODE =5 =
(30) .

L I e
Notifications/ Alarms/ Events S I
Now 033 P . Audit Logs (6) 4 Export @

As of: Now 15, 2023 05:34 PM  {J
Nov 15,2023 3.0

i Use P Message Module eature
Mov 14,2023 07:29 PM serviet 342236479 Authentication failed for servlet, source IP: 34.223.64.79 user user
Mov 15,2023 12:05 PM system 110 Transfered root ca uuid list file to vBond-15030¢72-1172-4110-b180-c6 56cBc319c 7 vmanage-root-ca wmanag
Mov 15,2023 12:05 PM system 1111 Uploaded root ca wuid list file on vBoand-f5030¢7a-1172-4110-bI80-c656cBc319¢7 vmanage-root-ca manag
Nov 15, 2023 04: admin 10.26.161.66 Session session open request ssh ssh

ciIsco 'p/_/
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Feature: Lifecycle Management contd..

cisco W‘/

Cisco Catalyst SD-WAN

Monitor

Maintenance

Software Upgrade

Congratulations,You've scheduled software
upgrade

Nice job set up your software upgrade, What's next? We suggest taking a look

Start instantly with a single attempt

Let us know your software What's Next?
¥ upgrade

cwp-swomr

B8000be

1
e 172185216 universalkd.17.12.01.0.504_V17_12_0_19.8SA bin

Hitpboot/cB000ba-universalks 17,1, e .
Upgrade process
© Downioad and Upgrade ———
Scheduler
O now
[ —

BRKENT-1039 — - | I rights reserved. Cisco Public 36




Feature: Lifecycle Management contd..

Speed Test - 20.13/17.13

cisco L{{@/

910.29m 216.89uw

BRKENT-1039
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Feature: Lifecycle Management contd..

Deuices > Troubleshaoting > Packet Capture

Troubleshooting ~
wen- etertace for VBN - 0*
Trahc Fier
o— Sourca Pon [—
Bestinstion 1P Destination Port Bideectionat

Devices > Troubleshooting > Packet Capture

4 o ©

LA-Branch |2.1.1.1  SieName2  Device Mode: C800Ov (SD-Routing) (5

et et TP =G aT Fae reacy
vonr Interface for VPN - 0°

VPN -0 - GigabitEthernet] - ipvd - 198.18.130.5% o
Traffic Filter

Click here to download
. (300.13 K8)

Source IP Source Port Protocel (D

198181302 ] ]|

Destination IP Destination Port Bidirectional

\ | @0
Packet Capture - 20.13/17.13 - =

cisco M- BRKENT-1039 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Feature: Secure Internet Access with NGFW

-

SD-Routing DIA w/ security

1] Office 365
g‘- 32 Dropbox

SaaS

2 ‘e %)

PS
Firewall  URL AMP/TG
Integmeied Security
Enabled

Branch Office

SD-branch model

Thick branch with routing and security

~

cisco Li/&/

Security Policy Workflow

Create ConfigGroup

Create Security Policy

Add sub-policy: zone,
classification, inspection profile

Create Policy Group, attach
devices

Deploy policy group

Intent realized

BRKENT-1039

Firewall Rule Counter

Top Rules - Dropped v/

@ Minmd @ paciad @) Orecped

View Details

Top Threats

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

High Risk Signatures v

* UCS-E Compute with UTD services
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Feature: Security Monitoring at Network level

admin

CIsco

.&/

Monitor @ ausites v

k3

Overview @ Devices Tunnels Appli Logs Multicloud

TA AE 7 ecureX @

=

24Hours v Actions v

g

Firewall Rule Counter Top Rules - Inspected ~ Top Threats High Risk Signatures -

EMBEDDED_ZONE_1-s0q-SEQUENCE_1-em_

EMBEDDED_ZONE_1-seq-SEQUENGE_6-cm_
05-OTHER Bash CGI enviranment variable |

e Z | EMBEDDED_ZONE_0-seq-SEQUENCE_1-em._ Aok O
ule Hita ks Categories
e
- EMBEDDED_ZONE_1-seq-SEQUENCE_4-om_
0 0 o 10
Hit Gount e
Hit Count
@ Alowed @ inspactad @ Dropped @ High Ris Sgnaturea @@ Malklous Fies
View Details View Details
Intrusion Prevention Advanced Malware Protection
s I 2
P N
P
P 6
22 .
: fl :
I 2
i : H
e
I e I
! &
0z
0s ’ \
04 .
o [ :
0 0o —
2eM 026M G6PM OBPM  10PM TZAM  02AM  0AAM O6AM  CEAM  10AM 12PM 02PM CaPM OGPM Q3PM  10PM 124N O2AM  04AM  OEAM  CEAM  10AM
@ Lowra R @ Mo @ Claan ies Unknown Fies @ Mlicious Fies

View Details View Details

BRKENT-1039 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Feature: Security Monitoring at Device level

1. Device 360 View —_—

1718%
cpu

27.88%

c 1 S co M-/ BRKENT-1039 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 41



Feature: Security Monitoring at Device level

2. Firewall

cisco Li//p/_/

fal K admin

C8000v (SD-Routing
5507 2-LAN-INTERFACE-WAN-INTERFACE
N
Paticies Source Zone Destination zone Sequence Count No. of Bytes Transterrea % of Bytes Transterrea
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Feature: Security

3. Intrusion Prevention

Monitoring at Device level

“dstl Catalyst SD-WAN

Legend

cisco Li//p/_/
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Feature: Security Monitoring at Device level

4. URL Filtering

cisco Li//p/_/

eeeeee

BRKENT-1039
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Feature: Security Monitoring at Device

5. AMP

cisco Li//p/_/

= il Catalyst SD-WAN

File Reputation

File Name SHA-256(Hash

File Type

Disposition

Action

BRKENT-1039
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Feature: Cloud onRamp for Multi-cloud

Supports Branch Connect to AWS and Azure

AWS Region 1 Branch Connect Workflow
,-ProductionVPC __~ _____ Engg VPC. _
' rr ' rr Create ConfigGroup
,,,,,,, . ,,,,,,, ,,,,,,, . ,,,,,,, Apply running config in CLI
\ profile
VPC Attachment Attach device and deploy
AWS
Transit
Gatfwa Create TGW
PsedTurhels Define Intent

y Attach Site
_,I_' Intent realized

..CSK-
an

On-prem DC/Branch

cisco Lt/&~/ BRKENT-1039

Resource Groups
Select v

Monitor

Configuration

Tools

07 Maintenance

Administration

Workflows

Reports

}  Analytics

Explore

Cloud Provider

&
Intent Management - Connectivity G
=3

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Feature: Application Performance Monitoring

IOS XE 17.13
Overview

* Application Performance Monitoring provide the monitoring capabilities of Application
performance. User can monitor Application Performance status via Overview page or
detailed Application table view or heatmap view.

* Only DIA interfaces are supported in SD-Routing

* The required configs are only supported via device CLI and CLI based Configuration
Group (CQG)

Required configuration

performance monitor context APP_PM_POLICY profile aggregated-application
exporter destination local-controller source NULLO
traffic-monitor art-aggregated interval 300 class-and APM_FILTER1 sampling-interval 100

Interface GigabitEthernet1
performance monitor context APP_PM_POLICY

CISCO M‘/ BRKENT-1039
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Simplified Experiences Roadmap

*  Migration use cases
*  VvAnalytics

«  App. experience: AppQoE, DAPR
« 3" party SSE

* Cloud enhancements: CloudWAN
*  Platform support: uCPE

Cisco Secure Access integration

*  Focused config. support for WAN VPN use
cases (DMVPN, FlexVPN, BGP etc.) through
add-on CLI parcels (utilizing YANG
modelling)

+ SD-Routing license management

«  SWIM enhancements

«  Security enhancements: unified logging

CISCO M_/ BRKENT-1039
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SD-Routing Roadmap

17.13/20.13

ZBFW, AMP, TG, IPS/IDS via unified
security policy workflows

Security events monitoring

Branch connect to AWS TGW/Azure
vHub

Add-on CLI config-group, system config
Application visibility

Aug 2023 Dec 2023 Apr 2024

17.12/20.12 17.14/20.14

Device lifecycle management TLS/SSL Proxy via unified security
Monitoring policy workflow

Troubleshooting Cisco Secure Access (SSE)
On-premise controllers integration

CD-SDR to be enabled in Q3FY24* Focused config. support for WAN

Platform support: C8K, ISR1K/4K, VPN use cases (DMVPN, FlexVPN,
ASR1002-HX,ASR1001-HX BGP etc.) through CLI config-

groups/parcels

17.15/20.15

Configuration support enhancements
NWPI

Monitoring enhancements
SD-Routing license management
SWIM enhancements

Security enhancements: unified
logging

Aug 2024

Beyond 17.1 5/201 5 (not committed)

Migration use cases

vAnalytics

App. experience: AppQoE, DAPR
31 party SSE

Cloud enhancements: CloudWAN
Platform support: uCPE

Cisco roadmap disclaimer: Many of the products and features described herein remain in varying stages of development and will be offered on a when-and-if-available

basis.

. / This roadmap is subject to change at the sole discretion of Cisco, and Cisco will have no liability for delay in the delivery or failure to deliver any of the products or features
CISCO & set forth in this document.

BRKENT-1039
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SD-Routing Supported Platforms

In 17.12

- Catalyst 8000V

- Catalyst 8500 / 8500L

- Catalyst 8300

- Catalyst 8200 / 8200L

- ASR1001-HX, ASR1002-HX

- ISR4000

cisco L{Vp/_/

In 17.13

- Catalyst 8000V

- Catalyst 8500 / 8500L

- Catalyst 8300

- Catalyst 8200 / 8200L

- ASR1001-HX*, ASR1002-HX*
- ISR4461*

- ISR1000 (Except ISR1100(X)-4G/6G/LTE) -

ISR1000 (Except ISR1100(X)-4G/6G/LTE)

* Monitoring only

BRKENT-1039 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



Licensing
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SD-Routing Licensing

DNA—CDCS—<CIass>—E/A—YY//

SDR-C-ISRTK-MON /

ISRAK**, ASRTK** SDR-P-<PF>-MON \/ ISRAK**, ASRTK** SDR-C-<PF>-MON /

Coming soon
/ Configuration

/ Monitoring _

* Monitoring license provides ZTP, monitoring, SWIM, troubleshooting. For configuration support on ISR1K, DNA or DNA-CDCS is required
** ISR4K and ASR1K would not support configuration.

Q2-CY2024

SDR-P-ISR1K-MON /
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SD-Routing
Licensing FAQS

cisco L{V&/

What are the license requirements for adding SD-
Routing device to my existing SD-WAN deployment?

DNA or L-SDR-MONITOR is required for adding SD-
Routing devices into existing non-CDCS SD-WAN
controllers.

Which platforms are supported with L-SDR-
Monitor license ?

ISR1K, ISR4K, ASRT1K (ASR1002-HX, ASR1001-HX only).

Can | order controllers through L-CONTROLLER-
ADD for SD-Routing?

Cloud controllers for SD-Routing will be available only
through CD-SD-Routing MLB. So, L-CONTROLLER-ADD
can not be used for ordering controllers for SD-Routing.
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| have Catalyst 8300 in autonomous mode with
active DNA subscription. Am | entitled for SD-
Routing with on-prem controllers ?

Yes. Active DNA subscription provides entitlement for
SD-Routing (for remaining term) with on-prem
controllers.

| have Catalyst 8300 in autonomous mode with
S D _ R t active DNA subscription. What'’s the license
O U I n g required to use cloud-delivered controllers ?
" . For customers having existing active DNA license for
I_ I C e n S I n g FAQS autonomous mode, to use CD-SD-Routing, DNA needs to
be cancelled and DNA-CDSDR need to be booked

through L-DNA-CDSDR.

Is SD-Routing capability available perpetually?

SD-Routing will be available through term-based
subscription.

Cisco L‘V&~ BRKENT-1039 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 54



Demo
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Takeaway
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Key Business Outcomes delivered by Cisco
Catalyst SD-Routing

(0

Simplify migration to SD-WAN

SlmpI|C|ty and agility

Intuitive automated device
lifecycle orchestration

Branch to multi-cloud integration

Rich network monitoring and
assurance

OpEx reduction

Single management platform for
Catalyst SD-WAN and routing

Multi-layered Security

Powerful security capabilities on the
router

Seamless integration with cloud
security
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Single management platform for all WAN use

cases
. Same workflows, tools, Ul for SD-WAN and Routing

Reduce operational expenditure
= Secure device on-boarding, troubleshooting, SWIM

SD-Routing

Will enable following capabilities for routing devices:

Support routing customer journey to multi-cloud
= Continued innovation towards cloud integration

*  Device lifecycle management Support multi-layered security

= Configuration and management for on-prem security,

* Monitoring and assurance Cisco Secure Access and third-party SSE

- Software-defined security policy

Easier migration to SD-WAN

- Software-defined multi-cloud integration Migration capabilities from Routing to Catalyst SD-WAN

Service assurance
= Monitoring, Application Performance Monitoring, Network wide
path insights, Catalyst Analytics, ThousandEyes

Ease of migration across generations
= Migration capabilities from legacy platforms to Cat8K

QO DSOS O
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Isco SD-Routing ‘

- Scan the QR code to learn more
about how Cisco SD-Routing can
modernize routing for your network

- Visit the Catalyst SD-Routing/SD-
WAN demo booths in World of
Solutions

cisco Li%o/‘/
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