


Meraki Wireless AlOps &
Assurance

Optimizing Enterprise Wi-Fi at Scale

Richard Jang, Senior Product Manager

cisco L{V&/



Richard Jang

Senior Product I\/Ianager for Wireless AlOps & Assurance

Fields of Expertise

Wireless AlOps & Assurance for Meraki Cloud & Catalyst Center

Personal Life

Hobbies

Scan to add me on LinkedIn! — %%
[0 s

cisco M./ BRKEWN-2014 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 3


http://linkedin.com/in/jangrichard/

Cisco Meraki - The Who, What, When, Why?

Cisco Wireless (Meraki & Catalyst) Unification

Wireless AlOps & Assurance

‘ Focus Area and Vision
Day O { Al-Enhanced RRM
Assurance Overview

Wireless Overview
Roaming Analytics
AP Neighbor

- Alert Dashboard & Hub
Day N
- Al-Powered RCAs

. Conclusion

BRKEWN-2014 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




Cisco Meraki
The Who, What, When, Why
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Veraki at a glance
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Vlerakl at a glance

2006 FOUNDED CLOUD

NETWORKING

2012 ACQUIRED BY CISCO

TODAY 18+ YEARS DESIGNING
SCALABLE & SECURE

CLOUD ARCHITECTURE
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Cisco Meraki, Everything Network and [oT
Powered by AlOps & Assurance

::-'\'—.

Switching Mobile Device

(/) CUSTOM BUILT

developer.cisco.com/meraki

Tailored solutions ﬁ TECH PARTNERS
'@ meraki.com/marketplace

Built-in solutions

Ll »
Security and Cellular

Smart Sensors
Management SD-WAN Gateways Cameras

ACCESS

SECURITY AND IOT

BRKEWN-2014
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https://developer.cisco.com/meraki
http://meraki.com/marketplace

18 years of helping customers and partners
deliver exceptional User Experiences

Access Points Customer Meraki devices Countries
networks online in network

Thousand BILLION MILLION MILLION

Customers R _
Meraki Devices for the External API Daily end-user Daily splash
Largest Customer monthly calls devices pages served

Born in the cloud, growing daily, and
Trusted Everywhere

cisco L‘V&~/ BRKEWN-2014 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 11



Cisco Wireless Unification
The Best of Meraki & Catalyst
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Industry’s best & broadest Wi-Fi 6E portfolio

CleanAir® Pro

CleanAir® Pro

CleanAiLQlid(e}

Outdoor Access Points

BRKEWN-2014 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 13

Indoor Access Points
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Network Management

Meeting our customers where they are

. >

<
a |
On-prem On-prem/Cloud with Cloud
with Catalyst Center Catalyst Cloud Monitoring with Meraki
Use cases require Retain control on prem but Prefer cloud-enabled
on-prem delivery. use AlOps & Assurance in delivery for simplicity.
DIY IT model cloud to help run networks SaaS IT model

Cisco Wireless Mission: Deliver simplified outcomes to all customers

cisco M-/ BRKEWN-2014 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



Cloud Monitoring for Catalyst Wireless

On-premise functionality in the cloud | Deployed & monitored by you

Licensing
DNA Essentials
DNA Advantage

Wireless Models
WLC - 98xx
APs - 28xx, 38xx, 48xx,
C91xx, CW9I1xx

: e | | Tt N )|
Network Client and
Traffic Information
-1
-1
3|
Learn more: BRKEWN-2097 Monitoring Catalyst Wireless with the Meraki Dashboard 7th Feb, 16:00
cisco M / BRKEWN-2014 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



Cisco Wireless Strategy: Converged Experience

Policy Al-RRM Engine AlOps & Assurance APIs User/Application

(—/:u/clo:d\') hﬂ%%% @erhge

B C—1
|: ] ;| On-Prem with Cloud D
Customer Managed Hl:l Catalyst Center with Meraki :

On-prem/Public/Private Cloud

o & ! Common
E E K= Edge Platform
1
On-prem
Common
AP platform

cisco M- BRKEWN-2014 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 17




Wireless AlOps & Assurance
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Networks are More Complex Than You Think

People, places, Access Network Cloud connectivity Apps
and things networks services infrastructure (data center, cloud)

Wireless Direct Cloud
gateway connect providers

Wireless

Seattle, WA network

Corp devices ISP transit

Paris, France DNS

loT

Mobile
networks
—. . . 2g°° Datacenter

Cameras and infrastructure

sensors Chicago, IL

CIsco
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Cisco AlOps & Assurance Focus Areas and Vision

Network Devices Infra Connectivity
Network devices across wireless and Connections between network devices to the RF,
wired domains are up and operational. LAN, WAN, and Services are available and optimal.

| ~ Client Applications
Wireless & wired clients can Users can utilize applications with
sufficient performance when

needed.

leverage the network to access
data reliably.

Al-Driven Automation Proactive Issue Detection

Full-Stack Optimization Auto Issue Remediation

Cisco AlOps & Assurance enables great user experiences!

cisco L{{@/
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Simplify Network Management with AlOps & Assurance

Day O - Build

Design network device

placement *  Monitor User Experience Maintain Quality
: o : Experience
Deliver proper RF * Maximize uptime
coverage " Optimize & Troubleshoot
« Surface Critical Issues

Fine tune performance Automate performance

cisco M-/ BRKEWN-2014 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



DEVAL)

Al-Enhanced RRM

Al-Powered RF Optimizations for Meraki
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The Reality of Enterprise Wi-Fi

It's Complicated!

Everything Just Works!

cisco L{Ko//

BRKEWN-2014

Reality

Without Fine Tuning:
» Flaky Connectivity

e Poor Performance
» Bad User Experience

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



Meraki’s Solution Optimizing Wi-Fi Starts with

is Cisco Meraki’s radio resource management (RRM) solution that optimizes wireless
configurations using 15-20 mins of RF data (Snapshot-based) to improve RF performance.

/CSupported RRM Services>

Dynamic Channel Assignment (DCA)

Automate Channel Assignment

Dynamic Band Selection (DBS)

Automate Channel Width Assignment

Transmit Power Control (TPC)

Automate Radio Tx Power Assignment

cisco L{{/&_/

( Topology )

@ RF Optimizations

15-20 mins of
Anonymized
RF data

Optimized
~— Wireless Experience

BRKEWN-2014 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



Introducing Al-Enhanced RRM for Meraki

RF Optimization Designed for the Highest Density Networks

Reduce Minimize Maximize

Client Disruptions by 50%+ RRM Changes by 70%+ Performance and Efficiency
with Al Channel Planning with Busy Hour with Trend-Based RRM & FRA




What is ?

is Cisco Wireless’s radio resource management (RRM) solution that optimizes
wireless configs using 2 weeks of RF data (Trend-Based RRM) to improve RF performance.

KCSupported RRM Services> ( Topology )

&

Al Cloud
Al-Enhanced RRM

®

Anonymized

Dynamic Channel Dynamic Band

@ RRM Decisions

Assignment (DCA) Selection (DBS) RF data
|/'(| Catalyst Center
. /
@ @ RRM Decisions

s N

: . . 2 ot
Transmit Power Flexible Radio Network infrastructure
COﬂtI’Ol (TPC) ASSignment (FRA) L Catalyst® 9800 controller and APs )
\\V// E— @ Al-Enhanced Wi-Fil

= « CCl: -40%
a. « SNR Gain: +7 dB
= « RRM Changes: -75%

c ! s co M. BRKEWN-2014 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 27




Reduce

Client Disruptions by 50% with
Al Channel Planning

Powered by Al learns your wireless with 6+ weeks of data to prioritize
Al-Enhanced RRM channels with the best experience

BRKEWN-2014 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



How does Al Channel Planning work?

Step 1
Channels that face a DFS or channel jammed event with will be put
on an Avoid List starting at severity 6.
1 Day 1 hour
2 Days 2 hours
Step 2
Channels on the Avoid List won’t be selected by RRM; after the 4 Days 3 hours
period, it'll be added to the Monitor List with the same severity.
8 Days 4 hours
Step 3 14 Days 5 hours
While a channel is in the Monitor List and an interference event
occurs, it's moved back to the Avoid List with increased severity. 30 Days 6 hours

cisco M. BRKEWN-2014 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



How to Enable Al Channel Planning

(Radio Settings N

Overview RF Profiles Auto RF

Al channel planning (O Al channel planning OFF Download details

Enable AI @ Al channel planning ON

Enhance Aute RF by leveraging artificial intelligence to optimize channel planning capabilities ®

Issues Mitigated!

2 RF jammed APs mitigated (] 2 DFS hit APs mitigated

AP1 <None, Frequent DFS Hit, RF Jammed> <2.4,5, 6> <Channel> <Channel Avoided, Channel Monitored, Feature Disabled> <Start Time> <End Time>
AP1 RF Jammed 6 104 Channel Avoided 3/23/23 - 12:45PM | 3/25/23 - 12:45 PM
AP1 Frequent DFS Hit 5 108 Channel Monitored 3/23/23 - 5:45PM 4/23/23 - 5:45PM
AP2 RF Jammed 6 100 Channel Avoided 3/23/23 - 5:45PM 3/27/23 - 5:45PM
AP3 RF Jammed 6 100 Feature Disabled N/A N/A

Cisco M‘/ BRKEWN-2014
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Proof that Al Channel Planning Works!

Reducing DFS Hits by ~50% on Customer Site with 135 APs

60

50

40

30

2

o

1

o

o

DFS Events Detected

Jul = Nov

I | Enabled
I I IIIIIIIIII

7/25- 8/1- 8/8- 8/15- 8/22- 8/29- 9/5- 9/12- 9/19- 9/26 - 10/3 - 10/10 - 10/17 - 10/24 - 10/31 - 11/7 -
7/31 8/7 8/14 8/21 8/28 9/4 9/11 9/18 9/25 10/2 10/9 10/16 10/23 10/30 11/6  11/13

= Al Channel Planning Off m Al Channel Planning On

cisco L{V&/
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Available

Channel Changes Mostly Power Changes Channel Changes

Promotes seamless connectivity for users by minimizing
channel changes during peak hours.

BRKEWN-2014 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



How To Enable Busy Hour
Two Choices, Al-Powered Simplicity or Control

[Radio settings View old verslon \ fnadio settings View old versil)n\

Overview RF profiles  Auto RF Overview RF profiles  Auto RF

Busy hour Minimize RF changes during busy hour Busy hour Minimize RF changes during busy hour

Auto RF will minimize changes during the most active hours of the day © Auto RF will minimize changes during the most active hours of the day ©

Daily busy hour (UTC-7) Daily busy hour (UTC-7)

® Auto [ O Auo ]

Based on historical data of up to the last 6 weeks ©

05:00 ® |~ | 04:00 ® (® Manual
08:00 ® | 0500 ®
[ O Manual ]
05
06
Save changes [LENTEY Save changes [V 07
N J \_ 08 )

Have Al decide for you with “Auto” ...or configure the time with “Manual”!

From 6 weeks of client count & traffic data

cisco L‘V&~/ BRKEWN-2014 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Cisco Customer ‘Room & Board’ User Experience
Improved Thanks to Al Channel Planning and Busy Hour!

Channel Switch Changes Decrease

A \ Enabled on G G
/ \ May 24th
\/ ‘\ /\ \

Once we enabled both Busy Hour and Al Channel

/ .
\ [\ \ Planning, we observed a more stable channel
\A/ \/ - A . A state with far fewer changes among access
\./\/ \/X/\/\/“\Jf ../ ‘\__ /J\/\\_ points, in addition the radio power changes also

became steadier.

In client experience this has translated to more
efficient roaming, less sticky clients, and a
decrease in undesirable client behavior like

stationary clients floating between access points.
/\ Enabled on
f May 24th
f Mark Rodrigue

/,‘ [ | A Senior Network Engineer, Room & Board
\ [ Al

Tx Power Changes Decrease

BRKEWN-2014 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



Target GA Fall CY24
Private Beta

&

Al-Enhanced RRM

\
Meraki Cloud | I /||- Catalyst Center
(Auto RF) @ /

Combining the World’s Largest

Performance with
Trend-Based RRM & FRA

- .

I |

| |

1 Wireless Data Lakes I

\ I
I

CIsco

BRKEWN-2014
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Al-Enhanced RRM Will Significantly Improve Meraki’s Wi-Fi!

Trend-Based RRM

Optimize RF with 2 weeks of data enabling more sophisticated
& efficient RRM optimization!

Flexible Radio Assignment

Place radios on the most optimal band/mode to minimize
interference on 2.4 GHz at the touch of a button!

\
Enhanced Busy Hour
Optimizations are deferred until after the busy hour, using busy
hour data, rather than just suppressed!
%

cisco Li%o/‘/

/R‘adio Settings

Overview RF Profiles

Trend-based RRM

Flexible radio
assignment

Al channel planning

# Busy hour

AlI-RRM

O Enable

Trend-based RRM uses an Al engine to improve the performance of your network @

(] Enable FRA

FRA optimizes the 2.4 GHz band by strategically disabling redundant radios to reduce interference @

Enable Al channel planning

Improved Channel Assignment by leveraging artificial intelligence to optimize channel planning capabilities ©

(] Enable busy hour

AI-RRM will minimize changes during the most active hours of the day @
‘ sensitivity © () Low () Medium (8 High

@ Auto schedule

Based on historical data of up to the last 8 weeks @
[ 23:00 > 08:00 ® ]
[ O Manual schedule ]

~

BRKEWN-2014
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Trend-Based RRM Improved a Large Japanese University
5 GHz Network of 776 APs in Just Three Days!

5 GHz RF Health Score

o
(@) o AT N —
O " N
=
‘©
% 70
w 1/25/24 1/26/24 1/27/24 1/28/24
a4
—Before AI-RRM —After AI-RRM
AP Count
Before Al-RRM Health Score Distribution ~ After AI-RRM

9—©O

BGood OFair WPoor OGood OFair MPoor
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Trend-Based RRM Improved a Large Japanese University
2.4 GHz Network of 776 APs in Just Three Days!

2.4 GHz RF Health Score

o
o 100
%) -
§ 0
 1/25/24 1/26/24 1/27/24 1/28/24
ad
——Before AI-RRM ——After AI-RRM
AP Count
Before Al-RRM Health Score Distribution ~ After Al-RRM

ey

OGood OFair @Poor OGood OFair BPoor
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Day 1

Assurance Overview
A View of All Things Networking

cisco L{V@/



Private Beta

ssurance
verview

ashboard

- Full Stack Network Health
- Top-Down Scoring
- Client Impact Focus

.  Before and After View

ciIsco '&/

(" overview

Your network health score is Good @
Most end clients are able to access their applications without
interruption from the netwiork

50

95,100

+*10% last day 100

a Clients
@ Good 1870

© Wireless
No issues & No impacted clients

© Remote
Na issues £ No impacted clients

© wired
Na issues £ No impacted clients

IE' Applications
© Good

© Server outage
£ No impacted clients [E No impacted applications

© Application reachability
£ No impacted clients [ No impacted applications

613 PM 616 PM 6:20 PM 6:23 FM 6:26 PM 6:30 PM 6:33 PM 6:36 PM

May 11,2018 18:16
e~ Network health score —e— Lastday -®- Last day average

Network health score 92/100

Score details
Clients 92/100
Applications 92/100

6:40 PM

95/100
~10%

90/100
~10% last day

100/100
~ 10% last day

50/100
~710% last day

95/100
~10%

90/100
" 10% last day

100/100
~7 10% last day

BRKEWN-2014
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What Defines Network Health?

Are Wireless, Wired, or Remote Clients able to Are network devices across the stacks such as
join the network and perform optimally? APs, switches, routers, working as expected?

Client Experience -~ Network Devices

Are there issues over LAN, WAN, VPN, or RF Can users access the applications and
and if yes what’s are the impacting KPIs? services they needs to be effective?

O Infrastructure Connectivity @ Applications

BRKEWN-2014 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




Assurance Overview Provides Full Network Visibility

Clients, Devices, Infra Connectivity, and Applications

Compare Today’s Health
with Yesterday!

i N\
Overview l

Your network health score is Fair © == Network health score === Lastday +=+ Lastday average
Some end clients are unable to access their applications and

have moderate interruption from the network. 100

50

Overall Network

75

Score and Insights ”

90,100 “

“ 3% last day NN i
16:51 19:51 22:51 1:51 :51 7:51 10:51 13:51

Spot Network Degradation with

the Network Health Trend

cisco L‘V&~ BRKEWN-2014 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 43



Scan QR Code

Sign up for the Fi @.
Assurance Overview |, Jﬁ‘r
Private Betal e

or Click Here!

cisco W-/ BRKEWN-2014 © 2024 Cisco and/or its affiliates. All rights reserved . Cisco Public 44
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Day 1

Wireless Experience Overview
Are Your Wireless Users Happy?

cisco L{V@/



Available

Wireless

Experience

Overview

- Wireless Visibility
. Discoverable Drilldowns

- Client-Impact Focus

Wireless Experience Metrics will be
integrated into Assurance Overview

Q Search Dashboard 2 O ‘0

Access points

Overview List Health

Map Connectionlog Timeline

Wireless overview © Last2hous ~  AlssiDs

Connection health

Failed clients

Excellent ‘ 2/80 o

Performance health

Latency

Excellent ‘ 3 ms

Expected < 60 ms

Time to connect

0.41 5 - occ

Expected <5 s

Packet loss

5% 1%

Expected 3% - 5%

Roaming

0,55 § W15 s

Expected <3 s

Signal quality (SNR)

49 dB

Expected > 27 dB

x
F
]
g
b
g

Network service health ©

RADIUS success

Excellent ‘ 100% 3%

DHCP success

99 % ox

DNS success

999 1%

cisco L{V&/
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© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

46



What Defines Wireless Connection Health?

Discover the most vulnerable APs and clients

Are clients
Are clients Is the connection roaming
failing to connect? experience too slow? effectively?
= — i
— %S9 . 8 | . A »
A o —_
Failed Clients Time to Connect Roaming

cisco M./ BRKEWN-2014 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



What Defines Wireless Performance Health?

Understand slow Wi-Fi and poor application quality

Do | have a
strong RF link?

Can | transmit Did my data arrive
when | need to? successfully?

Latency Packet Loss Signal Quality

cisco L‘V&~ BRKEWN-2014 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 51



What Defines Network Service Health?

Understand slow Wi-Fi and poor application quality

Can | authenticate
into my network?

000 —m
Username / ****xx H
] :
D :
o

Radius

cisco L{{/&/

Can | join my
network quickly?

XX XX XX XX

_

A

DHCP

BRKEWN-2014

Can | access
internet reliably?

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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How are Health Scores Calculated?
Health Score = ( Client Impact KPI1 + Client Impact KPI2 + Client Impact KPI3 ) / 3

Client Impact KPIs of Connection Health
Failed Clients Time to Connect

Impact Impact Impact

21 J1475 cients with 100% falures 25 /1534 cCients with highest time to connect 4 F1502 Cients with highest ream time:
Ctient Failed Connections Client Avg time to connect Client Avg roam time
14:75:09:23:11:86 114 14b23869-0ab6-4e13-afbf-cOba3231a093 1873s 160N T0300300I 702008 305264500084 18s
00:24:07:09:39:2¢ 2 DLEE-10548 1833s CSCO-W-PF364Z51 3645
Pdayboch-iMac 19 MPENK-T480S uass TKINTNER-M-G4QX az3s
5a:08:cd:35:54:29 17 31794b11-2c4e-4a3b-2b26-7e2b778b8 1be 17025 P 063
stingrays-iPhone. 15 Joeys-iPhone 148s

L _ J _

1.4% of Clients 1.6% of Client 0.2% Client of
( + + /3
Connection health
80% - 100% Bad
60 - 80% Poor
= 0 >
1 06 /0 40% - 60% Fair ‘

20% - 40% Good Excellent

. 0 -20% Excellent

cIsco L;V&/
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Day 1

Roaming Analytics
Understand Complex Client Behavior

cisco L{V&/



Understanding Client Roaming is Challenging!

Here’s 3 objective reasons why...

((eun )

Dultins-MacBook-Air

Overview Connections Performance Roaming Timeline

. . . 3 . . i

Hist: ; 07~

Roaming is a client’s decision, hetory (EEFoETRRRROES
55D AP BAND CONNECTION STEP STATUS

not the network’s wmo ) [ ) [ ] [smcsontns 7] [

e
Feb10 * Roamed from AP SFO12-3-AP07 then had a successful connection to SSID blizzard for 2 minutes on AP SFO12-3-
07:50:00 APOS, and then the client roamed to AP SFO12-3-AP03.
157 ScHz ©35u8 ©1440ms

.

VI S u a | I Z I n g r-o a m I n g th ro u g h a :-:‘1:“ i.l:::s;{ul connection to SSID blizzard for 5 minutes on AP SFO12-3-AP07, and then the client roamed to AP SFO12-

. . ] . CHANNEL BAND SNR O TIME TO CONNECT
timeline is tedious 48 o e36w  +350m
Feb10 * Roamed from AP SFO12-3-AP16 then disconnected from SSID blizzard from AP SFO12-3-AP06.
07:49:36
52 ScHz ®5648 4-way handshake timeout

Feb10 Roamed from AP SFO12-4-AP20 then had a successful connection to SSID blizzard for 5 minutes on AP SFO12-3-

Deriving roam patterns is needed See o wme T
for triaging but is challenging.

L |

161 ScHz 46 *330ms

Feb 10

Successful connection to SSID blizzard for a few seconds on AP SFO12-4-AP20, and then the client roamed to AP

L SFO12-3-AP16.
CHANNEL  BAND ey TIME TO CONNECT
149 ScHz ®1248 ®1700ms

cisco W. BRKEWN-2014 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 61



Available

Roaming Analytics
Client Roaming Made Easy

» Intuitive roaming visualization with
detailed events for easy triaging.

» Categorized Roaming Event: Bad,
Suboptimal, Good, Ping-Pong.

e T-hour to 2 min visualization view.

Roaming Analytics will be launchable
from the Assurance Hub!

cisco L{V&/

d5es Meraki

L5 Metwork
. Meraki San Francisco
SFO12
#  Secure Connect

¢ Natwork-wide

() Security & SD-WAN

jianns-MacBook-Pro

Overview Connections  Performance  Roaming  Timeline

Roaming  One week

Demo Networks Qs

ear

oard

2 0 ¥

18 Bad Roams o 23 suboptimal roams ® 6 Good roams. L] 26 Csent discannect ]
= switch
T Wireless
Roaming based on RSS|
1 Systems Manager Sun Dec 4 Thu Dec & 0912 n Dec 11
o I NS
500 1900 2000 2100 2200 2300 00:0x 0100
s Sensors
SFO125.4P16
nl  Insight
SFO125-APZ0 T iv
*  Organization
sFof o
© BadRoam Wed Dec 7 20:30 o S &
s AP SFO12-5-AP20 4 SFO12-5-AP24
Band
PO Roaming protocol &o
Roam Time 2280ms é
@
# O origin AP to New AP Roam time (ms)  RSSI(dBm)  SNR (dB) Band (GHz)  Starttime Duration on old AP
1 © SFO12-5-AP32 -+ SFO12-5-AP27 01,250 -51 48 5 Wed Dec 7 16:08  2d 18h 27m 50s
2 © SFO12-5-AP23 + SFO12-5-AP27 ©1,170 -51 ag 5 Wed Dec 7 16:55 285
3 @ SFO12-5-AP20 - SFO12-5-AP27 ® 910 -51 ] 5 Wed Dec 7 18:41 275
4  © SFO12-5-AP27 + SFO12-5-AP24 © 490 -51 48 5 Wed Dec 7 19:51  1h9m 53s
m 5 © S5F012-5-AP24 - SFO12-5-AP27 © 450 -51 a8 s, Wed Dec 7 20:10  18m 33s J

BRKEWN-2014
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Roaming Event Definitions

7

© BadRoam
AP
Band
RSSI
Roaming protocol

Roam Time

Mon May 1 10:03 AM
SFO12-4-AP17 - SFO12-4-APO06...

5 GHz

-38 dBm >
802.11r

70 ms

¢ Roam time: >= 3000ms

* RSSI on the arriving AP: >10dBm

worse than originating AP

-53 dBm

) e

@ Suboptimal Roam Mon May 1 10:04 AM

AP SFO12-4-AP17 - SFO12-4-APO06...
Band 5 GHz

RSSI -40 dBm > -47 dBm
Roaming protocol  802.11r

Roam Time 10 ms

* Roam time: 250ms - 3s

* RSSI on arriving AP: 6-10dBm
worse than the originating AP

e N e N
Ping-Pong MonMay 1 10:01 AM © Client Disconnect Mon May 1 9:25 AM
AP SFO12-4-AP22 - SF012-4-AP21

AP SFO12-4-AP06.BETA_PVT
Band 5 GHz
RSSI -60 dBm > -46 dBm Band
Roaming protocol  802.11r RSsI -
Roam Time 60 ms Anomaly Cause Client out of range
- v
Only roaming between two APs
with @ minimum of 4+ roaming » Client device left the network, and no
roaming behavior was detected
Roams are, at most, 10s apart \ J

® GoodRoam Mon May 1 9:56 AM

AP SFO12-4-AP07...» SFO12-4-AP06...
Band 5 GHz

RSSI -59 dBm > -58 dBm
Roaming protocol  802.11r

Roam Time 30ms

* Roam time: <250ms

* RSSI on arriving AP: <=5 dBm
worse than the originating AP

BRKEWN-2014
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Visualize Client Roaming Over The Past One Hour!

(2 )

P 3 noame o 1 suboptimal reams ® 89 Good roams e 1 Ping-Pongs = 19 Client disconnects o

Roaming Statuses

Roaming Status
Event Timeline > W
Selected 1 hour
Roam time k4

Click to Zoom -

SFO12-4-APOZ.BETA PY.

$FO12-4-APOIBETA_PY.

= o Tttty

SFO12-0-APOSBETA PV, - Q¢ Q¢ ¢
L o6 o0 L]
SFOIZ-4-APDIBETA P, —0O -0 (2] &

$FO12-4-APOB.BETA PV,

SFO12-4-AP12 BETAP

@ BsaRoam Mon May 1 10:03 AM
w» SFO12-4-AP17 - SFO12-4-APOS.
— Roam Event
. . Ass! -38 dBm - -53 ¢Bm °
sronz-s-f H |gh||ghts Roaming prolocol 802,11
Rosm Tima 70ms
SFOIZ-4-AH -2 Q
e L] e
SFO12-4-APZ3 BETAHW. © < &
Active connection | Goodrosm | Suboptmalroam | Bad rosm
Roaming Event Log
Correlatlng Roam © Origin AP to New AP Roam time (ms) RSS! (dBm) SHR (dB) Band (GHz) Start time Duration on old AP Protocol @
) ©  SFO12-4-AP17 3 SFO12-4-AP0G.BETA PVT Q70 L 575 42 555 May 1, 10:03 AM 21s 802110
EVe nt DEtaI Is ©  SFO12-4-APOB.BETA PVT 5 SF012-4-APO7.BETAPVT ®30 50 % -51 45 5 44 535 May 1, 10:03 AM ass 202,110
©  SFO12-4-APO7.BETAPVT 3 SFO12-4-AP17 @10 -61--40 343 55 535 May 1, 10:04 AM 505 802.11r
\_ 2 @  SFO12-4-AP17 5 SFO12-4-APOB.BETA_PVT ®10 -40 % -47 55248 555 May 1, 10:04 AM 155 802,110 )
A

Protocols: OKC, SKC, 802.11r, etc.
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Day 1

AP Neighbors

Advanced Radio Frequency Visualization

cisco L{V&/



Troubleshooting Wi-Fi RF is Challenging!

Don’t believe me? Ask yourselves these questions...

RF is invisible, how do you troubleshoot it?

How do you root cause the impact of nearby
interference?

Do you have a holistic view of the RF
landscape?

cisco L{V&/
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C )
AP Neighbors

Visualize RF Like Never Before

* RF neighbors through the
eyes of an AP.

-

< RF Overviow
AP neighbors for SFO12-5-AP32 (32 total
MRAG 50:eb:44:33:03:21

* Understand interference and =
client impact. — ] "
* Takes learning to optimize the s
wireless experience for users. = | aay st s

CISCO Ld/&/ [ —
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Visualize Same-Channel and Width AP Interference
with AP Neighbors

ﬂRF Overview

Target AP and same-

channel neighbors

Spectrum Filtering

Visualize Neighbors —>: @ o Interferer Details

Same-Channel Interfering APs

by RSSI & client count

# Interference ) AP neighbar RSS! (dBm) ch Ch utilization Activeclients  Txpower (dBm)  SSIDs. <)
1 © Samech SFO12-5-AP33 — 45 44 (40 MHz) 0% 8 5 Meraki corp, Meraki guest +3
Interferer Details =P : 0 smecn  srouz-saem — 7 44040 WH) 2% 10 4 Bizzard, Merakicorp, Meraki guest
3 @ samech -5-AP39 — -50 44 (40 MHz) 50% 8 4 Biizzard, Meraki corp, Meraki guest +6
4 © Ssamech SFO12-5-AP30 — -5 44 (40 MHz) 0% 3 5 Blizzarg, Meraki corp, Meraki guest +6

Ghannels 55

Active client count

> interfering APs on same ch 4

Interference based on chan

550

ertering APs with some avertap &

rlap

adBm

a -

40 MHz

Interference based on RSSI  ¥-axis

SFOIZ-5-AP31

Non-interfering APs 14

High interfarance

ch
c
cr

44140 MHzZ)

5%
47 aBm
a08m

Total In netwark nelghbors 23

Interferer Details

— Target AP en

K Actionable Insights

High interference (-35 0 671

Moderate interference (58 10 751

Low interference (76 1 -90)

cisco L{V&/

o

J
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BEVAN

Proactive Alerts
Triaging Made Easy

cisco L{V&/



Available

New Org
Alerts Page

 Enhanced with Trends and
Analytics!

» Centrally managed alerts

» Scale operations with device
navigation, filters, and dismissals

.&/

Cisco

merts New | Lastweek  +

a5
g
= 30
E
a
2024-01-16 BODAM  2024-01-17 BODAM  2024-01-18B00AM  2024-01-19B:00 AM  2024-D1-20 800 AM  2024-01-21 BODAM  2024-01-22 8:00 AM
B Current Pariod == Pravious Waek
Active 43 Dismissed ©  Resolved
16 Critical ° 27 Wamning a 0 Informational L
Al networks v || Alert Type v | | Device Type ~ | | Device Tags pemssing T DL ]
results uTe
Analytics
Top Networks by Alert Count Top Alert Types by Alert Count
Customer 4 unreachabie device | NN -
i — z
Meraki San Francisco SFO12 a . Application performance degradation [l
— Stopped receiving BPDUs with loop guard enabled [J]1
Meraki Chicage Post Office CHG 12 e 4
Port not forwarding traffic due to access policy [ NNNMMI
Teleworker - Mitchell Villeneuve I 1
Teleworker - Rupert Wever CW I 1
o s w s
o 2 4 €
View Details View Details
Alerts
" Alert N
Severity Alert type coumt Device types Network count Last alerted (UTC) Category
o Unreachable device 13 MY MT ez 3 Jan?22,202411:58  Connectivity
(-] Application performance degradation 2 1 Jan 21,2024 2230 Insights
0 Stopped receiving BPDUs with loop guard enabled 1 MS [ Jan 16, 2024 05:20 Device Health
a Port not forwarding traffic due to access policy 12 Ms 3 Jdan 22,2024 18:00  Device Health
r'y 802X failure " M MR 2 Jan 22,2024 1815 Connectivity
a 8 2 Ms 1 Jan 16,2024 01:38  Device Health
r'y Meraki cloud communication issues 1 MS 1 Jan 17,2024 10:15 Connectivity
r'y Root guard activated, STP discarding packets 1 Ms 1 Jan 16,2024 04:53  Device Health
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© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

73




Alert Page’s Trend View Enabl

Anomaly Spikes Over

es ldenti

6 Month

fication of

L}
Alerts New | Lastweek v \
Hover-Over Details Weekly
45 Alert Counts
® 9:30a - 10:00a
w30 \
s
< ey "
15 J Critical Warning
0
I Newalerts 10 I Newalerts 44
2024-01-16 8:00 AM 2024-01-17 8:00 AM 2024-01 P1-20 8:00 AM 2024-01-21 8:00 AM 2024-01-22 8:00 AM
Site-to-site AutoVPN is down 6 VPN problems on SSID 18
B Current Period === Previous Week
CRC errors detected 3 STP topolagy change 13
Switch goes offiine 1 Packet fragments detected 6
Active 43 Dismissed 0 Resolved — Prviousweskt 20 View All (5 more)
= Pravious week 37
16 Critical ° 27 Warning o 0 Informaticnal e
All networks v Alert Type v Device Type ~ Device Tags ~ | 43 matching results 2 Refresh As of January 22, 2024 6:17 PM UTC
Analytics
Top Networks by Alert Count Top Alert Types by Alert Count
' . - ] Appli d
Mokl S Franclsco S O e pertormance I -
S Stopped receiving BPDUs with loop guard enabled [l 1
e sl
Teleworker - Mitchell Villeneuve I 1
sozixrainre |,
Teleworker - Rupert Wever C\W IS 1
0 3 & 92 12
o 1 2 3 4 S
View Details View Details

J

Cisco

.&‘/
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Alert Page Analytics Tells You Which Network

you Need to Prioritize Fixing First!

-
Alerts New  Lastweek v

Top Networks by Alert Count

San Francisco . 22

a5 Sydney 495
: a0 - Shanghai | — s
- J | J JJ I I I I I I IJJJJ IJ I I Chicago T3 Per-Network Issues
| R
0 Toky O —— 127
2024-01-16 8:00 AM 2024-01-17 8:00 AM 2024-01-18 8:00 AM
B current Period === Previous Week
Severity .  Alerttype Network Alert count Device types Last alerted (UTC) Category
Active 43 Dismissed o Resolved 0 CRC errors detected San Francisco 177 Ms Aug 25, 2023 09:32 Device Health
errors detecte ydney u , = evice Healt
CRC d d Syd 18 Ms Aug 25, 2023 09:32 Device Health
16 Critical 0 27 Warning . .
0 CRC errors detected Chicago 4 Ms Aug 25, 2023 09:32 Device Health
Identify Most .
All networks N fy Device Tags 0 Site-to-site AutoVPN is down Shanghai 182 MX Aug 25, 2023 09:32 Insight
Problematic Networks
Analytics [ ] Site-to-site AutoVPN is down Tokyo 89 MX Aug 25, 2023 09:32 Insight
Top Networks by Alert Count 0 Switch goes offline Chicago 3 Ms Aug 25, 2023 09:32 Connectivity
Customer Zero Staging I L Switch goes offline Sydney 3 & Aug 25,2023 09:32  Connectivity
Meraki San Francisco SFO12 - A VPN problems on SSID Chicago 1 MR Aug 25, 2023 09:32 Connectivity
Merald Chicago Post Olfice CHO1 2 ey & ] .
A Packet fragments detected Chicago 1 Ms Aug 25, 2023 09:32 Device Health
Teleworker - Mitchell Villeneuve I 1
A Port goes down Chicago 1 MS Aug 25, 2023 09:32 Device Health
Teleworker - Rupert Wever CW NS 1
o 1 2 3 4
| Rows per page - < 2 10 >
N\ \
7
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Available Q. Search Dashboard

Alerts eeta

Network-Level [‘ |
Alert Hub

« Alerts are always 1 click

A, Device's gateway mismatch 2
SFO12-4-1-SW1-ENG-MV ®
Feb 27 14:50

CORE 1 ®
Feb 27 14:50

» Quickly navigate to problematic
deVICe /A, switch not connected to stack 1

Closet 1.1.2 ®
Oct 04 14:51

* Inline links to step-by-step
troubleshooting

CONNECTIVITY =

@ Unreachable device 3

[AQIISFO12-1-Wired Lab ®
May 10 21:06

[Temp]SFO12-2-Castro ®
May 10 20:56

SFO12-MS-2.2.18-Mint-VideoEdit-06 ®
May 08 12:23
N\ Y

cisco L{{/&/
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BEVAN

Root Cause Analysis
Issue Remediation Made Easy
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'
In Progress A VLAN mismatch [5
VLAN configuration mismatch detected in San Francisco SFO12 between

'3 and D 77718 | last alerted on
August 25, 2023 at 09:32 AM (UTC)

N e W Alert Details & Troubleshooting Assistance

[Alerts New 8im 813 ans 87 8h9 8/ 8/23
A I e r t R ' A — Alerted in last two weeks
Active 492 Dismissed 830 Resolved
Impacts
50 critical [} 442w,
Devices Clients Applications
[ ast day . ] [ 12 All networks @ - ] [m?‘, Tyoe v } [ Device Type 20 1% last week 150 ~ 1% last week 13 ~ 1% last week
. g . . . Details
* Significantly more insights into the
H D Severity Alert Type Alert Coun Device Type A Allowed VLANs mismatch found. Edit the switchports’ VLAN configurations to match
root Cause Of ISSueS than before 0O e CRC arrors 26 = exactly in order to clear this alert.
0O e Site-to-site AutoVPN is down 19 MX
. . ) ' 3 8
* Guided Workflow towards issue D 0  swchoowsormoe s . &
. O a VPN problems on SSID MR port
resolution O a e "
0O a VLAN mismatch LI Last updated (UTC)  May 14, 2020 00:02 Sep 1, 202115:23
° Supports: SWltCh CRC errors, VLAN 0O a Etheret negotiation failure 3 ws
- - 0O a STP topology change 3 Ms Type Trunk Trunk
Mismatch, today but will be expand T h o -
to all p|atform S 0O a Water detected . wr
Allowed VLAN 1-97,1200 @ 1-99,1200 @

x J
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is a Powerful Al-driven solution
that’ll allow you to Optimize Your Enterprise Wi-Fi at Scale!

/%\ Al-Enhanced RRM for Meraki:
® * pusy Hour (Avalane) Roaming Analytics: (Availabl
| Al Channel Planning (Available) g ytics: (Available)

Trend-Based RRM (Private Beta)
Enhanced Busy Hour (Private Beta)
FRA (In Progress)

O~

Assurance Overview: ‘ :
P Clients (Private Beta) - | AP Neighbors: (Early Access)
= : Applications (Private Beta) o= e
Network Devices (In Progress) | =
Infra Connectivity (In Progress)

p
(Er— ' Alerts and RCAs:
= - ereless Overview: : e New Org-Level Alerts (Available)
e e Connection Health (Available) o = = Alert Hub (Available)
T Performance Health (Available) ~ . New Alert RCA (Private Beta)
o Network Service Health (Available) e Z . MR Timeline RCA (Available)
1w = = |+ Networks Like Yours (Available) \/ T
= | + Smart Threshold (Available) \
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