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- The Power of AlOps with Wireless
Assurance

« What is AlOps?

- 3D Maps

« Al-Enhanced RRM
- Auto RF

- Wireless Troubleshooting with
AlOps

- Al Network Analytics
- Assurance dashboard
- Site Analytics

- OTA Sniffer

- Conclusion
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What is AlOps?
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AlOps - Artificial Intelligence for IT Operations

Transforms raw data into actionable insights
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Cisco AlOps & Assurance Focus Areas and Vision

Network Devices Infra Connectivity
Network devices across wireless and Connections between network devices to the RF,
wired domains are up and operational. LAN, WAN, and Services are available and optimal.

| ~ Client Applications
Wireless & wired clients can Users can utilize applications with
sufficient performance when

needed.

leverage the network to access
data reliably.

Al-Driven Automation Proactive Issue Detection

Full-Stack Optimization Auto Issue Remediation

Cisco AlOps & Assurance enables great user experiences!

cisco L{{@/
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Simplify Network Management with AlOps & Assurance

Day O - Build Day 1 - Assess Day N - Assure

+ Design network device

placement - Monitor User Experience *Maintain Quality
_ > o _ — Experience
* Deliver proper RF ¢ Maximize uptime
*  Optimize & Troubleshoot
coverage « Surface Critical Issues >
- Fine tune performance *  Automate performance
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3D Maps

Advanced Insights and
Recommendations
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Monitoring SLAs With Visual Insights

Visibility Into Areas of Coverage That Need Attention

Click onthe 2 imsights icon to view SLAs

that meet or miss the configured threshold.
("~ o)

€3 San Jose / Building 14 / Floor
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A banner appears with a list of insights. Clicking on
Click adjusts the map for you to view insight details.
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5 GHz: Your target for real-time voice is not met. 59% of your floor coverage has an SNR of 25 dB or more.
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Customizing SLAs for Visual Insights

Tailor Visual Insights to Your Network Environment

/| Global Configuration

Global Configuration

Global configuration for all insights

2.4GHz

Noise Floor

-90

5GHz

Noise Floor
-90

Last Modified: Fri, 12 Mar 2021 16:59:53 GMT

ight | SLA Compliance
SLA Compliance

nsight on SLA compliance percentage

2.4GHz 5GHz
RSS! Target RSS! Target
-40 -40
dBm dBm
SNR Target SNR Target
10 10
dB dB
Height Height
3.00 3.00
t ft
Coverage Coverage
85 85
% %

Last Modified: Wed, 26 Jan 2022 20:37:37 GMT

6GHz
RSS! Target
-40

dBm
SNR Target
10

dB

Height
3.00

Coverage

85

Cancel Save

2.4GHz
RSS| Target
-67

dBm

SNR Target

25

Height
3.00

coverage

85

Last Modified

| Voice Coverage

Voice Coverage

nsight on percentage of voice coverage

5GHz
RSSI Target
-67

dBm
SNR Target
25

dB

Height
3.00

Fri, 12 Mar 2021 16:59:53 GMT

6GHz
RSS! Target
-67

dBm
SNR Target
25

dB

Height
3.00
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Leverage RF Optimizer for AP Redeployment Suggestions

Starting from 2.3.3!
2D m Add/Edit  View Options C. Simulation

£ SJSU/B1/F1 Q search

Q Insights -

I Your floor coverage with RSSI of -65 or more will be increased from 68 % to 78% by the optimizations below: I

Add 2 AP(s).
Move 3 AP(s).
Save as a plan




Discover and Resolve RF
Coverage Hole
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Discover and Resolve RF Coverage Holes
Use Wireless 3D Maps to Simulate the Solution Before Deployment

ﬂ Use Visual Insights to find areas with poor RF coverage. a Click on the AP in that room to view coverage.

~
_ . - TE] - a
¥ Insights ”
5 GHz: Your target for real-time voice is not met. 59% of your floor coverage has an SNR of 25 dB or more. Click for coverage gaps E) SIC14-TME-AP10
(8/13) Previous Next Mute This Insight View All Insights | oz
- 24:53:0e:7d:42:20
corzoaxi-e
17.3.440
17220220154
Gisco Catalyst
N 9120AX Unified
Access Point
AP Mose Locat
Not Enabled
Hoat 10
4-TME-AP8 \ °
OR(24OM) 802 11
.e
Anvote Ve
nannel Number 6
siot 1o o
14-TME-AP7 Channel wie 20
©e
e rea time voice target i not met due to SNR balow 25 B ¢~ al
)
"oy
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Discover and Resolve RF Coverage Holes

Use Wireless 3D Maps To Simulate the Solution Before Deployment

Click Add/Edit, select AP, change the X and Y Change the antenna angle so that the AP
coordinates to center the AP in the room. broadcasts the RF equally in all angles.

cisco L‘V&~/ BRKEWN-2029 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



Discover and Resolve RF Coverage Holes

Use Wireless 3D Maps To Simulate the Solution Before Deployment

Validate modifying this AP did not create an additional
coverage issue.

cisco L‘V&~/ BRKEWN-2029 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



Day 1

Al-Enhanced RRM




Vishal Desai

Principal Engineer

Expertise

Experience

Education
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Create unified architecture to enable Al-Driven RRM services for all Cisco’s customers

Simplify Network Client Assisted Deployment
Programming RF Optimizations Agnostic RRM

cisco L‘V&~/ BRKEWN-2029 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Al-Enhanced RRM is Al that Powers RF Optimization

Provides Users with Better Wi-Fi and Admins with a Better RF Management Experience!

Instantaneous visibility Proactive optimizations

Al Cloud
Al-Enhanced RRM algorithms

Actionable
. . Al-based
insights
Anonymized p N data and
RF data events
, P ]
. |/' || Catalyst Center RRM control
a0 (:) Center
: Assurance and Automation populated
. e @ \ ~ i
. Decisions
N configured
: ' ' re e RF data ( R via Cisco
Network infrastructure <4 Catalyst
Performance : Gentar
e = Catalyst 9800 & Fabric-Enabled Switches Automation

\ Wave1, Wave 2, Wi-Fi 6/6E APs
QoS [—— \ )
’ ) N Exceptional Al-Enhanced

~— wireless experience!

[ ]
=
I
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Al-Enhanced RRM key customer benefits

Better RF, better insights, reduced operational costs and time

Al-driven self-optimizing RF

Leverages machine learning to find patterns
and optimize your RF before issues happen.

Al-Enhanced RRM

&

Al Analytics Cloud

algorithms

Performance visibility

Provides per-building visibility into RF health
using Wireless Config Analyzer algorithm.

Complete historical context

Understand exactly what RRM changes
occurred at a per-AP level, and how they
benefit the network.

cisco L{{@/

BRKEWN-2029

-

-

Measured Improvements in RF KPIs!

e CCl Reduction: Up to 40%
« SNR Downlink Gain: Up to 7 dB
« RRM Changes Reduction: Up to 75% at busy hours

-

-

Actionable insights

Al-derived recommendations on RRM setting
changes for a more optimal performance.

Simplified RRM configuration

Complicated traditional RRM configurations are
simplified, with policy toggles and thresholds.

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Architecture &
System Flow
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Ensuring your privacy

Cisco places the highest priority on protecting user privacy!!

- Al-Enhanced RRM requires RF PHY/MAC telemetry and configs

from radios as well as network Information

« Network information is used to group collocated radios in the site

« Anonymization runs on-prem to encrypt + encode network

information

cisco L{{@/

Network Data is encrypted with AES256 and then encoded
prior to sending it to the Al-Cloud

Encryption Key is securely stored on the the on-prem Catalyst

Center
All Data Stored in the cloud is also encrypted with AWS

On-prem decryption runs on the fly to render data on the Ul

Decrypt (Conf+ Ul)
Base64 Decode +
AES256 Decryption

S\

De-
Anonymizer

N
—

BRKEWN-2029

Anonymized
Telemetry

—_—

Encrypted
Data

Cloud

RRM
Decisions

- Catalyst
AES256 CTR Center
Base64 Encoding
. w
. . Network
RF Stats Radio Configs Information
PHY Stats Channel WLC IP
MAC Stats Power Base Radio MAC
Client Count Bandwidth WLC MAC
HP BrEE Operational Mode AP Ethernet MAC
(Interrupts)
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Al-Core
Engine & ML
sub methods




Bird’s Eye View Non-Periodic Radio Station

. Events / Interrupts Telemetry Reports
Wireless Health

&

Device
Configurations

Assess
Improvements

RRM Core Services RF Trends

Al-Core Config
Engine Updates

h

denoising

M

Scheduled
RF Turning

ﬁ

Address Baseline
Concerns

Predictive Optimizations  \jireless Baselines & Anomaly Detection

Config
Recommendations



Sub Methods for Config Recommendations

.

Recommended Config(s)

Busy Hour Start & End Times

Key Benefits

Minimizes Service Disruptions

Substantially reduce config updates

S A A A NSRS EE R RN ANAN AR EEE SN e enna S

.
e

50dBm  signal

Excellent

Recommended Config(s)

Transmit Power Control Threshold

Key Benefits

Minimizes Coverage Holes

Increases Wireless Performance

BRKEWN-2029

Wifg) 6E]

Recommended Config(s)

Key Benefits
Improves 6E Radio Discovery

Preferred Scanning Channel Bias
' Minimizes Roaming Delays

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Busy Hours AKA Critical hours of wireless operations

Connection Stability Wireless Performance

Session Longevity Maximize Throughput

Reduce Config Updates Best in-class Wireless

Minimize Disconnects Interference Mitigation

RF Management

cisco W. BRKEWN-2029 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



How is it achieved?

Traditional 9800 RRM smmmmmsm)  Al-Enhanced RRM

Configuration ¥ > Radio Configurations~ > RRM

~ Basic Settings R
6 GHz Band 5 GHz Band 2.4 GHz Band FRA Minimize RR'M
Radio Frequency Settings Updates durlng MY

General Coverage DCA TPC RF Grouping Spatial Reuse 2.4 GHz 5 GHz 6 GHz business hours

Busy Hours (O]

Dynamic Channel Assignment Algorithm . ‘
Start Tir End Tim Busy Hour Sensitivity ()

9:00 1700 1 OLlow © Medium O High

Channel Assignment Mode

© Automatic
Enable RF Settings 2.4 5 GHz 6 GHz
Off P GHz
Optimize
W'_ F Flexible Radio Assignment .:] .:] C.
| I every
Interval 8 hours v 0]
8 hours at 4 am “sll sl =
. Dynamic Channel
Anchortime 4 v 12 noon & 8 pm Assignment © P
Channel Assignment Leader CA-C9800 (10.10.105.240) Dynamic Bandwidth 8
Selection ()
Last Auto Channel Assignment 410 second(s) ago
Transmit Power Control () .:] .:] .:]
DCA Channel Sensitivity medium v

cisco M. BRKEWN-2029 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Insights

Al Generated Busy Hours Consider changing busy
Client hours from 8:30am to

Load Sample data from Financial Services Customer [Traffic patterns over 14 days]

450 2:30pm
400
350 Weekdays

with
Peak Activity
/ Classify Stationary Clients

50 |
o IIII|I|| “IniTi '|||'I|I|| fi iﬁﬁl] fi nT|J|“||||" QU 1111100t 1Tl 'III|I1|| -||i||HM|' 1101 11
1-May 2-May 3-May 4-May 5-May 6-May 7-May 8-May 9-May 10-May 11-May 12-May 13-May 14-May

3

(=]
Q

2
2

o wu
o O

Prune Outliers
1

1

w1
o

(=]
o

Unlabeled Radio Data Feature Engineering Classifier ML Prediction Busy Hour Generation
Denoising & Transformation Generate Labels ; ;
RF telemetry Features: (24 X 2) KNN Classifier KNN Prediction Pits 8|‘ Peaks Cost Tuning
From APs { Client Stats | TxUtil | RxUtil } e ez Uilzain Circular Cost Optimization

CISCO M‘/ BRKEWN-2029
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Sub Methods for Config Recommendations

Recommended Config(s) Recommended Config(s) ' Recommended Config(s)

Busy Hour Start & End Times Transmit Power Control Threshold Preferred Scanning Channel Bias
Key Benefits - i Key Benefits - Key Benefits

Minimizes Service Disruptions Minimizes Coverage Holes . Improves 6E Radio Discovery
Substantially reduce config updates Increases Wireless Performance Minimizes Roaming Delays

cisco M- BRKEWN-2029 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



TxPower Control Threshold

Stronger

Threshold:
45 ‘: o o ;‘
-55
o o
-60
-65
-70 System
default
-75
([ ] ()
-80
-85
-90 o o
Weaker

Threshold .

cisco Lz{@/

Dense Wi-Fi Deployment
Minimize Co-Channel Contention

Intuitive Al Driven
system calibrated
config tuning
customized for
your network

Insights

Consider increasing Transmit Power Control Threshold to
-67dBm to reduce wireless contention in your network

Sparse Wi-Fi Deployment
~ Maximize Cell Overlap

BRKEWN-2029 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Labeled Client
Radio Stats
Al Generated TPC Threshold Telometry
Influences amount of cell overlap between the adjacent APs \,
Needs to get tuned based on overall RF density and associated clients {%ﬁ: f!fJf.i‘Ai’.S
Low Density,
_ L. . . . fSL & RL M:'difl:rlg Dneri1tsity
Al-Enhanced RRM optimizes threshold leveraging combination o on Density. I {Range Minimization}
HD = LB_X ,yp, UB_Y 1o

- Model training is conducted based on labeled data set to achieve power

Threshold

control threshold range minimization Generator

- SL determines threshold range, RL is enforced to iterate through multiple
New

Reward / Threshold

instances of Transmit Power Control service Penalty

- Threshold generator determines optimal Power Control threshold that

maximizes RF health of radios and clients e ——

SIM RRM
Wireless Configs RRM Service

Health Emulator

cisco M-/ BRKEWN-2029 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Sub Methods for Al-Driven Config Recommendations

Recommended Config(s) Recommended Config(s) : Recommended Config(s)

Busy Hour Start & End Times Transmit Power Control Threshold : Preferred Scanning Channel Bias

Key Benefits Key Benefits : Key Benefits

Minimizes Service Disruptions Minimizes Coverage Holes : Improves 6E Radio Discovery

Substantially reduce config updates

Increases Wireless Performance : Minimizes Roaming Delays

cisco M- BRKEWN-2029 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 35
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*ETSI currently supports 500MHz

Preferred Scanning Channels

N 6GHz

|| Adaaadaa

Active in-band
6GHz discovery

cisco W‘/

6GHz Frequency Band*: 59 20MHz Channels
Preferred Scanning Channels: 14 20MHz Channels

Wireless [ Edit Al RF Profile

160 MHz I I =

80 MHz | N S S — - e ) ]

40 Mz D IS IS N IS [ NN N N SN N — - o I ) e

20 MHz [N N T Y O A A o o o N I Y Y I O
15 9 131721 2529 33 37 41 45 49 53 57 61 65 69 73 77 81 85 89 93 97 107105109 113117121 125 129133137 141 145148 153 157 161165 169173 17 181 185139 193 197 201 205 208 213 217 221 225229 233
® UNIT5(1-93) @ UNIIG(97-113) UNIT7 (117-185) @ UNII 8 (189-233)

* So, WHY not enforce PSC-only channels for every Wi-Fi deployment?
» Drastically reduces channel availability in 6GHz
» Clients can discover 6E Radio via 2.4/5 RNR

* Limits channelization further for outdoor with AFC

BRKEWN-2029 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Preferred Scanning Channel Bias Determination

RF Neighborhood
PSC Evaluation

6GHz Spectrum introduces Preferred
Scanning Channels to minimize client
roaming delays

PSC includes subset of channels that are
80MHz apart

Al-Enhanced RRM evaluates whether PSC
enforcement is recommended for a given
site using rule-based modeling

Model determined enforcement/bias based

Insights

Consider disabling PSC Enforcement to
maximize 6GHz channels in your network

Cisco

6E Radio

Historical Greenfield

Enabled? Client J

No
{Doesn’t support 6GHz
Radio or Radio Disabled}

Presence

Brownfield l

Dense or HD

Collocated
Radio
RNR?

Supported (
"

BRKEWN-2029 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Diverse Insights for diverse environments

Business
Vertical
Country

Total APs

Avg. Clients

Busy Hours

5GHz
DBS_Max

FRA
TPC_Thresh

Enforce PSC

Retail
us (USA)
202

~1,700

Al-Driven Config Insights
3pm - 10pm (UTC-5)

High Low
Density Density

Yes

BRKEWN-2029 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Leading to Performance Improvements

Business
Vertical
Financial Services Retail Education
Country No (Norway) us (USA) Nz (New Zealand)

Improvements in the Wireless KPIs

Wireless 51 2> 94 34 > 70 17 > 91
Performance Before  After Before  After Before  After

Config 41% Reduction 79% Reduction 83% Reduction@iE il

Updates ° .

. I
Client SNR 38 dB (+9 dB) (39 dB) (+11 dB) 33 dB (+8 dB) (I
Interference 37% Reduction 56% Reduction 65% Reductio

Cisco
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Simplified enablement Al-enhanced RRM

&

Al-Enhanced RRM

\ /‘
Meraki Auto RF % -|/| | | Cisco Catalyst Center

° o ¢ m— C9800 WLCs

W / CW9100 APS
c 1 sco &. BRKEWN-2029 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



Enabling Al-Enhanced RRM for Provisioning-Enabled Deployments

Traditionally, this solutions requires customers to manage their Catalyst 9800 configurations through Catalyst Center’s Network Settings

Give Al-Enhanced RRM
Cloud Access in Settings.

Create an Al RF Profile.

o Assign Al RF Profile to a building,
and provision your C9800 & APs.

ésco DNA Center

Cisco Al Analytics

Radio Frequency Settings

@ 24GH: @ 5GH:

@ 6 GHz

9:00 17:00 e Medium  © High

@& O (@
@ O

@ O
@ O o,

BRKEWN-2029

fAsm_qn Locations to Al RF-Profile: Al_RF_Profile N

., Below selected and impacted locations will be upgraded with Al RF Profile and APs will be provisioned with

Site selection summary.

Selected Location Impacted
Location
n Jos
@ Building 14 No impacted

O & Building 10
@ & Building 14

locations available

() & Building 18
() & Building 24
Utah-Lakepoint
......... )
-
© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 41



. . sages (]
E; Configure Al-Enhanced RRM Enable Without Device Provisioning
Deploy Al-enhanced RRM with or without
provisioning your wireless contrallers and access This flow enables Al RRM without
paints. P! your wireless or access points.

If you do not want Cisco DNA Center to manage the

Wireless
configuration of your devices, choose this option.

New Al-Enhanced RRM Workflow
for Assurance Only Customers!

Cisco L‘V&~/ BRKEWN-2029 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 42




Benefits of the Al-Enhanced RRM Workflow

Easier to Enable, with the Same Power of Al!

Doesn’t Require C9800 to be
Provisioned on Catalyst Center!

. Taking away this requirement
means that all Catalyst Center
users with supported hardware
can leverage the power of Al.

*  Users can continue managing
their network settings on their
C9800 directly.

N /
cisco L{Ka//

Combined all steps to enable
Al-Enhanced RRM to a single
workflow within the Workflow
page titled, “Configure Al-
Enhanced RRM -> Enable
Without Device Provisioning”.

Admins no longer need to jump
to different areas on Catalyst
Center to figure out how to
enable Al-Enhanced RRM!

BRKEWN-2029

/

Power of Al Remains the Same

. While enabling Al-Enhanced
RRM has gotten significantly
easier, all the amazing
customer benefits remain the
same.

. There are no loss with regards
to solution capability.

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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We’ve created a new enablement workflow that doesn’t require admins to manage
their network configurations on Catalyst Center!

Enable Al-Enhanced RRM

cloud access in Settings

Select the newly designed
workflow and deployment option!

Al-Enhanced RRM is enabled

without device provisioning!

Cisco Al Analytics

Al Network Analytics

Al Network Analytics hamesses machine learning to drive intelligence in the network, empowering administrators to
effectively improve network performance and accelerate issue resolution. Al Network Analytics eliminates noise and
false positives significantly by learning the network behavior and adapting to your network environment

q Enable Al Network Analytics

AI-ENHANCED RRM

Provides sophisticated closed-loop optimization of your radio network based on historical data, while delivering
visual insights into why and how. Al-Enhanced RRM delivers macro level suggestions for config optimization and the
ability to apply these within minutes. Al-Enhanced RRM is applicable to sites running Catalyst 9800,

Ez Configure Al-Enhanced RRM

Deploy Al-enhanced RRM with or withaut
provisioning your wireless controllers and access
paints.

Wireless

A 4

A\ This feature can be enabled only if Al Network Analytics is enabled,

Enable Without Device Provisioning
This flow enables Al-Enhanced RRM without provisioning
your wireless controllers or access points.

If you do not want Cisco DNA Center to manage the
configuration of your devices, choose this option.

(-]

C@) Al-Enhanced RRM

=
|
( A
|/I(| Cisco Catalyst Center
& * J
(" )
Q Network infrastructure
Cisco Catalyst™ 9800
Series Controller
\_ Wave 2, Wi-Fi 6/6E APs )

.
~—

cisco L{V&/

BRKEWN-2029
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Software and Hardware Support Matrix

for Al-Enhanced RRM’s Workflow for Assurance-Only Deployments

Cisco I0S XE WLC Software Cisco Catalyst Center Software and Licensing

2.3.7.4 (Patch 2)

17.9.3 or newer (17.12.1 recommended) A Aduantace L
wi vantage License

Cisco Access Point Hardware

Wave 1, Wave 2, Catalyst Wi-Fi 6 and 6E Access Points

Cisco I0S XE WLC Hardware

C9800-CL

C9800-L
C9800-40
C9800-80

Cisco L‘V&~ BRKEWN-2029 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 45



@ Al-Enhanced RRM

<
X =

Meraki

Al-Powered Auto RF

Integration with Al-Enhanced RRM

» Inherit advanced RRM features with less development cycles.

» Auto RF will be enterprise & high-density deployment ready

cisco L‘V&~ BRKEWN-2029 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 46




Day 1

Meraki Auto RF

Powered by Al-Enhanced
RRM

cisco L{V&/




What is Meraki’s Auto RF?

Auto RF is Cisco Meraki’s radio resource management (RRM) solution that optimizes wireless
configurations using 15-20 mins of RF data (Snapshot-based) to improve RF performance.

Dynamic Channel Dynamic Band
Assignment (DCA) Selection (DBS)
® @
15-20 mins of RF
Anonymized Optimizations
. RF data Channel, Width,
Transmit Power

Power Changes

Control (TPC)

@ Optimized
Wireless
Experience

cisco L{V&/
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Capabilities that Al-Enhanced RRM will bring to Meraki!

Wireless Client Disruption Trust & Visibility

. @ Al-Enhanced RRM
RRM Services Ready at Any Scale < RF Visibility Widgets
Supports RRM services, DCA, DBS, TPC, FRA, and AP zone- Provides org-to-AP level visibility of RF health, RRM changes,
level configurations for deployments of all sizes and use co-channel interference, etc.
cases.
Trend, Reward, Client-Based RRM RF Insights and Recommendation
Uses Al to optimize based on historical trends, RF : Al reviews customer config against intended outcomes and
performance, and client-side telemetry. B provides insight recommendations to ensure goals are met.
° Predictive RF Simulator
After Hours RF Tuning Uses historical data to predict outcomes of RRM config
changes, giving admins peace of mind before applyin
Defers optimizations after peak hours to minimize disruptions themg gving ns p l pplying
but uses peak hour data for relevance to clients' activity times. '

)
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Al-Enhanced RRM Will Significantly Improve Meraki’s Wi-Fi!

Trend-Based RRM

Optimize RF with 2 weeks of data enabling more sophisticated
& efficient RRM optimization!

Flexible Radio Assignment

Place radios on the most optimal band/mode to minimize
interference on 2.4 GHz at the touch of a button!

=)

=)

Enhanced Busy Hour

Optimizations are deferred until after the busy hour, using busy
hour data, rather than just suppressed!

\

cisco W‘/

/R‘adio Settings

Overview RF Profiles

Trend-based RRM

Flexible radio
assignment

Al channel planning

Busy hour

Al-RRM

O Enable

Trend-based RRM uses an Al engine to improve the performance of your network @

(] Enable FRA

FRA optimizes the 2.4 GHz band by strategically disabling redundant radios to reduce interference @

Enable Al channel planning

Improved Channel Assignment by leveraging artificial intelligence to optimize channel planning capabilities ©

(] Enable busy hour

AI-RRM will minimize changes during the most active hours of the day @
‘ sensitivity © () Low () Medium (8 High

(®) Auto schedule

Based on historical data of up to the last 6 weeks @

[ 23:00 -5 08:00 ® ]

[ O Manual schedule ]

BRKEWN-2029
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Reduce

Client Disruptions by 50%
Al Channel Planning

Powered by Al learns your wireless with 6+ weeks of data to
Al-Enhanced RRM prioritize channels with the best wireless experience.




How does Al Channel Planning work?

Channels that face a DFS or channel jammed event with will Severity Avoid Period  Monitor Period
be put on an avoid list starting at severity 6.
6 1 Day 1 hour
5 2 Days 2 hours
Avoid List - Channels on this list won’t be used; after the
period, it'll be added to the monitor list with the same severity. 4 4 Days 3 hours
3 8 Days 4 hours
2 14 Days 5 hours
1 30 Days 6 hours
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How to enable Al Channel Planning

Enable Al Channel Planning to empower Auto RF with Artificial Intelligence.
Radio Settings

Overview RF Profiles Auto RF

Al channel planning () Al channel planning OFF Download details

Enable AI (@) Al channel planning ON |SSU€S Mltlgated'

Enhance Auto RF by leveraging artificial intelligence to optimize channel planning capabilities @

2 RF jammed APs mitigated o 2 DFS hit APs mitigated

AP1 <None, Frequent DFS Hit, RF Jammed> <2.4,5, 6> <Channel> <Channel Avoided, Channel Monitored, Feature Disabled> <Start Time> <End Time>

AP1 RF Jammed 6 104 Channel Avoided 3/23/23 - 12:45 PM| 3/25/23 - 12:45 PM <
AP1 Frequent DFS Hit 5 108 Channel Monitored 3/23/23 - 5:45 PM | 4/23/23 - 5:45 PM
AP2 RF Jammed 6 100 Channel Avoided 3/23/23 - 5:45 PM | 3/27/23 - 5:45 PM
AP3 RF Jammed 6 100 Feature Disabled N/A N/A

cisco L{V&/
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Al Channel Planning Reduced DFS Hits by ~50%

Top Consulting Firm in Copenhagen with 135 APs

DFS Events Detected
Jul22 - Nov22
60

50

Al Channel Planning

Enabled
40

30

20

SHHITER R

0 llll II

7/25- 8/1- 8/8- 8/15- 8/22- 8/29- 9/5- 9/12- 9/19- 9/26 - 10/3 - 10/10 - 10/17 - 10/24 - 10/31 - 11/7 -
7/31 8/7 8/14 8/21 8/28 9/4 9/11 9/18 9/25 10/2 10/9 10/16 10/23 10/30 11/6  11/13

m Al Channel Planning Off ® Al Channel Planning On
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What are the options for enabling Busy Hour?

Simplicity or control, it’s your choice!

View old version

Radio settings

Overview RF profiles  Auto RF

New Auto RF Tab

Busy hour Minimize RF changes during busy hour
Auto RF will minimize changes during the most active hours of the day ©

Daily busy hour (UTC-7)
@® Auto

Based on historical data of up to the last 6 weeks ©

05:00 @ || 04:00 ®

[ O wema ]

Save changes Cancel

Have Al decide for you...

cisco L{V&/

View old version\

Radio settings

Overview RF profiles Auto RF

Busy hour Minimize RF changes during busy hour

Auto RF will minimize changes during the most active hours of the day @

Daily busy hour (UTC-7)

[ O Auto ]

@ Manual

08:00 ®© || 05:00 ®

05
06

Save changes Cancel 07

NS J

- 08 /

...or configure time range manually!
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Customer
Deployments
with Al-Powered
AutoRF
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A Reduction in Channel & Power Changes Meant a Better and
More Stable Wireless Experience for Room & Board!

Channel Switch Changes Decrease

BRKEWN-2029

(55

Once we enabled both Busy Hour and Al
Channel Planning, we observed a more stable
channel state with far fewer changes among
access points, in addition the radio power
changes also became steadier.

In client experience this has translated to
more efficient roaming, less sticky clients,
and a decrease in undesirable client behavior
like stationary clients floating between
access points.
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Beta Testing Al-Enhanced RRM on Meraki's
Corporate Network!

Building: Meraki SF Corporate Office
Area: 110,000 sq ft

Access Point Count: 143 (319 Radios)

Access Point Type: MR53, MR56, MR86, CW9164l,
CW9166lI

Beta Services: Dynamic Channel Assignment
Transmit Power Control
Automatic Bandwidth Selection

Disclaimer: This Beta is using an early version of Al-Enhanced RRM
code. Much larger improvements are expected to be seen when the

ﬂ;ﬁuct/is GAl
c 1 sco &. BRKEWN-2029 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




Enabling Al-Enhanced RRM Improved the Overall Wireless
Experience on All Bands on the Meraki’s Corporate Network!

RRM Health Score Average Client SNR
Calculated by combining key RF metrics RRM Changes
Before Al- Before Al-
RRM After AI-RRM RRM After AI-RRM
6 GHz 91 100 T 36 dB 38 dB T
5 GHz 70 76 T 39 dB 42 dB T Duzrf:g g:g;egzirs
2.4 GHz 8 10 T 27 dB 27dB

Roadmap Alert: The Health Score and SNR of the 2.4 GHz band are slightly lower due to a very high AP density. With Flexible
Radio Assignment coming as part of this Al-Enhanced RRM integration, major improvements in this band are expected, stay tuned!
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Al-Enhanced RRM Significantly Improves Channel Distribution

6 GHz

5 GHz

2.4 GHz

Vs

\

Before Al-Enhanced RRM

~

Z

s

N

After Al-Enhanced RRM

5 5
4 4
3 3
2 2
1 1
0 0
O =N MDD =N =NOM D O = N M D =« N O O W < N O O
N M IO O O «— M < © 00 OO — N M IO © O «— O < O 00 O — «
— — — — — — — (N (N - — — — — — — (N
20 20
10 10
0 0
© X DO O Do XD O A
RPN PN IPNNNCEN NGNS 36 44 52 60 100108116124132140149157
43
: .
18 10
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Trend-Based RRM Improved a Large Japanese University
Network of 776 APs in Just Three Days!

100

80

60

RF Health Score

Before AlI-RRM After AI-RRM

40 As

20

25-Jan

2.4GHz 5GHz

26-Jan 27-Jan 28-Jan

_ 2.4GHz AP Count _
Before Al-RRM Health Score Distribution Aiter Al=RRM

O— O

O Good OFair @Poor 0 Good OFair @Poor

5GHz AP Count
Health Score Distribution

D s O

BGood BFair @Poor 8 Good OFair BPoor

Before AlI-RRM After AI-RRM

cisco Li//p/_/
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Trend-Based RRM Improved a Large Japanese University
Network of 776 APs in Just Three Days!

% of High Co-Channel Interference APs
Before AI-RRM After AI-RRM

S0
45 5Ghz 2.4GHz
40
35
30
25
20
15

10

25-Jan 26-Jan 27-Jan 28-Jan
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Trend-Based RRM Improved a Another Japanese

University with 290 APs

90

80

70

60

50

40

30

20

10

RF Health Score

Before AlI-RRM After AlI-RR

|

25-Jan 26—Jaﬂ 27-Jan 28-Jan

—2.4GHz

5GHz

Before AI-RRM 2 1GHz AP Count After Al-RRM

Health Score Distribution
(o)
|mprovemen!|

5GHz AP Count
Before AI-RRM | 021th Score Distribution

60%

~ Improvement

After AI-RRM

= Poor =Fair =Good

= Poor = Fair = Good

cisco L{V&/
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Day 1

Al Network Analytics

cisco L{V&/



Meet Alex, a professional facing
WiFi issues. Frustrated by poor
connectivity, Alex seeks a solution.
Join us as we explore the journey to
resolve Alex's WiFi problems.

cisco L{Vp/_/

BRKEWN-2029
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“"Unleash Al Network Analytics

to Prioritize, Optimize, and Remediate with Al
PredICtlve AnalythS/Self_Heal @} Wireless Data Collection
Anticipate and Prevent Failures Machine Reasoning Engine
Peer ®®
Trends and Insights - oo
i i Event AP Performance @ D Network etwor
Proactive exploratlic:]r; iglﬁtss system generated Analytics .,:-_. Insights

Al-Driven
RCA

Comparative Analytics
Compare KPIs Internally and to Peers

Dynamic Baselining
Define Normal for a Given Network

Baselines
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Cisco Al Network Analytics

Leverage Al to Proactively Mitigate Risks with Patterns and Trends

‘ Proactive Exploration

Jl- #s Comparative Analytics
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Cisco Al Network Analytics Architecture

Proactively Discover and Root Cause Your Issues

Compare

liINi| Al Network Analytics Cisco Al Cloud

Network Infrastructure
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Al-Driven Dynamic Baselining
Learn About the Issues that Really Matter

Custom Thresholds = False Positives Al-Driven Dynamic Baselines = Relevant Anomalies

Environment 1 Environment 1

Environment 2 Environment 2
N /\

Environment 3 Environment 3

~_/ \
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Cisco Al Network Analytics

Feature Summary

() Al Driven Issues

Discover and Root Cause network risks
and anomalies from the Al-generated
baselines

13 KPlIs: Onboarding & Throughput

cisco L{V&/

Excessive failures to connect - At least 11% increase in failures on SSID-c9800AP11AC in Global/North America/USA/California/San
Jose/SJCO1/FIr-SJC1-1.

Open +

Potential Root Causes
Problem

Impact

Network Causes  Failed Distribution  Failed Percentage  Failed Count

Root Cause Analysis

Suggested Actions

Probable network causes

;
5
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Cisco Al Network Analytics

Feature Summary

= Cisco DNA Center Assurance - Al Network Analytics - Peer Comparison Q @ o

KPI
Radie Throughput ~ SHOW

271Kbps for 2.47% of Network: Greater than 271Kbps for 6.10% of tha

Peer Comparison

Radio
in the

than 271Kbps for 6.25% of the BHz " peers: Greater than 271Kbps for 4.95% of the

Is this comparison helpful?

Benchmark your network Performance Distribution of Radio Throu W) wovsnren
against thousands of similar networks

Band: 2.4GHz 0-78% Band: 5GHz

1.47%

6 KPIs: RF & Throughput rﬂa JIIW
| ||I | L
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AP Performance Advisories
Leverage Al to Group APs Giving Poor Client Experience from 2.2.3 & 2.2.2.4

Trends and Insights [ High Co-channel Interference at 2.4 GHz

High Co-Channel Interference At 2.4 GHz

Pain Points

Radios with co-channel interference and channel utilization 9 6 TOP 1 RADIOS
higher than the reference, possibly indicating a sub-optimal

channel plan. © Radios  Buildings SFO15.24-02

1 Is this Insight helpful? o5 G0

® Radios in this group
had a Interference
Distribution between 57%
and 58% for 1.2% of the
time.

Interference Distribution ® Radios in this group Featu re Ca pa bi I ity

had a Interference

Distribution between 57%  'rence radios.
and 58% for 0.4% of the

time.

Radios in this group exhibited high co-channel in

Interference (Higher Vi
10%

5%

Percentage of the Time

Customer Benefits

# 30 Radios Causing Bad Client Experience ® Reference Radios In Your Network &

Co-channel interference is caused by Wi-Fi traffic on the same serving channel as the radio reporting it, either
by neighbor or foreign APs and clients. If radios constantly report high co-channel interference even when using
RRM (Radio Resource Management) it's recommended to review the RF profile settings to match the RF
deployment.
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Al-

riven AP Performance Advisories

f' High Co-Channel
Interference

High Co-Channel Interference

Radios with co-channel interference and channel utilization higher than the reference,
possibly indicating a sub-optimal channel plan.

. Impacts

9 184

Radios Endpoints

Top 3 APs Affecting Client Experience

SFD15..20-03 SFO15..24-01 SFO15..24-02

achine Learning. Thosg

Identify APs with Potentially Poor Client Experience

High Client Activity

High Client Activity

Radios experiencing higher client activity than the reference, possibly indicating the
need to review the network capacity in these areas

Impacts

3 116

Radios Endpoints

Top 3 APs Affecting Client Experience

AP9124_2 AP3130_1 AP9105_2

Ower the last 4 weeks

High AP Density

Radios with transmission power lower than the reference, possibly indicating a
mismatch between the RF settings and the actual deplayment density.

Impacts

2 b4

Radios Endpoints

Top 3 APs Affecting Client Experience

J01..130_2  SCJ01..130_

Low AP Density

Radios with transmission power higher than the reference, possibly indicating a lower
than optimal deployment density

Impacts

18 9

Radios  Endpoints

Top 3 APs Affecting Client Experience
AP9124_2 AP

1 AP9105_2

Low AP Density

Cisco

.&/

BRKEWN-2029
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Wireless Troubleshooting
with AlOps

cisco Li/&/



Alex tried to google how
to fix the WiFi and found
a gazillion types of issues
and solutions to fix the
issue. What could it be?

cisco L{{@/
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Day 1

Site Analytics

cisco L{V&/



CIsco
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Focus on End User Experience with Site Analytics

Visualize Critical Wireless SLAs from global to Endpoint Level

T
C} 11111
N N
- RS @
Experience Global Building Floor

SLAs Personalized to Critical SLAs such as onboarding speed, connection Isolate Problem Devices

your network speed, and coverage visualized at every level! Supporting Up to Wi-Fi 6 & 6E
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Network experience from a Global to Endpoint level

with Site Analytics

(" N
= Cisco DNA Center Assurance | Dashboards / Health Qaeaeb
Overall  Nework  Clent  Network Services Appicsions  SD-Access Al Analytics v
Site Analytics 2 setings © Onboarding Anempts @ Onvossaing Durstion D Rosming Ansmpes © Rosming Durston + Coversg|
St Ko fer e coent beion 82%  suiding 14 7% 100%  suising 14 (100%) 8B%  suning 14 fasm) 100%  suising 14 (100%) 100%
Connection Speed

8302 s30e
<
s
Sites (10) H
P vaiue (%)
08 © B
=9
OrbcardegAmemgrs  CrbowdegDuion  GomeectonSpasa & Rowmng Ansmens Anamng Oursticn Coweage m—y—
e I N o e I I
Andro-81C22 P o
Soeed =
Big Warehause a
scam 10
Building 1 Ciost Count 7 N
Vislaton Count 10
Buiing J a
Lo o
_J

cisco L{V&/
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Global view of per-site Wireless experience via

S
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Network experience from a Global to Endpoint level
with Site Analytics

Cisco DNA Center Assurance / Dashboards / Health

call  Network  Client  Network Services »  Appications  SD-Access Al Analytics G|Oba| V|eW Of per—S|te W|re|ess expenence V|a

Flobal/San Jose/Building 18 (D) 24 Hours ~ Jan 28, 2023 430 PM - Jas 23 4:30 PM S

e Analytics 3 settings B Ontoarding Attemats. B Ontoarting Curstion ¢ Connection Speed D Roaming Attemats O Rosming (
<18 KL fier e coment belew 85%  Fioors (a5%) 100%  Fioors 100%) 56%  Fioors is6%) 100%  fioors 100%) 100%
et s Building view of KPI trendline and Impact Analysis

44% (2508/5724) of the wireless data affic did not meet the configured over-the-air data rate threshold.

Inpact Analytics
boe Froors Top Access Poines Top Bands Top Host Device Types

loor3 Assurance_9130_3 5 GHz Devices

SJC14-TME-AP4-oid
ES
Traffic_Assurance_01

SJC14-TME-APS
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Network experience from a Global to Endpoint level
with Site Analytics

r
Cisco DNA Center Assurance / Dashboards / Health

rall Network Client Networ k Service: 5 v Applications SD-Access Al Analytics v

Global view of per-site Wireless experience via
Y WAYS

View Floor: Floor3 v

Access Points (10) © AP Floor Map (Last 5 Minutes)

Q search Table A7

Device Name = Connection Speed Client Count |$
9130_2 - o & -
AP_9130AXE - [ *} = [
B - - 3 e
' (v}
a 003

Building view of KPI trendline and Impact Analysis

Assurance. _9130_3 E
Ekahau_Test_) - 0 :g THE-AP4-old
Ekahau_Test_2 - 0 £ -
e . . = o 1 Floor view device level KPIs with heat map
e e | |
SJUC14-TME-AP4-old [31%]
SJC14-TME-APS [ose | 1
afc_ [o7% ]
Racor ow Records: 10 [}

Cisco L‘V&./ BRKEWN-2029 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 81



DEVAN

Troubleshooting with Assuran
A View of All Things Networking

cisco L{V@/



CIsco
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Enhanced Troubleshooting on the Client 360!

Critical KPIs that Define Wireless Experience from v2.3.6

KE Cisco DMA Center
Ghent | Chare 360

Onbearding

uuuuuuuuuuuu

...........

aaaaaaaaaaaaa

........

Connuetivity

uuuuuuuuuu

rrrrr

View KPIs in Detail and Compare

1@ a cﬁ\ (E Cisco DNA Center
ey with Other Clients in this Site
10116? cuenr oe
Summary @
F.f NSRRIt (KT PV FN

Correlate KPIs with Onboarding

Events and Other KPIs

BRKEWN-2029
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Intelligent Capture to Support Packet Capture in 6 GHz

Unencrypted Data Packet Capture for Wi-Fi 6E from 2.3.2
@ - :=vie Globally

= Cisco DNA Center

Intelligent Capture: bruce ")Full Packet Capture in Progress... (12KB/100MB) ® Stop 1 Download Run Packet Capture X

P Data Packet Captures

6
poap |

May 22 7:05p 7:10p 7:15p 7:20p 7:25¢ - - -~
First Packet Time Last Packet Time Type Duration (hzm:s) Size

) 1 hourns

Download

May 22, 2022 7:58:20 PM May 22, 2022 7:59:10 PM Wireless 00:00:50 12 KB L

eLIVE v Client Location

Onboarding Events
Global/San Jose/Building 14/Floor 1

Protocol | Length

49783 [ACK] Seq=1 Ack=4294900297 Win=3;
49783 [ACK] Seq=1 Ack=4294982297 Win=3]
45783 [ACK] Seued Ackezo4904297 wines] ownloa aCckels

49783 [ACK] Seq=!
49783 [ACK] Segs1
49783 [ACK] Sex
49783 [ACK]}

49783 [ACK]

49783 [ACK] Seq=1
49783 [ACK] Ser
49783 [ACK] Seq=1 Ack
49783 [ACK] Seq=1
49783 (ACK] Seq=1
49783 [ACK] Sec

.10.103.19 A —
224 [TCP Window Update) [TCP Window Updatel 5201 ~

2020-06-04 .10,103,21 BUSTERT)

L4

4 bytes captured (1

LIVE

» Channel flags: 0x9148, Orthogonal Frequency-Division Multiplexing (OFOM), 5 GHz spectrum
6008
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Intelligent Capture Captures 6 GHz Packets

Data, live, and anomaly packet capture inline on the serving radio from 2.3.2

Powered by CleanAir Pro

= Cisco DNA

Assurance - Dashboards - Health - User 360 Q @ @

Intelligent Capture: Grace.Smith ) Run Data Packet Capture

Data Packet Captures x
1 hour |
Herts - e - o First Packet Time Last Packet Time Type Duration (ham:s) Size Dawnload
v
Now 15, 2020, 11:53:23 am Now 15, 2020, 12:26:43 pm Wired 00:33:20 10 M8

s Client Lacation
Glabal/San Joss/

Now 15, 2020, 11:53:23 am Wireless 00:33:20 15 MB

Clensecnuin
e

1:50 pm vsspm o 2oopm 2ospm  z10pm Zispm  220pm

@ Authentication Done 152:23 pm

ciIsco '&./
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Get a Spectrum view of all the bands in Network 360

o S1EE 2 Toggle to View HE

o2

& : ! e Powered by CleanAir Pro

channels 1 to 233

Capture 6 GHz

N\

cisco M-/ BRKEWN-2029 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 87



DEVAN

OTA Sniffer




Introducing OTA Sniffer with Intelligent Capture @

Capture All Packets on AP Supported Bands from 2.3.6!

Perform OTA channel packet capture from
anywhere in your wireless network remotely.

Diagnose wireless roaming, non-roaming, and any
other issues at the channel level.
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Intelligent Capture OTA Sniffer Topology

Serving AP

Cisco Catalyst Center G WLC a Neighbor AP
Enable OTA Sniffer for an Converts AP or AP’s radio

AP or its radio, and ? to sniffer mode and
channel to capture on .Y channel to capture on
o
> ‘r ) ~
J W?

1

Download OTA PCAP from OTA PCAP Data sent to Cisco Catalyst Center through
Cisco Catalyst Center direct gRPC Connection with TCP Port 32626

0 Wireless Issue Observed!
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Next Level Serviceability with the OTA Sniffer Capture

Intelligent Capture can now capture ALL packets on a defined band from 2.3.6!

‘ Start OTA PCAP on Client or AP
360 and Select Up to 2 APs

Client Packet Capture

.............

)

D
hd .
AP Clientis
Connected to

¢

Other APs are OTA
Shiffer Candidates

€
@

----------------

Define Radio and Band to
Capture and Start it!

~N
Client Packet Capture *
............
Select Radlo, Band, C | Width and Channel
0:50:00
on - —
do @ AP Mode st
/

BRKEWN-2029

Download the OTA PCAPs

Directly on the Page!
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Event Analytics

Challenge/Pain Points

As a network administrator | would like the events dashboard to

be more interactive and provide comprehensive analytics and
powerful visualisation of the network events. It should provide
valuable insights into network performance, security, and
troubleshooting

Feature Capability

Event Analytics aggregates and processes event data,

extracting relevant metrics and generating insightful analytics.

It offers a user-friendly interface that allows users to explore
data visually through intuitive graphs and charts to allow
specific focus on areas of the network, time periods and

event types of interest

Type of events supported are Syslog and Reachability

cisco L{{(o/‘/

Assurance -> Issues and Events -> Event Analytics - Preview

Issues Events  Event Analytics - Preview

© Global~,

Wired Events  Wiraless Events

Syslog Messages

[ L

Yo EvENTS | MOST ATV OB wost e woH SEVERTY w50 weo —
> Show Analytics 173 7/20: 67 events  7/19: 1 events 8 events 60 events 105 events
1
Reachability Transitions Sslected time range: 7/19 12:00 AM
019120080
T
s a2 m s
i w s o u ™ e a - T m
UMREACHATLE
NG REACHABLE
H H i | [ C |
TOTALEVENTS @ UNREACHABLE & REAGHABLE # PING REACHABLE ® \-’ﬂ!r‘-ﬂ& *'Fﬂulk:h‘di
o @ 0w w
7 Show Analytics 35 0 events 35events 0 events
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Machine Reasoning Engine for Wireless Serviceability
With Client and AP Data Collection Catalyst Center v2.3.6

Use case: ‘

Cisco Catalyst Center can grab AP and Client debug logs
needed for troubleshooting via the Wireless Client and AP Data
Collection MRE Workflows on the Network Reasoner page.

Wireless Client Data Collection Wireless AP Data Collection

MNetwork Impact: Medium

O
- N New 360
& Client Data Collection m & AP Data Collection () m :
Integration!

Key Benefits:

Significantly improves serviceability experience as logs are
collected for you and made available directly on the MRE UI.

No need to manually SSH into WLC/APs, run CLI/Debug
commands then copy paste logs into .txt files any longer.

Integration into Client and AP 360 page under tools from Cisco
Catalyst Center v.2.3.7.
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Unleash the True Potential of Your Wireless
with Cisco Wireless AlOps!

Al Network Analytics Site Analytics
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Networking

Learn from experts on wireless topics such as
automation and analytics for enterprise wireless
networks, and best practice in troubleshooting
wireless networks from speakers who are at the
forefront of wireless innovation. You will
understand our Al/ML strategy for Cisco Wireless.

cisco L{Ko//

START

Monday, February 5| 2:15 p.m.
TECEWN-3369

TAC stories : WiFi networks that
save lives...and your job

Tuesday, February 6 | 8:00 a.m.
BRKEWN-2014

Meraki Wireless AlOps - An
Intuitive Al Solution to Optimize
Wi-Fi at Scale !

Tuesday, February 6 | 4:45 p.m.
BRKEWN-2029
Cisco Wireless AlOps

Wednesday, February 7 | 4:00

p.m.
BRKEWN-2097

Monitoring Catalyst Wireless with
the Meraki Dashboard

Thursday, February 8 | 10:45 a.m.

BRKEWN-2667

Cisco Wireless Supercharged by
Cisco Catalyst Center - The
Ultimate Guide to Bring Your
Wireless Operation to the Next
Level

Thursday, February 8 | 1:30 p.m.
BRKEWN-2043

Saving Energy and Money with
Your Cisco Wireless Network

BRKEWN-2029

FINISH

Friday, February 9 | 9:00 a.m.
BRKEWN-3628

Troubleshoot Catalyst 9800
Wireless Controllers

Friday, February 9| 11:00 a.m.
BRKEWN-2399

Meraki Wireless from a
Troubleshooter Perspective

Friday, February 9| 11:00 a.m.
BRKEWN-3006

Keep your Catalyst 9800 &
AP-COS Wireless Network
Healthy, with Wireless Config
Analyzer Express and other
Advanced Tools
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Networking

START

Learn from experts on wireless topics such as
WiFi6 and WiFi6E standards enhancements. You
will understand what you need to know about
designing for 6GHz, migrating from AireOS to
Catalyst 9800 or to Cloud management with
Meraki. You will understand how to design your
enterprise wireless network using Cisco
on-premise, cloud or hybrid portfolio.

cisco L{Ko//

Monday, February 5 | 8:45 a.m.
TECEWN-2234

Demystify Wi-Fi : because
fundamentals matter

Tuesday, February 6 | 11:30 a.m.
BRKEWN-2339

Catalyst 9800 Configuration Best
Practices

Tuesday, February 6 | 1:30 p.m.

BRKEWN-1742
7 Ways to Fail - on Wi-Fi 6(E) FINISH

Tuesday, February 6 | 2:45 p.m.
BRKEWN-2094

Successfully Configuring Catalyst
9800 Wireless on Your First Shot

Wednesday, February 7 | 8:30

a.m.
BRKEWN-2087

High Density Wi-Fi Design,
Deployment, and Optimization

Wednesday, February 7 | 10:30

a.m.
BRKEWN-2024

Architecting Next Generation
Wireless Network with Catalyst
Wi-Fi 6E Access Points

BRKEWN-2029

Thursday, February 8 | 10:30 a.m.
BRKEWN-1538

Internet of Things on the Next
Generation Cisco Catalyst
Wireless Wi-Fi 6E Access Points

Thursday, February 8 | 3:00 p.m.
BRKEWN-3413

Advanced RF Tuning for Wi-Fi6E
with Catalyst Wireless: Become an
Expert, while getting a little help
from Al
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Thank you
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