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C9800*
17.9/17.12

C91xx
CW916x

Cisco Catalyst Center
2.3.7

*Local Mode / FlexConnect Mode (Central/Local Switching)
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What’s NOT covered in this session

g/@ Setup of Catalyst Center / Wireless Controller

‘ .> Tuning / T-Shoot of Catalyst Center / Wireless Controller itself

Lee!
BRKEWN-2339, BRKEWN-3628, BRKEWN-2094, BRKEWN-2926
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Cisco Live EMEA Catalyst Center Learning Map

Monday 5t

Tuesday 6t

Wednesday 7t

Thursday 8t

TECOPS-2001
The Ultimate Guide to
Install, Onboard, Operate
your Campus Network
with Catalyst Center

TECOPS-2002
How to leverage Catalyst

Center to build a Zero
Trust Campus Network

TECOPS-2158
Catalyst Center Out-of-
the-Box and Custom
Integrations

TECOPS-2823

How to leverage Catalyst
Center to its greatest
potential

vk BU led sessions

cisco é{/@/

LTREWN-2511

Automating wireless
deployments at scale
using Catalyst Center

BRKOPS-2032 %

3 Catalyst Center and
ITSM Workflows: CMDB,
Incident Management
and SWIM

BRKOPS-2416

7 Habits for success with
Cisco Catalyst Center

BRKOPS-1183

Introduction to
Infrastructure as Code for
Catalyst Center with
Terraform

LTRSEC-2005
Building Cisco SD-
Access with Cisco
Catalyst Center & ISE

BRKOPS-2540

Best Practice for Prime to
Catalyst Center Migration

BRKCOC-2465

Inside Cisco IT -
automating the network
with Catalyst Center

BRKOPS-2683

Let Catalyst Center be your
guide to a Zero-Trust
Workplace

Unleash Your Network
Potential: Catalyst
Center's MIB2/SNMP
Empowerment for 3rd
Party Devices

BRKOPS-2357

Taking Infrastructure as
Code for Catalyst Center
with GitLab CI/CD to the
Next Level

Y BRKOPS-2375

Everything that you need to
be aware of Licensing for
Catalyst Center

LTROPS-2977
Cross-Domain Automation
with Catalyst Center and ACI
using CI/CD Pipelines

Center

Catalyst
-%coLive

BRKOPS-1110%

BRKOPS-2077

Tips and Tricks for Prim
Infrastructure to Catalyst
Center Migration

BRKEWN-2667

Catalyst Wireless
Supercharged by
Catalyst Center

BRKOPS-2038

The Flow of Things:
Navigating and Properly
Enabling NetFlow-based
Solutions through
Catalyst Center

BRKOPS-2402

Automate the
Deployment of a Wireles:
Network with the Help o
Catalyst Center

KBRKOPS-2471
Custom Workflows for
the Cisco DNA Center

Integration with

ServiceNow

Friday 9t

*BRKOPS—2521

Revolutionize Your
Network Management with
Cisco Catalyst Center:
Physical or Virtual on AWS
or VMware ESXi

Capture
The Flag

Catalyst >
Center 2.3.7
Catalyst >
Center 2.3.5
Prime >
Migration
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Clarification

(. t )
Managed only
\-OOOOOOOO )
(" t )

I\/Iangged &
provisioned
\- J

cisco L{V&/

For most of the presentation the Wireless
LAN Controller (WLC) only needs to be
managed by Catalyst Center, not
configured. Wireless configuration is
done directly on the WLC.

For some of the NetOps parts, Catalyst
Center must be managing & configuring
the Wireless settings on the WLC. In
those parts, this icon will be shown.
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For your reference

- There are slides in your PDF that will not be presented, or quickly
presented.

- They are valuable, but included only “For your reference”.

— | For your

— | reference
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- Get insights with AlOps

- Operate efficiently with
NetOps

- Expand usage with DevOps

« Conclusion
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- Get insights with AlOps
- Basics you should configure
- Add-0Ons you can leverage

« On-Demand Tools that ease
your life

- The platform advantage
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E* Cisco DNA Center Assurance / Dashboards / Health A AN

Overall Network Client Network Services Applications SD-Access Al Analytics

{7 Global () 24 Hours Jan 22, 2024 9:57 PM - Jan 23, 2024 10:27 PM &
9:57p 10:27p

£100 T

‘ \/ \%4 A% \' A4 vV V v v

op 123 2 4 ga a [ 2p zp 10 8p 8p op

Actions

LATEST  TREND

Network Devices

83 Router (1) I
o
L Core (=)
Healthy Network Devices
Distriburtion ( 1:2) |
TOTAL DEVICES 121 Access (37) NG ERRORS POOR | MEMORY POOR
Good Health 85 Wireless Controller (9) |
Fair Health 4 Access Paint R NOISE FAIR | INTERFERENCE FAIR | 1 more

Poor Health 32 0 20 40 60 8O 100

No Health Data -- Device Distribution (%)

HEALTH No Health Data ® Far @ P

View Details

WAN Link Utilization G Top N APs by Client Count WAN Link Availability

LATEST  TREND LATEST TREND LATEST  TREND
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dule - DNA Center System /

Prerequisites for Assurance

Wired Endpoint Data Collection Enablement

earch « Controller Certificates
Smart At * SNMP Trap Server Definitions
« Syslog Server Definitions
Smart Lice ng * Application Visibility
« Application QoS Policy
SSM ( ection Mode .

2ss Service Assurance (WSA)
s Telemetry

. hersuite
* AP Impersonation
I IDP. 'I (52 ! ’I 4 PnP AP Locatior
Ll If Device Controllability is disabled, Cisco DNA Cente|

Image Distribution Servers ale : s
preceding credentials or settings on devices during d|

I ( : ] : !!E assignment. However, the telemetry settings and rela
P 8 O 4 4 3 1 O 3 Device:Contollabiity . W .
. the device is provisioned or when the Update Teleme

Network Resync Interval

/‘>

Enable Device Controllability

SNMP

)'1'\ >

«
UDP: 161
TCP: 22 / 830

el DNA Center

Network Device Credentials IP Address Pools Service Provider Profiles Wireless Telemetry

v Wireless Controller, Access Point and Wireless Clients Health

TCP: 443 | 32626 s Sz ey g e orbsni b bt

@ Enable Wireless Telemetry
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How to configure? - Wireless Assurance

Tools | Discovery

[ ] [ ] X Cisco DNA Center x + .

. O\Ier WLC &« c A Mot Secure  hitps:[jvielab-dnac2.cisco.com/dnaftools/discovery/dashboard b4 T} L O 2

\N\th Netconf auin DNA Center

ﬂﬂ Design

g
Take atour (T Export  Asof: Now 23, 2023 9:25 AM 3
ge Reachable Devices Actions
)1“ -10.51.77.130 1
-10.51.75.200 1
-10.51.75.143 1
,10.10.47.14- 3
0.2.31.2-10.2.31.2
ork Re:
1-10 ® : 3 ¢+ s 15 >

ork Bug Identifier

https://vielab-dnac2.cisco.com/dnajtools/discovery

c1sco 'p/_/
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How to configure? - Wireless Assurance

Cisco

.&‘/

[ ] [ ] X Cisco DNA Center x +

« c

bl
cisco

<] Exit

A Mot Secure  https:[Jvielab-dnac2.cisco.com/dnafworkflows/gquickinsights/quickinsights-discovery-crede... ¥ D & O 2

DNA Center Discover Devices

Provide Credentials

Next, confirm the credentials that Cisco DNA Center uses for the devices it discovers. At least one
CLI credential and one SNMP credential are required. You can have a maximum of five global
credentials and one task-specific credential for each type

CLI SNMPv2c Read SNMPv2c Write SNMPv3 HTTP(S) Read More ~

If your network contains 105 XE ed wireless controllers, please enter the port HTTP( Vrite

y of wireless serv wrollers. Select from existing

c port or a global port NETCONF

the enablir
job spec

We recommend using port number 830. Do not use standard ports like 22, 80, 8080.

EXISTING GLOBAL NETCONF PORT

830

BRKEWN-2667 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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How to configure? - Wireless Assurance

[ ] [ ] X Cisco DNA Center x +

. C\Ier WLC &« c A\ Not Secure  hittps://vielab-dnac2.cisco.com/dnajworkflowsfquickinsightsfquickinsights-createsite b4 D L O 2

DNA Center

Assign Devices to Site

After device discovery, we recommend that you assign devices to the site to facilitate telemetry. You
can assign devices to any building or floor within the site hierarchy. The devices that are already
discovered and associated with a site will be skipped for site assignment.

How do you want to assign devices discovered in this workflow to a site?

© Assign devices to an existing site | () Assign de (O Skip site assignment for now

() Search Hierarchy

Search Help

I i Ambras

<] Exit Review Back | m

cisco L{Vp/_/
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How to configure? - Wireless Assurance

Provision | Inventory

Cisco

.&‘/

to Floors

«

[ ] X Cisco DNA Center

a /A Not Secure

el DNA Center

i

f

Design

x &+ ~
hitps://vielab-dnac2.cisco.com/dna/provision/devicesfinventory/list 4 In) a 2
tory e (&) O | QA super v
eless Controllers it E = Q
Take a tour M Export 8

nced filters or view recently applied filters

/7 Edit Device [ij Delete Device | Actions ~ || @

nventory bl
IP Address Vendor
Software Image >
270
Provision >
Assign Device to Site
Virtual Nety
Telemetry >
Provision Device
Tra
vice Replacement >
Compliance b
talog
B More >
er Defined < Manage LED Flash 15
ow Records: 25 v 1-3 (1]
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How to configure? - Wireless Assurance

[ ] [ ] X Cisco DNA Center x + .

« c A\ Not Secure  hittps://vielab-dnac2.cisco.com/dna/provision/devicesfinventory/list h* g D’ & O 2

DNA Center Provision / Inventory

9 Global Assign Device to Site x

Devices (3) Focus: Inventory
Assign All. @ Unassign Al ©

Q  Click here to apply basic or advanced filter
Serial Number Devices

\F ﬁgﬁ'

3 Selected Tag (P Add Device 7 Edit [}

' Device Name

PO0A2.89 il

' > APS48A.BA7C.6270
] AP

20300 \F \ ] rﬂt .I/Vienna/Belvedere/Tower x

ASSiQn APs
to FIOOI"S APO0A2.8902.1988

& AP

Device Controllability is Enabled. Learn More | Disable Cancel

3 Record(s)

<
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= Cisco DNA Center

Client / User 360

Grace.Smith-iPad

@ 0 Grace.Smith-iPad © U Grace.Smith-iPhone O 0 Grace.Smith-PC © C Grace.Smith-Galaxy-S20

3 Hours ntelligent Captur ‘ ‘ ) ¢ H ASTeam ‘
9:40p :40a
s SE— — '77/\/\_‘ i (<]
S = s e \//
e e —— e S ——
1722
Traffic Usage @
Jan 21, 2024 9:40 PM - Jan 22, 2024 12:40 AM &
CLIENT DETAILS
Device: Apple-iPad OS: Apple-iPad MAC: 6C:19:C0:BD:87:C9 IPv4: 10.30.100.27 Pv6: 2001:420:81:450::4ade:cfaS L3 Virtu - L2 Virtua Status: Connected Capability: 11ac Las! 2 )24 12:4 AM
ected Network Dev 01_9136_1 D: @CorpSSID View All Details
| Onboarding Path Trace Application Experience ce Info Connectivity RF iOS Analytics User Defined Network Event Vie
Summary uan 21, 2024 9:40 PM - Jan 1 12:40 AM
« Onboarding failed during Authentication (1 out of 1), due to 'Auth Key Exchange Timeout'
x
* Roaming failed during Authentication (4 out of 4), mostly due to 'Auth Key Exchange Timeout' (3)
Onboarding Roaming Connectivity
o= | RF QUALITY TRAFFIC
| @ Successful Onboarding (79) @ Successful Roaming (72)

Incomplete Onboarding (29) Incomplete Roaming (0) RSSI 94% of the time is Good Retries 8% of the data traff

BRKEWN-2667 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




How to configure? - Intelligent Capture

Cisco

.&‘/

@ ® PXC Cisco DNA Center x +

= (¢ A\ Not Secure  hitps://vielab-dnac2.cisco.com/dna/assurance/manage/icap/access-point

ure Sett o @
e DNA Center A & @

,,,,, v iy 2 Access Point

Gﬂ Design

and Insights
Network Heatmap
Peer Comparison
pbbal - all capable APs are enabled

Network Comparison

Baseline

Activities Health Score Settings

Site Analytics Settings

Reports

PR SSID Monitoring Settings
https://vielab-dnac2.cisco. e g g
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How to configure? - Intelligent Capture

AP Stats limited to 1000 APs

cisco L{Ko//

@ ® PXC Cisco DNA Center x +

€« (¢] A\ Not Secure  hitps:/[vielab-dnac2.cisco.com/dna/assurance/manage/icap/access-point Ad D R |

el DNA Center Settings / Intelligent Capture Sett ¢

Client Schedule Capture Client Data Packet Capture QOTA Sniffer Capture Access Point

Access Point

AP Stats Capture (1) Anomaly Capture (D)
O None - disable all APs (O Specific - select specific APs and enablég © Global - all capable APs are enabled

Globally Enabled

All the APs are globally enabled for AP Statistics

<
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N
For your
reference

Data Frequency and Scale

Operation Feature Data Data Frequency Max Concurrent Session
Whenever an anomaly .
Anomaly Packet Capture Unlimited
occurs
Global or per All clients associated to up to
AP i
Client RF Stats 30 seconds 1000 enabled APs
AP RF Stats 30 seconds 1000 APs
Live Capture’s Filtered Client RF Stats 5 seconds
On-Demand Live Capture’s Filtered Onboarding _
or Scheduled Events 2 seconds 16 Clients
Live Capture’s Onboarding Packet Whenever packets are sent
Capture
On-Demand Data Packet Capture’) Whenever packets are sent 1 Client
Only
Spectrum Analysis? Continuous for 1T0min 10 APs

W / 1) AP4800/C9130/C9136/CW9166
cisco (A4 2) Requires CleanAir/RF-ASIC/CleanAir Pro BRKEWN-2667 © 2024 Cisco and/or its affiliates. Al rights reserved. Cisco Public 33



%= Cisco DNA Center

Overview Threats Allowed List

Site: Global

TOTAL ROGUE THREATS

Assurance [/ Dashboards / Rogue and aWIPS

Rules aWIPS Profile

Jan 23, 2024 7:38 PM - Jan 23, 2024 10:38 PM (D Last 3 hours ~» 3 Refresh Actions

TOTAL AWIPS THREATS TOTAL UNIQUE ROGUE CLIENTS ROGUES CONTAINED
73 0 6 0
High Threats Summary
Active High Threats (23) By Threat Type Al Top Locations Affected ()
2 3 ® Honeypot (10}
@ Deauthentication broadcast (6) !
o Association flood (4) re-usos- 1 [

High Threat Authentication flood (1)

@ Rogue on wire (1)

@ Deauthentication flood (1)

High Threats Over Time

BRKEWN-2667
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? - Rogue/aWIPS

@®  ® DX CiscoDNA Center x X Cisco DNA Center X | i csco-wle-17: Cisco C9800-C X = + v
i (¢} /A Not Secure  hitps:/[vielab-dnac2.cisco.com/dna/assurance/dashboards/roguemgmtDashboard/overview b D a 2

and aWIP & O) \ SUPER v
e DNA Center * Q60 L] A

Gﬂ Design R N
Health 3 (@ Last 3 hours v L7 Refresh| Actions ~
s and Evel
Rogue >
Sensors
FAL UNIQUE ROGUE ROC aWwIPs
Disabl
Wi-Fi 6 ENTS isele
Reports

Workflows

Dashboard Library

Trends and Insights

Activities
~

Network Heatmap Top Locations Affected (O

Reports Peer Comparison
Network Comparison

Baselines

] Explore

c 1 s co &. BRKEWN-2667 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



How to configure?
Configuration | AP Join

——
aWIPS |

tion
23 Rrogue Dee

: file
e p Join Pro
@~ on WLC

Enable

cisco Li//p/_/

- Rogue/aWIPS

€«

% c

(¢]

alaln
cisco

sco-wic-17:: Cisco C9800 x  f

A\ Not Secure  hitps;, 45

Cisco Catalyst 9800-CL Wireless Controller

AP Join Prof;

O APJoinaCsc

1

General

O default-ap-p|

Join *

A« ABRS WO Q

]

x
-

¥

et TC U Cdit AP Join Profile %

Client CAPWAP AP Management Security ICap QoS

Rogues
Rogue Detection
Rogue Detection Minimum RSSI -90
Rogue Detection Transient Interval (seconds) 1]
Rogue Detection Report Interval (seconds) 10
Rogue Containment Automatic Rate O
Selection
Auto Containment on FlexConnect 0
Standalone
aWIPS
aWIPS Enable
Forensic Enable (@]

] D Cancel j

i+ Undate & Aplv to Device

BRKEWN-2667
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Tips and Tricks — Wireless Assurance

uses the default group

@ Netconf authentication and authorization .
(configurable 17.9 or higher) C9800#show run | sec aaa

aaa new-model

aaa authentication login default myAuth
aaa authorization exec default myAuthZ

<

CISCO L&V&_/ BRKEWN-2667
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Tips and Tricks — Wireless Assurance

Netconf authentication and authorization .
uses the default group
(configurable 17.9 or higher) C9800#show version
Cisco IOS XE Software, Version 17.09.01

C9800#show run | sec yang

yang-interfaces aaa authentication ..
yang-interfaces aaa authorization ..

<
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Tips and Tricks — Wireless Assurance

Netconf authentication and authorization .
uses the default group C9800#show telemetry connection all
i ; Tel t ti
(configurable 17.9 or higher) elemetry connections

Index Peer Add Port Source Address State

_ _ 1 10.51.77.181 25103 10.51.77.173 Active
Verify telemetry connection from WLC
if you don’t receive data

Active - All good
Connecting - Cert/FW issue
N/A - Telemetry config missing

<
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Tips and Tricks — Wireless Assurance

Netconf authentication and authorization .
uses the default group CW9166-01#show ap icap connection

(configurable 17.9 or higher)

Verify telemetry connection from WLC
if you don’t receive data
Ready - All good

Intelligent capture troubleshoot: check | NOT Cc?rmected- - C_ert_/FW ISSue
gRPC tunnel status on AP N/A - iCap config missing

Connection Status: READY
Connection URL: 10.51.77.181:32626
Certificate Failures: 0

<
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Tips and Tricks — Wireless Assurance

Network Services (DHCP/AAA) requires
traffic to cross WLC (Local Mode/Flex

Central Switching)

@ = Cisco Catalyst Center x 4

rvicesfaaa

5.ci d ancefdast

<] © Not Secure  hitps://vielab-d

[ Health

csco Catalyst Center

Overall Network Client Network Services Applications SD-Access Al Analytics ~
24 Hours Jan B, 2024 7:00 AM A
7:008
18

Insight 1 the selected time range, there are 0% less failed transactions on 10.51.77.174 server compared t

o the previous time range. (O

AAA TRANSACTIONS

547 wsex 0

Successful Falled

AAA SUMMARY

1 8ms o.00% 547 sa89%

Server  Average Latency Total

Top Sites by Highest Latency & Top Sites by Transaction Failures &

[
CLEU24/EMEA/BER/Messe Berlin/Hall 1/Exhibition

Area (9ms)

AAA Server Latency (O

All MAB EAP

cisco L{Vp/_/

BRKEWN-2667
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Tips and Tricks — Wireless Assurance

Network Services (DHCP/AAA) required) . . . : :
traffic to cross WLC (Local Mode/Flex B o S — LI

Central Switching)

0 Globa v Wireless Cantro G} e Q
cus: Inventory v Take a tour oty Export &%
deviceReachabilityStatus: (reachable] X
¢ d T | S . 5 1 Selected Tag () Add Device /7 Edit Device [j Delete Device Actions ~ @ A of: Jan 9, 2024 8:08 AM
Use ‘Update Telemetry Settings o S I T oy
Force Push) for reprovisionin | s e
(] < csco-wilc -10.cisco.com 10.51.77.175 Cisco Not Scanned Managed @ Non-Comp
Provision >
Telemetry
i ication T t
Devi lacemer

aaaaaaaaaaaaaaaaaaaaa

<
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Tips and Tricks — Wireless Assurance

traffic to cross WLC (Local Mode/Flex A Ty — 008

@ Network Services (DHCP/AAA) required) . . . :
Central Switching)

8 Force Configuration Push

G Use ‘Update Telemetry Settings’ j
(Force Push) for reprovisioning S ——

<
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Tips and Tricks — Wireless Assurance

Network Services (DHCP/AAA) required) . . . . -
traffic to cross WLC (Local Mode/Flex R T —— eniovebisnicmiel % 0| B &
Central Switching) e —

G Use ‘Update Telemetry Settings’
(Force Push) for reprovisioning

For better control, enable
? ‘Configuration Preview’ under

System | Settings | Visibility and Control

<
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Tips and Tricks — Wireless Assurance

traffic to cross WLC (Local Mode/Flex
Central Switching)

Use ‘Update Telemetry Settings’
(Force Push) for reprovisioning

% caco-wic-19= CiscaCO800- % X Cisca DMA Center

@ Network Services (DHCP/AAA) required .

1 Rogue and aWIPS Subscription

High Threats Summary o
Active High Threats (0} :er- :
For better control, enable
? ‘Configuration Preview’ under 0
System | Settings | Visibility and Control

<
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Tips and Tricks — Wireless Assurance

Disable Revocation Check in .

[ ] [ ] ® Cisco Catalyst Center x +
eS g Sett gS <« c © Not Secure  https:/[vielab-dnacb.cisco.com/dna/design/networkSettings/securityTrust
aluil - Catalyst Center Design / Network Settings ¢ Q
Servers Device Credentials IP Address Pools Wireless Telemetry Security and Trust
Q) Find Hierarchy Certificate Revocation Check
Search Help

. H H H If Device Controllability is enabled, the Controller Certificates device se
ICa p Conflg u ratlon IS not DUShed I « @ Global when it is assigned to a site. This certificate revocation check reqguires :

publishes the Certificate Revocation List (CRL). The default revocation-

automatica | |y tO nery added > ¢ CLEU24 CRL first and then permit connection if not available. Select “none” to s
AP Join profiles on C9800,

Revocation - Check: None ~

either manually configure it
or disable/enable iCap

Revocation - Check: CRL None

Revocation - Check: None

<

. / :
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Manual iCap Statistic/Anomaly Configuration

C9800#

! Configuration @ AP Join Profile
ap profile APJoin4Csco
ap statistics radio enable
ap statistics wlan enable

icap
icap
icap
icap
icap
icap
icap

subscription
subscription
subscription
subscription
subscription
subscription
subscription

client
client
client
client
client

anomaly-detection enable

anomaly-detection packet-trace trigger ap
anomaly-detection report-individual throttle 100
anomaly-detection report-summary enable
statistics enable

cisco L{Ko//
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Certificates

- Catalyst Center System (GUI) Certificate

- If custom required, replace before adding devices 0
- Stick to documentation for cert SAN field and option keys

- Trustpoint on device: DNAC-CA

- Device certificate is created with internal CA of Catalyst Center

- Can be Sub CA of coporate CA

_ T4V
Can query external CA with SCEP

- Trustpoint on device: sdn-network-infra-iwan

cisco M-/ BRKEWN-2667 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 48



Your Cisco wireless battery
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- Get insights with AlOps
 Basics you should configure
- Add-Ons you can leverage

« On-Demand Tools that ease
your life

- The platform advantage
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Cisco DNA Center

|
o

ent / User 360

Grace.Smith-iPad

© 0 Grace.Smith-iPad © 0 Grace.Smith-iPhone © 0 Grace.Smith-PC © C Grace.Smith-Galaxy-S20

24 Hours

_, A:[Mwww AR AW AT AV VWA VAWV
' |

Lv\_/‘\_/—\./ww—\./—\./\l

L N - - — - w P - - - e— e wow - e - - - - e e - — =0

1723 2 12 2
Traffic Usage @

Jan 22, 2024 10:40 PM - Jan 23, 2024 10:40 PM
CLIENT DETAILS

Device: Apple-iPad 0OS: Apple-iPad MAC: 6C:19:C0:BD:87:C9 IPva: 10.30.100.27 IPv6: 2001:420:81:450::4ade:cfaS L3 Virtual Network: -- L2 Virtual Network: -~ VLAN ID: 100 Status: Connected Capability: 11ac Last seen: Ja 0:40:12 PM
Connected Network Device: SJC01_9136_1 SSID: @CorpSSID View All Details A
Issues Onboarding Path Trace Application Experience Device Info  Connectivity RF iOS Analytics User Defined Network Event Viewer
Summary Jan 22, 20 0:40 PM - Jan 23, 2024 10
* Onboarding failed during Authentication (1 out of 1), due to 'Auth Key Exchange Timeout' (1)
* Roaming failed during Authentication (4 out of 4), mostly due to 'Auth Key Exchange Timeout' (3)
Onboarding Roaming Connectivity
|| A | RF QUALITY TRAFFIC
l @ Successful Onboarding (59) @ Successful Roaming (69)
Incomplete Onboarding (25) Incomplete Roaming (0) RSSI 100% of the time is Good Retries 5% of the data traffic
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How to configure Application Assurance?

@®  ® DX CiscoDNA Center x X Cisco DNA Center x | + v
€« (¢] A\ Not Secure  hitps://vielab-dnac2.cisco.com/dna/design/networkSettings/telemetry hrg D a 2

dutk DNA Center Design / Network Settings Yy 2) Q SUPER v

Network Device Credentials IP Address Pools Service Provider Profiles Wireless Telemetry More v

Configure Sys

s and NetFlow proper or your devices. stem will de

e settings when devices

or provisioned

your default SNMP collector. It polls network d 2s to gather tele

data. View details on

they are colle:

1 Application Recognition (CBAR)

It upon network d

Enable by default on supported wired access devices

Choose the tination collector for Ne records sent from ne

© Use Cisco DNA Center as the Netflow Collector

ST ISCU TEIEey BToReT (e T8 O ooP anecto

v Wired Endpoint Data Collection

Resat

c1sco 'p/_/
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ow to configure Application Assurance?

® X Cisco DNA Center x X Cisco DNA Center x |+ ~

ppplication | -
En ab\ e <« ] A\ Not Secure  hitps:/fvielab-dnac2.cisco.com/dna/provision/devices/inventory/list ¥ D o =2
T e\err\e-‘-rV ‘ases. DNA Center Provision / Inventory ®

ess Contrallers VI a2 E = Q

Devices (W) Focus: Inventory ~ Take a tour Ty Export {?}}

@ Global All Routers Switches ¢

Q Click here to apply basic or advanced filters or view recently applied filters

)’1'\

1 Selected Tag (%) Add Device 7 Edit Device [j Delete Device || Actions ~ | As of: Nov 23, 2023 10:24 AM

0] Manageability (3) Compliance

v

(] Device Name IP Address Vendor Re  Inventory

b So Image >
vielab-wlc2
] WLC 10.51.77.130 Cisco (] inned © Managed @ Complian
Provisior >
Telemetry >

Enable Application Telemetry

Device Replacement >

Disable Application Telemetry
Compliance >
Update Telemetry Settings
More >
Show Records: 25 W 1-1 (1]
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ow to configure Application Assurance?

&« c A\ Not Secure  hitps:/fvielab-dnac2.cisco.com/dna/provision/devices/inventory/list ¥ ) a =

\ - O n ® © ® DX CiscoONA Center x I Clsco DNA Center x | + .
Enable Applicat
T e\err\etrV il DNA Center Provision / Inventory

r, Enable Application Telemetry X
@ Global

&= a disruption in network services

Devices (1)  Focus: Inventory v

) K Q Click here to apply basic or advanced filters Note: In order to update application telemetry configuration on the WLC, disable
A application telemetry first and then re-enable it. To do so, please use the
Disable/Enable Application Telemetry kb ns in the Actions men
1 Selected Tag :D Add Device / Edit O isable/Enable Application Telemetry buttons in the Actions menu
(/] Device Name IP Addrg viela

Local []Fle
> =
2 &GL‘;D wic2 10.51 (O Include Gue
0]

Telemetry Source: NetFlow

Note: Devices require DNA Advar

age license for this feature to be enabled

Gancel m

c1sco 'p/_/
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Lee!

BRKEWN-2926

Client Analytics

' 4
' SAMSUNG intel.

[[ORWAGELY ([}
Fastlane and Fastlane+

Neighbor AP

L - eprre—— Device D e e e
Turned Off '

lf Disassociation
’ Details
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Intel Connectivity, Apple, Samsung Analytics

For your
reference

Intel 22.50.1 or newer on
Intel Connectivity AX1650/1675 533 17.6.1
Analytics AC8561/9560 o o
AX200/201/210/211/411
. iOS 11 on
Apple Analytics Phone 7 or later 2.2.1 16.12.1s
. Android 9 or later on
Samsung Analytics Galaxy S10 or newer 2.2.1 17.1.1

cisco L{V&/

BRKEWN-2667
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How to configure Client Analytics?

Wireless Global

Configure
Device Classifier
—

—

c

M
Cisco

Monitoring

\dministration

A\ Not Secure  hitps:/flocalhost:6445/webuif#/wirelessglobal

Cisco Catalyst 9800-CL Wireless Controller
' i # % A B

Welcome

Configuration~ > Wireless ~

Default Mobility
Domain *

default

RF Group Name* cleu-cn-group

Maximum Login 0
Sessions Per User*
Management Via @]
Wireless
Device C =]
AP LAG Mode @]
Dot15 Radio @]
Wireless Password None
Policy

@®

&4 e Q = Feedback | (@

> Wireless Global

Assisted Roaming

Denial 5
Maximum®*

Floor 15
Bias(dBm)*
Prediction 3

Minimum*

BRKEWN-2667
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How to configure Client Analytics?

Policy Profile | Access Policies

'f-\ ure &« c A\ Not Secure  hittps:/[localhost:6445/webui/#/policyProfile 44 ) a a
Conmnguis
e C\ass\f\er contiauraton- AR x
De K
Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with thie
—— Policy profie
- Admin Y
Status |
0O e Genera Access Policies  QOS and AV( Mobility  Advanced
0O e
0O o RADIUS Profiling 0 WLAN ACL
Administration
0O e HTTP TLV Caching &) B
Vi v
Licensing 0 o ACL
DHCP TLV Caching &) ]
0O e
iblas 3
Troubl 0O o WLAN Local Profiling ‘,‘\(Vlﬁ Y
]
0O o
Global State of Device Enabled @
1 Classificat URL Filters ®
Local Subscriber Policy ]
Name
— Pre Auth v
VLAN 7]
P S Post Auth
'~ VLAN/VLAN Group mobile-device-2 v S A
L ad (7]
° ®
Multicast VLAN
- I

)
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How to configure Client Analytics?

WLANS | Security | Layer 2

PMF Optional Of

Required
—

—

c A Not Secure

sifiat]is
cisco

Troubleshooting

https://localhost:6445/webuif#fwlan

Cisco Catalyst 9800-CL Wirel

Welcome admin

Selected WLANSs : (

O stk Nam
0O © clet.

0O o mdm|
0O © cleu
0O © cleu
0O © cleud
0O © cleu

less Controller
# % A

Configuration - RS .

B # "

WPA2
Policy

GTK
Randomize

osen O
Policy

WPA2 Encryption
AES(CCMP1 26D
ccmpzss O
GCMP128 O
cempzse O

Protected Management Frame

PMF
Optional v
Disabled

Optional ack

Required

SA Query Time*

I

W

"
N

¥

< Q

Over the DS m]

Reassociation Timeout *

20

Auth Key Mgmt
802.1x
PSK O
Easy-psk O
CCKM ]
FT + O
802.1x
Frepsk O

O
O

802.1x-
SHA256

PSK
SHA256

MPSK Configuration
Enable MPSK (m]

)

BRKEWN-2667
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N
For your

reference

How to configure Client Analytics?
WLANSs | Advanced

€ G AnNotSecure  hitps:/flocalhost:6445/webui/#/wlan * O &L O &
ise Support
d\lert\se @ il Cisco Catalyst 9800-CL Wireless Controller
Welcome admin
_ Configuration = 3 5 WHZ Bana {1 -£59)
S ‘ BSS Max Idle Protected (m]
2.4 GHz Band (1- 1
. ) § 255)
Dast C Directed Multicast Service &)
Selected WLANS : ( i i
(7)) Monitoring elee s Configuration of '11v BSS Disassociation Device Analytics
(&) Monitoring v Imminent' is supported from Command Line
O status Nam interface (CL{) only
O © de Advertise Support @]
11ax
ministration 0o [Ea) Advertise PC
At Analytics Support @
0O © deu
Licensing Enable 11ax @ Share Data with Client m]
0O e cleu
Troubleshooting O © clu;  Downlink OFDMA 11k Beacon Radio Measurement
Client Scan Report
cleu+
0o Uplink OFDMA
1
— Downlink MU-MIMO &) On Association o
§
Uplink MU-MIMO ® On Roam O
(ot BSS Target Wake Up Tme O
L]
o D Cancel ~ Update & Apply to Device

cisco 'p//
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How to support the Clients? - optional

WLANSs | Advanced
g02.11k/V
and ‘Sharé Data
nt
with C\\eﬂ

—

cisco 'p//

& c I\ Not Secure  hittps:/[localhost:6445/webui/#fwlan

n sl Gisco Catalyst 9800-CL Wireless Controller

CIsco

Welcome admin

[ soochinuroms g COTPOUTEN"

Dashboard

Selected WLANS : {

Y
Status  Namj

(m)]

clet.

mdm
iministration

cleu
cleu

cleu-
Troubl

000000
oo 0C © ¢@O

cleuy

Per WLAN o
Per AP Per WLAN o
Per AP Radio Per WLAN 200

11v BSS Transition Support

BSS Transition @]
Dual Neighbor List O
BSS Max Idle Service
BSS Max Idle Protected @]

Directed Multicast Service

Configuration of '1 1v BSS Disasseciation
Imminent' is supported from Command Line
Interface (CLI) only

1lax

‘D Cancel

Assisted Roaming (11k)

Prediction (m]
Optimization

Neighbor List
Dual Band Neighbor D
List

Device Analytics

Advertise Support G

Advertise PC @]
Analytics Support @

Share Data with Client &)

11k Beacon Radio Measurement
Client Scan Report

-~

| Update & Apply to Device

BRKEWN-2667
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How to get the Client view? - optiona

WLANSs | Advanced

Receive Radio
—

——

Cisco

N
For your
reference

¢«

(¢} A\ Not Secure  https://localhost:6445/webui/#/wlan

cisco

Hletll Cisco Catalyst 9800-CL Wirel

ome ad # © ABD SO Q =Fe kK @
Configuration ~ > Edit WLAN %
Per WLAN 0 5
Assisted Roaming (11k)
Per AP Per WLAN 0
Selected WLANS : ( Prediction 0
Per AP Radio Per WLAN 200 Optimization
Y
O status  Nam|
S . Neighbor Lis (@]
11v BSS Transition Support eighbor List
0O © cl
Dual Band Neighbor (@]
Administration 0O © mdnm List
Administratio
0O o ] BSS Transition @)
’ DTIM Period (in beacon intervals)
0O o cleu- Dual Neighbor List O
0O o cleu R : (@)
yubleshot C Idle Service
Troubleshooting B33 Maxildie-Sorvics 5 GHz Band (1-255) 1
0O © cleu
BSS Max Idle Protected (@)
1 2.4 GHz Band (1 1
255)

On Association G
11ax
On Roam @]
2 —

ess Controller

Directed Multicast Service @)

Configuration of '11v BSS Disassociation
Imminent' is supported from Command Line
Interface (CLI) only

¥ O 0@

11k Beacon Radio Measurement
Client Scan Report

BRKEWN-2667
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How to get the Client view? - optional

C9800#
! Required Config
network—assurance enable
wlan ciscolive 24 ciscolive
shutdown
mbo
no shutdown

! How to request Client report

wireless client mac-address H.H.H scan-report once mode ..
! Display Result

show wireless client mac-address H.H.H detail | sec Scan

c 1 s co M-/ BRKEWN-2667 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 63



Tips and Tricks -
Application Assurance / Client Analytics

Application Assurance configuration .
temporarly shuts the pollcy profiles C9800 (config) #wireless profile policy xxx

shutdown

ipv4d flow monitor avc ipvé4 assurance input
ipv4d flow monitor avc ipvé4 assurance dns input
ipv4d flow monitor avc ipvé4 assurance rtp input

no shutdown

. \ !
CISCO L&V&_/ BRKEWN-2667
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Tips and Tricks -
Application Assurance / Client Analytics

Application Assurance configuration .
temporarly shuts the pollcy profiles C9800 (config) #wireless profile policy xxx

shutdown

ipv4d flow monitor avc ipvé4 assurance input
ipv4 flow monitor avc_ipv4_ assurance_dns input
ipv4d flow monitor avc ipvé4 assurance rtp input

Application Assurance also enables no shutdown
DNS Service monitoring

(on Local Mode with 17.10 or higher)

. \ !
CISCO L&V&_/ BRKEWN-2667 65
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Tips and Tricks -
Application Assurance / Client Analytics

Application Assurance configuration .
tenwporaﬂy'shutsthe poHcy profHes C9800 (config) #wireless profile policy PP4IoT

no central association
no central dhcp
no central switching

ipv4d flow monitor avc ipv4 assurance v9 inpuf

_ _ ipv4 flow monitor avec_ipv4 assurance_rtp v9 :
Application Assurance also enables
DNS Service monitoring

(on Local Mode with 17.10 or higher)

Flex Connect supports now Application
Experience (Loss, Jitter, Delay)

\ .
cisco L{Ko// |
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- Get insights with AlOps
 Basics you should configure
- Add-0Ons you can leverage

« On-Demand Tools that ease
your life

- The platform advantage
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mmm
5co

Q Ignacio

Catalyst Center

MNetwork

| Device 3680

/k\p ap-c |eLl—a MS 1 o view Device Details | Download Run OTA Capture

:.579 2.57‘97|
Vv V V V V VoW %

A T J 122 a la 1 Ja 2

Jan 21, 2024 2:57 PM - Jan 22, 2024 2:57 PM &

csco-wle-10.cisco.com CW9166I1-E 17.9.4.206 l 10.0.110.212 Global / CLEU24 | EMEA / AMS / RAIl f 1st Floor Loca 12 days, 20 hours, 35 minutes Wi-Fi BE up @

Supported v All Details

Issues Tools Physical Neighbor Topology Event Viewer Device RF Ethernet

Issues (O) Jan 22, 2024 2:57 PM

Resolved Issues Ignored Issues
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For your
reference

How to enable Spectrum Analysis?

@ O ® ™ Home-CiscoCatalystCente X  +

* GO to AcceSSpOint € <+ C @ notsecure hitps:/vielab-dnac.cisco.com/dna/home # 11 oo
Device 360 View

= ap-cleu-ams1

Network Devices = ap-EENEEE

Up time: 21 hours, 2 minutes

10.0.110.212
34:5D:A8:0C:DE:20

Managed
FGL2644MBAY

Unified AP

Cisco Catalyst Wireless 91661 Unified Access Point

CW91661-E
17.9.4.2086

Topology
Device Dashboard

Device Details

cisco W. BRKEWN-2667 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 69



How to enable Spectrum Analysis?

- Go to Accesspoint
Device 360 View

- Intelligent Capture

cisco L{Ko//

X Cisco Catalyst Center x o+

[« © Not Secure  https:[vielab-dnac5.cisco.com/di cefdevi ils?id= 07¢5-ea06-44fe-93bc-529ed6ebdBel b+ 4 in)

el Catalyst Center

Devica 360

AP ap-cleu-ams1 o view e oot L ounins

3:29p
<

|

Jan 9, 2024 3:29 PM - Jan 10, 2024 3:29 PM

1o
@ Telemetry Status
co-wic-10.clsco.com CWa1661-E 17.9.4.206 100110212 Global /| CLEU24 | EMEA [ AMS [ RAI / 15t Floor Local
Wi-Fi BE Up Supported  View All Details
Issues Tools Physical Neighbor Topology Event Viewer Device RF Ethernet

Issues (0) e 1o, 2024 320 1

ours, 7

minutes
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How to enable Spectrum Analysis?

- Go to Accesspoint
Device 360 View

- Intelligent Captures

- Start Spectrum Analysis

e hups:vielab-dnacs.cisco.com/d

x +

cefdev ils?id= 07¢c5-ea06-44fe-93bc-529edbebdBcl&view=airsense

55:10.0.110.212

Intelligent Capture: ap-cleu-ams1  cibe / cleuzs  emen j amis 1 ra

No Data

No Spectrum Analysis data in the selected time range

Start Spectrum Analysis

* 0 a ¥

~

cisco L{Ko//

BRKEWN-2667
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How to enable Spectrum Analysis?

X Cisco Catalyst Center x o+

.
[ ]
- Go to Accesspoint
« c © Not Secure  https:[vielab-dnach.cisco.« / cefdevi ils Zid=1 \07¢c5-ea06-44fe-93bc-529ed6ebdBci1&view=airsense ﬁ D n | ¥
Device 360 View i e core

Intelligent Capture: ap-cleu-ams1 i

Device Model: CW91661-E > Address: 10.0.110.212 Mode: Local Uptime: 21 hr 13 min GCannected to WLC: esco-wic-10.cisco.com
RF Statistics Spectrum Analysis

- 3. P 3:38p
. Intelligent Capture - =1 1 (I
Jan 10 2409 245y 250 258 s:000 30 s10n - 5208 5250 3300 s.358
Radio Mode: Local  Channel: -- 2.4 GHz 5 GHz m m UNIL 6 NI 7 UNIl 8 | Stop Spectrum Analysis ‘

- Start Spectrum Analysis

Amglitude (dBm)

~

cisco M- BRKEWN-2667 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 72




How to run over the air (OTA) capture?

- Go to Accesspoint
Device 360 View

« Run OTA Capture

- Select band, radio,
channel width and
channel

cisco L{Ko//

AP ap-cleu-ams1 o view pevice netan

= 3

lssues  Tools  Physl

ical Neighbor Topology Event Viewer Device RF Ethernet

BRKEWN-2667
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How to run client Live Packet Capture?

- Go to Client 360 View
> |ntelligent Capture

.&‘/

Cisco

® © ® X CiscoDNA Center X o+
* O 0

hitps:|Jvielab-dnac2.cisco.com/dnafassurance/user/details?userld=heidi

€ c A Not Secure

DNA Center

Client | User 360

heidi

©o010.217.11

24 Hours ~ Intelligent Capture bex 360 | | MSTear
11:48a 11:48a
[ | VYV [ ]
! Fryey v I
J_. ) ¥ "} 3 " s o= . ¥ [} -
2 ; 11123
@ Traffic Usage @
. Nov 22, 2023 11:48 AM - Nov 23, 2023 11:48 AM
1 U CLIENT DETAILS
Device: RaspberryPi-Device  OS: unknown  MAC: B8:27:EB:C4:6C:9F  IPva: 10.2.17.11  IPv6: 2001:420:441c:2001:1874:17d7:12d7:bb18 (1 more)  Trust Scare
2 Vintual Network: CORPORATE  WNID: 8194 Status: Connected  Capability: 110 Last seen: Now 23, 2023 11:47:00 AM

L3 Virtual Network: CORPORATE
Connected Network Device: APS48A,BA7C.6270 SSID: [LABJCORPORATE View All Details
I

~
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How to run client Live Packet Capture?

- Go to Client 360 View
> |ntelligent Capture

- Run Packet Capture

cisco L{Ko//

@® ' ® X CiscoDNA Center

€ c A Not Secure

= bl
)

Intelligent Capture: heidi

x  +

hitps:fvielab-dnac2.cisco.com/dna/assurance/user/details?userld=heidi&view=airsense

DNA Center

10:49a
PCAP I

31 hour ! !
Mov 23 0:55 11:00a 11:05a 11:108 158 1:208 11:25a 11:308 11:35a 408 1:45a
Onboarding Events e LIVE \/ Client Location
Global/Vienna/Belvedere Tower
Anomaly reas T Export PCAR
Event Time Duration
Nov 23, 2023
@ Onboarding (8) 11:33:00 AM 3,142 ms
(o) !
@ Onboarding (1) 11:31:58 AM
APODAZ.8902.4910
= Mnhaseding o Treomeae AR Live track not available
7 records Show Record! v 1-8

-
L7
I Absaah sATC 6270

@ LIVE

ent trail by RSS! »
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How to run client Live Packet Capture?

- Go to Client 360 View
> |ntelligent Capture

- Run Packet Capture

- Select Packet Capture
Type

cisco L{Ko//

@ X Cisco DNA Center x |+

A\ Not Secure  https://vi -dnac2.cisco.

\cefuser/details?user ense b+ 4

W DNA Center

Intelligent Capture: heidi

1 hour pear T
Nov 23 0:55a 11:00

Onboarding Events ®LIVE

Packet Capture Type

Onboarding Packet Capture

Onboarding packet capture gives insight into the client's live onboarding and RF details. This information is populated onto the client

Intelligent Capture page.

o

Full Packet Capture

Client Packet Capture

Packet Capture Type

Onboarding Packet Capture Full Packet Capture OTA Sniffer

Onboarding packet capture gives insight into the client's live onboarding and RF details. This information is populated onto the client

Intelligent Capture page
Start Time

OTA Sniffer

vielab-wlc2

BRKEWN-2667
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How to run client Live Packet Capture?

- Go to Client 360 View - -G

A Not Secure  hitps://vielab-dnac2.cisco, \ce/user/details?user ense > 010

> |ntelligent Capture B
Intelligent Capture: heidi Client Packet Capture
o o " Onboarding Packet Capture Full Packet Capture OTA Sniffer
® Run PaCket Ca ptu re Onboarding Events SLIVE . . e G et G AR Is. This info L he clien
‘ E :‘;V“:T‘,,i:’ w\ ! };lyb;""l;‘;’u“w gives insight into the client’s live or arding and RF detail his information is populated e client
& Start Tins
Packet Capture Type
- Select Packet Capture
Onboarding Packet Capture Full Packet Capture OTA Sniffer

Type

Full packet capture records all packets sent to and from the client. The details can be downloaded as a pcap file. Full packet captures
cannot be scheduled for the future.

0 vielab-wlc2
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How to run client Live Packet Capture?

- Go to Client 360 View
> |ntelligent Capture

- Run Packet Capture

- Select Packet Capture

Type

cisco L{Ko//

@ X Cisco DNA Center x |+

A\ Not Secure  https://vi -dnac2.cisco.

ce/user/details?user ense

W DNA Center

Intelligent Capture: heidi Client Packet Capture
1 hour pear T Packet Capture Type
Nov23 0:55a 11:008
Onboarding Packet Capture Full Packet Capture
Onboarding Events ®LIVE . -
Onboarding packet capture gives insight into the client's live onboarding and RF details
Intelligent Capture page
1 RT:
Start Time
Packet Capture Type
Onboarding Packet Capture Full Packet Capture OTA Sniffer

OTA Sniffer

This information is populated onto the client

Over The Air Capture records all radio signals heard on a specified channel. The details can be downloaded from a pcap file.

Select Access Points

o

vielab-wlc2
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Packet Capture Types

- Onboarding Packet Capture

. i 91 10.0.120.40
At AP radlo level —!-. 92 Cisco_@5:74:4f

- No client impact | 94 10.0.120.40

. . i 95 10.0.120.40

- Onboarding Packets for a client 96 10.0-120.254

(EAP, ICMP, DNS,...) B OO

99 10.0.120.36
100 10.0.120.40

10.0.120.254
ca:e2:16:ad:5f:13

93 ca:e2:16:ad:5f:13 Cisco_05:74:4f

144.254.71.184
144.254.71.184
10.0.120.40
10.0.120.40
10.0.120.36
10.0.120.40
10.0.120.36

ICMP
802.11
802.11
DNS
DNS
ICMP
ICMP
ICMP
ICMP
ICMP

2023-12-20
2023-12-20
2023-12-20
2023-12-20
2023-12-20 1
2023-12-20
2023-12-20 1
2023-12-20 1
2023-12-20 1
2023-12-20 1

PR W L ST T ¥

Frame 96: 1440 bytes on wire (11520 bits), 1440 bytes captured (11520
Radiotap Header v@, Length 38

802.11 radio information

IEEE 802.11 QoS Data, Flags: ...... Fo

Logical-Link Control

Internet Protocol Version 4, Src: 10.0.120.254, Dst: 10.0.120.40
Internet Control Message Protocol

cisco M- BRKEWN-2667 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Packet Capture Types

- Onboarding Packet Capture
- At AP radio level
- No client impact
- Onboarding Packets for a client
(EAP, ICMP, DNS,...)
- Full Packet Capture
- At AP radio level
- No client impact
- All data packets for a client
- APs: C9130/C9136/CW9166

cisco L{Vp/_/

I%%il

7597 74.125.100.234 10.0.120.40 TCP QoS Data
7598 74.125.100.234 10.0.120.40 TCP QoS Data
7599 74.125.100.234 10.0.120.40 TCP QoS Data
7600 74.125.100.234 10.0.120.40 TCP QoS Data
7601 74.125.100.234 10.0.120.40 TCP QoS Data
7602 74.125.100.234 10.0.120.40 TCP QoS Data
7603 ca:e2:16:ad:5f:1.. Cisco_05:74:4f (.. 802.11 802.11 Block Ack

7604 74.125.100.234 10.0.120.40 TLSv1.2
7605 ca:e2:16:ad:5f:1.. Cisco_05:74:4f (.. 802.11
7606 ca:e2:16:ad:5f:1.. Cisco_05:74:4f (.. 802.11
7607 ca:e2:16:ad:5f:1.. 802.11
7608 ca:e2:16:ad:5f:13 Cisco_f3:d7:9f 802.11

QoS Data

802.11 Block Ack
Request-to-send
Clear-to-send
QoS Data

802.11 Block Ack

7609 Cisco_05:74:4f (.. ca:e2:16:ad:5f:1.. 802.11

Frame 7604: 1362 bytes on wire (10896 bits), 1362 bytes captured (10896 bits)
Radiotap Header v@, Length 38

802.11 radio information

IEEE 802.11 QoS Data, Flags: ......F.

Logical-Link Control

Internet Protocol Version 4, Src: 74.125.100.234, Dst: 10.0.120.40

Transmission Control Protocol, Src Port: 443, Dst Port: 65159, Seq: 3481122, Ac
[14 Reassembled TCP Segments (16406 bytes): #7589(1233), #7590(1238), #7591(123
Transport Layer Security
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Packet Capture Types

« OTA Sniffer )

° At AP rad|o |eve| 29637 Cisco_2f:dd:e2 Broadcast 802.11 Beacon frame
29638 Cisco_b3:e6:99 PVST+ 802.11 Data
H H H 29639 Apple_3d:39:07 ca:e2:16:ad:5f:13 802.11 QoS Data
- Turns radio into Sniffer mOde, 20640 ca:e2:16:ad:5f:1. Cisco_05:74:40 (.. 802.11 802.11 Block Ack
H H HH 29641 ca:e2:16:ad:5f:1.. Cisco_05:74:40 (.. 802.11 Request-to-send
no Cllent Seerng Capablllty 29642 ca:e2:16:ad:5f:1.. 802.11 Clear-to-send
. ca:e2:16:ad:5f: Apple_3d:39: - QoS Data
o Captures a|| packets on SpeCIfIC 29644 Cisco_05:74:40 (.. ca:e2:16:ad:5f:1.. 802.11 802.11 Block Ack
29645 Cisco_30:0c:e2 Cisco_e3:58:66 802.11 Probe Response
(3f1€ir1r1€3| 29646 Cisco_30:0c:e2 (.. 802.11 Acknowledgement
29647 Cisco_2f:dd:e2 Cisco_e3:58:66 802.11 Probe Response
. 29648 Cisco_2f:dd:e2 Cisco_e3:58:66 802.11 Probe Response
- Requires 17.11 and 2.3.7 20646516025 6 e 5 60235826 s e RiE0D 8RO 05 S

Frame 29643: 159 bytes on wire (1272 bits), 159 bytes captured (1272 bits)
Radiotap Header v@, Length 25

802.11 radio information

IEEE 802.11 QoS Data, Flags: .pu.u«.T

Data (100 bytes)

cisco M- BRKEWN-2667 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 81



i m
cisco

Catalyst Center Q ignacio v

Client 360

sen-cleu-001

24 Hours

| Intelligent Capture | |

4:05p 4:05p

VAR A A r/\/ A A

e we o ems mm i mem mme ol s mme [ mm mw me me e e e m me e e e e e e me me e

122
Data: @ Telemetry Status Traffic Usage @
| Jan 21, 2024 4:05 PM - Jan 22, 2024 4:05 PM
10 CLIENT DETAILS
Device: Cisco-Device 0S: -~ MAC: 0C:75:BD:0D:78:B1 Pvd: 10.0.120.43 Pu6: fe80::e75:bdff:fe0d:78b1 Trust Score: -- L3 Vil = L2 Virtual Network: -- VLAN ID: 120 Status: Connected Capability: 11ac Jan 22 )0 PM
Connected Network Device: ap-cleu-ams1 SSID: cleu-iot View All Details
Issues Onboarding Event Viewer Tools Application Experience Device Info Connectivity RF
Summary uan 21, 2024 4 M

« Onboarding failed during Authentication (2 out of 4) with multiple failure reasons
« Onboarding failed during Association (1 out of 4), due to 'WLAN Change' (1)
e Onboarding failed during DHCP (1 out of 4), due to 'Client Connect Timeout' (1)

* Poor Wi-Fi experience - low SNR 80.0% of times
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How to collect AP/Client Wireless data?

- Go to Device/Client 360 |« ¢ moomee - oo o ]

€ G AnNotsecure hitps:vielab-dnac2.cisco.com/dnajassurancefuser/details?userid=heidi

Tools section -

DNA Center

Client | User 360

Tools

o

& Client Data Collection ()

@2 Path Trace (0

Run New Path Trace

Application Experience

Detail Information wow s 20

23 12:13 PM

Device Info Connectivity RF

Information

Connection Infarmation

cisco L{Ko//

BRKEWN-2667
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How to collect AP/Client Wireless data?

-+ Go to Device/Client 360 | "~ Jiinn i
Tools section

« Launch the MRE
workflow and collect the
data

cisco M./ BRKEWN-2667 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 84



How to collect AP/Client Wireless data?

- Go to Device/Client 360 |« o o e o oa

< c A\ Not Secure hitps:/fvielab-d 2.cisco {dna/assurance/d /details?id=23e84e8a-9438-46aa-bb30-e0faS1ef59e3

Tools section

« Launch the MRE Tools

Ping % Trace Route &% AP Data Collection () Launc
workflow and collect the
d ata ) AP Reboot Reboot % Radio Reset m @ Flash LED @

=2 Path Trace © Run New Path Trace

Physical Neighbor Topology
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How to plan Wireless Coverage?

° GO to Design ® ©® IX CiscoDNA Center -

€ G AnNotsecure hitps:vielab-dnac2.cisco.com/dna/design/networkHierarchy?selectedSite=5c7d4f15-cead-453b-9433-fb48ac09b2d8 * O a

Network Hierarchy

asco DNA Center

d/Edit Data/Filters View Options Moare

- Select the proper Floor
and Add/Edit

Platfarm

)
W

https:/vielab-dna

~
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How to plan Wireless Coverage?

° GO to DeSign ®© @ DX CiscoDNA Center « I

« c A\ Not Secure  https:/fvielab-dnac2.cisco.com/dna/design/networkHierarchy?selectedSite=5¢7d4f15-cead-453b-9433-b48ac09b2d8 r i} a

Network Hierarchy
Overlays sensors

&3 Vienna [ Belvedere | Dungeon D Show distances Close

Add Access Points

Remove Access Points
- Select the proper Floor |5l prem—

provide optimum Wi-Fi coverage. This feature

. Remove Planned APs uses a predictive survey to gather information .
about the coverage area. Then, using the AP - T
a I I d / \d d | d It Autoplace Planned APs g = . Lol
type, antenna pattern, and coverage area

information, it calculates the optimum number
and placement of the APs and displays them
on the floor map.

\ Planned AP Models
=) Apiasol
@ AP91301
AP91661

- Autoplace Planned APs

c1sco 'p/_/
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How to plan Wireless Coverage?

.
® O @ X Cisco DNA Center X+
- Go to Design
€ & C  AnNotsSecure hitps:fjvielab-dnac2.cisco.com/dna/design/networkHierarchy? =5¢7d4f15-cead-453b-9433-b48ac09b2d8 +
Network Hierarchy

- Select the proper Floor
and Add/Edit e ”

Maximum
15.24

AP-HHHH

- Autoplace Planned APs
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How to plan Wireless Coverage?

- Go to Design
Network Hierarchy

- Select the proper Floor
and Add/Edit

- Autoplace Planned APs

<« (¢}

@ © ® DX Cisco DNA Center X+

ierarchy? i 7d4f15-cead-453b-9433-fb48ac09b2d8 b4 3 a

A\ Not Secure ps:/[Vi

= du  DNA Center

2D ‘VSGHZ \

£2 Vienna / Belvedere / Dungeon

Edit/Clone  View Options

QAP—OOOZ

”*ﬁ J

> ¢

More v

Design / Network Hierarchy

Search

Iculatec e t
VInsights
)R
Cubes And Walled Offices v
QAP-OOOB
Operational + Planned v
featmar
- 50.00
Heatmap Metrics
RSSI SNR Interference
Heatmap Type
point Cloud Scanne
© ¢
55 -75 L 5 Q ;
—a P - PR @ Apply Reflection
? v

~

cisco L{Vp/_/

BRKEWN-2667
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Your Cisco wireless battery

¢ Pec
© 3 tr, o)
N2 o s 3y
e"‘ Oer s
Q'
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- Get insights with AlOps
 Basics you should configure
- Add-0Ons you can leverage

« On-Demand Tools that ease
your life

- The platform advantage
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= el Catalyst Center

Owverall Network Client Netwaork Services -~ Applications SD-Access Al Analytics ~

() Global 24 Hours ~~ 5] Settings

A,
I

A | Q  Ignacio

Jan 21, 2024 11:00 PM - Jan 22, 2024 11:00 PM & &

]

A The Site Analytics dashboard shows data up to the last 3 hours which is the time needed to process and aggregate the data.

@ Onboarding Attempts @ Onboarding Duration & @) Connection Speed O (0 Roaming Attempts & (0 Roaming Duration © = Coverage (O
0 0, 0, 0, 0, 0,
93 /0 Dummy (3%} 1 00 /D CLEU24 (100%) 99 A} Dummy (98%) 92 /0 CLEUZ24 (91%) 77 /D CLEU24 (71%) 1 00 /0 CLEU24 (100%)
Sites (2) » Hierarchical Site View E - —
Onboarding Attempts “ Onboarding Duration Connection Speed Roaming Attempts Roaming Duration Coverage

2 Record(s) == I'e 0 ~

KPI Value (%)

100 95 920 B85 Ne
Data

11:00p
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Cisco Al Network Analytics

Comparative Analytics Solve
problems
— Compare KPIs Internally and to Peers fast
Predictive aster
Comparative ,
: Trends and |nS|ghtS See prob|ems
Insight Proactive exploration plus system generated sooner
Baseline insights
P
Catalyst Center Personalized Anomaly Detection

.*, Separate normal from abnormal and show
o3 D RCA

Visual

Analytics
T T T T Dynamic Baselining cutout

. ] unwanted
Infrastructure Define Normal for a Given Network noise

cisco M- BRKEWN-2667 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 93



How to enable Cisco Al Network Analytics?

® © ® X CiscoDNA Center

Enable .
Cisco Al Analytics

0

Data Storage
- US East
- Europe (Germany

c A\ Not Secure
DNA Center

wilsilie
cisco

Search

Cisco Accounts b
Device Settings >
External Services hd

Umbrella

Authentication and Policy Servers

Inte: Verification

VManage

IP Address Manager
Cloud Access Login
Cisco Al Analytics
Stealthwatc

Talos IP Reputation

stinations

Cisco Spaces/CMX Servers

ng Engine

+

https://vielab-dnac2.cisco.com/dnafsystemSettings/settings?settings-item=KkairosSettings

Settings / Exte

Cisco Al Analytics

Al Network Analytics

the network, empowering administrators to

n. Al Ne

ics harnesses machine leari

Al Network Analy

ork Anal s eliminates noise and

effectively improv vork performance and al

false positives significantly by learning the network behavier and adapting to your network environment.

Enable Al Network Analytics

Al-ENHANCED RRM

elivering

on and the

Enable Al-Enhanced RRM

EVENTS ANALYTICS PREVIEW

cloud connection wit

yslog m will be expor

sco DNA Center Data

ing th

and Security Data Sheet for more data)

please refer 1o the

Cisco

.&‘/
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How to use Cisco Al Network Analytics?

® © ® X CiscoDNA Center x
- Assurance > Health
< C A NotSecure hitps://vielab-dnac2.cisco. ance allZisLeaf Hierarchy=Global&siteld=%2F2b36aa55-291c-43d3-8.. & & 0O
ce [ Dashboards / Health e HOL e O Q supi

Al Analytics

Al Analytics v

Site Analytics

Acti
Netwc {eatmay
-Fi 6 § Pe nparison
Wir2
e and aWIPS Network Com
LATE ECTED: 32
L Ba: n
-

Library

Insights

LATES 75"‘/’: ! ACTIVE: 4

VW VIV /"VLWL/\‘JM.WUW* LA WW V\J\ J‘]NVW WY VvV W V)

2 2
2
work Health View Client Hea

Ll Explore
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«

N
For your

reference

Site Analytics to monitor critical KPIs

c

alialn
cisco

B Cisco Catalyst Center x o+

@ Not Secure

https:/fvielab-dnach.cisco. i Vaii yti

Catalyst Center

Overall Network Client Network Services w Applications SD-Access
) Global 24 Hours ~ 5] Settings
@ Onboarding Attempts @ Onboarding Duration { # Connection Speed ©
o, oy
N 100%  creves oow) 99%  cievea sow)
98%  pummy (0%)
Sites (2)
Onboarding Attempts Onboarding Duration Connection Speed

o0 85 80 8S No
Data

ytics?endTime €

/ Health

Al Analytics

Jan 10,

() Roaming Atte

94% «a

Roaming Attempts

@ = Cisco Catalyst Center x |+ v

G © NotSecure 5s://vielab-d

alialn
cisco

Catalys

Overall Network

Current data selected:

v Summary|

IMPACTED EN|

2/3 253
Sites  Buildin|
DISTRIBUTION|
L

View Detail

5.cisco. i i ics?

dTime=17049600000.. % & @& [ &  Finishupdate }

t Center Assurance / Dashboards

Q admin v

Roaming Duration  an 10, 2024 9:00 M - Jan 11, 2024 8:00 AM Global v  Bands v SSID v

@ Good Roaming Duration (139)

@ Poor Roaming Duration (38)

@ Other (3)

31 @ AUTH (4)

@ DHCP (31)
9:00a 9:00a
)
g 0m)

1/10 5:30p - 6:00p
[ ] e

I Impact Analysis Current data selected  KPI + Roaming Duration DHCP Jan 10, 2024 9:00 AM - Jan 11, 2024 9:00 AM

IMPACTED ENTITIES

2/3 23 23
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’1“ Managed &

provisioned

How to enable Al Endpoint Analytics?

[ ] [ ] X Application Visibility Setup x +
i e
Onf\gur . < [&] A\ Not Secure  https:ffvielab-dnac2.cisco.com/dna/provisionfservicesfapplicationRegistry b+ i} a
‘ ; .
isibiity
\/\S\ \ \ rvice /| App T bility ¥ Q

. ) Q sup
y X , O Iy
Ca‘t\on DNA Center
CB AR 1483 Applications 28 Application Sets CBAR Extensions
VICES CBAR ISSUES
0 3 0% 63% 1 0 (
With With Errors Service Health  CBAR Enabled P P
Warnings Devices Health
on Met... Network Devices by CBAR Enablement Status Network Devices by Appliction Tele
Total Devices Total Devices
22 | 22
https:fjvielab-dnac2.cisco.com/dnafprovisionf ing for S )

c1sco 'p/_/
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;1“ Managed &

provisioned

How to enable Al Endpoint Analytics?

@ [ X Application Visibility Setup x +

<« C A NotSecure ps://vielab-dnac2.cisco. ion/servi icationRegistry * O a

cisc

i DNA Center Provision / Services | Application Visibility Setup

g | Application Visibility Setup

Overview Network Devices 1483 a NS 28 Application Sets CBAR Extensions

) Search Hierarc

Search Helf .
i on it more than 10 minutes ago St

Application visibility Service and the device sinc

No communicatior

#% EkahaulmportArea

% Salburd Site Devices (22) ©

% Site1
Device Family Routers Switches Wireless Controllers Telemetry Appliance CBAR Readiness All
:
, yoen
(] Bi .16.84 Network-based (NBAR) Not deployed Not deployed

need to be provisioned from o
Catalyst Center .

~ .
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)4“ Managed &

provisioned

How to use Al Endpoint Analytics?

. PoliCy > Q I Endpoint ® 0 ® X Cisco DNA Center x 4+
« c A\ Nat Secure  hittps:/fvielab-dnac2.cisco.com/dna/policy/dcsfoverview

DNA Center

& Configuration &

Manage sources Al Proposals ©

improve

8
Endpoints

0 New rule(s) for profiling endpoints

be similar

that may

0 Modification proposal(s) for
previously accepted rule(s)

0 Profiling Rule(s) is/are no longer
needed

8 (100%)

https:/jvielab-dnac2.cisco.com/dnajpolicy/dcs/overview

c1sco 'p/_/
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How to use Al Endpoint Analytics?

- Policy > Al Endpoint
Analytics

- Verify Endpoints in
Overview

cisco L{Vp/_/

’1“ Managed &

provisioned

Overview

B Cisco Catalyst Center x +

¢ © Not Secure & [jvielab-dnac5.cisco. cna

Catalyst Center

Total Endpoints (O

6
I

@ Unknown 0 (0%)
® Partially Profiled 1(17%)
Fully Profiled 5 (83%)

View Partially Profiled Labels

Endpeint Inventory ~ Trust Score  Profiling Rules

Hierarchy

Trust Score

® Medium (4-6)

® High (7-10)

PREVIEW

o
Endpoints

Manage sources

0 (0%)

0 (0%)

0 (0%)

% O & O & Relaunchtous

& Configuration 4

stom profiling rules

ed endpoint labeling

ork Analytics

Configure Al Net

BRKEWN-2667
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How to use Al Endpoint Analytics?

- Policy > Al Endpoint
Analytics

- Verify Endpoints in
Overview

- Get Details in Endpoint

Inventory

cisco L{Vp/_/

Managed &

]
[ provisioned

]

Endpoint Inventory

x o+

Endpaint Inventary (2) ocus: All Endpoints - Default View

> MAC

¢ 4 > CLs

> MDNS

> DHCP

1 BC:DO:74:3D:39:07

SHONEDER-M-7P7F

Attributes

BRKEWN-2667
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[ [ Managed & ]
provisioned

Tips and Tricks - CBAR / Al Endpoint Analytics

@ |ntegration With |SE Optlonal € c :2::‘::m;psﬂ;\ue\:n-dnacaciscn,comfdnafnolwcwdcsmﬂpmnls w n O & Finist
Application Visibility configuration SRR
temporarily shuts the policy profiles ” s B
Supported Modes are Local Mode and
FlexConnect Mode (>17.6)

<

/ :
cisco M- BRKEWN-2667 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 102




Have you heard of AlI-RRM (radio resource
ma nagement)’? [ 'r\JAr?)T/?sgi]oer?e% ]Availabletoday [ Managed only] Comingin 2.3.7.4

Instantaneous visibility Proactive optimizations

4 N 7 )

&

Al Cloud
Al-Enhanced RRM algorithms

H Actionable @ Al-based
insights ~base

) 9 Anonymized @ data and
RF data < events

- - |/|/|| Cisco DNA Center @ RRM control

Center
Assurance and Automation populated
] — \ )
“ @ @ Decisions

RF data e ~N configured

’ ' ’ menet § via Cisco
' Network infrastructure <4 DNA Center
R S Automation

e v Catalyst® 9800 controller

\ ’ Wave 2 and 11ax APs
P v \ )
J ) < Exceptional Al-Enhanced
~— wireless experience!
[

- AN J
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If you want to learn more about Al-RRM...

Lee!

Advanced RF Tuning for Wi-Fi 6E with Cisco Catalyst Wireless:
Become an Expert While Getting a Little Help from Al
BRKEWN-3413
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;1“ Managed &

provisioned

Observe the AP Power Save mode distribution

- Assurance > PoEk
- Requires 17.10

- Switches that power
APs must be added in
the inventory

cisco Li//p/_/

Global

PoE Telemetry is available on Cisco Catalyst 9200, 9200/L, 9300, 9300/L, 9400, 3850, IE3300, IE3400,

16.12.3s and 17.9 software versions.

Estimated AP Power Savings

wh | 498 39wh (EEIEET

Power Consumed: 481.5

View Details

PoE Powered Device Distribution

LATEST  TREND Allocated Power

AP Power Save Mode Distribution

LATEST  TREND

View Details

PoE Insights

Perpetual PoE

IE3200, ESS3300 and IE9300 platforms with minimum IO

PoE Operational State Distribution

LATEST  TREND

4

Total Powered Devices

Power Allocation Load Distribution

LATEST  TREND

BRKEWN-2667

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 105



« Introduction
- Get insights with AlOps

- Operate efficiently with
NetOps

- Expand usage with DevOps

« Conclusion
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Your Cisco wireless battery

s 6 '4/ ~
go’b\\x’&\o Q'QM \O
AR
,‘&\09 o 3
fo&\\\ V\e(\
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Your Cisco speaker status

Cisco



« Introduction
- Get insights with AlOps

- Operate efficiently with
NetOps

- Expand usage with DevOps

« Conclusion
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- Operate efficiently with
NetOps

- The NetOps 101
- Ease your life with NetOps
- Advanced NetOps topics
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Software Image Management

DNA Center

alialn
cisco

Q) Global v All Routers i NV C s Access Points Sensors iy E b 9

Devices (6) Focus: Software Images v Take a tour ) Export o

Provision / Inventory

Q Click here to apply basic or advanced filters or view recently applied filters

1 Selected Tag (¥ Add Device Image Update Image Update Status Actions ~ © As of: Dec 12, 2023 6:56 PM

= Device Name IP Address Device Family Inventory > Software Image OS Update Status Site
Software Image >

[_] (@ ap-cleu-ams1 10.0.110.201 Unified AP Image Update .../RAI/1st Flo
Provision

= i Image Update Status L X

L_] &/ sen-cleu-001 10.0.111.4 Wireless Senso ice Uptodate .../Millenium 1
Telemetry >

> Download Update Readiness Report
Q csco-wlc-19.cisco.com 10.10.10.19 Wireless Contrc ~ Device Replacement ribution Pending ...|AMS/RAI
Check Image Update Readiness

Compliance J

O & ap-cleu-ams3 10.0.110.31 Unified AP NA NA ./IRAIl/1st Flo
More >

) P ap-cleu-ams4 10.0.110.38 Unified AP ” NA NA .../RAI/1st Flo

FJ ap-cleu-ams2 10.0.110.59 Unified AP @ Reachable NA NA ./RAI/1st FIg

c1sco 'p/_/
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Tips and Tricks - SWIM

Cisco

Tagged AddOns (SMU, APSP, ...) are
part of the upgrade

[ ] % csco-wic-19: Cisco C9800-C % I Cisco DNA Canter

© Not Secure  hitps:jjvielab-dnac5.cisco.

e DNA Center

Global

Devices (6) Focus: Software |

Q. Click here to apply basic or

ced filters or view

evice Image Ug Imag!

a Device Name 1P Address
ap-cleu-ams1 110.201

a s 10.0.111.4

>
( ¢ csco-wic-19.cisco.com 10.10.10.19
a g ap-cleu-ams3 10.0.110.3
@] C ap-cleu-amsd 10.0.110.38

ap-cleu-ams2 10.0.110.59

ision/devicesfir

Image Update Readiness Check

DEVICE DETAILS

Device! esco-wie-19.ciseo.com (10.10.10.19)

Running Image:

Golden Imag

universalkg.17.|

C9800-CL-universalkd.17.09.04.SPA. bin

CI800-CL-universalkd.17.09.04 SPA.bin, CO800-CL-
4. CSCWhB7343.SPA smu.bin, C9800-CL-

universalkd.17.09.04 CSCwh33727.5PA apsp.bin

Yes
Readiness Checks Results (© Re-Execute Checks
Check Type Description
image !
Flash ch
Expected: 1210 MB Available Free sy

1 Export [ A

Status

Last Ch

.&‘/

BRKEWN-2667
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Tips and Tricks - SWIM

@ Tagged AddOns (SMU, APSP, ...) are
part of the upgrade

2.3.7 introduced Device Activation
Order (Parallel/Sequential)

Device Activation Order

cisco L{Vp/_/
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Tips and Tricks - SWIM

Tagged AddOns (SMU, APSP, ...) are
part of the upgrade

2.3.7 introduced Device Activation
Order (Parallel/Sequential)

Image Update Status shows also AP
Pre-image download progress

Update Status

csco-wlc-19.cisco.com (10.10.10.19) Image Update
Status: @

Date Duration: 13 minutes 47 ——
Dec 12, 2023 6:57 PM seconds Distributing C9800-CL-Universa

“ @ AP Pre-image Download

AP Pre-Image Download

In Progress (AP download image status: Total number of APs = 4, initiated = 0,
downloading = 0, predownloading = 0, completed predownloading = D, not
supported = 0, failed to predownload = 0.)

Q

cisco L{Vp/_/

BRKEWN-2667
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""s'é'c"' Catalyst Center

(4]

with Workflows.

brary Choose An Intent

-| Configure Cisco UDN ﬁ Site to Site VPN

Configure Cisco User Defined Creaty

VPN configuration between

Network which enables users to two sites

define their own personal network

n a shared Wireless network

Wired

Wireless

- Create a Remote

E | Access Point Refresh
Support Authorization

Replace Your Access Points with

MNew ones S o
Grant the Cisco specialist

temporary access to Cisco DNA
Wireless Center to triage the ma

Build and maintain your network more efficiently

Workflows

Let us guide you through end-to-end workflows tailored to make your job easier.

]l:ﬁ% Create Sensor Test

Build a wirel test template for

manitoring real-world client
experiences

Wireless

Smart License
Compliance

Explore capabilities for Smart
License Enabled devices

BRKEWN-2667

E_. Replace Device

Replace your device in a few guick

easy steps

Wired Wireless

- Configure REP Ring
(Non-Fabric)

Configure a REP Ring to enable
redundancy on the Extended Nodes

Ly | O Ignacio v

w Switch Refresh

Refresh network devices at your
sites with new models.

Wired

.- Configure REP Ring
(Fabric)

Configure a REP Ring to enable
redundancy on the Extended Nodes

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 115



AP Configuration Workflow

- Workflows > Configure T
Access POIntS €« @  ANotSecure hitps:/jvielab-dnac2.cisco.com/dnajworkflows 5

Workflows

DNA Center

Q, acc

® | Configure Access Points
(14_Nov_2023_11_11_AM)
3 days ag

Wireless
Configure Access Create IP & URL-Based
Points Access Control Paolicy
Configure Al d Radio Paramete| Crea ed an JRI ased
por i
Wirgless o

Wireless

cisco M- BRKEWN-2667 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 116



4« Managed only

AP Configuration Workflow
- Workflows > Configure e e e .

Access Points

Configure Your Access Points

You can now configure Access Point settings and Radio
Parameters at an instant or create a recurring event of supported
configurable parameters.

o

(O Don't show this to me again

cisco M. BRKEWN-2667 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



AP Configuration Workflow

- Workflows > Configure - '

@ X Cisco DNA Center X  +

. 73 C A nNotSecure hutps://vielab-dnac2.cisco K p onfigTypeStep ¥ O 0@
Access Points

‘s DNA Center

Configure Access Points

How do you want to configure APs?

Choose how you want to configure the AP and Radio parameters

¢ SeleCt Configure / Configure AP And o Schedule Recurring ) ConfigureAP'
Recurring / Template e || oo

Select the steps you want to configure
@ Modify AP Name

@ Configure AP Parameters

Configure 5 GHz Radio Parameters

Configure 2.4 GHz Radio Parameters

< Exit All ct

cisco L{Vp/_/

BRKEWN-2667
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AP Configuration Workflow

- Workflows > Configure s i

n P . t « C A NotSecure hps:/vi dnac2.cisco.com/dnafwor p-config/apConfigTypeStep * [n) [n

‘dis DNA Center Configure A

Points
Configure AP And o Schedule Recurring O Configure AP O
Radio Parameters Events For AP And... Parameters Using...

- Select Configure /
Recurring / Template

@ Modify AP Name

@ Configure AP Parameters

@ Configure 5 GHz Radio Parameters

@ Configure 2.4 GHz Radio Parameters

@ Configurs 6 GHz Radio Paramsters

@ Configure Dual-Band (XOR) Radio Parameters

@ Configure Tri-Radio Parameters

Create and Save a Reusable Template for Selected Configuration(s)

@ Create Template

€] Exit All changes saved Review { Back

c1sco 'p/_/
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What to expect? AP Configuration Workflow

- AP Name Change

« AP Parameters p—
« WLC Change (Primary/Secondary/Tertiary) > 0 A
« Admin Status
* Location

 LED

- Radio Parameters
(2.4GHz/5GHz/6GHz/XOR)

 Admin Status
 Antenna

* Channel
 Power

cisco M- BRKEWN-2667 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

120




Tips and Tricks for AP Configuration Workflow

@ WLC only needs to be
Reachable/Managed state

{‘3 AP Reboot/LED can be
%P managed through Inventory

cisco M-/ BRKEWN-2667 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 121



Tips and Tricks for AP Configuration Workflow

@ WLC only needs to be
Reachable/Managed state

{‘3 AP Reboot/LED can be
%P managed through Inventory

Tools at Device 360 view also
%D available for frequently used
activities

cisco L{Ko//

11:240

PPPPP

# AP Data Collection ©

BRKEWN-2667

© 2024 Cisco and/or its affiliates. All rights rese

rved. Cisco Public
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How to report License Usage of C98007

Tools

\_\cenSe

Cisco

.&‘/

Manager

® © ® X CiscoDNA Center

« c 2\ Not Secure

ees DNA Center

https://vielab-dnac2.cisco.com/dnaftoolsflicenseManagement/dashboard/overview

wLC

Identifier

https:/jvielab-dnac2.cisco.com/dnaftools/licenseManagement/dashboardjovervi...

3 Refresh

® Essentials: 1

-~

11

As of : Nov 22, 2023 2:48 F

BRKEWN-2667

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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How to report License Usage of C98007

[ ] @ DX Cisco DNA Center X o+ -
« c A\ Not Secure  https:ffvielab-dnac2.cisco.com/dnaftoolsflicenseManagement/dashboardfsmartlicenseenhanced?selectedSite=2b35aa55-201¢c-43d3-86¢1-7db74... ¥ i} a
NA Center
QOverview Licenses Devices Reporting Sync Status
Q) Search Hierarchy A\ Some of your license compliance requirements have not been met. Learn more

Available Workflows () Recent Workflows

E Smart License Compliance E Smart License Compliance
8 device(s) are ready right now for streamlined 6 device(s) have encountered report upload
licensing updates.( failure, click here to retry,

Smart License Enabled Devices (11) @ Recent Tasks i}
Q) Filter by Device Name. Use column filters to filter by other attributes S
License Level « All

0 Selected Modify Policy More Actions v As of: Nov 23, 2023 2:48 PM

[m) Device Name Device Family Device Series 1P Address Software Version + Cise
Cisco Catalyst
3 P +2 Switches P ,f’ PR, P
|

c1sco 'p/_/

BRKEWN-2667 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 124



4« Managed only

How to report License Usage of C98007

W or\(ﬂO\N

Smart License Compliance

In an effort to simplify your organizations licensing structure, we
have enhanced licensing capabilities across Cisco

[ Don't show this to me again

cisco M. BRKEWN-2667 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 125



How to report License Usage of C98007

[ ] @ DX Cisco DNA Center X o+

« c A\ Not Secure  hitps:/fvielab-dnac2.cisco.com/dna/workflowsfsmart-license-workflow/select-smart-account v £ a

Through Workil
/—-; Select Smart Account
Choose the Smart account or Virtual Account which these Network Devices will be associated with. If multiple accounts need to be utilized, you may associate devices |

site or by selection later.

Workflow Name*
C9800-CLEUZ24

Select Accounts.

Cisco Systems, Austria e

Virtual Account”

EN >
€] Exit Al changes save

c1sco 'p/_/
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How does it work in the background?

- Catalyst Center pulls B~~~ -
Usage Report from TOTE———
WLC Wlth NetCOnf Summary

These are the following operations performed in this flow.

Syncing Data

Sending device license usage data to CSSM. The time taken to sync this data depends on the size of usd
CSSM.

Overall Sync Progress

- Uploads it to Cisco
with HTTPS

> @ Fetching Usage Report

- Provisions ACK back to
WLC with Netconf
'\

cisco M. BRKEWN-2667 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 127




Tips and Tricks for License Reporting

@ On-Prem CSSM is currently — '
NOT supported in combination een e
with Catalyst Center Smart
Licensing using Policy ,  >3M Gonnection Mode
reporting workflow e

have direct

Relevant for ..
devices running -
| e 17.3.2 OF earlier [

Device Settings

g2020 3

=

eeeeeeeeeeeeeeee

Terms an onditions

cisco M- BRKEWN-2667 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 128



Tips and Tricks for License Reporting

@ On-Prem CSSM is currently
NOT supported in combination
with Catalyst Center Smart
Licensing using Policy
reporting workflow

Workflow runs automatically in
SEP the defined reporting interval

cisco L{V&/
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- Operate efficiently with
NetOps

« The NetOps 101
- Ease your life with NetOps
- Advanced NetOps topics
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ow to use CLI| Template based AP PnP?

.

Design / CLI Templates

sl Catalyst Center

ste AP PnP
T e m p\ ate Policy Network Settings

Network Profiles

Gener
Onboarding
ﬂ Dy Image Repository

Service Provider Profiles
Workflows

Tool E Onboarding Configuration Regular 1 © 07 Sep 2023 07:11 PM Not Provisioned Attach
ools

Feature Templates Onboarding Configuration Regular 1 @ 07 Sep 2023 07:11 PM Not Provisioned Auach

As of: Feb 2, 2024 2:12 PM

Project Type Version Commit State (0 Prouision Status () Network Profiles (0 Act

Onboarding Configuration Regular 1 © 07 Sep 2023 07:11 PM Not Provisioned Attach

Platform

Authentication Template
Activiti Onboarding Configuration Regular 1 A 12 Sep 2023 12:28 PM Not Provisioned 1

Reports
System

Explore

Show Records: 25 v 1 -4 [1]

Cisco &. BRKEWN-2667 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 131



How to use CLI Template based AP PnP?

® © ® DX Cisco DNA Center X+

Generate
Onboarding T

N

e mp\ ate DNA Center

FILTERED BY

Onboarding Canfigurat... x

SUMMARY
v Praoject Name (16)

Q, search

() DNAC-Templates-Samples

(O Cloud DayN Templates

Project Name: o
Onboarding Configuration O
DeVi Ce Fa m i |y: ® Onboarding Configuration

Wireless Controller

alzburg_DayN

O pefuchs

Templates (12)©

()] Name «
()] tch J
()  DMVPN Hub for Cloud Router
()] Hohensalzburg_switch_onboar...
O IPsec 1 Branch for Cloud Ro... ¥
O IPsec 2 Branch for Cloud Ro... ¥
()] pnp-demo2-2SW_stack_pefuchs
) Record(s

J

v

AP ‘ r\E &« c A\ Not Secure  hittps:f/vielab-dnac2.cisco.com/dna/tools/templatesHub/templateList

ok Import

Project

Onboarding Configuration

Onboarding Configuration

Onboarding Configuration

Onboarding Configuration

Onboarding Configuration

Onboarding Configuration

Type

Regular

Regular

Regular

Regular

Regular

Regular

Add New Template

Template Details

Define the

properties for the template
Temple o

AP_PnP

Project Name*®

Onboarding Configuration v

Template Type

© Regular Template () Composite Sequence

Template Language

Cancel Continue

c1sco 'p/_/

BRKEWN-2667
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How to use CLI Template based AP PnP?

® © ® DX Cisco DNA Center X+

te A‘ ‘ ni €« c A\ Not Secure  hittps:ffvielab-dnac2.cisco.com/dna/tools/ {ub, I ist?id=d! 2d79-dcb7-42c4-9077-3d8c2fb3fa28&composite=false b g D o a

Genera
g Temp\ate DNA Center 0 Template Hub

Onboardin

Template Hub | AP_PnP (Not Committed) Properties
— Templates Variables Simulation Provision Conflicts
() System Variables Assistant ) Template History Show Design Conflicts (7)

Auto saved: 3:41 PM ( za Search [J Clone (I Export (i Delete

{
"primaryWLlcIP"

"primaryWlcName"
"secondaryWlcIP"
"secondaryWlcName"
"policyTagName"

Parameter bare minimum: rseTaghone
primaryWlcIP

}

Rest is optional!

. / |
c ! s co M- BRKEWN-2667 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 133



How to use CLI T

Cisco

Provision ~
Plug and Play

/—ﬂ

.&‘/

emplate based AP PnP?

DX Cisco DNA Center X+

c A\ Not Secure  hittps:f/vielab-dnac2.cisco.com/dna/provision/devices/plugandplay

DNA Center

LAN Auto

Invi

Virtual

Tra

2.cisco.com/dnalp

Network D

Defined

»

/ Plug and Play

Last Contact
Apr 07, 2021 1:54:50 PM
Apr 07, 2021 1:57:51 PM

Apr 07, 2021 2:15:54 PM

ol
b2,

State

Prov

Provis:

Provisioned

Show Rec:

Auto-refresh: - 30 s

Onboarding Progress

@ Provisioned

@ Provisioned

@ Provisioned

ords: 25 v 1 - 16

3 Refresh

BRKEWN-2667
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How to use CLI Template based AP PnP?

® © @ X Cisco DNA Center x 4+
. e €« c A\ Not Secure  hittps:f/vielab-dnac2.cisco.com/dna/provision/devices/plugandplay ' g D o 2
Add ‘Uses’  DNA Center r | Network Devices [ Plug and Play

Add Devices

/ ‘ > Network Plug and Play Overview

Device Status All (16) 9 Unclaimed (4) @ Error (1) @ Provisioned (11)

Select one of these methods

Devices (16)  Focus: Default ~

Single Add Bulk Add Smart Account
Add

Q) Search PP devices

0 Selected Actions v +) Add Devices

] # Device Name (. Serial Number Pro
)] 1 bad R7HE35_B2-2 CAT2248LO6X [o1:1
(0] 2 b R7HE34-E1 FCW2244DHY3 co
(] 3 = R7HE32-E3 FOC2244Q1D1 fof:]
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How to use CLI Template based AP PnP?

® © @ X Cisco DNA Center x 4+
\ . “~ [} A\ Not Secure  hitps:/fvielab-dnac2.cisco.com/dna/provision/devices/plugandplay b g D o a
/ \dd + w DNA Center . / Network Devices / Plug and Play

Add a Single Device

— ﬂ > Network Plug and Play Overview

Serial Number*

FOC12312312 L<)

9 Unclaimed (5) @ Error (1) @ Provisioned (11)

Device Status
ct ID*

Cwa166l .

Devices (17)  Focus: Default ~

Yevice Name

Q.  Search PnP devices §
ap-cleu24-ams1 &

0 Selected Actions v ) Add Devices
8] " Device Name Serial Number Feg identifier ( authorization ¢ that support it
on enabled, when a device a 1pts to connect to a PnP server,
)] 1 bad R7HE35_B2-2 CAT2248LO6X [of:]
the user-provided serial number.
- . verified and the PnP
0o 2 : R7HE34-E1 FCW2244DHY3  CO ! ’ -
() Enable SUDI Authorizatior
(] 3 = R7HE32-E3 FOC2244Q1D1 [of:]
17 Record(s,
Back Add + Claim

Cisco &. BRKEWN-2667 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 136



How to use CLI Template based AP PnP?

GO to Step 2 ® © @ DX Cisco DNA Center x  +

€« c A\ Not Secure  hittps:f/vielab-dnac2.cisco.com/dna/provision/devices/plugandplay ' g D o 2

\N\TH : U ‘et DNA Center / Network Devices / Plug and Play

cisco

ragnment
' sign
S\te aS o Assign Site 2 3 4 Summary
Assign Site
Devices (1)
Q. Search Table v
Device Name (D Serial Number Product ID Device Type (D Site (Recommended) (0 Actions

i} ap-cleu2d-ams1 FOC12312312 CW9166! AP ~ Assign

Do NOT °’Assign’ a Site

° Success
1 de

. / |
cisco M- BRKEWN-2667 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 137



How to use CLI Template based AP PnP?

Cisco

.&‘/

® © ® DX Cisco DNA Center X+

c A\ Not Secure  hittps:ffvielab-dnac2.cisco.com/dna/pro:

ionfdevices/plugandplay

‘Uses’  DNA Center ovision [ s/ Plug and Play

< Assign - 2rov
Assign Site Summary
@ Assign Site e Configuration 3 Templates 4 summr

Assign Configuration

There are total of 1 devices missing required configuration. Show devices

AP Location will not be configured as the assigned site during the claim pr . To change this setting, go to System -> Settings -> PnP AP Location.

After the setting is updated, click Refresh <

Devices (1) Clear Configuration v/

Q) Search Table i
Device Name Serial Number Product ID Assigned Site Configuration Actions
ap-cleuz4-ams] FOC12312312 CW9166! - Template: Assign®
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How to use CLI Template based AP PnP?

® © ® DX Cisco DNA Center X+

€« c A\ Not Secure  hittps:f/vielab-dnac2.cisco.com/dna/provision/devices/plugandplay ' g D o 2

ASS-\gn Temp\ate Iuil DNA Center on [ Network Devices [ Plug and Play

Ace o Assign Provis . )
@ Assign Site e Configuration 3 remplates 4 Configuration for device name: ap-cleu24-ams/

Serial Number FOC12312312

Assign Configuration Product ID owoteel

Assigned Site

Device Name Device Name

There are total of 1 devices missing required configuration. Show devices ap-cleu24-ams1

AP Location will not be configured as the assigned site during the claim pro|

After the setting is updated, click Refresh < A Failed to retrieve a device-specific template. Below are all the available onboarding

templates:

Devices (1)

ct a Template

AP_Pn @ v

arch Table

x: Template Name (Profile

Device Name Serial Number Product ID @ Copy running configuration to startup configuration

Template AP_PnP

ap-cleuz4-ams] FOC12312312 Cwa166I

Gancel m

cisco p/_/ - '
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How to use CLI Template based AP PnP?

® © ® DX Cisco DNA Center x DX Cisco DNA Center x|+

F ‘\\\ \/ a r\ab\ e S &« c A\ Not Secure  hittps:f/vielab-dnac2.cisco.com/dna/provision/devices/plugandplay b g T} o a

if required
— —

‘Uses’  DNA Center r | Network Devices / Plug and Play

Provision 4 Summ
Summary
Templates

Provision Templates

(| Day-0 templates do not support Interactive Commands. >
DEWCGS Export Template Parameters Import Template Parameters
Select devices to fill out provisioning parameters AP_PnP
primaryWicIP*
10.10.10.18

Q) Search

Show 0 Succose @ Falled R

AP_PnP (1) csco-wle-18
FOC12312312 (hostname: ap-cle secondaryWiclP
10.10.10.17

secondaryWicName®

csco-wlc-17

cisco p/_/ - '
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How to use CLI Template based AP PnP?

® © ® DX Cisco DNA Center x DX Cisco DNA Center x|+

€« c A\ Not Secure  hittps:f/vielab-dnac2.cisco.com/dna/provision/devices/plugandplay ' g D o 2

F -\n‘\Sh Workf\ow alalie DNA Center rov ! Network Devices [ Plug and Play

cisco
@ Assign Site @ o Summary

ﬂ

Summary
Devices (1)
Q) Search Table Y
Device Name Serial Number Product ID Assigned Site Configuration Device Configuration
ap-cleu24-ams] FOC12312312 CwWa166! - Template: AP_PnP @ Preview Configuration

. / |
cisco M- BRKEWN-2667 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 141



How to use CLI Template based AP PnP? 2

Get AP
n\\ﬂe ip dhcp pool ap-pool
— option 42 ip <NTP Server IP>
@ option 43 asciil

"S5A1D;B2;K4; I<DNAC IP>;Jg80"

DHCP Option 43
0 pointing to
Catalyst Center

(PnP Options)

cisco M- BRKEWN-2667 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 142



Tips and Tricks - AP PnP Template Based

Powerful in combination with | " T T
Filter (Regex) based Tag
assignment on C9800

B lule Cisco Catalyst 9800-CL Wirsless Controller  Wekeme zomin | # ® A [ # 8 @

Configuration~ > Tags & Profiles~ > Tags
Policy Site RF AP

Tag Source Static

-+ Add

Locatior Filter

Priority 'Y Rule Name

Y AP name regex Y Policy Tag Name Y !
0O 1000 RuledLNZ ap-cleu23-inz PT4LNZ
g 1020 RuledBCN ap-cleu23-ben PT4BCN

1 0 v

cisco L{Vp/_/
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Tips and Tricks - AP PnP Template Based

Powerful in combination with
Filter (Regex) based Tag
assignment on C9800

Can be used with CSV import
to add multiple APs at once

© Not Secure

@ © @ X Cisco DNA Center

dnac1.cisco.com/ds

I Cisco DNA Center

Cisco DNA Center

PEUEEEEE  Unclaimed (17) Error (4)

Devices (17)

0 Selected Actions

O

O

Q Search Table

Device Name

ap-test-17

ap-cleu23-viel

ap-cleu23-Inz99

ap-cleu23-Inz98

AP-C9117

ap-lab-02_11

ap-cleu23-vie3

ap-camous-11

Focus: Default v

@ Add Devices

Provisioned (11)

Serial Number

FGL2101A8BT

FCW2135N7B1

FCW2135N7A1

FCW2135N7A2

KWC224709LF

FOC12312324

FCZ12333333

FOC12312312

ision/de:

Provision / Network Devices / Plug and Play

Al (32)

Product ID ~

AIR-AP2802I-E-K9

AIR-AP3802I-E-K9

AIR-AP3802I-E-K9

AIR-AP3802I-E-K9

C9117AXI-E

C9120AXI-E

C9120AXI-E

C9120AXI-E

IP Address

Unavailable

Unavailable

Unavailable

Unavailable

Unavailable

Unavailable

Unavailable

Unavailable

Imported devices (3)

Add Devices in Bulk

0 Selecte

Serial Nur

FGL264¢

FGL264¢

FGL264¢

c1sco 'p/_/

BRKEWN-2667
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Tips and Tricks - AP PnP Template Based

@® O @ X CiscoDNA Center X X Cisco DNA Center X+

Powerful in combination with | o e
F i Ite r ( Reg eX) ba Sed Ta g = Cisco DNA Center Provision / Network Devices / Plug and Play
assignment on C9800 Orene Ot Ol @

Devices (3)

Q Search Table

. 1 ap-cleu-ams2 FGL2644M85M CW91661-E No Site Template: AP-PnP
to a d d I I I u |t| p I e / \l S at O I |Ce 2 ap-cleu-ams3 FGL2649L5KC CW9162I-E No Site Template: AP-PnP
3 ap-cleu-amsé4 FGL2649L5ER CW9162I-E No Site Template: AP-PnP

Showing 3 of 3

Cancel

cisco M- BRKEWN-2667 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 145



Your Cisco wireless battery
(\é\o\ﬁ '0/7,0 §

&0 \°
. O(\
RGN
O({{\Q %\g\
Q (@)

>
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- Operate efficiently with
NetOps

« The NetOps 101
- Ease your life with NetOps
- Advanced NetOps topics
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Managed &
/V?'\

provisioned

Clarify your intent: Design your Network

LEARNING

Catalyst Center™

D #

CONTEXT

Intent-based network infrastructure

- P o S
B © =

SECURITY
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[ Managed & ]

provisioned

Clarify your intent: Design your Network

Automate the Deployment of a Wireless Network with the Help of
Cisco Catalyst Center

Leye!

BRKOPS-2402
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[ Managed & ]

provisioned

Clarify your intent: Design your Network

[ Model cLl |
Provision | Config Templates
INTENT é )
Network Settings
t L J
)'1&

cisco M- BRKEWN-2667 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 150



[ Managed & ]

provisioned

How to define the Intent

Intent r )

express e Model cL
O | Config Templates
( N

| | Network Settings
. J

cisco M- BRKEWN-2667 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 151



[ Managed & ]
provisioned

How to define the Intent

/ Network Profile \
express Intent 4 Model 1 oLl )

— —
O | Config Templates |
( A

| | Network Settings
\ %

cisco M- BRKEWN-2667 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 152



provisioned

[ Managed & ]

How to define the Intent

/ Network Profile \

| - \ Assign to Site
express ntent Model cL —
O | Config Templates |
( A
| | Network Settings
\_ J

k / Provision WLC\I/
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)’1“ Managed &

Do you want to save power? AP provsioned
Power Profile is there to help you

Catalyst

- Design > Network
Sett|ngs > W]reless > Power Profile

Create a Power Profile here and attach it to AP Profiles. If using as a Regular Power Profile, an access point
receiving less than required power will function in a derated state as defined by the sequence of rules. If using as a

.
‘ re a te P OWe r P rofl I e Calendar Power Profile, all rules take effect simultaneously in the schedule defined in the AP Profile

AP Power Profile (0) © Create Power Profile . © Add

2 Search Table Create a Power Profile here and attach it to AP Profiles. If using as a Regular Power Profile, an Access Point receiving less than required
power will function in a derated state as defined by the sequence of rules. If using as a Calendar Power Profile, all rules take effect
simultaneously in the schedule defined in the AP Profile
0 Selected h 22, 2024[5
Pe P
O Power Profile Name + CLEUR24_PowerProfile

Rule

Interface* Interface ID°
Rules (0) Radio " 6 GHz v @ Add

Parameter

Spatial Stream ~ 11 ‘ L Jpn 22, 2 S P

Jfn 22, 20245

) Spatial Stream Fa/neter Value

State Cancel

Cancal [ .. |

asco Lee/
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[ Managed & ]

provisioned

Do you want to save power? AP
Power Profile is there to help you

- Design > Network ey
Settings > Wireless > Create Access Point Profile @B
Create POWGI’ Profile st

CCCCCCC

- Design > Network
Settings > Wireless >
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Do you want to save power? AP

provisioned

)’1“ Managed & ]

Power Profile is there to help you

- Design > Network
Settings > Wireless >
Create Power Profile

- Design > Network
Settings > Wireless >
Create/Edit AP Profile

- Add power profile to AP

= il Catalyst Center

Add Calendar Power Profile X

Calendar Power Profil (-]
Select when er Profile to be applied to Access Points. All rules defined in the Power Pri ta ffect

Profile

cisco L{Vp/_/

L/
s (N
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« Introduction
- Get insights with AlOps

- Operate efficiently with
NetOps

- Expand usage with DevOps

« Conclusion
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- Expand usage with DevOps
- Scripting
- Remote Support Authorization
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Customized dashboard with Catalyst Center
telemetry

All Client Count

B 25

WIRELESS

63

0913
= ALL == WIRED == WIRELESS

Wireless Health Breakdown

Client Count

09:14 09:16 0918

FAIR Current:9 == GOOD Curent: 14 = POOR Current: 1

Client Count

0

09:14

— ALL — WIRED — WIRELESS

Client Score

Client Count

0914
600D Current: 63

BRKEWN-2667

Client Count

Wired Health Breakdown

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



https://github.com/CiscoSE/Catalyst-Telemetry

Customized dashboard with Catalyst Center
telemetry

Network Equipment Catalyst Center Python Collector

2) Python Collector
gets all the status calls the Catalyst Center
information from the APlIs regularly

network equipment

3) Python Collector
writes the data into a
time series database

|

Time Series Database

Dashboard
_ https://github.com/CiscoSE/Catalyst-Telemetry
cisco Lz{@_/

BRKEWN-2667
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https://github.com/CiscoSE/Catalyst-Telemetry

AP sensor data in a customized dashboard (TIG
stack)

ithub.com/CiscoSE/Catalyst-Wireless-Telemetr
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https://github.com/CiscoSE/Catalyst-Wireless-Telemetry

AP sensor data in a customized dashboard (TIG

stack)
Access point C9800 Time Series Database
——p BN —p BECE
4 =
1) C9800 2) C9800
gets all the sensor pushes the data using

data from the streaming telemetry
access points

Dashboard

_ https://github.com/CiscoSE/Catalyst-Wireless-Telemetry
cisco Lz{@/

BRKEWN-2667 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

162


https://github.com/CiscoSE/Catalyst-Wireless-Telemetry

Your Cisco wireless battery
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- Expand usage with DevOps
« Scripting
- Remote Support Authorization
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Current troubleshooting method

o resolution

et """"""
Case open g Progress > Done

Customer TAC & Customer
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Remote Support Authorization aka RADKIt

Get easily help when needed

CC-—\—)
000 mumm—
000 mmm

M

(oY RADKit Cloud 6
Embedded in Catalyst Center
version 2.3.5+

M

©)

(ot

TAC Engineer Catalyst Center
SSH =
RADKit Qlient Inte_gratec_i Access to Catalyst Center server and
or automation AP RADKIit service  Catalyst Center managed devices
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RADKIt Problem resolution life cycle

Case open Progress Done

Customer TAC & Customer
Simplify
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= dub Catalyst Center

Cisco

Welcome to Catalyst Center!

About

Cisco DNA Sense

A Some of your license compliance requirements have not been met. Learn more.

API| Reference

Assurance Summary

Health (D

Healthy as of Jan 16, 2024 8:44 PM

o/. 100. -

Network Devices Wireless Clients Wired Clients

View Details

Network Snapshot

Sites

As of Jan 16, 2024 &:44 PM
DNS Servers : 0
NTP Servers : 0

Add Sites

Critical Issues

Last 24 Hours

3

P1

MNetwork Devices

As of Jan 16

2024 &:44 PM

17/

43

P2

View Details

Unclaimed: 2
Unprovisioned: 5

Unreachable: 3

Find New Devices

Developer Resources
Contact Support

Remote Support Authorization
Help

Interactive Help

Compatibility Information
Keyboard Shortcuts

Make a Wish

E]

[ Explore

0

Trend Deviations

View Details

Application QoS Policies

As of Jan 16, 2024 8:46 PM

O

Successful Deploys: O
Errored Deploys: O

Stale Policies: 0

Add New Policy

c1sco 'p/_/

BRKEWN-2667
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Prerequisites for Remote Support Authorization

Install Package
G[? 'Support Services’

@ Have access to the RADKit

. {) cisco Umbrella il if;i;?::e Frovislonin 9
cloud through firewall or proxy
wss://prod.radkit-cloud.cisco.com:443

6% Support Services ] {Jfl) sD Access

roublesho

cisco L{Ko// \ 69
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How to use

emote Support Authorization?

[ ] ® ® Remote Support Authorizati X +

- Create New
Authorization

&« c © Not Secure  https://vielab-dnac5.cisco.com/dna/rsa

altaln
cisco

Catalyst Center

Remote Support Authorization

) O

@ Connection to Remote Su|

Create New Authorization Manage SSH Credentials

@

! K

About

Cisco DNA Sense

API Refere

D

cloper Resources

Contact Support

Remote Support Authorization
Help

Interactive Help

Compatibility Information
Keyboard Shortcuts

Make a Wish

further assist yo

You can grant remote ac o special

access with immediate effect. Let’s start by creating a support authorization

with triage or tr

oubles Permis:

If you have a case numb

ate a Remote Support Authorizati

n is time bound,

a a

Q admin v

As of: Jan 15, 2024 3:47 PM

er, please have it ready.

Cisco

.&‘/

BRKEWN-2667
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How to use Remote Support Authorization?

- Create New = Lo
Authorization

Step 4 of 4. Summary
° WO rkfl OW d efi n eS Review your selections. To make any changes, click Edit and make the

necessary updates. When you are happy with your selections, click Create

What (Catalyst

Center and/or
Devices), Who
(cisco.com user) . SotUp he Authorzaton_c

and for How long it
IS enabled

Scheduled For Now

¥ Access Permission Agreement

Maximum 24 hours

Duration 24 hours

CISCO L&V&_/ BRKEWN-2667
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How to use Remote Support Authorization?

° Create NeW Activities / Audit Logs
Authorization Jan 15, 2024 15:53 PM (CET) LogId

(© By Date v Jan 16, 2023 04:23 PM - Jan 15, 2024 04:23 P Description Login was successful for Remote Support User [shoneder@cisco.com]

AP

- Workflow defines | .o N e B,
What (Catalyst P
Center and/or O warig v
DeViceS), WhO Jan 16, 2024 21:12 PM (CET) wog
(C I SCO . CO m U Se r) [)’ Hiption ::::::”9 command [magleV-conflii'c‘i:tiTnfo] on tf;ldevice [1.1.1.1]

and for How long it M
IS enabled

Jan 15, 2024 15:46 PM ((

- Audit Logs show
Activity

Jan 15, 2024 15:30 PM (Q
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Your Cisco wireless battery ,
| \\\O {
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Your Cisco wireless battery
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« Introduction
- Get insights with AlOps

- Operate efficiently with
NetOps

- Expand usage with DevOps

- Conclusion
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Conclusion

Catalyst Center brings your
Cisco Wireless to the next level!

Giving an unprecedented visibility

J L Ability to scale your work

CISCO Lt/&_/ BBBBBB -2667



The World of Capture the Flag

CTF booth at World of Solutions

Contl nue Test your skills and earn

. Cisco CE Credits*
your education
CTF is gamified Hands-On
Cisco Technologies Labs!

/ * Ask at the booth for the qualifying missions
CISCO M‘ 182
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Next steps

If you don’t have Catalyst If you have Catalyst Center and
Center and you are interested, you discovered something new:
contact your Cisco partner or :

y P Adopt it!
the Cisco account team for

help!

cisco M- BRKEWN-2667 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 183



afran]e _ _
CcISCO The bridge to possible

Thank you






