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Wireless Security
Fundamentals
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Securing the Wireless Network

Secure the Secure the Secure the
Air Devices Network >
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“For Carlsberg,
networking and security operati

are ultimately about the same thin
ensuring the beer keeps flowing.”

Tal Arad, CISO and Head of Technology, Carlsberg

“Networking and security teams tasked to converge, collaborate”, NetworkWorld
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https://www.networkworld.com/article/3708752/networking-and-security-teams-tasked-to-converge-collaborate.html

Wireless Attack Surface

- Wireless networks propagate beyond the physical constraints of the
wired network

- Attacks may originate from anywhere within the wireless coverage
- Passive scanning attacks
- Layer 2 active spoofing attacks
- Layer 1 active jamming or DoS attacks

- Rogue APs
- Honeypot and Evil Twin APs
- Unsecured backdoor access
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. WHFi )
Wireless Protected Access

- A snapshot of the 802.11i Wireless Security Standard
- Commonly used with TKIP encryption

- Final version of 802.11i Wireless Security Standard
- Commonly used with AES encryption

- Personal (PSK - Pre-Shared Key)
- Enterprise (802.1X/EAP)

- Wi-Fi Alliance security update
- Includes new capabilities and new certification requirements

c 1 S co L‘V&~ BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 8




WPA3

CERTIFIED

. Mandatory for Wi-Fi 6 Certification . Protected Management Frames

- Remove insecure legacy protocols (802.11w)
. WEP . Simultaneous Authentication of
. SHAT
. Negative Testing - Wi-Fi Certified Enhanced Open
. - Opportunistic Wireless Encryption
KRACK (OWE)
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802.11 Fundamentals

Authentication

Wireless LAN Controller
e s -8

). Y

Supplicant Authenticator Authenticator
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802.11 Fundamentals

Authentication
n l \ Wireless LAN Controller |dentity Services Engine

Supplicant Authenticator Authentication Server
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802.11 Fundamentals

Authentication

Wireless LAN Controller
e Tt 16

|dentity Services Engine

Active Directory

L
Supplicant Authenticator AutheQreatdmidSeever

- ¥ -
=
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802.11 Fundamentals

Authentication

Wireless LAN Controller Identity Services Engine

—] RADIUS —EwwswErErEl—] (DAP —

Active Directory

Authenticator Authentication Server Credential Server

\
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802.11 Fundamentals

Encryption

n l \ Wireless LAN Controller |dentity Services Engine
Supplicant Authenticator Authentication Server
PMK | < EAP Success < EAP Success (PMK) — ‘ PMK
< ANonce N
PTK SNonce, MIC > | PTK, GTK |_ Four-Way
<— ANonce, MIC, GTK, Sequence # Handshake
ACK > _

PTK = SHA(PMK + ANonce + SNonce + AP MAC + STA MAC)

Cisco L‘V&~/ BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



Authentication and Authorisation

Device Posture

Device Type
User Credentials Location
MAC Address Day and Time

Identity Elements Access Type
Policy Elements

VLAN/VN
SGT / Group Policy

QoS / BDRL
URL Redirect / Filter
Bonjour Service Policy

Application Control

c 1 S co M./ BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 15
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Authorisation

Network Segmentation

2 SSIDs
- VLAN based on SSID

- VLAN segregation based on security policy |

- VLAN based on authentication credentials
- VLAN segregation based on role

- Security based on TrustSec Scalable Group Tags instead of source and destination addresses
- ACLs applied at the packet level with enforcement across the network (or network fabric)

BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



Secure Fast Roaming Challenges

- Client channel scanning and
AP selection

cisco L{{@/

Wireless LAN Controller |dentity Services Engine

- Re-authentication of client
device and re-keying

BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 17




Secure Fast Roaming @
802.11k/v/r and Wi-Fi Agile Multiband

). Y 5>
! #-”Qw

Wireless LAN Controller |dentity Services Engine

- Client channel scanning and - Re-authentication of client :
AP selection device and re-keying
. 802.11k Neighbor Lists based - 802.11r Fast BSS Transition
on CCX (Cisco Compatible based on CCKM (Cisco
Extensions) Centralised Key Management)

- 802.11v BSS Transition

c 1 S co M. BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



Key Reinstallation Attack

=l

. 10 Vulnerabilities were discovered

- May allow the reinstallation of keys already
in use

- Only 1 impacts Access Points
. Specific to 802.11r (Fast BSS Transition)
. CVE-2017-13082

cisco L{V&/

. N

v

. This was an industry wide issue

- Not specific to any one vendor

- WPAZ3 certification includes KRACK

exploit testing

.- The attacker positions a rogue AP

clone to perform a MitM attack

- This flaw causes all WPA2 encryption
protocols to reuse the keystream when
encrypting packets

. Rogue AP detection and WIDS/WIPS

can detect potential attack vectors

BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 19
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802.11w Protected Management Frames

(WiG)

CERTIFIED

\
\

Enterprise

10000909000000000000000900 > | =T Network
v(_ 802.11w Protected =————> J ~—. —r
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Seamless Roaming at Scale

For L2 seamless roaming Large broadcast domains do not
everywhere need to span the same scale and is counter to networking
VLAN across all roaming domain | ] best practice

L3 switch

L2 switch L2 switch
L. it Nt > Skt bt IRt .
. Subnet x l i
1 .
1 . I
‘\ ——————————————————————————— ‘N ——————————————————————————— 4
Seamless roaming Session Seamless roaming Session
within the same subnet disconnection within the same subnet disconnection

CISCO M‘/ BRKEWN-3004
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Seamless Roaming at Scale

For L3 seamless roaming an
extended VLAN network overlay is
required

A data termination point is required
to roam across L3 boundaries

L3 switch

ient VLAN L2 Network Ov

L2 switch L2 switch
L. ittt Nttt > St it > Rt .
. Subnet x . i
1 .
o o 1
1 o
1 5
‘\ ——————————————————————————— ‘N ——————————————————————————— 4
Seamless roaming Seamless roaming Seamless roaming Seamless roaming
within the same subnet within the same subnet within the same subnet  within the same subnet

Cisco L‘V&~/ BRKEWN-3004
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Seamless Roaming at Scale

Can be deployed as centralised
(CAPWAP / EoGRE) or distributed
(fabric) architectures

Edge Wireless Service
Data Plane (DP) Termination

Seamless roaming Seamless roaming Seamless roaming Seamless roaming
W|th|n the same subnet within the same subnet within the same subnet  within the same subnet

D 802.11k/v/r D 802.11k/v/r D 802.11k/v/r D 802.11k/v/r D

Cisco L‘V&~/ BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 23




On-Prem and Cloud |dentity

A\
o

S/

On-Prem Ildentity Cloud Identity
L ) & ¢
802.1x, Network Access VPN, Application Access Q‘? salesforce
PEAP-MSCHAPV?2, SAMLV2, OpenlID Connect
EAP-FAST, EAP-TLS
PAP, MAC Auth Bypass I
SA Mw .@L.,";”@ OpgniD
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Cloud Identity with EAP-TLS

Authentication — Certificate check
[validity, known CA,etc)

Subject Common Name: =5
john.smith@security.onmicrosoft.com —@

EAP-TLS / TEAP Attributes for AuthZ — Common Name @
- =g ,
X :
- "—-—‘/ |SE Azure Active Directory

Group membership /"

c 1 SCO M. BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Multi-Factor Authentication

—I'Eil- 6_ @ [ sAaML2 | @%’oj

+ 802.1X or PSK
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Zero Trust

41% of all data breaches resulted from cyber security incidents
(162 notifications)

Cyber incident breakdown

Ransomware

Compromised or stolen credentials (method unknown) 25%

Malware - 6%

Brute-force attack (compromised credentials) . 3%

. Ransomware

. East/West Traversal - Phishing and compromised or
. Authorisation stolen credentials

- Micro-segmentation . Username/Password
. Rapid Threat Containment . Digital Certificates

Cisco M./ BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



Central Web Authentication
URL Redirect

). Y
=

Wireless LAN Controller |dentity Services Engine

/

Any Packet > | —— RADIUS Access Request —
<— RADIUS Access Accept ——
Network Access Granted
Redirect ACL
HTTP Packet > Redirect to ISE Web Page —>
< Web Authentication Sequence >
CoA Request <—— RADIUS CoA Request
Re-authenticate session
Terminate session RADIUS CoA ACK ——>

Terminate session with port bounce

L{{/ / Disable host port
Cisco &. BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 28




Central Web Authentication
MAC Authentication Bypass

l l \ Wireless LAN Controller |dentity Services Engine

Any Packet > | —— RADIUS Access Request —>»
<— RADIUS Access Accept ——

Network Access Granted
MAB Access Rule

Cisco M./ BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 29
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Random MAC and Private Addresses

- I0S 14+, Android 10+ and Windows 10+ add support
for random MAC Addresses even when associated

- A random MAC is generated for each SSID

- That MAC may remain constant for
the saved profile

- This will impact services based on MAC address
- MAC authentication bypass ‘
- Web authentication
- Location analytics

c 1 sco M-/ BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



WPA Personal

Pre-Shared Key

n l \ Wireless LAN Controller |dentity Services Engine

c 1 SCO M./ BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



WPA Personal

Pre-Shared Key

). Y . Offline Attacks
. w-"’ o - Dictionary

- Rainbow Table

PBIK PBIK . Strong Passwords Matter
<— ANonce — a
PTK SNonce—> | PTK, GTK | Four-Way A
<«—— GTK —— Handshake
ACK —> B

PTK = SHA(PMK + ANonce + SNonce + AP MAC + STA MAC)

Cisco L‘V&~/ BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



g ]

General Security Advanced

Identity PSK

Advertise AP Name 0O
Disabled
6‘ Multicast Buffer Drop
-
PSK= PY9CKS5tL ‘ m ‘ ————. Media Stream Multicast-direct Forward-UpStream
Sso | Allow Private Group

-~ 11ac MU-MIMO

PSK= uTx6oDm1

PSK= Ktghmo9M
PSK WLAN WLC

PSK= Ktghmo9M

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216 130-configure-catalyst-9800-wlc-ipsk-with-ci.html
. / https://documentation.meraki.com/MR/Encryption_and_Authentication/IPSK_with RADIUS Authentication
cIsco e
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216130-configure-catalyst-9800-wlc-ipsk-with-ci.html
https://documentation.meraki.com/MR/Encryption_and_Authentication/IPSK_with_RADIUS_Authentication

[raawn )

General Security Advanced

. —
I d e n t I ty P S K Coverage Hole Detection
Aironet IE @ (]

Advertise AP Name O

P2P Blocking Action Allow Private Group v

Disabled
Multicast Buffer

()
. Drop
PSK= PY9CKS5tL m ————. Media Stream Multicast-direct Forward-UpStream
(ra) .

11ac MU-MIMO

PSK= uTx6o0Dm1

MAC-Filtering

PSK= Ktghmo9M
PSK WLAN WLC
PSK= Ktghmo9M 5;

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216130-configure-catalyst-9800-wic-ipsk-with-ci.html
https://documentation.meraki.com/MR/Encryption_and_Authentication/IPSK_with RADIUS Authentication

Cisco L‘V&~ BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 34
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216130-configure-catalyst-9800-wlc-ipsk-with-ci.html
https://documentation.meraki.com/MR/Encryption_and_Authentication/IPSK_with_RADIUS_Authentication

© Identity PSK without RADIUS
Devices are assigned a group policy based on its passphrase
Search Identity PSKSs... 5001 Identity PSKs Add m
L] [
Identity PSK without RADIUS :
Name Pre-Shared Key & Group Policy
o ipsks J— £ student
(m] ipskl | seeeereene @ student
e O ipsk2 Jre— ® student
-~
PSK= PYICK5IL =
m Ssso O  ipsk3 s @ student
— ~
(u] ipskad [— @ student

\

Ll Sl

5

eemmmTTTIIIITIIITTT v Meraki
PSK= Ktghmo9M e Cills
’,r’ PSK WLAN Meraki MR
. ___,/’ PSK= PY9CK5tL
PSK= zD23501M PSK= uTx60Dm’1
PSK= Ktghmo9M
PSK= zD23501M
W / https://documentation.meraki.com/MR/Encryption_and_Authentication/IPSK_Authentication_without RADIUS
Cisco & BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 35
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Simultaneous Authentication of Equals @
WPA3

- Based on the Dragonfly Key Exchange

- Balanced Password Authenticated Key Exchange
- Security of SAE not tied to the complexity of the shared secret
- SAE exchanges results in a 32-byte PMK
- Protects against offline dictionary attacks
- Forward secrecy protects traffic if the password is compromised in future
- Supports Protected Management Frames

- WPA3-SAE Transition Mode supports both WPA2-PSK and WPA3-SAE
on the same SSID

- Transition Disable will prevent WPA3-Personal clients from downgrading to
WPAZ2-Personal on roams mitigating downgrade attacks

c 1 S co M-/ BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Wi-Fi Certified Enhanced Open @

WPA3
- Opportunistic Wireless Encryption (OWE)
- Replaces 802.11 “open” authentication support

- Client and AP perform an unauthenticated Diffie-Hellman
Key Exchange to establish a PMK

- Four-Way Handshake used as normal
- Supports Protected Management Frames

- Diffie-Hellman is susceptible to MitM attacks

- Would allow the attacker same visibility as on
an Open network

c 1 S co M-/ BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Decoupling Access and ldentity

Connect to Cisco OpenRoaming

OpenRoaming, using enterprise level security protocols,

will allow your device to automatically connect to the Wi~ .
Fi network throughout Cisco Live!, providing you with a

more secure and seamiess Wi-Fi experience at the show.

For more ™ ~ i > T iee,

please g

Connection Successful

you have
installed OpenRoaming!

Okay

cisco Li%o/‘/
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gmeLEss

BROADBAND ALLIANCE

OpenRoaming

L S EMwe

Barcelona

B IHG

o — > (&)OPENROAMING | i
WIRELESS BROADBAND ALLIANCE
a3 HJEh [ =D
o . BeselE

Wireless Network Discovery Unique Identity

I
N\
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Implications of 6GHz CERTIFIED

General Security Advanced Add To Policy Tags
Profile Name* enterprise ‘ Radio Policy &)
SSID* enterprise ‘ Show slot configuration
General Security Advanced Add To Policy T;ags
WL

Layer2 Layer3 AAA

Ste
: O WPA + WPA2 O WPA3 O Static WEP O None
Bi
Q WPA3 an d OWE are ) MAC Filtering )
A 4

ma nd ato ry for GG HZ Lobby Admin Access (@]

WPA Parameters Fast Transition
WPA Policy O WPA2 Policy Status Adaptive Ena... v
GTK 0 WPA3 Policy
Randomize @) Over the DS O

Reassociation Timeout * 20

G WPA?2 and Open are not — Tanston
Supported On 6GHZ WPA2/WPA3 Encryption

AES(CCMP'I28) CCMP256 8 Auth Key Mgmt
GCMP128 GCMP256
802.1X PSK 0
cckM A 0 SAE 8)
Protected Management Frame
FT + SAE O OWE 0
: Fr+8021x O FT + PSK 0
PMF ‘ Optional v
802.1X- psk-sHa2s6 O
SHA256
Association Comeback Timer* ‘ 1

c 1 S co M./ BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



AT

Wi-Fi 6E and Wi-Fi 7 Security %

None

. Client device profiles must Wep
WPA/WPA2 Personal
select WPA2 or WPA3 P Fandi0  yioaoions persons

- Enter the nan  \ypA3 personal

- And only one profile for a given ®  opon
SSlD IS permltted Network Name: cynamic WEP

WPA/WPA2 Enterprise
Security: v WPA2 Enterprise

Username: ] WPAS3 Enterprise

Password:

Show password
Remember this network

? Show Networks Cancel

R
c ! s co W- BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 41




Rogue Detection and
Advanced WIPS
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Rogue Detection and Advanced WIPS

= Cisco DNA Ce

Overview Allowed List Rules aWIPS Profile

Threat 360: Mac A4:53:0E:7D:42:A0

High Threat Summary

Centralized wireless threat e iy v G o]
ma nage me nt By threat type Al Hig Honeypot Ciseo Systems, Inc Active Ope 1, 2022 02:06

Rogue detection and 195
classification

Rogue location and mitigation ey
Monitor and classify threats
Event correlation e [

N

t
t
3

Re o own| SICTATME-APD 51014 ThaE-APA

Q  Search Table
Detections (18)  Clients (0)

S e C u rlty C O m pl Ia n C e re p O rtl n g vigh A18:98.C04636  Rogue onwie |  Ootectna AP Ostoctig AP Ste  Adhoc - Rogue SSID RSSi(gom)  Channal Radio Typo (Ban)  State :

.
Gl 'San
1blg/nfax n
SJC14-TME-APY Jose/Building No IDNASpacesDemo -50 1 802.11b/g/n/a nactive o1
i (2.4GHz) 01:48
High A4 6 Honeypot 14/Floor
Global/San
% DNA Spaces 3 802.11b/g/n/fax Jun 1
Traffic_Assurance_01 Jns:mmm-v ™ No gy A -70 " g Inactive i
High A4S ! Honeypot Td/Elaon,
Siotrel/San 802.11a/nfac/ax Jun 1
SJC14-TME-APA Jose/Building No IDNASpacesDemo 7 60 (56H2) Active S
High A4:530E7D:42:A0 Honeypot 14(Floor

https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center-rogue-management-application/2-3-3/quick-start-guide/b_rogue_management gsg 2 3_3.html
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Rogue Detection and Advanced WIPS

Overview Threats Allows Rules aWIPS Profile
Site: Globa < My 04 @ Last o Ao
- - TOTAL ROGUE THREATS TOTAL AWIPS THREATS TOTAL UNIQUE ROGUE CLIENTS ROGUES CONTAINED
- VVIrelesSs threat aetection
197 79 5 7k
. High Threats Summary
. Forensic ca pture
Active High Threats (99) wmesroe [l
AP Impersanation High Predefined Active
C - - - - i Association Flood High Predefined Active
. Client exclusion pOlICleS ;
Authentic | e encon High Predefined Active
99
"| Authentic L ed Probe Requast High Predefined Active
High Theeat
. Beacon Ol .\ ed Probe Responsa High Predefined Active
Configuration~ » Security~ > Wireless Protection Policies
Beacan F| | oneypot High Predefined Active
Rogue Policies Rogue AP Rules Client Exclusion Policies
Beacon ¥ | arforer Potential Predefined Active
aWIPS and Forensic Capture Enablement Bl Save 4 Reset
Block Ach | alid MAC OUI Frame High Predefined Active
Captures (11) aWIPS is supported for Catalyst 9800 Controllers and eCA devices.
Select all events aWIPS can be enabled/ disabled on WLC physically managed site location Brosdeas | oo Association R . on I .
alformed Association Request i redefine ctive
Note: aWIPS is not applicable for Remote TeleWorker sites q d
. CTS Floos ) ‘
Excessive 802.11 Association Failures ® Enable aWIPS Malformed Authentication High Predefined Active
1 il CTS ViRt cighbor Informational Predefined Active
Excessive 802.1X Authentication Failures ® Enable Forensic Capture () g
) T Alarm 1D Capture Filename Last Updated - T Deauthen
Excessive 802.1X Authentication Timeout L n Probe Response Flood High Predefined Active
226034 AOF8497ECO66_80211_1622535114! Jun 7, 2022 06:38 am Deauthen oo byl Elood High Predefined Active
IP Theft or IP Reuse - - '
Disassoci N " "
Excessive Web Authentication Failures 226035 AOF8497ECD66_80211_1622535145905580.pcap Jun 7, 2022 06:38 am Re-Association Request Flood High Predefined Active
Disassaci
226036 ADFB497ECD66_80211_1622535176916025.pcap Jun 7, 2022 06:38 am Rogue on Wire High Predefined Active
EAPOL Lc
RTS Flood High Predefi d Acti
PLS06-AP3800-01 226037 ADF8497ECO66_80211_1622535238913731.pcap Jun 7, 2022 06:38 am oo "9 redetine chve
RTS Virtual Carrier Sense Attack High Predefined Active
PLS06-AP3800-01 226038 AOF8497EC066_80211_1622535424906239.pcap Jun 7, 2022 06:38 am

ciIsco '&./
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Rogue Access Points

° A Rog Ue AP IS a ny AP WhICh IS General  Clent ~ CAPWAP AP Management  Security  ICap QoS

not part of our infrastructure
. Most of them will be legitimate 90
. Some Of them may be ma||C|OUS Rogue Detection Transient Interval (seconds) 0

C : : H Configurat on~ > Secur ty - . ;N‘ira\ss.s 'Pm[smil;n Policies
. Correctly differentiating between
Rogue Policies Cllent Exclusion Poicies
. e —_—
the two is critical

Rogue Dtection Security Level Custom v Auto Contsinment Level 1
Expiration timeout for Rogue APs (seconds)* 1200 Auto Containment only for Monitor Mode APs D
Validate Rogue Clients against AAA (] (W)
Validate Rogue APs against AAA O Valid client on Rogue AP 0O
Rogue Palling Interval (seconds) 3600 Adhoc Rogue AP O
Detect and Report Adhoc Networks ey oD
Rogue Detection Client Number Threshold® a Global MFP State O
Rogue Init Timer (saconds)* 180 AP Impersonation Detaction O
25 Auhenticaton O MFP Ky Refresh Intarval {hours)* 24
AP Authentication Alarm Threshold® 1
Syslog Notification (]

cisco L{Vg/

BRKEWN-3004
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Rogue Clients

- A Rogue Client is any client
which is connected to a
Rogue AP

- What we care about are our
clients which have connected to
the Rogue AP

- But this is not necessarily a risk

cisco Li%o/‘/

. Clients may create ad-hoc
wireless networks

. This can be a risk if they have
bridged to the wired network

Configuration = » Security - > Wireless Protection Policies

eeeeeee

BRKEWN-3004
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Cisco Catalyst Centre Threat Levels

High
- Rogue Types

Informational Potential . Honeypot

« RSSI <= -75 dBm and not on wire « RSSI >-75 dBm and not on wire - Impersonation AP
- Rogue Type: Neighbor - Rogue Type: Interferer - Rogue on wire
- Beacon DS attack
- All WIPS threats

c 1 s co L‘V&~/ BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



Rogue AP Containment

= Cisco DNA Center Assurance | Dashbhoards | Rogue and aWIPS aoeob

. How do we contain Rogue APs?

. Containment is a spoofed 802.11
disassociation/deauthentication
request attack

- How does WPAS affect Rogue AP

Warning

Threat 360: Mac C6:9E:38:75:52:D8

containment? i e _ |
) 802.1 1W Will Change hOW We Can ocation: Global/San Jose/Building 14/Floor1 Full Screen
mitigate Rogue AP related threats o
4 || ota;  Eras | en) < (@ ws-c3850-48PTME_Sw

- The ability to physically locate rogues
will be key

Cisco L‘V&. BRKEWN-3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 48



Threat 360: Mac C6:9E:38:75:52:D8

Actions v/
Threat Level Threat Type Vendor Status Containment S.. () Last Reported
Interferer UNKNOWN Active Open Jun 4, 2022 06:23 pm

o @ ws-cssso-asoTE_Swich

Rogue Containment with WPA3 -

—
e A %

© @ [ sore-wie-ca-saun
e@n
e@n
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Rogue on Wire

- Matching Algorithms
- MAC Address £3/x£2/%1
- Vendor matching algorithms

- Rogue AP in Bridge Mode

. Locate the Rogue AP via the
Rogue Client MAC address
and Gateway MAC Address

- Wired 802.1x matters

cisco Li%o/‘/

eeeeeeeeee

PSPrfie | Threat 360: Mac 6A:3A:0E:53:A6:E9

ssssss

‘‘‘‘‘‘‘‘

eeeeeeeeeee
GigabitEthernets/0/47

BRKEWN-3004

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

50




. Air Marshal
I \I r M a rS | l a | Configure  Rogue SSIDs 24  Qther SSIDs 595  Spoofs 31 Malicious broadcasts 0 Packet floods O

-]
24 rogue SSIDs  seen ¢

he last 2 hours ~

Edit ~ | | Search.. -
Close
Last First Rogue o
R . [ ssiba BroadcastMACs  seen  seen  Containment because = 3
- ROgue etection : -
g AXE BLE Ge:3a:0ef:fB:15 4 1 year P Recently
D' testing  fand 1 other) SECONds g0 ~partal  sean o - t
o age g LAN X Boule
- | <& ¥
ITTest  eOchibcdsassl oo Tmenth 5 Recently
° O {and " other) seconds ® contained seen on
age % LAN
j-bond-  c6:14:92:6e:ae:b2 15 2 P Recently
. O seconds months % partial seen on
2-owe  (and 2 others)
ago ago LAN
.
fbond-  caldazbeaet) 3weeks o, (=l
(m] fern (Lo seconds partial seen on 2
age 5 LAN n =
j-bond-  c6:14:92:Ge:ae:aS & 3 weeks Recently
° D s fand 4 others) SECOns o “partial  seenon
ago 2 LAN
PR eagnceanhs | 3 weeks Recently
O o o e seconds ®partial  seencn
N fand 2 others o T Map data 82023 Google Terme  Repor a map sror
. oore anagement rrames
FPU cendozsesens O weeks Recently SSID 1T Test WiFi edit
[J bond-2- {and 4 others) seconds ® partial seen on Contal . tained
owe ago g LAN ontainment  containe:

Last seen Wednesday 11/29/2023 8:25 pm

. .
E ; j-p1- o 57 Recently 50 seconds ago
® M |ICIO B O d aStS / DO A S oeks see 0
a l lS l a ( : [ bond-3 seconds ® partial 2D Wednesday 10/18/2023 7:18 am

4 Fi
ae {and 4 others) R aga o) irst seen

1 month ago
Pl e, 12 22 Recently Channels 1,149
- 14:92:6e:ae:b4 ; )
[J bond-4- ff"d :lif:':fh seconds howrs  ®partial  seanon VLANS O
- Facke 00as
Broadcast MACs  e0:cbibed9:35:561 edit
Re § y - 49:35:1
[ Meraki 00E0adGdede  h o dyear g o e e2ichiaci49:35:61 edit
Setup  {and 98 others) ;"g"n'"“" ago - parta :::‘ o Wired MACs  e0:cb:bc:49:35:61

Encryption Open

[10 ] resuits per page <1230 Manufacturer Cisco Meraki
Rogue because Recently seen on LAN
Seen by SFO12-1-AP0S (77 dB)
1-APO1 (41 dB)
APO3 (41 dB)
SFO12-1-AP04 (41 dB)
SFO12-1-APOS (38 dB)
SFO12-1-APO2 (34 dB)
SFO12-1-APO7 (29 dB)
SFO12-2-APOS (12 dB)

ciIsco '&./
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Network as a Sensor

Secure Network Analytics Integration

’ Alarms by Type
e s
]

e s nae

Netflow

- Malware detection and
"""""""""" . . cryptographic compliance
. AR At = on Cisco Stealthwatch

Top Security Events for 10.201.3.18 cource (6} Torger (1)
-]
@ Gou
a 4 Ll 061z 3:51:05 P
™ R ® = 2800 o810z 35105 Pha
| Poascan. sass 2 21000 o6z aasan vt
R © DNS Abuse
Tep g
Alert T Details
P ICMP_Pon_Unesach®* ype
i Description Device has been sending unusually large DNS packsts. This alert uses the Unusual Packet Size observation and may indicate an attacker
= e using the DNS protocol as a covert communications channel to exfirate data,
M MITRE Tactics
[
w s MITRE Techniques
e ooy Alert Type Priority Normal (Cefault) ~
20 1o slen priorities page ©
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Network as an Enforcer
Rapid Threat Containment

—>EEEr» - Mitigation
D 10.201.3.149 ¢

Flows Classify History
Status: Active %
e A Information shared
Host Groups: End User Devices,Desktops,Atlanta,Sales .
and Markeling with other network .
Location: RFC 1918

and security products
Last Seen: 1/9/17 10:25 AM
Policies: [Host-specific Policy],Inside & %
MAC Address:

/4

Quarantine nquarantine 2 - .
Context e ]| Moot ¢ Quarantine or Unquarantine infected host

Identitv Services Enaine Secure Network Analytics
Y g Management Console

CISCO M‘/ BRKEWN-3004
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Securing the Wireless Network

Secure the
Air

ﬁ

TaLos

Cisco Secure

Network Analytics SecureX

Security Ecosystem

Intent-based Network

&
Catalyst™ Cis@;@ Gi
9000 DNA ISE
Center

D)

Secure the

Network TRUST ANALYTVC®
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Continue
your education

cisco Lz{@/

START

BRKEWN-3004

Monday, February 512:15 p.m.
TECEWN-3369

TAC stories : WiFi networks that
save lives...and your job

Tuesday, February 6 | 8:00 a.m.

BRKEWN-2014 ® BRKEWN-3628
Meraki Wireless AlOps - An Troubleshoot Catalyst 9800
Intuitive Al Solution to Optimize Wireless Controllers
Wi-Fi at Scale !
Tussdav. Fob 61445 Friday, February 91 11:00 a.m.

uesday, February 9 p-m. © BRKEWN-2399
BRKEWN-2029 g

. ) Meraki Wireless from a
Cisco Wireless AlOps Troubleshooter Perspective
Wednesday, February 7 | 4:00 Friday, February 91 11:00 a.m.
p.m. FINISH © BRKEWN-3006
BRKEWN-2097

o . Keep your Catalyst 9800 &
Monitoring Catalyst Wireless with AP-COS Wireless Netwaork
the Meraki Dashboard Healthy, with Wireless Config
Analyzer Express and other
Thursday, February 8 1 10:45 a.m. Advanced Tools
BRKEWN-2667
Cisco Wireless Supercharged by
Cisco Catalyst Center - The
Ultimate Guide to Bring Your
Wireless Operation to the Next
Level
Thursday, February 8 1 1:30 p.m.
BRKEWN-2043
Saving Energy and Money with
Your Cisco Wireless Network
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http://www.ciscolive.com/on-demand

Continue
your education

cisco Lz{@/

START @

BRKEWN-3004

Monday, February 51 8:30 a.m.
TECEWN-2005

Secure, Scalable, Enterprise Wi-Fi
Deployment using Meraki Cloud

Tuesday, February 6 1 11:45 a.m.
IBOEWN-2031

The Inner Workings of QoS for
Modem Wireless Networks

Tuesday, February 61 1:15 p.m.
BRKEWN-2926

Tune your Cisco Wi-Fi designs for
the most demanding clients and
applications, boosted with applied
Al

Tuesday, February 6 | 2:00 p.m.
IBOEWN-2000
Design/Deployment and tuning of

QOutdoor Wi-Fi & Workgroup
Bridges (WGBs)

Tuesday, February 6 | 4:45 p.m.
BRKEWN-2035

Meraki Wireless: Ready for
Enterprise

FINISH

Wednesday, February 7 | 2:15

p.m.
BRKEWN-2042

Cisco Spaces: How to Turn your
Wi-Fi Network into Location Based
Intelligence

Wednesday, February 7 1 2:15

p.m.
IBOEWN-2349

An Open Discussion on Shaping
the Future of Buildings with Cisco
Spaces

Thursday, February 8 | 8:30 a.m.
BRKEWN-3004
Understanding Wireless Security

and the Implications for Secure
Wireless Network Design

Thursday, February 8 | 8:45 a.m.
BRKOPS-2402

Automate the Deployment of a
Wireless Network with the Help of
Cisco Catalyst Center

Thursday, February 8 | 5:00 p.m.
BRKEWN-2037

Open Roaming under the hood
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