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Securing the Wireless Network
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Secure the 
Air
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Tal Arad, CISO and Head of Technology, Carlsberg

òFor Carlsberg, 
networking and security operations 
are ultimately about the same thingé
ensuring the beer keeps flowing .ó
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òNetworking and security teams tasked to converge, collaborate ó, NetworkWorld
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https://www.networkworld.com/article/3708752/networking-and-security-teams-tasked-to-converge-collaborate.html
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Wireless Attack Surface

ÅWireless networks propagate beyond the physical constraints of the 
wired network

ÅAttacks may originate from anywhere within the wireless coverage

ÅPassive scanning attacks

ÅLayer 2 active spoofing attacks

ÅLayer 1 active jamming or DoS attacks

ÅRogue APs 

ÅHoneypot and Evil Twin APs

ÅUnsecured backdoor access
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Wireless Protected Access

ÅA snapshot of the 802.11i Wireless Security Standard

ÅCommonly used with TKIP encryption
WPA

ÅFinal version of 802.11i Wireless Security Standard

ÅCommonly used with AES encryption
WPA2

ÅPersonal (PSK ðPre- Shared Key)

ÅEnterprise (802.1X/EAP)

Authentication

Mechanisms

ÅWi- Fi Alliance security update

ÅIncludes new capabilities and new certification requirements
WPA3
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ÅMandatory for Wi - Fi 6 Certification

ÅRemove insecure legacy protocols

ÅWEP

ÅTKIP

ÅSHA1

ÅNegative Testing

ÅKRACK

WPA3
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ÅProtected Management Frames 
(802.11w)

ÅSimultaneous Authentication of 
Equals (SAE)

ÅWi- Fi Certified Enhanced Open

ÅOpportunistic Wireless Encryption 
(OWE)
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802.11 Fundamentals
Authentication
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Supplicant

CAPWAP

Authenticator

Wireless LAN Controller

Authenticator
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802.11 Fundamentals
Authentication
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CAPWAP RADIUS

Supplicant Authenticator Authentication Server

Wireless LAN Controller Identity Services Engine
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802.11 Fundamentals
Authentication
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LDAP

Credential Server

CAPWAP RADIUS

Supplicant Authenticator Authentication Server

Wireless LAN Controller Identity Services Engine
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LDAP

Credential Server

802.11 Fundamentals
Authentication
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CAPWAP RADIUS

Authenticator Authentication Server

Wireless LAN Controller Identity Services Engine

EAPRADIUS802.1x
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CAPWAP RADIUS

Supplicant Authenticator Authentication Server

Wireless LAN Controller Identity Services Engine

EAP Success

AES

802.11 Fundamentals
Encryption
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PMK PMK

PTK = SHA(PMK + ANonce + SNonce + AP MAC + STA MAC)

ANonce

PTK SNonce, MIC PTK, GTK

ANonce, MIC, GTK, Sequence #

ACK

EAP Success

Four- Way 
Handshake

EAP Success (PMK)
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Authentication and Authorisation
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VLAN/VN

SGT / Group Policy

QoS / BDRL

URL Redirect / Filter

Bonjour Service Policy

Application Control

Policy Elements

Identity Elements

MAC Address

User Credentials

Device Type

Device Posture

802.1x / MAB / WebAuth

Context

Access Type

Day and Time

Location
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Authorisation

ÅVLAN based on SSID

ÅVLAN segregation based on security policy

Static VLAN Assignment

ÅVLAN based on authentication credentials

ÅVLAN segregation based on role

Dynamic VLAN Assignment

ÅSecurity based on TrustSec Scalable Group Tags instead of source and destination addresses

ÅACLs applied at the packet level with enforcement across the network (or network fabric)

TrustSec / Adaptive Policy / Software Defined Access

Network Segmentation
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8 SSIDs 2 SSIDs
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Secure Fast Roaming Challenges

ÅClient channel scanning and 
AP selection

17

ÅRe- authentication of client 
device and re - keying
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CAPWAP RADIUS

Wireless LAN Controller Identity Services Engine

AES
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Secure Fast Roaming

ÅClient channel scanning and 
AP selection

Å802.11k Neighbor Lists based 
on CCX (Cisco Compatible 
Extensions)

Å802.11v BSS Transition

802.11k/v/r and Wi - Fi Agile Multiband
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ÅRe- authentication of client 
device and re - keying

Å802.11r Fast BSS Transition 
based on CCKM (Cisco 
Centralised Key Management)
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CAPWAP RADIUS

Wireless LAN Controller Identity Services Engine

AES
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Å10 Vulnerabilities were discovered

ÅMay allow the reinstallation of keys already 
in use

ÅOnly 1 impacts Access Points

ÅSpecific to 802.11r (Fast BSS Transition)

ÅCVE- 2017 - 13082

Key Reinstallation Attack

19

ÅThis was an industry wide issue

ÅNot specific to any one vendor

ÅWPA3 certification includes KRACK 
exploit testing

ÅThe attacker positions a rogue AP 
clone to perform a MitM attack

ÅThis flaw causes all WPA2 encryption 
protocols to reuse the keystream when 
encrypting packets

ÅRogue AP detection and WIDS/WIPS 
can detect potential attack vectors
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https://papers.mathyvanhoef.com/ccs2017.pdf
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802.11w Protected Management Frames
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Enterprise 
Network

802.11w Protected
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Seamless Roaming at Scale
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Subnet x Subnet Y Subnet Z

L3 switch

L2 switch

Seamless roaming
within the same subnet

Session 
disconnection

Client re - DHCP

Seamless roaming
within the same subnet

L2 switch

Session 
disconnection

Client re - DHCP

For L2 seamless roaming 
everywhere need to span the same 

VLAN across all roaming domain

Large broadcast domains do not 
scale and is counter to networking 

best practice
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Seamless Roaming at Scale
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Subnet x Subnet Y Subnet Z

L3 switch

L2 switch

For L3 seamless roaming an 
extended VLAN network overlay is 

required

A data termination point is required 
to roam across L3 boundaries

L2 switch

Seamless roaming
within the same subnet

Seamless roaming
within the same subnet

Seamless roaming
within the same subnet

Seamless roaming
within the same subnet

Client VLAN L2 Network Overlay
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Seamless Roaming at Scale
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Subnet x Subnet Y Subnet Z

L3 switch

L2 switch

Edge Wireless Service 
Data Plane (DP) Termination

Can be deployed as centralised
(CAPWAP / EoGRE) or distributed 

(fabric) architectures

L2 switch

Seamless roaming
within the same subnet

Seamless roaming
within the same subnet

Seamless roaming
within the same subnet

Seamless roaming
within the same subnet

Client VLAN L2 Network Overlay

802.11k/v/r 802.11k/v/r 802.11k/v/r 802.11k/v/r
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On- Prem and Cloud Identity
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Cloud Identity

VPN, Application Access

SAMLv2, OpenID Connect

On- Prem Identity

802.1x, Network Access

PEAP- MSCHAPv2,
EAP- FAST, EAP- TLS

PAP, MAC Auth Bypass
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Cloud Identity with EAP - TLS
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Multi- Factor Authentication
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EAP- TLS

OIDC

MFA

WebAuth

SAML2

MFA

+ 802.1X or PSK
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ÅRansomware

ÅEast/West Traversal

ÅAuthorisation

ÅMicro- segmentation

ÅRapid Threat Containment

Zero Trust

27

ÅPhishing and compromised or 
stolen credentials

ÅUsername/Password

ÅDigital Certificates
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OIDC

MFA

EAP- TLS
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Central Web Authentication
URL Redirect
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CAPWAP RADIUS

Wireless LAN Controller Identity Services Engine

RADIUS Access Request

RADIUS Access Accept

Network Access Granted
Redirect ACL

Any Packet

HTTP Packet Redirect to ISE Web Page

Web Authentication Sequence

RADIUS CoA ACK

RADIUS CoA RequestCoA Request 
ÅRe- authenticate session
ÅTerminate session
ÅTerminate session with port bounce
ÅDisable host port
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Central Web Authentication
MAC Authentication Bypass
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CAPWAP RADIUS

Wireless LAN Controller Identity Services Engine

RADIUS Access Request

RADIUS Access Accept

Network Access Granted
MAB Access Rule

Any Packet
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Random MAC and Private Addresses

ÅiOS 14+, Android 10+ and Windows 10+ add support
for random MAC Addresses even when associated

ÅA random MAC is generated for each SSID

ÅThat MAC may remain constant for 
the saved profile

ÅThis will impact services based on MAC address

ÅMAC authentication bypass

ÅWeb authentication

ÅLocation analytics
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WPA Personal
Pre- Shared Key
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CAPWAP RADIUS

Wireless LAN Controller Identity Services Engine
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PTK = SHA(PSK + ANonce + SNonce + AP MAC + STA MAC)PTK = SHA(PMK + ANonce + SNonce + AP MAC + STA MAC)

PSK PSKPMK

WPA Personal
Pre- Shared Key

32

ÅOffline Attacks
ÅDictionary

ÅRainbow Table

ÅStrong Passwords Matter
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PMK

PTK

ANonce

SNonce

GTK

ACK

PTK, GTK Four- Way 
Handshake

AES
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Identity PSK
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PSK WLAN

PSK= uTx6oDm1

PSK= Ktghmo9M

PSK= Ktghmo9M

PSK= PY9CK5tL

ISE

WLC

MAC- Filtering

MAC= 20:C9:D0:2B:80:F7 PSK= PY9CK5tL

PSK= uTx6oDm1

PSK= Ktghmo9M

PSK= Ktghmo9MMAC= 50:C7:BF:BA:D9:75

MAC= 50:C7:BF:BA:D3:23

MAC= 9C:3D:CF:4A:72:4D

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst - 9800 - series- wireless- controllers/216130 - configure - catalyst- 9800 - wlc - ipsk- with- ci.html
https://documentation.meraki.com/MR/Encryption_and_Authentication/IPSK_with_RADIUS_Authentication

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216130-configure-catalyst-9800-wlc-ipsk-with-ci.html
https://documentation.meraki.com/MR/Encryption_and_Authentication/IPSK_with_RADIUS_Authentication
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Identity PSK
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PSK WLAN

PSK= uTx6oDm1

PSK= Ktghmo9M

PSK= Ktghmo9M

PSK= PY9CK5tL

ISE

WLC

MAC- Filtering

MAC= 20:C9:D0:2B:80:F7 PSK= PY9CK5tL

PSK= uTx6oDm1

PSK= Ktghmo9M

PSK= Ktghmo9MMAC= 50:C7:BF:BA:D9:75

MAC= 50:C7:BF:BA:D3:23

MAC= 9C:3D:CF:4A:72:4D

Group == Medical Cart PSK= zD235o1M

PSK= 8GB10vaqProfile == Security Camera

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst - 9800 - series- wireless- controllers/216130 - configure - catalyst- 9800 - wlc- ipsk- with- ci.html
https://documentation.meraki.com/MR/Encryption_and_Authentication/IPSK_with_RADIUS_Authentication

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216130-configure-catalyst-9800-wlc-ipsk-with-ci.html
https://documentation.meraki.com/MR/Encryption_and_Authentication/IPSK_with_RADIUS_Authentication
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Identity PSK without RADIUS
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https://documentation.meraki.com/MR/Encryption_and_Authentication/IPSK_Authentication_without_RADIUS

PSK= uTx6oDm1

PSK= Ktghmo9M

PSK= zD235o1M

PSK= PY9CK5tL

Meraki MRPSK WLAN

MAC= 20:C9:D0:2B:80:F7 PSK= PY9CK5tL

PSK= uTx6oDm1

PSK= Ktghmo9M

PSK= zD235o1MMAC= 50:C7:BF:BA:D9:75

MAC= 50:C7:BF:BA:D3:23

MAC= 9C:3D:CF:4A:72:4D

Meraki 
Cloud

https://documentation.meraki.com/MR/Encryption_and_Authentication/IPSK_Authentication_without_RADIUS
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Simultaneous Authentication of Equals

ÅBased on the Dragonfly Key Exchange

ÅBalanced Password Authenticated Key Exchange

ÅSecurity of SAE not tied to the complexity of the shared secret

ÅSAE exchanges results in a 32 - byte PMK

ÅProtects against offline dictionary attacks

ÅForward secrecy protects traffic if the password is compromised in future

ÅSupports Protected Management Frames

ÅWPA3- SAE Transition Mode supports both WPA2 - PSK and WPA3- SAE 
on the same SSID

ÅTransition Disable will prevent WPA3 - Personal clients from downgrading to 
WPA2- Personal on roams mitigating downgrade attacks

WPA3

BRKEWN- 3004 36
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Wi- Fi Certified Enhanced Open

ÅOpportunistic Wireless Encryption (OWE)

ÅReplaces 802.11 òopenó authentication support

ÅClient and AP perform an unauthenticated Diffie - Hellman 
Key Exchange to establish a PMK

ÅFour- Way Handshake used as normal

ÅSupports Protected Management Frames

ÅDiffie- Hellman is susceptible to MitM attacks

ÅWould allow the attacker same visibility as on 
an Open network

WPA3
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Access IdentityAccess and Identity

Decoupling Access and Identity
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JoinJoinAccess Identity

OpenRoaming
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EAPRADIUS802.1x

Wireless Network Discovery Unique Identity
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Implications of 6GHz

WPA3 and OWE are 

mandatory for 6GHz

WPA2 and Open are not

supported on 6GHz

40BRKEWN- 3004



© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

ÅClient device profiles must 
select WPA2 or WPA3

ÅAnd only one profile for a given 
SSID is permitted

Wi- Fi 6E and Wi- Fi 7 Security
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Rogue Detection and 
Advanced WIPS
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ÅCentralized wireless threat 
management

ÅRogue detection and 
classification

ÅRogue location and mitigation

ÅMonitor and classify threats

ÅEvent correlation

ÅSecurity compliance reporting

Rogue Detection and Advanced WIPS
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https://www.cisco.com/c/en/us/td/docs/cloud - systems- management/network - automation- and- management/dna - center - rogue- management - application/2 - 3- 3/quick - start- guide/b_rogue_management_qsg_2_3_3.html

https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center-rogue-management-application/2-3-3/quick-start-guide/b_rogue_management_qsg_2_3_3.html
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ÅWireless threat detection

ÅForensic capture

ÅClient exclusion policies 

Rogue Detection and Advanced WIPS
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ÅA Rogue AP is any AP which is 
not part of our infrastructure

ÅMost of them will be legitimate

ÅSome of them may be malicious

ÅCorrectly differentiating between 
the two is critical

Rogue Access Points
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ÅA Rogue Client is any client 
which is connected to a 
Rogue AP

ÅWhat we care about are our
clients which have connected to 
the Rogue AP

ÅBut this is not necessarily a risk

Rogue Clients

46

ÅClients may create ad - hoc 
wireless networks

ÅThis can be a risk if they have 
bridged to the wired network

BRKEWN- 3004



© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Cisco Catalyst Centre Threat Levels
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Informational

ÅRSSI <= - 75 dBm and not on wire

ÅRogue Type: Neighbor

Potential

ÅRSSI >- 75 dBm and not on wire

ÅRogue Type: Interferer

High

ÅRogue Types

ÅHoneypot

ÅImpersonation AP 

ÅRogue on wire

ÅBeacon DS attack

ÅAll WIPS threats



© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

ÅHow do we contain Rogue APs?

ÅContainment is a spoofed 802.11 
disassociation/ deauthentication
request attack

ÅHow does WPA3 affect Rogue AP 
containment?

Å802.11w will change how we can 
mitigate Rogue AP related threats

ÅThe ability to physically locate rogues 
will be key

Rogue AP Containment

48BRKEWN- 3004



© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Rogue Containment with WPA3
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802.11w Protected
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ÅMatching Algorithms

ÅMAC Address ± 3/ ± 2/ ± 1

ÅVendor matching algorithms

ÅRogue AP in Bridge Mode

ÅLocate the Rogue AP via the 
Rogue Client MAC address 
and Gateway MAC Address

ÅWired 802.1x matters

Rogue on Wire
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ÅRogue AP Detection

ÅRogue Containment

ÅWired Rogue

ÅWIDS/WIPS

ÅSpoofed Management Frames

ÅMalicious Broadcasts / DoS

ÅPacket Floods

Air Marshal
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Network as a Sensor
Secure Network Analytics Integration
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Malware detection and 

cryptographic compliance

on Cisco Stealthwatch

Netflow
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Network as an Enforcer
Rapid Threat Containment
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Secure Network Analytics
Management Console

Identity Services Engine

pxGrid Mitigation

Quarantine or Unquarantine infected hostContext

Information shared 
with other network 

and security products
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Securing the Wireless Network
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Secure the 
Air

Secure the 
Devices

Secure the 
Network
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Continue 
your education

ÅVisit the Cisco Showcase 
for related demos

ÅBook your one - on- one
Meet the Engineer meeting

ÅAttend the interactive education 
with DevNet, Capture the Flag, 
and Walk- in Labs

ÅVisit the On- Demand Library 
for more sessions at 
www.CiscoLive.com/on - demand
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http://www.ciscolive.com/on-demand
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