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Securing the Wireless Network

Secure the Secure the Secure the
Air Devices Network ~
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oFor Carl sber g,
networking and security operatio

are ulti mately
ensuring the beer keeps flowing

Tal Arad, CISO and Head of Technology, Carlsberg

oNetworking and security teams tasked to converge, collaborate 6 NetworkWorld
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https://www.networkworld.com/article/3708752/networking-and-security-teams-tasked-to-converge-collaborate.html

Wireless Attack Surface

AWireless networks propagate beyond the physical constraints of the
wired network

A Attacks may originate from anywhere within the wireless coverage
A Passive scanning attacks
A Layer 2 active spoofing attacks
A Layer 1 active jamming or DoS attacks

A Rogue APs
A Honeypot and Evil Twin APs
A Unsecured backdoor access
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Wireless Protected Access CERTIFIED

AA snapshot of the 802.11i Wireless Security Standard
ACommonly used with TKIP encryption

AFinal version of 802.11i Wireless Security Standard
ACommonly used with AES encryption

APersonal (PSK & Pre- Shared Key)
AEnterprise (802.1X/EAP)

AWi- Fi Alliance security update
Alncludes new capabilities and new certification requirements

c 1 S co L‘V&. BRKEWN 3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 8




WPA3

CERTIFIED

AMandatory for Wi - Fi 6 Certification aAProtected Management Frames

ARemove insecure legacy protocols (802.11w)
AWEP ASimultaneous Authentication of
ATKIP Equals (SAE)
ASHAL
aNegative Testing AWI- Fi Certified Enhanced Open
AKRACK AOpportunistic Wireless Encryption
(OWE)
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802.11 Fundamentals

Authentication

Wireless LAN Controller

). Y

Supplicant Authenticator Authenticator
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802.11 Fundamentals

Authentication

Wireless LAN Controller Identity Services Engine

/

- Y .
=

Supplicant Authenticator Authentication Server
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802.11 Fundamentals

Authentication

Wireless LAN Controller Identity Services Engine

A b,
ke miH e o 180
5. I -

Active Directory

- ¥ -
=< |

Supplicant Authenticator AutherCieatentiSle®esver
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802.11 Fundamentals

Authentication

Wireless LAN Controller Identity Services Engine

—] RADIUS —EFwEEEEETER—] (DAP —

Active Directory

Authenticator Authentication Server Credential Server

\
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802.11 Fundamentals

Encryption

n l \ Wireless LAN Controller Identity Services Engine
Supplicant Authenticator Authentication Server
PMK | < EAP Success < EAP Success (PMK) — ‘ PMK
< ANonce N
PTK SNonce, MIC > | PTK, GTK |_ Four- Way
<— ANonce, MIC, GTK, Sequence # Handshake
ACK > |

PTK = SHA(PMK + ANonce + SNonce + AP MAC + STA MAC)
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Authentication and Authorisation

Device Posture

Device Type
User Credentials Location
MAC Address Day and Time

Identity Elements Access Type
T ——

VLAN/VN

SGT / Group Policy
QoS / BDRL
URL Redirect/ Filter
Bonjour Service Policy

Application Control

cisco M. BRKEWN 3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 15
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Authorisation

Network Segmentation

2 SSIDs

AVLAN based on SSID
AVLAN segregation based on security policy |

AVLAN based on authentication credentials
AVLAN segregation based on role

ASecurity based on TrustSec Scalable Group Tags instead of source and destination addresses
AACLs applied at the packet level with enforcement across the network (or network fabric)

BRKEWN 3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Secure Fast Roaming Challenges

Wireless LAN Controller Identity Services Engine

AClient channel scanning and ARe- authentication of client
AP selection device and re - keying
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Secure Fast Roaming @
802.11k/v/r and Wi - Fi Agile Multiband

). ¥ s
! #-”kw

Wireless LAN Controller Identity Services Engine

AClient channel scanning and ARe- authentication of client :
AP selection device and re - keying
4802.11k Neighbor Lists based 4802.11r Fast BSS Transition
on CCX (Cisco Compatible based on CCKM (Cisco
Extensions) Centralised Key Management)

A802.11v BSS Transition

c 1 S c o M. BRKEWN 3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



Key Reinstallation Attack

=l

A 10 Vulnerabilities were discovered

A May allow the reinstallation of keys already
in use

AOnly 1 impacts Access Points
A Specific to 802.11r (Fast BSS Transition)
ACVE-2017 - 13082

cisco L{V&/

v

A This was an industry wide issue
A Not specific to any one vendor

AWPAZ3 certification includes KRACK
exploit testing

A The attacker positions a rogue AP
clone to perform a MitM attack
A This flaw causes all WPA2 encryption

protocols to reuse the keystream when
encrypting packets

ARogue AP detection and WIDS/WIPS
can detect potential attack vectors

BRKEWN 3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 19
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802.11w Protected Management Frames

CERTIFIED m | Enterprise
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‘ , Network .
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Seamless Roaming at Scale

For L2 seamless roaming Large broadcast domains do not
everywhere need to span the same scale and is counter to networking
VLAN across all roaming domain best practice

L3 switch

L2 switch L2 switch
L. it Nt > Skt it IRt .
. Subnet x | ;
1 .
i - i
1 . I
‘\ ——————————————————————————— * N e e e e e e o e e s e s R e s e 4
Seamless roaming Session Seamless roaming Session
within the same subnet disconnection within the same subnet disconnection

0 oo ~O—wo~(
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Seamless Roaming at Scale

For L3 seamless roaming an
extended VLAN network overlay is
required

A data termination point is required
to roam across L3 boundaries

L3 switch

ient VLAN L2 Network Ov

L2 switch L2 switch
il ittt Nttt > St St > Rt .
. Subnet x . 1
1 .
o o 1
1 o
1 5
‘\ --------------------------- ° N e e s e o e e e e s R e h e R R s e s e R 4
Seamless roaming Seamless roaming Seamless roaming Seamless roaming
within the same subnet within the same subnet within the same subnet  within the same subnet

0 U =0 =0
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Seamless Roaming at Scale

Edae Wirel Senvi Can be deployed as centralised
o |g|e |r% I(155_'_ erv_lcet_ (CAPWAP / EoGRE or distributed
At Plane (DB iAo | (fabric) architectures

L2 switch L [eesseelh
Rl JEERICIt . Rt IR \ ‘ .................... \
. Subnet x ] . Subnet Y | Subnet Z |
1 - I I
i . , | | |
1 U | l ' |
< NS e e e e s e e e b e A e A e e s e 4 G i m i m e mamamemamaeme? G s e e s s s mn -

Seamless roaming Seamless roaming Seamless roaming Seamless roaming
W|th|n the same subnet within the same subnet within the same subnet  within the same subnet

D 802.11k/vir D 802.11k/viIr D 802.11k/Vir D 802.11k/viIr D
CISCO W~/ BRKEWN 3004
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On- Prem and Cloud Identity

A\
o

S/

On- Prem ldentity Cloud Identity
L ) © ¢
802.1x, Network Access VPN, Application Access Q‘Q salesforce
PEAP- MSCHAPV2, SAMLvV2, OpenID Connect
EAP- FAST, EAP-TLS
PAP, MAC Auth Bypass I
SAMLAO dsp
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Cloud ldentity with EAP - TLS

Authentication — Certificate check
[validity, known CA,etc)

Subject Common Name: =5
john.smith@security.onmicrosoft.com —@

EAP-TLS / TEAP Attributes for AuthZ — Common Name @
- =g ,
X :
- "—-—‘/ |SE Azure Active Directory

Group membership /"
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Multi- Factor Authentication

_l__Ele_ 6_ @ [ sAmL2 | @%o

+ 802.1X or PSK
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Zero Trust

41% of all data breaches resulted from cyber security incidents
(162 notifications)

Cyber incident breakdown

Ransomware

Compromised or stolen credentials (method unknown) 25%

Malware - 6%

Brute-force attack (compromised credentials) . 3%

ARansomware
AEast/West Traversal APhishing and compromised or
£ Authorisation stolen credentials
A Micro - segmentation AUsername/Password
ARapid Threat Containment A Digital Certificates

c 1 S co W./ BRKEWN 3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



Central Web Authentication
URL Redirect

Wireless LAN Controller Identity Services Engine

- Y .
=

Ly
Any Packet > | —— RADIUS Access Request —>
<— RADIUS Access Accept ——
Network Access Granted
Redirect ACL
HTTP Packet > Redirect to ISE Web Page —>
< Web Authentication Sequence >
CoA Request <—— RADIUS CoA Request

Re- authenticate session

Terminate session — RADIUS CoAACK ——>

Terminate session with port bounce

L{{/ / Disable host port
Cisco &. BRKEWN 3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 28




Central Web Authentication
MAC Authentication Bypass

l l Wireless LAN Controller Identity Services Engine

Any Packet » | —— RADIUS Access Request —>»

<— RADIUS Access Accept ——

Network Access Granted
MAB Access Rule

c 1 S co M. BRKEWN 3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Random MAC and Private Addresses

AIOS 14+, Android 10+ and Windows 10+ add support
for random MAC Addresses even when assoclated

A A random MAC is generated for each SSID

A That MAC may remain constant for
the saved profile

AThis will impact services based on MAC address
A MAC authentication bypass N
A Web authentication
A Location analytics

c ! s c o M- BRKEWN 3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



WPA Personal

Pre- Shared Key

Wireless LAN Controller Identity Services Engine

/

- Y .
=
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WPA Personal

Pre- Shared Key

l \ AOffline Attacks
. w-"’ o ADictionary

ARainbow Table

PBIK PBIK AStrong Passwords Matter
<—— ANonce — R
PTK SNonce —>» | PTK, GTK | Four- Way ‘
<«— GTK Handshake
ACK —> B

PTK = SHA(PMK + ANonce + SNonce + AP MAC + STA MAC)

cisco L‘V&~/ BRKEWN 3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 32
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General Security Advanced

ldentity PSK R

Alronet IE @ D
Advertise AP Name 0O
P2P Blocking Action Allow Private Group

Disabled
Multicast Buffer

O -
PSK= PY9CK5IL “ e S Media Stream Multicast-direct Forward-UpStream

|| Aviow private Group

11ac MU-MIMO

PSK= uTx6o0Dm1

MAC- Filtering

PSK= Ktghmo9M
PSK WLAN

PSK= Ktghmo9M

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst - 9800 - series- wireless - controllers/216130 - configure - catalyst- 9800 - wic - ipsk- with - ci.html
. / https://documentation.meraki.com/MR/Encryption_and_Authentication/IPSK_with_ RADIUS_Authentication
CIsco e
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216130-configure-catalyst-9800-wlc-ipsk-with-ci.html
https://documentation.meraki.com/MR/Encryption_and_Authentication/IPSK_with_RADIUS_Authentication

[raawn )

General Security Advanced

- —
I d e n t I t P S K Coverage Hole Detection
y Aironet IE @ (]}
Advertise AP Name O

P2P Blocking Action | Allow Private Group

Disabled
Multicast Buffer

()
. Drop
_ ~
PSK= PY9CK5tL m ————. Media Stream Multicast-direct Forward-UpStream
(ra) .

11ac MU-MIMO

9
PSK= uTx6o0Dm1 r@ Soo

MAC- Filtering

PSK= Ktghmo9M
PSK WLAN
PSK= Ktghmo9M 5;

https://www.cisco.com/c/en/us/support/docs/wireless/catalyst - 9800 - series- wireless - controllers/216130 - configure - catalyst- 9800 - wic - ipsk- with - ci.html
https://documentation.meraki.com/MR/Encryption_and_Authentication/IPSK_with  RADIUS_Authentication
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https://www.cisco.com/c/en/us/support/docs/wireless/catalyst-9800-series-wireless-controllers/216130-configure-catalyst-9800-wlc-ipsk-with-ci.html
https://documentation.meraki.com/MR/Encryption_and_Authentication/IPSK_with_RADIUS_Authentication

© Identity PSK without RADIUS
Devices are assigned a group policy based on its passphrase

Search Identity PSKSs... 5001 Identity PSKs m

ldentity PSK without RADIUS e

o ipsks — . student
(u] (120 IR pr— @ e
6\ o ipsk2 R ® student
PSK= PY9CKS5tL ﬁ _
l:l bl X P - (m] ipsk3 Jove—— @ student
—— -~ ~
m] ipskd c—— @ student

\

Ll Sl

Meraki

Cloud @
PSK= PY9CKA5tL
PSK= uTx6oDm1

PSK= Ktghmo9M
PSK= zD23501M

PR PSK WLAN Meraki MR

PSK= Ktghmo9M ? gl

PSK= zD23501M 55’: T

. / https://documentation.meraki.com/MR/Encryption_and_Authentication/IPSK_Authentication_without_ RADIUS
CISCO e
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Simultaneous Authentication of Equals @
WPAS3

ABased on the Dragonfly Key Exchange

A Balanced Password Authenticated Key Exchange
A Security of SAE not tied to the complexity of the shared secret
A SAE exchanges results in a 32 - byte PMK
A Protects against offline dictionary attacks
A Forward secrecy protects traffic if the password is compromised in future
A Supports Protected Management Frames

AWPAZ3- SAE Transition Mode supports both WPA2 - PSK and WPA3- SAE
on the same SSID

A Transition Disable will prevent WPA3 - Personal clients from downgrading to
WPAZ2- Personal on roams mitigating downgrade attacks

cisco M. BRKEWN 3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Wi- Fi Certified Enhanced Open @

WPA3
A Opportunistic Wireless Encryption (OWE)
ARepl aces 802. 11 oopend authenti ca

A Client and AP perform an unauthenticated Diffie - Hellman
Key Exchange to establish a PMK

A Four- Way Handshake used as normal
A Supports Protected Management Frames

A Diffie- Hellman is susceptible to MitM attacks

AWould allow the attacker same visibility as on
an Open network

c 1 s c o M. BBBBBB 3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Decoupling Access and Identity

Connect to Cisco OpenRoaming

OpenRoaming, using enterprise level security protocols,
will allow your device to automatically connect to the Wi~
Fi network throughout Cisco Live!, providing

more secure and seamiess Wi-Fi experience at the show.
Formore” ~  © © © e,

please g

Connection Successful

you have
installed OpenRoaming!

Okay

c1sco 'p//
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BROADBAND ALLIANCE

OpenRoaming

B IHG
>  (B)0reNRoaMING |
i - =

Wireless Network Discovery Unique Identity

—
g = BMwc

I
N\
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Implications of 6GHz CERTIFIED

General Security Advanced Add To Policy Tags
Profile Name* enterprise ‘ Radio Policy )
SSID* enterprise ‘ Show slot configuration
General Security Advanced Add To Policy T;agAsA .
WL

Layer2 Layer3 AAA

O WPA + WPA2 O WPA3 O Static WEP O None
Bi
Q WPA3 an d OWE are ) MAC Filtering [=)
A 4

mandatory for GG HZ Lobby Admin Access (@]

Ste

WPA Parameters Fast Transition
wpAPolicy O WPA2 Policy Status Adaptive Ena... v
GTK 0 WPA3 Policy
Randomize @) Over the DS O

Reassociation Timeout * 20

G WPA2 and Open are not —_— Jansiion
Supported On 6GHZ WPA2/WPA3 Encryption

J
AES(CCMmza)g CCMP256 8 Auth Key Mgmt
GCMP128 GCMP256
802.1X PSK 0
CCKM A 0 SAE 8)
Protected Management Frame
FT + SAE O OWE 0
[PMF [ Optira . ] Frgo2ax O Frepsk O
802.1X- psk-sHa2s6 O
SHA256
Association Comeback Timer* ‘ 1

c 1 s c o M. BRKEWN 3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



AT

Wi- Fi 6E and WiI- Fi 7 Security @

None

AClient device profiles must wep
WPA/WPA2 Personal
SE|€C'[ WPA2 Or WPA3 A Find and ja WPA2/WPA3 Personal

- Enter the nan  \ypA3 personal

AANd only one profile for a given ®  opn
SSID IS permlttEd Network Name: Bynamic WEP

WPA/WPA2 Enterprise
Security: v WPA2 Enterprise

Username: [ WPAS3 Enterprise

Password:

Show password
Remember this network

? Show Networks Cancel

3
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Rogue Detection and
Advanced WIPS
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Rogue Detection and Advanced WIPS
= Cisco DNA Cente i que Q ® ¢ QL
OQuerview  Mlowedlst  Rues  aWPSPofie | Threat 360: Mac A4:53:0E:7D:42:A0
. . High Threat Summary
A Ce ntral IZ ed WI re I eSS th reat Active High Threats (135) Threat Level Threat Type Vendor Status Containmen tS... Last Reported
management T —— | |
1 135
ARogue detection and
classification
- - - - ° . * o
ARogue location and mitigation S E e :
. . Threats (176) =
AMonitor and classify threats R o
etections (1 Clients (0)
. ThreatLovel = MAC Address Tyve
AEvent correlation e [
A Sec u rity CO m pl ian Ce re p O rti n g i i s Rogue:onwie Detocting AP Detecting AP Site Adhoc = Rogue SSID RSSI(dBm)  Channels Radio Type (Band)  State
SIUTHEAPS  JowfBuldes Mo ONASwocssdeme 60 wo SN, it
High A o Honeypot 14/Floor1
Toffc_Assuance 01 dosefbutdng  No  CMASwaces W SN, et
High 4 ! Honeypat 14/Floor]
SCITMEAPS  JoseButing  No  ONASpacesbemo 71 o SR, dm
High A4:530E7D:42:A0 Honeypot 14/Flaor1
https://www.cisco.com/c/en/us/td/docs/cloud - systems- management/network - automation - and- management/dna - center - rogue - management - application/2 - 3- 3/quick - start- quide/b_rogue_management_gsg_2_3_3.html
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Rogue Detection and Advanced WIPS

AWireless threat detection

AForensic capture

AClient exclusion policies

Configuration = »

Rogue Palicies Rogue AP Rules

Select all events

Excessive 802.11 Association Failures

Excessive 802.1X Authentication Failures

Excessive 802,1X Authentication Timeout

IP Theft or IP Reuse

Excessive Web Authentication Failures

Security~ > Wireless Protection Policies

Client Exclusion Policies

Captures (11)

PLS06-AP3800-01

PLS06-AP3800-01

Alarm D

226034

226035

226036

226037

226038

Capture Filename

AOF8497ECO66_80211_1622535114¢

AOF8497ECO66_80211_1622535145905580.pcap

AOF8497EC066_80211_1622535176916025.pcap

AOF8497EC066_80211_16225352:

AOF8497EC066_80211_1622535424906239.pcap

Overview  Threats  Allc

Rules  3WIPS Profile

TOTAL ROGUE THREATS TOTAL AWIPS THREATS

197 79
High Threats Summary

Active High Threats (99)

’ wi
99

High Threat

By Threst Type u
A

aWIPS and Forensic Capture Enablement Bl Save 4 Reset

aWIPS s supported for Catalyst 9800 Controllers and eCA devices.
aWIPS can be enabled/ disabled on WLC physically managed site location

Note: aWIPS is not applicable for Remote TeleWorker sites

@ Enable aWIPS

@ Enable Forensic Capture (1)

Last Updated ~ H

Jun 7, 2022 06:38 am

Jun 7, 2022 06:38 am

Jun 7, 2022 06:38 am

13731.pcap Jun 7, 2022 06:38 am

Jun 7, 2022 06:38 am

Cisco

.&'/

BRKEWN 3004

TOTAL UNIQUE ROGUE CLIENTS

P Impersanation

Association Flood

Authentic

Authentic

Beacon D

Beacon F

Beacon W

Block Ack

Broadcas

CTS Floon

CTS Virtu

Deauthen

Deauthen

Disassoci

Disassoci

EAPOL Lc

High

High

ROGUES CONTAINED

Predefined

Predefined

Fuzzed Beacon High Predefined Active
Fuzzed Probe Request High Predefined Active
Fuzzed Probe Response High Predefined Active
Honeypot High Predefined Active
Interferer Potential Predefined Active
Invalid MAC OUI Frame High Predefined Active
Malformed Association Request High Predefined Active
Malformed Authentication High Predefined Active
Neighbor Informational Predefined Active
Probe Response Flood High Predefined Active
PS Poll Flood High Predefined Active
Re-Association Request Flood High Predefined Active
Rogue on Wire High Predefined Active
RTS Flood High Predefined Active
RTS Virtual Carrier Sense Attack High Predefined Active
44
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Rogue Access Points

AA Rogue AP is any AP which is
not part of our infrastructure

AMost of them will be legitimate
ASome of them may be malicious

ACorrectly differentiating between
the two is critical

cisco L{{/&/

Add AP Join Profile x

General Client CAPWAP AP
Rogues
Rogue Detection

Rogue Detection Minimum RSSI

Rogue Detection Transient Interval (seconds)

Rogue Paolicies Rogue AP Rules Client Exclusion Policies

General
Rogue Detection Security Level Custom
Expiration timeout for Rogue APs (seconds)* 1200

Validate Rogue Clients against AAA

Validate Rogue APs against AAA

Rogue Polling Interval (seconds) 3600
Detect and Report Adhoc Netwarks

Rogue Detection Client Number Threshold® 0

- Rogue Init Timer (secands)* 180

AP Authentication

AP Authentication Alarm Threshold® 1

Syslog Natification

Configuration = » Security - > Wireless Protection Policies

Management Security ICap QoS

-90

Auto Contain

Auta Containment Level 1
Auto Containment only for Monitor Mode APs

Valid client on Rogue AP

Adhoo Rogue AP

MFP Configuration

Global MFP State

AP Impersonation Detection

MFP Kay Refresh Interval (hours)* 24

BRKEWN 3004
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Rogue Clients

AA Rogue Client is any client
which Is connected to a
Rogue AP

AWhat we care about are our
clients which have connected to
the Rogue AP

ABut this is not necessarily a risk

cisco L{{(o/‘/

AClients may create ad - hoc
wireless networks

AThis can be a risk if they have
bridged to the wired network

eeeeeee

BRKEWN 3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco Catalyst Centre Threat Levels

High
ARogue Types

Informational Potential AHoneypot

ARSSI <=-75 dBm and not on wire ARSSI > 75 dBm and not on wire Almpersonation AP
ARogue Type: Neighbor ARogue Type: Interferer ARogue on wire
ABeacon DS attack
AAIl WIPS threats

cisco L‘V&~/ BRKEWN 3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



Rogue AP Containment

AHow do we contain Rogue APs?

AContainment is a spoofed 802.11
disassociation/ deauthentication
request attack

AHow does WPAS3 affect Rogue AP

Warning
re may

Threat 360: Mac C6:9E:38:75:52:D8

containment? e
A4802.11w will change how we can
mitigate Rogue AP related threats | o

AThe ability to physically locate rogues
will be key

c 1 S co M./ BRKEWN 3004 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 48



Rogue Containment with WPAS3

Cisco

.&'/

BRKEWN 3004

Threat 360: Mac C6:9E:38:75:52:D8

Threat Level Threat Type Vendor Status Containment S.. ()

Interferer UNKNOWN Active Open

Location: Global/San Jose/Building 14/Floor1

—
e A %

e@n
e@n

© @ [ sore-wie-ca-saun

Actions v/
Last Reported

Jun 4, 2022 06:23 pm

Full Screen

o @ ws-cssso-asoTE_Swich
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Network as a Sensor
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Network as an Enforcer

Rapid Threat Containment

Host P w--- Mitigation
D 10.201.3.149 ¢

Flows Classify History
Status: Active %
Hostname: workstation-149 |nf0rmatl0n Shared
Host Groups: End User Devices,Desktops,Atlanta,Sales .
and Markeling with other network .
Location: RFC 1918
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MAC Address: -
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Securing the Wireless Network
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your education
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START

® TECEWN-3369
TAC stories : WiFi networks that
save lives...and your job
Tuesday, February 6 | 8:00 a.m. Friday, February 9 1 9:00 a.m.
© BRKEWN-2014 ® BRKEWN-3628
Meraki Wireless AlOps - An Troubleshoot Catalyst 9800
Intuitive Al Solution to Optimize Wireless Controllers
Wi-Fi at Scale !
Tussdav. Fob 61445 Friday, February 91 11:00 a.m.
uesday, February 9 p-m. © BRKEWN-2399
& BRKEWN-2029 -

. ) Meraki Wireless from a
Cisco Wireless AlOps Troubleshooter Perspective
Wednesday, February 7 | 4:00 Friday, February 91 11:00 a.m.
p.m. FINISH © BRKEWN-3006

© BRKEWN-2097

o . Keep your Catalyst 9800 &
Monitoring Catalyst Wireless with AP-COS Wireless Netwaork
the Meraki Dashboard Healthy, with Wireless Config
Analyzer Express and other

Thursday, February 8 1 10:45 a.m. Advanced Tools

© BRKEWN-2667
Cisco Wireless Supercharged by
Cisco Catalyst Center - The
Ultimate Guide to Bring Your
Wireless Operation to the Next
Level
Thursday, February 8 1 1:30 p.m.

© BRKEWN-2043
Saving Energy and Money with
Your Cisco Wireless Network
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Monday, February 51 8:30 a.m.
TECEWN-2005

Secure, Scalable, Enterprise Wi-Fi
Deployment using Meraki Cloud

Tuesday, February 6 1 11:45 a.m.
IBOEWN-2031

The Inner Workings of QoS for
Modem Wireless Networks

Tuesday, February 61 1:15 p.m.
BRKEWN-2926

Tune your Cisco Wi-Fi designs for
the most demanding clients and
applications, boosted with applied
Al

Tuesday, February 6 | 2:00 p.m.
IBOEWN-2000
Design/Deployment and tuning of

QOutdoor Wi-Fi & Workgroup
Bridges (WGBs)

Tuesday, February 6 | 4:45 p.m.
BRKEWN-2035

Meraki Wireless: Ready for
Enterprise

FINISH

Wednesday, February 7 | 2:15

p.m.
BRKEWN-2042

Cisco Spaces: How to Turn your
Wi-Fi Network into Location Based
Intelligence

Wednesday, February 7 1 2:15

p.m.
IBOEWN-2349

An Open Discussion on Shaping
the Future of Buildings with Cisco
Spaces

Thursday, February 8 | 8:30 a.m.
BRKEWN-3004
Understanding Wireless Security

and the Implications for Secure
Wireless Network Design

Thursday, February 8 | 8:45 a.m.
BRKOPS-2402

Automate the Deployment of a
Wireless Network with the Help of
Cisco Catalyst Center

Thursday, February 8 | 5:00 p.m.
BRKEWN-2037

Open Roaming under the hood
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