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and should be -
simple!
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What do we
mean by
Industrial
Security?
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TSA definition of a Critical Cyber System

“Critical Cyber System means any Information or Operational
Technology system or data that, if compromised or exploited, could
result in operational disruption. Critical Cyber Systems include
those business services that, if compromised or exploited, could

result in operational disruption.”
- TSA Security Directive 1580/82-2022-01TA

c ! sco M- BBBBBB -2882 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Notable OT Cyber Incidents in Recent Years

Colonial Pipeline

» Stolen Credentials for
remote access

+  $S200M over 5 years
invested in IT +
Security

» Single password with
no MFA bypassed all
of it

Industroyer2

e Failed attempt to
takedown Ukraine energy
grid

*  Evolution of the malware
that was successful in
2016

e Attack was stopped by
cybersecurity
implementation

2022

_______

JBS Foods
* Reconin Feb, Attack
in June

* Leaked Credentials of
JBS employees found
+  $11M ransom paid

cisco L{Vp/_/

Kojima Industries &

Toyota

*  Supply Chain
Attack

* 14 Factories shut
down

* Malicious file found
on File Server

JBS Foods

¢ Reconin Feb,
Attack in June

e Leaked Credentials
of JBS employees
found

*  S11M ransom paid

COSMICENERGY

Malware

e Similar to
Industroyer2

* Designed to cause
electric power
disruptions by
interacting with
IEC-104 devices

PowerDrop Malware

e Targets the U.S
aerospace industry

* Uses PowerShell
and WMI to creates
a persistent remote
access trojan

* Reaches back to
C2 server to
progress attack

_____

Danish Rail Systems

e Sub-contractor IT
network
compromised

»  Drivers could not
operate
locomotives for
several hours

BRKIOT-2882

ABB

e Targeted Windows
Active Directory

* ABB terminated all
VPN connections to
block attacker
access

Lacroix

 Ransomware
forced shutdown of
3 plants for a week
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The market is fragmented by a patchwork of
solutions from different vendors

Vendor A

Machine Data
Collection

Vendor B

Industrial Security

Vendor D
Remote Access Asset Connectivity

cale

)

( Shadow IT & Security Risk > ( Complexity ) ( Hard to S
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Cisco is on a journey to help customers replace
point hardware solutions

Vendor B

Deep-packet
Inspection

Vendor A

Data extraction
& orchestration

Vendor D Cisco industrial networking
Remote Industrial i i i i
Access Switch with built-in services
Gateway

Eliminating complexity by converging functionality as software features on our industrial networking portfolio

c 1 S co M. BRKIOT-2882 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 9



Building a Security Foundation with Cisco

Build a Security
Foundation

Cisco M./ BRKIOT-2882 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 10



Only Cisco can provide solutions to secure and
connect businesses end-to-end

e = = & 2 2% s
® @ @ @ @ @ @

Access Aggregation Datacenter Management Security Service providers Applications

i o [ Industria _ _ o _
loT Cisco is the only company providing networking

'fi o/\ / and cybersecurity solutions for IT + OT
O
]
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Focus on Today’s Session - Segmentation within

OT

cisco Li%o/‘/

Security Posture &
ZTNA of OT Assets

Secure Equipment

Access

Segment Network
into Smaller Trust

ZO0Nnes
P
ho)
\
N|
EL.
Wy W
[%1O)
ZONE 1 ZONE 2
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ISA/IEC 62443
ones &
Conduits Model

cisco Li/&/



IEC 62443 Zones & Conduits .

\\

Domain Controller, Anti-Virus,
Patch Management Cpob

/Enterprise E-Commerce Enterprise Firewall
Network g. Enterprise ‘
Infrastruct
() e Web Server Internet
i a Conduit g
\ Enterprise WLAN File Server onaul
( i Terminal Services / Invent
Industriall o rer Rower  Management
Enterprise ? Firews| ?
omz oy e 0
= [0 Managed k)
. Switch(es)

Manufacturing Execution
System (MES)

/7

i Router/
Firewall
Local

HMI

PLC

¥

Router/
Firewall

Local

S E

HMI

Field Devices

BRKIOT-2882

Zone: Collection of entities that
represent a partitioning of a System
under Consideration (SUC) based on
their functional, logical and physical
(including location) relationship that
share common security requirements

Conduit: Physical or logical grouping
of communication channels,
intermittent or permanent, between
connecting a zone with another zone
or with the outside that share
common security requirements

The intent is to identify those assets
which share common security
characteristics in order to establish a
set of common security requirements
that reduce cybersecurity risk

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



NIST Zero Trust Guidance is practically the same

ISA/IEC 62443

NIST Zero Trust Guidance

Enterprise
r—
Conduit
DMZ

Conduit Conduit

Industrial Cell/Area
Data Center Zone 1

SIS

3.1.2 ZTA Using Micro-Segmentation

An enterprise may choose to implement a ZTA based on placing individual or groups of
resources on a unique network segment protected by a gateway security component. In this
approach, the enterprise places infrastructure devices such as intelligent switches (or routers) or
next generation firewalls (NGFWs) or special purpose gateway devices to act as PEPs protecting
each resource or small group of related resources. Alternatively (or additionally), the enterprise
may choose to implement host-based micro-segmentation using software agents (see Section
3.2.1) or firewalls on the endpoint asset(s), These gateway devices dynamically grant access to
individual requests from a client, asset or service. Depending on the model, the gateway may be
the sole PEP component or part of a multipart PEP consisting of the gateway and client-side
agent (see Section 3.2.1).

This approach applies to a variety of use cases and deployment models as the protecting device
acts as the PEP, with management of said devices acting as the PE/PA component. This
approach requires an identity governance program (IGP) to fully function but relies on the
gateway components to act as the PEP that shields resources from unauthorized access and/or
discovery.

The key necessity to this approach is that the PEP components are managed and should be able
to react and reconfigure as needed to respond to threats or change in the workflow. It is possible
to implement some features of a micro-segmented enterprise by using less advanced gateway
devices and even stateless firewalls, but the administration cost and difficulty to quickly adapt to
changes make this a very poor choice.

cisco L{{@/
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9 Use Cases for Securing Industrial Networks

(—C;)CD)

- =
2=

Superuser

Engineering Workstations

| § ==

Controller
. 110
Drive

Zone 1

cisco L{Vp/_/

= 7]
L

Convenience Port

i &

Drive

110

Vendor

n App

IT Infrastructure

| S==)

Controller

Zone 2

HMI

1.

BN

All devices within a zone can
communicate freely

. Deny by default across zone
. Convenience Port within a zone
. Engineering workstations to all devices

within designated zones

. Superusers - named employees to all

devices

. IT applications have restricted access to

all zones

. Vendor applications to specified

machines

. Communication of named devices

between zones (e.g. Interlocking PLC)

. Remote Access to single application

temporarily

BRKIOT-2882 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



ldentifying the
Assets
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Asset Visibility & Device Posture using the

Network as a Sensor

cisco Li//p/_/

Security Posture &
ZTNA of OT Assets

BRKIOT-2882
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Leverage the network as a sensor to lower cost
and complexity

Purdue level 3 |8

=
Purdue level 2 [Risd

Purdue [Fasl™
level 0-1 i

Contro /

® RSPAN introduces Jitter
cisco L{V&/

-
Purdue level 3 [

Purdue level 2 [ ICS

Network

Purdue [N
level 0-1 [iind

Cyber Vision Center

| = QOC Ol
|

A

Purdue level 2 [Hnd ol

Application-Flow
Lightweight
Metadata

Purdue «_. : =
level 0-1  [ind =

OS5 U o

-

~

)

® Out-of-Band SPAN is expensive

BRKIOT-2882

@ Network sensors scale without SPAN

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Why is a network-sensor important?

Distributed edge active discovery gives you 100% visibility

Centralized active discovery cannot

see behind firewalls and NAT
boundaries

Other solutions

PLC/RTU/IED

/ discovery

0000

cisco L{{(o/‘/

Cisco Cyber Vision

Active discovery by edge T
Sensors can see more N T O e [P I
e : OOOA
== - — —
Lightweight
Metadata
]
(Y, NAT/Firewall
Boundary

Active I — = (Sensor)

discovery | <—:’)
requests v —
PLC/RTU/IED

0000

BRKIOT-2882 © 2024 Cisco and/or its
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Cisco Cyber Vision portfolio

Hardware Appliance Software Appliance
UCS based servers with Hardware RAID Virtual Machines

Cyber Vision " - aws A

Center VMWare ESXi OVA  HyperV VHD Amazon Web e oeoft Azure
CV-CNTR-M5S5 CV-CNTR-M5S3 Services
16 core CPU + 10 core CPU Minimum requirements Minimum requirements
64 GB RAM © 32GBRAM Intel Xeon, 10 cores Intel Xeon, 10 cores
800GB drives +  480GB drives 32GB RAM and 1TB SSD 32GB RAM and 1TB SSD
1 or 2 network interfaces 1 or 2 network interfaces
s Sensor Sensor .
ensor Sensor
0 c . — Sensor . Sensor
Cyber Vision :‘E«
“w
w“
] q )
Catalyst IR1101 Catalyst IR8300 Catalyst IE9300 Rugged Catalyst 9300/9400 g
Sensors Catalyst IE3300 Catalyst LTE/5G Gateway Multiservice Router Aggregation Switchei IC3000 Industrial Compute
and IE3400 ”'3'5637420',"Dh
e witc Network-Sensors Hardware-Sensor
Deep Packet Inspection built into network-elements eliminating the need for SPAN DPI via SPAN to support brownfield

c 1 SCO M- BRKIOT-2882 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Cisco Cyber Vision Asset V|S| bl | Ity

Asset Inventory

Component

e
=
1769-L16ER/BLOGIXS T N “ LE'":
, Flows vents
|nuteiion  316ER 11:45:12 AM @ Comreler )
Paint_Line_2 & high I Fockwell Automaton 10
7 192.163.249.50 B Aprlgaoz At Vulnerabilities
MAC 14:54:33:91 :chiee 11:00:01AM #st00ceU, .
& Edit () Manage group # Diagnastics ,
# Read Var
& Write var ,

# LowVolume .3+

@ Basics Security A Activity & Automation

Properties  Tags  Semsor — Communication Map
Minimap
Properties
v LEGEND
verdor-name: Rockwe 11 Automation t
o version: 31,011 | | == important flachines - To InvestigateManuf 10 Manuf - Scada & HMI
== Control system behavior
model-ref: 1769-L16ER/B LOGIX5316ER
| we= | T Behavior P.

serial-number: 68771949 i w— Network analysis

151-3PN

name: 1769-L16ER/B LOGIX5316ER 1 === Others STATIO! WINCC

91192, 168, 249,50 |
public-ip: no i

mac: f4:54:33:91:cb:ee £

SIM

TN
B -

SENTRYO-SIMATIGrofinet DCP Multicast 0:0:0
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Cisco Cyber Vision Securlty POStU re

Vulnerability Detection @

@& 0028 m w19 ¢ 27 min @0

192 168 1 subnet o @73 Vulnerabilities

My pe

10 maost matched vulnerabilities

Active bseling: Mo actve baseloe 1 CVE 20155627  Vobogama MuteProdets (] CVE-2314.0781 « Yohigawa CENTUM
i ButferOverfiowVulnerbilties - CVE-2015-8427 BKCLagSwexr Hesp Based Buffer Overflon
Activascomre. Dokt 2affected components 2 affected components:

This presat s filtered with keywords «192 16812 £ [ ©VF 2020 3407 » Paih Traversal Vakwrabiity in
okogswa CENTUM

9

Totahvunaratie

Criteria Seertal | Rectan Detaut

. components for
I CVE-2017:2660 » Multigls Desi o Service. 192.168.1 subnet

B NETwoRs .
3atfected compen

Risk Scores

 componpa TGS A

Componants without tags

| v7 a0 o1
5C50102 B oi10t91106524m Activities s Vunerabiities
* [ O Devica Lowi 2 Vunerabilty severity legend: [l Nose [ ww [l Mo | & Bullding K & very high # Conirater & Tim Sorver -
. Device - Level 34 7 192.168.1.4 {+ 1 ather) g ity eticiytags
Mrp AL 00:00:64:8c:84:08 (¢ 1 other) B e # Cantraber info
b G Metmerkanaivis 2 ean P—

B Saltuaro

v ] Gopmem Vil e

Mg il o Sirace Wk abiities o Sia s devces
Ay s v Contguration Protacol

Mt

Siemns Prochucts CVE-2017-12741 D of Serv
3 GRouRs. v

Oeniat-o-Service Vulnerabiliy I Profinet Devices

0 snsons ¥ olmgawn CENTUM 040 o Stk e Bfer

‘Vahugaa CENTUM BKE Sim, vhid.ene Buffer Overtlaw - Pac

Schneicdar Eeciric Moskican Modbus Brotocol Miple Aut

Volngaua CENTUM BXESimimgr ese Stack Based Bufier O
Cateri Matchies Disriasion Description
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# wer Oovicetype B 5CS0402 typCamirle
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Aggregated activities match IEC62443 conduits

Unaggregated Aggregated

Building J Building J
Manuf - Scada & Hwi  Manuf - Engineering Manuf - Scada & Hm|  Manuf - Engineering

Motor Control Motor Control

QA Cell 19

SERRRRERRRENRE 1 ["‘”‘E“ 5"“‘"5‘
s | e E
\\\\ S ’l"/ =
o ~ < ‘e, Siemens |© from my
¥ S Y AutoWobot
Robot Control  vPilz Safety” Auto Robot 21/,
{"‘ ™ Wt i @ 4 {s mmmmmm {s mmmmmm {s mmmmmm
pilz
ihl Lﬁl = o T e o

. . @E&Hmﬂ

e 10230 1630 1830 Proiet DOF Mkcant020

Easily browse through conduits

View all asset relationships

cisco L{V&/
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Implementing
the Zones &
Conduits Model

cisco Li/&/



Using the Network as the Policy Enforcement
Point

Segment Network
into Smaller Trust

Z0Nes

c 1 SCO M-/ BRKIOT-2882 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



ISE Segmentation Technologies

AAWANS ACLs: DL, Named, DNS

Downloadable ACL (Wired) or

Dynamic VLAN Assignments Named ACL (Wired + Wireless)

Printers
VLAN 5

Employees
VLAN 3

(—r_ Guest
VLAN 4 Employee Contractor

permit ip any any deny ip host <critical>

Per port / Per Doma|n / Per MAC permit ip any any

CiIsco L‘V&~/ BRKIOT-2882

Security Group Tags

Cisco Group-Based Policy

16-bit SGT assignment and
SGT based Access Control

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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What are Security Group Tags (SGTs)?

Role Based Access Control embedded in the
network

SGT
l e 8
T @E g
=t
|
Source Destination

SrcTag DstTag Action
4 5

cisco M-/ BRKIOT-2882 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Zones & Conduits with SGTs

ISA/IEC 62443
/ TrustSec Matrix

Enterprise
Enterprise DMZ IDC Cell 1 SIS

Conduit

Enterprise v X v X X

DmMZ

DMZ X v v X X
Conduit | Conduit | =>
IDC v v v v X

Data Center Zone 1
Cell 1 X X v v X
SIS X X X X v
SIS
—

c 1 SCO M-/ BRKIOT-2882 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



TrustSec Fundamentals

-—
-~
PLC/RTU/IED

Access Distribution MES
Core

c 1 SCO M-/ BRKIOT-2882 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



TrustSec Fundamentals - The TrustSec Domain

j————===-== I
| =22, <
[y
‘_
PLC/RTU/IED | & @ :
cccccc | Distribution | MES
Cor
U U -

TrustSec Domain
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Use Case #1: All devices within a Zone should be
able to communicate freely

=
1= pE—il - If my TrustSec domain
=1 | 1 TrsstSec omain resides within a Cell/Area
6 : — Zone, | must create policy
| N . .
| Distibuton | to allow communication

through the switches
* More on this later!

cisco M-/ BRKIOT-2882 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



TrustSec Fundamentals - Static & Dynamic

Classification

aQ_ 0
/-\ ISE
d@b

PLC/RTU/IED

Static Classification at
ingress of TrustSec
domain

cisco L{{@/

BRKIOT-2882

MES

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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How do we classify an SGT7?

« Static Classification options:
 VLAN to SGT
* Subnet to SGT

o p « |Pto SGT
d@\o |_"":|Core EECSEPACRPZERCIRDY « Interface to SGT

) [ :|4 Static classification can be
oereen done directly on a switch, or
centrally in ISE

Dynamic Classification is done
S via Authentication to ISE

BRKIOT-2882 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Cisco TrustSec - Hybrid Macro / Micro Segmentation

Pon an (OOT Aovics in tha
I S RO RO R RO e R B S 1O

ASSEMBLY WORKSHOP

Lm.an OT device in the

WELDING WORKSHOP

Micro Segmentation

I'm a SCADA /| MES
server/workstation

AUTHENTICATION

Who are you?

cisco L{Vp/_/

0
%!
Ll
O
O
<
v
o4
(@)
=
}_
L
Z

ASSEMBLY WELDING
WORKSHOP WORKSHOP

P -

SCADA | MES

%

[ nnon
WL

AUTHORIZATION

What can you do?

BRKIOT-2882 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



Use Case #8: Communication of named devices
between zones Is allowed

1=l
1= [ - IC I
[EE] « Zone 1 -> Zone 2 is denied
56 T . Zone 1 PLC -> Zone 2 PLC
Distribution is allowed

Drive

cisco M-/ BRKIOT-2882 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Dynamic Classification of SGTs in ISE

» Endpoint is identified and trust is established

+ Posture of endpoint verified to meet
compliance

Vs

Trust continually
verified

+ Continually monitors and verifies endpoint
trust level

+ Vulnerability assessments to identify
indicators of compromise

. * Automatically Updates access policy

J

cisco W‘/

O

&

Cisco ISE

Y

S

N

BRKIOT-2882

Ve

Endpoint classified,
and profiled into
groups

+ Endpoints are tagged x/SGTs

+ Policy applied to profiled groups based on
least privilege

PAN

Endpoint authorized
access based on
least privilege

* Access granted

+ Network segmentation achieved

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Least Privilege Access: Expectation vs. Reality

Expectation Reality
Employees Production Cell 1 Employees
® o = ' o o A —
() (= () () ! !
p J \ 7/ N’
P——
Contractors —_— —_—
o - o 2 2
() O h R . —/ —/
o ‘ b
_ o Vendor A Robots _ - — —
I ARl ) L
< : L] N’ |
A ) JL A ) LA JL A )
4 3\ 4 3\
V' Industrial Data Center v V' Industrial Data Center v
. J \ J

CISCO M_/ BRKIOT-2882
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Use visibility to influence segmentation

Cyber Vision Center Catalyst Center / ISE Visualize Zones &
, : Conduits
B . 6—)\ visualize aggregated flows as
conduits to inform segmentation
policy

Dynamic SGT Mapping ———

Cyber Vision grouping results in
@ dynamic Group-based policy

assignment to endpoints through
ISE

|

. . |

Define policy and I

Visibility to inform observe behavior
|

|

S

segmentation

Group-Based
Access Control [

9 Enforce segmentation
when ready

Cisco IE Switch with | g
Cyber Vision Sensor | |fi [

Monitor Before Enforcement

Visualize Group-based network
behavior in Catalyst Center and
enable enforcement when
confident after monitoring

5
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TrustSec Fundamentals - SXP & Inline Tagging

SXP

—)
PLC/RTU/IED —
Core

MES

c 1 SCO M- BRKIOT-2882 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



TrustSec Propogation

DATA PLANE PROPOGATION (INLINE TAGGING)

SWi1 R1 SW2
10.1.1.1 10.20.20.1

s Employees QB 7/webServers

SGT carried inline in the data traffic. Methods include, SGT over:

MACSec [ LISP/VXLAN
DMVPN GETVPN

cisco L{{@/

CONTROL PLANE PROPOGATION (SXP)

l—{ 10.1.1.1 = SGT-5 }—l

SW1 Not Inline Capable SW2
10.1.1.1 10.20.20.1

aa 5/Employees QB 7/webServers

IP-to-SGT data shared over control protocol. No SGT in the
data plane. Methods include, IP-to-SGT exchange over:

BRKIOT-2882 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 41



SXP in Action

1. PLC connects to Cisco |IE Switch
and authenticates to ISE via MAB
2. Device is profiled as Interlocking
%) —] PLC and ISE assigns the device with
o4 oo the SGT for interlocking PLCs
3. IE Switch receives the SGT
assignment, and creates a binding
for the PLC IP address and the
newly assigned SGT
4. |E switch shares the IP to SGT
mapping to the TrustSec domain

BRKIOT-2882 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



TrustSec Fundamentals - TrustSec Enforcement
happens at egress of TrustSec Domain

[ J
ISE
- 10 | 20 | 30
) ) 10
Policy Matrix
sent from ISE 20
30

Access Distribution

c 1 sco M-/ BBBBBB -2882 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 43



The TrustSec Matrix

ASSEMBLY WELDING PAINTING INFRASTRUCTU
WORKSHOP WORKSHOP WORKSHOP RE SERVICES

ASSEMBLY . = = .
WORKSHOP v v

IORKSHO B <z B <z
WORKSHOP v v
PAINTING .
WORKSHOP = = v
INFRASTRUCTU

Cisco L‘V&~/ BRKIOT-2882 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 44



Defining Security Group Access Control Lists
(SGACL)

ASSEMBLY WELDING PAINTING INFRASTRUCTU

WORKSHOP WORKSHOP WORKSHOP RE SERVICES
e B B
gaove | B
game -
e

cisco L{{/&/

BRKIOT-2882

permit ip src dst eq 123
permit ip src dst eq 67
permit ip src dst eq 68
permit ip src dst eq 53
permit ip src dst eq 1812
permit ip src dst eq 1813
deny ip

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 45



SGACL vs IPACL

Policy Objective: “Allow Workstation Group to Cell Area Zones”

IPACL

Switch-1#show ip access-1list

Extended IP access list Workstation Policy

10 permit tcp 10.1.100.0 0.0.0.255 172.16.100.0 0.0.0.255 eqg 443
20 permit tcp 10.1.100.0 0.0.0.255 172.16.100.0 0.0.0.255 eqg 22
30 permit tcp 10.1.101.0 0.0.0.255 172.16.100.0 0.0.0.255 eq 443
40 permit tcp 10.1.101.0 0.0.0.255 172.16.100.0 0.0.0.255 eq 22
50 permit tcp 10.1.100.0 0.0.0.255 172.16.101.0 0.0.0.255 eqg 443

SGACL

Switch-1# show cts role-based permissions
IPv4 Role-based permissions default:
Deny IP-00
IPv4 Role-based permissions from group 10:WorkstationGroup SGT to group
100:ProdCells SGT:
Web SSH-10

c ! s co M- BRKIOT-2882 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Making use of the default policy

ASSEMBLY WELDING PAINTING INFRASTRUCTU
WORKSHOP WORKSHOP WORKSHOP RE SERVICES
ASSEMBLY . .
WORKSHOP v v
WELDING
WORKSHOP

PAINTING
WORKSHOP

INFRASTRUCTU
RE SERVICES
Default - Deny =

Cisco L‘V&./ BRKIOT-2882 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 47
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Centralized Management, Distributed

Enforcement

ASSEMBLY WELDING PAINTING INFRASTRUCTURE
WORKSHOP WORKSHOP WORKSHOP SERVICES

ASSEMBLY .
WORKSHOP v

WELDING

WORKSHOP
PAINTING

WORKSHOP

INFRASTRUCTURE

S

Deiau\t—Deny'= ”/’ ,, \\\ \\\
P ,/ // \\ \\
/” e / \ N
’,’ // // \\ AN
s Rl ’ \
/’, e // \\
e 7’ 7 \
//’ // “ *
A - PASEEREN
’ \
(il S alioN
m— o
(/J,\) \ (-/J,\) /
\\ R ’/
CATALYST NEXUS VIRTUAL INDUSTRIAL
SWITCHES SWITCHES SWITCHES SWITCHES
CIsco Lz/&_/ BRKIOT-2882

Push and deploy TrustSec
policies consistently
across switching, wireless
and routing infrastructure

ROUTING
PLATFORMS

WIRELESS
ACCESS POINTS

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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What Devices Support SGT Enforcement?

SXP Speakers: Can share IP to SGT

Enforcement Nodes: Can actively block traffic information over SXP but cannot enforce
traffic
‘sanaaa Saaaas AASASS SRSEEE et .
T&mmmsmmmm o Catalyst Switches
Ll smmanasnnnas 1 Typically used at the ni s .
il ‘- distribution & core E]E| 8 IE3300
B - . |[E3200
T [@EE - IE3100
‘ﬂ ) IE3400, IE9300 & * I[E2000
'@5i IEA000
l' Typically used at access &
aggregation

*IE4000 is technically an enforcement node, however, it does not support SXP listener mode so can be used
within inline tagging deployments only
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How device support effects the TrustSec domain

If all switches are capable of
enforcement, my TrustSec domain can be
everywhere

Core

[ ]
| I

Distribution

- -

— s
IH
|
|

[E=]]

IDC

-

BRKIOT-2882

Not all switches need to be enforcement
nodes to do TrustSec

- Segmentation between cells still
possible
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How the TrustSec domain enables you to reduce
the number of policies in your network

TrustSec Domain Includes Access Switches

100s of Cell

%

@/cein
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How the TrustSec domain enables you to reduce
the number of policies in your network

» Every Cell/Area Zone has the
same SGT
* Deny by default

TrustSec Domain Includes Access Switches

Use lack of « We are only focused on the
enforcement in : .
access to your policy for traffic that leaves the
advantage zone
1 - Cell/Area Zones Infrastructure
- E 0 Services
g - : Cell/Area
: Zones
HMI : Infrastructure
____________________ ! Services

Qi /celnn @2/cei2
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How a ring topology effects your enforcement
strategy

 |In this case, aggregation of the
rT T | SGT does NOT work

I
| Core I
I
I

| Distribution

» TrustSec domain is part of the ring

» Each ring must have its own SGT
so traffic can be permitted through

BRKIOT-2882 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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How L2NAT effects your enforcement strategy

* Problem Statement: IP to SGT mapping will
Devices use dynamic SGT, but are behind a NAT gateway be on private IP address. This address does
I not exist in the TrustSec domain
(]

IDC

» Solution: L2ZNAT Gateway is added to
TrustSec Domain

« Static SGT on Post-NAT IP

« Dynamic SGT is shared to L2NAT device
via SXP

« L2NAT device does inline tagging on
Post-NAT IP for transporting through
TrustSec Domain

* L2NAT device understands private |IP
H @ G address for enforcement

Controller

Cell1 Cell2
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Change of Authorization (CoA)

aQ_ P

D)

Jd o

Authentication Server

Endpoint Authenticator
( VLAN 3 RADIUS Access-Accept )
ACL ™~
Initial Authentication SGT
\_ < J
( )
» RADIUS CoA-Request
CoA h
© RADIUS CoA-Ack N
\_ J
RADIUS Access-Request
Re-Authentication SGT: 911 P RADIUS Access-Accept/Reject
Accounting Session-Start
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Recap: Use visibility to influence segmentation

Cyber Vision Center Catalyst Center / ISE

Visualize Zones &

Conduits
o 6—)\ visualize aggregated flows as
pxGrid conduits to inform segmentation
> policy
Dynamic SGT Mapping ———

o Cyber Vision grouping results in
Define policy and

|
|
Visibility to inform observe behavior I %)\ dynamic Group-based policy
segmentation I assignment to endpoints through
|

ISE

Group-Based

Access Control [

Hlen - o o SR

o I 9 Enforce segmentation
when ready
Monitor Before Enforcement
Visualize Group-based network
J?Ixj» behavior in Catalyst Center and
enable enforcement when
confident after monitoring
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LEGEND

= |mportant

Device

Using Cyber Vision to Initiate a CoA

== Control system behavior
=== |T Behavior

= Security analysis

w— Network analysis
== Others

Noge type
11:1 Device
O Component

I [+

Zone1
LintoHocks

@ Basics

Mini Map

© Risk scof

Activities

ey R e

Cisco

.&‘/

thald
cisco

Zone1

Interlock1

/

OT-Applications

Ly oT

g
//
/ 22
00:00:BC:2D:21:70 oz B8
MAC Adoress: 00:00:BC:20:21:70
E\ Username: 00-00-BC-20-21.70

Enapoint Profile: CVC_group_interlock2
= E Current IP Adaress: 10.17.20.7.

Location: Location —* All Locations

Endpont Poicy

| Statc Group Assignment

Custom Attributes

Attribute String

Attribute String

BRKIOT-2882

855e1CCVGrp

assetSource

identzy Group Assignment

General Attributes
Description
Static Assignment faise

Attribute Value
Attribute Value

cov

Vulnerabilities

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

57



What about

Users in OT
networks?
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9 Use Cases for Securing Industrial Networks

Engineering Workstations

802.1X Authentication is
primarily used to enable use
cases associated with human
. interaction to the OT network

___________________________
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Authentication and Authorization

PROTECTED SHARED PUBLIC
SERVERS SERVICES NETWORK

8

L
[ nonn)
L

Employee & = @
o ] 4
. & 2
E— 4
o
7 . :

Contractor P = =

*kk**k

AUTHENTICATION

Who are you?

AUTHORIZATION

What can you do?
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Posture & Compliance

— —

2@ (D)
EMM/MDM i:i a—T ‘
:

Cisco
Secure
Client

2

cisco L{Ko//

Authorization
Policy
IF JailBroken is No

AND PinLock is Yes
THEN Compliant

BRKIOT-2882

=Software

SOPHOS

MDM Attributes
ActivityType
AdminAction
AdminActionUUID
AnyConnectVersion
DaysSincelastCheckin
DetailedInfo

DevicelD

DeviceName

| | | DeviceType

Microsoft DiskEncryption

EndPointMatchedProfile
SOTI

AGLOBO”

FailureReason
IdentityGroup

IMEI

IpAddress
JailBroken
LastCheckInTimeStamp
MacAddress
Manufacturer
MDMCompliantStatus
MDMFailureReason
MDMServerName
MEID

Model
OperatingSystem
PhoneNumber
PinLock
PolicyMatched
RegisterStatus
SerialNumber
ServerType
Sessionld

ubID

UserName
UserNotified

alualn

asco Meraki

v )Symantec.
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Agentless Posture

(;) Status Rule Name Conditions Profiles Security 7

*N
ame Agentless_Posture

[ Network_Accass_Authantication_Pasaed Description
Linkmovwn AND Agentles ':_pu:.luroo

Compliance _Unknown_Devoes
* Access Type

ACCESS_ACCEPT v
L] Wetwork_Access_Authentication_Passed
Compliant AND PermitAccess
' Compiliant_Devices —_—

MNetwork Device Profile @i Cisco W &

Service Template

Track Movement

Agentless Posture ®

- Employee

. Compliant

|
A 802.1x /MAB ¥ K
' -@-

ISE

\_/ !\ Unknown
PowerSh

> = > Posture Status

Linux Support added in ISE 3.1
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Cisco Secure Client (formerly AnyConnect)

@ Cisco Secure Client - X

@ Cisco Secure Client

"ases’ SECURE
Secure Client
© Copynght 2004 - 2022 Cisco Systems, Inc. All Rights Reserved

Terms of service

VPN Module (Core)

ISE Posture

Privacy statement

Notices and disdaimers

Third-party icenses and notices

Installed Modules:
[ Name Version L]
AnyConnect VPN 5.0.00528
Customer Experience Feedbadk 5.0.00528
Diagnostics and Reporting Tool (DART) s o1 —
k ‘ Clos:
Cisco Lt/&~/ BRKIOT-2882
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Endpoint Security is the Norm for IT systems

AnyConnect
Secure Mobility Client

VPN:
Ready to connect.

San Jose Duo - SSL -

System Scan:
System scan not required on current Wi-Fi.

Roaming Security:
Umbrella is active.

]
Clsco

Connect

Scan Again

AnyConnect
Secure Mobility Client

VPN:
Connected to San Jose Duo - S5L.

System Scan:
Compliant.

Metwork access allowed.

]
ClSCO

Disconnect

Scan Again

BRKIOT-2882

= Home

Your System

e U
eE— anmcphee’s MacBook Pro

@& ‘ macOS is not up to date >
‘ 6 System password is set

‘ FileVault is enabled

L] o Firewall is enabled

Login secured by =“=
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Where do you install Endpoint Protection in the

OT?

Enterprise
Purdue Level 4-5

= i

O > —== |

g \ 1
FMC  Cyber Vision SecureX  Duo SIEM |
Global Center !

Cisco Secure Firewall . -

6600 006

- Industrial Data Center
Operations Sansor A S
||
and Control v
Purdue Level 3 Industrial Core MES Cyber 1SE
Vision
Process
Purdue Level 0-2 «—
A Distribution Stack
oT
Sensor SPAN Persona
[TV IE Switch [TV Switch
R RLAED PLC/RTU/IED

Cell/Area Zone-1

cisco L{Vp/_/

Cell/Area Zone-2

— Devices wont support it

BRKIOT-2882
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USB drives still pose a major concern for
Industrial Networks

Much of Malware Found by Industrial Firms on
USB Drives in 2020 Targeted OT

=

By Eduard Kovacs on June 22, 2021

“According to Honeywell, 79% of the malware identified
, by its USB security product on the drives scanned by
customers in 2020 was capable of disrupting operational
technology (OT) systems, up from 59% in 2019.”
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Sheep dip computer for assessmg USB drives

| 9 & % = « USB will continue to

1
1 FMC  Cyber Vision SecureX Duo SIEM

o GeeCeer . ' be used in OT (e.qg.,
[ .
I-DMZ Cisco Secure Firewall .- flrmware UpgradeS)

Enterprise
Purdue Level 4-5

Operations

and Control
Purdue Level 3

_ « Assign a machine
on your network to

P . i
purcue Lovel 0-2 Sheep O assess USB drives
a

A Distribution Stack

) _SPAN |

m ::3 Cisco ) 1C3000 ® Sheep dip Computer
scans the USB drive

H— :
PLC/RTU/IED PLC/RTU/IED orT to C h ecC k |tS con te nt

@ @ é‘) &b 66 for malware

Cell/Area Zone-1 Cell/Area Zone-2
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Remote Users
are the biggest
attack vector to
your network

cisco Ld/&/




Remote access to OT assets is key for
operations

Maintenance Troubleshooting Avoiding Truck Rolls
Remote configuration and Remote experts helping Large sites, distributed
maintenance by vendors and quickly solve issues to operations, limited resources.
third-party technicians. maintain production uptime. Remote access helps lower OpEX.
a ~
t 2 =t B R 2 AL

Roadways Transportation Renewables EV chargers Utilities Manufacturing Oil & Gas Mining Ports

Operations need remote access to all assets at anytime, for internal and external experts

cisco L{V&/
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2023 Verizon Data Breach Investigations Report

In a hybrid, multi-vendor, multi-vector universe

Risk from External Social Engineering Credentials are The risk of
Threats IS on the rise still an issue Vulnerabilities
33% /4%

(@) (@)
of breaches of breaches of breaches of attacks exploit
involved External | include the involved vulnerabilities to
actors human element credentials access an

organization
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Zero Trust Network Access (ZTNA)

‘ ‘ ZTNA provides controlled identity and context-aware
access to resources. It starts with a default deny

Least privilege access

. . Assets hidden from discovery
posture and adaptively offers the appropriate trust

required at the time. A trust broker mediates No lateral movement
connections between applications and users. The Device posture compliance
result reduces risk and offers more flexible and

Time/date restricted access

responsive ways to connect and collaborate.
Reduced attack surface

Ga rtner; More flexible and responsive

Market Guide for Zero Trust Network Access,
August 2023
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Evolving from VPNs to ZTNA
N -

ZTNA
Trust Broker

VPN
Gateway [}

--------------------- | —— | T } Fmmmm=mmmm e et
Jump Server -
(Remote Desktop Gateway)

[ —] ZTNA
[--——1 Gateway

Access to Access to
OT Asset OT Asset
2
- / \_ /
- Always-on solutions with all-or-nothing access - Trust broker manages policy based on identity and

. Firewall rules need to be frequently updated context, and grants access to specific resources at
specific times
- Manual session management using jump servers . .
9 9Jump - Gateway establishes an outbound connection to the trust

broker eliminating complexity of firewall rules
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Zero Trust Network Access (ZTNA) for OT

Assets

Empower OT teams to easily perform remote
operations while enforcing strong zero trust

wbersecur@ controls

/

Browser-based and
native application
access for remote
users

cisco L{{@/

Zero trust remote session
2adkabure least privilege access based on

. . & :
Cisco Secure h !
Equipment Access R EETIEEEE b !

Cisco industrial network
infrastructure

@)
=l

identity and context policies

v Grant access only to specific assets using
specific protocols at specific times/days

v" Multi-factor authentication
v" Remote user posture check
v Session recording, monitoring, termination

BRKIOT-2882

HTTP(S)/RDP/VNC/
SSH/Telnet/VPN jf
e e e e e = =
Industrial Assets
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Cisco Secure Equipment Access

OT resources isolation

Never expose your entire
network. Only assets you specify
can be accessed by the remote
users you choose.

J
Policy enforcement

Trust no one. Access is granted
only on the day/time you decide
and only using the protocols you
choose for each asset.

o

cisco W‘/

All Access ™

NUC - RDP (ROP)

] IR1101-WebApp i
‘ (WEB_APP) ‘

Via RD:
via Web App IR1101-SEA
IR1101-SEA

Only assets you select can be accessed...

£ Refrash As of: Sep 7, 2023 3:15 PM

...USl
System Management | Network Device

1769-L16ER/B

Connected Client Details &

Client Name

1768-L16ER/B
Device Type PLC
Description Gonveyor belt contraller

Access Methods (2)

...at the time/day you define

Remote Sessions Group Details

D " me F -]
Fanuc Robots (3) em anue Robots

Aug 31, 2023
11:22 AM

ull-Screen Monitoring off

LinuxServer (SSH)

ine (SSH/RDP/VNC! On

Via S En
IR11 Recording

Q

+ Add Access Methad

Aecess Method Name =

1769-L16ER/E (SEA_PLUS)

Add Access Method

Connected Client Details

Client Name
1768-L16ER/B

Access Method Details

Accusa Mot

Web App

Telnet

® Aogress/Host Name

182,168.100.101

Schedule Start Aug 31, 2023

11:27 AM

Schedule End Aug 31, 2023

12:27 PM

Duration 1 hour

BRKIOT-2882
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Cisco Secure Equipment Access

Identities and roles

Enforce identities with MFA & SSO.

Simplify operations with custom roles

and groups for assets segregation.

J
Security posture check

Prevent malware intrusion by
verifying health of remote
user’s computers using Cisco
Duo.

o

cisco Li%o/‘/

c1sco

Dashboard Login
© You should receive an emal shortly

Code

Zero trust with MFA and SSO
sl 10T Operations Dashboard

W Delete T Archive @D Report v € & ~ v & Jv BEv @

Your email code

Cisco loT Operations Dashboard

Hello alzaytse@cisco.com,

You have requested a secure verification code to log into your Cisco loT OD
Account

Your Email code is 166875 and is valid for 5 minutes.

Custom user roles

Create Custom Role

Permission

Posture check with Duo

-l =
Checking the security of your
device...
~~
Secured by Duo
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Cisco Secure Equipment Access

® Remote Sessions
Clientless ZTNA

Users only need a browser to
access remote assets using RDP,
VNC, SSH, Telnet or HTTP(S)

uxServer (SSH)

Use native client after security posture check

[ & pio15216822 - Fitzita
file Edt View Transfer Server

Bookmarks  Help

@D  5EAPlsOniine L

PLC Access (2)
View details

Allow use of native desktop clients —
for advanced tasks, only once the \
user’s computer has been verified o
for compliance with health
policies.

8 3840.2160-spiral-

. / seec bytes selecte 1 e Tota size: 142,86 bytes
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Cisco Secure Equipment Access

Access Control Groups Users Active Sessions

®
Session monitoring .

Take action with real-time
visibility on all active sessions
and the ability to join and
terminate them.

Session history with recordings and audit info

Access Managemen
) Access Control Groups Users Active Sessions Session Histary
Session audit trails o |

Fuel investigations and compliance T T :
reports with full history of past
sessions, including their : ' .
recordings.

/e '

View Inline Recording

M 0:26 AM Server N e
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Pulling it all
together
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Let’s put everything together

industrial assets and
communications and groups it into Zones.

_________________________________

Enterprise
Purdue Level 4-5

. ISE implemented for visibility and
CyberVision

3. Components are dynamically classified in
SGETs via group assignment directly from

FMC  Cyber Vision ~ XDR Duo SIEM
Global Center

_________________________________

()

{0
v
$

b

[
I-DMZ Cisco Secure Firewall . -

Operations Soreon ~ oo, am = Industrial Data enter Cybe erSlo n
and Control o o= = & 4. Visualize traffic activity between SGT in
Purdue Level 3 Industrial Core MES Cyber [SE

Vision

Catalyst Center policy analytics

Pug:gg:%_z D 5. Deploy segmentation with confidence once
Rl Distribution Stack you are comfortable with the observed
— L, network behavior
el oo Switch 6. CyberVision, Secure Network Analytics or
a other analytics tools raise alarms endpoint
PLG/RTU/IED pLC/RTU/lED or behavior anomalies and threat detection.

é é ‘ ‘ 66 66 - 7. Investigate in Cisco XDR and SOC tools

8. Users can trigger quarantine of offending
asset.

c 1 SCO M. BRKIOT-2882 BRKIOT-2882 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 79

Cell/Area Zone-1 Cell/Area Zone-2



Cisco’s Industrial Security Journey

Build a Security Security Posture & Segment Network
Foundation ZTNA of OT Assets into Smaller Trust
ZONEs

Secl

ure Equipment
Access

Cisco Secure Firewall Identity Services Engine

aQ_p
d@b >%

Cyber
Vision

\ 7 /1\ V
4 .~
o Q\,D
i: @ gﬁﬁ :x: )
) en Jd o
Cisco Secure Cis Cyb Cisco Identity
ZONE 1 ZONE 2 Firewall Services Engine

U,

Talos Incident Response
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Take Action and Learn More

Visit us in the World of Solutions

Get all the details on Cisco OT security
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